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Log In and Out as the Linux CLI Users
The Linux CLI has two shell users: One with administrative access (Linux CLI admin user), and another with
root access (Linux CLI root user). The following diagram illustrates the flow for logging in and out as the
various CLI users.

To log in as the Linux CLI root user, you will have to transition from being the Cisco EPN Manager CLI
admin user to the Linux CLI admin user to the Linux CLI root user. The following procedure gives you
the exact steps you must follow to log in as these users. For more information on these users, refer to the Cisco
Evolved Programmable Network Manager User and Administrator Guide.
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Before You Begin

If the Linux CLI user is disabled, re-enable it. Refer to the user management procedures in the Cisco Evolved
Programmable Network Manager User and Administrator Guide.

Step 1 To log in as the Linux CLI root user:

1. Start an SSH session with the Cisco EPN Manager server and log in as the Cisco EPN Manager CLI admin user.
2. As the Cisco EPN Manager CLI admin user, log in as the Linux CLI admin user:

shell
Enter shell access password:
password

3. Log in as the Linux CLI root user:

sudo -i

By default, the Linux CLI shell prompt is the same for the Linux CLI admin and root user. You can use the whoami
command to check the current user.

Step 2 To exit:

1. Log out as the Linux CLI root user.

exit

You are now logged in as the Linux CLI admin user.

2. Log out as the Linux CLI admin user:

exit

You are now logged in as the Cisco EPN Manager CLI admin user.

What to do next

For security purposes, disable the Linux CLI users. Refer to the user management procedures in the Cisco
Evolved Programmable Network Manager User and Administrator Guide.

Copy Files From a Client Machine to the Cisco EPN Manager
Server

Before You Begin

You can use SCP, FTP, or SFTP protocols to retrieve files from the client machine. Make sure the required
protocol is enabled on your client machine and the required ports are open (see Ports Used by Cisco EPN
Manager).

This procedure explains how to copy files from your client machine to the Cisco EPN Manager server.
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Step 1 Start an SSH session with the Cisco EPN Manager server and log in as the Cisco EPN Manager CLI admin user.
Step 2 Log in as the Linux CLI admin user (see Log In and Out as the Linux CLI Users).
Step 3 From the Cisco EPN Manager server, retrieve the file from the client machine. You can use SCP, FTP, or SFTP. This

example uses the scp command, which has the following syntax:

scpclientUsername@clientIP:/fullpath-to-file-on-client
/server-directory

Where:

• clientUsername is your username on the client machine
• clientIP is the IP address of the client machine
• fullpath-to-file-on-client is the full path to the file on the client machine that you want to copy to the server
• server-directory is the path to the directory on the server to which you want to copy the file

In the following example, a file namedmyfile located in the /temp directory on the client machine is being copied to the
/localdisk/defaultRepo on the Cisco EPN Manager server.

scp joesmith@123.456.789.101:/temp/myfile /localdisk/defaultRepo

Step 4 Log out as the Linux CLI admin user as described in Log In and Out as the Linux CLI Users.

Synchronize the Hardware and NTP Clock
This procedure synchronizes the hardware clock with the NTP clock using the hwclock command.

Step 1 Log in as the Linux CLI root user as described in Log In and Out as the Linux CLI Users.
Step 2 Check the NTP service status and ensure that NTP has obtained a stable time reference using the following commands.

The following includes examples of the output you should see.

1. Ensure that ntpd is running.

service ntpd status
ntpd (pid 3290) is running...

2. If ntpd (pid 3290) is not running, start it using the following command:

service ntpd start

(Repeat Step a to ensure it is running.)

3. Ensure that NTP is receiving time from an NTP server.

ntpstat
synchronised to NTP server (10.116.133.175) at stratum 3 time correct to within 62 ms
polling server every 1024 s
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If you do not see output similar to this, then NTP synchronization has not yet occurred. Wait a few minutes and run
ntpstat again. If synchronization does not happen within 10 minutes, contact your system administrator or Cisco support.

Step 3 Synchronize the hardware clock with NTP using the following command:

hwclock --systohc --debug

You should see output similar to the following:
hwclock from util-linux-ng 2.17.2
Using /dev interface to clock.
Last drift adjustment done at 1470117750 seconds after 1969
Last calibration done at 1470117750 seconds after 1969
Hardware clock is on local time
Assuming hardware clock is kept in local time.
Waiting for clock tick...
...got clock tick
Time read from Hardware Clock: 2016/08/02 16:03:30
Hw clock time : 2016/08/02 16:03:30 = 1470117810 seconds since 1969
1470117810.500000 is close enough to 1470117810.500000 (0.000000 < 0.001000)
Set RTC to 1470117810 (1470117810 + 0; refsystime = 1470117810.000000)
Setting Hardware Clock to 16:03:30 = 1470117810 seconds since 1969
ioctl(RTC_SET_TIME) was successful.
Not adjusting drift factor because it has been less than a day since the last calibration.
root$

Step 4 Verify that the hardware clock is synchronized with NTP.

echo "hwclock is: $(hwclock --show)" ; echo "linux clock is: $(date)";

Check the output and ensure that the two clocks are synchronized (to at least within a few seconds of each other):

Hwclock is: Tue 26 Jul 2016 06:11:40 PM AEST -0.391028 secondslinux clock is: Tue Jul 26 18:11:40
AEST 2016

Step 5 As the Linux CLI admin user, restart the Cisco EPN Manager services.

• If you are logged in as the Linux CLI root user, switch to the Linux CLI admin user.

exit

• Switch to the Cisco EPN Manager CLI admin user.

exit

• Stop and restart the Cisco EPN Manager services.

ncs stop
ncs start
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Log Into the Cisco EPN Manager Web GUI
Follow these steps to log into the Cisco EPN Manager web GUI:

Procedure

Step 1 On a client machine, launch one of the supported browsers (see Web Client Requirements).
Step 2 In the browser’s address line, enter https://serverIP, where serverIP is the IP address of the server on which you

installed Cisco EPN Manager. The login window is displayed.

When a client accesses the Cisco EPN Manager web GUI for the first time, the browser may display a warning that the
site is untrusted.When this happens, follow the prompts to add a security exception and download the self-signed certificate
from the Cisco EPNManager server. After you complete this procedure, the browser will accept the Cisco EPNManager
server as a trusted site in all future login attempts.

Step 3 Enter the web GUI root username and password, as specified during the installation.

If any licensing problems occur, a message appears in an alert box. If you have an evaluation license, the number of days
until the license expires is shown. You are also alerted about any expired licenses. (You have the option to go directly to
theAdministration >Licenses and Software Updates >Licenses page to address these problems.) For more information
about licenses, refer to the Cisco Evolved Programmable Network Manager User and Administrator Guide .

Step 4 Click Login to log in to the Cisco EPN Manager web GUI. The home page appears and you can now use the web GUI.
For information about the dashboards and dashlets, refer to the Cisco Evolved Programmable Network Manager User
and Administrator Guide .

Step 5 For increased security, perform these steps:

1. Change the password for the web GUI root user by choosing Administration > Users > Roles & AAA > Change
Password.

2. Create at least one Cisco EPNManager web GUI user that has Admin or Super User privileges, then disable the web
GUI root user. For information on disabling this user, refer to the user management topics in the Cisco Evolved
Programmable Network Manager User and Administrator Guide .

3. If you have not done so already, disable the Linux CLI users. Refer to the Cisco Evolved Programmable Network
Manager User and Administrator Guide .

What to do next

Perform setup tasks for server, user, fault, and web GUI management. For a detailed list of tasks, see the
beginning of the administration section of the Cisco Evolved Programmable Network Manager User and
Administrator Guide .

For information on Cisco EPNManager user interfaces and user types, Cisco Evolved Programmable Network
Manager User and Administrator Guide .
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TimeZonesSupportedbyCiscoEvolvedProgrammableNetwork
Manager

This table lists the available values for the system time zone.

Etc/GMT+6America/St_JohnsAfrica/Abidjan

Etc/GMT+7America/St_KittsAfrica/Accra

Etc/GMT+8America/St_LuciaAfrica/Addis_Ababa

Etc/GMT+9America/St_ThomasAfrica/Algiers

Etc/GMT0America/St_VincentAfrica/Asmara

Etc/GMT-0America/Swift_CurrentAfrica/Asmera

Etc/GMT-1America/TegucigalpaAfrica/Bamako

Etc/GMT-10America/ThuleAfrica/Bangui

Etc/GMT-11America/Thunder_BayAfrica/Banjul

Etc/GMT-12America/TijuanaAfrica/Bissau

Etc/GMT-13America/TorontoAfrica/Blantyre

Etc/GMT-14America/TortolaAfrica/Brazzaville

Etc/GMT-2America/VancouverAfrica/Bujumbura

Etc/GMT-3America/VirginAfrica/Cairo

Etc/GMT-4America/WhitehorseAfrica/Casablanca

Etc/GMT-5America/WinnipegAfrica/Ceuta

Etc/GMT-6America/YakutatAfrica/Conakry

Etc/GMT-7America/YellowknifeAfrica/Dakar

Etc/GMT-8Antarctica/CaseyAfrica/Dar_es_Salaam

Etc/GMT-9Antarctica/DavisAfrica/Djibouti

Etc/GreenwichAntarctica/DumontDUrvilleAfrica/Douala

Etc/UCTAntarctica/MawsonAfrica/El_Aaiun

Etc/UniversalAntarctica/McMurdoAfrica/Freetown

Etc/UTCAntarctica/PalmerAfrica/Gaborone

Etc/ZuluAntarctica/RotheraAfrica/Harare
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Europe/AmsterdamAntarctica/South_PoleAfrica/Johannesburg

Europe/AndorraAntarctica/SyowaAfrica/Kampala

Europe/AthensAntarctica/VostokAfrica/Khartoum

Europe/BelfastArctic/LongyearbyenAfrica/Kigali

Europe/BelgradeAsia/AdenAfrica/Kinshasa

Europe/BerlinAsia/AlmatyAfrica/Lagos

Europe/BratislavaAsia/AmmanAfrica/Libreville

Europe/BrusselsAsia/AnadyrAfrica/Lome

Europe/BucharestAsia/AqtauAfrica/Luanda

Europe/BudapestAsia/AqtobeAfrica/Lubumbashi

Europe/ChisinauAsia/AshgabatAfrica/Lusaka

Europe/CopenhagenAsia/AshkhabadAfrica/Malabo

Europe/DublinAsia/BaghdadAfrica/Maputo

Europe/GibraltarAsia/BahrainAfrica/Maseru

Europe/GuernseyAsia/BakuAfrica/Mbabane

Europe/HelsinkiAsia/BangkokAfrica/Mogadishu

Europe/Isle_of_ManAsia/BeirutAfrica/Monrovia

Europe/IstanbulAsia/BishkekAfrica/Nairobi

Europe/JerseyAsia/BruneiAfrica/Ndjamena

Europe/KaliningradAsia/CalcuttaAfrica/Niamey

Europe/KievAsia/ChoibalsanAfrica/Nouakchott

Europe/LisbonAsia/ChongqingAfrica/Ouagadougou

Europe/LjubljanaAsia/ChungkingAfrica/Porto-Novo

Europe/LondonAsia/ColomboAfrica/Sao_Tome

Europe/LuxembourgAsia/DaccaAfrica/Timbuktu

Europe/MadridAsia/DamascusAfrica/Tripoli

Europe/MaltaAsia/DhakaAfrica/Tunis

Europe/MariehamnAsia/DiliAfrica/Windhoek

Europe/MinskAsia/DubaiAmerica/Adak
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Europe/MonacoAsia/DushanbeAmerica/Anchorage

Europe/MoscowAsia/GazaAmerica/Anguilla

Europe/NicosiaAsia/HarbinAmerica/Antigua

Europe/OsloAsia/Ho_Chi_MinhAmerica/Araguaina

Europe/ParisAsia/Hong_KongAmerica/Argentina/

Europe/PodgoricaAsia/HovdAmerica/Argentina/

Europe/PragueAsia/IrkutskAmerica/Argentina/Catamarca

Europe/RigaAsia/IstanbulAmerica/Argentina/Cordoba

Europe/RomeAsia/JakartaAmerica/Argentina/Jujuy

Europe/SamaraAsia/JayapuraAmerica/Argentina/La_Rioja

Europe/San_MarinoAsia/JerusalemAmerica/Argentina/Mendoza

Europe/SarajevoAsia/KabulAmerica/Argentina/Rio_Gallegos

Europe/SimferopolAsia/KamchatkaAmerica/Argentina/Salta

Europe/SkopjeAsia/KarachiAmerica/Argentina/San_Juan

Europe/SofiaAsia/KashgarAmerica/Argentina/San_Luis

Europe/StockholmAsia/KathmanduAmerica/Argentina/Tucuman

Europe/TallinnAsia/KatmanduAmerica/Argentina/Ushuaia

Europe/TiraneAsia/KolkataAmerica/Aruba

Europe/TiraspolAsia/KrasnoyarskAmerica/Asuncion

Europe/UzhgorodAsia/Kuala_LumpurAmerica/Atikokan

Europe/VaduzAsia/KuchingAmerica/Atka

Europe/VaticanAsia/KuwaitAmerica/Bahia

Europe/ViennaAsia/MacaoAmerica/Barbados

Europe/VilniusAsia/MacauAmerica/Belem

Europe/VolgogradAsia/MagadanAmerica/Belize

Europe/WarsawAsia/MakassarAmerica/Blanc-Sablon

Europe/ZagrebAsia/ManilaAmerica/Boa_Vista

Europe/ZaporozhyeAsia/MuscatAmerica/Bogota

Europe/ZurichAsia/NicosiaAmerica/Boise
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FactoryAsia/NovosibirskAmerica/Buenos_Aires

GBAsia/OmskAmerica/Cambridge_Bay

GB-EireAsia/OralAmerica/Campo_Grande

GMTAsia/Phnom_PenhAmerica/Cancun

GMT+0Asia/PontianakAmerica/Caracas

GMT0Asia/PyongyangAmerica/Catamarca

GMT-0Asia/QatarAmerica/Cayenne

GreenwichAsia/QyzylordaAmerica/Cayman

HongkongAsia/RangoonAmerica/Chicago

HSTAsia/RiyadhAmerica/Chihuahua

IcelandAsia/Riyadh87America/Coral_Harbour

Indian/AntananarivoAsia/Riyadh88America/Cordoba

Indian/ChagosAsia/Riyadh89America/Costa_Rica

Indian/ChristmasAsia/SaigonAmerica/Cuiaba

Indian/CocosAsia/SakhalinAmerica/Curacao

Indian/ComoroAsia/SamarkandAmerica/Danmarkshavn

Indian/KerguelenAsia/SeoulAmerica/Dawson

Indian/MaheAsia/ShanghaiAmerica/Dawson_Creek

Indian/MaldivesAsia/SingaporeAmerica/Denver

Indian/MauritiusAsia/TaipeiAmerica/Detroit

Indian/MayotteAsia/TashkentAmerica/Dominica

Indian/ReunionAsia/TbilisiAmerica/Edmonton

IranAsia/TehranAmerica/Eirunepe

IsraelAsia/Tel_AvivAmerica/El_Salvador

JamaicaAsia/ThimbuAmerica/Ensenada

JapanAsia/ThimphuAmerica/Fort_Wayne

KwajaleinAsia/TokyoAmerica/Fortaleza

LibyaAsia/Ujung_PandangAmerica/Glace_Bay

METAsia/UlaanbaatarAmerica/Godthab
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Mexico/BajaNorteAsia/Ulan_BatorAmerica/Goose_Bay

Mexico/BajaSurAsia/UrumqiAmerica/Grand_Turk

Mexico/GeneralAsia/VientianeAmerica/Grenada

Mideast/Riyadh87Asia/VladivostokAmerica/Guadeloupe

Mideast/Riyadh88Asia/YakutskAmerica/Guatemala

Mideast/Riyadh89Asia/YekaterinburgAmerica/Guayaquil

MSTAsia/YerevanAmerica/Guyana

MST7MDTAtlantic/AzoresAmerica/Halifax

NavajoAtlantic/BermudaAmerica/Havana

New_SalemAtlantic/CanaryAmerica/Hermosillo

NZAtlantic/Cape_VerdeAmerica/Indiana/Indianapolis

NZ-CHATAtlantic/FaeroeAmerica/Indiana/Knox

Pacific/ApiaAtlantic/FaroeAmerica/Indiana/Marengo

Pacific/AucklandAtlantic/Jan_MayenAmerica/Indiana/Petersburg

Pacific/ChathamAtlantic/MadeiraAmerica/Indiana/Tell_City

Pacific/EasterAtlantic/ReykjavikAmerica/Indiana/Vevay

Pacific/EfateAtlantic/South_GeorgiaAmerica/Indiana/Vincennes

Pacific/EnderburyAtlantic/St_HelenaAmerica/Indiana/Winamac

Pacific/FakaofoAtlantic/StanleyAmerica/Indianapolis

Pacific/FijiAustralia/ACTAmerica/Inuvik

Pacific/FunafutiAustralia/AdelaideAmerica/Iqaluit

Pacific/GalapagosAustralia/BrisbaneAmerica/Jamaica

Pacific/GambierAustralia/Broken_HillAmerica/Jujuy

Pacific/GuadalcanalAustralia/CanberraAmerica/Juneau

Pacific/GuamAustralia/CurrieAmerica/Kentucky/Louisville

Pacific/HonoluluAustralia/DarwinAmerica/Kentucky/Monticello

Pacific/JohnstonAustralia/EuclaAmerica/Knox_IN

Pacific/KiritimatiAustralia/HobartAmerica/La_Paz

Pacific/KosraeAustralia/LHIAmerica/Lima

Supplementary Installation-Related Information and Procedures
10

Supplementary Installation-Related Information and Procedures
Time Zones Supported by Cisco Evolved Programmable Network Manager



Pacific/KwajaleinAustralia/LindemanAmerica/Los_Angeles

Pacific/MajuroAustralia/Lord_HoweAmerica/Louisville

Pacific/MarquesasAustralia/MelbourneAmerica/Maceio

Pacific/MidwayAustralia/NorthAmerica/Managua

Pacific/NauruAustralia/NSWAmerica/Manaus

Pacific/NiueAustralia/PerthAmerica/Marigot

Pacific/NorfolkAustralia/QueenslandAmerica/Martinique

Pacific/NoumeaAustralia/SouthAmerica/Mazatlan

Pacific/Pago_PagoAustralia/SydneyAmerica/Mendoza

Pacific/PalauAustralia/TasmaniaAmerica/Menominee

Pacific/PitcairnAustralia/VictoriaAmerica/Merida

Pacific/PonapeAustralia/WestAmerica/Mexico_City

Pacific/Port_MoresbyAustralia/YancowinnaAmerica/Miquelon

Pacific/RarotongBrazil/AcreAmerica/Moncton

Pacific/SaipanBrazil/DeNoronhaAmerica/Monterrey

Pacific/SamoaBrazil/EastAmerica/Montevideo

Pacific/TahitiBrazil/WestAmerica/Montreal

Pacific/TarawaBuenos_AiresAmerica/Montserrat

Pacific/TongatapuCanada/AtlanticAmerica/Nassau

Pacific/TrukCanada/CentralAmerica/New_York

Pacific/WakeCanada/EasternAmerica/Nipigon

Pacific/WallisCanada/East-SaskatchewanAmerica/Nome

Pacific/YapCanada/MountainAmerica/Noronha

PolandCanada/NewfoundlandAmerica/North_Dakota/

PortugalCanada/PacificAmerica/North_Dakota/Center

PRCCanada/SaskatchewanAmerica/Panama

PST8PDTCanada/YukonAmerica/Pangnirtung

ROCCETAmerica/Paramaribo

ROKChile/ContinentalAmerica/Phoenix
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SingaporeChile/EasterIslandAmerica/Port_of_Spain

TurkeyComodRivadaviaAmerica/Port-au-Prince

UCTCST6CDTAmerica/Porto_Acre

UniversalCubaAmerica/Porto_Velho

US/AlaskaEETAmerica/Puerto_Rico

US/AleutianEgyptAmerica/Rainy_River

US/ArizonaEireAmerica/Rankin_Inlet

US/CentralESTAmerica/Recife

US/EasternEST5EDTAmerica/Regina

US/East-IndianaEtc/GMTAmerica/Resolute

US/HawaiiEtc/GMT+0America/Rio_Branco

US/Indiana-StarkeEtc/GMT+1America/Rosario

US/MichiganEtc/GMT+10America/Santarem

US/MountainEtc/GMT+11America/Santiago

US/PacificEtc/GMT+12America/Santo_Domingo

US/SamoaEtc/GMT+2America/Sao_Paulo

UTCEtc/GMT+3America/Scoresbysund

WETEtc/GMT+4America/Shiprock

W-SUEtc/GMT+5America/St_Barthelemy

Zulu
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