Installing Cisco Elastic Services Controller on
Amazon Web Services

This chapter describes how to install Cisco Elastic Services Controller on AWS and includes the following
sections:

* Prerequisites, on page 1
» Installing the Elastic Services Controller Instance in AWS, on page 1

Prerequisites

Following are the prerequisites that you must complete before you start installing the ESC instance in AWS.

)

Note If the ESC AMI images are shared with your AWS account, you can ignore these prerequisites and directly
use the AMI image for ESC installation.

Step 1 Configure AWS CLI . You can use pip to install AWS CLI. For more details, refer to the AWS documentation.
Step 2 Configure the credentials for AWS CLI based on your account information.
Step 3 Create a Amazon S3 Bucket. Use this for bucket for uploading ESC image.

Note You must have a role named vmimport that allows importing VM and you must attach an IAM policy to the
role. For more information, refer to the documentation on the creation of S3 bucket in AWS.

Step 4 Extract the vmdk file from ESC ova file.

$ tar xvf ESC-<latest image file>.ova ESC-<latest image file>-diskl.vmdk
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Once you have completed the tasks specified in the prerequisites section, you can use the procedure below to
deploy and launch ESC instance in AWS.
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/opsworks/latest/userguide/using-s3-bucket.html
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Step 1

Step 2

Upload and register ESC image.
a) Upload the vindk image to the S3 bucket.

aws s3 cp <esc-vmdk-file> s3://<S3 bucket name>/
b) Register the image.

aws ec?2 import-image --description "<esc-vmdk-file>" --disk-containers file://containers.json

Create user data.

a) Create a user for ESC VM. Without a user, you would not be able to access the VM. It is recommended to configure
'‘admin' user with sudo access and ssh key.

b) Create the esc-config.yaml in user-data using write_files command.
Each instance can have up to 15 interfaces, depending on the type of instances.

Note If you want to use two interfaces, ensure that you create the two network interfaces before hand. These
interfaces on different subnets must belong to the same availability zone. Add the interface details in the
'Configure Instance Details' tab when launching the instance from AWS console.

c) Enable esc_service and start it.

Following is an example of a complete user data:

#cloud-config
# It is recommended to disable password authentication for ssh when ESC runs in public cloud such as
AWS.
ssh pwauth: False
users:
- name: admin
# Put admin in 'esc-user' group, otherwise some scripts of ESC might fail when running as admin.
groups: esc-user
gecos: User created by cloud-init
# This is an example of the hashed password for 'admin'.
passwd:
$6Srounds=6560005pswsUsR7IzINI fA4S$TELSEGV8rhDieNDhe8241YwL3cQ8RsgpINds . 0ZBe9rG/DES6YWKOkDZOB . DsjATr 9pcBnAe . rSOpW112rON/

# The public key for admin user. Replace it with your public key to login.
ssh-authorized-keys:
- ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCQGLe4EVVI/rQy4edjZUENc5PvYItc39x5fz9rRggZzpwY zKXST+UnWQMgvkIai+
MvSVIPiEYTSNZx9PrmUKayZalr /2Gi LPmPNEgyzv]j D5v7 TWV3RG 7TeHf LXK Ybu7aus YGFKEFONGSTGC 1 Pithoz2ge Y 4zNOShS 3eMnNvxNSLibo3 ft zamQogtiiSx2aRc81M/
pi1y6NcBzJI3JeH4 rOk 9bQ+QxRAYM3b01q/gRfuoxmr sgd68xATXe DWyGUMEThXNIMDECOMIWOS54 £1 POgkgKbZWz t H2EBNE 9/B6rZCRBUUvAoQhQt 2L/
hbCZN1k+0ogQ53rl1G/BjT09CGEYbgoHg2v
# false allows you to sudo with the password.
lock-passwd: false
homedir: /home/admin
# sudo settings
sudo: ALL=(ALL) ALL

write files:

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml

content: |

network:

version: 1
config:
# You must define the name server when you use the static IP address.
- type: nameserver
address:
- 172.31.0.2
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# Define physical network interface
- type: physical
name: ethO
subnets:
# Define the static IP address
- type: static
address: 172.31.5.66
netmask: 255.255.240.0
# Define the routes
routes:
- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0
# ESC service config file
- path: /opt/cisco/esc/esc-config/esc-cfg.yaml
content: |
confd:

# AAA users for ConfD

init aaa users:

# Public key for ConfD user 'admin'

- key: c¢3NoLXJzYSBBQUEFBQjNOemFDMX1jMkVBQUFBREFRQUJIBQUFCQVEDeFkwMzByaEMzSX1WekF2bStISVIimMmpkdm
RUZndTTEpCRJVPT] ZoUEgVK2FBTkkzbONCSmIndjhPdjRtVXUvYm1CYmsyS240Q0W52N1i9ROEIYWGducnZST24 1M1 JuODN2e JRCWTAW
T1h2SzZrT2YrUnZkSDFtNihscV1rWU9UZVErNEtOak5tQXRwVOhuTOxCZEImZ2pzTmF1S1F1QVJUMEEDS2VBS3k4aUVgSUZpZDhWZz 3
NiS1A0aDNpTzdjcTkzaOELlZGFQbOxiNWRKRVP3ZW15WS9ENGP6ZnJUeDVKWEFUMy80SDdaQVZPaWcyNzBGUn1GVkZhNF11VXNYcDk1d3
QveHdpcORUREVCYTYydjkxQzdXamtaNy9rYkRIRWOVSU9OZExqdEdvbU84c2JRUUJOZHBVTTZ1INXJkeU12VZzQ3YTZYOFASN21BR3JrQ09
gMWVHNkYgeGlhb3hpbnlAWEIBT1hJT1ktTS1SRVhXCg==

# Note: 'admin' is the only user supported and you cannot change the name here.
name: admin
# Hashed password for admin user.
passwd:
$6S$rounds=656000$d4hZHtniblo4/b0m$£D3. /1H3jcPIWAENViF1u701i5wKnHIDIasDWTKL. p70UFZ1falzDO07ut LINdKXwudnNhx IOrvYagkBfg6AWh .

# No specific settings for esc service. Leave it empty.

esc_service: {}
runcmd:
- [ cloud-init-per, once, escservicestart, sh, -c, "chkconfig esc_service on && service esc_service
start"]

Following is an example to define two interfaces in user data:

- path: /etc/cloud/cloud.cfg.d/sys-cfg.yaml
content: |
network:
version: 1
config:

- type: physical
name: ethO

subnets:

- type: static

address: 172.31.5.66

netmask: 255.255.240.0

# Define the routes

routes:

- gateway: 172.31.0.1
# 0.0.0.0 means the default gateway
network: 0.0.0.0
netmask: 0.0.0.0

- type: physical
name: ethl
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subnets:
- type: static

address: 172.31.51.220
netmask: 255.255.240.0

Step 3 Launch ESC VM in AWS
Launch ESC VM using one of the following method:
* From Portal:
1. Go to EC2 Management Console, IMAGES/AMIs. Select the image you imported and click Launch.
2. Choose an instance type. Choose t2.xlarge as the instance type.

3. Configure the Instance Details. Add details such as User Data, Storage, Tag name, and so on. While using two
interfaces, create these network interfaces and them here.

4. Configure a security group. Enable ssh only.

5. Click Launch.

* From Command Line: Choose the image, subnet, security group and use the following command to instantiate
ESC VM.

aws ec2 run-instances —--subnet-id <subnet id> --image-id <image id> --security-group-ids <security
group id> --count 1

--instance-type <instance> --key-name <key name> --user-data <user data file location>
--associate-public-ip-address

Note ESC does not support HA installation on AWS.

What to do next
After you launch the ESC VM, check the status of the ESC service using the $ sudo escadm status command.
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