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CHAPTER 1

Overview

This section contains the following topics:

* Audience, on page 1
* Overview of Cisco Crosswork Data Gateway, on page 1

Audience

This guide is for experienced network administrators who want to deploy Cisco Crosswork Data Gateway for
Crosswork Cloud in their network. Users of this guide should have a valid login for the Cisco Crosswork
Cloud environment. This guide assumes that you are familiar with the following topics:

* Understanding of the datacenter where you want to install Cisco Crosswork Data Gateway. With this
knowledge, you must be able to deploy applications using one of the supported virtualization platforms:

* VMware vCenter: Deploy OVF templates using VMware vCenter CLI or OVF Tool.
* OpenStack: Deploy Cisco Crosswork Data Gateway on the OpenStack using the CLI or Ul
* Amazon EC2: Deploy the CloudFormation template in Amazon Elastic Compute Cloud (EC2).

* Monitoring and troubleshooting of network components.

« Different operating systems used on devices that form your network, such as Cisco I0S-XR, IOS-XE,
and NX-OS.

* Proxy settings necessary to connect from your company's internal network to Crosswork Cloud.

Overview of Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway enables collection of data from the monitored devices and forwards the
collected data to the Cisco Crosswork Cloud applications. These applications can use the data for further
analysis and if required, alert an administrator for further action.
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. Overview of Cisco Crosswork Data Gateway

Attention  This guide explains how to install and configure Crosswork Data Gateway for use with Crosswork applications
hosted in the cloud and managed by Cisco.

For details on deploying the Crosswork Data Gateway with Crosswork applications deployed in your data
center or in a cloud environment that you manage, refer to Cisco Crosswork Network Controller 6.0 Installation
Guide.

Crosswork Data Gateway has been validated for use with the following Crosswork Cloud SaaS applications:

* Cisco Crosswork Trust Insights is a SaaS solution that reports on the integrity of devices and provides
forensics for assured inventory.

* Cisco Crosswork Cloud Traffic Analysis provides rich analysis, visualization, and optimization
recommendations for network traffic flows.
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CHAPTER 2

Installation Requirements

This chapter provides information about the general guidelines and minimum requirements for installing
Crosswork Data Gateway on the following platforms:

* VMware
* OpenStack
» Amazon EC2

Crosswork Data Gateway Preinstallation Checklist
The preinstallation checklist helps you:

* Gather the information required to complete the installation.

* Verify that all system requirements are met and all the required ports are enabled.

Before installing Crosswork Data Gateway, complete the preinstallation checklist.

1. Ensure that the host server meets the resource requirements. See Resource and Configuration Requirements,
on page 4

2. Enable ports that are required for Crosswork Data Gateway to operate. See Ports Used, on page 6.

3. Understand if a proxy server may be required in your environment. See Proxy Server Requirements, on
page 7.

4. Determine the data center where you plan on deploying Crosswork Data Gateway, and gather the IP
address(s) you want to use for deploying Crosswork Data Gateway. For information on the required
settings, and details about your environment that must be provided during the Crosswork Data Gateway
installation, see Resource and Configuration Requirements, on page 4.

5. Determine whether you want to enroll Crosswork Data Gateway with Crosswork Cloud during the Day
0 installation or after the installation of Crosswork Data Gateway. Cisco recommends the preference for
the former enrollment approach through the auto enrollment procedure. See Add Enrollment Token to
Configuration File, on page 96 for more information.

* Resource and Configuration Requirements, on page 4
* Ports Used, on page 6

* Proxy Server Requirements, on page 7

» Amazon EC2 Settings, on page 8
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Resource and Configuration Requirements

The table shows software requirements for the supported virtualization platforms along with the physical and
network resource requirements needed to support the Crosswork Data Gateway.

\)

Note The resource requirements to install Crosswork Data Gateway are the same for all the data centers.

Table 1: VM Requirements for Cloud Applications

Requirement Description

Data Center VMware
* VMware vCenter server 6.7, ESXi 6.5

* VMware vCenter Server 7.0, ESXi 6.5 and 6.7

OpenStack
* OpenStack OSP16

Amazon

» Amazon Elastic Cloud Compute

Memory 32 GB

Total Disk space 74 GB (50 GB + 24 GB)
(Boot disk + Data

disk) Note Data disk space is an optional requirement.

vCPU 8
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Table 2: Supported Interfaces

Interfaces

Description

Interfaces

Minimum: 1
Maximum: 3

Crosswork Data Gateway can be deployed with either 1, 2, or 3 interfaces as per the
following combinations:

No. of NICs|vNICO VNIC1 VvNIC2

1 * Management traffic — —

 Control/Northbound
External Data traffic

* Southbound Data traffic

2 * Management traffic * Contro/Northbound | —
External Data
traffic

» Southbound
traffic

3 * Management traffic + Cortro/Narthbound * Southbound
External Data Data traffic
traffic

* Management traffic: for accessing the Interactive Console and troubleshooting
the Crosswork Data Gateway VM.

* Control/Northbound External Data traffic: to receive configuration of collection
jobs from the Crosswork Cloud and to forward collected data to the Crosswork
Cloud.

Important  Crosswork Data Gateway can connect to the Cloud only when the

Control or Data interface has access to the Internet.

* Southbound Data traffic: for device management and telemetry data.

For deployment using multiple vNICs, you can assign traffic types across different
vNICs based on the network design. For example, in a 2 vNIC deployment, you can
select either vINICO or vNICI1 for processing the following traffic:

* Management traffic
 Control/Northbound External Data traffic

* Southbound Data traffic
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Table 3: Configuration Options

Interfaces

Description

IP Addresses

One, two, three, or four IPv4 or IPv6 addresses based on the number of interfaces you
choose to use.

Note Crosswork does not support dual stack configurations. Therefore, ALL
addresses for the environment must be either IPv4 or IPv6.

NTP Servers

The IPv4 or IPv6 addresses or host names of the NTP servers you plan to use. If you
want to enter multiple NTP servers, separate them with spaces. These should be the
same NTP servers you use to synchronize devices, clients, and servers across your
network.

Note Confirm that the NTP IP address or host name is reachable on the network
or installation fails.

The Crosswork Data Gateway host and virtual machine must be synchronized to an
NTP server or the enrollment with Crosswork Cloud may not go through.

DNS Servers

The IPv4 or IPv6 addresses of the DNS servers you plan to use. If you want to enter
multiple DNS servers, separate them with spaces. These should be the same DNS
servers you use to resolve host names across your network.

DNS Search
Domain

The search domain you want to use with the DNS servers (for example, cisco.com).
You can only have one search domain.

(Optional) Proxy
Server

URL of an optional management network proxy server.

If your environment requires an HTTP or HTTPS proxy in order to access URLs on
the public Internet, you must configure a proxy server for the Cisco Crosswork Data
Gateway to connect to Crosswork Cloud.

(Optional) Syslog
Server

Hostname, IPv4, or IPv6 address of an optional Syslog server.

(Optional) Auditd
Server

Hostname, IPv4, or IPv6 address of an optional Auditd server.

Ports Used

The following table shows the minimum set of ports needed for Crosswork Data Gateway to operate correctly.

\ )

Note This is only to enable the base Crosswork Data Gateway functionality. Additional ports may be enabled
depending on the application that is running the Crosswork Data Gateway.
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Table 4: Ports to be opened for Management Traffic

Proxy Server Requirements .

Port Protocol Used for... Direction
22 TCP SSH server Inbound
22 TCP SCP client Outbound
Note The SCP
port can be
configured.
123 UDP NTP Client Outbound
53 UDP DNS Client Outbound
443 TCP Crosswork Cloud Outbound
Controller
Table 5: Ports to be opened for Control/Northbound External Data Traffic
Port Protocol Used for... Direction
179 TCP BGP Outbound
179 TCP BGP Inbound
161 UDP SNMP Outbound
2055 UDP Netflow Inbound

Proxy Server Requirements

Many production environments do not allow direct connectivity to public Internet sites. If your environment
requires an HTTP or HTTPS proxy to access URLs on the public Internet, enable Cisco Crosswork Data
Gateway to use the configured proxy server. Cisco Crosswork Data Gateway connects to the Crosswork Cloud
service through this proxy server. Consult with your network administrator to understand if a proxy server
may be required.

If a proxy server is required, the details of the proxy server on the Crosswork Data Gateway are configured
in one of the following ways:

* (Recommended) By entering the proxy server credentials during installation. See Controller and Proxy
Settingsin Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12.

* From the Interactive Console of the Crosswork Data Gateway after installation. See Configure Control

Proxy, on page 113
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Amazon EC2 Settings

This section describes the settings that must be configured to install Crosswork Data Gateway on Amazon
EC2.

[ L]

Attention  Most of the requirements discussed in this section are Amazon EC2 concepts and not imposed exclusively
by Crosswork Cloud.

Table 6: Amazon EC2 Prerequisites

Requirement Description

VPC & Subnets Virtual Private Cloud (VPC) is created and configured with dedicated
subnets for Crosswork interfaces (Management and Data) and Crosswork
Data Gateway (Management, Data, and Device) interfaces. Ensure that
you do not use any addresses mentioned in the section.

Endpoints An endpoint is created in your VPC with the following parameters:

+ Servicename: EC2 service for the region (availability zone) where
you are deploying.

* Private DNS names: Enabled
» Endpoint type: Interface

* Under Subnets, specify the management subnet that you intend to
use for the installation. If you are using different management
subnets for the Crosswork VM and the Crosswork Data Gateway
VM, ensure that you specify both the management subnets to ensure
that the endpoint has access to the subnets.

IAM role A role is created in Identity and Access Management (IAM) with relevant
permission policies. An IAM role is an identity that has specific
permissions with credentials that are valid for short durations. Roles can
be assumed by entities that you trust.

Note * The minimum permissions required for a Crosswork
role are ec2: AssignPrivatel pAddresses and
ec2:UnassignPrivatel pAddresses.

* The trust policy for your role must have the " Action":
" sts:AssumeRole" condition.

Key pairs Key pairs (private keys used to log into the VMs) are created and
configured.
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Requirement

Description

IP addresses

Crosswork Data Gateway: IP addresses for Management Traffic and
Data Traffic only:

* The IP addresses must be able to reach the gateway address for the
network where Cisco Crosswork Data Gateway will be installed,
or the installation fails.

* Now, your IP allocation is permanent and cannot be changed without
redeployment. For more information, contact the Cisco Customer
Experience team.

Security group

A security group must be created and configured to specify which ports
or traffic are allowed.

Instance type

The mb5.2xlar geinstance type is supported for Crosswork Data Gateway
(production and lab deployments) deployments.

CloudFormation (CF) template

The CF template (.yaml) files for Crosswork Data Gateway VMs that
must be uploaded during the installation using CloudFormation templates
procedure. For more information, see Install Crosswork Data Gateway
using CloudFormation (CF) Template, on page 78.

User data

The VM-specific parameters script that must be specified during the
manual installation procedure. For more information, see:

* Install Crosswork Data Gateway using CloudFormation (CF)
Template, on page 78

* Install Crosswork Data Gateway on Amazon EC2 Manually, on
page 85
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CHAPTER 3

Installation Tasks

This section contains the following topics:

* Install Cisco Crosswork Data Gateway, on page 11

* Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12
* Install Crosswork Data Gateway on VMware, on page 25

* Install Crosswork Data Gateway on OpenStack Platform, on page 39

* Install Crosswork Data Gateway on Amazon EC2, on page 78

* Auto-Configuration for Deploying Crosswork Data Gateway, on page 88

* Enroll Crosswork Data Gateway with Crosswork Cloud, on page 91

* Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 101
* Troubleshoot the Crosswork Data Gateway Connectivity, on page 102

Install Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway is initially deployed as a VM called Base VM that contains only enough
software to enroll itself with Crosswork Cloud. Once the Crosswork Data Gateway is registered with Crosswork
Cloud, Crosswork Cloud pushes the collection job configuration down to the Crosswork Data Gateway,
enabling it to gather the data it needs from the network devices.

Based on the size and geography of your network, you can deploy more than one Cisco Crosswork Data
Gateway.

Cisco Crosswork Data Gateway Deployment and Set Up Wor kflow
To deploy and set up Cisco Crosswork Data Gateway for use with Crosswork Cloud, follows these steps:

1. Determine the platform where you want to deploy Cisco Crosswork Data Gateway and ensure that you
have the required software images:

VMware Install Crosswork Data Gateway using vCenter
vSphere Client, on page 25

Install Crosswork Data Gateway via OVF Tool, on
page 34
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OpenStack Install Crosswork Data Gateway on OpenStack from
OpenStack CLI, on page 39

Install Crosswork Data Gateway on OpenStack from
the OpenStack UI, on page 54

Amazon EC2 Install Crosswork Data Gateway using
CloudFormation (CF) Template, on page 78

Install Crosswork Data Gateway on Amazon EC2
Manually, on page 85

2. Plan your installation. See Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on
page 12 for information on deployment parameters and possible deployment scenarios.

(Optional) If you are deploying a single NIC, you can utilize the auto-configuration feature to optimize
the deployment of data gateways with the bare minimum configuration. See Auto-Configuration for
Deploying Crosswork Data Gateway, on page 88. This feature is supported only on OpenStack and
Amazon EC2 platforms.

3. Identify the preferred procedure for enrolling Crosswork Data Gateway with Crosswork Cloud.

* If you want to enroll the data gateway during the VM deployment, see Add Enrollment Token to
Configuration File, on page 96. This procedure is available from 6.0.1 release onwards.

* If you want to enroll the data gateway after the VM is deployed, see Manually Enroll Crosswork
Data Gateway with Crosswork Cloud, on page 97.

4. Register Cisco Crosswork Data Gateway with Crosswork Cloud. See Register Crosswork Data Gateway
with Crosswork Cloud Applications, on page 101.

Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios

Before you begin installing the Crosswork Data Gateway, go through this section to read about the possible
deployment scenarios and deployment parameters.

User Accounts
During installation, Cisco Crosswork Data Gateway creates three default user accounts:

» Cisco Crosswork Data Gateway administrator, with the username, dg-admin, and the password set during
installation. The administrator uses this ID to log in and troubleshoot Cisco Crosswork Data Gateway.

» Cisco Crosswork Data Gateway operator, with the username, dg-oper, and the password set during
installation. This is a read-only user and has permissions to perform all ‘read’ operations and limited
‘action’ commands.

* A dg-tac user account that is used to enable Cisco to assist you in troubleshooting issues with the
Crosswork Data Gateway. (Enable TAC Shell Access, on page 131). The temporary password for this
account is created when you enable troubleshooting access.

To know what operations an admin and operator can perform, see Section Supported User Roles, on page 105.
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Cisco Crosswork Data Gateway Deployment Parameters and Scenarios .

The dg-admin, dg-oper, and dg-tac user accounts are reserved usernames and cannot be changed. You can
change the password in the console for both the accounts. See Change Passphrase, on page 108. In case of lost
or forgotten passwords, you have to create a new VM, destroy the current VM, and reenroll the new VM on
Crosswork Cloud, if required.

Installation Parameters and Scenarios

The following table provides the label and key values of deployment parameters. Labels represent the parameters
that can be configured in the VMware Ul and Keys corresponds to field values in the OVF script that match
your configuration.

In the following table:

" Denotes the mandatory parameters. Other parameters are optional. You can choose them based on deployment
scenario you require. We have explained deployment scenarios wherever applicable in the Additional
I nformation column.

A

Caution  When the mandatory parameters are not set, Crosswork Data Gateway is deployed using the default values.
However, the default values may not align with your environment requirements.

" Denotes parameters that you can enter during install or address later using additional procedures.

)

Note When entering the parameters for deployment, ensure that you add the correct parameters. If the parameter
values are incorrect, you have to destroy the current Crosswork Data Gateway VM, create a new VM, and
reenroll the new VM with Cisco Crosswork Cloud.

Table 7: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios

Label Key Description Additional Information

Host Infor mation

Hostname Hostname Name of the Cisco
Crosswork Data Gateway
VM specified as a fully
qualified domain name
(FQDN).

In larger systems, you are
likely to have more than one
Cisco Crosswork Data
Gateway VM. The
hostname must, therefore,
be unique and created in a
way that makes identifying
a specific VM easy.

Description* Description A detailed description of the
Cisco Crosswork Data
Gateway.
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Label

Key

Description

Additional Information

Label

Label

Label used by Cisco
Crosswork Cloud to
categorize and group
multiple Cisco Crosswork
Data Gateways.

AllowRFC8190"

AllowRFC8190

Automatically allow
addresses in an RFC 8190
range. Options are No, Yes,
or Ask, where the initial
configuration script prompts
for confirmation. The
default value is ves.

Private Key URI

DGCertKey

URI to private key file for
session key signing. You
can retrieve this using SCP
(user@host:path/to/file).

Certificate File and
Key Passphrase

DGCertChainPwd

SCP user passphrase to
retrieve the Cisco
Crosswork Data Gateway
PEM formatted certificate
file and private key.

Crosswork Cloud uses
self-signed certificates
for handshake with
Cisco Crosswork Data
Gateway. These
certificates are
generated at
installation.

However, if you want
to use third party or
your own certificate
files enter these
parameters.

Certificate chains
override any preset or
generated certificates
in the Cisco Crosswork
Data Gateway VM and
are given as an SCP
URI
(user:host:/path/to/file).
The host with the URI
files must be reachable
on the network (in the
vNICO interface via
SCP) and files must be
present at the time of
install.
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Label Key Description Additional Information
Data Disk Size DGAppdataDisk Size in GB of a second data

disk.

The default size is 24GB.

Do not change the default
value without consulting a
Cisco representative.

AwslamRole AwsIamRole AWS IAM role name for | A role created in
EC2 installation. Identity and Access
Management (IAM) in

the AWS environment
with relevant

permissions.

Passphrases
dg-admin Passphrase* dg-adminPassword The password you have

chosen for the dg-admin

user.

Password must be 8—64

characters.
dg-oper Passphrase* dg-operPassword The password you have

chosen for the dg-oper user.

Password must be 8-64

characters.
I nterfaces
Note To install Crosswork Data Gateway properly, either IPv4 or IPv6 addresses must be configured

to static or DHCP. The protocol that you do not want to use should be set to None.

VNIC Role Assignment
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Label Key Description Additional Information
NicDefaultGateway* NicDefaultGateway Interface used as the Default | You can configure the
Gateway for processing the | number of interfaces
DNS and NTP traffic. based on the vNIC
Traffic that is not assigned model that you chose
. X to deploy Crosswork
to any other interface is Data Gateway. For
defaulted to this interface. N
example, if you
Options are etho, ethl, deployed Crosswork
eth2, or eth3. The default | Data Gateway on 2
value is etho. active vNICs, the roles
- must be configured to
NicAdministration NicAdministration Interface used to route the | ge the ethO and ethl
traffic associated with the | ipterfaces.
administration of the )
Crosswork Data Gateway. * The NicControl,
The interface uses SSH NicNBExtemalData,
protocol through the and NicSBData
configured port. roles map to ethl.
Options are eth0, ethl, * The NicControl,
eth2, or eth3. The default NicNBExtemalData,
value is etho. NicSBData roles
map to ethl.
NicExtemalLogging* NicExternallogging Interface used to send logs .
to Crosswork Cloud. * The NicSBData
role maps to eth2.
Options are etho, ethl,
eth2, or eth3. The default * The NicControl,
value is etho. and
NicNBExtemalData
NicManagement* NicManagement Interface used to send the roles map to eth1.
enrollment and other
management traffic.
Options are etho, ethl,
eth2, or eth3. The default
value is etho.
NicControl” NicControl Interface used for sending
the destination, device, and
collection configuration.
Options are eth0, ethl,
eth2, or eth3. The default
value is etho.
NicNBSystemData* NicNBSystemData Interface used to send the

collected data to the system
destination.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.
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Label Key Description Additional Information
NicNBExternalData™ |NicNBExternalData Interface used to send

collection data to Crosswork

Cloud.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.

NicSBData" NicSBData Interface used to collect data
from all devices.

Options are eth0, ethl,
eth2, or eth3. The default
value is etho.

VNIC IPv4 Address (vNICO, vNIC1, and vNIC2 based on the number of interfacesyou chooseto use)
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Label Key Description Additional Information
VNIC IPv4 Method” | vnic0IpvaMethod Options are None, static, |Ifyou have selected
. Or DHCP. Method as:
VniclIPv4Method
Uni o PydNethod Note DHCP support » None: Skip the
is enabled rest of the fields
only for for IPv4 address.
deployments Enter information
performed in the vNIC IPv6
using the Address
QCOW2 parameters.
images. .
« Static: Enter
To use IPv4 address, select information in
Method as Static or DHCP, Address, .
and select the vNICXIPv6 Netmask, Skip
Method as None. Gateway, and
Gateway fields
The default value for
Method is None. * DHCP: Values
for the vNIC IPv4
vNIC IPv4 Address |vnicOIPv4Address IPv4 address of the Address
. interface. parameters are
VniclIPv4Address .
assigned
Vnic2IPv4Address automatically.
VvNIC IPv4 Netmask |vnic0IPv4Netmask IPv4 netmask of the Do not change the
, interface in dotted quad default values.
VniclIPv4Netmask
format.
Vnic2IPv4Netmask
vNIC IPv4 Skip Vnic0IPv4SkipGateway Options are True Of False.
Gateway VniclIPv4SkipGateway Selecting True skips
Vnic2IPv4SkipGateway conﬁgunng a gateway.
The default value is False.
vNIC IPv4 Gateway |vnicOIPv4Gateway IPv4 address of the vNIC
) gateway.
VniclIPv4Gateway
Vnic2IPv4Gateway

VNIC IPv6 Address (VNICO, vNIC1, and vNIC2 based on the number of interfacesyou chooseto use)
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The default value is

localdomain.

Label Key Description Additional Information
VNIC IPv6 Method” | vnic0IpvéMethod Options are None, static, |Ifyou have selected
. DHCP OF SLAAC (QCOW2 Method as:
VniclIPvoMethod 1v)
et eatErENet i onsy « None: Skip the
prestEVRRetho The default value for rest of the fields
Method is None. for IPv6 address.
Enter information
Note gljgjzgp"“ in the VNI Cx
IPv4 Address
only for arameters
deployments p '
performed - Static: Enter
using the information in
QCOW2 Address,
images. Netmask, Skip
Gateway, and
vNIC IPv6 Address |vnicOIPv6Address IPv6 address of the Gateway fields
VniclIPv6Address interface. * DHCP: Values
Unies1Pueadd for the vNIC IPv6
nic A\ ress Address
VvNIC IPv6 Netmask |vnic0IPv6Netmask IPv6 prefix of the interface. parameters are
assigned
VniclIPv6Netmask auunnaﬁcany
Vnic2IPv6Netmask I)onotchangethe
- - VnicxIPv6Address
vNIC IPv6 Skip Vnic0IPv6SkipGateway Options are True Or False.
default values.
Gateway , . ; ;
VniclIPv6SkipGateway Selecting True skips
Vnic2IPv6SkipGateway conﬁgurlng a gateway.
The default value is False.
vNIC [Pv6 Gateway |vnicOIPvéGateway IPv6 address of the vNIC
. gateway.
VniclIPv6Gateway
Vnic2IPv6Gateway
DNS Servers
DNS Address” DNS Space-delimited list of IPv4
or IPv6 addresses of the
DNS server accessible in the
management interface.
DNS Search Domain |Domain DNS search domain.
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Label Key Description Additional Information
DNS Security DNSSEC Options are False, True, OF
Extensions Allow-Downgrade. Select

True to use DNS security

extensions.

The default value is False.

DNS over TLS DNSTLS Options are False, True, OF
Opportunistic. Select True
to use DNS over TLS.

The default value is False.

Multicast DNS mDNS Options are False, True, OF
Resolve. Select True to use
multicast DNS.

The default value is False.

Link-Local Multicast | LLMNR Options are False, True,
Name Resolution Opportunistic, Of Resolve.
Select True to use link-local
multicast name resolution.

The default value is False.

NTP Servers

NTPv4 Servers NTP NTPv4 server list. Enter You must enter a value
space-delimited list of IPv4, | here, such as
IPv6 addresses, or <sample>.ntp.org. NTP

hostnames of the NTPv4 | server is critical for
servers accessible in the time synchronization
management interface. between Cisco
Crosswork Data
Gateway, Crosswork
Cloud, and devices.
Using a nonfunctional
or dummy address may
cause issues when
Crosswork Cloud and
Cisco Crosswork Data
Gateway try to
communicate with each
other.
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Label Key Description Additional Information
Use NTPv4 NTPAuth Select True to use NTPv4 | The NTPKey,
Authentication authentication. The default | NTPKReyFile, and
value is False. NTPKeyFilePwd can be
configured only when
NTPv4 Keys NTPKey Key IDs to map to the the NTPAutH is set to
server list. Enter True.
space-delimited list of Key
IDs.
NTPv4 Key File URI |NTPKeyFile SCP URI to the chrony key
file.
NTPv4 Key File NTPKeyFilePwd Password of SCP URI to the
Passphrase chrony key file.
Remote Syslog Server
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Label Key Description Additional Information
Use Remote Syslog | UseRemoteSyslog Select True to send syslog | Configuring an
Server" messages to a remote host. | external syslog server
The default value is False. | sends service events to
the external sysl
Syslog Server Address | Syslogaddress IPv4 or IPv6 address of a © external sys'og
.. |server. Otherwise, they
syslog server accessible in
h tinterf are logged only to the
¢ management mtertace. | coc4 Crosswork Data
Note If you are Gateway VM.
using an [Pv6 If you want to use an
address,
. external syslog server,
surround it -

. you must specify these
with square seven settings
brackets '
([L::1]). Note The host

with the
Syslog Server Port SyslogPort Port number of the optional URI files
syslog server. The port must be
value can range 1-65535. reachable
By default, this value is set on the
to 514. network
(from
Syslog Server Protocol | syslogProtocol Options are UDP, TCP, OF vNICO
reLP to send the syslog. The interface
default value is upp. via SCP)
and files
Syslog Multiserver SyslogMultiserverMode Multiple servers in the must be
Mode failover or simultaneous present at
mode. This parameter is the time
applicable when the of install.

protocol is non-UDP (UDP
must use Simultaneous).

Options are simultaneous

Or Failover.

The default value is

Simultaneous.

Use Syslog over TLS | syslogTLs Select True to use TLS to
encrypt syslog traffic.
The default value is False.

Syslog TLS Peer SyslogPeerName The syslog server hostname

Name exactly as entered in the
server certificate
SubjectAltName or subject
common name.

Syslog Root Certificate | SyslogCertChain

File URI
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Label Key Description Additional Information
URI to the PEM formatted
root cert of syslog server
retrieved using SCP.

Syslog Certificate File | syslogCertChainPwd Password of SCP user to

Passphrase

retrieve Syslog certificate
chain.

Remote Auditd Server

Use Remote Auditd |UseRemoteAuditd Select True to send Auditd

Server message to a remote host.
The default value is False.

Auditd Server Address | AuditdAddress Hostname, IPv4, or IPv6
address of an optional
Auditd server.

Auditd Server Port AuditdPort Port number of an optional

Auditd server.

The default port number is

Configure the
Crosswork Data
Gateway VM to send
auditd messages to a
remote server.

Specify these three
settings to forward
auditd messages to an
external Auditd server.

60.
Controller and Proxy Settings
Proxy Server URL ProxyURL URL of an optional HTTP |In Cloud deployment,
Proxy server. Cisco Crosswork Data
Gateway must connect
Proxy Server Bypass | proxyBypass Comma-separated list of | (g the Internet via TLS.
List addresses and hostnames
that will not use the proxy. | If you use a proxy
server, specify these
Authenticated Proxy |ProxyUsername Username for authenticated | parameters.
Username proxy servers.
Authenticated Proxy |pProxyPassphrase Passphrase for authenticated
Passphrase Proxy servers.
HTTPS Proxy ProxyCertChain HTTPS proxy PEM
SSL/TLS Certificate formatted SSL/TLS
File URI certificate file retrieved
using SCP.
HTTPS Proxy ProxyCertChainPwd Password of SCP user to

SSL/TLS Certificate
File Passphrase

retrieve proxy certificate
chain.

Enrollment Package Transfer
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Label

Key

Description

Additional Information

Autoenrollment token

CloudEnrollmentToken

The unique enrollment
token retrieved from
Crosswork Cloud.
Crosswork Data Gateway
uses this token to
automatically enroll with
Crosswork Cloud.

Configure the number of
permitted number of
autoenrollment requests and
the expiry date of the token.

The default values are:
* Number of uses: 5
* Expiry: 30 days
The maximum accepted
values:

¢ Number of uses: 50

* Expiry: 366 days

3k
Passphrase

Enrollment Destination | Enrol 1mentURT SCP host and path to
*%
Host and Path transfer the enrollment
package using SCP
(user@host:/path/to/file).
Enrollment EnrollmentPassphrase SCP user passphrase to

transfer enrollment package.

Cisco Crosswork Data
Gateway requires the
Enrollment package to
enroll with Crosswork
Cloud. If you specify
these parameters
during the installation,
the enrollment package
is automatically
transferred to the local
host once Cisco
Crosswork Data
Gateway boots up for
the first time.

If you do not specify
these parameters
during installation, then
export enrollment
package manually by
following the
procedure Obtain the
Enrollment Package,
on page 98.

What do next: Proceed to installing the Cisco Crosswork Data Gateway VM.
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Install Crosswork Data Gateway on VMware

You can install the Crosswork Data Gateway on VMware in one of the following ways:

* Install Crosswork Data Gateway using vCenter vSphere Client, on page 25

* Install Crosswork Data Gateway via OVF Tool, on page 34

Install Crosswork Data Gateway using vCenter vSphere Client

Step 1

Step 2
Step 3
Step 4

Step 5

Follow these steps to install Crosswork Data Gateway using vCenter vSphere Client:

Refer to Cisco Crosswork Data Gateway 6.0.1 Release Notes for Cloud Applications and download the installer bundle
(.tar.gz file) and the OVA file from cisco.com to a directory.

For the purpose of these instructions, we will use the file names as Signed-cw-na-dg-6.0.1-119-r el ease-20231220.uefi.ova
and cw-na-dg-6.0.1-sample-install-scripts.tar.gz. The cw-na-dg-6.0.1-sample-install-scripts.tar.gz contains the
sample scripts for single, two, and three vNIC deployments, which you may optimize to meet your needs.

Attention  The file names mentioned in this topic are sample names and may differ from the actual file names in
cisco.com.

Note When using the latest Mozilla Firefox version to download the .ova image, if the downloaded file has the
extension as .dms, change the extension back to .ova before installation.

Connect to vCenter and log in with your credentials.

Select the datacenter where you want to deploy the Crosswork Data Gateway VM.

Connect to vCenter vSphere Client and select Actions> Deploy OVF Template.

Warning The default VMware vCenter deployment timeout is 15 minutes. If the time taken to fill the OVF template
exceeds 15 minutes, vCenter times out and you have to start over again. To prevent this, it is recommended
that you plan for the installation by having the necessary parameters and requirements ready. See Cisco

Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for list of mandatory and
optional parameters.

The VMware Deploy OVF Template wizard appears and highlights the first step, 1 Select template.
a) Click Browse to navigate to the location where you downloaded the OVA image file and select it.

Once selected, the file name is displayed in the window.

Cisco Crosswork Data Gateway 6.0.1 Installation and Configuration Guide for Cloud Applications [JJjj


https://software.cisco.com/download/home
https://software.cisco.com/download/home

Installation Tasks |

. Install Crosswork Data Gateway using vCenter vSphere Client

Figure 1: Deploy OVF Template - Select an OVF Template Window

Deploy OVF Template

| 1 Select an OVF template

2 Select a name and folder

Select an OVF template X

Select an OVF template from remote URL or lecal file system

Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CD/DVD drive.

OURL

@® Local file

[ UPLOAD FILES | cw-na-dg-6.0.0-365-TESTONLY-20230718.uefiova

CANCEL NEXT

Step 6 Click Next to go to 2 Select name and folder, as shown in the following figure.

a) Enter a unique name for the VM that you are creating.

For larger systems it is likely that you have more than one Cisco Crosswork Data Gateway VM. The Cisco Crosswork
Data Gateway name should, therefore, be unique and created in a way that makes identifying a specific VM easy.

b) Inthe Select alocation for thevirtual machinelist, choose the datacenter on which you want to deploy Crosswork

Data Gateway.

Figure 2: Deploy OVF Template - Name and Folder Selection Window

Deploy OVF Template Select a name and folder %

Specify a unique name and target location

| 1 Select an OVF template

Virtual machine name: Crosswork Data Gateway 1|

2 select a name and folder
Select a location for the virtual machine.

v ramius-dev-vc7 cisco.com
> [[) Bala-DataCenter
> [l QA-DataCenter
> [ Tortuga-DataCenter
CANCEL BACK I
Step 7 Click Next to go to 3 Select a compute resource. Choose the VM’s host.
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Figure 3: Deploy OVF Template - Select a computer resource Window

Deploy OVF Template Select a compute resource %

Select the destination compute resource for this operation

ToTD

1 Select an OVF template

ramius-dev-esx23.cisco.com

2 Select a name and folder

3 Select a compute resource

%] ramius-dev-esx24.cisco.com

%] ramius-dev-esx25.cisco.com
[}] ramius-dev-esx26 cisco.com

%] ramius-clev-esx28.cisco.com

2

>

>

>

D

>

> [® ramius-dev-esx30.cisco.com
> [ ramius-dev-esx31.cisco.com
> [® ramius-dev-esx58 cisco com
>[I ramius-dev-esx59.cisco.com
>[I ramius-dev-esx60.cisco.com
>

9 ramius-dev-esx62.cisco.com

Compatibility

~~ Compatibility checks succeeded

CANCEL BACK NEXT

Step 8 Click Next. The VMware vCenter Server validates the OVA. The network speed determines how long the validation
takes. When the validation is complete, the wizard moves to 4 Review details. Review the OVA’s information and
then click Next.

Take a moment to review the OVF template you are deploying.

Note This information is gathered from the OVF and cannot be modified. The template reports disk requirements

for an on-premise deployment. This can be ignored as you select the correct disk configuration in the
Step 10.

Figure 4: Deploy OVF Template - Review details Window

Deploy OVF Template Review details X

/% The OVF package contains advanced configuration options, which might pose a security risk. Review the advanced

1 Select an OVF template configuration options below. Click next to accept the advanced configuration options.

2 Select a name and folder

Publisher No certificate present
3 Select a compute resource Product Cisco Crosswork Data Gateway
- o Version 600
4 Review details
Vendor Cisco Systems, Inc.
Description

Cisco Crosswork Data Gateway
Download size 14 GB

Size on disk 47.7 MB (thin provisioned)
70.0 GB (thick provisioned)

Extra configuration uefi secureBoot enabled = true
firmware = efi

CANCEL BACK NEXT
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Step 9 Click Next to go to 5 License agreements. Review the End User License Agreement and click Accept.
Step 10 Click Next to go to 6 Configuration, as shown in the following figure. Select Crosswork Cloud.

Figure 5: Deploy OVF Template - Configuration Window

Deploy OVF Template Configuration b4
Select a deployment configuration

1 Select an OVF template @® Crosswork Cloud Description
8 CPU; 32GB RAM; 1-4 NICs; 74GB Disk
O Crosswork On-Premise Standard

[N}

Select a name and folder

O Crosswork On-Premise Extended

w

Select a compute resource =
(O Crosswork On-Premise Standard With Extra Resources

IS

Review details

w

License agreements

6 Configuration

CANCEL BACK NEXT

Step 11 Click Next to go to 7 Select storage, as shown in the following figure.
a) Inthe Select virtual disk format field,

* For production environment, choose Thick Provision Lazy Zeroed.

* For development environment, choose Thin Provision.

b) From the Datastorestable, choose the datastore you want to use.

Figure 6: Deploy OVF Template - Select storage Window

Deploy OVF Template Select storage X
Select the storage for the configuration and disk files
1 Select an OVF template Encrypt this virtual machine (Requires Key Management Server
Select virtual disk format Thick Provision Lazy Zeroed v
2 Select a name and folder VM sterage Policy [ Datastore Default ~

() Disable Storage DRS for this virtual machine

w

Select a compute resource
A 4 Storage T T o A 4 \d * T
Name Compatibility Capacity Provisioned Free Type Cluster

»

Review details | Besx23d. - 6.54 T8 26818 559 T8 VMFS 6

o

License agreements

6 Configuration

m 1t
7 Select storage ==

Compatibility

./ Compatibility checks succeeded.

CANCEL BACK NEXT
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Step 12

Step 13

Install Crosswork Data Gateway using vCenter vSphere Client .

Click Next to go to 8 Select networks, as shown in the following figure. From the drop-down, at the top of the page,
choose the appropriate vNIC role for each interface.

The names used for your network varies based on how the environment was originally configured. You can modify
the names in Step 13 based on the settings you configure when reviewing the installation parameters.

Start with vNICO and select a destination network that will be used. Leave the unused vNICs set to the default value.
Note In the following image,

* VM Network is the management network for accessing the Interactive Console and troubleshooting
the Crosswork Data Gateway VM.

* Crosswor k-Cloud is the controller network where the Crosswork Data Gateway connects to Crosswork
Cloud.

+ Crosswor k-Devices is the network for device access traffic.
Figure 7: Deploy OVF Template - Select networks Window

Deploy OVF Template Select networks ¥
Select a destination network for each source network.

1 Select an OVF template

Source Network Destination Network
2 Select a name and folder VNICO VM Network «
VvNIC1 / Wi v
3 Select a compute resource VM Network
VNIC2 VM Network v
4 Review details
VNIC3 VM Network «
5 License agreements
m 4 items

6 Configuration
IP Allocation Settings

7 Select storage
IP allocation: Static - Manual

8 Select networks IP protocol: IPv4

CANCEL \ BACK

NEXT

Crosswork Cloud does not support vNIC3. Cisco advises against modifying the default network settings.

Click Next to go to 9 Customizetemplate, with the Host | nfor mation Settingsalready expanded. Enter the information
for the parameters as described in Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12.

Values that are not explicitly mentioned in Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on
page 12 but are required to align with your environment should be retained at their default values.

Note When this menu is first displayed, there is an error "7 properties have invalid values". This is normal and
clear as you enter appropriate values.

Note For larger systems, it is likely that you have more than one Cisco Crosswork Data Gateway VMs. The
Cisco Crosswork Data Gateway hostname should, therefore, be unique and created in a way that makes
identifying a specific VM easy.
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Figure 8: Deploy OVF Template - Customize template > Host information Window

Deploy OVF Template

2 Select a name and folder

4 Review details

8 Select networks

Customize template

a. Hostname *

1 Select an OVF template

b. Description *

3 Select a compute resource

c. Crosswork Data Gateway Label

5 License agreements

d. Allow Usable RFC 8190 Addresses

6 Configuration

7 Select storage

€. Crosswork Data Gateway Private Key URI

9 Customize template

Please enter the server's hostname (dg.localdomain) |

CDG1

Please enter a short, user friendly description for display in the

Crosswork Controller

Sample

An optional freeform label used by the Crosswork Controller to

categorize and group multiple DG instances

Sample labe|

If an address for vNICO, vNIC1, vNIC2, or vNIC3 falls into a usable range
identified by RFC 8190 or its predecessors, reject, accept, or request

confirmation during initial configuration
Yes v

Please enter the optional Crosswork Data Gateway private key URI
retrieved using SCP (user@host:/path/to/file)

CANCEL BACK NEXT

Deploy OVF Template

5 License agreements

7 Select storage

Customize template

Key Passphrase

1 Select an OVF template

2 Select a name and folder

3 Select a compute resource

h. Data Disk Size

4 Review details

i. Amazon Web Services IAM Role Name

6 Configuration

J- High Availability Network Mode

8 Select networks

9 Customize template

a. dg-admin Passphrase *

~ 02. Passphrases 2 settings

Figure 9: Deploy OVF Template - Customize template > Host information Window > High Availability Network Mode

X
Gateway PEM formatted certificate file and private key
Password @ |
Confirm Password @

Data disk size in GB mounted as /opt/dg/appdata

24 ]

Please enter the AWS |AM role name to use for sending VIP updates.

This is required when deploying on AWS EC2

Select the network mode to use with external load balancers. This wil

determine whether all interfaces require an address

L2 v

Please enter a passphrase for the dg-admin user. It must be at least 8

CANCEL BACK NEXT

Important

Attention

When using 1 or 2 NICs, you only need to configure vNICO. For the 3 NIC setup, you must configure both

vNICO and vNIC1.

The VMware vCenter Server 6.5 and 6.7 has issue with expanding the correct parameters. To override this
issue, when deploying the OVF template, in the Deploy OVF Template wizard > Customize Template

page, configure the following:

* In the 03. vNIC Role Assignment section, set all the roles to etho.
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Figure 10: Deploy OVF Template - Customize Template for Single vNIC deployment

Deploy OVF Template Customize template X
~ 03. VNIC Role Assignment 7 setti
1 Select an OVF template
a. Default Gateway The interface used as the Default Gateway and for DNS and NTP traffic
2 Select a name and folder ethO + |
b. Administration The interface used for SSH access to the VM
3 Select a compute resource
ethO v
4 Review details ¢. External Logging The interface used to send logs to an external logging server
ethO v
5 License agreements
d. Management The interface used for enroliment and other management traffic
6 Configuration ethO v
e. Control The interface used for destination, device, and collection configuration
7 Select storage
etho v
8 Select networks g. Northbound External Data The interface used to send collection data to external destinations
ethO v
9 Customize template
h Snuthhaind Nata Tha intarfara niead rollart data fram all davirac

CANCEL

NEXT

Figure 11: Deploy OVF Template - Customize Template for Two vNIC deployment

Deploy OVF Template Customize template X
1 Select an OVF template
a. Default Gateway The interface used as the Default Gateway and for DNS and NTP
2 Select a name and folder traffic

3 Select a compute resource
b. Administration The interface used for SSH access to the VM

4 Review details

c. External Logging The interface used to send logs to an external logging server
5 License agreements

6 Configuration d. Management The interface used for enroliment and other management traffic

7 Select storage
e. Control The interface used for destination, device, and collection configuration

8 Select networks

g. Northbound External Data The interface used to send collection data to external destinations
9 Customize template

h. Southbound Data The interface used collect data from all devices
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Figure 12: Deploy OVF Template - Customize Template for 3 vNIC deployment

Deploy OVF Template Customize template X

+ 03. vNIC Role Assignment
1 Select an OVF template

a. Default Gateway The interface used as the Default Gateway and for DNS and NTP

2 Select a name and folder traffic

3 Select a compute resource

b. Administration The interface used for SSH access to the VM
4 Review details
c. External Logging The interface used to send logs to an external logging server
5 License agreements
6 Configuration d. Management The interface used for enrollment and other management traffic

7 Select storage
Control The interface used for destination, device, and collection configuration

L

8 Select networks

. Northbound External Data The interface used to send collection data to external destinations
9 Customize template

. Southbound Data The interface used collect data from all devices

@

=
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Step 14
Step 15
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Figure 13: Deploy OVF Template - Customize Template for Auto Enrollment configuration

Deploy OVF Template Customize template X
c. Auditd Server Port Please enter na auditd port
1 Select an OVF template 60
f. Proxy Server URL Please enter the optional HTTP/HTTPS proxy URL

3 Select a compute resource

4 Review details g. Proxy Server Bypass List Please enter an optional space delimited list of subnets and domains

that will not be sent to the proxy server

5 License agreements

h. Authenticated Proxy Username Please enter an optional username for an authenticated proxy servers
6 Configuration
7 Select storage i. Authenticated Proxy Passphrase Please enter an optional passphrase for an authenticated proxy server
Password L]

8 Select networks

9 Customize template Confirm Password @

J. HTTPS Proxy SSL/TLS Certificate File URI Please enter the optional HTTPS Proxy PEM formatted SSL/TLS

certificate file URI retrieved using SCP (user@host:/path/to/file). This
will override the Controller SSL/TLS Certificate File URI.

k. HTTPS Proxy SSL/TLS Certificate File Please enter the SCP user passphrase to retrieve the HTTPS Proxy
Passphrase PEM formatted SSL/TLS certificate file
Password @
Confirm Password @
~ 17. Auto Enroliment Package Transfer 3 settings
a. Enroliment Destination URI Please enter the optional SCP destination URI to transfer the

enrollment package using SCP (user@host:/path/to/file)

b. Enrollment Passphrase Please enter the optional SCP user passphrase to transfer the

enroliment package

Password @
‘Confirm Password @
c. Enrollment Token Please enter the optional enroliment token to auto enroll with

Crosswork Cloud

CANCEL | BACK | NEXT

Click Next to go to 10 Ready to complete. Review your settings and then click Finish.
Wait for the deployment to finish before continuing. To check the deployment status:

a) Open the vCenter vSphere client.
b) Inthe Recent Taskstab for the host VM, view the status for the Deploy OVF template and | mport OVF package
jobs.

Wait for the deployment status to become 100%. You can now proceed to power on the VM.
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Step 16 After the deployment status becomes 100%, power on the VM to complete the deployment process. Expand the host’s
entry so you can click the VM and then right-click and choose Actions> Power > Power On, as shown in the following
figure:

Figure 14: Power On Action

i) cdg-vm—137 ACTIONS ¥

|I']ll Actions - cw-vm-137
Summary Monitor {
Power > | ¥ Power On
Guest OS | R
Powered Off Snapshots =
VM Hardware VM Policies > ~
CPU Template »

Wait for at least five minutes for the VM to come up and then log in through vCenter or SSH.

Warning Changing the VM's network settings in vCenter may have significant unintended consequences, including
but not limited to the loss of static routes and connectivity. Make any changes to these settings at your own
risk. If you wish to change the IP address, destroy the current VM, create a new VM, and re enroll the new
one on the Crosswork Cloud.

Verify that Crosswork Data Gateway was installed. For more information on how to perform the verification,
see Verify that Crosswork Data Gateway is Installed , on page 38.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Obtain the Enrollment Package, on page 98.

Install Crosswork Data Gateway via OVF Tool

You must modify the list of mandatory and optional parameters in the script as per your requirements and run
the OVF Tool. See Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for
the list of installation parameters and their default values.

\ )

Note Ensure that you specify all the mandatory and optional parameters with the desired values when you build
the script. Parameters that are not included in the script are considered with their default values for deployment.

Follow these steps to log in to the Cisco Crosswork Data Gateway VM from SSH.

Before you begin

* In your vCenter data center, go to Host > Configure > Networking > Virtual Switches and select the
virtual switch.
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Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Install Crosswork Data Gateway via OVF Tool .

* In the virtual switch, select Edit > Security, and ensure that the following DVS port group properties
are as shown:

* Set Promiscuous mode as Reject

* Set MAC address changes as Reject

Confirm the settings and repeat the process for each virtual switch used by Crosswork Data Gateway.

On the machine where you have the OVFtool installed, use the following command to confirm that you have OVFtool
version 4.4:

ovftTool --version
Download the OVA and the sample script files from cisco.com. For the purpose of these instructions, we will use the file
names as Signed-cw-na-dg-6.0.1-119-r elease-20231220.uefi.ova and cw-na-dg-6.0.1-sample-install-scripts.tar.gz.

The cw-na-dg-6.0.1-sample-install-scripts.tar.gz contains the sample scripts for single, two, and three vNIC deployments,
which you may optimize to meet your needs.

Use the following command to extract the files from the tar bundle:

tar -xvzf cw-na-dg-6.0.l-sample-install-scripts.tar.gz

The file bundle is extracted. It includes the DG-sample-install-scripts.tar file and scripts for validating the samples
install scripts.

Use the following command to extract the install scripts from the tar bundle:

tar -xvzf DG-sample-install-scripts.tar.gz

Review the contents of the README file to understand the components that are in the package and how they are validated.

Choose the sample script that corresponds to the deployment you plan to use. Cisco provides sample scripts for 1, 2, and
3 vNIC deployments, which you may optimize to meet your needs. See Sample Script for Crosswork Data Gateway [Pv4
Deployment, on page 36.

The sample shell script includes only the mandatory options. If you want to customize the optional parameters in the
OVF Tool command, see the Table 7: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page
13 for information about these parameters.

Use the following command to make the script executable:

chmod +x {filename}

Use the following command to execute the script from the directory where the OVA and script files are stored:
./{script name} {path and ova file name}
For example:

./three-nic /home/admin/CDG_Install/signed-cw-na-dg-6.0.1-119-release-20231220.uefi.ova

If the values provided in the script are valid, provide the vCenter user’s password when you are prompted.

If the script fails due to invalid values, a message like the following is displayed:

admin@nso-576-tsdn-410-aio:~/CDG_Install$ ./three-nic
/home/admin/CDG_Install/signed-cw-na-dg-6.0.1-119-release-20231220.uefi.ova

Opening OVA source: /home/admin/CDG Install/signed-cw-na-dg-6.0.1-119-release-20231220.uefi.ova
The manifest does not validate

Warning:
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- Line -1: Unsupported value 'firmware' for attribute 'key' on element 'ExtraConfig'.

- Line -1: Unsupported value 'uefi.secureBoot.enabled' for attribute 'key' on element 'ExtraConfig'.
Enter login information for target vi://rcdn5-spm-vc-01l.cisco.com/

Username: Jjohndoe

Password: *****xx*

After entering the password, monitor the screen or the vCenter console to review the installation progress. For example,

Opening VI target: vi://johndoe@rcdn5-spm-vc-01l.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Warning:

- Line 146: Unable to parse 'enableMPTSupport' for attribute 'key' on element 'Config'.

- Line 229: Unable to parse 'vmxnet3.noOprom' for attribute 'key' on element 'Config'.

Deploying to VI: vi://johndoe@rcdn5-spm-vc-01l.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Disk progress: 65%

When the installation is complete, the Crosswork Data Gateway VM is powered on.

What to do next

Log in to the VM. For more information, see Log in and Log out of Crosswork Data Gateway VM, on page
38. After you log in, the Crosswork Data Gateway should present you with the welcome screen, and options
menu indicating that the installation is complete. Log out and proceed with the post-installation tasks explained
in Log Out of Crosswork Data Gateway VM, on page 39.

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 98.

Sample Script for Crosswork Data Gateway IPv4 Deployment

The following example deploys a Crosswork Data Gateway with [Pv4 addresses.

\)

Note Before running the scripts, ensure that the OVFtool version is 4.4.x.

#!/usr/bin/env bash
DM="<thin/thick>"
Disclaimer="<Disclaimer>"
DNSv4="<DNS Server>"
NTP="<NTP Server>"
Domain="<Domain>"
Hostname="<CDG hostname>"

VM_NAME="<VM name on vcenter>"
DeploymentOption="cloud"

DS="<Datastore>"

Host="<ESXi host>"
ManagementNetwork="<vSwitch/dvSwitch>"
DataNetwork="<vSwitch/dvSwitch>"
DeviceNetwork="<vSwitch/dvSwitch>"
ManagementIPv4Address="<CDG managment IP>"
ManagementIPv4Netmask="<CDG managment mask>"
ManagementIPv4Gateway="<CDG managment gateway>"
DataIPv4Address="<CDG Data network IP>"
DataIPv4Netmask="<CDG Data network mask>"
DataIPv4Gateway="<CDG Data network gateway>"
DeviceIPv4Address="<CDG Device network IP>"
DeviceIPv4Netmask="<CDG Device network mask>"
DeviceIPv4Gateway="<CDG Device network gateway>"
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dgadminpwd="<CDG password for dg-admin user>"
dgoperpwd="<CDG password for dg-admin user>"
URI="<user@host:/path/to/file>"
Passphrase="<Passphrase for Enrollment URI server>"

ROBOT OVA PATH=$1

VCENTER LOGIN="Administrator%40vsphere.local@<vCenter-IP>"
VCENTER PATH="<vCenter-DC-NAME>/host"

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds=$DS --diskMode=$DM
--overwrite --powerOffTarget --powerOn --noSSLVerify \
--allowExtraConfig \

--name=SVM NAME \
--deploymentOption=${DeploymentOption} \
--net:"vNICO=${ManagementNetwork}" \
--prop:"Hostname=${Hostname}" \
--prop:"Description=${Disclaimer}" \
——prop:"DNS=${DNSv4}" \

--prop:"NTP=${NTP}" \

--prop:"Domain=${Domain}" \
--prop:"EnrollmentURI=${URI}" \
--prop:"EnrollmentPassphrase=${Passphrase}" \
--prop:"Vnic0IPv4Method=Static" \
--prop:"Vnic0IPv4Address=${ManagementIPv4Address}" \
--prop:"Vnic0IPv4Gateway=${ManagementIPv4Gateway}" \
--prop:"Vnic0IPv4Netmask=${ManagementIPv4Netmask}" \
--prop:"NicDefaultGateway=eth0" \
--prop:"NicAdministration=ethO0" \
--prop:"NicExternalLogging=eth0" \
--prop:"NicManagement=eth0" \
--prop:"NicControl=eth0" \
--prop:"NicNBExternalData=eth0" \
--prop:"NicSBData=eth0" \
--prop:"dg-adminPassword=${dgadminpwd}" \
--prop:"dg-operPassword=${dgoperpwd}" \
$ROBOT_OVA_PATH \
vi://$VCENTER_LOGIN/$VCENTER_PATH/S$Host

0
Append section below for Two NIC deployment
0
#--net:"vNICl=${DataNetwork}"™ \
#--prop:"VniclIPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
#--prop:"VniclIPvidGateway=${DatalPvi4Gateway}" \
#--prop:"VniclIPv4Netmask=${DataIPv4Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=ethl" \

0
Append section below for three NIC deployment
0
#--net:"vNICl=${DataNetwork}"™ \
#--net:"vNIC2=${DeviceNetwork}" \
#--prop:"VniclIPv4Method=Static" \
#--prop:"Vnic2IPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
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#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:
#--prop:

"VniclIPv4Gateway=$
"VniclIPv4Netmask=$

DatalPvi4Gateway}" \
DataIPv4Netmask}" \
"Vnic2IPv4Address=${DeviceIPv4Address}"
"Vnic2IPv4Gateway=${DeviceIPv4Gateway}"
"Vnic2IPv4Netmask=${DeviceIPv4Netmask}"
"NicDefaultGateway=eth0" \
"NicAdministration=eth0" \
"NicExternalLogging=eth0" \
"NicManagement=eth0" \
"NicControl=ethl" \
"NicNBExternalData=ethl" \
"NicSBData=eth2" \

### Auto Enrollment Package Transfer
## Enrollment Token for Crosswork Cloud
# Please enter the optional enrollment token to auto enroll with Crosswork Cloud

#--prop:

"CloudEnrollmentToken=TOKEN"

## Enrollment Destination Host and Path
# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)
EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

Verify that Crosswork Data Gateway is Installed

\
\
\

Installation Tasks |

You can gain assurance that Crosswork Data Gateway is successfully installed through vCenter.

Follow these steps to verify that Crosswork Data Gateway is installed.

Step 1 Log in to Crosswork Data Gateway VM through vCenter.

Step 2 Locate the VM in vCenter and then right-click and select Open Console.

Step 3 Enter username (dg-admin or dg-oper as per the role assigned to you) and the corresponding password (the one that you
created during installation process) and press Enter.

Log in and Log out of Crosswork Data Gateway VM

You can log in to the Crosswork Data Gateway VM in one of the following ways:

* Access Crosswork Data Gateway through vCenter, on page 38

* Access Crosswork Data Gateway VM from SSH, on page 39

To log out of the Crosswork Data Gateway VM, see Log Out of Crosswork Data Gateway VM, on page 39.

Access Crosswork Data Gateway through vCenter

Follow these steps to log in via vCenter:

Step 1 Locate the VM in vCenter and then right-click and select Open Console.
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The Crosswork Data Gateway console comes up.

Step 2 Enter username (dg-admin or dg-oper as per the role assigned to you) and the corresponding password (the one that you
created during the installation process) and press Enter.

Access Crosswork Data Gateway VM from SSH

The SSH process is protected from brute force attacks by blocking the client IP after a number of login failures.
Failures such as incorrect username or password, connection disconnect, or algorithm mismatch are counted
against the IP. Up to 4 failures within a 20 minute window causes the client IP to be blocked for at least 7
minutes. Continuing to accumulate failures cause the blocked time to be increased. Each client IP is tracked
separately.

Follow these steps to log in to the Cisco Crosswork Data Gateway VM from SSH.

Step 1 From your work station with network access to the Cisco Crosswork Data Gateway management IP, run the following
command:

ssh <username>@<M anagementNetwor k| P>

where M anagementNetwor k| P is the management network IP address.

For example,

To log in as administrator user: ssh dg-admin@<M anagementNetwor kI P>

To log in as operator user: ssh dg-oper @<M anagementNetwor kI P>

Step 2 Input the corresponding password (the one that you created during installation process) and press Enter.

If you are unable to access the Cisco Crosswork Data Gateway VM, there is an issue with your network
configuration settings. From the console, check the network settings. If they are incorrect, it is best to delete
the Cisco Crosswork Data Gateway VM and reinstall with the correct network settings.

Log Out of Crosswork Data Gateway VM

To log out, select option | Logout from the Main Menu and press Enter or click OK.

Install Crosswork Data Gateway on OpenStack Platform

You can install the Crosswork Data Gateway on OpenStack Platform in one of the following ways:

* Install Crosswork Data Gateway on OpenStack from OpenStack CLI, on page 39

* Install Crosswork Data Gateway on OpenStack from the OpenStack UI, on page 54

Install Crosswork Data Gateway on OpenStack from OpenStack CLI

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.
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\)

Note 1. This procedure lists commands to create networks, ports, and volumes in the OpenStack environment.
Please note that there are multiple ways to do this.

2. Al IP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin
Ensure you have the following information ready:
* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

» Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.

* Understand security group rules and policies before you create and use them.

Step 1 Download and validate the Cisco Crosswor k Data Gateway qcow2 package:

a) Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your local
machine or a location on your local network that is accessible to your OpenStack. For the purpose of these instructions,
we use the package name signed-cw-na-dg-6.0.1-119-r elease-20231220-qcow2.uefi.tar.gz and
cw-na-dg-6.0.1-sample-install-scripts.tar.gz.

b) Use the following command to unzip the installer bundle:

tar -xvzf signed-cw-na-dg-6.0.1-119-release-20231220-gcow2.uefi.tar.gz

This command verifies the authenticity of the product. The directory contains the following files as shown here:

README
signed-cw-na-dg-6.0.1-119-release-20231220.uefi.tar.gz.signature
signed-cw-na-dg-6.0.1-119-release-20231220.uefi.tar.gz

cisco x509 verify release.py3

cisco x509 verify release

CDG-CCO_RELEASE

¢) Use the following command to verify the signature of the build:

Note The machine where the script is being run needs HTTP access to cisco.com. Contact Cisco Customer
Experience team if access to cisco.com is not possible due to security restrictions, or if you did not get
a successful verification message after running the script.

If you are using Python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

If you are using Python 3.x, use the following command to validate the file:

l Cisco Crosswork Data Gateway 6.0.1 Installation and Configuration Guide for Cloud Applications


https://software.cisco.com/download/home

| Installation Tasks

Step 2

Step 3

Install Crosswork Data Gateway on OpenStack from OpenStack CLI .

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Complete the steps in Step 3 OR Step 4 based on the type of addressing you plan to use for the Crosswork Data Gateway
VM.

Update config. txt for a Crosswork Data Gateway VM with Static addressing.

a) Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

b) Openthe config.txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the hostname as cdg1-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False
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## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 VvNICO netmask if statically assigned
VnicOIPvéNetmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI
# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP

l Cisco Crosswork Data Gateway 6.0.1 Installation and Configuration Guide for Cloud Applications



| Installation Tasks
Install Crosswork Data Gateway on OpenStack from OpenStack CLI .

(user@host:/path/to/file)
DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

## Amazon Web Services IAM Role Name

# Please enter the AWS IAM role name to use for sending VIP updates. This is required when deploying
on AWS EC2.

AwsIamRole=

## High Availability Network Mode

# Please enter the mode for the HA Network. This will determine whether all interfaces require an
address.

HANetworkMode=L2

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase

# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=
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### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Multiserver Mode
# Send syslog to all servers (simultaneous) or one at a time (failover)
SyslogMultiserverMode=Simultaneous

## Syslog Server Addresses

# Please enter a space delimited list of hostnames, IPv4 addresses, or IPv6 addresses of the Syslog
servers accessible from the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings
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## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=eth0
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¢)

d)

e)
f)

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

### Auto Enrollment Package Transfer

## Enrollment Token for Crosswork Cloud
# Please enter the optional enrollment token to auto enroll with Crosswork Cloud
CloudEnrollmentToken=TOKEN

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

(Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config.text. You
will need to specifiy the same IP addresses when creating the ports for the VM in Step 9.

Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
Proceed to Step 5.

Updatethe config. txt for Crosswork Data Gateway VM susing DHCP.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config. txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the hostname as cdg1-nodhcp when using DHCP.
Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud

Profile=Crosswork-Cloud

### Host Information
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## Hostname
# Please enter the server's
Hostname=changeme

## Description
# Please enter a short,
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase
dg-operPassword=changeme

### vNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask
# Please enter the server's
VnicOIPv4Netmask=0.0.0.0

## vNICO IPv4 Skip Gateway
# Skip statically assigning
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's
VnicO0IPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VvNICO IPv6 Method
# Skip or statically assign
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's
VnicOIPv6Address=::0

## vNICO IPv6 Netmask
# Please enter the server's
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway
# Skip statically assigning
# Default value: False

VnicOIPv6SkipGateway=False

## VNICO IPv6 Gateway
# Please enter the server's

Install Crosswork Data Gateway on OpenStack from OpenStack CLI .

hostname (dg.localdomain)

user friendly description for display in the Crosswork Controller

for the dg-admin user. It must be at least 8 characters.

for the dg-oper user. It must be at least 8 characters.

the vNICO IPv4 address

IPv4 vNICO address if statically assigned

IPv4 vNICO netmask if statically assigned

a gateway address to communicate with other devices, VMs, or services

IPv4 vNICO gateway if statically assigned

the vNICO IPv6 address

IPv6 vNICO address if statically assigned

IPv6 vNICO netmask if statically assigned

a gateway address to communicate with other devices, VMs, or services

IPv6 VvNICO gateway if statically assigned
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VnicOIPv6Gateway=::1
### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS
# Use multicast DNS
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# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=
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## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

#### Static Parameters - Do not change this section

### Deployment Settings

## Deployment Type

# What type of deployment is this?

# Default value: Crosswork Cloud

Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
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DGAppdataDisk=24
### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=eth0

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

### Auto Enrollment Package Transfer

## Enrollment Token for Crosswork Cloud
# Please enter the optional enrollment token to auto enroll with Crosswork Cloud
CloudEnrollmentToken=TOKEN

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

Save the config. txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config.txt file for each VM using DHCP addressing.

e)

Proceed to Step 5.
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Step 5 Log in to the OpenStack VM from CLI.
Step 6 Create the resource profileor flavor for the VMs.

openstack flavor create —--public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud
Step 7 Createimage for OpenStack install.

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

For example:

openstack image create --public --disk-format gcow2 --container-format bare --file
signed-cw-na-dg-6.0.1-119-release-20231220.bios.gcow2 cdg-cloud-bios

Step 8 Create the VM -specific parametersfor each Crosswork Data Gateway VM.
Create the following parameters for each Crosswork Data Gateway VM instance that you want to install.
a) (Optional) Create a 24 GB second data disk.
openstack volume create --size
Sample commands:

openstack volume create --size 24 cdg-voll

b) Createa security policy to allow incoming TCP/UDP/I CMP connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow
incoming connections from TCP/UDP/ICMP protocols.

openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_address>

openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip
<IP_address>

openstack security group rule create --protocol icmp open

¢) Createportswith specified |P address ONLY for Crosswork Data VM s using Static addressing.

Important  This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP
addresses for the ports are automatically assigned from the IP addresses allocation pool for the subnet.

openstack port create --network network name --fixed-ip

subnet=subnet name,ip-address=port ip address port name

Sample commands to create ports for CDG VMs with 1 NICs using static addressing:

openstack port create --network networkl --fixed-ip subnet=subnetl,ip-address=10.10.11.101

mgmt-portl

In the previous command, network1 is the management network in your environment, subnet1 is the subnet on the
management network, mgmt-port1 is the port that we are creating with the IP address as 10.10.11.101 for vNICO
as specified in the config. txt file for the VM.

d) Apply the security policy to the ports.
openstack port set <port name> --security-group open
For example,

openstack port set mgmt-portl --security-group open

e) Repeat Step 9 for all the VMs you will be installing.
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Install one or more Crosswork Data Gateway VMs.

Commandsto install Crosswork Data Gateway VM with 1 NIC that uses static addressing

openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port>
--config-drive True --user-data <config.txt> --block-device-mapping
vdb=<volume name>:::true <CDG_hostname>

For example:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl
--config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping

vdb=cdgl:::true cdgl-nodhcp

OR

openstack server create --config-drive true --flavor cdg --image <image name> --key-name default

--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name> --user-data
<config.txt> <CDG_hostname>

Commandsto install Crosswork Data Gateway VM with 1 NIC with DHCP

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG hostname>

For example:

openstack server create --flavor <flavor name> --image <image name> --network <networkl>
--config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG_ hostname>

OR

openstack server create --config-drive true --flavor cdg --image --key-name default --network
--security-group --user-data

Note The number of networks in the command to install the VMs depends on the number of NICs in the deployment.
For example, the command to install a VM with 2 NICs is:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping
vdb=cdg-vol:::true cdg-bios-nodhcp 2NIC

Verify that the Crosswork Data Gateway VM swereinstalled successfully.
Run the following command to view the status of the installation of the VMs.

openstack server list

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| 0 | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-d4ce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: ; network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

After the status of the VMs is displayed as Active, wait for about 10 minutes, and check if the VM was
deployed properly and running as expected either from the CLI or the OpenStack Ul

From OpenStack CLI
1. Run the following command in the OpenStack CLI to fetch the URL of the VM instance.

openstack console url show <CDG hostname>
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For example:

openstack console url show cdg-dhcp

2. Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Crosswork Data Gateway Interactive console is
displayed after you log in successfully.

From OpenStack Ul
1. Log in to the OpenStack UI.

2. Navigate to Compute > | nstances.
3. Click the Crosswork Data Gateway VM name. The link to the VM console opens in a new tab.
4

Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Crosswork Data Gateway interactive console is
displayed after you log in successfully.

What to do next

Proceed to adding the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 98.

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul

Step 1

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.

)

Note  All IP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin
Ensure you have the following information ready:
* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

*» Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.

» Understand security group rules and security policies before you create security groups to apply to the
VM.

Download and validate the Cisco Crosswork Data Gateway qcow2 package:

a) Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your
local machine or a location on your local network that is accessible to your OpenStack. For the purpose of these
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instructions, we use the package name signed-cw-na-dg-6.0.1-119-r el ease-20231220.uefi.qcow2.uefi.tar.gz and
cw-na-dg-6.0.1-sample-install-scripts.tar.gz.
b) Use the following command to unzip the installer bundle:

tar -xvzf signed-cw-na-dg-6.0.1-119-release-20231220.uefi.gcow2.uefi.tar.gz

This command verifies the authenticity of the product. The directory contains the following files as shown here:

README
signed-cw-na-dg-6.0.1-119-release-20231220.uefi.tar.gz.signature
signed-cw-na-dg-6.0.1-119-release-20231220-release.uefi.tar.gz
cisco_x509 verify release.py3

cisco_x509 verify release

CDG-CCO_RELEASE

If you encounter any network connectivity issues, skip this verification and perform a manual verification as
explained in the next step.

sh signed-cw-na-dg-6.0.1-119-release-20231220.bios.signed.bin --skip-verification
c) Use the following command to verify the signature of the build:

Note The machine where the script is being run needs HTTP access to cisco.com. Please contact Cisco
Customer Experience team if access to cisco.com is not possible due to security restrictions, or if you
did not get a successful verification message after running the script.

If you are using python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

If you are using python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab5l2

Step 2 Complete the steps in Step 3 OR Step 4 based on the type of addressing you plan on using for the Crosswork Data
Gateway VM.
Step 3 Updatethe config. txt for a Crosswork Data Gateway VM with Static addressing.

a) Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

b) Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

Important  Make a note of the IP address that you are using to create the ports for the VM. You will need to specify
the same IP addresses that you enter here for the vNIC IP addresses in the config. text file for each
of the VM.

This is a sample config.txt file for a 1 NIC deployment with the hostname as cdgl-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?

# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud
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### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 VvNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VNICO address if statically assigned
VnicOIPv6Address=::0

## vNICO IPv6 Netmask
# Please enter the server's IPv6 VNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False
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## vNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False
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## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name
# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI
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# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)
SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?

# Default value: Crosswork Cloud
Deployment=Crosswork Cloud
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### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

### Auto Enrollment Package Transfer

## Enrollment Token for Crosswork Cloud
# Please enter the optional enrollment token to auto enroll with Crosswork Cloud
CloudEnrollmentToken=TOKEN

## Enrollment Destination Host and Path
# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.
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Step 4

d)

e)
f)

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul .

(Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config.txt. You
will need to specify the same IP addresses when creating the ports for the VM in Step 9.

Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
Proceed to Step 5.

Updatethe config. txt for a Crosswork Data Gateway VM with DHCP.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the hostname as cdgl-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False
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## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6é address
# Default value: None
VnicOIPvéMethod=None

#4# vNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 VvNICO netmask if statically assigned
VnicOIPvéNetmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

#4## NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)
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DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role
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SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers

ProxyUsername=

## Authenticated Proxy Passphrase
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# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO
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Step 5
Step 6

c)

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

### Auto Enrollment Package Transfer

## Enrollment Token for Crosswork Cloud
# Please enter the optional enrollment token to auto enroll with Crosswork Cloud
CloudEnrollmentToken=TOKEN

## Enrollment Destination Host and Path
# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config. txt file for each VM using static addressing.

e)

Proceed to Step 5.

Log in to the OpenStack VM from the OpenStack UL
Navigate to Compute > Flavor s to create the resource profile or flavor.

Enter details in the Name, VCPUs, RAM, Root Disk and Ephemeral Disk fields as shown in the following image
and click Create Flavor.
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Figure 15: Flavor Information Window

Flavor Information * Flavor Access

Name *
cdg-cloud-flavor
DO

auto

VCPUs *

RAM (MB) *
32768

Root Disk (GB) *
50

Ephemeral Disk (GB)
24

Swap Disk (MB)

RXITX Factor

1

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul .

Flavors define the sizes for RAM, disk, number of cores
and other resources and can be selected when users
deploy instances

Step 7 Create an image for OpenStack install.
a) Enter details in the following fields:

1.
2.

Image Name - Specify a name for the image you are creating.

File - Navigate to the directory where you have downloaded the Crosswork Data Gateway release image and
select the image.

Format - Select QCOW?2 - QEMU Emulator from the drop-down list.

Leave the other settings to the values as shown in the image.

b) Click Createlmage.

Cisco Crosswork Data Gateway 6.0.1 Installation and Configuration Guide for Cloud Applications [JJjj



Installation Tasks |

. Install Crosswork Data Gateway on OpenStack from the OpenStack Ul

Step 8

Figure 16: Create Image Window

Create Image

Metadata

X Cancel

Note

Image Details Image Details

Specify an image to upload to the Image Service.
Image Name Image Description

cdg_bics_image

Image Source

File®
cw-na-dg-4.0.0-6-TESTONLY-202207%

Format”

QCOW?2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk

Choose an image v Choose an image

Architecture Minimum Disk (GB)

0
Image Sharing

Visibility Protected

Private Shared Public Community Yes No

< Back

a) In the OpenStack Ul, navigate to Networks> Security Groups.
b) Click + Create Security Group.

Minimum RAM (MB)

1]

Next » « Create Image

Create a security group policy to allow incoming TCP/UDP/I CMP connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow incoming
connections from TCP/UDP/ICMP protocols.

You can create security groups and apply them to the VM even after the Crosswork Data Gateway is
deployed.
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Figure 17: Create Security Group Window

Create Security Group

Name *
cdg

Description

Security group for GDG deployment on openstack

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul .

Description:

¢) Specify the Name and Description of the security group. Click Create Security Group.

d) Inthe new window that appears to create security rules, click Add Ruleto create a security policy for each protocol
by specifying the direction, port range and the IP addresses range.

The security group contains two rules by default. Use the Delete Rule option to delete these rules.

Figure 18: Manage Security Group Rules Window

Project / Network / Security Groups / Manage Security Group Rul

Displaying 2 tems

O Direction Ether Type 1P Protocol

O Egress 1Pua Any
O Egress PG Any Any 0

Displaying 2 tems

Step 9

Important

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)

Remote IP Prefix

Any 00000

+addRue | IEREETES

Remote Security Group Description Actions

Create portswith specified |P address ONLY if you are using Static addressing.

This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP

addresses for the ports are automatically assigned from the IP addresses allocation pool for the subnet.

a) In the OpenStack UL navigate to Network > Networks.
b) Depending on the number of NICs in your deployment, (starting with the management network), select a network

and click + Create Ports.

c) Enter details in the Nameand Fixed | P Address fields. Select the Enable Admin State and Port Security check

box.
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Figure 19: Create Port Window

[ 4

Create Port

Security Groups

Name

—— Description:

You can create a port for the network. If you specify

¥ Enable Admin State @ device ID to be attached, the device specified will be
attached to the port created.

Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address -

Fixed IP Address” @

MAC Address @

& Port Security @
VNIC Type @

Normal hd

Binding: Host @

Cancel Create
[
Step 10 Navigate to Compute > I nstances. Click Launch I nstance in this page.
A Launch Instance window appears to start the VM installation.
Step 11 In the Details tab, specify the VM name in the Instance Name field and the Count as 1. Click Next.
Note For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The

Cisco Crosswork Data Gateway name should, therefore, be unique and created in a way that makes
identifying a specific VM easy. We recommend that you enter the same name you had specified in the
Hostname parameter in the config. txt file for the VM.
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Figure 20: Launch Instance Window

Launch Instance
. Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
Details N .
count. Increase the Count to create multiple instances with the same settings.
Source Project Name Total Instances
(100 Max)
admin
Flavor * I
Instance Name * 3%
Networks *
test_instance
Network Ports 2 t
Description M2 Curent Usage
1 Added
Security Groups 97 Remaining
Key Pair Availability Zone
nova v
Configuration
Count *
Server Groups
1
Scheduler Hints
Metadata
% Cancel <Back Next >

Step 12 In the Sour ce tab:

a. Select Boot Source - Select | mage from the drop-down list.

b. Create New Volume - Select No.
c. All images available in the OpenStack environment are listed under the Available pane. Click * to select the

image. Doing this will now move the image to the Allocated pane indicating that you have selected the image.

d. Click Next.
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Figure 21: Launch Instance Window - Source Tab

Launch Instance
Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
Details ) " .
snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a
Select Boot Source Create New Volume
Flavor * Image Yes | No
Networks *
Allocated
Network Ports Displaying 1 item
Security Groups Name Updated Size Format Visibility
Key Pair > cdg-cloud-bios-6 7/22/22 5:03 AM 1.41 GB Qcowz Public +
Configuration Displaying 1 item
Server Groups w Available Select one
Scheduler Hints Q,  Click here for filters or full text search. x
Metadata Displaying 1 item
Name Updated Size Format Visibility
> cdg-cloud-uefi-6 7/22/22 5:14 AM 1.41 GB Qcowz Public ’~
Displaying 1 item
X Cancel < Back Next >
Step 13 In the Flavor tab, in the Available pane, for the flavor you want to select for the VM, click to move it from the

Available pane to the Allocated pane. Click Next.
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Figure 22: Launch Instance Window - Flavor Tab

Launch Instance

Detail Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks * .
w Available Select one
Network Ports
Q| Click here for filters or full text search. x
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
% Cancel < Back Next >
Step 14 Assign networks to the VM. Depending on the number of vNICs in your deployment, select up to 3 networks for the

VM by clicking ™ for each network from the list of networks in the Available pane. Doing this moves the selected
networks to the Allocated pane. Click Next.

Important  The order in which you select the networks is important. In a 3-NIC deployment, the first network you
select will be assigned to the vNICO interface, the second to the vNIC1 interface and the third to the vNIC2
interface.
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a1

Launch Instance

Networks provide the communication channels for instances in the cloud.

o

Details *
w Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status

Flavor *

1 > network1 subnet1 No Up Active +

2 ¥ network3 subnet3 No Up Active +
Network Ports

+3 > network2 subnet2 No Up Active ¥
Security Groups
Key Pair v Available Select at least one network
Configuration Q x
Server Groups Network Subnets Associated Shared Admin State Status
Scheduler Hints > network2-nodhcp subnet2-nodhep No Up Active +
Metadata > network3-nodhcp subnet3-nodhcp No Up Active 4

> network1-nodhcp subnet1-nodhcp No Up Active +
X Cancel < Back Next »

Assign ports to the VM.

From the list of ports that are displayed in the Available pane, click

to move the port to the Allocated pane.
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Figure 24: Launch Instance Window - Network Ports Tab

Launch Instance
Details Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of
: both.
Source v Allocated Select ports from those listed below.
Flavor Name P Admin State Status
Networks =1 > north-port2 on subnet subnet2-nodhcp Up Down +
Network Paorts i
_ ‘v Avalsble Select one
Security Groups Q
Key Pair Name P Admin State Status
Configuration » south-port2 on subnet subnet3-nodhep Up Down +
Server Groups
> mgmt-port2 on subnet subnet1-nodhcp Up Down +
Scheduler Hints
Metadata
% Cancel < Back Next » & Launch Instance
Click Next.

Step 16
pane to the Allocated pane.

Assign Security Groupsto the VM by moving the security groups you wish to apply to the VM from the Available

In the following image, 2 security groups - default and cdg, are applied to the VM.
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Figure 25: Launch Instance Window - Security Groups Tab

Installation Tasks |

Launch Instance

Select the security groups to launch the instance in.

Details *
« Allocated
Source Name Description
Flavor * .
v default Default security group ¥
Networks *
Direction Ether Type Protocol Min Port Max Port Remote
Network Ports egress IPv4 - 0.0.0.0/0
ngress IPv4 N
Security Groups ng v
ingress IPv6 >
Key Pair egress IPV6 - /0
Configuration
Server Groups v cdg Security group for CDG deployment on openstack L2
Scheduler Hints Direction Ether Type Protocol Min Port Max Port Remote
egress IPv6 - ]
Metadata
egress IPv4 - 0.0.0.0/0
v Available Select one or more
Q x
Name Description
2 open open +
X Cancel < Back Next >
Click Next.
Step 17 In the Key Pair tab, click Next.

Step 18 In the Configuration tab:

* Click Choose File to select and upload the config.

* Select the Configuration Drive check box.

txt file you had modified and saved for the VM.
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Figure 26: Launch Instance Window - Configuration Tah
Launch Instance

You can customize your instance after it has launched using the options available here. "Customization Script” is

Detalls analogous to "User Data" in other systems
Source Load Customization Script from a file
[ Choose File | No file chosen
Flavor
Customization Script (Modified) Content size: 1.48 KB of 16.00 KB
Networks
Network Ports

Security Groups

Key Pair D ——
DiSk Panitio"
Server Groups Automatic .
Scheduler Hints @ Configuration Drive

Metadata
x Cancel <Back Next> @ Launch Instance

Step 19 Click Launch Instance.
OpenStack begins installation of the VM.

Step 20 Repeat Step 9 to Step 20 of the procedure to install all Crosswork Data Gateway VMs.

Verify that the Crosswork Data Gateway VMswere installed successfully.

1. Inthe OpenStack UI, navigate to Compute> | nstances.

2. The list of Crosswork Data Gateway VMs that are installed and being installed is displayed here.
Figure 27: Instances Window - Status of CDG VM Installation

Red sckPlatform  Project

Project Compute

Overview  Instances Images  KeyPairs Server Groups

Instances

Instance ID =+ Fiter | & Launch Instanco Mare Actions +

Displaying 2 tems.

O Instance Name Image Name 1P Address Flavor Key Pair Status Avalability Zone Task Power State Age Actions.
notwonc )

O cdgbiosdhe cdg-cloud-bios-6 network3 2 Not available - Build nova No State 0 minutes Associate Floating IP | =
network1 ) Spawning

A Crosswork Data Gateway VM that is being installed will have the Statusas Build, Task as Spawning
and Power Stateas No State.

3. Once the VM is successfully installed, the Status changes to Active, Task is None and Power State as
Running.
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Figure 28: Instances Window - Status of CDG VM Installation

Project / Compute / Instance:

Instances

Instance D =~ Fiter | @ Launch Instance

Displaying 2 items.

O Instance Name Image Name 1P Address Flavor Key Pair Status Availability Zone Task Power State Age Actions

O cdg-bios-dhe cdg-cloud-bios:6  networl k3 c d 5 Active

4. After the Status changes to Active, wait for about 10 minutes.

Click the Crosswork Data Gateway VM name. The link to the VM console opens.

5. Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Interactive console of the Crosswork Data Gateway
is displayed after you log in successfully.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Export Enrollment Package, on page 99.

Install Crosswork Data Gateway on Amazon EC2

You can install the Crosswork Data Gateway on Amazon EC2 in one of the following ways:
* Install Crosswork Data Gateway using CloudFormation (CF) Template, on page 78

* Install Crosswork Data Gateway on Amazon EC2 Manually, on page 85

Install Crosswork Data Gateway using CloudFormation (CF) Template

* Extract CF Template Image, on page 78
* Roles and Policy Permissions , on page 79
* CF Template Parameters for Installing Crosswork Data Gateway, on page 80

* Manage CF Template Deployment, on page 83

Extract CF Template Image

This section explains the procedure to extract and validate the Crosswork Data Gateway template image.

)

Attention  The file names mentioned in this topic are sample names and may differ from the actual file names in release
version.
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Step 1
Step 2

Step 3

Step 4

Step 5

Roles and Policy Permissions .

Download the template package (cw-na-platfor m-cft-6.0.1-signed.tar.gz).
Use the following command to unzip the package:

tar -xzvf cw-na-platform-cft-6.0.0-signed.tar.gz

The contents of the package is unzipped to a new directory. This new directory contains the CF template image and files
necessary to validate the image.

For example:

tar -xzvf cw-na-platform-cft-6.0.l-signed.tar.gz
CFT-6.0.1 release500 2.tar.gz

CFT-6.0.1 release500 2.tar.gz.signature

README

CW-CCO RELEASE.cer

cisco x509 verify release.py3

cisco x509 verify release.py

XXX X X X

Review the contents of the README file in order to understand everything that is in the package and how it will be
validated in the following steps.

Navigate to the directory created in the previous step and use the following command to verify the signature of the installer
image:

Note Use python --version to find out the version of Python on your machine.

If you are using Python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

If you are using Python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

For example:

python cisco x509 verify release.py3 -e CW-CCO_RELEASE.cer -i CFT-6.0.1 released450 2.tar.gz -s
CFT-6.0.1 released450 2.tar.gz.signature -v dgst -shab512

Retrieving CA certificate from http://www.cisco.com/security/pki/certs/crcam?2.cer

Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from http://www.cisco.com/security/pki/certs/innerspace.cer
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from CW-CCO RELEASE.cer.

Successfully verified the signature of CFT-6.0.1 released450 2.tar.gz using CW-CCO_RELEASE.cer

The contents of the package is extracted and validated successfully.

In the directory, locate the install-cnc-templates file and follow the instructions provided within its Description section.

Customize the CF templates in the directory to install Cisco Crosswork on AmazonEKS.

Roles and Policy Permissions

This section describes the roles and the policy permissions that you must have when deploying the CF template
on Amazon. For information on how to create and manage the roles, refer to the Amazon documentation.
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Table 8: Amazon EC2 Roles and Actions Assigned to the Roles

Role

Actions

EC2

DescribelnternetGateways, DescribeNetworkInterfaces, Describelmages,
DeleteLaunchTemplate, DescribeSubnets, Describe AccountAttributes,
DescribeSecurityGroups, Runlnstances, DescribeVpcs, Describelnstances,
CreateNetworklInterface, CreateTags, DescribeKeyPairs,
CreateLaunchTemplate, DeleteNetworkInterface, Terminatelnstances.

ELB

DescribelLoadBalancers, CreateLoadBalancer,
ModifyLoadBalancerAttributes, AddTags, DeleteLoadBalancer.

ELB v2

DescribeLoadBalancers, CreateLoadBalancer, AddTags,
DeleteLoadBalancer, CreateTargetGroup, CreateListener, DeleteListener,
DescribeTargetGroups, ModifyLoadBalancerAttributes, DescribeListeners,
RegisterTargets, DeleteTargetGroup, ModifyTargetGroupAttributes,
DescribeTargetHealth.

IAM

CreateNodegroup, DescribeNodegroup, DeleteNodegroup

CF Template Parameters for Installing Crosswork Data Gateway

This section describes the parameters that are required when creating the Crosswork Data Gateway control
plane, node, pool, and other important containers. It also has parameters that are required for creating EC2
Crosswork Data Gateway NLB stack.

Table 9: Crosswork Data Gateway Deployment Parameters

Parameter Description

Vpcld The virtual private cloud (VPC) ID of your existing VPC. For example,
vpc-0f83aac74690101a3.

SecGroup Precreated security group that must be applied to the stack. For example,
sg-096ff4bc355af16a0. The group must allow ingress access to all ports
that Crosswork, NSO, Crosswork Data Gateway, and IOS-XR uses.

CDGSSHPassword The SSH password to be configured on the Crosswork Data Gateway
node.

CDGOperPassword The password to be configured on the Crosswork Data Gateway for
Dg-Oper user.

CDGAmiId The Crosswork Data Gateway AMI ID.

InstanceType The EC2 instance type for the node instances.

Default value is m5.2xlarge.
This is a mandatory parameter.

CNCControllerIP Host address of the Crosswork Data Gateway controller.

This is a mandatory parameter.
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Parameter

Description

CNCControllerPassword

The cw-admin user password used to access Crosswork or CNC Controller.

InterfaceDeploymentMode

Crosswork Data Gateway deployment mode.
The options are:
* 1: to deploy all the interfaces.
* 2: to deploy the Management and Data interfaces.

* 3: to deploy the Management, Data, and Control interfaces.

CDGInterfaceOIPAddress

A free IP address on the subnet. If set to 0.0.0.0, the IP address is
automatically allocated.

This is a mandatory parameter.

CDGInterfacelOSubnetId

The first interface subnet for the Crosswork Data Gateway VM.

CDGInterfaceOGateway

The default gateway on the selected subnet. Typically, the first address
on the subnet.

CDGInterfaceOSubnetNetmask

The first interface subnet netmask in the dotted-decimal form. For
example, 255.255.255.0.

This is a mandatory parameter.

CDGInterfacelIPAddress

A free IP address on the first subnet. If set to 0.0.0.0, the IP address is
automatically allocated.

This is a mandatory parameter.

CDGInterfacelSubnetId

The seconnd interface subnet for the Crosswork Data Gateway. The subnet
must be in the same availability zone as the cbGInterfaceOSubnetId.

CDGInterfacelGateway

The second interface default gateway on the selected subnet. Typically,
the first address on the subnet.

This is a mandatory parameter.

CDGInterfacelSubnetNetmask

The second interface subnet netmask in the dotted-decimal form. For
example, 255.255.255.0. This parameter is ignored when dual interface
mode is not used.

This is a mandatory parameter.

CDGInterface2IPAddress

A free IP address on the second subnet. If set to 0.0.0.0, the IP address is
automatically allocated.

This is a mandatory parameter.

CDGInterface2SubnetId

The third interface subnet for the Crosswork Data Gateway VM. The
subnet must be in the same availability zone as the
CDGInterfaceOSubnetId
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Parameter

Description

CDGInterface2Gateway

The third interface default gateway on the selected subnet. Typically, the
first address on the subnet.

This is a mandatory parameter.

CDGInterface2SubnetNetmask

The thrid interface subnet netmask in the dotted-decimal form. For
example, 255.255.255.0. This parameter is ignored when triple interface
mode is not used.

This is a mandatory parameter.

CNCControllerIP

Host address of the Crosswork Crosswork Data Gateway controller.

HANetworkMode

The Crosswork Data Gateway HA mode.
The pool mode options are:

* 1.2: Use this option when you specify IP addresses for creating the
HA pool.

* 1,3: Use this option when you specify FQDN for creating the HA
pool and for multisubnet deployment.

DataDiskSize

Size of the Crosswork data disk. The minimum size is 20. Default size is
50.

This is a mandatory parameter.

CDGProfile

The deployment profile of Crosswork Data Gateway.

® Standard

* Extended

This is a mandatory parameter.

CdgInstanceHostname

The Crosswork Data Gateway instance name, for example CDG-01.

CloudEnrollmentToken

The unique enrollment token retrieved from Crosswork Cloud. Crosswork
Data Gateway uses this token to automatically enroll with Crosswork
Cloud.

Configure the number of permitted number of autoenrollment requests
and the expiry date of the token.

The default values are:

* Number of uses: 5
* Expiry: 30 days

The maximum accepted values:
* Number of uses: 50

* Expiry: 366 days
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Table 10: Crosswork Data Gateway and Network Load Balancer (NLB) Stack Parameters

Parameter Description

Vpcld The VPC ID of the worker instances.

This is a mandatory parameter.

SubnetIdl The management ID of subnet 1.

This is a mandatory parameter.

SubnetId2 The management ID of subnet 2.

This is a mandatory parameter.

DomainName The domain name.

This is a mandatory parameter.

HostedZoneId The hosted zone ID.

This is a mandatory parameter.

CdgPoolHostname Name of the Route53 record.

This is a mandatory parameter.

CdgTargetIPl The IP address 1 of the Management node.
CdgTargetIP2 The IP address 2 of the Management node.
LBIPaddressl The first LB IP address on subnet.

This is a mandatory parameter.

LBIPaddress2 The second LB IP address on subnet.

This is a mandatory parameter.

Manage CF Template Deployment
The following sections explain how to deploy a CF template on Amazon EC2 and verify its installation:
* Deploy a CF Template, on page 83

* Monitor the Installation, on page 84

Deploy a CF Template

You can install Crosswork Data Gateway on Amazon EC2 with custom resources. Depending on the configured
parameters, the needed components with the capabilities are also installed.

Before you begin

» Make sure that you have met the Amazon EC2 Settings, on page 8 prescribed for installing Crosswork
Data Gateway on Amazon EC2.
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Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Step 7

* Ensure that you have access to the CloudFormation templates that are stored in the S3 bucket or on your
local machine. If the template is in Amazon S3, keep the URL of the template file copied.

Log in to the AWS account and navigate to the S3 bucket. If the CF template is on your local computer, you can upload
the template.

In the AWS CloudFormation console, navigate to the Stacks page and choose Create stack > With new resour ces
(standard). The Create stack page opens.

Enter the following details:
a. Under Prerequisite - Preparetemplate, select Template isready.
b. Under Specify template > Template sour ce, select one of the following options:

* If you have the YAML or JSON file URL directing to the S3 bucket where the CF template is located, select
Amazon S3 URL. In the Amazon S3 URL field, enter the URL and click Next.

« If the CF template is saved on your local computer, select Upload a template file and click Choose File to

select the file that you want to upload. After you have selected the template, Amazon uploads the file and displays
the S3 URL. Click Next.

Note (Optional) Click View in Designer to view a visual representation of the execution flow in your CF template.

In the Specify stack details page, enter the relevant values for the stack name and parameter values. Click Next.

Note The parameter field names visible in this window are defined by the parameters in the CF template.

Review the parameter values that you have configured.
Under the Capabilities, select the check boxes next to:

* | acknowledge that AWS CloudFor mation might create | AM resources with custom names.
« | acknowledge that AW S CloudFor mation might requirethe following capability:
CAPABILITY_AUTO_EXPAND.

Click Submit.

What to do next

The time taken to create the cluster can vary based on the size of your deployment profile and the performance
characteristics of your hardware. See Monitor the Installation, on page 84 to know how you can check the
status of the installation.

Monitor the Installation

Step 1
Step 2

This section describes how to verify if the deployment is complete without errors.

In the CloudFormation console, from the left-hand side Stacks pane, select the stack that you have deployed.

The stack details are displayed on the right. Click on each tab in this window to view details of the stack. If the stack
creation is in progress, the status of the stack in the Eventstab is CREATE IN PROGRESS.
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Step 3 After the stack is created:
* The status of the stack changes to CREATE COMPLETE and the Logical ID displays the stack name.

» The Resour ces tab displays details of the all the resources that the CF template has created, including the physical
IDs.

» The Outputs tab has details of the VM's interface IP addresses.

Install Crosswork Data Gateway on Amazon EC2 Manually

Follow these steps to install Crosswork Data Gateway on EC2.

\)

Note * The Launch Instance workflow offers a wide range of launch options that you can configure based on
your requirements. The following procedure lists the mandatory settings that must be configured to install
the Crosswork Data Gateway VM successfully.

* The steps in this procedure explain the installation of an Extended Crosswork Data Gateway VM with
3 interfaces.

Before you begin

Ensure that you have the following information ready before deploying the Crosswork Data Gateway VMs :
* Ensure that you have met the requirements specified in Amazon EC2 Settings, on page 8.
* All the Cisco Crosswork VMs have been installed.
* Decide the number of Crosswork Data Gateway VM instances to install.

* Have the Crosswork Data Gateway AMI image saved in a location accessible to your AWS.

Step 1 Preparetheuser datafor the Crosswork Data Gateway VMs.

a) Prepare the user data for Crosswork Data Gateway VMs. See Cisco Crosswork Data Gateway Deployment Parameters
and Scenarios, on page 12 for more information about the parameters. Sample user data for a VM is attached here
for your reference. Important parameters have been highlighted.

AwsIamRole=changeme
ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=

AuditdPort=60
ControllerCertChainPwd=changeme
ControllerIP=
ControllerPort=30607
ControllerSignCertChain=cw-admin@<controller-IP>:/home/cw-admin/controller.pem
ControllerTlsCertChain=
Deployment=Crosswork On-Premise
Description=changeme
DGAppdataDisk=5
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DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=changeme

DNSSEC=False

DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme

Label=

LLMNR=False

mDNS-False

NTP=changeme

NTPAuth=False

NTPKey=

NTPKeyFile=

NTPKeyFilePwd=
Profile=Extended
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=

ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
VnicOIPv4Address=0.0.0.0 //IP address of management interface
VnicOIPv4Gateway=0.0.0.1
VnicOIPv4Method=None
VnicOIPv4Netmask=0.0.0.0
VnicOIPv4SkipGateway=False
VnicOIPv6Address=::0
VnicOIPvé6Gateway=::1
VnicOIPvéMethod=None
VnicOIPv6Netmask=64
VnicOIPv6SkipGateway=False
VniclIPv4Address=0.0.0.0 //IP address of data interface
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPvé6Method=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //leave unchanged to default value.
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPvé6Method=None
Vnic2IPv6Netmask=64
Vnic2IPv6SkipGateway=False
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b)
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dg-adminPassword=changeme
dg-operPassword=changeme

CloudEnrollmentToken=cloudenrollmenttoken //enter the optional enrollment token to auto enroll
with Crosswork Cloud

EnrollmentURI=enrollmenturi //enter the optional SCP destination host and path to transfer the
enrollment package using SCP (user@host:/path/to/file)
EnrollmentPassphrase=enrollmentpassphrase //enter the optional SCP user passphrase to transfer
the enrollment package

Repeat the previous step to create the user data for each Crosswork Data VM that you plan to install.

Install the Crosswork Data Gateway VM.

a)
b)

c)
d)

e)

2)

Log in to AWS and search for the EC2 service. The EC2 dashboard opens.
Navigate to Launch Instance pane on the dashboard and click Launch I nstance > Launch Instance.

A Launch an Instance window appears.

In the Name and tags section, enter the name of the Crosswork Data Gateway VM.

In the Application and OS I mages (Amazon M achine | mage) section, click My AM|s> Owned by me and select
the Crosswork Data Gateway AMI image in the Amazon Machine Image (AMI) field.

In the I nstance typesection, select the following instance types (both production and lab environment) based on the
profile of the Crosswork Data VM you are deploying.

» m5.4xlarge - for a Standard VM.

» m5.8xlarge - for an Extended VM.

In the Key pair (login) section, select a Key pair name from the drop-down list.

Note Cisco Crosswork does not support key-based authentication. This is an AWS requirement and will not
be used by Cisco Crosswork.

In the Network Settings section, click Edit.

1. Enter values in the following fields:
* VPC - Select the appropriate VPC for your environment.
* Subnet - Select the subnet that you wish to assign to the management interface.
* Auto-assign public I P - Select Disabled.

* Firewall (security groups) - Specify a security group for the VM. You can create a security group or use
an existing security group that you have already created.

After you have entered the details above, under Advanced network configuration, a Network Interfacel
is automatically created.

2. Update the Description, Primary | P (vNICO IP address from the user data), Subnet, Security groups.

3. Click Add network interface and add details for a second interface (corresponds to vNIC1) and a third interface
(VNIC2) of the VM.

Important  Please note that the user data for the VM does not have an IP address for vINIC?2 as this is assigned
during pool creation. It is an AWS requirement to assign an IP address each time a network interface
is created. You can either enter an IP address in the Primary | P field (static IP) of the third interface
or leave it blank (AWS assigns an [P automatically).
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h) Inthe Configure Storagesection, click Advanced and click Add new volumeto add an additional partition for your
VM. Update the following fields for the newly created volume.

+ Device name - /device/sdb
* Size (GIB) - 20 GB (Standard CDG) or 520 GB (Extended CDG)

* Volume type - We recommend using gp2 or gp3.

i) In the Advanced Settings section, update the following fields.
* |AM instance profile - Select the AWS IAM role that you had specified in the user data or create a new role.
» Metadata accessible - Enabled.
* Metadata version - V1 and V2 (token optional)
» Metadata response hop limit - 2

* User data - Copy the user data that you had prepared in Step 1 and paste it within the window here. If you are
providing the parameters in a base64 encoded format, select the check box.

Note Ensure that there are no leading white spaces when you paste the user data otherwise the deployment
will fail.
Step 3 Click Launch Instance. Amazon EC2 initiates the installation of the VM.

Step 4 Repeat steps 2 to 4 to install the remaining VMs.

Verify that the VM swere installed successfully

1. In the EC2 dashboard, click Instances from the menu on the left to view the VMs that were deployed.
You can search for the VMs using the name, attributes or tags.

Wait for about 20 minutes for the VMs to be deployed.
After the VM are launched successfully, they have the I nstance State as Running.
To verify that the VMs were installed successfully, select a VM and click Connect (top right corner).

In the Connect to instance window that appears, click the EC2 Serial Control tab and click Connect.

a ~ W DN

Log in to the VM as a dg-admin or dg-oper user using the password you configured in the user data.

The Interactive Console of the VM is displayed on successful login.

Auto-Configuration for Deploying Crosswork Data Gateway

The auto-configuration procedure discovers the configuration parameters that are missing, and it automatically
defines the mandatory parameters to install Base VM. The configuration parameters are passed using the
Dynamic Host Configuration Protocol (DHCP) framework. In the Day 0 configuration, the auto-configuration
mechanism defines only the essential parameters with the default values.

A default password is provided during the auto-configuration to comply with the security policies. On the
first login, the dg-admin and dg-oper users must reset the default password. The data gateway instance does
not start the collection services until the default password is changed.
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Auto-configuration process supports single NIC deployment. In particular, eth0 is configured for the
Management network. The eth0 interface is used for the DHCP interaction. The DHCP server contains the
default values that the process uses during the auto-configuration. You can configure or modify the default
values using the Interactive Console. For information about how to use the console, see Change Current
System Settings, on page 110.

| o

Important

EC2.

The auto-configuration ability supports deployment of Crosswork Data Gateway on OpenStack and Amazon

Parameters used during Auto-Configuration

The auto-configuration utility configures the following parameters with the default values. For more information
about these parameters, see Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page

12.

Table 11: Cisco Crosswork Data Gateway Mandatory Deployment Parameters

Name Parameter Default Value

AllowRFC8190 A11owRFC8190 The default value is ves.

Auditd Server Port AuditdPort The default port is 60.

Deployment Deployment The default value is crosswork Cloud.
Crosswork Controller ControllerPort The default port is 443.

Port

Description Description The default value is ¢cDG auto configure.

dg-admin Passphrase

dg-adminPassword

The default password is changeme.

Reset the default value with the password that you have
chosen for the dg-admin user.

Password must be 8-64 characters.

dg-oper Passphrase

dg-operPassword

The default password is changeme.

Reset the default value with the password you have
chosen for the dg-oper user.

Password must be 8-64 characters.

Data Disk Size DGAppdataDisk The default value of this parameter is 5.
DNS Address DNS The default values of this parameter are
208.67.222.222
208.67.220.220
DNS Security Extensions | DNSSEC The default value of this parameter is False.
DNS over TLS DNSTLS The default value of this parameter is False.
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Name Parameter Default Value
DNS Search Domain Domain The default value of this parameter is 1ocaldomain.
Crosswork Data Gateway | HANetworkMode The default value of this parameter is 1.2.
HA mode
Hostname Hostname The default value of this parameter is dg-<etho
address>.
Where <eth0-address> is the address of vNICO.
Link-Local Multicast LLMNR The default value of this parameter is False.
Name Resolution
Multicast DNS mDNS The default value of this parameter is False.
NicAdministration NicAdministration The default value of this parameter is etho.
NicControl NicControl The default value of this parameter is eth1.
NicDefaultGateway NicDefaultGateway The default value of this parameter is etho.
NicExternalLogging NicExternalLogging The default value of this parameter is etho.
NicManagement NicManagement The default value of this parameter is etho.
NicNBExternalData NicNBExternalData The default value of this parameter is eth1.
NicNBSystemData NicNBSystemData The default value of this parameter is eth1.
NicSBData NicSBData The default value of this parameter is the last active
interface such as eth0 if 1-NIC deployment, ethl if
2-NIC.
NTPv4 Servers NTP The default values of this parameter are
162.159.200.1
65.100.46.164
40.76.132.147
104.131.139.195
Use NTPv4 NTPAuth The default value of this parameter is False.
Authentication
Profile Profile The default value of this parameter is
Crosswork-Cloud.
Syslog Multiserver Mode | syslogMultiserverMode | The default value of this parameter is simultaneous.
Syslog Server Port SyslogPort The default value of this parameter is 514.
Syslog Server Protocol |syslogProtocol The default value of this parameter is upp.
Use Syslog over TLS SyslogTLs The default value of this parameter is False.
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Name Parameter Default Value

Use Remote Auditd UseRemoteAuditd The default value of this parameter is False.
Server

Use Remote Syslog UseRemoteSyslog The default value of this parameter is False.
Server

vNIC IPv4 Method VnicO0IPv4Method The default value of this parameter is DHCP.
VvNIC IPv4 Skip Gateway | vnic0IPv4sSkipGateway |The default value of this parameter is False.
vNIC IPv6 Method Vnic0IPv6Method The default value is None.

VvNIC IPv6 Skip Gateway | vnic0IPvéSkipGateway |The default value is False.

vNIC IPv4 Method VniclIPv4Method The default value is None.

vNIC IPv4 Skip Gateway | vnic1IPvaskipGateway | The default value is False.

vNIC IPv6 Method VniclIPvéMethod The default value is None.

vNIC IPv6 Skip Gateway | vnic1IPvéskipGateway | The default value is False.

vNIC IPv4 Method Vnic2IPvaMethod The default value is None.

vNIC IPv4 Skip Gateway | vnic2IPv4SkipGateway |The default value is False.

vNIC IPv6 Method Vnic2IPvéMethod The default value is None.

VvNIC IPv6 Skip Gateway | vnic2IPvéSkipGateway |The default value is ralse.

Enroll Crosswork Data Gateway with Crosswork Cloud

Enrolling a data gateway involves authenticating the gateway instance with Crosswork Cloud using a unique
token or package. You have the choice to either pre-configure the enrollment parameter to start the enrollment
process when the data gateway is deployed or manually enroll the gateway once it has been installed.

Based on your Crosswork Data Gateway version, choose from the following options to start the enrollment:

* From release 6.0.1 onwards, generate or use an existing enrollment token from Crosswork Cloud and
add it to the VM configuration file. See Autoenroll Crosswork Data Gateway with Crosswork Cloud, on
page 92 for more information.

* For 5.0 and older releases, generate or reuse an enrollment package, export the token, and register the
data gateway with Crosswork Cloud. See Manually Enroll Crosswork Data Gateway with Crosswork
Cloud, on page 97 for more information.
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Autoenroll Crosswork Data Gateway with Crosswork Cloud

From the 6.0.1 release, you can choose to preconfigure a single or multiple data gateways to enroll automatically
with Crosswork Cloud using an enrollment token. You can opt to generate a fresh enrollment token
(CloudEnrollmentToken) or make use of a token that is already in existence.

To enable autoenrollment of the data gateway, you must perform the following:

* Generate Enrollment Token from Crosswork Cloud, on page 92

* Add Enrollment Token to Configuration File, on page 96

Generate Enrollment Token from Crosswork Cloud

Step 1
Step 2
Step 3
Step 4

You can create a new or use an existing enrollment token, which can be copied and pasted to the configuration
file that you plan on using to install Crosswork Data Gateway.

Before you begin

Determine whether you want to create a new enrollment token or utilize an existing token. If there are enough
uses left, you can choose to reuse the current token or create a new one. To check the number of uses left for
a token, from the Crosswork Cloud UI, window, click Configure> Data Gateways> Add Crosswork Data
Gateway page. This page lists the available tokens and their state. Review the Remaining Uses column.

Log in to Crosswork Cloud.
From the main window, click Configure> Data Gateways. The Data Gateways page opens.
Click Add Crosswork Data Gateway

Depending on your preference to create a new token or use an existing token, follow one of the below procedures:
+ Create a new token:

a. Inthe Add Crosswork Data Gateway page, click Create Enrollment Token.

Figure 29: Crosswork Cloud Ul

b. 1Inthe Create Enrollment Token window, enter the following:

1. Token Name: Specify a unique name to the token that you are creating.
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2. Description: Enter a detailed description of the token.
3. Number of Uses: Specify the permissible number of token uses. The maximum token usage limit is 50.

4. Valid Until: Specify the validity period for the token. The maximum duration is 366 days.

Figure 30: Create Enrollment Token Window

Create Enrollment Token

i Analysis

Cancal Craata

C. Click Create.

The enrollment token is created and displayed in the View Enrollment Token window. The token's content is
displayed in a secure JSON format.
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Figure 31: View Enrollment Token Window

View Enrollment Token

d. Click Copy to copy the token. Paste the copied content in a local file.

» Use an existing token
a. Inthe Add Crosswork Data Gateway page, select the row corresponding to the token that you intend to use.

When selecting an existing token, consider its expiration date. If the Crosswork Data Gateway will not be installed
and registered prior to the expiration date, Cisco recommends you avoid using that token.

You can review the Valid Until column on the Add Crosswor k Data Gateway page to determine the expiration
information.
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Figure 32: Crosswork Cloud Ul

Data Gateway

Create Enrolment Token

Note Clicking on the Next button will take you to next stage in the enrollment workflow. For example,
upon choosing a row to use a preexisting token and selecting Next, Crosswork displays the list of
tokens for which the enrollment is pending.

b. Click View Enrollment Token.

The View Enrollment Token window displays the token in a secure JSON format.
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Figure 33: View Enrollment Token Window

View Enrollment Token

c. Click Copy to copy the token. Paste the copied content in a local file.

What to do next
Paste the copied enrollment token into the configuration file you intend to use when installing Crosswork
Data Gateway. See Add Enrollment Token to Configuration File, on page 96 for more information.

Add Enroliment Token to Configuration File

Follow the steps to enable the automatic enrollment of the data gateway with Crosswork Cloud.

Before you begin

Ensure that you copied the enrollment token from the Crosswork Cloud UI and keep it readily accessible. See
Generate Enrollment Token from Crosswork Cloud, on page 92 for more information.

Step 1 As per your data center, locate the configuration file and paste the enrollment token obtained from the Crosswork Cloud

UL For more information on the configuration files, see the relevant section for your platform:

* Install Crosswork Data Gateway on VMware
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* Install Crosswork Data Gateway on OpenStack Platform

* Install Crosswork Data Gateway on Amazon EC2

Step 2 Connect Crosswork Data Gateway instance with Crosswork Cloud:

a. Log in to the Crosswork Cloud UL
b. From the main window, click Configure > Data Gateways. The Data Gateways page opens.

C. Inthe table, locate the recently enrolled data gateway and select Allow in the Actions column. This step allows the
gateway to establish communication with the Crosswork Cloud application.

What to do next

Repeat this procedure to enroll the Crosswork Data Gateways in your network with Crosswork Cloud. For
more information on Crosswork Cloud, see Cisco Crosswork Cloud User Guide.

If Crosswork Data Gateway has not connected to the Crosswork Cloud service, follow the steps provided in
Troubleshoot the Crosswork Data Gateway Connectivity, on page 102.

Manually Enroll Crosswork Data Gateway with Crosswork Cloud

Every Crosswork Data Gateway must be identified by an immutable identifier. This requires generation of
an enrollment package.

You can generate the enrollment package using any of the following methods:

* By using the Export Enrollment Package option from the Interactive Console (see Export Enrollment
Package, on page 99).

* By using the Display base64 Encoded Enrollment Package option from the Interactive Console (see
Create an Encoded Enrollment Package, on page 100)

The enrollment package is a JSON document created from the information obtained through the OVF template
populated by the user during installation. It includes all the necessary information about Crosswork Data
Gateway required for registering, such as Certificate, UUID of the Crosswork Data Gateway, and metadata
like Crosswork Data Gateway name, creation time, version information, and so on.

If you opted not to export the enrollment package during install, then you must export or copy it before you
can enroll the Crosswork Data Gateway with Crosswork Cloud. The steps to do so are described in Obtain
the Enrollment Package, on page 98.

N

Note The enrollment package is unique to each Crosswork Data Gateway.

Sample enrollment packages in JSON format is shown below:

{

"name": "cdg450-testO1l",
"description": "cdg500-testO1l",
"profile": {

"cpu": 8,
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"memory": 31,

"nics": 1,
"base_vm": "true"
}I
"interfaces": [
{
"name": "ethO",
"mac": "xXX:xXX:xxX:xx:xx:xx",
"ipv4Address": "x.x.x.x/24",
"roles":

"ADMINISTRATION, CONTROL, DEFAULT GATEWAY, EXTERNAL TLOGGING, MANAGEMENT,NB EXTERNAL DATA,NB SYSTEM DATA, SB DATA"

}
] r

"certChain": [

"M TJc] CCBVagAWIBAG TUVBE 8HVopCeDRA Y ZG6t 2 TEvy mEWDQYIKOZ ThyeNAQENBOAWL DRI MAKGAT UECWCRECKHTABONVEAMVEG] HonF 2L NKZZ01MC
10ZXNOMDERVBAXDT T ZMDIwMTEAMIO0OVOX DTQZMD WV E3MIQOOVOWL DEL MAKGA URCGWCRECKHTABGNVEAMVEGT HomE ZLMNKZz01MC1 OZXNOMDERMI TEL ANB
Gkohki GOWORAQEFAACCBARAMI TRCGKCRARA v Wy TD1 6F0LecovtoJoGagARFO320Bkz3s070gpkat yJal HUYTeseGi OrAPK fZDXoeTZ4 K5 JOHDKL RnSze 6XEM
Koy HRTEXHCR / DAs51RZMO9qwY 3NHLY LT Kooy pebt takT GSOF NGBR3 rHMMooR Dk 7YESHSMOnsz P TGREDEEVMEMC 3xe Tul OFLKULS18FaPgt2aN
1K9Z01 IKeRgpOHPOVBGHANE Oy tEFKCATy KL RioUcocg L Hyg ] 29X kMBS 8ByuriditR/ Oth VAZEFSMS /mmVrveGONHS e 62MPKDyL eHRky X 6EORD
kePDBy ST,/ Hirt XsViOpt 8a1 T QeaCKAMEOSAManZ0ksR8D7Zk/ gBUKREWORSNNGBH GAovBAZVkoy T 1A 30F s s IXSpAT L koZOKD21 S DK TSY TOANHKK I ATKRU
YIMHDOZ30C50HRZEA 98I t+ORaUhA 1IXGEUY Y Do/ Fhivirogl HEESssABi G,/ QA AL 3UBNEWR ISEZUSLACPD/ Psg bl PoYEhrugy/ SUnd9HB2PYKZuT
YIaKEHXGEAZDAIE 6 ZEVUAZPr-f BB vAmLy/ 21+ PPHTEY ] TriYy XRWEMCK T 2K £y 7030 TrGaVIgk e XL/ IVKHod2SKKIAM/ 1/ GVOFTNKXO: FwPt I IOgRlen
Kz iSs0a K30l o) 2] TELEUPVVKROZK3KEAGDB T Zor XS5OGk 1 kaHCDI VDA tramIHPVEVOyMB0TYCVvBUORIL DU 30L DT 26kORCT2GmudR1 350NANp Iszh2
CBPaYHAhy Tr7aIMIC/Un6BZARTAKABocov] yr Dk OxegBNvEAT/GRHLLsnAJeaRUOdFF8xANINH XVHB L £72H1 T1HL SrRB73VAw3r0C921 SDKBsxNBYASsQnH IRa
Ze6PwAlVL FulVYS 7PGYwI 9L SoeCeP7zPkzZAzgl 7/A2 T3 h8XsV52HZ TshOPgUyalo v /+/ OpT 3w LE ToawhAm] BOTOSK Y AN giowHOSBESEK G L] 1 GHEHGY
NAZE AR PR ZHUZ] A2aT 25T hdAdor DeDwtsMiMOgy TS5 YS2s) DvZmF2pf 8 SAY JorURep0z4603D+ ZEtUNODPY N6 EMIBY -+ OZ TS 7T FHUKKZInWKCLEM
*vlIc0go6e0aVHF2] D26 BeY5Y 99mu8RAOBCL et FHOR FOpREROUKAINSOGKEZHBOITZHCNUy P vio] H/AGFRUEAL ENGOOQPy 3+ IMIKAKXOBLAVEZHC
ORI DAQPBOAGE MIGIMBOGALUADREEREboosvoiUVkopgHBUZ2UHS ] 51 TZAFBINVESMFCDANGERBcosvoU VkopgHBUZ2UHS ] 51 TZAPBGNVERVEAFSFRTADAQH/MIUG
A1UGHODMYCEGLHarEZLNKZZ01MC] OZXNOMEsGhREB ey 1 ZGoONTAAVZADAXMIENB ok GOwORAQOFAROCRARACT cZUUKRAZSRCS QM Ty OxeiMs] PXTXER Dz,
DohesdTs1 SVUDoolpl KeQaShy Yty DB fuzipSgYAHT 1 ThyrBH VSV GAEAKSAL/ /et TIAch JoS T0GFYOTGhe FGOVYAY,/gil/ HT AuxoDE G/ SNKPH3 7R /iEDOVKSG
TrpYFIUDEE2r DoENEHMC TueNeDePYMUSF SHTQET /gocg31 EEGLUT Gty 9g FAMAOARF s /RIKT 1R/ Yorze CHERI . Jo ZRTUZH G Ya2uYXBONTVIORKAKS61 3420y S/ TwoF
ZZHL OSOINXorOHFEFBaMCT OASOOR I B AGUBZVZk G 3B TowajcBix,/ JZ0cE 0K S TZOYGVDEX 1091 ANKATRZSAESSUZuB D XstrrR1 BbC/ agPlo3i XTHIZKK A9
4T34TSBYT1 51 1 TZAZIKEAYT YROYOYYCr T34 /up0Ulamess,/HaQoUE] OB YSH/ cRnF S rAQTOr OOTTKA XG2G AOVTXEKEY JKDITK TAH TR BENT 1Y ANERBVyrMCF T
JARI 7L U5/ 22 Nogb2LTaouc K Ts8eBzUB TG OA2Fhi HOFS3E rZAr BoY PrAGLCBeAr ] STWOHAV gy 02w CeSERIRFER M 01 30vAn JoseX FaPiyuhani
OORKERAW/ PSE VB 6P a2 PaD oy BZEOyN yEPSDCATT 2ovHnd rizz/CzArBa003 oK HQW NV Yoo VR CKeA 1 Ui 3T inoPFSgRBABS0/hsisoz.
WOKKEGTONRA G RX By PSSP MONYRec LT F A TRa9Sr SMDEQ-REK TR S3ndHe B,/ AV R s NROH TR ROHX T Z XA BKHTy LS5 I N GRAFU/ARVOd.
FOSUWIOHCHhaZC8y PRGBS /AR VEopS £34 TR3 TY TR oy G 1udZDZSKE RN O Ao CRePOAXK A DePr LY UK T Bz AT KBARa28G3Y L 1 i DOK Ao THILT
11YCAE1005 3ol MAREEMUGTOsMits: 1 Dr ol yn63khaRzzzA-9tm TapOsFBCHOSGo o Sa Yoz 57 2NE Q61 80y BGAL EXKpCgkK I 5v/VShr PR L FQUAUBCY
B CNBED O+ YHORH DA O B T AR AT Do VSE 7 MG Ao IR Dires] 06y ] TL e WAL X0 ey R Ya 3o oML T/ SR SRy N ="

] r

"version": "6.0.0 (branch dg45x - build number 19)"
"duuid": "a3bf6411-1ad0-418c-9957-eb199e9395e0",
"profileType": "VM_PROFILE_ STANDARD"

Obtain the Enrollment Package

Step 1
Step 2
Step 3
Step 4

You can obtain the enrollment package by exporting or copying and pasting the encoded contents of the
package to create an enrollment file.

Log in to Cisco Crosswork Data Gateway.
From the Main Menu, select Get Enrollment Package.
Select Export Enroliment Package or Display base64 Encoded Enrollment Package.

Click OK.
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What to do next

Depending on the option that you have selected, obtain the enrollment package referring to Export Enrollment
Package, on page 99 or Create an Encoded Enrollment Package, on page 100

Export Enroliment Package

To enroll the Cisco Crosswork Data Gateway with Crosswork Cloud, you must have a copy of the enrollment
package on your local computer.

A

Note This is needed only if you have not specified Auto Enrollment Package Transfer settings during installation.
Otherwise, the file will be copied to the SCP URI destination you selected after the VM boots. Proceed to
Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 101 if you had already specified
the Auto Enrollment Package Transfer settings during installation.

Step 1 Log in to the Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select Get Enrollment Package.
Step 3 Select Export Enrollment Package.

Step 4 Click OK.

Figure 34: Main Menu

Step 5 Enter the SCP URI for exporting the enrollment package and click OK.
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Note ¢ The host must run an SCP server. Ideally, you should export the enrollment package to the local computer
you’ll use to access the Crosswork server.

* If you are not using the default port 22, you can specify the port as a part of the SCP command. For
example, For example, to export the enrollment package as an admin user, placing the file in that user's
home directory with port 4000, you can give the following command:

scp -P4000 admin@<ip address>:/home/admin

* The enrollment file is created with a unique name. For example:
9208b9bc-b941-4ae9-b1a2-765429766127 json

Step 6 Enter the SCP passphrase (the SCP user password) and click OK.

Step 7 If you could not copy the enrollment package directly to your local computer, manually copy the enrollment package
from the SCP server to your local computer.

What to do next
Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 101.

Create an Encoded Enroliment Package

You can create an enrollment package file on your local machine by copying and pasting the package contents
from the interactive console. The content is secured in the JSON format and encoded using the Base64 schemes.

Step 1 Log in to Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select Get Enrollment Package > Display base64 Encoded Enrollment Package. The enrollment
package content is displayed on the console.
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Figure 35: Enrollment Package Content
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RDBS YmNmUmFCRW1NaOROAUpUKZpoVUkhOM 1USNES6N 1UrbUF pcXJnMOxBU i tkbZ2UrdkNUc 1Avait3
aGdvUU9YWXBt T1UWVE 1RMnNub jdxSE1GOXNrZFhDQ3ppN3 IM0XcrMFh4ZH1aT2xURzA1dFFFSZEx
LOg3TWtaUm1NcH1x TWNuUUINWUErU1ZFMSIS YXBzdUxmNmtXS jh3eUNrUnJ vUVUpOTHAJREFRQUJ v
M293ZURBZEJnT1Z IUTRFRndRUTJ IW102Z2GNyaHJZRnNtZG5JcFpCazR3WHRNY3d Id11EV] IwakJC
23dGbOFUMkhall jZkY3JocnZ2GYZ21kbk luWkJrNHd YdE1 jdOR3WURWU jBUQUF ILOJBUXdBAOUCL3pB
bEJnT1ZIUKUFSGpBYZdoRnpaRZNOTUR jdOxt TnB jMk52TG10dmJZSUhZM1Ju TFRFMO1EQUSCZ2tx
aGtpRz 13MEJBUTBGQUFPQOJBRUFgMXZEWG 1RAKEZTOFZbEISVUWZ2a3ZpVkuwV20zV1J INT1BOWFK
L31KeUVibnAivanZXS0V jRZZCRUJsMZF ie 1pZR11EU jNkQkU1eEJHTZtBM jhPZXZ Ib3MyTnIwMkiL
MEZxa 1FEQ3ZTdmVoeGh3eXpnd 1QuMndUd3FrbzJKL1g1YXYrUnFON jBSSZ2dHNm1Ta0JmbzNTYzQy
W1pYMZNEQXRSa0FmNZ1LZUxncUNEKzUY TURmdXQOSHhq(QkFybF 1QLONCU1Ng(3hCeHhgN3N1SDZ1

Step 3 Copy the package contents and paste it to a .json file. Save this file.

What to do next

Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 101.

Register Crosswork Data Gateway with Crosswork Cloud
Applications

The .json registration file of the Crosswork Data Gateway contains unique digital certificates that are used to
enroll Crosswork Data Gateway into Crosswork Cloud. Add that information in Crosswork Cloud as explained
below.
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\)

Note If you use a firewall on your Crosswork Data Gateway egress traffic, ensure that your firewall configuration
allows cdg.crosswork.cisco.com and crosswork.cisco.com.

Step 1 Log in to Crosswork Cloud.
Step 2 From the main window, click Configure > Data Gateways, then click Add.

Step 3 Click Registration File to upload the enrollment data file you downloaded from Crosswork Data Gateway, navigate to
the location of the .json file, then click Next.

Step 4 Enter a name for the Crosswork Data Gateway.

Step 5 In the Application field, select the Crosswork Cloud application for which you're using this Crosswork Data Gateway
instance. Each Crosswork Data Gateway can be applied to one Crosswork Cloud application only.

Step 6 Complete the rest of the required fields, then click Next.

Step 7 (Optional) Enter a tag name, which allows you to group Crosswork Data Gateways with the same tag, then click Next.
Step 8 Review the Crosswork Data Gateway information that you entered, then click Next.

Step 9 Click Accept to accept the security certificate.

A message appears to indicate the Crosswork Data Gateway was successfully added.

What to do next
Repeat this procedure to enroll all the Crosswork Data Gateways in your network with Crosswork Cloud.

To verify that the Crosswork Data Gateway is successfully connected, click Data Gateways, click on the

name of the Crosswork Data Gateway, and verify the following values for the Crosswork Data Gateway you
added:

* Session Up: Active

+ Connectivity: Session Up

If the Crosswork Data Gateway has not successfully connected to the Crosswork Cloud service, refer to the
Troubleshoot the Crosswork Data Gateway Connectivity, on page 102 section.

Troubleshoot the Crosswork Data Gateway Connectivity

The following table lists common problems that might be experienced with Crosswork Data Gateway
connectivity to the Crosswork Cloud application, and provides approaches to identifying the source of the
problem and solving it.
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Issue

Action

Crosswork Data Gateway cannot be enrolled with
Cisco Crosswork Cloud due to an NTP issue, i.e.,
there is a clock-drift between the two.

1. Log into the Crosswork Data Gateway VM.

2. From the main menu, go to 5 Troubleshooting >
Run show-tech.

Enter the destination to save the tarball containing
logs and vitals and click OK.

In the show-tech logs (in file session.1og at location
/cdg/logs/components/controller—gateway/session.log)
if you see the error

UNAUTHENTICATED:invalid certificate. reason:
x509: certificate has expired or is not yet
valid

, then there is a clock-drift between Crosswork Data
Gateway and Cisco Crosswork Cloud.

3. From the main menu, go to 3 Change Current
System Settings> 1 Configure NTP.

Configure NTP to sync with the clock time on the
Cisco Crosswork Cloud server and try enrolling the
Crosswork Data Gateway with Crosswork Cloud
again.

Crosswork Data Gateway does not have direct
connectivity to external web services.

1. Configure a proxy server if a proxy server is
missing in your environment.

2. If a proxy server is already present in your
enviroment, check if the proxy URL is correct.

3. Check if the credentials of the proxy (certificate,
proxy name etc) are correct.

To update the proxy server details on the Crosswork
Data Gateway, see Configure Control Proxy, on page
113.
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CHAPTER 4

Configure Crosswork Data Gateway Instance

A Cisco Crosswork Data Gateway instance is created as a standalone instance and can be geographically
separate from the controller application (Crosswork Cloud). This instance is capable of connecting to the
controller application which will enable data collection from the network.

This chapter contains the following topics:

* Manage Crosswork Data Gateway Users, on page 105

* View Current System Settings, on page 108

* Change Current System Settings, on page 110

* Troubleshooting Crosswork Data Gateway VM, on page 125

Manage Crosswork Data Gateway Users

This section contains the following topics:

* Supported User Roles, on page 105
* Change Passphrase, on page 108

Supported User Roles

Cisco Crosswork Data Gateway supports only two users with the following user roles:

» Administrator: One default dg-admin user with administrator role is created when Cisco Crosswork
Data Gateway is brought up for the first time. This user cannot be deleted and has both read and write
privileges such as starting and shutting down the Cisco Crosswork Data Gateway VM, registering an
application, applying authentication certificates, configuring server settings, and performing a kernel
upgrade.

* Operator: The dg-oper user is also created by default during the initial VM bring up. This user can
review the health of the Cisco Crosswork Data Gateway, retrieve error logs, receive error notifications
and run connectivity tests between Cisco Crosswork Data Gateway instance and the output destination.
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\)

Note « User credentials are configured for both the user accounts during Cisco Crosswork Data Gateway
installation.

* Users are locally authenticated.

The following table shows the permissions available to each role:

Table 13: Permissions Per Role

Permissions Administrator Operator

Get Enrollment Package v v

Show system settings

vNIC Addresses v v
NTP

DNS

Proxy

UuID

Syslog

Certificates

First Boot Provisioning Log
Timezone

Enrollment Token

Change Current System Settings
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Permissions Administrator Operator
Configure NTP v X
Configure DNS

Configure Control Proxy
Configure Static Routes

Configure Syslog

Create new SSH keys

Import Certificate

Configure vNIC MTU

Configure Timezone

Configure Password Requirements
Configure Simultaneous Login Limits
Configure Idle Timeout

Configure Login Check Frequency
Configure Interface Address

Configure Enrollment Token

Vitals

Docker Containers v v
Docker Images
Controller Reachability
NTP Reachability
Route Table

ARP Table

Network Connections
Disk Space Usage
Linux services

NTP Status

System Uptime

Troubleshooting
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Permissions Administrator Operator
Run Diagnostic Commands v v
Run show-tech v v
Export auditd logs v v
Re-enroll Data Gateway v v
Enable TAC Shell Access v X
Change Passphrase v v

Change Passphrase

Both administrator and operator users can change their own passphrases but not each others'.

Follow these steps to change your passphrase:

Step 1 From the Main Menu, select Change Passphrase and click OK.
Step 2 Enter your current password and press Enter.

Step 3 Enter new password and press Enter. Re-type the new password and press Enter.

View Current System Settings

Crosswork Data Gateway allows you to view the following settings:
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Figure 36: Show Current System Settings Menu

Follow these steps to view the current system settings:

Step 1 From the Main Menu, select Show System Settings.
Step 2 In the prompt, click OK to open the Show Current System Settings menu.

Step 3 Select the setting you want to view.

Setting Option Description

1 vNIC Addresses Displays the vNIC configuration, including address
information.

2 NTP Displays currently configured NTP server details.

3 DNS Displays DNS server details.

4 Proxy Displays proxy server details (if any configured).

5 UuID Displays the system UUID.
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Setting Option

Description

6 Syslog

Displays the Syslog forwarding configuration. If no Syslog
forwarding is configured, this will display only "#
Forwarding configuration follows" on screen.

7 Certificates

Provides options to view the following certificate files:

* Crosswork Data Gateway signing certificate file
* Controller signing certificate file

* Controller SSL/TLS certificate file

* Syslog certificate file

« Collector certificate file

8 First Boot Provisioning Log

Displays the content of the first boot log file.

9 Timezone

Displays the current timezone setting.

b Enrollment Token

Displays the token that Crosswork Data Gateway used to
enroll with Crosswork Cloud.

Change Current System Settings

Crosswork Data Gateway allows you to configure the following settings:
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Figure 37: Change System Settings Menu

Follow these steps to modify the current system settings:

Step 1 From the Main Menu, select 3 Change Current System Settings.
Step 2 Select the setting that you want to modify.

* NTP

* DNS

* Control proxy
« Static routes

* Syslog

* SSH keys

* Certificate

« vNIC MTU

* Timezone

* Password requirements
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* Simultaneous login limits
* Idle timeout

* Auditd

* Login check frequency

* Interface address

* Enrollment token

Note * Crosswork Data Gateway system settings can only be configured by the administrator.
* When using an IPv6 address, it must be surrounded by square brackets ([1::1]).

* In the Settings options where you require to use SCP, if you are not using the default SCP port 22, you
can specify the port as a part of the SCP command. For example,
-P55 user@host:path/to/file

Where 55 is a custom port.

Configure NTP

It is important that NTP time be synchronized with the controller application and its Crosswork Data Gateway
instances. If not, then session handshake doesn’t happen and functional images are not downloaded. In such
cases, error message clock time not matched and sync failed is logged in controller-gateway.log. To access
log files, see Run show-tech, on page 130. You can use Controller Reachability and NTP Reachability options
from Main Menu > Vitals to check NTP reachability for the controller application as well as the Crosswork
Data Gateway. See View Crosswork Data Gateway Vitals, on page 122. If NTP has been set incorrectly,you
will see error Session not established.

When configuring Crosswork Data Gateway to use authentication via a keys file, the chrony.keys file must
be formatted in a specific way as documented at https://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile.
For sites that use ntpd and are configured to use a ntp.keys file, it is possible to convert from ntp.keys to
chrony.keys using the tool https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py.
The tool converts ntpd configuration into a chrony compatible format, but only the keys file is required to be
imported into Crosswork Data Gateway.

Follow the steps to configure NTP settings:

Step 1 From the Change Current System Settings Menu, select Configure NTP.
Step 2 Enter the following details for the new NTP server:

* Server list, space delimited
* Use NTP authentication?
* Key list, space delimited and must match in number with server list

* Key file URI to SCP to the VM
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* Key file passphrase to SCP to the VM

Step 3 Click OK to save the settings.

Configure DNS

Step 1 From the Change Current System Settings menu, select Configure DNS and click OK.
Step 2 Enter the new DNS server address(es) and domain.
Step 3 Click OK to save the settings.

Configure Control Proxy

If you have not configured a proxy server during installation, avail this option to set up a proxy sever:

Step 1 From the Change Current System Settings menu, select Configure Control Proxy and click OK.
Step 2 Click Yes for the following dialog if you wish to proceed. Click cancel otherwise.
Step 3 Enter the new Proxy server details:

» Server URL
* Bypass addresses
* Proxy username

* Proxy passphrase

Step 4 Click OK to save the settings.

Configure Static Routes

The static routes are configured when Crosswork Data Gateway receives add/delete requests from the collectors.
The Configure Static Routes option from the main menu can be used for troubleshooting purpose.

A

Caution  Static routes configured using this option are lost when the Crosswork Data Gateway reboots.

Add Static Routes

Follow the steps to add static routes:

Step 1 From the Change Current System Settings menu, select 4 Configure Static Routes.
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Step 2 To add a static route, select a Add.

Step 3 Select the interface for which you want to add a static route.
Step 4 Select the IP version.

Step 5 Enter IPv4 or IPv6 subnet in CIDR format when prompted.
Step 6 Click OK to save the settings.

Delete Static Routes

Follow the steps to delete a static route:

Step 1 From the Change Current System Settings Menu, select 4 Configure Static Routes.
Step 2 To delete a static route, select d Delete.

Step 3 Select the interface for which you want to delete a static route.

Step 4 Select the IP version.

Step 5 Enter IPv4 or IPv6 subnet in CIDR format.

Step 6 Click OK to save the settings.

Configure Syslog

You can configure the remote servers during the Day0 installation through the configuration file. If you want
to modify the Syslog server list, port number, protocol, and certificate file in Day| installation or later use the
Interactive Console.

)

Note For any Syslog server configuration with IPv4 or IPv6 support for different Linux distributions, please refer
to your system administrator and configuration guides.

Follow the steps to configure Syslog:

Before you begin
Crosswork Data Gateway lets you configure multiple servers through the following modes:

* Simultaneous: Crosswork Data Gateway sends messages to all the configured Syslog server addresses.
When one of the servers is unresponsive, the message is queued to the disk until the servers are response.

* Failover: Crosswork Data Gateway sends message to the first Syslog server address. If the server is not
available, the message is sent to the subsequent configured address. When all the servers in the list are
unresponsive, the message is queued to the disk until the servers are response.

Step 1 From the Change Current System Settings menu, select 5 Configure Syslog.
Step 2 In the Use Syslog window, select True to continue configuring the Syslog server.
Step 3 In the Select Syslog Multiserver Mode window, select Simultaneous or Failover.
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Step 4 Enter the values for the following Syslog attributes:

* Server address or hostname: Space-delmited list of IPv4 or IPv6 address of Syslog server accessible from the
management interface.

* Port: Port number of the Syslog server
* Protocol: Use UDP, TCP, or RELP when sending system logs.
* Use Syslog over TLS?: Use TLS to encrypt Syslog traffic.

» TLS Peer Name: Syslog server's hostname exactly as entered in the server certificate SubjectAltName or subject
common name.

* Syslog Root Certificate File URI: PEM formatted root cert of Syslog server retrieved using SCP.

* Syslog Certificate File Passphrase: Password of SCP user to retrieve Syslog certificate chain.

Step 5 Click OK to save the settings.

Create New SSH Keys

Creating new SSH keys will remove the current keys.

Follow the steps to create new SSH keys:

Step 1 From the Change Current System Settings Menu, select 6 Create new SSH keys.

Step 2 Click OK. Crosswork Data Gateway launches an auto-configuration process that generates new SSH keys.

Import Certificate

Updating any certificate other than Controller Signing Certificate causes a collector restart.
Crosswork Data Gateway allows you to import the following certificates:

* Controller signing certificate file

* Controller SSL/TLS certificate file

* Syslog certificate file

* Proxy certificate file

Step 1 From the Change Current System Settings Menu, select Import Certificate.
Step 2 Select the certificate you want to import.

Step 3 Enter SCP URI for the selected certificate file.

Step 4 Enter passphrase for the SCP URI and click OK.
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Configure vNIC2 MTU

Step 1
Step 2
Step 3

You can change vNIC2 MTU only if you are using 3 NICs.

If your interface supports jumbo frames, the MTU value lies in the range of 60-9000, inclusive. For interfaces
that do not support jumbo frames, the valid range is 60-1500, inclusive. Setting an invalid MTU causes
Crosswork Data Gateway to revert the change back to the currently configured value. Please verify with your
hardware documentation to confirm what the valid range is. An error will be logged into kern.log for MTU
change errors which can be viewed after running showtech.

From the Change Current System Settings menu, select Configure vNIC1MTU.
Enter the vNIC2 MTU value.
Click OK to save the settings.

Configure Timezone of the Crosswork Data Gateway VM

Step 1
Step 2
Step 3
Step 4

The Crosswork Data Gateway VM first launches with default timezone as UTC. Update the timezone with
your geographical area so that all Crosswork Data Gateway processes (including the showtech logs) reflect
the timestamp corresponding to the location you have chosen.

Log in to the Crosswork Data Gateway VM.

In the Crosswork Data Gateway VM interactive menu, select 3 Change Current System Settings.
From the menu, select 9 Timezone.

Select the geographic area in which you live.

Figure 38: Timezone Settings - Geographic Area Selection

| Configuring tzdata |
Please select the geographic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of
cities, representing the time zones in which they are located.

Geographic area:

Asia

Atlantic Ocean
Europe

Indian Ocean
Pacific Ocean
System V timezones
US

None of the above

i
&

<0k> <Cancel>
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Step 5 Select the city or region corresponding to your timezone.

Figure 39: Timezone Settings - Region Selection

| Configuring tzdata |

Please select the city or region corresponding to your time zone.

Time zone:

Aleutian

Arizona

Central

Eastern

Hawaii

Starke County (Indiana)
Michigan

Mountain

Pacific Ocean

Samoa

<0k> <Cancel>

Step 6 Select OK to save the settings.

Step 7 Reboot the Crosswork Data Gateway VM so that all processes pick up the new timezone. See Reboot Crosswork Data
Gateway VM section in Cisco Crosswork Network Controller 6.0 Administration Guide.

Step 8 Log out of the Crosswork Data Gateway VM.

Configure Password Requirements
You can configure the following password requirements:
* Password Strength
* Password History
* Password expiration

* Login Failures

Step 1 From Change Current System Settings menu, select Configure Password Requirements.
Step 2 Select the password requirement you want to change.

Set the options you want to change:
* Password Strength

* Min Number of Classes
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* Min Length

* Min Changed Characters

* Max Digit Credit

» Max Upper Case Letter Credit

* Max Lower Case Letter Credit

* Max Other Character Credit

* Max Monotonic Sequence

* Max Same Consecutive Characters

* Max Same Class Consecutive Characters

* Password History

* Change Retries

* History Depth

* Password expiration
* Min Days
* Max Days
» Warn Days

* Login Failures
* Login Failures
* Initial Block Time (sec)

» Address Cache Time (sec)

Step 3 Click OK to save the settings.

Configure Simultaneous Login Limits

By default, Crosswork Data Gateway supports 10 simultaneous sessions for the dg-admin and dg-oper user
on each VM. To change this:

Step 1 From the Change Current System Settings menu, select a Configure Simultaneous L ogin Limits.

Step 2 In the window that appears, enter the number of simultaneous sessions for the dg-admin and dg-oper user.

Step 3 Select Ok to save your changes.
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Configure Idle Timeout

Step 1
Step 2
Step 3

From the Change Current System Settings menu, select b Configure I dle Timeout.
Enter the new value of idle timeout in the window that appears.

Enter OK to save your changes.

Configure Remote Auditd Server

Step 1
Step 2

Step 3

Use this procedure to configure the auditd daemon export to a remote server.

From the Change Current System Settings menu, select ¢ Configure auditd.
Enter the following details:

» Remote auditd server address.

* Remote auditd server port.

Select OK to save your changes.

Configure Login Frequency

Step 1
Step 2

You can configure the number of permissible log in attempts the user can make after a log in failure.

From the Change Current System Settings menu, select Configure L ogin Check Frequency and click OK.

In the Login Check Frequency window, enter the number of log in attempts you want to monitor. To disable the feature,
enter 0.

Figure 40: Login Check Frequency Window

Login Check Frequency
Enter Login Check
Frequency (0 to disable)

<Cancel>

After the timer is updated, a confirmation window appears.
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Figure 41: Timer Frequency Updated Window

Configure Interface Address

After you have deployed a Crosswork Data Gateway instance, you can reconfigure the interfaces that are
already associated with an instance. When you reconfigure an interface, you can change its name, associate
IP address, or access the security group that is associated with an interface.

Before you begin

* All the devices must be detached from the Crosswork Data Gateway instance for which you want to
reconfigure the interface address.

* The Crosswork Data Gateway instance must be in the maintenance mode.

Step 1 From the Change System Settings menu, select Configure I nterface Address.
Figure 42: Change System Settings Menu
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Step 2 In the Change | nterface Address confirmation box, click Yes.

Figure 43: Change Interface Address Confirmation Message

Step 3 Select the interface that you want to reconfigure and click OK. The options are etho, ethl, eth2, Or eth3.

Figure 44: Interface Selection Menu

Step 4 Select the <interface> IPv4 addressing method. The options are DHCP, Static Address,Or No address. Ciscorecommends
that you select the option that you had specified during the Day0 installation.

Figure 45: IPv6 Address Selection

Step 5 Enter the IPv4 address and click OK.
Step 6 Enter the IPv4 Netmask address and click OK.
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Step 7 In the Skip <interface> | Pv4 gateway configuration confirmation box, select True or False and click OK.
Step 8 If you have selected True in the previous step, specify the [Pv4 gateway address.
Step 9 In the Change I nterface Address confirmation box, click OK.

Figure 46: Confirmation Message

Change Interface Address
Please remember to
reboot when you are done

< oK

After the interface is configured, make sure to reboot the VM.

Enroll Crosswork Data Gateway with the Crosswork cloud, See Register Crosswork Data Gateway with
Crosswork Cloud Applications, on page 101 for procedure on how to enroll Cisco Crosswork Data Gateway
with Crosswork Cloud applications.

Configure Enroliment Token

Before you begin

Ensure that you have downloaded and copied the enrollment token from Crosswork Cloud.

Step 1 From the Change Current System Settings menu, select h Configure Enrollment Token and click OK.

The Configure Enrollment Token is displayed indicating that you must re-enroll Crosswork Data Gateway with
Crosswork Cloud after the enrollment token is updated.

Step 2 In the Configure Enrollment Token window, click OK.
Step 3 In the Enter Enrollment Token window, enter the new enrollment token.
Step 4 Click OK to save the token.

View Crosswork Data Gateway Vitals

Follow these steps to view Cisco Crosswork Data Gateway vitals:

Step 1 From the Main Menu, select Vitals.
Step 2 From the Show VM Vitals menu, select the vital you want to view.
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Figure 47: Show VM Vitals Menu

Vital Description

Docker Containers Displays the following vitals for the Docker containers
currently instantiated in the system:

* Container ID
* Image

* Name

* Command

* Created Time
» Status

* Port
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Vital Description

Docker Images Displays the following details for the Docker images
currently saved in the system:
* Repository
* Image ID

* Created Time
* Size

* Tag

Controller Reachability Displays the results of controller reachability test run:
* Default IPv4 gateway

* Default IPv6 gateway

* DNS server

» Controller

« Controller session status

NTP Reachability Displays the result of NTP reachability tests:
* NTP server resolution

* Ping

* NTP Status

* Current system time

Route Table Displays IPv4 and IPv6 routing tables.
ARP Table Displays ARP tables.
Network Connections Displays the current network connections and listening
ports.
Disk Space Usage Displays the current disk space usage for all partitions.
Linux Services Displays the status of the following Linux services:
* NTP
* SSH
* Syslog
* Docker

* Cisco Crosswork Data Gateway Infrastructure
containers.

Check NTP Status Displays the NTP server status.
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Vital Description

Check System Uptime Displays the system uptime.

Troubleshooting Crosswork Data Gateway VM
To access Troubleshooting menu, select 5 Troubleshooting from the Main Menu.

\Y

Note The image shows the Troubleshooting menu corresponding to dg-admin user. Few of these options are not
available to dg-oper user. See Table Table 13: Permissions Per Role, on page 106.

The Troubleshooting menu that provides the following options:

)

Note Crosswork Cloud does not support the Troubleshooting > Remove All Non-Infra Containersand Reboot
option.

* Run Diagnostic Commands, on page 125

* Run show-tech, on page 130

* Shutdown the Crosswork Data Gateway VM, on page 130
 Export auditd Logs, on page 130

* Enable TAC Shell Access, on page 131

Run Diagnostic Commands

The Run Diagnostics menu provides you the following options in the console:
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Figure 48: Run Diagnostics Menu

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

ElOC®O®ONOCU WM PR

Ping a Host

Crosswork Data Gateway provides you ping utility that can be used to check reachability to any IP address.

Step 1 From Main Menu, navigate to Troubleshooting > Run Diagnostics> ping.
Step 2 Enter the following information:
* Number of pings

* Destination hostname or IP
* Source port (UDP, TCP, TCP Connect)

* Destination port (UDP, TCP, TCP Connect)

Step 3 Click OK.

Traceroute to a Host

Crosswork Data Gateway provides the traceroute option to help troubleshoot latency issues. Using this option
provides you a rough time estimate for the Crosswork Data Gateway to reach the destination.

Step 1 From Main Menu, navigate to Troubleshooting > Run Diagnostics > traceroute.

Step 2 Enter the traceroute destination.
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Step 3 Click OK.

Command Options to Troubleshoot

Crosswork Data Gateway provides several commands for troubleshooting.

Step 1 From Main Menu, navigate to Troubleshooting > Run Diagnostics.

Step 2 Select the command and other option or filters for each of the commands:
* 4top
* 5Isof
* 6 iostat
» 7 vmstat

* 8 nsolookup

Step 3 Click OKk.

Once you have selected all the options, Crosswork Data Gateway clears the screen and runs the command
with the specified options.

Download tcpdump

Crosswork Data Gateway provides the tcpdump option that allows you to capture and analyze network traffic.

N

Note This task can only be performed by a dg-admin user.

Step 1 From Main Menu, navigate to Troubleshooting > Run Diagnostics > tcpdump.
Step 2 Select an interface to run the tcpdump utility. To run the utility for all the interfaces, select the All option.
Step 3 Select the appropriate check box to view the packet information on the screen or save the captured packets to a file.

Step 4 Enter the following details and click OK.
* Packet count limit
* Collection time limit
* File size limit

* Filter expression

Depending on the option you choose, Crosswork Data Gateway displays the packet capture information on
the screen or saves it to a file. After the tepdump utility reaches the specified limit, Crosswork Data Gateway
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compresses the file, and prompts for the SCP credentials to transfer the file to a remote host. The compressed
file is deleted once the transfer is complete or if you've decided to cancel the file transfer before completion.
Run a Controller Session Test

After Crosswork Data Gateway is installed, you can validate if the instance is able to establish a connection
with Crosswork Cloud by using the controller session test option. In addition to the connection tests, the utility
validates and analyzes the discrepancies between the resources (CPU and memory) assigned to the VM and
the resources prescribed by the deployment profile.

From Main Menu, navigate to Troubleshooting > Run Diagnostics> Run Controller Session Tests. If the connection
is completed, the console displays a message indicating that the instance was able to establish a connection. When the
connection fails, additional validation tests are performed, and the following information is displayed:

* DNS server IP address

* DNS domain

* NTP server address

* NTP status

* Proxy URL

* Proxy reachability status

* Controller URL

* Controller reachability status

* The date when the tests were last performed.
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Figure 49: Run Controller Session Tests Menu

Run Diagnostic Commands - Please Choose
an Option:

v T O 00— o 0 s L DD =

Test SSH Connection
ping

traceroute

top

lsof

lostat

vmstat

nslookup

tcpdump

Eun Controller Session Tests
Show DHCP ERespone with Options
Exit Menu
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Figure 50: Result of the Run Controller Session Tests Menu

3:17 AM UTC
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What to do next

If the controller session was not established, review the information displayed on the console to determine
the probable cause of the failure and perform the corrective actions proposed on the console.

Run show-tech

Step 1
Step 2
Step 3

Step 4

Crosswork Data Gateway provides the show_tech option to export its log files to a user-defined SCP destination.
The collected data includes the following:

* Logs of all the Data Gateway components running on Docker containers

* VM Vitals
It creates a tarball in the directory where it is executed. The output is a tarball named pG-<CDG version>-<CDG
host name>-year-month-day--hour-minute-second.tar.xz.enc.

The execution of this command may take several minutes depending on the state of Crosswork Data Gateway.

From Troubleshooting menu, select Show-tech and click OK.

Enter the destination to save the tarball containing logs and vitals.

Enter your SCP passphrase and click OK.

The showtech file downloads in an encrypted format.

Note

Depending on how long the system was in use, it may take several minutes to download the showtech file.

After the download is complete run the following command to decrypt it:

Note

In order to decrypt the file, you must use OpenSSL version 1.1.1i. Use the command openssl version to
check the openssl version on your system.

To decrypt the file on a MAC, you must install OpenSSL 1.1.1+. This is because LibreSSL's openss1
command does not support all the switches supported by OpenSSL's openss1 command.

openssl enc -d -AES-256-CBC -pbkdf2 -md sha512 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Shutdown the Crosswork Data Gateway VM

From the Troubleshooting Menu, select 5 Shutdown VM to power off the Crosswork Data Gateway VM.

Export auditd Logs

Step 1
Step 2

Follow the steps to export auditd logs:

From Troubleshooting, select Export audit L ogs.
Enter a passphrase for auditd log tarball encryption.
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Step 3 Click OK.

Re-enroll Crosswork Data Gateway

Follow the steps to re-enroll Crosswork Data Gateway:

Before you begin

The existing Crosswork Data Gateway enrollment must be deleted from the controller prior to re-enrolling.

Step 1 From Troubleshooting menu, select Re-enroll Data Gateway.

Step 2 Review the information inn the confirmation window and click Yes.

Figure 51: Re-enroll Data Gateway Confirmation Window

Re-enroll Data Gateway
This will cause the Crosswork Data Gateway to
re-enroll with the controller. If system is not
in migration mode, existing Data Gateway
enrollment must be deleted (or) unassigned and
put in maintenance mode from your controller UI
prior to re-enrolling. Do you wish to proceed?

Remove Rotated Log Files

Follow the steps to removes all rotated log files (*.gz or *.xz) in the /var/1log and /opt/dg/log folders.

Step 1 From Troubleshooting menu, select Remove Rotated L og files.
Step 2 Select Yesin the dialog that appears to save your changes.

Enable TAC Shell Access

The TAC Shell Access function allows a Cisco engineer to directly log in to the Ubuntu shell via multifactor
authentication, using a reserved user named dg-tac.

Initially, the dg-tac user account is locked and password is expired to prevent the user from getting a shell
prompt. Once enabled, the dg-tac user is active until the next calendar day, 12:00 a.m UTC (midnight UTC),
which is less than 24 hours.

The steps to enable the dg-tac user are as follows:

\}

Note Enabling this access requires you to communicate actively with the Cisco engineer.
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I Audit TAC Shell Events

Before you begin

Ensure that the Cisco engineer who is working with you has access to the SWIMS Aberto tool.

Step 1 Log in to the Data Gateway VM as the dg-admin user.
Step 2 From the main menu, select Troubleshooting.
Step 3 From the Troubleshooting menu, select t Enable TAC Shell Access.
A dialog appears, warning that the dg-tac user login requires a password that you set and a response to a challenge token
from TAC. At this point, you may answer NO to stop the enable process or Yes to continue.
Step 4 If you continue, the system prompts for a new password to use and shows the day when the account disables itself.
Step 5 Enter a password to unlock the account in the console menu.
Step 6 Log out of the Crosswork Data Gateway.
Step 7 Follow these steps if the Crosswork Data Gateway VM can be accessed by the Cisco engineer directly. Move to Step 8
otherwise.
a) Share the password that you had set in Step 5 for the dg-tac user with the Cisco engineer who is working with you.
b) The Cisco engineer logs in as the dg-tac user Via SSH with the password you had set.
After entering the password, the system presents the challenge token. The Cisco engineer signs the challenge token
using the SWIMS Aberto tool and pastes the signed response to the challenge token back at the Crosswork Data
Gateway VM.
¢) The Cisco engineer logs in successfully as the dg-tac user and completes the troubleshooting.
There is a 15-minute idle timeout period for the dg-tac user. If logged out, the Cisco engineer needs to sign a new
challenge to log in again.
d) After troubleshooting is complete, the Cisco engineer logs out of the TAC shell.
Step 8 If Crosswork Data Gateway VM cannot be accessed directly by the Cisco engineer, start a meeting with the Cisco engineer
with desktop sharing enabled.
a) Log in as the dg-tac user Via SSH using the following command:
ssh dg-tac@<DG hostname or IP>
b) Enter the password that you set for the dg-tac user.
After entering the password, the system presents the challenge token. Share this token with the Cisco engineer who
will then sign the token using the SWIMS Aberto tool and share the response with you.
c) Paste the signed response to the challenge token back to the Crosswork Data Gateway VM and press enter to get the
shell prompt.
d) Share your desktop or follow the Cisco engineer's instructions for troubleshooting.
There is a 15-minute idle timeout period for the dg-tac user. If logged out, the Cisco engineer needs to sign a new
challenge to log in again.
e) Log out of the TAC shell after troubleshooting is complete.
Audit TAC Shell Events

Timestamp information of the following list of TAC shell events is logged to the tac_shell.log file. The Tac
shell events are also sent to the Crosswork Cloud controller.
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* TAC shell enabled
» TAC shell disabled
* dg-tac login

* dg-tac log out

If the Data Gateway is unable to connect to the Crosswork Cloud controller, the TAC shell events are logged
in the /opt/dg/data/controller-gateway/audit/pending folder. Once the Crosswork Cloud controller is
reachable, these events are sent within 5 minutes.

The tac_shell.log file is available in the showtech bundle of the Crosswork Data Gateway VM.
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CHAPTER 5

Delete the Virtual Machine

This section contains the following topics:

* Delete VM using vSphere UI, on page 135
* Delete VM from OpenStack, on page 135

Delete VM using vSphere Ul

This section explains the procedure to delete a Crosswork Data Gateway VM from vCenter.

\)

Note Be aware that this procedure deletes all your Crosswork Data Gateway data.

Before you begin

Ensure you have deleted the Crosswork Data Gateway from Crosswork Cloud as described in the Section:
Delete Crosswork Data Gateways of the respective Crosswork Cloud application user guide.

Step 1 Log in to the VMware vSphere Web Client.
Step 2 In the Navigator pane, right-click the app VM that you want to remove and choose Power > Power Off.
Step 3 Once the VM is powered off, right-click the VM again and choose Delete from Disk.

The VM is deleted.

Delete VM from OpenStack

Follow the steps to delete the Crosswork Data Gateway Service from OpenStack using the OpenStack UI:

)

Note This procedure deletes the Crosswork Data Gateway VM data. The Crosswork Data Gateway VM cannot be
recovered once it has been deleted.
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. Delete VM from OpenStack

Before you begin

Delete the Virtual Machine |

Ensure that you have deleted the Crosswork Data Gateway from Crosswork Cloud as described in the Section:

Delete Crosswork Data Gateways in the Cisco Crosswork Cloud User Guide.

Step 1 From the OpenStack Ul:

a) Log in to the OpenStack UI.

b) Navigate to Compute > I nstances.

¢) From the list of VM displayed in this page, select the VM you want to delete.

d) Click Delete I nstances.

e) Click Delete Instancesin the confirmation window that appears to delete the VM.

OR

Step 2 From the OpenStack CL1:

a) Log in to the OpenStack VM from CLI.
b) Run the following command:

openstack server delete CDG VM name
For example,
openstack server delete cdg-ospdl
¢) (Optional) Confirm that the VM has been deleted by viewing the list of all VMs.

openstack server list
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