Installation Tasks

This section contains the following topics:

* Install Cisco Crosswork Data Gateway, on page 1

* Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 2
* Install Crosswork Data Gateway on VMware, on page 13

* Install Crosswork Data Gateway on OpenStack Platform, on page 23

* Install Crosswork Data Gateway on Amazon EC2, on page 62

* Generate Enrollment Package, on page 70

* Obtain the Enrollment Package, on page 72

* Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 75
* Troubleshoot the Crosswork Data Gateway Connectivity, on page 76

Install Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway is initially deployed as a VM called Base VM (containing only enough
software to enroll itself with Crosswork Cloud). Once the Crosswork Data Gateway is registered with Crosswork
Cloud, Crosswork Cloud pushes the collection job configuration down to the Crosswork Data Gateway,
enabling it to gather the data it needs from the network devices.

Based on the size and geography of your network, you can deploy more than one Cisco Crosswork Data
Gateway.

Cisco Crosswork Data Gateway Deployment and Set Up Wor kflow
To deploy and set up Cisco Crosswork Data Gateway for use with Crosswork Cloud, follows these steps:

1. Plan your installation. Refer to the topic Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 2 for information on deployment parameters and possible deployment scenarios.

2. Ensure that you have the software image required to deploy Cisco Crosswork Data Gateway on your
preferred platform:

VMware Install Crosswork Data Gateway Using vCenter
vSphere Client, on page 13

Install Crosswork Data Gateway Via OVF Tool, on
page 20
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OpenStack Install Crosswork Data Gateway on OpenStack from
OpenStack CLI, on page 23

Install Crosswork Data Gateway on OpenStack from
the OpenStack UI, on page 37

Amazon EC2 Install Crosswork Data Gateway on Amazon EC2
using CloudFormation Template, on page 62

Install Crosswork Data Gateway on Amazon EC2
Manually, on page 63

3. Generate and export Enrollment package.

*» Generate Enrollment Package, on page 70

* Obtain the Enrollment Package, on page 72

4. Enroll Cisco Crosswork Data Gateway with Crosswork Cloud applications. See Register Crosswork Data
Gateway with Crosswork Cloud Applications, on page 75.

Cisco Crosswork Data Gateway Deployment Parameters and

Scenarios

Before you begin installing the Crosswork Data Gateway, go through this section to read about the deployment
parameters and possible deployment scenarios.

I nterface addresses

Crosswork Data Gateway supports either IPv4 or IPv6 for all interfaces. It does not support dual stack
configurations. Therefore, plan ALL addresses for the environment as either IPv4 or IPv6.

User Accounts
During installation, Cisco Crosswork Data Gateway creates three default user accounts:

» Cisco Crosswork Data Gateway administrator, with the username, dg-admin, and the password set during
installation. The administrator uses this ID to log in and troubleshoot Cisco Crosswork Data Gateway.

» Cisco Crosswork Data Gateway operator, with the username, dg-oper, and the password set during
installation. This is a read-only user and has permissions to perform all ‘read’ operations and limited
‘action’ commands.

* A dg-tac user account that is used to enable Cisco to assist you in troubleshooting issues with the
Crosswork Data Gateway. (Enable TAC Shell Access). The temporary password for this account is
created when you enable troubleshooting access.

To know what operations an admin and operator can perform, see Section Supported User Roles.

The dg-admin and dg-oper user accounts are reserved usernames and cannot be changed. You can change
the password in the console for both the accounts. See Change Password. In case of lost or forgotten passwords,
you have to create a new VM, destroy the current VM, and reenroll the new VM on Crosswork Cloud.
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In the following table:

" Denotes the mandatory parameters. Other parameters are optional. You can choose them based on deployment
scenario you require. We have explained deployment scenarios wherever applicable in the Additional
Information column.

*

" Denotes parameters that you can enter during install or address later using additional procedures.

)

Note When entering the parameters for deployment, ensure that you add the correct parameters. If the parameter
values are incorrect, you have to destroy the current Crosswork Data Gateway VM, create a new VM, and
reenroll the new VM with Cisco Crosswork.

Table 1: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios

Name Parameter Description Additional Information

Host Infor mation

Hostname" Hostname Name of the Cisco
Crosswork Data Gateway
VM specified as a fully
qualified domain name
(FQDN).

Note

In larger systems, you are
likely to have more than
one Cisco Crosswork Data
Gateway VM. The
hostname must, therefore,
be unique and created in a
way that makes identifying

a specific VM easy.
Description* Description A detailed description of the
Cisco Crosswork Data
Gateway.
Label Label Label used by Cisco

Crosswork Cloud to
categorize and group
multiple Cisco Crosswork
Data Gateways.

Deployment Deployment Parameter that conveys the | You must specify this
controller type. Specify the | parameter for VMware
value as crosswork cloud |or OVF tool

for Cloud deployment. installation.
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Name Parameter Description Additional Information

AllowRFC8190 A110wRFC8190 Automatically allow
addresses in an RFC 8190
range. Options are True,

False, OI Ask, where the

initial configuration script
prompts for confirmation.
The default value is True.

Private Key URI DGCertKey URI to private key file for | Crosswork Cloud uses
session key signing. You |self-signed certificates
can retrieve this using SCP | for handshake with
(user@host:path/to/file). | Cisco Crosswork Data

Gateway. These

Certificate File and DGCertChainPwd SCP user passphrase to certificates are

Key Passphrase retrieve the Cisco generated at
Crosswork Data Gateway | installation.

PEM formatted certificate ]

file and private key. However, if you want
to use third party or
your own certificate
files enter these
parameters.
Certificate chains
override any preset or
generated certificates
in the Cisco Crosswork
Data Gateway VM and
are given as an SCP
URI
(user:host:/path/to/file).
Note
The host with the URI
files must be reachable
on the network (in the
vNICO interface via
SCP) and files must be
present at the time of
install.

Data Disk Size DGAppdataDisk Size in GB of a second data

disk. The minimum size is
20GB.

The default size is 24GB.
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Name Parameter Description Additional Information
AwslamRole AwsTamRole AWS TAM role name for | A role created in
EC2 installation. Identity and Access
Management (IAM) in

the AWS environment
with relevant

permissions.

Passphrases

dg-admin Passphrase* dg-adminPassword The password you have
chosen for the dg-admin
user.
Password must be 8—64
characters.

dg-oper Passphrase* dg-operPassword The password you have
chosen for the dg-oper user.
Password must be 8-64
characters.

I nterfaces

Note

You must select either an IPv4 or IPv6 address. Selecting None in both IPv4 Method and IPv6 Method
fields results in a nonfunctional deployment.

VNIC Role Assignment

Role assignment allows you to control the traffic that an interface must handle. If the preassigned roles don’t
meet the specific needs of your organization, you can explicitly assign roles to interfaces.

Each parameter has a predefined role. The parameter accepts the interface value as eth0, ethl, or eth2. The
fourth interface, eth3, allows you to separate SSH, management, control (Crosswork Cloud service), and
north data, and south data traffic.
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Name Parameter Description Additional Information
NicDefaultGateway |NicDefaultGateway Interface used as the Default | You can configure the
Gateway for processing the | number of interfaces
DNS and NTP traffic. based on the vNIC
Traffic that is not assigned model that you chose
. X to deploy Crosswork
to any other interface is Data Gateway. For
defaulted to this interface. N
example, if you
Options are etho, ethl, deployed Crosswork
eth2, or eth3. The default | Data Gateway on 2
value is etho. active vNICs, the roles
must be configured to
NicAdministration NicAdministration Interface used to route the | ge the ethO and ethl
traffic associated with the | ipterfaces.
administration of the )
Crosswork Data Gateway. * The NicControl,
The interface uses SSH NicNBExtemalData,
protocol through the and NicSBData
configured port. roles map to ethl.
Options are eth0, ethl, * The NicControl,
eth2, or eth3. The default NicNBExtemalData,
value is etho. NicSBData roles
map to ethl.
NicExternalLogging |NicExternallogging Interface used to send logs .
to Crosswork Cloud. * The NicSBData
role maps to eth2.
Options are etho, ethl,
eth2, or eth3. The default * The NicControl,
value is etho. and
NicNBExtemalData
NicManagement NicManagement Interface used to send the roles map to eth1.
enrollment and other
management traffic.
Options are etho, ethl,
eth2, or eth3. The default
value is etho.
NicControl NicControl Interface used for sending
the destination, device, and
collection configuration.
Options are eth0, ethl,
eth2, or eth3. The default
value is etho.
NicNBExternalData |NicNBExternalData Interface used to send

collection data to Crosswork
Cloud.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.
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Parameter

Description

Additional Information

NicSBData

NicSBData

Interface used to collect data
from all devices.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.

VNIC IPv4 Address (vNICO, vNIC1, vNIC2, and VN

IC3 based on thenumber of interfacesyou choose

to use)
* .
vNIC IPv4 Method VnicO0IPv4Method Options are None, Static,
Of DHCP.
VniclIPv4Method
Vnic2IPv4Method Note
nic e [} .
TeenEY DHCP support is enabled
Vnic3IPvaMethod only for deployments
performed using the
QCOW?2 images.
To use IPv4 address, select
Method as static or DHCP,
and select the vNICXIPv6
Method as None.
The default value for
Method is None.
*
vNIC IPv4 Address |vnicOIPv4Address IPv4 address of the
. interface.
VniclIPv4Address
Vnic2IPv4Address
Vnic3IPv4Address
*
vNIC IPv4 Netmask |vnicOIPv4Netmask IPv4 netmask of the
, interface in dotted quad
VniclIPv4Netmask
format.
Vnic2IPv4Netmask
Vnic3IPv4Netmask
vNIC IPv4 Skip VnicO0IPv4SkipGateway Options are True oOr False.
*
Gateway , . ; ;
VniclIPv4SkipGateway SekCUngTrueSkQN
configuring a gateway.
Vnic2IPv4SkipGateway £ gag 4
. . The default value is False.
Vnic3IPv4SkipGateway
*
vNIC IPv4 Gateway |vnicOIPv4Gateway IPv4 address of the vNIC
) gateway.
VniclIPv4Gateway
Vnic2IPv4Gateway
Vnic3IPv4Gateway

If you have selected
Method as:

» None: Skip the
rest of the fields
for IPv4 address.
Enter information
in the vNIC IPv6
Address
parameters.

Static: Enter
information in
Address,
Netmask, Skip
Gateway, and
Gateway fields

DHCP: Values
for the vNIC IPv4
Address
parameters are
assigned
automatically.

Do not change the
default values.
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Parameter

Description

Additional Information

VNIC IPv6 Address (VNICO, vNIC1, vNIC2, and VN

IC3 based on thenumber of interfacesyou choose

to use)
VNIC IPv6 Method” | vnic0IpvéMethod Options are None, static, |Ifyou have selected
, DHCP OF SLAAC (QCOW2 Method as:
VniclIPv6eMethod 1v)
etertEvenet g ony « None: Skip the
prestrvbRetho The default value for rest of the fields
Vnic3IPvé6Method Method is None. for IPv6 address.
Enter information
Note in the VNI Cx
DHCP support is enabled
PP IPv4 Address
only for deployments )
performed using the parameters.
QCOW?2 images. « Static: Enter
information in
VNIC IPv6 Address” |vnicorpveaddress IPv6 address of the Address,
1 TPveAdd interface. Netmask, Skip
VniclIPvoAddress Gateway, and
Vnic2IPv6Address Gateway fields
Vnic3IPv6Address * DHCP: Values
- - for the vNIC IPv6
vNIC IPv6 Netmask | vnicO0IPv6Netmask IPv6 prefix of the interface. Address
VniclIPv6Netmask parameters are
assigned
Vnic2IPvéNetmask automatically,
Vnic3IPvoNetmask Do not change the
; ; VnicxIPv6Address
vNIC IPv6 Skip VnicOIPv6SkipGateway Options are True Or False.
* default values.
Gateway . . . .
VniclIPv6SkipGateway Selecting True skips
figuri t .
Vnic2IPvé6SkipGateway contiguring a gateway
. . The default value is False.
Vnic3IPv6SkipGateway
vNIC IPv6 Gateway* VnicOIPv6Gateway IPv6 address of the vNIC
VniclIPv6Gateway gateway.
Vnic2IPv6Gateway
Vnic3IPv6Gateway
DNS Servers
DNS Address” DNS Space-delimited list of IPv4

or IPv6 addresses of the
DN server accessible in the
management interface.
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Parameter

Description

Additional Information

DNS Search Domain

Domain

DNS search domain.

The default value is

localdomain.

DNS Security
Extensions

DNSSEC

Options are False, True, OF
Allow-Downgrade. Select
True to use DNS security
extensions.

The default value is False.

DNS over TLS

DNSTLS

Options are False, True, OF

Opportunistic. Select True
to use DNS over TLS.

The default value is False.

Multicast DNS

mDNS

Options are False, True, OF
Resolve. Select True to use
multicast DNS.

The default value is False.

Link-Local Multicast
Name Resolution

LLMNR

Options are False, True,
Opportunistic, Of Resolve.
Select True to use link-local
multicast name resolution.

The default value is False.

NTP Servers

NTPv4 Servers

NTP

NTPv4 server list. Enter
space-delimited list of IPv4,
IPv6 addresses, or
hostnames of the NTPv4
servers accessible in the
management interface.

You must enter a value
here, such as
<sample>.ntp.org. NTP
server is critical for
time synchronization
between Cisco
Crosswork Data
Gateway, Crosswork
Cloud, and devices.
Using a nonfunctional
or dummy address may
cause issues when
Crosswork Cloud and
Cisco Crosswork Data
Gateway try to
communicate with each
other.
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Name Parameter Description Additional Information
Use NTPv4 NTPAuth Select True to use NTPv4 | The NTPKey,
Authentication authentication. The default | NTPKReyFile, and
value is False. NTPKeyFilePwd can be
configured only when
NTPv4 Keys NTPKey Key IDs to map to the the NTPAutH is set to
server list. Enter True.
space-delimited list of Key
IDs.
NTPv4 Key File URI |NTPKeyFile SCP URI to the chrony key
file.
NTPv4 Key File NTPKeyFilePwd Password of SCP URI to the
Passphrase chrony key file.
Remote Syslog Server
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Name Parameter Description Additional Information
Use Remote Syslog | UseRemoteSyslog Select True to send syslog | Configuring an
Server messages to a remote host. | external syslog server
The default value is False. | sends service events to
Syslog Server Address | Syslogaddress IPv4 or IPv6 address of a the exteorn}? 1 sy§logh
syslog server accessible in server. Otherwise, they
the management interface are logged only to the
" | Cisco Crosswork Data
Note Gateway VM.
If you are using an IPv6 If you want to use an
address, surround it with external syslog server
square brackets ([1::1]). you must specify these
seven settings.
Syslog Server Port SyslogPort Port number of the optional
syslog server. The port Note ,
value can range 1-65535. | he host with the URI
By default, this value is set | [116s must be reachable
to 514. on the network (from
vNICO interface via
Syslog Server Protocol | syslogProtocol Options are UDP, TCP, OF SCP) and files must be
RELP to send the syslog. The | present at the time of
default value is upp. install.
Use Syslog over TLS | syslogTLs Select True to use TLS to
encrypt syslog traffic. By
default, this parameter is set
to False.
Syslog TLS Peer SyslogPeerName The syslog server hostname
Name exactly as entered in the
server certificate
SubjectAltName or subject
common name.
Syslog Root Certificate | SyslogCertChain URI to the PEM formatted
File URI root cert of syslog server
retrieved using SCP.
Syslog Certificate File | syslogCertChainPwd Password of SCP user to
Passphrase retrieve Syslog certificate

chain.

Remote Auditd Server
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Name Parameter Description Additional Information
Use Remote Auditd | UseRemoteAuditd Select True to send Auditd | Configure the
Server message to a remote host. | Crosswork Data
The default value is False. Gats:way VM to send
auditd messages to a
Auditd Server Address | auditdaddress Hostname, IPv4, or [Pv6 | femote server.
addr.ess of an optional Specify these three
Auditd server. settings to forward
auditd messages to an
Auditd Server Port AuditdPort Port number of an optional . g
. external Auditd server.
Auditd server.
The default port number is
60.
Controller and Proxy Settings
Proxy Server URL ProxyURL URL of an optional HTTP |In Cloud deployment,
proxy server. Cisco Crosswork Data
Gateway must connect
Proxy Server Bypass |ProxyBypass Comma-separated list of | g the Internet via TLS.
List addresses and hostnames
that will not use the proxy. | If you use a proxy
server, specify these
Authenticated Proxy |ProxyUsername Username for authenticated | parameters.
Username proxy servers.
Authenticated Proxy |ProxyPassphrase Passphrase for authenticated
Passphrase proxy servers.
HTTPS Proxy ProxyCertChain HTTPS proxy PEM
SSL/TLS Certificate formatted SSL/TLS
File URI certificate file retrieved
using SCP.
HTTPS Proxy ProxyCertChainPwd Password of SCP user to
SSL/TLS Certificate retrieve proxy certificate
File Passphrase chain.

Auto Enrollment Package Transfer
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Name Parameter Description Additional Information

Enrollment Destination | EnrollmentURI SCP host and path to Cisco Crosswork Data

Host and Path™ transfer the enrollment Gateway requires the
package using SCP Enrollment package to

(user@host: /path/to/file). | enroll with Crosswork
Cloud. If you specify

Enrollment EnrollmentPassphrase SCP user passphrase to these parameters
LS
Passphrase transfer enrollment package. during the installation,
the enrollment package

is automatically
transferred to the local
host once Cisco
Crosswork Data
Gateway boots up for
the first time.

If you do not specify
these parameters
during installation, then
export enrollment
package manually by
following the
procedure Obtain the
Enrollment Package,
on page 72.

What do next: Proceed to installing the Cisco Crosswork Data Gateway VM.

Install Crosswork Data Gateway on VMware

You can install the Crosswork Data Gateway on VMware in one of the following ways:

* Install Crosswork Data Gateway Using vCenter vSphere Client, on page 13

* Install Crosswork Data Gateway Via OVF Tool, on page 20

Install Crosswork Data Gateway Using vCenter vSphere Client

Follow these steps to install Crosswork Data Gateway using vCenter vSphere Client:

Procedure

Step 1 Refer to Cisco Crosswork Data Gateway 4.5 Release Notes for Cloud Application and download the Crosswork Data
Gateway image (*.ova) file.

Note
When using the latest Mozilla Firefox version to download the .ova image, if the downloaded file has the extension as
.dms, change the extension back to .ova before installation.
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Step 2
Step 3
Step 4

Step 5

Step 6

Connect to vCenter and login with your credentials.

Select the data center where you want to deploy the Crosswork Data Gateway VM.

Connect to vCenter vSphere Client. Then select Actions> Deploy OVF Template.

Warning

The default VMware vCenter deployment timeout is 15 minutes. If the time taken to complete the OVF template

deployment exceeds 15 minutes, vCenter times out and you have to start over again. To prevent this, we recommend
that you plan what you enter by reviewing the template before you start the deployment.

Connect to vCenter and login with your credentials.

The VMware Deploy OVF Template wizard appears and highlights the first step, 1 Select template.
a) Select Local Fileand then click Browse to navigate to the location where you downloaded the OVA image file
and select it.

The filename is displayed in the window.

Click Next to go to 2 Select name and folder, as shown in the following figure.
a) Enter a name for the Cisco Crosswork Data Gateway VM you are creating.
For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The Cisco

Crosswork Data Gateway name should, therefore, be unique and created in a way that makes identifying a specific
VM easy.

b) Inthe Select alocation for thevirtual machinelist, choose the datacenter under which the Cisco Crosswork Data
Gateway VM resides.
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Step 8

Step 9
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Deploy OVF Template

+ 1Select an OVF template Select a name and folder
2 Select a name and folder Specify a unigue name and target location

Virtual machine name:  Crosswork Data Gateway 1|

Select a location for the virtual machine.

ﬂ redn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
rednS-spm-dc-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT

Click Next to go to 3 Select a compute resource. Choose the VM’s host.

Click Next. The VMware vCenter Server validates the OVA. The network speed determines how long the validation
takes. When the validation is complete, the wizard moves to 4 Review details. Review the OVA’s information and
then click Next.

Take a moment to review the OVF template you are deploying.

Note
This information is gathered from the OVF and cannot be modified. The template reports disk requirements for an
on-premise deployment. This can be ignored as you will select the correct disk configuration in the next step.

Click Next to go to 5 License agreements. Review the End User License Agreement and click Accept.
Click Next to go to 6 Configuration, as shown in the following figure. Select Crosswork Cloud.
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Deploy OVF Template

v 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration

v 3 Select a compute resource
Description

8 CPU; 32GB RAM; 1-3 NICs; 74GB Disk

v 4 Review details {® crosswork Cloud

+ 5 License agreements

O Crosswork On-Premise Standard
6 Configuration

O Crosswork On-Premise Extended

O Crosswork On-Premise Standard With Extra Resources

4 Items

CANCEL ‘ BACK ‘ NEXT

Step 11 Click Next to go to 7 Select storage, as shown in the following figure.
a) Inthe Select virtual disk format field,

* For production environment, choose Thick Provision Lazy Zeroed.

* For development environment, choose Thin Provision.

b) From the Datastorestable, choose the datastore you want to use.
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Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details

+ 5 License agreements

. Select virtual disk format: Thick Provision Lazy Zeroed
+ & Configuration

7 Select storage VM Storage Pelicy: Datastore Default v

Name Capacity Provisioned Free Type
| | Local Datastore 245TB 119 TB 1.46 TB VM
Compatibility

+" Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

Step 12 Click Next to go to 8 Select networks, as shown in the following figure. In the drop-down table at the top of the page,
choose the appropriate destination network for each source network based on the number of vNICs you plan to use.

Start with VNI CO and select a destination network that will be used. Leave unused VNI Cs set to the default value.

Note
In the following image,

* VM Network is the management network for accessing the Interactive Console and troubleshooting the Crosswork
Data Gateway VM.

* Crosswor k-Cloud is the controller network where the Crosswork Data Gateway connects to Crosswork Cloud.

» Crosswor k-Devicesis the network for device access traffic.
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Deploy OVF Template
v 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.
+ 3 Select a compute resource
+ 4 Review details Source Network Destination Network
+ 5 License agreements vNIC3 VM Network
v 6 Configuration wNIC2 VM Network
v 7 Select storage

VM Net k
8 Select networks VNICT etworl

vNICO VM Network

4 items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

Step 13 Click Next to go to 9 Customize template, with the Host I nfor mation Settings already expanded.

Note
* The VMware vCenter Server 6.7, 6.5, ESXi version 5.5 or 6.0 has issue with expanding the correct parameters.
To override this issue, ensure that in the Customizetemplate > 03. vNIC Role Assignment section, the following
parameters are set as:

* All the roles are set to ethO.
* 16. Controller Setting > a. Crosswork Controller | P: crosswork.cisco.com
« 16. Controller Setting > b. Crosswork Controller Port: 443
* For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The Cisco

Crosswork Data Gateway hostname should, therefore, be unique and created in a way that makes identifying a
specific VM easy.

Enter the information for the parameters as described in Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 2.

Note
When this menu is first displayed, there is an error "7 properties have invalid values". This is normal and clear as you
enter appropriate values.
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Step 14

Step 15

Step 16

Install Crosswork Data Gateway Using vCenter vSphere Client .

Click Next to go to 10 Ready to complete. Review your settings and then click Finish if you are ready to begin
deployment.

Check deployment status.

a) Open the vCenter vSphere client.

b) Inthe Recent Taskstab for the host VM, view the status for the Deploy OVF templateand I mport OVF package
jobs.

After the deployment status becomes 100%, power on the VM to complete the deployment process. Expand the host’s
entry so you can click the VM and then choose Actions > Power > Power On, as shown in the following figure:

h cdg-vm-137 ACTIONS ™~

\I']ll Actions - cw-vm=137

Summary Monitor (
Power *» | ¥ Power On
‘ ‘ Guest OS > | B
Powered Off Snapshots Z
VM Hardware VM Policies > 7
CPU Template >

Wait for at least five minutes for the VM to come up and then log in through vCenter or SSH.

Warning

Changing the VM's network settings in vCenter may have significant unintended consequences, including but not
limited to the loss of static routes and connectivity. Make any changes to these settings at your own risk. If you wish
to change the IP address, destroy the current VM, create a new VM, and reenroll the new one on the Crosswork Cloud.

Verify that the installation was successful.
1. Login to Crosswork Data Gateway VM Via vCenter:

1. Locate the VM in vCenter and then right-click and select Open Console.

2. Enter username (dg-admin or dg-oper as per the role assigned to you) and the corresponding password
(the one that you created during installation process) and press Enter.

2. Access Crosswork Data Gateway VM Via SSH:

1. From your work station with network access to the Cisco Crosswork Data Gateway management IP, run
the following command:

ssh <username>@<M anagementNetwor kI P>

where M anagementNetwor kI P is the management network IP address in an IPv4 or IPv6 address format.
For example,

To log in as an administrator user: ssh dg-admin@<M anagementNetwor k1 P>

To log in as operator user: ssh dg-oper @<M anagementNetwor k| P>
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A

Note The SSH process is protected from brute force attacks by blocking the client IP after several login failures.
Failures such as incorrect username or password, connection disconnect, or algorithm mismatch are counted
against the IP. Up to 4 failures within a 20 minute window causes the client IP to be blocked for at least 7
minutes. Continuing to accumulate failures cause the blocked time to be increased. Each client IP is tracked
separately.

2. Input the corresponding password (the one that you created during installation process) and press Enter.

If you are unable to access the Cisco Crosswork Data Gateway VM, there is an issue with your network
configuration settings. From the VMware console, check the network settings. If they are incorrect, it is best
to delete the Cisco Crosswork Data Gateway VM and reinstall with the correct network settings.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Obtain the Enrollment Package, on page 72.

Install Crosswork Data Gateway Via OVF Tool

You can modify mandatory or optional parameters in the command or script as per your requirement and run
the OVF Tool (ovftool). See Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page
2.

\}

Note Ensure that you specify all the mandatory and optional parameters with the desired values when you build
the script. Parameters that are not included in the script are considered with their default values for deployment.

Below is a sample script if you are planning to run the OVF Tool with a script. The sample that follows creates
a Crosswork Data Gateway VM with the hostname of "dg-141" using two network interfaces.

#!/usr/bin/env bash
# robot.ova path
DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="Crosswork-Cloud"

Hostname="Hostname"
VnicOIPv4Address="<VnicO_ ipv4 address>"
VnicOIPv4Gateway="<VnicO ipv4 gateway>"
VnicOIPv4Netmask="<VnicO ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip address>"

NTP="<NTP Server>"
Domain="cisco.com"
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Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""

Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server peer name>"

SyslogCertChain="<syslog_server root certificate>"

SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup

VCENTER LOGIN="<vCenter login details>"
VCENTER PATH="<vCenter path>"
DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify

--powerOffTarget —--powerOn \
--datastore="$DS" --diskMode="$DM" \
--name=SVM NAME \

--net:"vNICO=VM Network" \
--net:"vNICl=DPortGroupVC-1" \
--deploymentOption=$Deployment \
--prop:"EnrollmentURI=$EnrollmentURI" \

--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \
--prop:"Description=$Description" \
--prop:"Label=$Label" \
--prop:"ActiveVnics=$ActiveVnics" \
--prop:"Vnic0IPv4Address=$VnicO0IPv4Address"
--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"
--prop:"Vvnic0IPv4Netmask=$VnicOIPv4Netmask"
—--prop:"Vnic0IPv4Method=$Vnic0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address"
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=$VniclIPv4Netmask"
—--prop:"VniclIPv4Method=$VniclIPv4Method" \
—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \
--prop:"dg-adminPassword=$dg adminPassword"
—--prop:"dg-operPassword=$dg operPassword" \

_—

_—

—--prop:"Domain=$Domain" $DG_OVA PATH "vi://$VCENTER LOGIN/SVCENTER PATH"

Open a command prompt on the machine where you want to install Crosswork Data Gateway.

Open the template file and edit it to match the settings you chose for Crosswork Data Gateway.

Note
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The sample shell script includes only the mandatory options. If you want to customize the optional parameters in the
OVF Tool command, see the Table 1: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page
3 for information about these parameters.

Step 3 Navigate to the location where you installed the OVF Tool.
Step 4 Run the OVF Tool using the script.

root@cxcloudctrl:/opt# ./<script file>
For example,

root@cxcloudctrl:/opt# ./cdgovideployVM197

Verify that theinstallation was successful.
1. Loginto Crosswork Data Gateway VM ViavCenter:

1. Locate the VM in vCenter and then right-click and select Open Console.

2. Enter username (dg-admin) and the corresponding password (the one that you created during installation
process) and press Enter.
2. Access Crosswork Data Gateway VM Via SSH:

1. From your workstation with network access to the Cisco Crosswork Data Gateway management IP, run
the following command:

ssh <username>@<M anagementNetwor k| P>

where M anagementNetwor k| P is the management network IP address in an IPv4 or IPv6 address format.
For example,

To log in as an administrator user: ssh dg-admin@<M anagementNetwor k1 P>

To log in as operator user: ssh dg-oper @<M anagementNetwor k| P>

2. Input the corresponding password (the one that you created during installation process) and press Enter.

N

Note The SSH process is protected from brute force attacks by blocking the client IP after a number of login failures.
Failures such as incorrect username or password, connection disconnect, or algorithm mismatch are counted
against the IP. Up to 4 failures within a 20-minute window causes the client IP to be blocked for at least 7
minutes. Continuing to accumulate failures cause the blocked time to be increased. Each client IP is tracked
separately.

If you are unable to access the Cisco Crosswork Data Gateway VM, there is an issue with your network
configuration settings. From the VMware console, check the network settings. If they are incorrect, it is best
to delete the Cisco Crosswork Data Gateway VM and reinstall with the correct network settings.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 72.
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Install Crosswork Data Gateway on OpenStack Platform

You can install the Crosswork Data Gateway on OpenStack Platform in one of the following ways:

* Install Crosswork Data Gateway on OpenStack from OpenStack CLI, on page 23

* Install Crosswork Data Gateway on OpenStack from the OpenStack UI, on page 37

Install Crosswork Data Gateway on OpenStack from OpenStack CLI

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.

\)

Note 1. This procedure lists commands to create networks, ports, and volumes in the OpenStack environment.
Please note that there are multiple ways to do this.

2. AllIP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin
Ensure you have the following information ready:
* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 2.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

» Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.

+ Understand security group rules and policies before you create and use them.

Procedure

Step 1 Download and validate the Cisco Crosswork Data Gateway qcow2 package:

a) Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your local
machine or a location on your local network that is accessible to your OpenStack. For the purpose of these instructions,
we use the package name " cw-na-dg-4.0.1-65-rel ease-20221130.bios.signed.bin” .

b) Extract the content of the bin file to the current directory by running the following command.

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

This command verifies the authenticity of the product. The directory contains the following files as shown here:

CDG-CCO_RELEASE.cer

cisco x509 verify release.py3
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz
README
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Step 2

Step 3

d)

cisco_x509 verify release.py
cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

Use the following command to verify the signature of the build:

Note

The machine where the script is being run needs HTTP access to cisco.com. Please contact Cisco Customer Experience
team if access to cisco.com is not possible due to security restrictions, or if you did not get a successful verification
message after running the script.

If you are using python 2.x, use the following command to validate the file:
python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shab51l2

If you are using python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Unzip the QCOW?2 file (cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz) with the following command:
tar -xvf cw-na-dg-4.0.1-65-release-20221130.uefi.tar.gz

This creates a new directory that contains the config.txt file.

Complete the steps in Step 3 OR Step 4 based on the type of addressing you will be using for the Crosswork Data Gateway
VM.

Updatethe config. txt for a Crosswork Data Gateway VM with Static addressing.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config. txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 2 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdgl-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?

# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname

# Please enter the server's hostname (dg.localdomain)

Hostname=changeme

## Description

# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
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# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

#4## VvNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## vNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
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Domain=changeme
### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

#4# Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4d Servers

## NTPv4 Authentication
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# Use authentication for all NTPv4 servers
# Default value: False
NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers
## Remote auditd Server
# Send auditd messages to a remote host

# Default value: False
UseRemoteAuditd=False
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## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase

# Please enter the optional SCP user passphrase to transfer the enrollment package

EnrollmentPassphrase=

#### Static Parameters - Do not change this section

### Deployment Settings

## Deployment Type

# What type of deployment is this?

# Default value: Crosswork Cloud

Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
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DGAppdataDisk=24
### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=eth0

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config. txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

(Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config.text. You
will need to specifiy the same IP addresses when creating the ports for the VM in Step 9.

Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
Proceed to Step 5.

Updatethe config. txt for Crosswork Data Gateway VM susing DHCP.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config. txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 2 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdgl-nodhcp when using DHCP.
Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings
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## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## VvNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## vNICO IPv6 Netmask

# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64
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## vNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

##4# DNS Servers
## DNS Security Extensions
# Use DNS security extensions

# Default value: False
DNSSEC=False
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## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS
# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name
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# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name
SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer
## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)
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EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO
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¢) Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config.txt file for each VM using DHCP addressing.

e) Proceed to Step 5.

Log in to the OpenStack VM from CLI.
Create the resource profile or flavor for the VMs.

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

Create image for OpenStack install.

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

For example:

openstack image create --public --disk-format gcow2 --container-format bare --file
cw-na-dg-4.0.1-65-release-20221130.bios.gcow2 cdg-cloud-bios

Create the VM -specific parametersfor each Crosswork Data Gateway VM.
Create the following parameters for each Crosswork Data Gateway VM instance that you want to install.
a) (Optional) Create a 24 GB second data disk.

openstack volume create --size

Sample commands:

openstack volume create --size 24 cdg-voll

b) Createa security policy to allow incoming TCP/UDP/I CM P connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow
incoming connections from TCP/UDP/ICMP protocols.

openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_address>
openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip

<IP_address>
openstack security group rule create --protocol icmp open

¢) Createportswith specified |P address ONLY for Crosswork Data VM s using Static addressing.

Important
This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP addresses for
the ports are automatically assigned from the IP addresses allocation pool for the subnet.

openstack port create --network network name --fixed-ip
subnet=subnet name, ip-address=port ip address port name

Sample commands to create ports for CDG VMs with 1 NICs using static addressing:

openstack port create --network networkl --fixed-ip subnet=subnetl,ip-address=10.10.11.101
mgmt-portl

In the previous command, network1 is the management network in your environment, subnet1 is the subnet on the
management network, mgmt-port1 is the port that we are creating with the IP address as 10.10.11.101 for vNICO
as specified in the config. txt file for the VM.

d) Apply the security policy to the ports.
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openstack port set <port name> --security-group open
For example,

openstack port set mgmt-portl --security-group open
e) Repeat Step 9 for all the VMs you will be installing.
Install the Crosswork Data Gateway VM (s).

Commandsto install Crosswork Data Gateway VM with 1 NIC that uses static addressing

openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port>
--config-drive True --user-data <config.txt> --block-device-mapping
vdb=<volume name>:::true <CDG_hostname>

For example:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl
--config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-nodhcp

OR

openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name> --user-data
<config.txt> <CDG_hostname>

Commandsto install Crosswork Data Gateway VM with 1 NIC with DHCP

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG hostname>

For example:

openstack server create --flavor <flavor name> --image <image name> --network <networkl>
--config-drive True --user-data <config.txt> --host <boot drive>

--block-device-mapping vdb=<volume name>:::true <CDG_hostname>

OR

openstack server create --config-drive true --flavor cdg --image --key-name default --network

--security-group --user-data

Note
The number of networks in the command to install the VMs depends on the number of NICs in the deployment.

For example, the command to install a VM with 2 NICs is:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port south-port2
--config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping vdb=cdg-vol:::true
cdg-bios-nodhcp 2NIC

Verify that the Crosswork Data Gateway VM swere installed successfully.
Run the following command to view the status of the installation of the VMs.

openstack server list

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| 0 | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-4ce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
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After the status of the VMs is displayed as Active, wait for about 10 minutes, and check if the VM was
deployed properly and running as expected either from the CLI or the OpenStack UI.

From OpenStack CLI

1.

Run the following command in the OpenStack CLI to fetch the URL of the VM instance.

openstack console url show <CDG hostname>
For example:

openstack console url show cdg-dhcp

Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config.txt file of the VM. The Crosswork Data Gateway Interactive console is
displayed after you log in successfully.

From OpenStack Ul

1

2
3.
4

Log in to the OpenStack UI.
Navigate to Compute > | nstances.
Click the Crosswork Data Gateway VM name. The link to the VM console opens in a new tab.

Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config.txt file of the VM. The Crosswork Data Gateway interactive console is
displayed after you log in successfully.

What to do next

Proceed to adding the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 72.

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.

\)

Note

All IP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin

Ensure you have the following information ready:

* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 2.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

* Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.
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Procedure

Step 1

Step 2

Step 3

* Understand security group rules and security policies before you create security groups to apply to the
VM.

Download and validate the Cisco Crosswork Data Gateway qcow2 package:

a)

b)

c)

d)

Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your
local machine or a location on your local network that is accessible to your OpenStack. In these instructions, we
use the package name " cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin" .

Extract the content of the bin file to the current directory.

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
This command verifies the authenticity of the product. The directory contains the following files as shown here:

CDG-CCO_RELEASE. cer

cisco_x509 verify release.py3
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco_x509 verify release.py
cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

If you encounter any network connectivity issues, skip this verification and perform a manual verification as
explained in the next step.

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin --skip-verification
Use the following command to verify the signature of the build:

Note

The machine where the script is being run needs HTTP access to cisco.com. Please contact Cisco Customer
Experience team if access to cisco.com is not possible due to security restrictions, or if you did not get a successful
verification message after running the script.

If you are using python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shab12

If you are using python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab5l2

Unzip the QCOW?2 file (cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz) with the following command:
tar -xvf cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

This creates a new directory that contains the config.txt file.

Complete the steps in Step 3 OR Step 4 based on the type of addressing you will be using for the Crosswork Data
Gateway VM.

Updatethe config. txt for a Crosswork Data Gateway VM with Static addressing.
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Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 2 for more information.

Important
Make a note of the IP address that you are using to create the ports for the VM. You will need to specify the same
IP addresses that you enter here for the vNIC IP addresses in the config.text file for each of the VMs.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdg1-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway

# Please enter the server's IPv4 VvNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1
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### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6éMethod=None

## vNICO IPv6 Address
# Please enter the server's IPv6 VNICO address if statically assigned
VnicOIPv6Address=::0

#4# vNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VNICO gateway if statically assigned
VnicOIPvé6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI
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# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)
DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port
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# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase

# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=
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## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO
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Step 4

c)

d)

e)
f)

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

(Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config.txt. You
will need to specify the same IP addresses when creating the ports for the VM in Step 9.

Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
Proceed to Step 5.

Updatethe config. txt for a Crosswork Data Gateway VM with DHCP.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 2 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdg1-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname

# Please enter the server's hostname (dg.localdomain)

Hostname=changeme

## Description

# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase

# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase

# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## vNICO IPv4 Address

#4# vNICO IPv4 Method
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# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

#4# vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6é address
# Default value: None
VnicOIPv6Method=None

## VvNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

#4# vNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain

# Please enter the DNS search domain

Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
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### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys
# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
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# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60
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### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=eth0
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## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config. txt file for each VM using static addressing.

e)

Proceed to Step 5.

Log in to the OpenStack VM from the OpenStack UL
Navigate to Compute > Flavor s to create the resource profile or flavor.

Enter details in the Name, VCPUs, RAM, Root Disk and Ephemeral Disk fields as shown in the following image
and click Create Flavor.
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Flavor Information *  [EEZENIFNE

N *
ame Flavors define the sizes for RAM, disk, number of cores

cdg-cloud-flavor and other resources and can be selected when users
deploy instances

D@
auto
VCPUs *

8

RAM (MB) *

29768
32768

Root Disk (GB) *
50
Ephemeral Disk (GB)
24 =

Swap Disk (MB)

n

RXITX Factor

1

Step 7 Create an image for OpenStack install.
a) Enter details in the following fields:

1. Image Name - Specify a name for the image you are creating.

2. File- Navigate to the directory where you have downloaded the Crosswork Data Gateway release image and
select the image.

3. Format - Select QCOW?2 - QEM U Emulator from the drop-down list.

4. Leave the other settings to the values as shown in the image.

b) Click Create | mage.
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Create Image

Metadata

X Cancel

Image Name

Image Details Image Details

Specify an image to upload to the Image Service.

cdg_bios_image

Image Source

File"

cw-na-dg-4.0.0-6-TESTONLY-2022072

Format”

QCOW2 - QEMU Emulator

Image Requirements

Kernel

Choose an image

Architecture

Image Sharing

Visibility

Private

Shared

Public

Community

Image Description

Ramdisk

Choose an image

Minimum Disk (GB)

1]

Protected

Yes No

< Back

Minimum RAM (MB)

1]

Next » + Create Image

Create a security group policy to allow incoming TCP/UDP/ICM P connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow incoming
connections from TCP/UDP/ICMP protocols.

Note

You can create security groups and apply them to the VM even after the Crosswork Data Gateway is deployed.

a) In the OpenStack UI, navigate to Networks> Security Groups..
b) Click + Create Security Group.
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Create Security Group

Description:

Security groups are sets of IP fier rules that are applied
interfaces of a VM. After the security group is
reated, you can add rules to the security group.

c) Specify the Name and Description of the security group. Click Create Security Group.
d) Inthe new window that appears to create security rules, click Add Ruleto create a security policy for each protocol

by specifying the direction, port range and the IP addresses range.

The security group contains two rules by default. Use the Delete Rule option to delete these rules.

Project / Network / Security Groups / Manage Security Group Rul

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)

Displaying 2 tems
O Direction Ether Type 1P Protocol Port Range Remote IP Prefix
O Egress P4 Any Any 00,000

O Egress 1Pv6 Any Any 0

Displaying 2 tems

Step 9 Create portswith specified |P address ONLY if you are using Static addressing.

Important

Remote Security Group.

+addRue | [EIREETIES

Deseription Actions

Delete Rule
Delete Rule

This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP addresses for

the ports are automatically assigned from the IP addresses allocation pool for the subnet.

a) In the OpenStack UL navigate to Network > Networks.

b) Depending on the number of NICs in your deployment, (starting with the management network), select a network

and click + Create Ports.

c) Enter details in the Name and Fixed | P Address fields. Select the Enable Admin State and Port Security check

box.
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| o
Create Port
m Security Groups
Name

mgmt-port1

¥ Enable Admin State @

Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address

Fixed IP Address* @

MAC Address @

& Port Security @
VNIC Type @

Normal

Binding: Host @

Description:

You can create a port for the network. If you specify
device ID to be attached, the device specified will be
attached to the port created.

Navigate to Compute > I nstances. Click Launch Instance in this page.

A Launch Instance window appears to start the VM installation.

In the Details tab, specify the VM name in the I nstance Name field and the Count as 1. Click Next.

Note

For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The Cisco Crosswork
Data Gateway name should, therefore, be unique and created in a way that makes identifying a specific VM easy. We
recommend that you enter the same name you had specified in the Hostname parameter in the config. txt file for the

VM.
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Launch Instance

Source

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance

count. Increase the Count to create multiple instances with the same settings.
Project Name

admin

Instance Name *

test_instance

Description

Availability Zone

nova v

Count *

1

< Back

Total Instances
(100 Max)

I
3%

Bl 2 Current Usage
1 Added
97 Remaining

Next >
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Step 12 In the Sour ce tab:

a. Select Boot Source - Select | mage from the drop-down list.

b. Create New Volume - Select No.

c. All images available in the OpenStack environment are listed under the Available pane. Click

to select the

image. Doing this will now move the image to the Allocated pane indicating that you have selected the image.

d. Click Next.
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Launch Instance

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
Details y . .

snapshot}, a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

Select Boot Source Create New Volume
Flavor * Image Yes = No
Networks *

Allocated
Network Ports Displaying 1 item
Security Groups Name Updated Size Format Visibility
Key Pair > cdg-cloud-bios-6 7/22/22 5:03 AM 1.41 GB Qcowz Public +
Configuration Displaying 1 item
Server Groups W Available Select one
Scheduler Hints Q  Click here for filters or full text search. x
Metadata Displaying 1 item

Name Updated Size Format Visibility
> cdg-cloud-uefi-6 7122/22 5:14 AM 1.41 GB Qcowz Public S
Displaying 1 item
% Cancel < Back Next >
. . . o .
Step 13 In the Flavor tab, in the Available pane, for the flavor you want to select for the VM, click to move it from the

Available pane to the Allocated pane. Click Next.
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Launch Instance

Detall Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks * .
w Available Select one
Network Parts
Q | Click here for filters or full text search. x
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
% Cancel < Back Next » ‘
Step 14 Assign networks to the VM. Depending on the number of vNICs in your deployment, select up to 3 networks for the

VM by clicking ™ for each network from the list of networks in the Available pane. Doing this moves the selected
networks to the Allocated pane. Click Next.

Important
The order in which you select the networks is important. In a 3-NIC deployment, the first network you select will be
assigned to the vNICO interface, the second to the vVNICI interface and the third to the vINIC?2 interface.
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By

Launch Instance

Networks provide the communication channels for instances in the cloud.

o

Details *
wv Allocated Select netwarks from those listed below.
Source
Network Subnets Associated Shared Admin State Status

Flavor *

#1 > network1 subnet1 No Up Active +

32 > network3 subnet3 No Up Active +
Network Ports

+3 > network2 subnet2 No Up Active +
Security Groups
Key Pair v Available Select at least one network
Configuration Q x
Server Groups Network Subnets Associated Shared Admin State Status
Scheduler Hints » network2-nodhcp subnet2-nodhcp No Up Active +
Metadata > network3-nodhcp subnet3-nodhcp No Up Active +*

> network1-nodhcp subneti-nodhcp No Up Active o~
® Cancel < Back Next »

Assign ports to the VM.

From the list of ports that are displayed in the Available pane, click

to move the port to the Allocated pane. .
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Launch Instance

Detail Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of

elals both.
Source v Allocated Select ports from those listed below.
Flavor Name P Admin State Status
Networks +1 > north-port2 on subnet subnet2-nodhcp Up Down +
Network Ports v Available Select one
Security Groups Q
Key Pair Name P Admin State Status
Configuration > south-port2 on subnet subnet3-nodhcp Up Down +
Server Groups

> mgmt-port2 on subnet subnet1-nodhcp Up Down L
Scheduler Hints
Metadata
% Cancel < Back Next > & Launch Instance
Click Next.

Step 16

pane to the Allocated pane. .

Assign Security Groupsto the VM by moving the security groups you wish to apply to the VM from the Available

In the following image, 2 security groups - default and cdg, are applied to the VM.
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Launch Instance

Select the security groups to launch the instance in.

Details *
+ Allocated
Source Name Description
*
Flavor v default Default security group v
Networks *
Direction Ether Type Protocol Min Port Max Port Remote
Network Ports egress IPv4 - 0.0.0.0/0
ingress IPv4 =
Security Groups g
ingress IPv6 S >
Key Pair egress IPV6 - /0
Configuration
Server Groups v cdg Security group for CDG deployment on openstack £ 2
Scheduler Hints Direction Ether Type Protocol Min Port Max Port Remote
egress IPv6 - - /0
Metadata
egress IPv4 - 0.0.0.0/0
v Available Select one or more
Q x
Name Description
> open open '
X Cancel < Back Next >
Click Next.

Step 17 In the Key Pair tab, click Next.
Step 18 In the Configuration tab:

* Click Choose File to select and upload the config.

* Select the Configuration Drive check box.

txt file you had modified and saved for the VM.
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Launch Instance

You can customize your instance after it has launched using the options available here. "Customization Script” is

etails "

Detal analogous to "User Data” in other systems
Source Load Customization Script from a file

[ Choose File | No file chosen
Flavor

Customization Script (Modified) Content size: 1.48 KB of 16.00 KB
Networks ActiveVnics=3

AllowRFC8190=Yes

Network Ports AuditdAddress

AuditdPort=60
ControllerCertChainPwd=
ControllerlP=10.10.10.201
ControllerPort=30607

Security Groups

Key Pair

DISk Panilion

Server Groups Automatic v

N

Scheduler Hints @ Configuration Drive

Metadata

% Cancel <Back Next> & Launch Instance

Step 19 Click Launch Instance.
OpenStack begins installation of the VM.

Step 20 Repeat Step 9 to Step 20 of the procedure to install all Crosswork Data Gateway VMs.

Verify that the Crosswork Data Gateway VMswere installed successfully.

1. In the OpenStack UI, navigate to Compute > I nstances.

2. The list of Crosswork Data Gateway VMs that are installed and being installed is displayed here.
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Red Hat OpenStack Platform Project Admin Identity

Project ~ Compute Volumes ~ Network ~ Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

O Instance Name Image Name IP Address Flavor
network2 - b

(] cdg-bios-dhcp cdg-cloud-bios-6 network3 -~ _ _ __ ! Mot available
network1 * )

A Crosswork Data Gateway VM that is being installed will have the Statusas Build, Task as Spawning
and Power Stateas No State.

3. Once the VM is successfully installed, the Status changes to Active, Task is None and Power State as
Running.

[

Red Hat OpenStack Platform Project Admin Iclentity

Project v Compute Volumes ~ Network Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

J  Instance Name Image Name IP Address Flavor
network2 -

] cdg-bios-dhcp cdg-cloud-bios-6 network3 * cdg-cloud
network1 -

4. After the Status changes to Active, wait for about 10 minutes.
Click the Crosswork Data Gateway VM name. The link to the VM console opens.
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5. Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Interactive console of the Crosswork Data Gateway
is displayed after you login successfully.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Export Enrollment Package, on page 72.

Install Crosswork Data Gateway on Amazon EC2

You can install the Crosswork Data Gateway on Amazon EC2 in one of the following ways:

* Install Crosswork Data Gateway on Amazon EC2 using CloudFormation Template, on page 62

* Install Crosswork Data Gateway on Amazon EC2 Manually, on page 63

Install Crosswork Data Gateway on Amazon EC2 using CloudFormation
Template

Installing Crosswork Data Gateway on EC2 using CloudFormation (CF) templates involves creating a template
(YAML formatted text file) which describes the VM resources and their properties. Whenever you create a
stack, CloudFormation provisions the resources that are described in your template and installs the VMs.

Before you begin

* Ensure that you have met the requirements specified in the section Amazon EC2 Settings.

 All the Cisco Crosswork VMs have been installed.

Procedure

Step 1 Log in to AWS and search for the CloudFormation service. The CloudFormation dashboard opens.
Step 2 Click Stacks from the side menu.

All existing stacks in the environment are displayed here.

Step 3 In Step 1 - Specify template, select the following settings:

a) Under Preparetemplate, select Templateisready.

b) Under Template source, select Upload a templatefile.

¢) Click Choosefile, and select your CF template (.yaml file).
d) Click Next.

Step 4 In Step 2 - Specify stack details, enter relevant values for the stack name and each parameter field, and click Next.

Note
The parameter field names visible in this window are defined by the parameters in the CF template.
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Step 5 In Step 3 - Configure stack options, enter the relevant values for the settings based on your production preferences.
Click Next to continue.

Step 6 In Step 4 - Review, review the settings you have configured.
Step 7 Select the acknowledgment checkbox, and click Create stack to start the VM installation.

Verify that the VM swereinstalled successfully

1
2.

© N o O

In the CloudFormation dashboard, click Stacks from the side menu to view the list of stacks.

Select the stack you installed. The stack details are displayed on the right. Click on each tab in this window
to view details of the stack creation.

The status of the stack in the Eventstab will be CREATE_IN_PROGRESS

After the stack has been created:
* The status of the stack changes to CREATE_COMPLETE and the Logical I D displays the stack

name.

» The Resourcestab displays details of the all the resources that the CF template has created, including
the physical IDs.

» The Output tab has details of the VM's interface [P addresses.

Click the Physical 1D of the VM instance in your stack.
Doing this will open the Instances window in the EC2 dashboard with details of the selected VM instance.

Click Connect (top right corner).
In the Connect to instance window that appears, click the EC2 Serial Control tab and click Connect.
Click on the EC2 serial console tab. Click Connect to connect to the console of the VM.

Log in to the VM as a dg-admin or dg-oper user using the password you configured.

The Interactive Console of the VM is displayed on successful login.

Install Crosswork Data Gateway on Amazon EC2 Manually

Follow these steps to install Crosswork Data Gateway on EC2.

\}

Note

* The Launch Instance workflow offers a wide range of launch options that you can configure based on
your requirements. The following procedure lists the mandatory settings that should be configured to
install the Crosswork Data Gateway VM successfully.

* The steps in this procedure explain the installation of a Crosswork Data Gateway VM with one interface.

Before you begin

Ensure that you have the following information ready before deploying the Crosswork Data Gateway VMs:
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* Ensure that you have met the requirements specified in Amazon EC2 Settings.
» All the Cisco Crosswork VMs are installed.
* Decide the number of Crosswork Data Gateway VM instances to install.

* Have the Crosswork Data Gateway AMI image saved in a location accessible to your AWS.

Procedure

Step 1 Preparethe user data for the Crosswork Data Gateway VMs.

a) Prepare the user data for Crosswork Data Gateway VMs. See Cisco Crosswork Data Gateway Deployment Parameters
and Scenarios, on page 2 for more information about the parameters. Sample user data for a VM is attached here
for your reference. Important parameters have been highlighted.

For Amazon EC2 deployment, this document assumes that a user of this procedure is familiar with AWS and the
CloudFormation concepts, and as such, the CF template creation is out of the scope of this document. In the example,
AwslamRole is an optional parameter for the Amazon EC2 deployment.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address

# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0
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## vNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### VvNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters

### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG

instances
Label=
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## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI

# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase

# Please enter the SCP user passphrase to retrieve the Chrony key file

NTPKeyFilePwd=

### Remote Syslog Servers
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## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port

# Default value: 60

AuditdPort=60

### Controller Settings

## Proxy Server URL

# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List
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# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server
ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO
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b)

Install Crosswork Data Gateway on Amazon EC2 Manually .

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=eth0

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Repeat the previous step to create the user data for each Crosswork Data VM that you plan to install.

Install the Crosswork Data Gateway VM.

a)
b)

¢)
d)

e)

g)

Log in to AWS and search for the EC2 service. The EC2 dashboard opens.
Navigate to Launch Instance pane on the dashboard and click Launch Instance > Launch Instance.

A Launch an Instance window appears.

In the Name and tags section, enter the name of the Crosswork Data Gateway VM.

In the Application and OS I mages (Amazon M achine I mage) section, click My AMIs> Owned by me and select
the Crosswork Data Gateway AMI image in the Amazon Machine I mage (AMI) field.

In the Instance type section, select the t2.2xlarge instance type (both production and lab environment) for the
Crosswork Data VM you are deploying.

In the Key pair (login) section, select a Key pair name from the drop-down list.

Note
Cisco Crosswork does not support key-based authentication. This is an AWS requirement and will not be used by
Cisco Crosswork.

In the Network Settings section, click Edit.

1. Enter values in the following fields:
* VPC: Select the appropriate VPC for your environment.
* Subnet: Select the subnet that you wish to assign to the management interface.
« Auto-assign public I P: Select Disabled.

* Firewall (security groups): Specify a security group for the VM. You can create a security group or use
an existing security group that you have already created.

After you have entered the details above, under Advanced network configuration, a Network I nterfacel
is automatically created.
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2. Update the Description, Primary | P (vNICO IP address from the user data), Subnet, Security groups.

h) Inthe Configure Storagesection, click Advanced and click Add new volumeto add an additional partition for your
VM. Update the following fields for the newly created volume.

+ Device name: /device/sdb
» Size (GIB): 20 GB or 520 GB. If you do not specify a size, the default size of 50 GB is considered.
When extra disk space is required for processing additional dossier collection, you can add node disk.

» Volumetype: We recommend using gp2 or gp3.

i) Inthe Advanced Settings section, update the following fields.
* |AM instance profile: Select the AWS IAM role that you had specified in the user data or create a new role.

» Metadata accessible: Enabled.
* Metadata version: V1 and V2 (token optional)
» Metadata response hop limit: 2

» User data: Copy the user data that you had prepared in Step 1 and paste it within the window here. If you are
providing the parameters in a base64 encoded format, select the check box.

Note
Ensure that there are no leading white spaces when you paste the user data otherwise the deployment fails.

Step 3 Click Launch Instance. AWS EC2 initiates the installation of the VM.
Step 4 Repeat steps 2 to 4 to install the remaining VMs.

Verify that the VM swereinstalled successfully.

1. In the EC2 dashboard, click I nstances from the menu on the left to view the VMs that were deployed.
You can search for the VMs using the name, attributes, or tags.

Wait for about 20 minutes for the VMs to be deployed.
After the VMs are launched successfully, they have the | nstance State as Running.
To verify that the VMs were installed successfully, select a VM and click Connect (top-right corner).

In the Connect to instance window that appears, click the EC2 Serial Control tab and click Connect.

a ~ w DN

Log in to the VM as a dg-admin or dg-oper user using the password you configured in the user data.

The Interactive Console of the VM is displayed on successful login.

Generate Enroliment Package

Every Crosswork Data Gateway must be identified by an immutable identifier. This requires generation of
an enrollment package. The enrollment package can be generated using any of the following methods:
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* By supplying Auto Enrollment Package parameters during installation process (see Auto Enrollment
Package under Deployment Parameters and Scenarios.).

* By using the Export Enrollment Package option from the Interactive Console (see Export Enrollment
Package, on page 72).

* By using the Display base64 Encoded Enrollment Package option from the Interactive Console (see
Create an Encoded Enrollment Package, on page 74)

The enrollment package is a JSON document created from the information obtained through the OVF template
populated by the user during installation. It includes all the necessary information about Crosswork Data
Gateway required for registering, such as Certificate, UUID of the Crosswork Data Gateway, and metadata
like Crosswork Data Gateway name, creation time, version information, and so on.

If you opted not to export the enrollment package during install, then you must export or copy it before you
can enroll the Crosswork Data Gateway with Crosswork Cloud. The steps to do so are described in Obtain
the Enrollment Package, on page 72.

N

Note The enrollment package is unique to each Crosswork Data Gateway.

Sample enrollment packages in JSON format is shown below:

{

"name": "cdg450-testOl1l",
"description": "cdg450-testO1",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 1,
"base vm": "true"
}I
"interfaces": [
{
"name": "ethO",
"mac": "XX:XX:IXX:I1XX:1XX:xx",
"ipv4Address": "x.x.x.x/24",
"roles":

"ADMINISTRATION, CONTROL, DEFAULT GATEWAY , EXTERNAL LOGGING, MANAGEMENT,NB EXTERNAL DATA,NB SYSTEM DATA,SB DATA"

}
] r
"certChain": [

"MITJc ) CCBVagRAWIRAGTUVBE 8hViopCeDRA+Y ZG6EZ TEve/ mEWDQY JKOZ ThveNAQFENBOAWL DET MAKGAT URCaWCRECXHTARBRGNVBAMMEG] hiomF z LNk ZzQ1MC
10ZXNOMDERVBAXDT T 2VDTWMIEMTQOOVoXDTQAVDIWVHEMTOOOVoWL DEL MAKGA] URCGWCRE CXHTABGNVEAMVEG] HorrEz Nk ZzQ1MC1 0ZXNOMDEMI TET JANB
gkahki GOWORAQFFAAOCRASAMI TRCGKCRARALVG T TD1 6ROl ecovhoUcGagARPO320RkZ 350 7QgpkatyJal HUY TeseGi OrAPKEZDXoeTZ1 K5 JehDKL RnSze6XJRM
KNoalNyhRTEMACR/ Dds 51 RAMDIaWY 3Ny 1 JT Kgndoxypabttakl GsOF 3XNuGRmARL 3XrMVboRDkwE 7YF SWMONsZ F TERFDEEVMEM.3xeTul 9FLKULS18FaPgt2cIN
Y1K9Z01 9KeRgeOHPOMEGHAINE Oy tEFKCATY K whJRrcoXUcoogX L Hygl 2 9xXouKMIAS8ByurdohhR / Oth VAZEFVG /imcVirvoGONHBpxox 1 67MPKDyL eHRKy X6EORb
kwPD3ysET/HnXsVioOpt8al T QeaQK8VEOSAVENZ0ksREDZK / g8UXWEWORSNNGBH+GovBAZVkoy T 1 rpd 30F rsX< Ao TXBRATIwNKoZCKD21 DK 7S Y TQONHRKI ATKRU
YTIVHDQZ £ 30C5cHRVZAGVIIMAK E+ORAUhAG 7IXGBUY YD/ Fhivirogl oRESossdBi Ginez,/ x4 aFmALBUANFWR T SEZuSLAoPD/ Psgfiol PoYFhnugy/ SUmd SHR2PYXZuT
yJaKohX6FAZzDASIE6ZmBVuaZ PrfRm8vAmy/ 21 -+PPHTEY ] TriYyXRWEMCX T ZwiXt £y Z-AoH3%Sa TrG3VioktedXaNL/ TVKHoA2 SXKWOAM/ 1 /GVOFINX 91 f VAP It OgR1en
KvzXSxCaXCK301 ) z1 TEL PUPvWKKOZk3xGAGDE T Zor 1 WK S0GEHV 1 kaHOCDIVODatriar THPVEVOyWMB0 Ty VinSUORIL DU 30LoDC1 26kORCT2 6muJR1 35INANpLszh2
ORRaYHehy TrZaTMIC/UnwERZARTJAKARpdov] yr DxfOxegSNvE4 7 /GPHLLenOJeaRNUOJFF 8xANINH XvHB T £ 72H1 T1H1 sTRB7 3+VAw3r(C921 sSDK8sxNBYASsQm TRa
Ze6PwAlvad] ful VYs TRGYwl 9L SoeCePzPokz4zcl 7/A2TFh8XsVE2HZ, IshOPGUyaNo Vi /+/Op L 3wILF ToawVAm] EOTOSKYm N1 SHNcWHOISBESEX G L 1 JGNFHGV
nAUZEIABRNPE2ZHIUZNL A2aT 12 5T hdddoHDeDwtSMiMOgu Tk S5 Y S 25 DvZmIF20£ 85AY orVU Rep0z4 603D+ ZE tuN9DPYn6 M By o+ OZTins 7T FHUMxZ IWKCLEM
xvdJo0gee0aMhF21 D26 BaF26Y5Y 99mui8REQPOLe3COt caY fhOR2 fF 9oRGFOUIX3DNSCOCXE ZhBoIT ZhANUY P Vol H/IFRUFAT ENGoOQPy 3+vH MK IKXOBLAVE2He
ORI DRQABOAGI MIGIVBOGAL UdDgIRERREcosvg U VkopgHBUZ2UHS 151 TZAfBGNVHIVEEDAGBREccosvg U VkopgHBUZ2UHS 1 51 TZAPBGNVHRVEAFSFBTADEOH/MIUG
AUIROAMCYCEG] HarFZ NKZz20TMC1 0ZXNOMDExGhREYWShey 1§ ZGONTAAGVZdDAXMIANBg kohki GOwORAQOFAROCRAFACT cZUUKAAZ8RCSMVTYxOxeFVE | PX TXEE2Z
DhesdI's1SVUDoolpl KaQashy Yty Db fwzipSgYAHL y1 Tkyr B+ MOVIGAEGKSAT / /iVaft TKch Jax5 706E YOJohefGOVAZ,/ g/ HI QuxBoDaHG/ SNKPH3ZRoMMETX2vksG
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TrpYFIUDEE2r DoNaHMC TueNeDePYMUSF SHTQET /gocg31 EEGLUT Gty 9g FAMAOARF s /RIKT 1R/ Yorze CHRI . Jo ZRTUZH G Ya2uYXBQNTVIORK K561 3420y S/ TWoF
ZZHL OSOINXorOHFEFBaMCT OASOOR I B AGUBZVZk G 3B TowajcBix,/ JZ0cE 0K S TZOYGVDEX 1091 ANKATRZSAESSUZuB D XstrrR1 BbC/ agPlo3i XTHIZKK A9
4T34TSBYT 151 1 TZAZIXEAYT YROYOYYCrx T34 /up0Ulaess/HaQouE] OB YSH/cRnF S rAQTOr OOTTKA 3G2GH AOVTXEKEY JKDITK TAH TR BENT 1Y ANER8VyrMCF T
JAR1 7L U5/ 22Nogb2 LT IKC T s8eBz A UB TG OAFhi HOFS3E rZAr BoY PrAGLCBeAT ] STWOHA gy OC2niaCeSERIRFER M 01 30vAn JoseX FaPiyuhani
OORKERAW/ PSE VB 6P a2 PaD oy BZEOyN yEPSDCATT 2ovHnd rizz/CzArBa003 oK HQW NV Yoo VR CKeA 1 Ui 3T inoPFSgRBABS0/hsisoz.
WOKKEGTONRA G RX By PSSP MONYRepCL T F A TRa9Sr SMDBQ-RENK TR S3ndHedB,/ AM/ Krr e NROH TR ROFX T Z XA BKHTy LS5 I N GRAFU/ARVOd.
FOSUnIOHCHhaZC8y PRGBS /AR VEopS £34 TR3 TY TR 3 oy G udZDZSKE RN O Ao CRePOAXKI A DePr L YUK T BcezATKBARa28G3Y L 1 i DOK Ao THLT
11Y0AE100530mool i MAREEYUGTOsMts: 1 Dr ol yn63khaRzzzA-9tm TapOsFBCHOSGo o Sa Yoz 57 2NE Q6] 80y BGAL EXKpCgkK I 5v/VShr FCR L FQUAUBCY
B eNBED O+ HORHFGDA O B T ARG AT DB VSE 7 MG A IR Direes] 06y 7L e WAL X0 ey Ya 3D oML AT/ SR SRy N ="

] r

"version": "4.5.0 (branch dg45x - build number 19)"
"duuid": "a3bf6411-1ad0-418c-9957-eb199e9395e0",
"profileType": "VM_PROFILE_ STANDARD"

Obtain the Enroliment Package

Procedure

Step 1
Step 2
Step 3
Step 4

You can obtain the enrollment package by exporting or copying and pasting the encoded contents of the
package to create an enrollment file.

Log in to Cisco Crosswork Data Gateway.

From the Main Menu, select Get Enrollment Package.

Select Export Enroliment Package or Display base64 Encoded Enrollment Package.
Click OK.

What to do next

Depending on the option that you have selected, obtain the enrollment package referring to Export Enrollment
Package, on page 72 or Create an Encoded Enrollment Package, on page 74

Export Enroliment Package

To enroll the Cisco Crosswork Data Gateway with Crosswork Cloud, you must have a copy of the enrollment
package on your local computer.

\}

Note This is needed only if you have not specified Auto Enrollment Package Transfer settings during installation.
Otherwise, the file will be copied to the SCP URI destination you selected after the VM boots. Proceed to
Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 75 if you had already specified
the Auto Enrollment Package Transfer settings during installation.
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Procedure

Step 1 Log in to the Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select 1 Get Enrollment Package.
Step 3 Select Export Enrollment Package.

Step 4 Click OK.

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

T o~ noEE

o [

Step 5 Enter the SCP URI for exporting the enrollment package and click OK.

Note
* The host must run an SCP server. Ideally, you should export the enrollment package to the local computer you’ll
use to access the Crosswork server.

* If you are not using the default port 22, you can specify the port as a part of the SCP command. For example, For
example, to export the enrollment package as an admin user, placing the file in that user's home directory with port
4000, you can give the following command:

scp -P4000 admin@<ip address>:/home/admin

* The enrollment file is created with a unique name. For example: 9208b9bc-b941-4ae9-b1a2-765429766f27 json

Step 6 Enter the SCP passphrase (the SCP user password) and click OK.

Step 7 If you could not copy the enrollment package directly to your local computer, manually copy the enrollment package
from the SCP server to your local computer.
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What to do next

Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 75.

Create an Encoded Enrollment Package

You can create an enrollment package file on your local machine by copying and pasting the package contents
from the interactive console. The content is secured in the JSON format and encoded using the Base64 schemes.

Procedure

Step 1 Log in to Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select Get Enrollment Package > Display base64 Encoded Enrollment Package. The enrollment
package content is displayed on the console.

ewog ICJuYW111 jog InNkZyOxNzAuY21zY¥28u¥29t I iwKICAiZGUzY3JpcHRpb24i0iAiRGUZX1ZN
TiuKICAicHJuZn1sZS16 IHsKICAGICJ jcHUiDiAXMiwKICAg ICIJtZW1vcnki0iAONYwK ICAG ICITu
alNz1 jogMyuwK ICAg ICT i YXN1X32Zt I jog InRydWliCiAgf SWKICAiaWS0ZXJnYWN1cyI6 IFSKICAg
IHsKICAg ICAg ImShbUUi0iAiZXRoMCIsCiAg ICAg ICJtYWMiDiAiMDAGNTAGNT Y6 YWUG0WUGY2U i
LAog ICAg ICAiaXB2NEFkZHJ 1c3Mi0iAiMTkyL jE20C41L JE3MCBYNC IsCiAg ICAg ICTyb2x1cyI6
ICJBRE1J Tk 1 TUFJBUEIPT i xERUZBUUXUX0dBUVEVXQUksRVhURUJOQUxf TEIHRO 10RyxNQUSBROUN
RUSUIgog ICAgf SwKICAg IHsKICAg ICAg ImShbUUi0iAiZXRoMSIsCiAg ICAg ICJtYWMiDiAiIMDAG
NTABNTY6 YWU6ZTABMzU i LAog ICAg ICAiaXBZNEFKZHJI 1c3Mi0iAiMTAUMTQuMC4xNzAVMTY i LAogy
ICAg ICAicnIsZXMi0iAiQOI0VFJPTCx0Q 19FWFRFUKSBTFSEQURBLESCX 1INZU1RF TUSEQURB Igog
ICAgf SuKICAY IHsKICAg ICAg ImShbWUiDiAiZXRoMi IsCiAg ICAgICJtYWMiDiAiMDAGNTABNT Y6
YWU6MZ2Q60Tc iLAog ICAY ICAicmIsZXMi0iAiUGJf REFUQS IK ICAg IHOK ICBALAog ICJ jZXJOQZhh
aW4iDiBbCiAgICAiTU1JS1dgQONCUUtnQXdJQKFnSUUSWUI4Vz 1 Xc jZEADBTAFNMUEISZnpJckdm
d1F3RFFZSkt ulk 10dnNOQUFF TkJRQXALUEUMTUFrROEXUUUDZ3dDUkV jeEdqQU1CZOSWQKFNTUUX
TmtaeTB4TnpBdVkybHpZM jh1WTISAE1CNFhEVE 16 TURFEE1URTRNRGt4 T 1ZuWERUUXpNREV4TUpF
NE1Ea3h0Un93S1RF TE1Ba0dBMUVF(2d3(1JF Y3hHakFZ(QmdOVUkJBTU1FUOSriUnkueES6QXVZMnx6
WT14dVkyOXRNSU1FSWpBTkJna3FoaZ 1HOXcwQkFRRUZBQUIDQKE4QU1JSUVDZOtDQKFFQXFKRmUz
U1FJcE 1qZUVyLyt5bUhsZUVUySFAOZUN3aZ IxSk IyckguUnFFSkJHbmRFAX 1XQUx10WRZYXR jYUFN
QUIUS31pU1k3MzFNUy9uU3 14 TXpgMOISUXB i T1VUgQTYOZWtrbEpmWESuQk 1HW jREMmZ tbUZLCEUL
bkUYAERKV jNhi INQTOp Ta 1ZpZ3ZRS0tkUXN4MnUPanpud jJ YUzJMU1BLZUSyK1d4MDZZTTRnNzZz
K0s0SXhPcURZa TNQ YkJydDBOU3BUeks vZGZPd TAZRWkZaDRrdEdmUnhESnB4YzBSZU 1PWX04SXNm
dF Y4d jFBSEVBUEhhcUNUZUZXa295d0hHYU1SLzd0bkhS TUNyODBoSnRDcWINMGSZ2c3Y0d0k0eU 1E
UkdOW1 1SUDhRc TFFUFhCb 1hu THBg TGFQYZ2psMEJuR3AWZWZKTGXCHESuUR 1UKRHZnNQUZhJQUAT
S1dgUUZzUnVUScn 10ZDRF Y 1UHNnZ2M1ZNSOpOMKE4NktzZ3UwR0dr TWILUDZFAENSWWR6 Y 1UMbUBS
AEJxTUJmc1p6Y1k3RF1TdWt jd3VIMXN jUXJkdk11MORNnSk1QZXcv(21zQUViLZNPZ31EaVpLZUs4
NHUUMUVEZ jUmMUp3YUY4¥nZ5Se jB jSWd tUUVEQT IMMysOelxSU jJ4L0 1k YXZud 1Zue ENSMENZbHpU
NSt INFQuUEt4TH1CMz 1GTXNOZmhScnBOe 1VHQzZNEMGF 12UJZU1pXWGF i Rkw1MUZTKz 1DQmNOCHQO
QURpdVZMMn1zLOg1b1J0SkImUENpUURYZT 1yZWh 1LOFyVUB6eDJxb1BmamSTQ jYudktMR jNsN25y
MEZOT1duQOYr TKEZUFFKSUtMZkx1aEFJNn IxZHRnS TEydWdXM1VwUHNmS 1 ICRDNNa j2yMnUgMS9x
VEtXdzk2Zb1dkbnFEbFd iQ3FUem1BUGppRkJMbk10V jUNYUhWbXARYTBiRUczRXh4eGI jcU1KZktP
bXNpUOVhSOILNUZpNTR4MZdr DGk uNX 1UVU Imdk4rbzhVaOxEAF 1RaHF iMURZTFBLRkszVU1ptUWEpD
UHU4NnU1Y1JrUUNKMXRtZnBOSEX5dV I3UnF3aWdCSGJJZzg ulWISY2JoN i tvZ2GI2Z09MSZRrUWZ4
RzFYdG92cHAGU 90U jdSVEtSW j14bTg4NnRpd11GRDA0cGUxbytEc jhEU1dYcGy3eXErZk 1kZEgz
WXhRUFF4Qz IrRStEdzJoRmdtV jl1hR2g1TE1IKZpQUTJWAWEWCWZS5eXFKb 1 pUNVKSQURYREpZAESJ
NZ1uMHlaWTBueVlaZ2t IR2822U1JaESQR3V0QzYzZNGygSdkpBQ 1 EuXp0Z1cSe i83dOMy0EpvVEhM
¥31XUTURUDR iMThy Y TBtMXBKRzBzMTgxWF pkcDF uS11QMHZCUmhuUkN jSE85eWxDTXZGbUt2VUKRG
aitZb2xWQ3Nulin YOSHJz TzJWAUNnSUQyWnZXbOxBbZ2Ju(StsMytZUGhTNSsxeDJkMHYzMnR jNWUn
UnpBNW1KZGp I TEsz0ODAURzdpU2x4UnJSbW10MXdzdkhXaUF 1Lz 14TX 1xUnR i0G9OVUTEZdDd YMGgz
RDBS YnNmUnFCRW1NaOROdUpUKZpoVkhOM IUSNEI6EN 1Ur bUF pcXJmMOxBU i tkb2UrdkNUc 1Avait3
aGdvUU9YWXBt T1UWVE1RMnNub jdxSE1GOXNrZFhDQ3ppN3 IMOXcrMFh4ZH1aT2xVURzA1dFFFSZEx
LOg3TWtaUn1NcHIxTWNvUUINWVErU1ZFMSIS YXBzdUxnNmtXS jh3eUNrUmnd vUVUpO TH EFRQUJv
MZ293ZURBZEJInT1Z IUTRFRndRVUTJ IW102Z2GNyaHJZRnNtZGSJcFpCazR3WHRNY3d Id11EV] IwakJC
Z3dGbOFUMkhall jZkY3JocnZGY21kbk lulkJrNHA YdE1 jdOR3WURWU jBUQUF ILOJBUXdBAOUCL3pB
bEJnT1ZIUKUFSGpBY2doRmpaRZNOTUR jdOxt TnB jMk52TG10dnJZSUhZM1Ju TFRFMO1EQUSCZ2tx
aGtpRz13MEJBUTBGQUFPQOJBRUFgMXZEWG 1RAKEZ TOFZbEISVUWZ2a32ZpVUkuwV20zVU1J INT IBOWFK
L31KeVVibnAvanZXSOV jRZZCRUJsMZF ie 1p2R11EU jNkQkU1eEJHTZtBM jhPZXZ Ib3MyTn IuMkiL
MEZxa 1IFEQ3ZTdmVoeGh3eXpnd 1QuMndUd3FrbzJKL1g1YXYrUnFON jBSSZdHNm1Ta0JnbzNTYzQy
W1pYMZNEQXRSaOFmNZ1LZUxncUNEKzUY TURmdXQOSHhqQkFybF 1QLONCU1Ng(3hCeHhgN3N1SDZ1

Step 3 Copy the package contents and paste it to a .json file. Save this file.

What to do next

Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 75.

Installation Tasks




| Installation Tasks
Register Crosswork Data Gateway with Crosswork Cloud Applications .

Register Crosswork Data Gateway with Crosswork Cloud
Applications

The .json registration file of the Crosswork Data Gateway contains unique digital certificates that are used to
enroll Crosswork Data Gateway into Crosswork Cloud. Add that information in Crosswork Cloud as explained
below.

\ )

Note If you use a firewall on your Crosswork Data Gateway egress traffic, ensure that your firewall configuration
allows cdg.crosswork.cisco.com and crosswork.cisco.com.

Procedure

Step 1 Log in to Crosswork Cloud.
Step 2 From the main window, click Configure > Data Gateways, then click Add.

Step 3 Click Registration Fileto upload the enrollment data file you downloaded from Crosswork Data Gateway, navigate to
the location of the .json file, then click Next.

Step 4 Enter a name for the Crosswork Data Gateway.

Step 5 In the Application field, select the Crosswork Cloud application for which you're using this Crosswork Data Gateway
instance. Each Crosswork Data Gateway can be applied to one Crosswork Cloud application only.

Step 6 Complete the rest of the required fields, then click Next.

Step 7 (Optional) Enter a tag name, which allows you to group Crosswork Data Gateways with the same tag, then click Next.
Step 8 Review the Crosswork Data Gateway information that you entered, then click Next.

Step 9 Click Accept to accept the security certificate.

A message appears to indicate the Crosswork Data Gateway was successfully added.

What to do next
Repeat this procedure to enroll all the Crosswork Data Gateways in your network with Crosswork Cloud.

To verify that the Crosswork Data Gateway is successfully connected, click Data Gateways, click on the
name of the Crosswork Data Gateway, and verify the following values for the Crosswork Data Gateway you
added:

* Session Up: Active

« Connectivity: Session Up

If the Crosswork Data Gateway has not successfully connected to the Crosswork Cloud service, refer to the
Troubleshoot the Crosswork Data Gateway Connectivity, on page 76 section.
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Troubleshoot the Crosswork Data Gateway Connectivity

The following table lists common problems that might be experienced with Crosswork Data Gateway
connectivity to the Crosswork Cloud application, and provides approaches to identifying the source of the
problem and solving it.

Table 2: Troubleshooting Crosswork Data Gateway Connectivity

Issue Action

Crosswork Data Gateway cannot be enrolled with | 1. Log into the Crosswork Data Gateway VM.
Cisco Crosswork Cloud due to an NTP issue, i.e.,

there is a clock-drift between the two. 2. From the main menu, go to 5 Troubleshooting >

Run show-tech.

Enter the destination to save the tarball containing
logs and vitals and click OK.

In the show-tech logs (in file session. 1og at location
/cdg/logs/components/controller—gateway/session.log)
if you see the error

UNAUTHENTICATED:invalid certificate. reason:
x509: certificate has expired or is not yet
valid

, then there is a clock-drift between Crosswork Data
Gateway and Cisco Crosswork Cloud.

3. From the main menu, go to 3 Change Current
System Settings> 1 Configure NTP.

Configure NTP to sync with the clock time on the
Cisco Crosswork Cloud server and try enrolling the
Crosswork Data Gateway with Crosswork Cloud

again.
Crosswork Data Gateway does not have direct 1. Configure a proxy server if a proxy server is
connectivity to external web services. missing in your environment.

2. Ifaproxy server is already present in your
enviroment, check if the proxy URL is correct.

3. Check if the credentials of the proxy (certificate,
proxy name etc) are correct.

To update the proxy server details on the Crosswork
Data Gateway, see Configure Control Proxy.
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