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CHAPTER 1

Overview

This section contains the following topics:

* Audience, on page 1
* Overview of Cisco Crosswork Data Gateway, on page 1

Audience

This guide is for experienced network administrators who want to deploy Cisco Crosswork Data Gateway for
Crosswork Cloud in their network. Users of this guide should have a valid login for the Cisco Crosswork
Cloud environment. This guide assumes that you are familiar with the following topics:

* Deploying OVF templates using VMware vCenter or OVF Tool.
» Working knowledge of the OpenStack platform.

* Deploying Cisco Crosswork Data Gateway using the CloudFormation template in Amazon Elastic
Compute Cloud (EC2).

* Network monitoring and troubleshooting.

* Different operating systems used on devices that form your network, such as Cisco I0OS-XR, IOS-XE,
and NX-OS.

* Proxy settings necessary to connect from your company's internal network to the Crosswork Cloud.

Overview of Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway enables collection of data from the monitored devices and forwards the
collected data to the Cisco Crosswork Cloud applications. These applications can use the data for further
analysis and if required, alert an administrator for further action.

A,
&

Attention  This guide explains how to install and configure Cisco Crosswork Data Gateway for Cloud applications.

For details on deploying Crosswork Data Gateway with on-premise applications, refer to the Cisco Crosswork
Infrastructure 4.5 and Applications | nstallation Guide.
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Overview |
. Overview of Cisco Crosswork Data Gateway

Crosswork Data Gateway has been validated for use with the following Crosswork Cloud applications:

* Cisco Crosswork Trust Insights is a cloud-based SaaS solution that reports on the integrity of devices
and provides forensics for assured inventory.

* Cisco Crosswork Cloud Traffic Analysis service is a hosted application that provides rich analysis,
visualization, and optimization recommendations for network traffic flows.
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CHAPTER 2

Installation Requirements

This chapter provides information about the general guidelines and minimum requirements for installing
Crosswork Data Gateway on the following platforms:

* VMware
* OpenStack Platform
» Amazon EC2

Crosswork Data Gateway Pre-installation Checklist
The pre-installation checklist helps you:

* Verify that all system requirements are met, all required ports are enabled.

* Gather the information required to complete the installation.

Before installing Crosswork Data Gateway, complete the pre-installation checklist.

1. Ensure that the host server meets the resource requirements. See VM Requirements, on page 3

2. Enable ports that are required for the Crosswork Data Gateway to operate. See Ports Used, on page 7.
3. Understand if a proxy server may be required in your environment. See Proxy Server Requirements, on

page 7.

* VM Requirements, on page 3

* Ports Used, on page 7

* Proxy Server Requirements, on page 7
» Amazon EC2 Settings, on page 8

VM Requirements

The table shows software requirements for the supported virtualization platforms along with the physical and
network resource requirements needed to support the Crosswork Data Gateway.

The resource requirements to install Crosswork Data Gateway are the same for all the data centers.
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Installation Requirements |

Table 1: Cisco Crosswork Data Gateway VM Requirements for Cloud applications

Requirement

Description

Data Center

VMware
* VMware vCenter server 6.7, ESXi 6.5

e VMware vCenter Server 7.0, ESXi 6.5 and 6.7

Attention  In VMware vCenter 6.5 (Flash and HTMLYS interfaces) and 6.7 releases
(6.7U1), the GUI installer does not process the OVF parameter list
correctly. To prevent this issue, ensure that the following parameters in
the vCenter vSphere Client > Deploy OVF Template > Customize
template > 03. vNIC Role Assignment are specified as:

* The interface for 03. vNIC Role Assignment > e. Control must
be etho

* The interface for 03. vNIC Role Assignment > g. Northbound
External Data must be etho

* The interface for 03. VNI C Role Assignment h. Southbound Data
must be etho

* The 16. Controller Setting > a. Crosswork Controller | P should
be crosswork.cisco.com

* The 16 Controller Setting> b. Crosswork Controller Port should
be 443

OpenStack
* OpenStack OSP16

Amazon

» Amazon Elastic Cloud Compute

Memory 32 GB

Total Disk space | 74 GB (50 GB + 24 GB)

(Boot disk + Note Data disk space is an optional requirement
Data disk) P P d :
vCPU 8
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VM Requirements .

Requirement Description
Interfaces Minimum: 1
Maximum: 4
Crosswork Data Gateway can be deployed with either 1, 2, 3, or 4 interfaces as per the
following combinations:
No. of NICs vNICO vNIC1 vNIC2 vNIC3
1 * Management | — — —
Traffic
* Control/Data
Traffic
* Device
Access
Traffic
2 » Management * Control/Data | — —
Traffic Traffic
* Device
Access
Traffic
3 * Management * Control/Data * Device —
Traffic Traffic Access
Traffic
4 — — — Custom traffic
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Requirement

Description

* Management traffic: for accessing the Interactive Console and troubleshooting the
Crosswork Data Gateway VM.

* Control or Data traffic: to receive configuration of collection jobs from the Crosswork
Cloud and to forward collected data to the Crosswork Cloud.

Important  Crosswork Data Gateway can connect to the Cloud only when the
Control or Data interface has access to the Internet.

* Device access traffic: for device management and telemetry data.

* Custom traffic: for routing the custom traffic such as SSH traffic.

For deployment using multiple vNICs, you can assign traffic types across different vNICs
based on the network design. For example, in a 2 vNIC deployment, you can select either
vNICO or vNIC1 for processing the following traffic:

* Management traffic
« Control or Data traffic

* Device access traffic

IP Addresses

One, two, three, or four IPv4 or IPv6 addresses based on the number of interfaces you
choose to use.

Note Crosswork does not support dual stack configurations. Therefore, ALL
addresses for the environment must be either IPv4 or IPv6.

NTP Servers

The IPv4 or IPv6 addresses or host names of the NTP servers you plan to use. If you want
to enter multiple NTP servers, separate them with spaces. These should be the same NTP
servers you use to synchronize devices, clients, and servers across your network.

Note Confirm that the NTP IP address or host name is reachable on the network
or installation fails.

The Crosswork Data Gateway host and virtual machine must be synchronized to an NTP
server or the enrollment with Crosswork Cloud may not go through.

DNS Servers

The IPv4 or IPv6 addresses of the DNS servers you plan to use. If you want to enter
multiple DNS servers, separate them with spaces. These should be the same DNS servers
you use to resolve host names across your network.

DNS Search
Domain

The search domain you want to use with the DNS servers (for example, cisco.com). You
can only have one search domain.

(optional) Proxy
Server

URL of an optional management network proxy server.

If your environment requires an HTTP or HTTPS proxy in order to access URLs on the
public Internet, you must configure a proxy server for the Cisco Crosswork Data Gateway
to successfully connect to the Crosswork Cloud service.

(optional)
Syslog Server

Hostname, IPv4, or IPv6 address of an optional Syslog server.
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Ports Used .

Requirement Description

(optional) Hostname, IPv4, or IPv6 address of an optional Auditd server.
Auditd Server

Ports Used

The following table shows the minimum set of ports needed for Crosswork Data Gateway to operate correctly.

\}

Note This is only to enable the base Crosswork Data Gateway functionality. Additional ports may be enabled
depending on the application that is running the Crosswork Data Gateway.

Table 2: Ports to be opened for Management Traffic

Port Protocol Used for... Direction
22 TCP SSH server Inbound
22 TCP SCP client Outbound
Note The SCP
port can be
configured.
123 UDP NTP Client Outbound
53 UDP DNS Client Outbound
443 TCP Crosswork Cloud Outbound
Controller

Table 3: Ports to be opened for Control/Data Traffic

Port Protocol Used for... Direction
179 TCP BGP Outbound
179 TCP BGP Inbound
161 UDP SNMP Outbound
2055 UDP Netflow Inbound

Proxy Server Requirements

Many production environments do not allow direct connectivity to public Internet sites. If your environment
requires an HTTP or HTTPS proxy in order to access URLs on the public Internet, you must configure a proxy
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Installation Requirements |

server in order for the Cisco Crosswork Data Gateway to successfully connect to the Crosswork Cloud service.
Consult with your network administrator to understand if a proxy server may be required.

If a proxy server is required, the details of the proxy server on the Crosswork Data Gateway are configured
in one of the following ways:

* (recommended) By entering the proxy server credentials during installation. See Controller and Proxy
Settingsin Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12.

* From the Interactive Console of the Crosswork Data Gateway after installation. See Configure Control
Proxy, on page 93

Amazon EC2 Settings

This section describes the settings that must be configured to install Crosswork Data Gateway on Amazon

EC2.

"
HIN

[-_.&

Attention  Most of the requirements discussed in this section are Amazon EC2 concepts and not imposed exclusively
by Crosswork.

Requirement

Description

VPC & Subnets

Virtual Private Cloud (VPC) is created and configured with dedicated subnets for Crosswork interfaci
Crosswork Data Gateway (Management, Data, and Device) interfaces. Ensure that you do not use any

Endpoints

An endpoint is created in your VPC with the following parameters:
* Service name: EC2 service for the region (availability zone) where you are deploying.
* Private DNS names: Enabled
» Endpoint type: Interface

* Under Subnets, specify the management subnet that you intend to use for the installation. If you
subnets for the Crosswork VM and the Crosswork Data Gateway VM, ensure that you specify bo
that the endpoint has access to the subnets.

IAM role

A role is created in Identity and Access Management (IAM) with relevant permission policies. An [Al
permissions with credentials that are valid for short durations. Roles can be assumed by entities that y

Note * The minimum permissions required for a Crosswork role are ec2: AssignPrivatel p/
ec2:UnassignPrivatel pAddresses.

* The trust policy for your role must have the " Action": " sts:AssumeRol€e" conditio

Key pairs

Key pairs (private keys used to log into the VMs) are created and configured.
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Amazon EC2 Settings .

Requirement

Description

IP addresses

Crosswork Data Gateway: IP addresses for Management Traffic and Data Traffic only:

* The IP addresses must be able to reach the gateway address for the network where Cisco Cro
or the installation fails.

» Now, your IP allocation is permanent and cannot be changed without redeployment. For more
Experience team.

Security group

A security group must be created and configured to specify which ports or traffic are allowed.

Instance type

The t2.2xlar ge instance type is supported for Crosswork Data Gateway (production and lab deplo

CloudFormation | The CF template (.yaml) files for Crosswork Data Gateway VMs that must be uploaded during th

(CF) template templates procedure. For more information, see Install Crosswork Data Gateway on Amazon EC2
page 72.

User data The VM-specific parameters script that must be specified during the manual installation procedur

* Install Crosswork Data Gateway on Amazon EC2 using CloudFormation Template, on page

* Install Crosswork Data Gateway on Amazon EC2 Manually, on page 73
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. Amazon EC2 Settings
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CHAPTER 3

Installation Tasks

This section contains the following topics:

* Install Cisco Crosswork Data Gateway, on page 11

* Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12
* Install Crosswork Data Gateway on VMware, on page 25

* Install Crosswork Data Gateway on OpenStack Platform, on page 33

* Install Crosswork Data Gateway on Amazon EC2, on page 72

* Generate Enrollment Package, on page 80

* Obtain the Enrollment Package, on page 82

* Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 84
* Troubleshoot the Crosswork Data Gateway Connectivity, on page 85

Install Cisco Crosswork Data Gateway

Cisco Crosswork Data Gateway is initially deployed as a VM called Base VM (containing only enough
software to enroll itself with Crosswork Cloud). Once the Crosswork Data Gateway is registered with Crosswork
Cloud, Crosswork Cloud pushes the collection job configuration down to the Crosswork Data Gateway,
enabling it to gather the data it needs from the network devices.

Based on the size and geography of your network, you can deploy more than one Cisco Crosswork Data
Gateway.

Cisco Crosswork Data Gateway Deployment and Set Up Wor kflow
To deploy and set up Cisco Crosswork Data Gateway for use with Crosswork Cloud, follows these steps:

1. Plan your installation. Refer to the topic Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12 for information on deployment parameters and possible deployment scenarios.

2. Ensure that you have the software image required to deploy Cisco Crosswork Data Gateway on your
preferred platform:

VMware Install Crosswork Data Gateway Using vCenter
vSphere Client, on page 25

Install Crosswork Data Gateway Via OVF Tool, on
page 31
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. Cisco Crosswork Data Gateway Deployment Parameters and Scenarios

OpenStack Install Crosswork Data Gateway on OpenStack from
OpenStack CLI, on page 34

Install Crosswork Data Gateway on OpenStack from
the OpenStack UlI, on page 48

Amazon EC2 Install Crosswork Data Gateway on Amazon EC2
using CloudFormation Template, on page 72

Install Crosswork Data Gateway on Amazon EC2
Manually, on page 73

3. Generate and export Enrollment package.

* Generate Enrollment Package, on page 80

* Obtain the Enrollment Package, on page 82

4. Enroll Cisco Crosswork Data Gateway with Crosswork Cloud applications. See Register Crosswork Data
Gateway with Crosswork Cloud Applications, on page 84.

Cisco Crosswork Data Gateway Deployment Parameters and

Scenarios

Before you begin installing the Crosswork Data Gateway, go through this section to read about the deployment
parameters and possible deployment scenarios.

I nterface addresses

Crosswork Data Gateway supports either IPv4 or IPv6 for all interfaces. It does not support dual stack
configurations. Therefore, plan ALL addresses for the environment as either IPv4 or IPv6.

User Accounts
During installation, Cisco Crosswork Data Gateway creates three default user accounts:

» Cisco Crosswork Data Gateway administrator, with the username, dg-admin, and the password set during
installation. The administrator uses this ID to log in and troubleshoot Cisco Crosswork Data Gateway.

» Cisco Crosswork Data Gateway operator, with the username, dg-oper, and the password set during
installation. This is a read-only user and has permissions to perform all ‘read’ operations and limited
‘action’ commands.

* A dg-tac user account that is used to enable Cisco to assist you in troubleshooting issues with the
Crosswork Data Gateway. (Enable TAC Shell Access, on page 107). The temporary password for this
account is created when you enable troubleshooting access.

To know what operations an admin and operator can perform, see Section Supported User Roles, on page 87.

The dg-admin and dg-oper user accounts are reserved usernames and cannot be changed. You can change
the password in the console for both the accounts. See Change Password, on page 89. In case of lost or
forgotten passwords, you have to create a new VM, destroy the current VM, and reenroll the new VM on
Crosswork Cloud.
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Cisco Crosswork Data Gateway Deployment Parameters and Scenarios .

Installation Parameters and Scenarios
In the following table:

" Denotes the mandatory parameters. Other parameters are optional. You can choose them based on deployment
scenario you require. We have explained deployment scenarios wherever applicable in the Additional
Information column.

*

" Denotes parameters that you can enter during install or address later using additional procedures.

\}

Note When entering the parameters for deployment, ensure that you add the correct parameters. If the parameter
values are incorrect, you have to destroy the current Crosswork Data Gateway VM, create a new VM, and
reenroll the new VM with Cisco Crosswork.

Table 4: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios

Name Parameter Description Additional Information

Host I nfor mation

Hostname Hostname Name of the Cisco
Crosswork Data Gateway
VM specified as a fully
qualified domain name
(FQDN).

Note In larger
systems, you
are likely to
have more
than one Cisco
Crosswork
Data Gateway
VM. The
hostname
must,
therefore, be
unique and
created in a
way that
makes
identifying a
specific VM
easy.

Description* Description A detailed description of the
Cisco Crosswork Data
Gateway.
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Parameter

Description

Additional Information

Label

Label

Label used by Cisco
Crosswork Cloud to
categorize and group
multiple Cisco Crosswork
Data Gateways.

Deployment

Deployment

Parameter that conveys the
controller type. Specify the
value as Crosswork Cloud
for Cloud deployment.

You must specify this
parameter for VMware
or OVF tool
installation.

AllowRFC8190

AllowRFC8190

Automatically allow
addresses in an RFC 8190
range. Options are True,
False, Or Ask, where the
initial configuration script
prompts for confirmation.
The default value is True.
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Cisco Crosswork Data Gateway Deployment Parameters and Scenarios .

Parameter

Description

Additional Information

Private Key URI

DGCertKey

URI to private key file for
session key signing. You
can retrieve this using SCP
(user@host:path/to/file).

Certificate File and
Key Passphrase

DGCertChainPwd

SCP user passphrase to
retrieve the Cisco
Crosswork Data Gateway
PEM formatted certificate
file and private key.

Crosswork Cloud uses
self-signed certificates
for handshake with
Cisco Crosswork Data
Gateway. These
certificates are
generated at
installation.

However, if you want
to use third party or
your own certificate
files enter these
parameters.

Certificate chains
override any preset or
generated certificates
in the Cisco Crosswork
Data Gateway VM and
are given as an SCP
URI
(user:host:/path/to/file).

Note The host
with the
URI files
must be
reachable
on the
network
(in the
vNICO
interface
via SCP)
and files
must be
present at
the time
of install.

Data Disk Size

DGAppdataDisk

Size in GB of a second data
disk. The minimum size is
20GB.

The default size is 24GB.
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Name Parameter Description Additional Information
AwslamRole AwsTamRole AWS TAM role name for | A role created in
EC2 installation. Identity and Access
Management (IAM) in
the AWS environment
with relevant
permissions.
Passphrases
dg-admin Passphrase* dg-adminPassword The password you have
chosen for the dg-admin
user.
Password must be 8—64
characters.
dg-oper Passphrase* dg-operPassword The password you have
chosen for the dg-oper user.
Password must be 8-64
characters.
Interfaces
Note You must select either an IPv4 or IPv6 address. Selecting None in both IPv4 Method and IPv6
Method fields results in a nonfunctional deployment.
VNI C Role Assignment
Role assignment allows you to control the traffic that an interface must handle. If the preassigned roles don’t
meet the specific needs of your organization, you can explicitly assign roles to interfaces.
Each parameter has a predefined role. The parameter accepts the interface value as eth0, ethl, or eth2. The
fourth interface, eth3, allows you to separate SSH, management, control (Crosswork Cloud service), and
north data, and south data traffic.
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Cisco Crosswork Data Gateway Deployment Parameters and Scenarios .

Name Parameter Description Additional Information
NicDefaultGateway |NicDefaultGateway Interface used as the Default | You can configure the
Gateway for processing the | number of interfaces
DNS and NTP traffic. based on the vNIC
Traffic that is not assigned model that you chose
. X to deploy Crosswork
to any other interface is Data Gateway. For
defaulted to this interface. N
example, if you
Options are etho, ethl, deployed Crosswork
eth2, or eth3. The default | Data Gateway on 2
value is etho. active vNICs, the roles
must be configured to
NicAdministration NicAdministration Interface used to route the | ge the ethO and ethl
traffic associated with the | ipterfaces.
administration of the )
Crosswork Data Gateway. * The NicControl,
The interface uses SSH NicNBExtemalData,
protocol through the and NicSBData
configured port. roles map to ethl.
Options are eth0, ethl, * The NicControl,
eth2, or eth3. The default NicNBExtemalData,
value is etho. NicSBData roles
map to ethl.
NicExternalLogging |NicExternallogging Interface used to send logs .
to Crosswork Cloud. * The NicSBData
role maps to eth2.
Options are etho, ethl,
eth2, or eth3. The default * The NicControl,
value is etho. and
NicNBExtemalData
NicManagement NicManagement Interface used to send the roles map to eth1.
enrollment and other
management traffic.
Options are etho, ethl,
eth2, or eth3. The default
value is etho.
NicControl NicControl Interface used for sending
the destination, device, and
collection configuration.
Options are eth0, ethl,
eth2, or eth3. The default
value is etho.
NicNBExternalData |NicNBExternalData Interface used to send

collection data to Crosswork
Cloud.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.
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Parameter

Description

Additional Information

NicSBData

NicSBData

Interface used to collect data
from all devices.

Options are etho, ethl,
eth2, or eth3. The default
value is etho.

to use)

VNIC IPv4 Address (VNICO, vNIC1, vNIC2, and vNI C3 based on the number of interfacesyou choose
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Cisco Crosswork Data Gateway Deployment Parameters and Scenarios .

Name Parameter Description Additional Information
VNIC IPv4 Method” | vnic0Ipvamethod Options are None, static, |Ifyou have selected
. Or DHCP. Method as:
VniclIPv4Method
Un o Pydtethod Note DHCP support » None: Skip the
fressEvaterho is enabled rest of the fields
Vnic3IPv4Method only for for IPv4 address.
deployments Enter information
performed in the vNIC IPv6
using the Address
QCOW2 parameters.
images. .
« Static: Enter
To use IPv4 address, select mgc()jrmatlon m
Method as static or DHCP, Address, .
and select the vNICXIPv6 Netmask, Skip
Method as None. Gateway, and
Gateway fields
The default value for
Method is None. * DHCP: Values
for the vNIC IPv4
*
vNIC IPv4 Address | vnicOIPv4Address IPv4 address of the Address
. interface. parameters are
VniclIPv4Address .
assigned
Vnic2IPv4Address automatically.
Vnic3IPv4Address Do not change the
- default values.
vNIC IPv4 Netmask |vnicOIPv4Netmask IPv4 netmask of the
, interface in dotted quad
VniclIPv4Netmask
format.
Vnic2IPv4Netmask
Vnic3IPv4Netmask
vNIC IPv4 Skip Vnic0IPv4SkipGateway Options are True Of False.
*
t . .
Ga eway VniclIPv4SkipGateway Selectmg True SklpS
figuri t .
Vnic2IPv4SkipGateway contiguring a gateway
' . The default value is False.
Vnic3IPv4SkipGateway
vNIC IPv4 Gateway* VnicOIPv4Gateway IPv4 address of the vNIC
te g
VniclIPv4Gateway gateway
Vnic2IPv4Gateway
Vnic3IPv4Gateway

VNI C I Pv6 Address (vVNICO, vNIC1, vNI C2, and vNI C3 based on the number of interfacesyou choose

to use)
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or IPv6 addresses of the
DNS server accessible in the
management interface.

Name Parameter Description Additional Information
VNIC IPv6 Method” | vnic0IpvéMethod Options are None, static, |Ifyou have selected
. DHCP OF SLAAC (QCOW2 Method as:
VniclIPv6oMethod 1v)
et eatErEret g onsy « None: Skip the
prestEVRRetho The default value for rest of the fields
Vnic3IPv6Method Method is None. for IPv6 address.
Note DHCP support Enter information
s enabled in the VNICx
IPv4 Address
only for
parameters.
deployments
performed « Static: Enter
using the information in
QCOW2 Address,
1mages. Netmask, Skip
Gateway, and
VNIC IPv6 Address’ |vnicOTPvéaddress IPv6 address of the Gateway fields
interface.
VniclIPv6Address interface * DHCP: Values
Unies1pueadd for the vNIC IPv6
nic v ress Address
Vnic3IPv6Address parameters are
. assigned
vNIC IPv6 Netmask |vnicOIPvéNetmask IPv6 prefix of the interface. automatically.
VniclIPv6Netmask I)onotchangethe
Vnic2IPv6Netmask VnicxIPv6Address
default values.
Vnic3IPv6Netmask
vNIC IPv6 Skip Vnic0IPv6SkipGateway Options are True Or False.
Gateway . .
way VniclIPv6SkipGateway Selecting True skips
figuri .
Vnic2IPv6SkipGateway configuring a gateway
. . The default value is False.
Vnic3IPv6SkipGateway
vNIC IPv6 Gateway* VnicOIPv6Gateway IPv6 address of the vNIC
t A
VniclIPvéeGateway gateway
Vnic2IPv6Gateway
Vnic3IPv6Gateway
DNS Servers
DNS Address” DNS Space-delimited list of IPv4
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Parameter

Description

Additional Information

DNS Search Domain

Domain

DNS search domain.

The default value is

localdomain.

DNS Security
Extensions

DNSSEC

Options are False, True, OF
Allow-Downgrade. Select
True to use DNS security
extensions.

The default value is False.

DNS over TLS

DNSTLS

Options are False, True, OF

Opportunistic. Select True
to use DNS over TLS.

The default value is False.

Multicast DNS

mDNS

Options are False, True, OF
Resolve. Select True to use
multicast DNS.

The default value is False.

Link-Local Multicast
Name Resolution

LLMNR

Options are False, True,
Opportunistic, Of Resolve.
Select True to use link-local
multicast name resolution.

The default value is False.

NTP Servers

NTPv4 Servers

NTP

NTPv4 server list. Enter
space-delimited list of IPv4,
IPv6 addresses, or
hostnames of the NTPv4
servers accessible in the
management interface.

You must enter a value
here, such as
<sample>.ntp.org. NTP
server is critical for
time synchronization
between Cisco
Crosswork Data
Gateway, Crosswork
Cloud, and devices.
Using a nonfunctional
or dummy address may
cause issues when
Crosswork Cloud and
Cisco Crosswork Data
Gateway try to
communicate with each
other.
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Name Parameter Description Additional Information
Use NTPv4 NTPAuth Select True to use NTPv4 | The NTPKey,
Authentication authentication. The default | NTPKReyFile, and
value is False. NTPKeyFilePwd can be
configured only when
NTPv4 Keys NTPKey Key IDs to map to the the NTPAutH is set to
server list. Enter True.
space-delimited list of Key
IDs.
NTPv4 Key File URI |NTPKeyFile SCP URI to the chrony key
file.
NTPv4 Key File NTPKeyFilePwd Password of SCP URI to the
Passphrase chrony key file.
Remote Syslog Server
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Name Parameter Description Additional Information
Use Remote Syslog | UseRemoteSyslog Select True to send syslog | Configuring an
Server messages to a remote host. | external syslog server
The default value is False. | sends service events to
Syslog Server Address | Syslogaddress IPv4 or IPv6 address of a the exteorn}? 1 sy§logh
syslog server accessible in server. Otherwise, they
the management interface are logged only to the
" | Cisco Crosswork Data
Note If you are Gateway VM.
using an [Pv6 If you want to use an
address,
surround it external syslog server,
. you must specify these
with square seven settings.
brackets
([1::1D. Note The host
with the
Syslog Server Port SyslogPort Port number of the optional URI files
syslog server. The port must be
value can range 1-65535. reachable
By default, this value is set on the
to 514. network
(from
Syslog Server Protocol | syslogProtocol Options are UDP, TCP, OF vNICO
RELP to send the syslog. The interface
default value is upe. via SCP)
and files
Use Syslog over TLS | syslogTLs Select True to use TLS to must be
encrypt syslog traffic. By present at
default, this parameter is set the time
to False. of install.
Syslog TLS Peer SyslogPeerName The syslog server hostname
Name exactly as entered in the
server certificate
SubjectAltName or subject
common name.
Syslog Root Certificate | SsyslogCertChain URI to the PEM formatted
File URI root cert of syslog server
retrieved using SCP.
Syslog Certificate File | syslogCertChainPwd Password of SCP user to
Passphrase retrieve Syslog certificate

chain.

Remote Auditd Server

Cisco Crosswork Data Gateway 4.5 Installation and Configuration Guide for Cloud Applications [Jjj




. Cisco Crosswork Data Gateway Deployment Parameters and Scenarios

Installation Tasks |

Name Parameter Description Additional Information
Use Remote Auditd |UseRemoteAuditd Select True to send Auditd | Configure the
Server message to a remote host. | Crosswork Data
. Gateway VM to send
The default value is False. cway
auditd messages to a
Auditd Server Address | Auditdaddress Hostname, IPv4, or [Pv6 | emote server.
addr.ess of an optional Specify these three
Auditd server. settings to forward
. ; auditd messages to an
Auditd Server Port AuditdPort Port number of an optional g

Auditd server.

The default port number is
60.

external Auditd server.

Controller and Proxy Settings

Proxy Server URL ProxyURL URL of an optional HTTP
proxy server.

Proxy Server Bypass |ProxyBypass Comma-separated list of

List addresses and hostnames
that will not use the proxy.

Authenticated Proxy |ProxyUsername Username for authenticated

Username proxy servers.

Authenticated Proxy |ProxyPassphrase Passphrase for authenticated

Passphrase proxy servers.

HTTPS Proxy ProxyCertChain HTTPS proxy PEM

SSL/TLS Certificate formatted SSL/TLS

File URI certificate file retrieved
using SCP.

HTTPS Proxy ProxyCertChainPwd Password of SCP user to

SSL/TLS Certificate retrieve proxy certificate

File Passphrase chain.

In Cloud deployment,

Cisco Crosswork Data
Gateway must connect
to the Internet via TLS.

If you use a proxy
server, specify these
parameters.

Auto Enrollment Package Transfer
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Name Parameter Description Additional Information

Enrollment Destination | EnrollmentURI SCP host and path to Cisco Crosswork Data

Host and Path™ transfer the enrollment Gateway requires the
package using SCP Enrollment package to

(user@host: /path/to/file). | enroll with Crosswork
Cloud. If you specify

Enrollment EnrollmentPassphrase SCP user passphrase to these parameters
LS
Passphrase transfer enrollment package. during the installation,
the enrollment package

is automatically
transferred to the local
host once Cisco
Crosswork Data
Gateway boots up for
the first time.

If you do not specify
these parameters
during installation, then
export enrollment
package manually by
following the
procedure Obtain the
Enrollment Package,
on page 82.

What do next: Proceed to installing the Cisco Crosswork Data Gateway VM.

Install Crosswork Data Gateway on VMware

You can install the Crosswork Data Gateway on VMware in one of the following ways:

* Install Crosswork Data Gateway Using vCenter vSphere Client, on page 25

* Install Crosswork Data Gateway Via OVF Tool, on page 31

Install Crosswork Data Gateway Using vCenter vSphere Client

Follow these steps to install Crosswork Data Gateway using vCenter vSphere Client:

Step 1 Refer to Cisco Crosswork Data Gateway 4.5 Release Notes for Cloud Application and download the Crosswork Data
Gateway image (*.ova) file.

Note When using the latest Mozilla Firefox version to download the .ova image, if the downloaded file has the
extension as .dms, change the extension back to .ova before installation.

Step 2 Connect to vCenter and login with your credentials.

Step 3 Select the data center where you want to deploy the Crosswork Data Gateway VM.
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Step 4

Step 5

Step 6

Connect to vCenter vSphere Client. Then select Actions> Deploy OVF Template.

Warning The default VMware vCenter deployment timeout is 15 minutes. If the time taken to complete the OVF
template deployment exceeds 15 minutes, vCenter times out and you have to start over again. To prevent
this, we recommend that you plan what you enter by reviewing the template before you start the deployment.

Connect to vCenter and login with your credentials.

The VMware Deploy OVF Template wizard appears and highlights the first step, 1 Select template.

a) Select Local Fileand then click Browse to navigate to the location where you downloaded the OVA image file
and select it.

The filename is displayed in the window.

Click Next to go to 2 Select name and folder, as shown in the following figure.

a) Enter a name for the Cisco Crosswork Data Gateway VM you are creating.

For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The Cisco
Crosswork Data Gateway name should, therefore, be unique and created in a way that makes identifying a specific
VM easy.

b) Inthe Select alocation for thevirtual machinelist, choose the datacenter under which the Cisco Crosswork Data
Gateway VM resides.

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unigue name and target location

Virtual machine name: Crosswork Data Gateway 1)

Select a location for the virtual machine.

ﬂ redn5-spm-ve-0l.cisco.com
[ Cisco-CX-Lab
R redns-spm-de-01
R redns-spm-de-02
(R RTP

CANCEL ‘ BACK ‘ NEXT
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Step 7
Step 8

Step 9
Step 10

Step 11

Install Crosswork Data Gateway Using vCenter vSphere Client .

Click Next to go to 3 Select a compute resource. Choose the VM’s host.

Click Next. The VMware vCenter Server validates the OVA. The network speed determines how long the validation
takes. When the validation is complete, the wizard moves to 4 Review details. Review the OVA’s information and
then click Next.

Take a moment to review the OVF template you are deploying.

Note This information is gathered from the OVF and cannot be modified. The template reports disk requirements
for an on-premise deployment. This can be ignored as you will select the correct disk configuration in the
next step.

Click Next to go to 5 License agreements. Review the End User License Agreement and click Accept.
Click Next to go to 6 Configuration, as shown in the following figure. Select Crosswork Cloud.

Deploy OVF Template

+ 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration
v 3 Select a compute resource
v 4 Review details {® Crosswork Cloud Description
v 5 License agreements 8 CPU; 32GB RAM; 1-3 NICs; 74GB Disk
Crosswork On-Premise Standard
6 Configuration

Crosswork On-Premise Extended

Crosswork On-Premise Standard With Extra Resources

4 Items

CANCEL ‘ BACK ‘ NEXT

Click Next to go to 7 Select storage, as shown in the following figure.
a) Inthe Select virtual disk format field,

* For production environment, choose Thick Provision Lazy Zeroed.

* For development environment, choose Thin Provision.

b) From the Datastorestable, choose the datastore you want to use.
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Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroed

+ 6 Configuration

7 Select storage VM Storage Policy: Datastore Default v

Name Capacity Provisioned Free Type
| | Local Datastore 245TB 119 TB 1.46 TB VM
Compatibility

+" Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

Step 12 Click Next to go to 8 Select networks, as shown in the following figure. In the drop-down table at the top of the page,
choose the appropriate destination network for each source network based on the number of vNICs you plan to use.

Start with VNI CO and select a destination network that will be used. Leave unused VNI Cs set to the default value.

Note In the following image,

* VM Network is the management network for accessing the Interactive Console and troubleshooting the Crosswork
Data Gateway VM.

* Crosswork-Cloud is the controller network where the Crosswork Data Gateway connects to Crosswork Cloud.

» Crosswor k-Devicesis the network for device access traffic.
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Deploy OVF Template
v 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.
+ 3 Select a compute resource
+ 4 Review details Source Network Destination Network
+ 5 License agreements vNIC3 VM Network
v 6 Configuration wNIC2 VM Network
v 7 Select storage

VM Net k
8 Select networks VNICT etworl

vNICO VM Network

4 items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

Step 13 Click Next to go to 9 Customize template, with the Host I nfor mation Settings already expanded.

Note * The VMware vCenter Server 6.7, 6.5, ESXi version 5.5 or 6.0 has issue with expanding the correct
parameters. To override this issue, ensure that in the Customizetemplate > 03. vNI C Role Assignment
section, the following parameters are set as:

+ All the roles are set to ethO0.
« 16. Controller Setting > a. Crosswork Controller | P: crosswork.cisco.com
+ 16. Controller Setting > b. Crosswork Controller Port: 443
* For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM.

The Cisco Crosswork Data Gateway hostname should, therefore, be unique and created in a way that
makes identifying a specific VM easy.

Enter the information for the parameters as described in Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12.

Note When this menu is first displayed, there is an error "7 properties have invalid values". This is normal and
clear as you enter appropriate values.
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Step 14 Click Next to go to 10 Ready to complete. Review your settings and then click Finish if you are ready to begin
deployment.
Step 15 Check deployment status.

a) Open the vCenter vSphere client.
b) Inthe Recent Taskstab for the host VM, view the status for the Deploy OVF templateand I mport OVF package
jobs.

Step 16 After the deployment status becomes 100%, power on the VM to complete the deployment process. Expand the host’s
entry so you can click the VM and then choose Actions > Power > Power On, as shown in the following figure:

h cdg-vm-137 ACTIONS ™~

\I']ll Actions - cw-vm=137

Summary Monitor (
Power *» | ¥ Power On
‘ ‘ Guest OS » | B
Powered Off Snapshots =
VM Hardware VM Policies > 7
CPU Template >

Wait for at least five minutes for the VM to come up and then log in through vCenter or SSH.

Warning Changing the VM's network settings in vCenter may have significant unintended consequences, including
but not limited to the loss of static routes and connectivity. Make any changes to these settings at your own
risk. If you wish to change the IP address, destroy the current VM, create a new VM, and reenroll the new
one on the Crosswork Cloud.

Verify that theinstallation was successful.
1. Loginto Crosswork Data Gateway VM ViavCenter:

1. Locate the VM in vCenter and then right-click and select Open Console.

2. Enter username (dg-admin or dg-oper as per the role assigned to you) and the corresponding password
(the one that you created during installation process) and press Enter.
2. Access Crosswork Data Gateway VM Via SSH:

1. From your work station with network access to the Cisco Crosswork Data Gateway management IP, run
the following command:

ssh <username>@<M anagementNetwor kI P>

where M anagementNetwor k| P is the management network IP address in an IPv4 or IPv6 address format.
For example,

To log in as an administrator user: ssh dg-admin@<M anagementNetwor ki P>

To log in as operator user: ssh dg-oper @<M anagementNetwor kI P>
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\}

Note The SSH process is protected from brute force attacks by blocking the client IP after several login failures.
Failures such as incorrect username or password, connection disconnect, or algorithm mismatch are counted
against the IP. Up to 4 failures within a 20 minute window causes the client IP to be blocked for at least 7
minutes. Continuing to accumulate failures cause the blocked time to be increased. Each client IP is tracked
separately.

2. Input the corresponding password (the one that you created during installation process) and press Enter.

If you are unable to access the Cisco Crosswork Data Gateway VM, there is an issue with your network
configuration settings. From the VMware console, check the network settings. If they are incorrect, it is best
to delete the Cisco Crosswork Data Gateway VM and reinstall with the correct network settings.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Obtain the Enrollment Package, on page 82.

Install Crosswork Data Gateway Via OVF Tool

You can modify mandatory or optional parameters in the command or script as per your requirement and run
the OVF Tool (ovftool). See Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page
12.

\}

Note Ensure that you specify all the mandatory and optional parameters with the desired values when you build
the script. Parameters that are not included in the script are considered with their default values for deployment.

Below is a sample script if you are planning to run the OVF Tool with a script. The sample that follows creates
a Crosswork Data Gateway VM with the hostname of "dg-141" using two network interfaces.

#!/usr/bin/env bash
# robot.ova path
DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="Crosswork-Cloud"

Hostname="Hostname"
VnicOIPv4Address="<VnicO_ ipv4 address>"
VnicOIPv4Gateway="<VnicO ipv4 gateway>"
VnicOIPv4Netmask="<VnicO ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip address>"

NTP="<NTP Server>"
Domain="cisco.com"
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Step 2

Step 3

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_ for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=5$Vnic0IPv4Address" \
--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"
--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \
—--prop:"Vnic0IPv4Method=$Vnic0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address" \
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=$VniclIPv4Netmask" \
—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \
—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—

Open a command prompt on the machine where you want to install Crosswork Data Gateway.

Open the template file and edit it to match the settings you chose for Crosswork Data Gateway.

The sample shell script includes only the mandatory options. If you want to customize the optional parameters
in the OVF Tool command, see the Table 4: Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 13 for information about these parameters.

Navigate to the location where you installed the OVF Tool.
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Step 4 Run the OVF Tool using the script.
root@cxcloudctrl:/opt# ./<script file>
For example,

root@cxcloudctrl:/opt# ./cdgovideployVM197

Verify that the installation was successful.
1. Login to Crosswork Data Gateway VM ViavCenter:

1. Locate the VM in vCenter and then right-click and select Open Console.

2. Enter username (dg-admin) and the corresponding password (the one that you created during installation
process) and press Enter.
2. Access Crosswork Data Gateway VM Via SSH:

1. From your workstation with network access to the Cisco Crosswork Data Gateway management IP, run
the following command:

ssh <username>@<M anagementNetwor kI P>

where M anagementNetwor k1 P is the management network IP address in an IPv4 or IPv6 address format.
For example,

To log in as an administrator user: ssh dg-admin@<M anagementNetwor k| P>

To log in as operator user: ssh dg-oper @<M anagementNetwor kI P>

2. Input the corresponding password (the one that you created during installation process) and press Enter.

\}

Note The SSH process is protected from brute force attacks by blocking the client IP after a number of login failures.
Failures such as incorrect username or password, connection disconnect, or algorithm mismatch are counted
against the IP. Up to 4 failures within a 20-minute window causes the client IP to be blocked for at least 7
minutes. Continuing to accumulate failures cause the blocked time to be increased. Each client IP is tracked
separately.

If you are unable to access the Cisco Crosswork Data Gateway VM, there is an issue with your network
configuration settings. From the VMware console, check the network settings. If they are incorrect, it is best
to delete the Cisco Crosswork Data Gateway VM and reinstall with the correct network settings.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 82.

Install Crosswork Data Gateway on OpenStack Platform

You can install the Crosswork Data Gateway on OpenStack Platform in one of the following ways:
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* Install Crosswork Data Gateway on OpenStack from OpenStack CLI, on page 34

* Install Crosswork Data Gateway on OpenStack from the OpenStack UI, on page 48

Install Crosswork Data Gateway on OpenStack from OpenStack CLI

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.

\)

Note 1. This procedure lists commands to create networks, ports, and volumes in the OpenStack environment.
Please note that there are multiple ways to do this.

2. Al IP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin
Ensure you have the following information ready:

* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

» Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.

* Understand security group rules and policies before you create and use them.

Step 1 Download and validate the Cisco Crosswork Data Gateway qcow2 package:

a) Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your local
machine or a location on your local network that is accessible to your OpenStack. For the purpose of these instructions,
we use the package name " cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin" .

b) Extract the content of the bin file to the current directory by running the following command.

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

This command verifies the authenticity of the product. The directory contains the following files as shown here:

CDG-CCO_RELEASE.cer

cisco x509 verify release.py3
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco x509 verify release.py
cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

¢) Use the following command to verify the signature of the build:

Note The machine where the script is being run needs HTTP access to cisco.com. Please contact Cisco Customer
Experience team if access to cisco.com is not possible due to security restrictions, or if you did not get
a successful verification message after running the script.
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d)
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If you are using python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

If you are using python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Unzip the QCOW?2 file (cw-na-dg-4.0.1-65-r elease-20221130.bios.tar.gz) with the following command:
tar -xvf cw-na-dg-4.0.1-65-release-20221130.uefi.tar.gz

This creates a new directory that contains the config.txt file.

Complete the steps in Step 3 OR Step 4 based on the type of addressing you will be using for the Crosswork Data Gateway
VM.

Updatethe config. txt for a Crosswork Data Gateway VM with Static addressing.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config. txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdg1-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname

# Please enter the server's hostname (dg.localdomain)

Hostname=changeme

## Description

# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase

# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase

# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
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# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicO0IPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain

# Please enter the DNS search domain

Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
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### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
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NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60
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### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?

# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size

# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration
# The interface used for SSH access to the VM
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# Default value: ethO
NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

c) Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) (Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config. text. You
will need to specifiy the same IP addresses when creating the ports for the VM in Step 9.

e) Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
f) Proceed to Step 5.

Step 4 Updatethe config. txt for Crosswork Data Gateway VMsusing DHCP.

a) Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

b) Openthe config.txt file and modify the parameters as per your installation requirements. Refer to the section Cisco
Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdgl-nodhcp when using DHCP.
Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname

# Please enter the server's hostname (dg.localdomain)
Hostname=changeme
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## Description
# Please enter a short,
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask
# Please enter the server's
VnicOIPv4Netmask=0.0.0.0

## vNICO IPv4 Skip Gateway
# Skip statically assigning
# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address
# Please enter the server's
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway
# Skip statically assigning
# Default value: False

VnicOIPv6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's

VnicOIPv6Gateway=::1

### DNS Servers

Install Crosswork Data Gateway on OpenStack from OpenStack CLI .

user friendly description for display in the Crosswork Controller

for the dg-admin user. It must be at least 8 characters.

for the dg-oper user. It must be at least 8 characters.

the vNICO IPv4 address

IPv4 vNICO address if statically assigned

IPv4 vNICO netmask if statically assigned

or services

a gateway address to communicate with other devices, VMs,

IPv4 vNICO gateway if statically assigned

the vNICO IPv6 address

IPv6 vNICO address if statically assigned

IPv6 vNICO netmask if statically assigned

or services

a gateway address to communicate with other devices, VMs,

IPv6 vNICO gateway if statically assigned
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## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False
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## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
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SyslogCertChainPwd=
### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase

# Please enter the optional SCP user passphrase to transfer the enrollment package

EnrollmentPassphrase=

#### Static Parameters - Do not change this section

### Deployment Settings

## Deployment Type
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Step 5
Step 6

Step 7

¢)

Install Crosswork Data Gateway on OpenStack from OpenStack CLI .

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config. txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config.txt file for each VM using DHCP addressing.

e)

Proceed to Step 5.

Log in to the OpenStack VM from CLI.
Createthe resource profileor flavor for the VMs.

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

Createimage for OpenStack install.
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Step 8

Step 9

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

For example:

openstack image create --public --disk-format gcow2 --container-format bare --file
cw-na-dg-4.0.1-65-release-20221130.bios.gcow2 cdg-cloud-bios

Create the VM -specific parametersfor each Crosswork Data Gateway VM.
Create the following parameters for each Crosswork Data Gateway VM instance that you want to install.
a) (Optional) Create a 24 GB second data disk.

openstack volume create --size

Sample commands:

openstack volume create --size 24 cdg-voll
b) Createa security policy to allow incoming TCP/UDP/I CM P connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow
incoming connections from TCP/UDP/ICMP protocols.

openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_address>
openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip

<IP_address>
openstack security group rule create --protocol icmp open

¢) Createportswith specified |P address ONLY for Crosswork Data VM s using Static addressing.

Important  This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP
addresses for the ports are automatically assigned from the IP addresses allocation pool for the subnet.

openstack port create --network network name --fixed-ip

subnet=subnet name, ip-address=port ip address port name

Sample commands to create ports for CDG VMs with 1 NICs using static addressing:

openstack port create --network networkl --fixed-ip subnet=subnetl, ip-address=10.10.11.101
mgmt-portl

In the previous command, network1 is the management network in your environment, subnet1 is the subnet on the
management network, mgmt-port1 is the port that we are creating with the IP address as 10.10.11.101 for vNICO
as specified in the config.txt file for the VM.

d) Apply the security policy to the ports.
openstack port set <port name> --security-group open
For example,
openstack port set mgmt-portl --security-group open
e) Repeat Step 9 for all the VMs you will be installing.
Install the Crosswork Data Gateway VM (s).

Commandsto install Crosswork Data Gateway VM with 1 NIC that uses static addressing
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openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port>
--config-drive True --user-data <config.txt> --block-device-mapping
vdb=<volume name>:::true <CDG_hostname>

For example:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl
--config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping

vdb=cdgl:::true cdgl-nodhcp

OR

openstack server create --config-drive true --flavor cdg --image <image name> --key-name default

--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name> --user-data
<config.txt> <CDG_hostname>

Commandsto install Crosswork Data Gateway VM with 1 NIC with DHCP

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG hostname>

For example:

openstack server create --flavor <flavor name> --image <image name> --network <networkl>
--config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG_hostname>

OR

openstack server create --config-drive true --flavor cdg --image --key-name default --network
--security-group --user-data

Note The number of networks in the command to install the VMs depends on the number of NICs in the deployment.
For example, the command to install a VM with 2 NICs is:

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping
vdb=cdg-vol:::true cdg-bios-nodhcp 2NIC

Verify that the Crosswork Data Gateway VM swereinstalled successfully.
Run the following command to view the status of the installation of the VMs.

openstack server list

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| 0 | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-4ce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: 3 network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

After the status of the VMs is displayed as Active, wait for about 10 minutes, and check if the VM was
deployed properly and running as expected either from the CLI or the OpenStack Ul

From OpenStack CLI

1. Run the following command in the OpenStack CLI to fetch the URL of the VM instance.
openstack console url show <CDG hostname>
For example:

openstack console url show cdg-dhcp
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2. Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config.txt file of the VM. The Crosswork Data Gateway Interactive console is
displayed after you log in successfully.

From OpenStack Ul

1. Log in to the OpenStack UI.

Navigate to Compute > | nstances.

2
3. Click the Crosswork Data Gateway VM name. The link to the VM console opens in a new tab.
4

Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Crosswork Data Gateway interactive console is
displayed after you log in successfully.

What to do next

Proceed to adding the Crosswork Data Gateway with Crosswork Cloud. See Obtain the Enrollment Package,
on page 82.

Install Crosswork Data Gateway on OpenStack from the OpenStack Ul

Step 1

This section provides details of the procedure to install Crosswork Data Gateway on the OpenStack platform.

)

Note  All IP addresses mentioned here are sample IP addresses mentioned for the purpose of documentation.

Before you begin
Ensure you have the following information ready:

* Number of Crosswork Data Gateway VM instances to install.

* Plan your installation. Refer to the section Cisco Crosswork Data Gateway Deployment Parameters and
Scenarios, on page 12.

* Decide the addressing method that you will use (DHCP or Static) for one or more VMs.

* Have network information such as IP addresses, subnets, and ports ready for each VM if you are using
Static addressing.

» Understand security group rules and security policies before you create security groups to apply to the
VM.

Download and validate the Cisco Crosswork Data Gateway gcow2 package:

a) Download the latest available Cisco Crosswork Data Gateway image (*.bios.signed.bin) from cisco.com to your
local machine or a location on your local network that is accessible to your OpenStack. In these instructions, we
use the package name " cw-na-dg-4.0.1-65-r elease-20221130.bios.signed.bin™ .

b) Extract the content of the bin file to the current directory.
sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
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This command verifies the authenticity of the product. The directory contains the following files as shown here:

CDG-CCO_RELEASE. cer

cisco_x509 verify release.py3
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco_x509 verify release.py
cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

If you encounter any network connectivity issues, skip this verification and perform a manual verification as
explained in the next step.

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin --skip-verification
c) Use the following command to verify the signature of the build:

Note The machine where the script is being run needs HTTP access to cisco.com. Please contact Cisco
Customer Experience team if access to cisco.com is not possible due to security restrictions, or if you
did not get a successful verification message after running the script.

If you are using python 2.x, use the following command to validate the file:

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

If you are using python 3.x, use the following command to validate the file:

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab5l2

d) Unzip the QCOW?2 file (cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz) with the following command:
tar -xvf cw-na-dg-4.0.1-65-release-20221130.bios.tar.qgz

This creates a new directory that contains the config.txt file.

Step 2 Complete the steps in Step 3 OR Step 4 based on the type of addressing you will be using for the Crosswork Data
Gateway VM.
Step 3 Updatethe config. txt for a Crosswork Data Gateway VM with Static addressing.

a) Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

b) Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

Important  Make a note of the IP address that you are using to create the ports for the VM. You will need to specify
the same IP addresses that you enter here for the vNIC IP addresses in the config. text file for each
of the VMs.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdg1-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters

### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?

# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud
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### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 VvNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VNICO address if statically assigned
VnicOIPv6Address=::0

## vNICO IPv6 Netmask
# Please enter the server's IPv6 VNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False
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## vNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False
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## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name
# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI
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# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)
SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
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d)

EnrollmentPassphrase=
#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

(Important) Make a note of the IP address that you enter here for the vNIC IP addresses in the config.txt. You
will need to specify the same IP addresses when creating the ports for the VM in Step 9.
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Repeat Step 3 (b) and Step 3 (d) to update and save a unique config.txt file for each VM using static addressing.
Proceed to Step 5.

Step 4 Updatethe config. txt for a Crosswork Data Gateway VM with DHCP.

a)
b)

Navigate to the directory where you have downloaded the Crosswork Data Gateway release image.

Open the config.txt file and modify the parameters as per your installation requirements. Refer to the section
Cisco Crosswork Data Gateway Deployment Parameters and Scenarios, on page 12 for more information.

This is a sample config.txt file for a 1 NIC deployment with the host name as cdgl-nodhcp when using static
addressing. Mandatory parameters in this list have been highlighted.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 VvNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## vNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned

Cisco Crosswork Data Gateway 4.5 Installation and Configuration Guide for Cloud Applications [Jjj



Installation Tasks |
. Install Crosswork Data Gateway on OpenStack from the OpenStack Ul

VnicOIPv4Gateway=0.0.0.1
### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPvé6 address
# Default value: None
VnicOIPvéMethod=None

#4# vNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 VvNICO netmask if statically assigned
VnicOIPvéNetmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

#4## NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=
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## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=
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## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase

# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=
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## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO
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Step 5
Step 6

c)

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

Save the config.txt file with the hostname of the VM or a name that makes it easy for you to identify the VM for
which you have updated it.

d) Repeat Step 4 (b) and Step 4 (c) to update and save a unique config. txt file for each VM using static addressing.

e)

Proceed to Step 5.

Log in to the OpenStack VM from the OpenStack UL
Navigate to Compute > Flavor s to create the resource profile or flavor.

Enter details in the Name, VCPUs, RAM, Root Disk and Ephemeral Disk fields as shown in the following image
and click Create Flavor.

Flavor Information * Flavor Access

Name * . .
ame Flavors define the sizes for RAM, disk, number of cores
cdg-cloud-flavor and other resources and can be selected when users

deploy instances

DO
auto

VCPUs *

RAM (MB) *

Root Disk (GB) *

50

Ephemeral Disk (GB)
24 =

Swap Disk (MB)

RXITX Factor

1
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Create an image for OpenStack install.
a) Enter details in the following fields:

1. Image Name - Specify a name for the image you are creating.

2. File- Navigate to the directory where you have downloaded the Crosswork Data Gateway release image and
select the image.

3. Format - Select QCOW?2 - QEMU Emulator from the drop-down list.

4. Leave the other settings to the values as shown in the image.

b) Click Create | mage.

Create Image

Image Details Image Details

Specify an image to upload to the Image Service.
Metadata Image Name Image Description

cdg_bios_image

Image Source

File®
cw-na-dg-4.0.0-8-TESTOMLY-202207%

Format”

QCOW2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk

Choose an image ™ Choose an image v

Architecture Minimum Disk (GB) Minimum RAM (MB)

0 0
Image Sharing

Visibility Protected

Private Shared Public Community Yes No

X Cancel <Back Next » + Create Image

Create a security group policy to allow incoming TCP/UDP/I CMP connections.

OpenStack does not allow incoming TCP/UDP/ICMP connections by default. Create a security policy to allow incoming
connections from TCP/UDP/ICMP protocols.

Note You can create security groups and apply them to the VM even after the Crosswork Data Gateway is
deployed.

a) In the OpenStack UI, navigate to Networks> Security Groups..
b) Click + Create Security Group.
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Step 9

Create Security Group

Name *
Description:

sets of IP filter rules that are applied

cdg

Descripti

rules to the security group.

c) Specify the Name and Description of the security group. Click Create Security Group.
d) Inthe new window that appears to create security rules, click Add Ruleto create a security policy for each protocol
by specifying the direction, port range and the IP addresses range.

The security group contains two rules by default. Use the Delete Rule option to delete these rules.

Project / Network / Security Groups / Manage Security Group Rul

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)
+

Displaying 2 tems

O Direction Ether Type 1P Protocol Port Range Remote IP Prefix Remote Security Group. Deseription Actions

Displaying 2 tems

Create portswith specified |P address ONLY if you are using Static addressing.

Important  This step is required only if you are using Static addressing. If you are using DHCP addressing, the IP
addresses for the ports are automatically assigned from the IP addresses allocation pool for the subnet.

a) In the OpenStack UI, navigate to Network > Networks.

b) Depending on the number of NICs in your deployment, (starting with the management network), select a network
and click + Create Ports.

¢) Enter details in the Name and Fixed | P Address fields. Select the Enable Admin State and Port Security check
box.
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| o
Create Port
m Security Groups
Name

mgmt-port1

¥ Enable Admin State @

Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address

Fixed IP Address* @

MAC Address @

& Port Security @
VNIC Type @

Normal

Binding: Host @

Description:

You can create a port for the network. If you specify
device ID to be attached, the device specified will be
attached to the port created.

Step 10 Navigate to Compute > I nstances. Click Launch Instance in this page.

A Launch Instance window appears to start the VM installation.

Step 11 In the Details tab, specify the VM name in the I nstance Name field and the Count as 1. Click Next.

Note For larger systems it is likely that you will have more than one Cisco Crosswork Data Gateway VM. The
Cisco Crosswork Data Gateway name should, therefore, be unique and created in a way that makes
identifying a specific VM easy. We recommend that you enter the same name you had specified in the
Hostname parameter in the config. txt file for the VM.
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Step 12

Launch Instance

Source

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

Project Name

admin

Instance Name *

test_instance

Description

Availability Zone

nova

Count *

1

Total Instances
(100 Max)

I
3%

Bl 2 Current Usage
1 Added
97 Remaining

< Back Next >

Installation Tasks |

In the Sour ce tab:

a. Select Boot Source - Select | mage from the drop-down list.

b. Create New Volume - Select No.

c. All images available in the OpenStack environment are listed under the Available pane. Click
image. Doing this will now move the image to the Allocated pane indicating that you have selected the image.

d. Click Next.
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Launch Instance

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
Details ) . .

snapshot}, a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

Select Boot Source Create New Volume
Flaver * Image v Yes | No
Networks *

Allocated
Network Ports Displaying 1 item
Security Groups Name Updated Size Format Visibility
Key Pair » cdg-cloud-bios-6 7/22/22 5:03 AM 1.41 GB Qcowz Public +
Configuration Displaying 1 item
Server Groups W Available Select one
Scheduler Hints Q  Click here for filters or full text search. x
Metadata Displaying 1 item

Name Updated Size Format Visibility
> cdg-cloud-uefi-6 7122/22 5:14 AM 1.41 GB Qcowz Public S
Displaying 1 item
% Cancel < Back Next > |
. . . o .
Step 13 In the Flavor tab, in the Available pane, for the flavor you want to select for the VM, click to move it from the

Available pane to the Allocated pane. Click Next.
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Launch Instance

Detall Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks * .
w Available Select one
Network Parts
Q | Click here for filters or full text search. x
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
% Cancel < Back Next »
Step 14 Assign networks to the VM. Depending on the number of vNICs in your deployment, select up to 3 networks for the

VM by clicking ™ for each network from the list of networks in the Available pane. Doing this moves the selected
networks to the Allocated pane. Click Next.

Important  The order in which you select the networks is important. In a 3-NIC deployment, the first network you
select will be assigned to the vNICO interface, the second to the vNIC1 interface and the third to the vNIC2
interface.
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By

Launch Instance

Networks provide the communication channels for instances in the cloud.

o

Details *
v Allocated Select netwarks from those listed below.
Source
Network Subnets Associated Shared Admin State Status

Flavor *

#1 > network1 subnet1 No Up Active +

32 > network3 subnet3 No Up Active +
Network Ports

+3 > network2 subnet2 No Up Active +
Security Groups
Key Pair v Available Select at least one network
Configuration Q x
Server Groups Network Subnets Associated Shared Admin State Status
Scheduler Hints » network2-nodhcp subnet2-nodhcp No Up Active +
Metadata > network3-nodhcp subnet3-nodhcp No Up Active +*

> network1-nodhcp subneti-nodhcp No Up Active o~
® Cancel < Back Next »

Assign ports to the VM.

From the list of ports that are displayed in the Available pane, click

to move the port to the Allocated pane. .
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Launch Instance
Detail Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of
elals both.
Source v Allocated Select ports from those listed below.
Flavor Name P Admin State Status
Networks +1 > north-port2 on subnet subnet2-nodhcp Up Down +
Network Ports i
_ v Available Select ane
Security Groups Q
Key Pair Name P Admin State Status
Configuration > south-port2 on subnet subnet3-nodhcp Up Down +
Server Groups
> mgmt-port2 on subnet subnet1-nodhcp Up Down L
Scheduler Hints
Metadata
% Cancel < Back Next > & Launch Instance
Click Next.

Step 16

pane to the Allocated pane. .

Assign Security Groupsto the VM by moving the security groups you wish to apply to the VM from the Available

In the following image, 2 security groups - default and cdg, are applied to the VM.
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Launch Instance

Select the security groups to launch the instance in.

Details *
+ Allocated
Source Name Description
Flavor * 0
v default Default security group v
Networks *
Direction Ether Type Protocol Min Port Max Port Remote
Network Ports egress 1Pv4 - - - 0.0.0.0/0
ingress IPv4 - - =
Security Groups 9
ingress IPv6 S o >
Key Pair egress IPv6 - - - /0
Configuration
Server Groups v cdg Security group for CDG deployment on openstack L 2
Scheduler Hints Direction Ether Type Protocol Min Port Max Port Remote
egress IPv6 - - - /0
Metadata
egress IPv4 - - - 0.0.0.0/0
“ Available Select one or more
Q x
Name Description
> open open +
X Cancel < Back Next >
Click Next.

Step 17 In the Key Pair tab, click Next.
Step 18 In the Configuration tab:

* Click Choose File to select and upload the config.txt file you had modified and saved for the VM.

* Select the Configuration Drive check box.
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Launch Instance

Details

Source

Flavor
Networks
Network Ports
Security Groups
Key Pair

Server Groups
Scheduler Hints

Metadata

% Cancel

You can customize your instance after it has launched using the options available here. "Customization Script” is

analogous to "User Data" in other systems

Load Customization Script from a file

[ Choose File | No file chosen

Customization Script (Modified)

AuditdAdd
AuditdPort

Disk Partition

Automatic

@ Configuration Drive

Step 19 Click Launch Instance.

OpenStack begins installation of the VM.

<Back

Content size: 1.48 KB of 16.00 KB

N

Next> & Launch Instance

Step 20 Repeat Step 9 to Step 20 of the procedure to install all Crosswork Data Gateway VMs.

Verify that the Crosswork Data Gateway VMswere installed successfully.

1. In the OpenStack UI, navigate to Compute > I nstances.

2. The list of Crosswork Data Gateway VMs that are installed and being installed is displayed here.
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Red Hat OpenStack Platform Project Admin Identity

Project ~ Compute Volumes ~ Network ~ Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

O Instance Name Image Name IP Address Flavor
network2 - b

(] cdg-bios-dhcp cdg-cloud-bios-6 network3 -~ _ _ __ ! Mot available
network1 * )

A Crosswork Data Gateway VM that is being installed will have the Statusas Build, Task as Spawning
and Power Stateas No State.

3. Once the VM is successfully installed, the Status changes to Active, Task is None and Power State as
Running.

[

Red Hat OpenStack Platform Project Admin Iclentity

Project v Compute Volumes ~ Network Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

J  Instance Name Image Name IP Address Flavor
network2 -

] cdg-bios-dhcp cdg-cloud-bios-6 network3 * cdg-cloud
network1 -

4. After the Status changes to Active, wait for about 10 minutes.
Click the Crosswork Data Gateway VM name. The link to the VM console opens.
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5. Log in as the dg-admin or dg-oper user (as per the role assigned to you) and the corresponding password
you had entered in the config. txt file of the VM. The Interactive console of the Crosswork Data Gateway
is displayed after you login successfully.

What to do next

Proceed to enrolling the Crosswork Data Gateway with Crosswork Cloud by generating and exporting the
enrollment package. See Export Enrollment Package, on page 82.

Install Crosswork Data Gateway on Amazon EC2

You can install the Crosswork Data Gateway on Amazon EC2 in one of the following ways:

* Install Crosswork Data Gateway on Amazon EC2 using CloudFormation Template, on page 72

* Install Crosswork Data Gateway on Amazon EC2 Manually, on page 73

Install Crosswork Data Gateway on Amazon EC2 using CloudFormation
Template

Step 1
Step 2

Step 3

Step 4

Step 5

Step 6

Installing Crosswork Data Gateway on EC2 using CloudFormation (CF) templates involves creating a template
(YAML formatted text file) which describes the VM resources and their properties. Whenever you create a
stack, CloudFormation provisions the resources that are described in your template and installs the VMs.

Before you begin
* Ensure that you have met the requirements specified in the section Amazon EC2 Settings, on page 8.

 All the Cisco Crosswork VMs have been installed.

Log in to AWS and search for the CloudFormation service. The CloudFormation dashboard opens.
Click Stacks from the side menu.

All existing stacks in the environment are displayed here.

In Step 1 - Specify template, select the following settings:

a) Under Preparetemplate, select Templateisready.

b) Under Template source, select Upload a templatefile.

¢) Click Choosefile, and select your CF template (.yaml file).
d) Click Next.

In Step 2 - Specify stack details, enter relevant values for the stack name and each parameter field, and click Next.

Note The parameter field names visible in this window are defined by the parameters in the CF template.

In Step 3 - Configure stack options, enter the relevant values for the settings based on your production preferences.
Click Next to continue.

In Step 4 - Review, review the settings you have configured.
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Step 7 Select the acknowledgment checkbox, and click Create stack to start the VM installation.

Verify that the VM swereinstalled successfully

1. In the CloudFormation dashboard, click Stacks from the side menu to view the list of stacks.

2. Select the stack you installed. The stack details are displayed on the right. Click on each tab in this window
to view details of the stack creation.

The status of the stack in the Eventstab will be CREATE_IN_PROGRESS

3. After the stack has been created:

* The status of the stack changes to CREATE_COMPLETE and the Logical ID displays the stack
name.

» The Resour cestab displays details of the all the resources that the CF template has created, including
the physical IDs.

» The Output tab has details of the VM's interface IP addresses.

4. Click the Physical 1D of the VM instance in your stack.

Doing this will open the Instances window in the EC2 dashboard with details of the selected VM instance.
Click Connect (top right corner).
In the Connect to instance window that appears, click the EC2 Serial Control tab and click Connect.

Click on the EC2 serial console tab. Click Connect to connect to the console of the VM.

© N o O

Log in to the VM as a dg-admin or dg-oper user using the password you configured.

The Interactive Console of the VM is displayed on successful login.

Install Crosswork Data Gateway on Amazon EC2 Manually

Follow these steps to install Crosswork Data Gateway on EC2.

\}

Note * The Launch Instance workflow offers a wide range of launch options that you can configure based on
your requirements. The following procedure lists the mandatory settings that should be configured to
install the Crosswork Data Gateway VM successfully.

* The steps in this procedure explain the installation of a Crosswork Data Gateway VM with one interface.

Before you begin
Ensure that you have the following information ready before deploying the Crosswork Data Gateway VMs:

* Ensure that you have met the requirements specified in Amazon EC2 Settings, on page 8.
* All the Cisco Crosswork VMs are installed.

* Decide the number of Crosswork Data Gateway VM instances to install.
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* Have the Crosswork Data Gateway AMI image saved in a location accessible to your AWS.

Step 1 Preparetheuser data for the Crosswork Data Gateway VMSs.

a) Prepare the user data for Crosswork Data Gateway VMs. See Cisco Crosswork Data Gateway Deployment Parameters
and Scenarios, on page 12 for more information about the parameters. Sample user data for a VM is attached here
for your reference. Important parameters have been highlighted.

For Amazon EC2 deployment, this document assumes that a user of this procedure is familiar with AWS and the
CloudFormation concepts, and as such, the CF template creation is out of the scope of this document. In the example,
AwslamRole is an optional parameter for the Amazon EC2 deployment.

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## vNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False
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## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 VvNICO netmask if statically assigned
VnicOIPvéNetmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from the
Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple DG
instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC 8190
or its predecessors, reject, accept, or request confirmation during initial configuration

# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)
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DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from the
Default Gateway role
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SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from the
Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers

ProxyUsername=

## Authenticated Proxy Passphrase
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# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved using
SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS certificate
file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package using
SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO
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NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

b) Repeat the previous step to create the user data for each Crosswork Data VM that you plan to install.

Step 2 Install the Crosswork Data Gateway VM.

a) Loginto AWS and search for the EC2 service. The EC2 dashboard opens.
b) Navigate to Launch Instance pane on the dashboard and click Launch Instance > Launch Instance.

A Launch an Instance window appears.

¢) Inthe Nameand tags section, enter the name of the Crosswork Data Gateway VM.

d) Inthe Application and OSImages (Amazon Machine | mage) section, click My AMIs> Owned by me and select
the Crosswork Data Gateway AMI image in the Amazon M achine I mage (AMI) field.

e) In the Instancetype section, select the t2.2xlarge instance type (both production and lab environment) for the
Crosswork Data VM you are deploying.

f) Inthe Key pair (login) section, select a Key pair name from the drop-down list.

Note Cisco Crosswork does not support key-based authentication. This is an AWS requirement and will not
be used by Cisco Crosswork.

g) Inthe Network Settings section, click Edit.
1. Enter values in the following fields:
* VPC: Select the appropriate VPC for your environment.
* Subnet: Select the subnet that you wish to assign to the management interface.
* Auto-assign public I P: Select Disabled.

« Firewall (security groups): Specify a security group for the VM. You can create a security group or use
an existing security group that you have already created.

After you have entered the details above, under Advanced network configuration, a Network I nterfacel
is automatically created.

2. Update the Description, Primary | P (vNICO IP address from the user data), Subnet, Security groups.

h) Inthe Configure Storagesection, click Advanced and click Add new volumeto add an additional partition for your
VM. Update the following fields for the newly created volume.

» Device name: /device/sdb

+ Size (GIB): 20 GB or 520 GB. If you do not specify a size, the default size of 50 GB is considered.
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When extra disk space is required for processing additional dossier collection, you can add node disk.

+ Volume type: We recommend using gp2 or gp3.

i) Inthe Advanced Settings section, update the following fields.
* |AM instance profile: Select the AWS IAM role that you had specified in the user data or create a new role.
» Metadata accessible: Enabled.
» Metadata version: V1 and V2 (token optional)
* Metadata response hop limit: 2

* User data: Copy the user data that you had prepared in Step 1 and paste it within the window here. If you are
providing the parameters in a base64 encoded format, select the check box.

Note Ensure that there are no leading white spaces when you paste the user data otherwise the deployment
fails.

Step 3 Click Launch Instance. AWS EC2 initiates the installation of the VM.
Step 4 Repeat steps 2 to 4 to install the remaining VMs.

Verify that the VM swereinstalled successfully.

1. In the EC2 dashboard, click Instances from the menu on the left to view the VMs that were deployed.
You can search for the VMs using the name, attributes, or tags.

Wait for about 20 minutes for the VMs to be deployed.
After the VMs are launched successfully, they have the | nstance State as Running.
To verify that the VMs were installed successfully, select a VM and click Connect (top-right corner).

In the Connect to instance window that appears, click the EC2 Serial Control tab and click Connect.

ag &~ w DN

Log in to the VM as a dg-admin or dg-oper user using the password you configured in the user data.

The Interactive Console of the VM is displayed on successful login.

Generate Enroliment Package

Every Crosswork Data Gateway must be identified by an immutable identifier. This requires generation of
an enrollment package. The enrollment package can be generated using any of the following methods:

* By supplying Auto Enrollment Package parameters during installation process (see Auto Enrollment
Package under Table 4: Cisco Crosswork Data Gateway Deployment Parameters and Scenarios.).

* By using the Export Enrollment Package option from the Interactive Console (see Export Enrollment
Package, on page 82).

* By using the Display base64 Encoded Enrollment Package option from the Interactive Console (see
Create an Encoded Enrollment Package, on page 83)
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The enrollment package is a JSON document created from the information obtained through the OVF template
populated by the user during installation. It includes all the necessary information about Crosswork Data
Gateway required for registering, such as Certificate, UUID of the Crosswork Data Gateway, and metadata
like Crosswork Data Gateway name, creation time, version information, and so on.

If you opted not to export the enrollment package during install, then you must export or copy it before you
can enroll the Crosswork Data Gateway with Crosswork Cloud. The steps to do so are described in Obtain
the Enrollment Package, on page 82.

\)

Note The enrollment package is unique to each Crosswork Data Gateway.

Sample enrollment packages in JSON format is shown below:

{

"name": "cdg450-testO1l",
"description": "cdg450-testO1",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 1,
"base vm": "true"
}!
"interfaces": [
{
"name": "ethO",
"mac": "XX:xXX:xxX:xx:xx:xx'",
"ipv4Address": "x.x.x.x/24",
"roles":

"ADMINISTRATION, CONTROL, DEFAULT GATEWAY , EXTERNAL LOGGING, MANAGEMENT,NB EXTERNAL DATA,NB SYSTEM DATA, SB DATA"

}
] 4

"certChain": [

"ML TJc ) CCBVogRAw IRAGTUVBE 8nViopCeDRA+Y ZG6t z TEve/mEwWDQY JKOZ ThveNAQFENBOAWL DET MAKGAT URCoWCRECKHTACBGNVEAMMEG] hiomF zLINNKZzQ1MC
10ZXNOVDEAVBAXDT T 2VDIWMIE 3MIQ0OVAXDTQAMD TV EMIQOCVOWL DET MAKGA] URCGWCRECKHTABGNVEAMVEG HoE L Nk ZzQ1MC1 0ZXNOMDEXMI TETANB
gkohki GOWORAQOFFAAOCEASAMI TRCGKCRARA G TWy TDi 6F01 ecovhitJoGagARPO320BkZ3s07QgpkatyJal HUY TeseGi OrAPK £2DX0eTZ1 OK5 JphDKL RnSze 6X.JBM
KNoalNyhRTEXCR/ Dds 51RAMDIaWY3NdIuY 1 JL Kooy pabot takl GsOF XNugRmARL3Xr MVYboRDkwE 7YE SWEMNsZE TEREDEEVMEMC3xe Tul 9FLKULS18FaPgt2cIN
Y1K9Z01 KR OHPOMEGHABNE Oy tEF KCATY JKlwhRrooXUcooeX L Hyg1 29XuKMIAS8Byurdit R/ Oth VAZEFFIMG /mncVrvoGONHEpxoX 1 6ZMPKDy L eHRKyX6FORD
kwPD3ysET/HrXsVOpt8al T QeaQKVEOskVENZ0ksR8DZK/ g8QUWEWORSNNG8HGAvEAZVKoy T rpd 30F rsXs Ao TXSEAT 1viNikoZOKD 21 T DK 7S YTOANHRK I ATKRU
YTIVHDOZE 30C50HRVZ AN IIMAi t+oRaUAY7IXGRUYyYDe/ Frivinog L bEE80ssAB1 Ginez/<04 aFtAu 3UANEWR T SEZuSLAoPD/ Psgflol BoYFhnugy/ SUmd SHR2PYXZuT
YIRKONXGEAZDAOE6ZSViaZPrf BB vAm/ 21+ PPHT Y1 Ty XRWEMCX 7 Zuixt £y ZHoH3xSg TrGVigkte4XaNL/ 1VKHoA2SKKWAM)/ 1/ SVOFDNKO1 fiPt InlIgR1en
K0S K301 cj z1 TEL PUPvWKKOZK 3xGAGD5 T Zor WK50GHV L 1 kaHOCDI VoDt HPVEVOYMB 0Ty cVivBUOHTL DU 301 DC1 26kORCT26maJRi 35INANp I szh2
CBRRAYH6hy 7rZaTMIC/UnERZARTAKABodov] yr Dx fOxegSNvE4 7 /GP+L Len9JeaRhUOGE F8xANINHXVHB T £J72H] T1HL sTRB73+VAw3rQC921 sSTKBs:NBYASSQm+ TRa
Ze6PwAlvad] ful VYs TPl 9L SheCePzBoKZAzg1 7/A2T5h8XSV52HZ TshOPgUyalNo jvBi /+/ OpL 3w E ThawVAm] EOTO=K Y N1 NcwHISBOSEX ) G /Ll 15 GNEHGY
nAUZE AR RNPE2ZHIUZN A2AT 112 5T hdAdoHDeDwt sMiMOgy TkSmBe5YS 2 DvZmIE2pf 85AY Obr VU Rep0z4 603D+ ZE tUNODPYN6 M By F+OZThs 7T EHUNKZ1WKCLEM
sevdJc0ge6e0aMhEF21 D261 B 26Y5Y 99muBREQPOL &0t caY FhOR2F YeRIGROGDNSOAKE ZHBoIT ZhONUy P vl H/IERUFAT ENGOOQPY 3+ MK IKXOBLAME2He
ORI T DAQPBOAGI MIGIVBOGA] UADgIREERBcosvg VkepgHBUZ2UHS 1 51 TZAFBONVHVEGDAGEREcosvg U VkopgHBUZ2UHS 151 TZAPBNVHRVBAF SEBTADACH/MDUG
AUV CRG] R 7L IANKZ Q1M1 0ZXNOMEXGHREYIWShey 1§ ZGCONTAE AV ZAAMIANBokohki GOWORACOFAAOCRARACT 7 KRAAZ8RCSMVTYx9xeEMs 1 PXTXEEDZ
DoresdIs1SVUDoolpl KaQashy Yty DB fwzipSgYAHLy] Tkyr B IVOVIGREGKSAL/ /AMa t TRch IS T06E YOJGhe fF GOV AZ,/Gil/ HI QuxPoDalEHG/ SNKPH3ZR0/MEDX2vKsG
LrpYFTUDER2r DOANEHMC ueNeDePYMUIE SHIQET /goau31BEGUUT Gy g f AMZ MEFCs /RIKTIXR/ YzoCAR L Joi ZRTUZHX3r Ya2u YXBONTVIRXAVRS61 r342dTY5/ TwdE
ZZHL OSIIH XozOHFFHRWAMCT 04SSR SaFgA+A3EURZVZRGE B owat B/ JZ0RO0KVS LZ9YGVDEX 7091 ANKATRZSFS8UHVZueDLXstrrR1 BiC/agHoo31 XTHIZKXA9
4734TSBYT151 TuJZAZIXAYT YROyOY Yo 7534 /up0U0amess/HaQouE1 OB1 YS+/ cRnF SrAQT Or QT TKA3GAGE A0VTXEKEY JrKDITK 7AH TORNCABANT 1Y ANHORSvyrMCF T
JAR] ZIY U5/ 22Nog62L Tk IR 7s8sBz U TrdCIx0AZF i HOFS 3R] v ZArBoYPkzAGL QBeAr] sIwOHSAVROxyOG2WEgcaSCe8PEIRFERVHO1 3A0v8n JoseX faPHyuhenD
OWKEE W/ PSoprrVByitnePLa) o2 BoDIo8yB8zPOyN yEPSDCIT Zoviind ez, /07 4AnBa00 3o KeHsQwl W E MM VR XA LU 3srhnoPESgK82rBS0/ChsiSoz.
WGEOKKPGTANRA G RXBRXOUZ Yy xS sPnitMINYRec O TEWAa TRa 9sr VDGR 7E LS 3hHe B/ AV K AX iNROY TAHARHX TnZ-HKXaBKHTyBLE S5 Jrd LNy GXCEU/uvodi
FOBuWiOHhhaZC8y G55 /AKAHan VRS £SA TR3TYTCIAKES Tay/ GHv1uaZDz SKER U ANC-OndpoCFePaAXK 74 DePrl JYu3X T Rz ALKRORa28G3Y1 1 v DOK A0 THI T
11YCAE1 0C530mool e MARFHYUGT 0sMfrs 1 DrCiol yn63kndBrzzz2dH 9t ip0eFBOH0SGodoSaf YXnpZ5zr 2Nt 61 eB8CvBGAT EXKoCgKK T Sv/Vehr PR LI FAdUBCY
o B0 HONFEDA MBI Ig A4 DL wkoPRBGVSE 7 finMBzGL AT HR Diree] 06y ] L et W3S 71 Xy Ya3b judML AT/ R EZ SGYE N B iz ="
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] r

"version": "4.5.0 (branch dg45x - build number 19)",
"duuid": "a3bf6411-1ad0-418c-9957-eb199e9395e0",
"profileType": "VM_PROFILE_ STANDARD"

Obtain the Enroliment Package

You can obtain the enrollment package by exporting or copying and pasting the encoded contents of the
package to create an enrollment file.

Step 1 Log in to Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select Get Enrollment Package.

Step 3 Select Export Enrollment Package or Display base64 Encoded Enrollment Package.
Step 4 Click OK.

What to do next

Depending on the option that you have selected, obtain the enrollment package referring to Export Enrollment
Package, on page 82 or Create an Encoded Enrollment Package, on page 83

Export Enrollment Package

To enroll the Cisco Crosswork Data Gateway with Crosswork Cloud, you must have a copy of the enrollment
package on your local computer.

\)

Note Thisis needed only if you have not specified Auto Enrollment Package Transfer settings during installation.
Otherwise, the file will be copied to the SCP URI destination you selected after the VM boots. Proceed to
Register Crosswork Data Gateway with Crosswork Cloud Applications, on page 84 if you had already specified
the Auto Enrollment Package Transfer settings during installation.

Step 1 Log in to the Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select 1 Get Enrollment Package.
Step 3 Select Export Enrollment Package.

Step 4 Click OK.
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Create an Encoded Enrollment Package .

Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

T o~ noEE

o [

Step 5 Enter the SCP URI for exporting the enrollment package and click OK.

Note ¢ The host must run an SCP server. Ideally, you should export the enrollment package to the local computer
you’ll use to access the Crosswork server.

« If you are not using the default port 22, you can specify the port as a part of the SCP command. For
example, For example, to export the enrollment package as an admin user, placing the file in that user's
home directory with port 4000, you can give the following command:

scp -P4000 admin@<ip address>:/home/admin

* The enrollment file is created with a unique name. For example:
9208b9bc-b941-4ae9-b1a2-765429766127 json

Step 6 Enter the SCP passphrase (the SCP user password) and click OK.

Step 7 If you could not copy the enrollment package directly to your local computer, manually copy the enrollment package
from the SCP server to your local computer.

What to do next

Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 84.

Create an Encoded Enrollment Package

You can create an enrollment package file on your local machine by copying and pasting the package contents
from the interactive console. The content is secured in the JSON format and encoded using the Base64 schemes.
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Step 1 Log in to Cisco Crosswork Data Gateway.

Step 2 From the Main Menu, select Get Enrollment Package > Display base64 Encoded Enrollment Package. The enrollment
package content is displayed on the console.

ewog ICJuW111 jog InNkZyOxNzAuY21zY28u Y29t 1 iwk ICAiZ6VzY3JpcHRpb24i0iAiRGUZX12N
1iwKICAicHJuZm1sZ2S16 IHSKICAGICJ jcHUi0iAxMiuKICAG ICItZW1ucnki0iAONYwK ICAGICTu
aWiNz I jogMyuKICAg ICT i YXN1X3Zt 1 jog InRydWUiCiAgf SwKICA1ab50ZXInYUN1cy 16 IFsKICAg
IHsKICAg ICAg InShbUUi0iA i ZXRoMC ISC iAg ICAg ICILYWMi0iA iMDAGNTAGNT Y6 YHUGOWUGYZU i
LAog ICAg ICA1aXBZNEFKZHJI 1c3Mi0iAiMTkyL jE20C41L JE3MCBYNC IsCifg ICAg ICIyb2x1cy16
ICJBRE1J Tk 1 TUFJBUE1PT i xERUZBUUXUXOdBUEUXQUksRUhURUJOQUxE TESHRO 10RyxNQUSBROUN
RUSU Igog ICAg Sk ICAg IHSK1CAG ICAG InShbUUi0iA i ZXRoMS IsCing ICAg ICTtYWMi0iAiMDAG
NTAGNTY6 YWUBZTABMZL i LAog 1CAG 1CA1aXBZNEFKZHJ 1c3Mi0iA iMTAUMTQuUMCAxNzAVMTY i LAog
1CAg ICAicnIsZXMi0iAiQOIOVFIPTCx0Q19FUFRFUKSBTFIEQURBLESCX INZU1RF TUIEQURB Igog
1CAgE SwK1CAG THSKICAG ICAG ImShbWUi0iAiZXRoMi IsCiAg ICAG ICTtYWMi0iAiMDAGNTAGNTY6
YUUBMZQ60Tc i LAog ICAG ICAIcmIsZXMi0iAiUBJF REFUQS IKICAY IHOK ICBALA0g ICJ jZXJOQZhh
all4i0iBbCiAgICAI TU1JS1dgQONCUULNQXdJQKFNSUUSHUI4VZ 1XC jZEADBTAFNRUEISZnpJckdn
A1F3RFFZSktullk10dnNOQUFF TkJRQXALVEYMTUFrROEXUUUDZ3dDUKY jeEdqQU1CZOSWQKFNTUUX
TmtaeTB4TnpBdUkybHp2ZM jh1WTISAE1CNFhEVE 16 TURFEE1URTRNRGt4T 1 ZuWERUUXpNREU4 TUpF
NE1Ea3h0Un93S1RFTE1Ba0dBMUUFQ2d3Q1JF Y3hHakF2QndOUkJBTU1FUOSrlnkueES6QXUZHnx6
WT14dUky0XRNSU1FSWpBTkJna3Foa2 IHOXcuQkFRRUZBQUIDQKE4QU1JSUYDZ6 DOKFFQXFKRnUzZ
U1FJCE 1qZUVyLyt5bUhsZUVySFAOZUN3a2 IxSk IyckguUnFFSkJHbnRFdX 1XQUx10WRZYXR jYUFN
QUIUS31pU1k3MzFNUyIuU3 14 TXpgMOISUXBi T1UgQTYOZWtrbEpnUEIuQk 1HY jREMMZt bUZLCEUL
bkUYAERKU jNhUINQTOpTa 12p2Z3ZRSOt kUXN4MnUPanpud jJ ¥UzJMU1BLZUIyK1d4MDZZT TRnNzZZ
KOsOSXhPcUR2a TNQ YkJydDBOU3BUeks uZGZPd TAzRWkZaDRrdEdnUnhESnB4YzB52U 1 PWX04SXNn
dFY¥4d jFBSEVBUEhhcUNUZUZXa295d0hHYU1SLzd0bkhS TUNyODBoSNRDCHINMGSZc3Y0d0k0eU 1E
UkAOW 1 1SUDhRc TFFWFhCb 1hu THBq TGFQY2psMEJuR3AWZWZK T6xCHESUQUR IUKRHZANQUZhJQUAT
S1dqUUZzUnVScn1QZDRFY IVHNNZ2M1ZNSOpOMKE4NK tzZ3UwR0dr TWILUDZFAENSWWR6 ¥ 1UMbUBS
aEJxTUJnc1p6Y1k3RF1TdWt jd3V IMXN jUXJkdk11MORnSk1Q2Xcu)21zQUYiL2NP23 1 EaUpL2Us4
NHUUMUVEZ jUnMUp3YUY4¥n25e jB jSWAdtUUVEQT 1MMysOekx5U jJ4LO 1k YXZud 12ueENSMENZbHpU
NSt INFQUUE t4TH1CHz 16 TXNOZnhScnBOe 1UHQZNENGF 12UJ2U1 pXUGF i Rku1MUZTKZ 1DQnNOcHQO
QWRpAVZMMn 1zL0g 1b1J0SkInUENpUURYZT 1yZWh 1LOFYUUB6eDJxb1Bnan5TQ jYudk tMR jNsN25y
MEZ0T1duQOYr TKEZUFFKSUtMZkx 1aEF JNn IxZHRnSTEydWdXM1VuUHNnS 1 ICRDNNa j2yMnUgMS9x
VEtXdzk2b 1dkbnFEbFd iQ3FUen1BUGppRkJMbk 10U jONYUhWbXARYTBiRUCZRXh4e69 jcU1KZktP
bXNpUOUhSOILNUZpNTR4MZAr06kuNX 1UUU Imdk4rbzhVa®xEAF 1RaHF iMURZTFBLRKkszV 1 ptWEpD
UHU4NnU1Y1JrUUNKMXRt ZnBOSEXSAV 13UnF3alldCS6JJ2zg uli95 Y2JoN i t vZ692209MSzRrUNZ4
RzF¥d692cHAGU 190U jdSVESY j14bTg4NnRpd 116RDA0CGUxbytEc jhEU1d YcGy3eXErZk 1kZEgz
WXhRUFF4Qz IrRStEdzJoRnd tV j1hR2g1TE1IKZpQUTIWAWEWCWZ5eXFKb 1 pUNUKSQURYREpZAESS
NZ1uMH1aWTBueV1aZ2t IR2822U1JaESQR3V0QZ YzNGySdkpBQ 1 EulXp02Z1cSe i83d0MyOEpuVERM
¥31XUTUKUDR iMThy Y TBtMXBKRZzBzNMTgxWF pkcDF uS11QMHZCUmhuUKN jSEB5eWxD TX2GbUt2UKRG
i tZb2xHQ3NulinYOSHJIZ TzJWAUNNSUQyUNZXbOxBb2JuQS tsMy tZUGh TNSsxeDJKMHYzMnR jNWUn
WnpBNW 1K2Gp 1 TEszODAURZdpU2x4UnJ5bU10MXdzdkhXaUF 1Lz 14 TX 1xUnRi0690UTE2dDd YMGgz
RDBS YnNnUnFCRW1NaOROAUpUKZpoUkhOM 1USNEIEN 1Ur bUF pcXJnMOxBU i tkb2UrdkNUc 1Ava i t3
aGduUUIYUXBt T1ULVE ] RMnNub jdxSE1GOXNrZFhDQ3ppN3 IMOXcrMFh4ZH1a T2xURzA1dFFFS2Ex
LOg3TWtaUn1NcH1x TWNuUUINWUErU1ZFMSISYXBzdUxnNmtXS jh3eUNrUnd vUUpOTHAJREFRQUJu
M293ZURBZEJnT1ZIUTRFRndRUTJ 1W1022GNyaHJZRnNt 265JcFpCazR3UHRNY3d 1d11EV] IuakJC
23d6bOFUMkhall jZkY3Jocn26¥21kbk lubkJrNHA YAE1 jaOR3WURWU jBUQUF ILOJBUXABAOUCL3pB
bEJnT1ZIUKUFSGpBY2doRnpaRZNOTUR jdOxt TnB jHk52T610dnJZSUhZM1Ju TFRFMO1EQUSCZ2tx
aGtpRz 13MEJBUTBGQUFPQOJBRUFMXZEWG 1RAKEZ TOFZbEISUWZ2a32ZpUkuul20zU1J INT IBOWFK
L31KeUUibnAvanZXS0U jRZZCRUJSMZF ie1p2R11EU jNkQkU1eEJHT2tBM jhPZXZIb3MyTn IuMk1L
MEZxa IFEQ32TdnUoeGh3eXpnd 1 QuMndUd3FrbzJKL1g1¥XYrUnFON jB5S2dHNm1Ta0JmbzNTYzQy
U 1p¥MZNEQXRSaOFmNZ1L2ZUxncUNEKzZUy TURmdXQOSHhqQkFybF 1QLONCU1NgQ3hCeHhgN3N1SDZ1

Step 3 Copy the package contents and paste it to a .json file. Save this file.

What to do next

Proceed with enrolling the Cisco Crosswork Data Gateway with Crosswork Cloud as explained in Register
Crosswork Data Gateway with Crosswork Cloud Applications, on page 84.

Register Crosswork Data Gateway with Crosswork Cloud
Applications

The .json registration file of the Crosswork Data Gateway contains unique digital certificates that are used to
enroll Crosswork Data Gateway into Crosswork Cloud. Add that information in Crosswork Cloud as explained
below.

\}

Note If you use a firewall on your Crosswork Data Gateway egress traffic, ensure that your firewall configuration
allows cdg.crosswork.cisco.com and crosswork.cisco.com.
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Step 1
Step 2
Step 3

Step 4
Step 5

Step 6
Step 7
Step 8
Step 9

Troubleshoot the Crosswork Data Gateway Connectivity .

Log in to Crosswork Cloud.
From the main window, click Configure > Data Gateways, then click Add.

Click Registration Fileto upload the enrollment data file you downloaded from Crosswork Data Gateway, navigate to
the location of the .json file, then click Next.

Enter a name for the Crosswork Data Gateway.

In the Application field, select the Crosswork Cloud application for which you're using this Crosswork Data Gateway
instance. Each Crosswork Data Gateway can be applied to one Crosswork Cloud application only.

Complete the rest of the required fields, then click Next.
(Optional) Enter a tag name, which allows you to group Crosswork Data Gateways with the same tag, then click Next.
Review the Crosswork Data Gateway information that you entered, then click Next.

Click Accept to accept the security certificate.

A message appears to indicate the Crosswork Data Gateway was successfully added.

What to do next
Repeat this procedure to enroll all the Crosswork Data Gateways in your network with Crosswork Cloud.

To verify that the Crosswork Data Gateway is successfully connected, click Data Gateways, click on the
name of the Crosswork Data Gateway, and verify the following values for the Crosswork Data Gateway you
added:

* Session Up: Active

« Connectivity: Session Up

If the Crosswork Data Gateway has not successfully connected to the Crosswork Cloud service, refer to the
Troubleshoot the Crosswork Data Gateway Connectivity, on page 85 section.

Troubleshoot the Crosswork Data Gateway Connectivity

The following table lists common problems that might be experienced with Crosswork Data Gateway
connectivity to the Crosswork Cloud application, and provides approaches to identifying the source of the
problem and solving it.

Cisco Crosswork Data Gateway 4.5 Installation and Configuration Guide for Cloud Applications [Jjj



Installation Tasks |
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Table 5: Troubleshooting Crosswork Data Gateway Connectivity

Issue Action

Crosswork Data Gateway cannot be enrolled with | 1. Log into the Crosswork Data Gateway VM.
Cisco Crosswork Cloud due to an NTP issue, i.e.,

. S
there is a clock-drift between the two. 2. From the main menu, go to 5 Troubleshooting

Run show-tech.

Enter the destination to save the tarball containing
logs and vitals and click OK.

In the show-tech logs (in file session.1og at location
/cdg/logs/components/controller—gateway/session.log)
if you see the error

UNAUTHENTICATED:invalid certificate. reason:

x509: certificate has expired or is not yet
valid

, then there is a clock-drift between Crosswork Data
Gateway and Cisco Crosswork Cloud.

3. From the main menu, go to 3 Change Current
System Settings> 1 Configure NTP.

Configure NTP to sync with the clock time on the
Cisco Crosswork Cloud server and try enrolling the
Crosswork Data Gateway with Crosswork Cloud

again.
Crosswork Data Gateway does not have direct 1. Configure a proxy server if a proxy server is
connectivity to external web services. missing in your environment.

2. [If a proxy server is already present in your
enviroment, check if the proxy URL is correct.

3. Check if the credentials of the proxy (certificate,
proxy name etc) are correct.

To update the proxy server details on the Crosswork
Data Gateway, see Configure Control Proxy, on page
93.
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Configure Crosswork Data Gateway Instance

A Cisco Crosswork Data Gateway instance is created as a standalone instance and can be geographically
separate from the controller application (Crosswork Cloud). This instance is capable of connecting to the
controller application which will enable data collection from the network.

This chapter contains the following topics:

* Manage Crosswork Data Gateway Users, on page 87

* View Current System Settings, on page 89

* Change Current System Settings, on page 91

* View Crosswork Data Gateway Vitals, on page 99

* Troubleshooting Crosswork Data Gateway VM, on page 102

Manage Crosswork Data Gateway Users

This section contains the following topics:
* Supported User Roles, on page 87

* Change Password, on page 89

Supported User Roles

Cisco Crosswork Data Gateway supports only two users with the following user roles:

» Administrator: One default dg-admin user with administrator role is created when Cisco Crosswork
Data Gateway is brought up for the first time. This user cannot be deleted and has both read and write
privileges such as starting and shutting down the Cisco Crosswork Data Gateway VM, registering an
application, applying authentication certificates, configuring server settings, and performing a kernel
upgrade.

* Operator: The dg-oper user is also created by default during the initial VM bring up. This user can
review the health of the Cisco Crosswork Data Gateway, retrieve error logs, receive error notifications
and run connectivity tests between Cisco Crosswork Data Gateway instance and the output destination.
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\)

Note « User credentials are configured for both the user accounts during Cisco Crosswork Data Gateway
installation.

* Users are locally authenticated.

The following table shows the permissions available to each role:

Table 6: Permissions Per Role

Permissions Administrator Operator

Get Enrollment Package v v

Show system settings

vNIC Addresses v v
NTP

DNS

Proxy

UuID

Syslog

Certificates

First Boot Provisioning Log

Timezone

Change Current System Settings

Configure NTP v X
Configure DNS

Configure Control Proxy

Configure Static Routes

Configure Syslog

Create new SSH keys

Import Certificate

Configure vNIC MTU

Configure Timezone

Configure Password Requirements
Configure Simultaneous Login Limits

Configure Idle Timeout

Vitals
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Change Password .

Permissions

Administrator

Operator

Docker Containers
Docker Images
Controller Reachability
NTP Reachability
Route Table

ARP Table

Network Connections
Disk Space Usage
Linux services

NTP Status

System Uptime

v

v

Troubleshooting

Run Diagnostic Commands
Run show-tech

Export auditd logs

Enable TAC Shell Access

SEENEENEEN

Change Passphrase

N IENIENIENEEN

\

Change Password

Both adminstrator and operator users can change their own passphrases but not each others'.

Step 1
Step 2
Step 3

View Current System Settings

Follow these steps to change your passphrase:

Input your current password and press Enter.

From the Main Menu, select p Change Passphrase and click OK.

Enter new password and press Enter. Re-type the new password and press Enter.

Crosswork Data Gateway allows you to view the following settings:
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Configure Crosswork Data Gateway Instance |

Show Current System Settings - Please

Choose an Option:

Timezone

1 VvNIC Addresses
2 NTP

3 DNS

4 Proxy

5 UUID

6 Syslog

7 Certificates

8

i

First Boot Provisioning Log

Follow these steps to view the current system settings:

Step 1 From the Main Menu, select 2 Show System Settings, as shown in the following figure:
Step 2 Click OK. The Show Current System Settings menu opens.

Step 3 Select the setting you want to view.

Setting Option

Description

1 vNIC Addresses

Displays the vNIC configuration, including address
information.

2 NTP Displays currently configured NTP server details.

3 DNS Displays DNS server details.

4 Proxy Displays proxy server details (if any configured).

5 UUID Displays the system UUID.

6 Syslog Displays the Syslog forwarding configuration. If no Syslog

forwarding is configured, this will display only "#
Forwarding configuration follows" on screen.

Il Cisco Crosswork Data Gateway 4.5 Installation and Configuration Guide for Cloud Applications




| Configure Crosswork Data Gateway Instance
Change Current System Settings .

Setting Option Description

7 Certificates Provides options to view the following certificate files:

* Crosswork Data Gateway signing certificate file
* Controller signing certificate file

* Controller SSL/TLS certificate file

* Syslog certificate file

* Collector certificate file

8 First Boot Provisioning Log Displays the content of the first boot log file.

9 Timezone Displays the current timezone setting.

Change Current System Settings

Crosswork Data Gateway allows you to configure the following settings:
* NTP
* DNS
* Control proxy
» Static routes
* Syslog
* SSH keys
* Certificate
* vNIC MTU
* Timezone
* Password requirements
* Simultaneous login limits
* Idle timeout

* Configure auditd
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\)

Note * Crosswork Data Gateway system settings can only be configured by the administrator.

* If you are using an IPv6 address, it must be surrounded by square brackets ([1::1]).

* In the settings options where you must use SCP, if you are not using the default SCP port 22, you can

specify the port as a part of the SCP command. For example,

-P55 user@host:path/to/file

Where 55 is a custom port.

Configure NTP

It is important that NTP time be synchronized with the controller application and its Crosswork Data Gateway
instances. If not, then session handshake doesn’t happen and functional images are not downloaded. In such
cases, error message clock time not matched and sync failed is logged in controller-gateway.log. To access
log files, see Run show-tech, on page 105. You can use Controller Reachability and NTP Reachability options
from Main Menu > Vitals to check NTP reachability for the controller application as well as the Crosswork
Data Gateway. See View Crosswork Data Gateway Vitals, on page 99. If NTP has been set incorrectly,you
will see error Session not established.

When configuring Crosswork Data Gateway to use authentication via a keys file, the chrony.keys file must
be formatted in a specific way as documented at https://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile.
For sites that use ntpd and are configured to use a ntp.keys file, it is possible to convert from ntp.keys to
chrony.keys using the tool https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py.
The tool converts ntpd configuration into a chrony compatible format, but only the keys file is required to be
imported into Crosswork Data Gateway.

Follow the steps to configure NTP settings:

Step 1 From the Change Current System Settings Menu, select 1 Configure NTP.
Step 2 Enter the following details for the new NTP server:

* Server list, space delimited

» Use NTP authentication?

* Key list, space delimited and must match in number with server list

* Key file URI to SCP to the VM

* Key file passphrase to SCP to the VM

Step 3 Click OK to save the settings.
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Configure DNS

Step 1 From the Change Current System Settings menu, select 2 Configure DNSand click OK.
Step 2 Enter the new DNS server address(es) and domain.
Step 3 Click OK to save the settings.

Configure Control Proxy

If you have not configured a proxy server during installation, avail this option to set up a proxy sever:

Step 1 From the Change Current System Settings menu, select 3 Configure Control Proxy and click OK.
Step 2 Click Yes for the following dialog if you wish to proceed. Click cancel otherwise.
Step 3 Enter the new Proxy server details:

* Server URL
* Bypass addresses
* Proxy username

* Proxy passphrase

Step 4 Click OK to save the settings.

Configure Static Routes

The static routes are configured when Crosswork Data Gateway receives add/delete requests from the collectors.
The Configure Static Routes option from the main menu can be used for troubleshooting purpose.

\)

Note Static routes configured using this option are lost when the Crosswork Data Gateway reboots.

Add Static Routes

Follow the steps to add static routes:

Step 1 From the Change Current System Settings menu, select 4 Configure Static Routes.
Step 2 To add a static route, select a Add.

Step 3 Select the interface for which you want to add a static route.

Step 4 Select the IP version.

Step 5 Enter IPv4 or IPv6 subnet in CIDR format when prompted.
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. Delete Static Routes

Step 6

Click OK to save the settings.

Delete Static Routes

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6

Follow the steps to delete a static route:

From the Change Current System Settings Menu, select 4 Configure Static Routes.
To delete a static route, select d Delete.

Select the interface for which you want to delete a static route.

Select the IP version.

Enter IPv4 or IPv6 subnet in CIDR format.

Click OK to save the settings.

Configure Syslog

Step 1
Step 2

Step 3

\}

Note For any Syslog server configuration with IPv4 or IPv6 support for different Linux distributions, please refer
your system administrator and configuration guides.

Follow the steps to configure Syslog:

From the Change Current System Settings Menu, select 5 Configure Syslog.
Enter the new values for the following syslog attributes:.

* Server address: IPv4 or IPv6 address of a syslog server accessible from the management interface.
* Port: Port number of the syslog server

* Protocol: Use UDP, TCP, or RELP when sending syslog.

* Use Syslog over TLS?: Use TLS to encrypt syslog traffic.

» TLS Peer Name: Syslog server's hostname exactly as entered in the server certificate SubjectAltName or subject
common name.

* Syslog Root Certificate File URI: PEM formatted root cert of syslog server retrieved using SCP.

* Syslog Certificate File Passphrase: Password of SCP user to retrieve Syslog certificate chain.

Click OK to save the settings.

Create New SSH Keys

Creating new SSH keys will remove the current keys.
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Follow the steps to create new SSH keys:

Step 1 From the Change Current System Settings Menu, select 6 Create new SSH keys.

Step 2 Click OK. Crosswork Data Gateway launches an auto-configuration process that generates new SSH keys.

Import Certificate

Updating any certificate other than Controller Signing Certificate causes a collector restart.
Crosswork Data Gateway allows you to import the following certificates:

* Controller signing certificate file

* Controller SSL/TLS certificate file

* Syslog certficate file

* Proxy certificate file

Step 1 From the Change Current System Settings Menu, select 7 Import Certificate.
Step 2 Select the certificate you want to import.

Step 3 Enter SCP URI for the selected certificate file.

Step 4 Enter passphrase for the SCP URI and click OK.

Configure vNIC2 MTU

You can change vNIC2 MTU only if you are using 3 NICs.

If your interface supports jumbo frames, the MTU value lies in the range of 60-9000, inclusive. For interfaces
that do not support jumbo frames, the valid range is 60-1500, inclusive. Setting an invalid MTU causes
Crosswork Data Gateway to revert the change back to the currently configured value. Please verify with your
hardware documentation to confirm what the valid range is. An error will be logged into kern.log for MTU
change errors which can be viewed after running showtech.

Step 1 From the Change Current System Settings menu, select 8 Configure vNIC1 MTU.
Step 2 Enter vNIC2 MTU value.
Step 3 Click OK to save the settings.
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Configure Timezone of the Crosswork Data Gateway VM

The Crosswork Data Gateway VM first launches with default timezone as UTC. Update the timezone with
your geographical area so that all Crosswork Data Gateway processes (including the showtech logs) reflect
the timestamp corresponding to the location you have chosen.

Step 1 In Crosswork Data Gateway VM interactive menu, select Change Current System Settings.
Step 2 Select 9 Timezone.
Step 3 Select the geographic area in which you live.

| Configuring tzdata |

Please select the geographic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of
cities, representing the time zones in which they are located.

Geographic area:

Asia

Atlantic Ocean
Europe

Indian Ocean
Pacific Ocean
System V timezones
None of the above

<0k> <Cancel>

Step 4 Select the city or region corresponding to your timezone.
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Step 5 Select OK to save the settings.
Step 6 Reboot the Crosswork Data Gateway VM so that all processes pick up the new timezone.
Step 7 Log out of the Crosswork Data Gateway VM.

Configure Password Requirements
You can configure the following password requirements:
* Password Strength
* Password History
* Password expiration

* Login Failures

Step 1 From Change Current System Settings menu, select 0 Configure Password Requirements.

Step 2 Select the password requirement you want to change.
Set the options you want to change:
» Password Strength
* Min Number of Classes
* Min Length
* Min Changed Characters
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» Max Digit Credit

» Max Upper Case Letter Credit

* Max Lower Case Letter Credit

* Max Other Character Credit

* Max Monotonic Sequence

* Max Same Consecutive Characters

* Max Same Class Consecutive Characters

* Password History

* Change Retries

* History Depth

* Password expiration
* Min Days
* Max Days

* Warn Days

* Login Failures
* Login Failures
* Initial Block Time (sec)

* Address Cache Time (sec)

Step 3 Click OK to save the settings.

Configure Simultaneous Login Limits

By default, Crosswork Data Gateway supports 10 simultaneous sessions for the dg-admin and dg-oper user
on each VM. To change this:

Step 1 From the Change Current System Settings menu, select a Configure Simultaneous Login Limits.

Step 2 In the window that appears, enter the number of simultaneous sessions for the dg-admin and dg-oper user.
Step 3 Select Ok to save your changes.
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Configure Idle Timeout

Step 1 From the Change Current System Settings menu, select b Configure I dle Timeout.
Step 2 Enter the new value of idle timeout in the window that appears.

Step 3 Enter OK to save your changes.

Configure Remote Auditd Server

Use this procedure to configure the auditd daemon export to a remote server.

Step 1 From the Change Current System Settings menu, select ¢ Configure auditd.
Step 2 Enter the following details:

» Remote auditd server address.

* Remote auditd server port.

Step 3 Select OK to save your changes.

View Crosswork Data Gateway Vitals

Follow these steps to view Cisco Crosswork Data Gateway vitals:

Step 1 From the Main Menu, select 4 Vitals.
Step 2 From the Show VM Vitals menu, select the vital you want to view.
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. View Crosswork Data Gateway Vitals

Vital Description

Docker Containers Displays the following vitals for the Docker containers
currently instantiated in the system:

* Container ID
* Image

* Name

* Command

* Created Time
« Status

* Port
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Vital Description

Docker Images Displays the following details for the Docker images
currently saved in the system:
* Repository
* Image ID

* Created Time
* Size

* Tag

Controller Reachability Displays the results of controller reachability test run:
* Default IPv4 gateway

* Default IPv6 gateway

* DNS server

» Controller

« Controller session status

NTP Reachability Displays the result of NTP reachability tests:
* NTP server resolution

* Ping

* NTP Status

* Current system time

Route Table Displays IPv4 and IPv6 routing tables.
ARP Table Displays ARP tables.
Network Connections Displays the current network connections and listening
ports.
Disk Space Usage Displays the current disk space usage for all partitions.
Linux Services Displays the status of the following Linux services:
* NTP
* SSH
* Syslog
* Docker

* Cisco Crosswork Data Gateway Infrastructure
containers.

Check NTP Status Displays the NTP server status.
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Vital Description

Check System Uptime Displays the system uptime.

Troubleshooting Crosswork Data Gateway VM
To access Troubleshooting menu, select 5 Troubleshooting from the Main Menu.

\Y

Note The image shows the Troubleshooting menu corresponding to dg-admin user. Few of these options are not
available to dg-oper user. See Table Table 6: Permissions Per Role, on page 88.

The Troubleshooting menu that provides the following options:

)

Note Crosswork Cloud does not support the Troubleshooting > Remove All Non-Infra Containersand Reboot
option.

* Run Diagnostic Commands, on page 102

* Run show-tech, on page 105

* Shutdown the Crosswork Data Gateway VM, on page 106
* Export auditd Logs, on page 106

* Enable TAC Shell Access, on page 107

Run Diagnostic Commands

The Run Diagnostics menu provides you the following options in the console:
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Figure 1: Run Diagnostics Menu

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

ElOC®O®ONOCU WM PR

Ping a Host

Crosswork Data Gateway provides you ping utility that can be used to check reachability to any IP address.

Step 1 From Run Diagnostics menu, select 2 ping.
Step 2 Enter the following information:
* Number of pings

* Destination hostname or IP
* Source port (UDP, TCP, TCP Connect)

* Destination port (UDP, TCP, TCP Connect)

Step 3 Click OK.

Traceroute to a Host

Crosswork Data Gateway provides traceroute option to help troubleshoot latency issues. Using this option
provides you a rough time estimate for the Crosswork Data Gateway to reach the destination.

Step 1 From Run Diagnostics menu, select 3 traceroute.

Step 2 Enter the traceroute destination.
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Step 3 Click OK.

Command Options to Troubleshoot

Crosswork Data Gateway provides several commands for troubleshooting.

Step 1 Navigate to 5 Troubleshooting > 1 Run Diagnostics.

Step 2 Select the command and other option or filters for each of the commands:
* 4top
* 5Isof
* 6 iostat
» 7 vmstat

* 8 nsolookup

Step 3 Click OKk.

Once you have selected all the options, Crosswork Data Gateway clears the screen and runs the command
with the specified options.

Download tcpdump

Crosswork Data Gateway provides the tcpdump option that allows you to capture and analyze network traffic.

N

Note This task can only be performed by a dg-admin user.

Step 1 Go to 5 Troubleshooting > Run Diagnostics > 9 tcpdump.

Step 2 Select an interface to run the tcpdump utility. Select the All option to run it for all interfaces.

Step 3 Select the appropriate checkbox to view the packet information on the screen or save the captured packets to a file.
Step 4 Enter the following details and click Ok.

* Packet count limit
* Collection time limit
* File size limit

* Filter expression

Depending on the option you choose, Crosswork Data Gateway displays the packet capture information on
the screen or saves it to a file. Once the tcpdump utility reaches the specified limit, Crosswork Data Gateway
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compresses the file and prompts for the SCP credentials to transfer the file to a remote host. The compressesd
file is deleted once the transfer is complete or if you've decided to cancel the file transfer before completion.
Run a Controller Session Test

After Crosswork Data Gateway is installed, you can validate if the instance is able to establish a connection
with Crosswork Cloud by using the controller session test option. In addition to the connection tests, the utility
validates and analyzes the discrepancies between the resources (CPU and memory) assigned to the VM and
the resources prescribed by the deployment profile.

From Run Diagnostics menu, select Run Controller Session Tests. If the connection is completed, the console displays
a message indicating that the instance was able to establish a connection. When the connection fails, additional validation
tests are performed, and the following information is displayed:

* DNS server IP address

* DNS domain

* NTP server address

* NTP status

* Proxy URL

* Proxy reachability status

* Controller URL

* Controller reachability status

* The date when the tests were last performed.

What to do next

If the controller session was not established, review the information displayed on the console to determine
the probable cause of the failure and perform the corrective actions proposed on the console.

Run show-tech

Crosswork Data Gateway provides the option show_tech to export its log files to a user-defined SCP destination.
The collected data includes the following:

* Logs of all the Data Gateway components running on Docker containers

* VM Vitals
It creates a tarball in the directory where it is executed. The output is a tarball named pG-<CcDG version>-<CDG
host name>-year-month-day--hour-minute-second.tar.xz.enc.

The execution of this command may take several minutes depending on the state of Crosswork Data Gateway.
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Step 1 From Troubleshooting menu, select 5 Show-tech and click OK.
Step 2 Enter the destination to save the tarball containing logs and vitals.
Step 3 Enter your SCP passphrase and click OK.

The showtech file downloads in an encrypted format.

Note Depending on how long the system was in use, it may take several minutes to download the showtech file.
Step 4 After the download is complete run the following command to decrypt it:
Note In order to decrpyt the file, you must use OpenSSL version 1.1.1i. Use the command openssl version to

check the openssl version on your system.

To decrypt the file on a MAC, you must install OpenSSL 1.1.1+. This is because LibreSSL's openss1
command does not support all the switches supported by OpenSSL's openss1 command.

openssl enc -d -AES-256-CBC -pbkdf2 -md sha512 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Shutdown the Crosswork Data Gateway VM

From the Troubleshooting Menu, select 5 Shutdown VM to power off the Crosswork Data Gateway VM.

Export auditd Logs

Follow the steps to export auditd logs:

Step 1 From Troubleshooting, select 9 Export audit L ogs.
Step 2 Enter a passphrase for auditd log tarball encryption.
Step 3 Click OK.

Remove Rotated Log Files

Use this procedure to removes all rotated log files (*.gz or *.xz) in the /var/log and /opt/dg/1og folders.

Step 1 From Troubleshooting menu, select 8 Remove Rotated L og files.
Step 2 Select Yesin the dialog that appears to save your changes.
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Enable TAC Shell Access

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Step 8

The TAC Shell Access function allows a Cisco engineer to directly log in to the Ubuntu shell via multifactor
authentication, using a reserved user named dg-tac.

Initially, the dg-tac user account is locked and password is expired to prevent the user from getting a shell
prompt. Once enabled, the dg-tac user is active until the next calendar day, 12:00 a.m UTC (midnight UTC),
which is less than 24 hours.

The steps to enable the dg-tac user are as follows:

\}

Note Enabling this access requires you to communicate actively with the Cisco engineer.

Before you begin

Ensure that the Cisco engineer who is working with you has access to the SWIMS Aberto tool.

Log in to the Data Gateway VM as the dg-admin user.
From the main menu, select 5 Troubleshooting.
From the Troubleshooting menu, select t Enable TAC Shell Access.

A dialog appears, warning that the dg-tac user login requires a password that you set and a response to a challenge token
from TAC. At this point, you may answer NO to stop the enable process or YeSto continue.

If you continue, the system prompts for a new password to use and shows the day when the account disables itself.
Enter a password to unlock the account in the console menu.
Log out of the Crosswork Data Gateway.

Follow these steps if the Crosswork Data Gateway VM can be accessed by the Cisco engineer directly. Move to Step 8
otherwise.

a) Share the password that you had set in Step 5 for the dg-tac user with the Cisco engineer who is working with you.
b) The Cisco engineer logs in as the dg-tac user Via SSH with the password you had set.

After entering the password, the system presents the challenge token. The Cisco engineer signs the challenge token
using the SWIMS Aberto tool and pastes the signed response to the challenge token back at the Crosswork Data
Gateway VM.

¢) The Cisco engineer logs in successfully as the dg-tac user and completes the troubleshooting.

There is a 15-minute idle timeout period for the dg-tac user. If logged out, the Cisco engineer needs to sign a new
challenge to log in again.

d) After troubleshooting is complete, the Cisco engineer logs out of the TAC shell.

If Crosswork Data Gateway VM cannot be accessed directly by the Cisco engineer, start a meeting with the Cisco engineer
with desktop sharing enabled.

a) Log in as the dg-tac user Via SSH using the following command:
ssh dg-tac@<DG hostname or IP>

b) Enter the password that you set for the dg-tac user.
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After entering the password, the system presents the challenge token. Share this token with the Cisco engineer who
will then sign the token using the SWIMS Aberto tool and share the response with you.

c) Paste the signed response to the challenge token back to the Crosswork Data Gateway VM and press enter to get the
shell prompt.

d) Share your desktop or follow the Cisco engineer's instructions for troubleshooting.

There is a 15-minute idle timeout period for the dg-tac user. If logged out, the Cisco engineer needs to sign a new
challenge to log in again.

e) Log out of the TAC shell after troubleshooting is complete.

Audit TAC Shell Events

Timestamp information of the following list of TAC shell events is logged to the tac_shell.log file. The Tac
shell events are also sent to the Crosswork Cloud controller.

» TAC shell enabled
» TAC shell disabled
* dg-tac login

* dg-tac log out

If the Data Gateway is unable to connect to the Crosswork Cloud controller, the TAC shell events are logged
in the /opt/dg/data/controller-gateway/audit/pending folder. Once the Crosswork Cloud controller is
reachable, these events are sent within 5 minutes.

The tac_shell.log file is available in the showtech bundle of the Crosswork Data Gateway VM.
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Delete the Virtual Machine

This section contains the following topics:

* Delete VM using vSphere UI, on page 109
* Delete VM from OpenStack, on page 109

Delete VM using vSphere Ul

This section explains the procedure to delete a Crosswork Data Gateway VM from vCenter.

\)

Note Be aware that this procedure deletes all your Crosswork Data Gateway data.

Before you begin

Ensure you have deleted the Crosswork Data Gateway from Crosswork Cloud as described in the Section:
Delete Crosswork Data Gateways of the respective Crosswork Cloud application user guide.

Step 1 Log in to the VMware vSphere Web Client.
Step 2 In the Navigator pane, right-click the app VM that you want to remove and choose Power > Power Off.
Step 3 Once the VM is powered off, right-click the VM again and choose Delete from Disk.

The VM is deleted.

Delete VM from OpenStack

Follow the steps to delete the Crosswork Data Gateway Service from OpenStack using the OpenStack UI:

)

Note This procedure deletes the Crosswork Data Gateway VM data. The Crosswork Data Gateway VM cannot be
recovered once it has been deleted.
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Before you begin

Delete the Virtual Machine |

Ensure that you have deleted the Crosswork Data Gateway from Crosswork Cloud as described in the Section:

Delete Crosswork Data Gateways in the Cisco Crosswork Cloud User Guide.

Step 1 From the OpenStack Ul:

a) Log in to the OpenStack UI.

b) Navigate to Compute > I nstances.

¢) From the list of VM displayed in this page, select the VM you want to delete.

d) Click Delete I nstances.

e) Click Delete Instancesin the confirmation window that appears to delete the VM.

OR

Step 2 From the OpenStack CL1:

a) Log in to the OpenStack VM from CLI.
b) Run the following command:

openstack server delete CDG VM name
For example,
openstack server delete cdg-ospdl
¢) (Optional) Confirm that the VM has been deleted by viewing the list of all VMs.

openstack server list
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