CHAPTER 2

Administration Tasks for Internal Directory Mode

This chapter describes the Cisco CNS Configuration Engine 1.4 administration tasks for Internal
Directory mode including information about:

Levels of Access

How to Login and Out of the System

Managing Devices

How to Manage User Accounts

Device Configuration Order Entry

Management Tools

CNS Image Service

Backup and Restore

Redefining Hosthame, Domain Name, and Country Code

Recovering Your CNS Password

Levels of Access

In Internal Directory mode, there are two categories of users who have access to device information:

Administrator
Operator

An Administrator has the higher access level of the two categories; full access to device and user
information. An Operator has access to only order entry and operator password-related tasks.

For example, an Administrator can access all the functional areas of the user interface. Whereas, an
Operator only has access to Order Entry and Tools functions.

How to Login and Out of the System

You can connect to the system by means of:

SSH

System console
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M How to Login and Out of the System

How to Login

Step 1

Step 2

Step 3

Step 4
Step 5

To login to the system, follow these steps:

Launch your web browser.

This user interface is best viewed using Microsoft Internet Explorer, version 5.5 or later.
Go to the Cisco CNS Configuration Engine 1.4 URL.

For example: http://<ip_address>

~

Note If encryption is set during Setup (see “Encryption Settings’ section on page 2-6), use
https://<ip_address>.

The login window appears (see Figure 2-1).

Figure 2-1  Logging In to the Configuration Server

2PN VEI B IE-E

Configuration Engine i

@ User Login

Please enter user ID and Password.

User I
|

Password

84029

Enter your User ID.

Thisisthe value for the ConfigService Adminl D parameter that you entered during Setup.
Enter your password.

Click LOGIN.

For an Administrator, the full-function Cisco CNS Configuration Engine 1.4 Home page appears (see
Figure 2-2).

For an Operator, alimited-function Cisco CNS Configuration Engine 1.4 Home page appears where the
active tabs are Home, Order Entry, and Tools (see Figure 2-3).
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Figure 2-2  Administrator Home Page
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Configuration Engine Service Overview

-~ Devices

" Device M: and Sub device

~ Users
© User Management: Add/EdivDelete user or Change password,

-, Order Entry
" Order Entry Management: Add/Edit device.

~ Tools
" DAT/Data M: Mirectory M: Template
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101493

Figure 2-3  Operator Home Page

Tmage Service

Configuration Engine Service Overview

o OrderEntry
Add/Edit device, & ddEeit Subdevice, pdate Image, Query Device Inventory

- Tools
User Password Management/View Log Files

- Image Service

Tiew Images/Tobs Management
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How to Log Out

To log out of the system, click the L ogout button.
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Operator-Level Operations

After logging into the Cisco CNS Configuration Engine 1.4, an Operator has access to the following
functions:

» Order Entry

— New Order

— Edit Order

— Subdevice Order

— Update Image

— Query Device Inventory
» Tools

— Change Password

— View Event Log

— View Image Server Log
» Image Service

View Image

Query Job
Cancel/Stop Job
Restart Job

Device Configuration Order Entry

The order entry functions of creating a new device configuration order, editing an existing order, and
managing subdevice orders are available to both Administrator and Operator.

To conduct device configuration order entry operations as an Operator, follow these steps:

Stepl  From the Home page, click Order Entry.
The Order Entry page appears (see Figure 2-4).

Step2  To add and edit device configuration orders, see “Device Configuration Order Entry” section on
page 2-36.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Figure 2-4  Order Entry for Operator-Level User

Order Entry Functional Overview

o New Order

Add & new device.

- Edit Order
et an existing device's data

o Subdevice Order
Subdevice Order Entey Mana gement: AdVEdi subdevice.

o Update Image
Update device image

o Query Device Inventory
Query devics inventory.
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How to Change or Reset a Password at the Operator Level

Under tools, an Operator has access to the password editor (for changing or resetting only their own
password), and the event log.

To change or reset a password at the operator level, click Tools.

The password editor appears (see Figure 2-5).

Figure 2-5 Operator Password Editor

Change Password
UserID op3
Old password |
INew password |

Confirm password

BE6131

Sawve | Reset

Stepl  Enter your old password.
Table 2-1 lists valid values for these fields.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Table 2-1  Valid Values for Change Password by Operator

Attribute Description Valid Values

Old Password Password Printable characters
with alength of 6 —12

New Password Password Printable characters
with alength of 6 —12

Confirm Password Password Printable characters
with alength of 6 —12

Step2  Enter your new password.
Step3  To confirm your new password, enter it again.
Step4  To save your changes, click Save.

Step5  To return to the Tools main menu, click the Tools tab.

How to View the Event Log

As an operator, to view the Event Log, click Tools -> View Event L og.

The Event Log control panel appears (see Figure 2-6)

Figure 2-6  Operator-Level Event Log Control Panel

View Event Log

Device/Group: ||

Status Filter: I~ Complete | Failure | Warning
Any other Filter: ||

Number of lines: |[25

Wiew
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Table 2-2  Valid Values for View Event Log by Operator

Attribute Description Valid Values
Device/Group Name of device or group. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Status Filter View complete Event Log, or just Failure Events |Check Box
or Warning Events.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Table 2-2  Valid Values for View Event Log by Operator (continued)
Attribute Description Valid Values
Any other Filter az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Number of lines Default = 25

CNS Image Service

Under | mage Service, an Operator can view available images (see “How to View an Image” section on

page 2-77) and perform tasks on image update operations the same as an administrator (see “Working
with Image Update Jobs” section on page 2-84).

Administrator-Level Operations

In Internal Directory mode, an Administrator can access all of the functions provided by the Cisco CNS
Configuration Engine 1.4 user interface including managing user accounts and devices.

Managing Devices
To begin managing devices, follow these steps:

Stepl  Login to the system (see “How to Login and Out of the System” section on page 2-1).

Step2  From the Home page, click on the Devices tab.

A functional overview of the device administration options appears (see Figure 2-7).
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Figure 2-7 Device Administration Overview
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ration Engine

@ Service UserlD: admin Logout}

Devices Functional Overview

View Device

View the configuration for an existing device as it appears on the configuration server. Note that this is not a view
of the device configuration

~ Add Device
R " Add a device to the configuration server

-, Discover Device
~ Display a st of devices connected to the Configuration server.

-, EditDevice
" Edit the configuration for an existing dewice as it appears on the configuration server

-, Resync Device

Allow the CNS password on the device to be resynchronized by ignoring the next password
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How to View Device Configuration

To view a device configuration, follow these steps:

Step1  From the Devices Functional Overview page, click View Device.

The Device List page appears (see Figure 2-8).

Figure 2-8  View Device List

View Device
Please select from the following list:

[OF |Device Namej |

default
Ando M ] M ]
DemoRouter Device Device?2

Step2  Click on theicon for the device configuration you wish to view.
The Configuration for that device appears (see Figure 2-9).

[l Cisco CNS Configuration Engine 1.4 Administrator Guide
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Figure 2-9 Device Configuration

Device: Devicel

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers
service tep-small-servers
hostname DemoRouter

boot system flash £7200-is-mz
enable secret 5 §15chdlf. e37 THS4OMWEZGWWagMOn3/
enable password cisco

ip subnet-zero

interface FastEthernetdO

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

half-duplex

interface Ethernet1/0

ip address 10.10.1.1 255.255.255.240
no ip directed-broadcast

no ip route-cache

no ip mroute-cache

interface Ethernet1/1

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

interface Ethernet1/2

no ip address

no ip directed-broadcast

no ip route-cache

[ Bt Iy B 6 [ L I

Q)oD) L) ) BRI ORI RS RS BRI BRDRDRD R s s
k) = O Wm0 M e Wk = 0 WM~ 3 M e Wk = O W0
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~

Note  Thedevice configuration displayed isthe configuration asit appears at the configuration server.
It may not be the configuration running on the device.

Step3  To view subdevices (if applicable), in the left pane, click View Subdevices.
Step4  To view Images associated with this device (if applicable), in the left pane, click View I mages.

Step5  To return to the Devices main menu, click on the Devices tab.

How to Add a Device

To add the logical appearance of a device to the configuration server, follow these steps:

Step1  From the Devices Functional Overview page, click Add Device.
The Device Information page appears (see Figure 2-10).

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Figure 2-10 Device Information Page

Device Name:

(requited)

Unigue ID:
(requited)

Device Type:  |ather =
(requited)
Template File Name: Selet file: |DemoRouter.cigipl =
" Enter URL: TestURL
Group: | default »
(requited)
| Nextl | Cancel |
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Step2  Enter avalid value (no spaces) in the Device Name field.
Table 2-3 list valid values for these attributes.

Table 2-3  Valid Values for Add Device

Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Unique ID Unique ID of the device. Default or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Device Type Type of device From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.
Group Names of groups with which this device can be |From drop-down list
associated.

Step3  Inthe Unique ID field, accept the default value that appears or enter another valid value (no spaces).
Step4  Select adevice type from the drop-down list.
Step5  Choose atemplate file.

To use atemplate on your Cisco CNS Configuration Engine 1.4:

a. Choose Select file.

b. Use the drop-down list to choose a template.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Step 6

Tip

Step 7
Step 8
Step 9

Step 10

Administrator-Level Operations

OR
To use an external template:
a. Choose Enter URL.

b. Enter the full URL for the server, directory, and filename where the template is stored. Currently,
only http is supported.

c. Totest access to the external template, click Test URL.

If the server is unavailable or the external template cannot be accessed, an error appears. You can
still save this logical device, but the template is not available until you have access to the external
template.

Choose a group.

Use the Group Manager under DAT (see “How to Add a Group” section on page 4-15) to set up groups
before you add a device.

To cancel creating a device and return to the Devices main menu, click Cancel.

To return to the Devices main menu and cancel creating a device, click on the Devices tab.

To continue creating IDs for this device, click Next.

If the Device Typeis not Pix, the Create Device page for adding device |Ds appears (see Figure 2-12).
If the Device Type is Pix, the Pix Password page appears (see Figure 2-11).

If applicable, enter an authentication password for Pix device, otherwise skip to Step 11.

Table 2-4  Valid Values for Change Password by Operator

Attribute Description Valid Values
Authentication Password Password Printable characters
with alength of 6 —12
Confirm Password Printable characters
AuthenticationPassword with alength of 6 —12

Figure 2-11 Pix Password Page

Create Device

Ztep 20 Enter the Authentication Password for Pix Devices

Authentication Password: — [=esse

(requited)

Confirm Authentication Password: — [esse

(requited)

Elackl Next| Finish | Cancel |

101501
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Figure 2-12 Device IDs Page
Create Device

Ztep 20 Enter Device CH3 IDs

EventID: |Deviced
(requited)

Config ID:  |Deviceq
(requited)

Image ID:  |Device4

(optional, use to create a CI3 Device)

Elack| Next| Finish | Cancel |

101502

Step11  For the Event I D, accept the default value that appears or enter another value.
Table 2-5 list valid values for these attributes.
Table 2-5  Valid Values for Add Device
Attribute Description Valid Values
Event ID Event I1D to associated with this device. Default, or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Config ID Configuration 1D to associated with this device. |Default, or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Image ID Image ID to associated with this device. Default, or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Step 12 For the Config I D, accept the default value that appears or enter another val ue.
Step 13  For the Image ID, if you are using configuration service only, leave this field blank.
To use image service this parameter must be specified.
Step 14  To cancel creating a device and return to the Devices main menu, click Cancel.
Step 15 If applicable (modular router), choose subdevices.
Step 16  To go back to the previous page, click Back.

[l Cisco CNS Configuration Engine 1.4 Administrator Guide
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Step 17
Step 18

Step 19

Step 20
Step 21

Step 22

Step 23

Step 24

Tip

Administrator-Level Operations

To finish creating this device at this point, click Finish.
To continue creating Image associations for this device, click Next.

The Create Device page for adding |mage associations appears (see Figure 2-13).

Figure 2-13 Create Device Image Association

Create Device

Ztep 3: Please Zelect Image(s) to associate with this dewice

Mame |Image Type Image Locations CrverWrite Eraze FileSystem Destination
" ||imagel = 103 |ftp:,-",.’ﬂp:test@1D.1.?.24,.’ﬂ‘tp,-"c?200—is—mz.123—1.9.Tj I~ I~

Add Another Row |

Ztep 4 Please select a configuration file that will be sent to the dewice upon activation of the new image:

Template File: | & Select file: | DemoRaouter.cigtpl =
" Enter URL: TestURL

Elack| | Finish | Cancel |
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In Step 3 on the page, select the image from the Name drop-down list.

The Image Type field and I mage L ocation drop-down box are popul ated with corresponding
information for the image.

From the Image L ocation drop-down list, select the desired location.
To add another row for image location, click Add Another Row.

You can locate multiple copies of an image on separate servers. This allowsyou to do load-sharing when
updating a large number of devices. Each device in alarge group can be associated with a copy of the
image located at one of many server locations.

In the Destination field, enter avalid URL where the image will be copied.
For example:
disk0:/c7200-mz

To indicate which imageisto be activated on the device after distribution, select the radio button in front
of each row.

In Step 4, on the page, select the Configuration Control template file you want to send to this device for
activation of anew image:

Use the Configuration Control template that contains the CLI commands required for image activation
for this device (see “ Configuration Control Template” section on page 2-22). If you do not have such a
template, see “How to Add a Template” section on page 2-65.

a. To select atemplate file from the drop-down list, click the Select file radio button.
b. Use the drop-down list to choose a template file.

OR

To use an external template:

a. Choose Enter URL.

| oL-1791-03
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Step 25
Step 26
Step 27

b. Enter the full URL for the server, directory, and filename where the template is stored. Currently,
only http is supported.

c. Totest access to the external template, click Test URL .

If the server is unavailable or the external template cannot be accessed, an error appears. You can
still save thislogical device, but the template is not available until you have access to the external
template.

To cancel creating a device and return to the Devices main menu, click Cancel.

To go back to the previous page, click Back.

To finish creating this device, click Finish.

How to Edit a Device

Step 1
Step 2

To edit information associated with a particular device, follow these steps:

From the Devices Functional Overview page, click Edit Device.

From the Edit Device page, click on the icon for the device you wish to edit.

The device configuration appears with a menu of edit functions in the left pane (see Figure 2-14).

Figure 2-14 Device Configuration

Device: Devicel

[ Bt Iy B 6 [ L I

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers
service tep-small-servers
hostname DemoRouter

boot system flash £7200-is-mz
enable secret 5 §15chdlf. e37 THS4OMWEZGWWagMOn3/
enable password cisco

ip subnet-zero

interface FastEthernetdO

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

half-duplex

interface Ethernet1/0

ip address 10.10.1.1 255.255.255.240
no ip directed-broadcast

no ip route-cache

no ip mroute-cache

interface Ethernet1/1

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

interface Ethernet1/2

no ip address

no ip directed-broadcast

no ip route-cache
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Step3  From the left pane, choose the edit function you want to use.
Step4  To go back to the Device List page, in the left pane, click << Up.

Step5  To return to the Devices main menu, click on the Devices tab.

How to Edit Device Information

To edit device information, follow these steps:
Stepl  From the Edit Device page, click Edit I nfor mation.

The device information editor page appears. For devices other than PIX, see Figure 2-15. For PIX
device, see Figure 2-16.

Figure 2-15 Device Information Editor

Device Name: W

(requited)
CNS EventID: [Devicet
(requited)
CNS ConfigID:  [Device1
(requited)
Template File Name: & Selectfile: |DemoRouter.cigtpl =
" Enter TTEL: ’— w
Subdevices available: Subdevices attached:
Subdevicel
B2
2]

Reset
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Figure 2-16 Device Information Editor for PIX Device

Device Name: [P+

(requited)

Unigue ID: [Pl

(requited)

Authentication Password: e

(requited)

Confirm Authentication  [=ee==

Password:
(requited)

Template File Mame: & Zelect file: |Dem0R0uter.m‘gth j

" Enter TTEL: Test URL

Modify | Reset
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Step2  To modify the device name, enter a valid value (no spaces) in the Device Name field.

Table 2-6  Valid Values for Edit Device

Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Unique ID Unique ID of the device. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Authentication Password | Password Printable characters
with alength of 6 —12
Device Type Type of device From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.

Step3  To modify the Unique ID, enter avalid value (no spaces) in the Unique I D field.
Step4  Modify the template file as required.

Step5  Torevert to the existing values, click Reset.

Step6  To update device information, click M odify.

Step7  To return to the Devices main menu, click on the Devices tab.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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How to Edit Device Templates

To edit a device template, follow these steps:

Stepl  From the Edit Device page, click Edit Template.
The template editor appears (see Figure 2-17).

Figure 2-17 Template Editor

Template File: [ DemoEouter. ofgtpl ] Attributes: |IOSd0main

]

version 12.0 . 10Sipaddress

service timestamps debug uptine IOSpassword

service timestamps log uptime =

no service password-encryption |OSprDt.DCD|

service udp-small-servers :ggmlglngtpmtolfd
sunnetmas

service top-small-servers ~
| 10Stimeout

hostname DemoRouter ZWylInterfaceMame

! SWelnterfaceMame

boot systen flash c7200-is-mz —Logical Slot Mumbers— =
enahle secret 5 §l5cMdIs.e37THS40MWEZGWSgMOns

enable password cisco
]

ip subnet-zero
]

interface FastEthernet0/0
no ip address
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
shutdomm
half-duplex
]
interface Ethernetl/0
ip address 10.10.1.1 Z55.255.255.240
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
]
interface Ethernetl/l
no ip address
no ip directed-broadcast j
4 *

Opened: DemoR outer. cfgtpl Line 1

Sawve Sawve as..

Step2  Inthe Attributesfield, click the drop-down arrow.

101506

Step3  Choose the attribute you wish to add to the template, then click Add.
Step4  Repeat Steps 2 and 3 for all attributes you wish to add to the template file.
Step5  Delete all unusable strings from the template file.

Step6  Edit strings as necessary.

The default multi-line begin and end tags are [ and "] respectively. The delimiter for these tags are: ~
l@"& *-=| Donot use # or %.

For example, a multi-line test banner might be:

banner exec *[*
This is a Test Banner
1. Hi
2. Hello
3. Test is 1234567890%*
*1

Step7  To save your edits, click Save.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Step8  To save thisversion as a new template, click Save as.

Step9  To return to the Devices main menu, click on the Devices tab.

How to Edit Device Parameters

To edit device parameters, follow these steps:

Stepl  From the Edit Device page, click Edit Parameter.
The parameters editor appears.
Step2  Edit al active lines as required.
Step3  To save your edits, click Save Parameters.
Step4  To return to the Devices main menu, click on the Devices tab.

How to Edit Contact Information

To edit contact information related to the physical location of a device, follow these steps:

Stepl  From the Edit Device page, click Edit Contactlnfo.
The contact information appears.

Step2  Edit al active fields as required.

Step3  To clear your entries, click Reset.

Step4  To save your edits, click Update.

Step5  To return the to the Devices main menu, click on the Devices tab.

How to Edit Subdevices

For complete information about working with subdevices, including editing, see “Working with
Subdevices’ section on page 2-23.

How to Edit Image Association Information

To edit image information associated with a device, follow these steps:

Stepl  From the Edit Device page, click Edit | mages.
The Edit Device Image page appears.
Step2  Edit image and configuration information as required.
Step3  Torevert to the previous state, click Cancel.
Step4  To complete this task, click Finish.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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How to Resynchronize a Device

Step 1
Step 2

Step 3
Step 4

If the cns_password of a device becomes corrupted so that there is a mismatch between the device and
the corresponding password information help in the directory, you can resynchronize the device with the
CNS Configuration Engine 1.4 by using the Resync Device function.

To resynchronize a device, follow these steps:

From the Devices Functional Overview page (see Figure 2-7), click Resync Device.
From the Resync Device page, click on the icon for the device you wish to re-synchronize.

~

Note  PIX deviceswill not be visible on this page.

In the confirmation window that appears, click Ok.
To return to the Devices main menu, click on the Devices tab.

How to Delete a Device

Step 1
Step 2
Step 3
Step 4

Step 5
Step 6
Step 7

To delete the logical appearance of a device from the configuration server, follow these steps:

From the Devices Functional Overview page (see Figure 2-7), click Delete Device.
From the Delete Device page, click View.

Click the check box for the device(s) you wish to delete.

Click Next.

A list of devices selected for deletion appears.

To abandon this task at this point, in the left pane, click << Up.

To continue, click Delete.

To return to the Devices main menu, click on the Devices tab.

How to Update Device Configuration and Image

To send an updated version of the configuration or a new image to adevice, from the Devices Functional
Overview page, click Update. The Update Device Functional Overview page appears (see Figure 2-18).

| oL-1791-03
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Figure 2-18 Update Device

- - PRI CBEIDSB-E% W - x

or En Image Service

Update Device Functional Overview

~ Update Config
" Send an updated version of the configuration to the selected device

- Update Image
~ Update device image
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How to Update Device Configuration

To update a device configuration, complete the following steps:

Stepl  From the Update Device Functional Overview page, click Update Config.

Step2  To update all the devices in a particular group(s), click the check box next to the icon for the desired
group(s).

Step3  To update the configuration for certain devices, from the Update Device Config page, click View.

Step4  Click the check box next to the icon for the device(s) you wish to update.

~

Note  PIX deviceswill not be visible on this page.

Step5  Click Next.
The update task dialog box appears (see Figure 2-19)

Figure 2-19 Update Task

The following Devices have been selected to send events:

en=t120r,ou=CN5Devices,ou=ie2100-techdoc,0=cisco,c=us

Config Action: * WWrite
" Persist

™ Syntax Checke

Update Device via Event

24043

Step6  Choose the Config Action task you require.
- Write — applies the configuration without causing it to persist in NVRAM.
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m. oL-1791-03 |



| Chapter2

Administration Tasks for Internal Directory Mode

Step 7
Step 8
Step 9

Administrator-Level Operations

» Persist — applies the change and causes it to persistsin NVRAM.
If required, check the Syntax Check check-box.
Click Update Device via Event.

To return to the Devices main menu, click on the Devices tab.

How to Update Device Image

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6
Step 7

To update a device image, complete the following steps:

From the Update Device Functional Overview page, click Update I mage.

To update all devicesin a particular group, click the check box for the desired group.

To update the image for a certain device, from the Update Device |mage page, click View.
Click the check box next to the icon for the device(s).

~

Note  PIX devices will not be visible on this page.

Click Submit.
The Update Image page appears (see Figure 2-20)

Figure 2-20 Update Image

Update Image

Please complete the steps helow to perform an Image Update:

Step 1: Option1: [ Distriturte Image
Option2: [ A ctivate Image

By 2 * Immediate

" Atafuture time: (00 |18 (hbome) 0n|January j 1 |2003j

Step 3 Device Batch Size: |2

Step 4

Text Description for Job: |

I Please check here if vou want to petform an Evaluation and not an actual Image Update.

n1sos

Update | Cancel L
To distribute the image, click the check box for Distribute | mage.

To activate the image, click the check box for Activate | mage.

e

% All three agents (event, partial config, and image) must be running on the device for the
activation process to succeed.

| oL-1791-03
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Step 8
Step 9

Step 10

Step 11
Step 12
Step 13
Step 14

Step 15

>
Note  For the image to become active on the device, you must have a Configuration Control template

associated with this device that contains the CLI commands for image activation (see
“Configuration Control Template” section on page 2-22).

To update the image immediately, click the radio button for Immediate.

To update the image at a specified time in the future, click the radio button for At a future time:
a. Enter atime value.

b. Enter adate value.

Set the Device Batch Size.

Thisis the number of concurrent image updates. This feature allows you to limit the number of
concurrent requests to a server. When one batch of image update requests has been satisfied, then next
batch starts.

S

Note If you are running a device image update session to a mix of IMGW and agent devices, the
effective device batch size limit for IMGW devices—concurrent Telnet session limit—is equal
to the value (default = 20) set for this attribute in the Setup program (refer to the Cisco CNS
Configuration Engine 1.4 Installation & Setup Guide For Linux).

If applicable, enter atext description of the job.

To perform an evaluation rather than an actual update, click the check box at the bottom of this pane.
To abandon this task, on the Update Image page, click Cancel.

To continue, complete the steps called for, then click Update.

The Update |mage Status page appears (see Figure 2-21). You can use this Job ID to perform job-related
tasks (see “Image Update Jobs’ section on page 2-83).

Figure 2-21 Job ID for Update Image

Update Image Status

Device Name Distributed Image(s) Activated Image(s)

Dewice2 inage3

] i 2
inage? Hmage

Your request has been assigned the job id: 1062710890226

101509

To return to the Devices main menu, click on the Devices tab.

Configuration Control Template

Torestart adevice with anew image, you need to issue the CLI commands that you would normally enter
from the device console to activate a new image.

For example, if you want to restart a Cisco 3600 Series router with an image named 3600.image, from
the device console, you would issue the following CLI commands:

no boot system
boot system flash:3600.image

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Because you are using the CNS 2100 Series system running the CNS Configuration Engine 1.4
application to update and activate a new image on a device, you need to provide the device with a
Configuration Control template that contains the required CLI commands for image activation.

If you do not have such atemplate, see “How to Add a Template” section on page 2-65. Also, you must
associate this Configuration Control template with the particular device (see Step 24 under “How to Add
aDevice”").

The content of the Configuration Control template for image activation should contain the CLI
commands that you would normally enter from the device console to activate a new image on the device.

Working with Subdevices
A subdevice is a configuration object for network modules in a modular router. When working with
subdevices, it is very important to pick the correct type of interface card or module.
To work with subdevices, from the Devices Functional Overview page, click Subdevices.
The Subdevices Functional Overview page appears (see Figure 2-22).

Figure 2-22 Subdevices

Subdevices Functional Overview

View Subdevice

O View the configuration for an existing sub device as it appears on the confignration server. Mote that this is not a
wview of the sub device configuration

-, Add Subdevice
© Addasub device to the configuration server.

-, EditSubdevice
" Edit the configuration for an existing sub device as it appears on the configuration server,

-, Delete Subdevice
" Remove the appearance of an existing sub device from the configuration server

101510

How to View Subdevices

To view subdevices, follow these steps:

Stepl  From the Subdevices Functional Overview page, select View Subdevice.

The list of subdevices appears (see Figure 2-23).

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Figure 2-23 View Subdevice

View Subdevice
Please select from the following list:

Qo

default

T
=
-~

A

Subdevice]

101511

Step2  Click on theicon for the device configuration you wish to view.
The Configuration for that device appears.

~

Note

The subdevice configuration displayed is the configuration as it appears at the configuration
server. It may not be the configuration running on the subdevice.

Step3  To return to the Devices main menu, click on the Devices tab.

How to Add Subdevices

To add the logical appearance of a subdevice to the configuration server, follow these steps:

Stepl  From the Subdevices Functional Overview page, click Add Subdevice.
The Subdevice Information page appears (see Figure 2-24).

Figure 2-24 Subdevice Information Page
Device Name: ||
(requited)

Config ID:

(requited)

Device Type: [-PRODUCT TYPE-  +|
(requited)

Template File Name: & Selectfile: |DemoRouter.cigtpl =
" Enter URL: TestURL

Group: ’m

(requited)

Add | Reset

Step2  Enter avalid value (no spaces) in the Device Name field.

101512
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Table 2-7  Valid Values for Add Subdevice
Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
ConfiglD Configuration ID attribute of the device. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Device Type From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.
Group Names of groups with which this device can be |From drop-down list
associated.
Step3  Accept the default value that appears or enter another valid value (no spaces) in the Config I D field.
Step4  From the Device Type drop-down list, choose the type of device to which this subdevice is associated.
Device type is the name of the network module as defined in the Cisco product catalog (price list).
Step5  Choose atemplate file.
To use atemplate on your Cisco CNS Configuration Engine 1.4:
a. Choose Select file.
b. Use the drop-down list to choose a template.
OR
To use an external template:
a. Choose Enter URL.
b. Enter the full URL for the server, directory, and filename where the template is stored. Currently,
only http is supported.
c. Totest access to the external template, click Test URL.
If the server is unavailable or the external template cannot be accessed, an error appears. You can
still save thislogical subdevice, but thetemplateis not available until you have accessto the external
template.
Step6  Choose a group.
Step7  To clear your entries, click Reset.
Step8  To add this device, click Add.
Step9  To return to the Devices main menu, click on the Devices tab.
Cisco CNS Configuration Engine 1.4 Administrator Guide
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How to Edit Subdevices

Step 1
Step 2

Step 3
Step 4
Step 5

To edit information associated with a particular subdevice, follow these steps:

From the Subdevices Functional Overview page, click Edit Subdevice.

From the Edit Subdevice page, click on the icon for the subdevice you wish to edit.
The subdevice configuration appears with a menu of edit functions in the |eft pane.
From the left pane, choose the edit function you want to use.

To go back to the Device List page, in the left pane, click << Up.

To return to the Devices main menu, click on the Devices tab.

How to Edit Subdevice Information

Step 1

Step 2

To edit subdevice information, follow these steps:

From the Edit Subdevice page, click Edit Information.
The subdevice information editor dialog box appears (see Figure 2-25).

Figure 2-25 Device Information Editor

Device Name: [Sybdevicel

(requited)

Config ID:  |Subdevicel

(requited)

Device Type:  [C7200-/0-GE+E |
(requited)

MMain Device : | Devicel hd

(requited)

Template File Name: & Selectfile: |event_setup.cfatpl =

" Enter TTEL: Test URL
3
—

To modify the device name, enter avalid value (no spaces) in the Device Name field.
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Table 2-8  Valid Values for Modify Subdevice

Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
ConfiglD Configuration ID attribute of the device. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Device Type From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.

Step3  To modify the ConfiglD, enter avalid value (no spaces) in the Config I D field.
Step4  To modify the device type, choose the appropriate device.

Step5  To modify the template filename, choose a new template filename.

Step6  Modify the template file as required.

Step7  Usethe Arrow buttons to modify the status of subdevices attached to this device.
Step8  To clear your entries, click Reset.

Step9  To update device information, click M odify.

Step 10  To return to the Devices main menu, click on the Devices tab.

How to Edit Subdevice Template

To edit a device template, follow these steps:

Step1  From the Edit Subdevice page, click Edit Template.

The template editor appears.
Step2  Inthe Attributesfield, click the drop-down arrow.
Step3  Choose the attribute you wish to add to the template, then click Add.
Step4  Repeat Steps 2 and 3 for all attributes you wish to add to the template file.
Step5  Delete all unusable strings from the template file.
Step6  Edit strings as necessary.

The default multi-line begin and end tags are [ and "] respectively. The delimiter for these tags are: ~
l@"& *-=| Donot use # or %.

A multi-line test banner might be:

Cisco CNS Configuration Engine 1.4 Administrator Guide
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banner exec *[*
This is a Test Banner
1. Hi
2. Hello
3. Test is 1234567890*
]
Step7  To save your edits, click Save.
Step8  To save thisversion as a new template, click Save as.

Step9  To return to the Devices main menu, click on the Devices tab.

How to Edit Subdevice Parameters

To edit subdevice parameters, follow these steps:

Stepl  From the Edit Subdevice page, click Edit Parameter.
The parameters editor appears.
Step2  Modify parameters values as required.
Step3  To save your edits, click Save Parameters.
Step4  Toreturn to the Devices main menu, click on the Devices tab.

How to Edit Contact Information

To edit contact information related to the physical location of a device, follow these steps:

Step1  From the Edit Device page, click Edit Contactlnfo.
The contact information appears.
Step2  Edit al active fields as required.
Step3  To clear your entries, click Reset.
Step4  To save your edits, click Update.
Step5  To return the to the Devices main menu, click on the Devices tab.

How to Delete Subdevices

To delete the logical appearance of a subdevice from the configuration server, follow these steps:

Stepl  From the Subdevices Functional Overview page (see Figure 2-22), click Delete Device.

The Delete Subdevice page appears (see Figure 2-26).

Cisco CNS Configuration Engine 1.4 Administrator Guide
E.. oL-1791-03 |



| Chapter2  Administration Tasks for Internal Directory Mode

Administrator-Level Operations

Figure 2-26 Delete Subdevice

Delete Subdevice
Please select from the following list:

[Ei!!ﬂ Q. Group Name fﬁﬂ
Iext Reset
r EBderault e

M Reset

101514

Step2  To delete all subdevicesin a group, check the group.
Step3  To delete certain subdevicesin agroup, click View.
Step4  From thelist, check the subdevices you wish to delete.
Step5  To proceed, click Next.
A status page appears indicating that the subdevice has been selected for deletion (see Figure 2-27).

Figure 2-27 Delete Subdevice

The following Devices have been selected for deletion.

en=linel2, ou=CIS8Devices,ou=ie2100-techdoc,0=cisco,c=us

Delete

24050

Step6  To delete this subdevice, click Delete.

Step7  To return to the Devices main menu, click on the Devices tab.

How to Query Device Inventory

You can use the Query Device Inventory feature to get a reports from devices about:
« Running image information
- Hardware information
» Filesystem list

To query device inventory follow these steps:

Step1  From the Devices Functional Overview page, click Query Device I nventory.

The Query Device Inventopry screen appears (see Figure 2-28).
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Figure 2-28 Query Device Inventory

Query Device Inventory
Please select from the following list:

r & default

Il & phevicelO1-
pCevicel 50

Il & phevice251-
pCevice300

Il & phevicedOl -

Q Group Name | El

Submit | Cancel |

Il & pCevicel -pDevices0  view

Il & phevicel51-
pCevice200

Il & phevice301-
pCevice350

Il & phevicedsl-

Il & phevices1 -
pCevicel00

Il & phevice201-
pCevice250

Il & phevice351-
pCevicedl

Il & phevice501-

pCeviceds0 pCevice500 pCevice550 -
Subrmit | Cancel | g
Step2  Check the device(s) for which you want to get an inventory report(s), then click Submit.
Device inventory report(s) appear (see Figure 2-29)
Figure 2-29 Device Inventory Report
ImagelD:c2600-1 Reported Time: 1993-03-05T22.57:37
2 g formation
122012k
flash: c2600-ikBo3s-mz. 122-
12h
2003-11-04T00:00:00 2003-11-04T00:00:00
2611 = Dx202
30645285 0 4194312
n List
[FileSys name=[nvram:], type=[nvram], size=[29688], freespace=[26473], readable=[1],
witeable=[1]
Directory 0: name=[/], fullname=[rvram:/], size=[29688], readflag=[1],
|writeﬂag=[1], owner=[], modDate=[1969-12-31T00:00:00]
File 0 under Directory[/]: name=[startup-config],
fullname=[nvram:/startup-config],
size=[1110], readflag=[1], writeflag=[1], owner=[], o
modDate=[1562-12-31T00:00:00], §
0L-1791-03 |
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Step3  Toreturn to the Devices main menu, click on the Devices tab.

How to Manage User Accounts

To begin managing user accounts, follow these steps:

Stepl  Login to the system (see “How to Login and Out of the System” section on page 2-1).
Step2  From the Home page, click on the Users tab.
A functional overview of the user administration options appears (see Figure 2-30).

Figure 2-30 User Administration Overview

S PR CEFI HISIH-EE

Users Functional Overview

~ Add User
* Add new user information to the configuration server

~ EditUser
" Edit user information for an existing user

-~ Delete User
" Remove an existing user from the configuration server

~, Change Password
~ Chenge or Reset password.

101515

How to Add a User Account

To add a user account, follow these steps:

Stepl  From the User Administration page, click Add User.
The User Information dialog box appears (see Figure 2-31).
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Figure 2-31 User Information
User Information

Atirihute Name Atiribute Value

UserID |

Password |

Confirm Password |

Last Name |

First Name |

Group

® Administrator

T Operator

53465

Sawve | Reset

Step2  Enter avalid value (no spaces) in the User D field.
Table 2-9 lists valid values for these fields.

Table 2-9  Valid Values for Add User Account

Attribute Description Valid Values

UserID ID that allows user to login to the user interface. |a-z

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Password Password Printable characters
with alength of 6 —12

Confirm Password Password Printable characters
with alength of 6 —12

Last Name Last name of registered user. az

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

First Name First name of registered user. az

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Step3  Enter a password in the Password field.
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Step4  Confirm the password by entering it again in the Confirm Password field.
Step5  Enter the user’s last namein the Last Name field.
Step6  Enter the user’sfirst name in the First Name field.

Step7  Inthe Group pane, click the radio button that classifies the privilege level (Administrator, Operator)
of this user.

Step8  To clear your entries, click Reset.
Step9  To save your entries, click Save.

Step 10  To return to the Users main menu, click on the User s tab.

How to Edit a User Account

To edit a user account, follow these steps:

Stepl  From the User Administration page, click Edit User.
A list of users appears (see Figure 2-32).

Figure 2-32 User List

Edit User

Please select from the following list:

Q Go|
Users

e € €

admin opl op3

101516

Step2  From the User List, click on the icon for the user account you wish to edit.

Note  Administrator-level users are shown with a key icon associated with the figure icon.

The User Information page appears (see Figure 2-33).
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Figure 2-33 User Information
User Information
Atiribute Name Atiribute Value

UserID op3

Last Name |[Begoode

First Name |[Johnny

Group

" Administrator

& Operator

66135

Sawve | Reset

Step3  To modify the user 1D, enter avalid value (no spaces) in the User| D field.
Table 2-10 list valid values for these fields.

Table 2-10 Valid Values for User Information

Attribute Description Valid Values

UserlD ID that allows user to login to the user interface. |Information only

Password Password Printable characters
with alength of 6 —12

Confirm Password Password Printable characters
with alength of 6 —12

Group Administrator or Operator level Radio Button

Step4  To modify the user’s last name, edit the L ast Name field.
Step5  To modify the user’s first name, edit the First Name field.
Step6  To modify the user group status, click the appropriate radio button in the Group pane.
Step7  To clear your entries, click Reset.
Step8  To save your entries, click Save.
User information update status appears (see Figure 2-34).
Step9  To return to the Users main menu, click on the User s tab.

Figure 2-34 User Information Update Status

Following parameters have been saved:
givenName =Johnny

description =operator

sn =Begoode

cn =op3

66139
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How to Delete a User Account

To delete a user account, follow these steps:

Stepl  From the User Administration page, click Delete User.
Step2  From the user list (see Figure 2-32), click on the icon for the user account you wish to delete.
Step3  To return to the Users main menu, click on the User s tab.

How to Change or Reset a User Password

To change or reset a user password, follow these steps:

Step1  From the User Administration page, click Change Password.
The Change Password dialog box (see Figure 2-35) appears.

Figure 2-35 Change Password

Change Password

UserID |

INew password |

Confirm password

Edit| Reset

Step2  Enter the User| D for the user account password you want to change or reset.
Table 2-11 lists valid values for these fields.

53471

Table 2-11 Valid Values for Change Password by Administrator

Attribute Description Valid Values

UserID ID that allows user to login to the user interface. |a-z

A-Z

0-9

-(hyphen)

_ (under-score)

. (period)

Password Password Printable characters
with alength of 6 —12

Confirm Password Password Printable characters
with alength of 6 —12

Step3  Enter the new password in the New password field.

Step4  Enter the new password again in the Confirm password field.
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Step5  To clear your entries, click Reset.
Step6  To save the new password, click Edit.

Step7  To return to the Users main menu, click on the User s tab.

How to Change Account Privilege Level

To change the privilege level of auser account, follow these steps:

Stepl  From the User Administration page, click Edit User.
Step2  Choose the user in question from the user list (see Figure 2-32).
The User Information page appears (see Figure 2-36).

Figure 2-36 User Information
User Information
Attribute Name Attribute Value

UserID cisadimin
Last Name |[Dog

First Name |[Big

Group

® Administrator

T Operator

53469

Sawve | Reset

Step3  Inthe Group pane, click the radio button that classifies the privilege level (Administrator, Operator) of
this user.

Step4  To clear your entries, click Reset.
Step5  To save your entries, click Save.

Step6  To return to the Users main menu, click on the User s tab.

Device Configuration Order Entry

To conduct device configuration order entry tasks, from the Home page, click the Order Entry tab. The
Order Entry page appears (see Figure 2-37).
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Figure 2-37 Device Configuration Order Entry

Image Service UserID: admin Logout|

order Entry Functional Overview

~ New Order
* Create new device and confignration IDs for the new device

-, Edit Order
" Editthe device and confizuration IDs and other related information for an existing device

~, Subdevice Order
" Subdevice Order Entry Management: Add/Edit subdevice

How to Enter an Order for a New Device Configuration
To enter a new device configuration order, follow these steps:
Stepl  From the Order Entry Functional Overview page, click New Order.
The order information dialog box appears (see Figure 2-38).
Figure 2-38 New Device Configuration Order
Device Name:
(requited)
CINS Event ID:
(requited)
CINS Config ID:
(requited)
Template File Name: & Selectfile: |DemoRouter.cigtpl =
¢ Enter URL: Test URL
Suhdevices availahle: Suhdevices attached:
subex? E-E
2]

Group: ’m

(requited)

101518

Add | Reset
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Step 2

Step 3
Step 4
Step 5

Enter avalid value (no spaces) in the Device Name field.
Table 2-12 list valid values for these fields.

Table 2-12 Valid Values for Order Entry New Device

Attribute

Description

Valid Values

Device Name

The name used as cn (common name) of the
device.

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

CNS EventID

Event ID attribute of the device.

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

CNS ConfiglD

Configuration 1D attribute of the device.

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Template File Name

Name of the configuration template to associate
with the device.

From drop-down list

Subdevices Available

List of modular router subdevices available for
this device.

From list

Subdevices Attached

List of modular router subdevices attached to this
device.

From list

Group

Names of groups with which this device can be
associated.

From drop-down list

Enter avalid value (no spaces) in the Event ID field.

Enter a valid value (no spaces) in the Config ID field.

Choose a template file.

To use atemplate on your Cisco CNS Configuration Engine 1.4:

a. Choose Select file.

b. Use the drop-down menu to choose a template.

OR

To use an external template:
a. Choose Enter URL.

b. Enter the full URL for the server, directory, and filename where the template is stored. Currently,

only http is supported.

c. Totest accessto the external template, click Test URL.
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Step 7
Step 8

Step 9

Step 10
Step 11
Step 12

Step 13

Step 14
Step 15

Step 16
Step 17
Step 18
Step 19
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If the server is unavailable or the external template cannot be accessed, an error appears. You can
still save this logical device, but the template is not available until you have access to the external
template.

Choose a group.

Use the Group Manager under DAT (see “How to Add a Group” section on page 4-15) to set up groups
before you add a device.

To clear your entries, click Reset.

To add this device, click Add.

Confirmation page appears.

Click Update Contact Infor mation.

Contact information page appears.

To update contact information, fill in all applicable field.

To clear your entries, click Reset.

To continue, click Add.

Confirmation page appears.

Click Edit Parameters.

If there are parameters in the configuration template, they appear. Otherwise, skip.
Enter values for parameters.

Click Apply Template.

A confirmation page appears.

To save, but not apply, click Save.

To save and apply, Save and Apply.

To clear your entry, click Reset.

To return to the Order Entry main menu, click on the Order Entry tab.

Editing an Existing Configuration Order

Step 1

Step 2

To edit an existing configuration order, follow these steps:

From the Order Entry Functional Overview page, click Edit Order.

The Edit Order page appears (see Figure 2-39).

Click on theicon for the device configuration order you wish to edit.

The device configuration order editor appears with a menu of edit functions in the left pane.

| oL-1791-03
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Figure 2-39 Edit Order Device List

Edit Order
Please select from the following list:
Q, |Device Mame ~| | E
default
. . 5 B
DemoRouter Device Device?2 =

How to Edit Existing Order Information

To edit existing order information, follow these steps:

Step1  From the Order Editor page, click Edit Information.
The order information dialog box appears.
Step2  To modify the device name, enter avalid value (no spaces) in the Device Name field.
Step3  To modify the EventlD, enter a valid value (no spaces) in the Event ID field.
Step4  To modify the ConfigID, enter avalid value (no spaces) in the Config ID field.
Step5  To modify the template filename, choose a new template filename.
Step6  Modify the template file as required.
Step7  Toclear your entries, click Reset.
Step8  To save your edits, click M odify.
Step9  To return to the Order Entry main menu, click on the Order Entry tab.

How to Edit Parameters

To edit parameter for an order, follow these steps:

Stepl  From the Order Editor page, click Edit Parameters.
The parameter editor appears (see Figure 2-40).

Figure 2-40 Parameter Editor
List of Parameters for Device

Parameter Name Parameter Value

SWlInterfaceMName ||swl

Sawve | Sawve and Apply | Reset |
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Step2  Edit the value(s) of all applicable fields.
Table 2-13 list valid values for these fields.
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Table 2-13 Valid Values for List of Parameters for Device

Attribute Description Valid Values

Parameter Name Name of parameter set for the device az

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Step3  To save, but not apply, click Save.
Step4  To save and apply, Save and Apply.
Step5  To clear your entry, click Reset.

A parameter save and apply status page appears.

Figure 2-41 Parameter Save Status

Parameter values have been saved as follows:
Directory Service: LDAP /locathost

Object: CH=sw1,0u=CH3Devices, ou=ha-alphal,c=csco,c=us

Attributes: SIF} nterfaceName swl

Config Action: * WWrite
" Persist
I Syntax Checke

Update Device via Event |
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Step6  Use the radio buttons to choose a Config Action, then click Update Device via Event.

Step7  To return to the Order Entry main menu, click on the Order Entry tab.

How to Edit Contact Information

To edit contact information for an existing order, follow these steps:

Stepl  From the Order Editor page, click Edit Contactl nfo.

The contact information appears (see Figure 2-42).
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Step 2

Step 3
Step 4
Step 5

Figure 2-42 Contact Information (Partial View)

Device Owner Information

Firstname | Jim

Lastname |[Smith

Street 303 &vin Rd
City |Hingham
State [t

Zip [01234

Country  |[USA

OfficePhone |[517-555-8765

HomePhone [517-555-3847

Cell |517-555-2763
Pager |617-555-4698
Email lims@coms.com

Customer Support Information

Firstname  [|Jack

Lastname |[Fast

Street 303 &vin Rd
City |Hingham
State [t

Zip [01234

Country  |[USA

OfficePhone |[517-555-0667

HomePhone [517-555-9348

Cell |617-555-2847
Pager |517-555-5380
Email [itast@coms.com

Edit all active fields as required.
Table 2-14 list valid values for these fields.

Table 2-14 Valid Values for Contact Information

BE112

Attribute

Description

Valid Values

All Fields

Contact information fields

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

To clear your entries, click Reset.

To save your edits, click Update.

To return the to the Order Entry main menu, click on the Order Entry tab.

Managing Subdevice Configuration Orders

To enter new subdevice configuration orders or edit existing ones, from the Order Entry page, click
Subdevice Order. The subdevice order entry page appears (see Figure 2-43).
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Figure 2-43 New Subdevice Order Entry

UserlD: admin Logout}

Subdevice Order Entry Functional Overview

~ MNew Subdevice Order
" Create new subdevice and configuration IDs for the new subdevice

., EditSubdevice Order
~ Editthe subdevice and confignration IDs and other related information for an existing subdevice
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How to Enter an Order for a New Subdevice Configuration

To enter an order for a new subdevice configuration, follow these steps:

Stepl  From the Subdevice Order page, click New Subdevice Order.
The subdevice information page appears (see Figure 2-44).

Figure 2-44 New Subdevice Order Entry Information

Device Name:

(requited)

Config ID:

(requited)

Device Type: [-PRODUCT TYPE-  +|

(requited)
Template File Mame: & Zelect file: |Dem0R0uter.m‘gth j
" Enter URL: TestURL
Group: | default »
(requited)
&
7
Add | Reset a

Step2  Enter avalid value (no spaces) in the Device Name field.
Table 2-15 list valid values for these fields.
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I oL-1791-03 .ﬂﬁl



Chapter 2 Administration Tasks for Internal Directory Mode |

M Administrator-Level Operations

Table 2-15 Valid Values for Add Subdevice

Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Config ID Unique ID of the device. Default or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Device Type Type of device From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.
Group Group to which this subdevice belongs. From drop-down list

Step3  Accept the default value that appears or enter another valid value (no spaces) in the Config I D field.
Step4  Fromthe Device Type drop-down menu, choose the type of device to which this subdevice is associated.
Step5  Choose atemplate file.

To use atemplate on your Cisco CNS Configuration Engine 1.4:

a. Choose Select file.

b. Use the drop-down list to choose atemplate.

OR

To use an external template:

a. Choose Enter URL.

b. Enter the full URL for the server, directory, and filename where the template is stored. Currently,
only http is supported.

c. Totest access to the external template, click Test URL.

If the server is unavailable or the external template cannot be accessed, an error appears. You can
still save thislogical subdevice, but the templateisnot available until you have accessto the external
template.

Step6  Choose a group.

Step7  To clear your entries, click Reset.

Step8  To add this device, click Add.

Step9  To return to the Order Entry main menu, click on the Order Entry tab.
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How to Edit an Existing Order for a Subdevice Configuration

To edit an existing order for a new subdevice configuration, follow these steps:

Stepl  From the Subdevice Order page, click Edit Subdevice Order.
Step2  From the Subdevice List page, click on the icon for the subdevice you wish to edit.

The subdevice configuration appears with a menu of edit functions in the |left pane (see Figure 2-45).

Figure 2-45 ESubdevice Order

Sub Device: Subdevicel
i Zubdevicel
IOEConfiglD Zubdevicel

IO Econfistemplate event_setup. cfgtpl
IOSknecardtype  C7200-I/O-GE+E
I0Emaindewvice  Dewicel

101524

How to Edit Subdevice Information

To edit subdevice information, follow these steps:

Step1  From the Edit Subdevice page, click Edit I nformation.
The subdevice information editor dialog box appears (see Figure 2-46).

Figure 2-46 Subdevice Information Editor

Device Name: [Sybdevicel

(requited)

Config ID:  |Subdevicel
(requited)

Device Type:  [C7200-/0-GE+E |
(requited)

MMain Device : | Devicel hd

(requited)

Template File Name: & Selectfile: |event_setup.cfatpl =
" Enter URL: TestURL

Reset
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Step2  To modify the device name, enter a valid value (no spaces) in the Device Name field.
Table 2-16 list valid values for these fields.
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Table 2-16 Valid Values for Edit Subdevice

Attribute Description Valid Values
Device Name The name used as cn (common name) of the az
device. A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Config ID Unique ID of the device. Default or
az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Device Type Type of device From drop-down list
Main Device Device in which this subdevice resides. From drop-down list
Template File Name Name of the configuration template to associate |From drop-down list
with the device.

Step3  To modify the ConfiglD, enter avalid value (no spaces) in the Config ID field.
Step4  To modify the device type, choose the appropriate device.

Step5  To modify the template filename, choose a new template filename.

Step6  Modify the template file as required.

Step7  Usethe Arrow buttons to modify the status of subdevices attached to this device.
Step8  To clear your entries, click Reset.

Step9  To update device information, click M odify.

Step 10  To return to the Order Entry main menu, click on the Order Entry tab.

How to Edit Subdevice Parameters

To edit subdevice parameters, follow these steps:

Stepl  From the Edit Subdevice page, click Edit Parameter.
The parameters editor appears.
Step2  Modify parameters values as required.
Step3  To save your edits, click Save Parameters.
Step4  To return to the Order Entry main menu, click on the Order Entry tab.
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How to Edit Contact Information

To edit contact information related to the physical location of a device, follow these steps:

Stepl  From the Edit Device page, click Edit Contactlnfo.
The contact information appears.
Step2  Edit al active fields as required.
Step3  Toclear your entries, click Reset.
Step4  To save your edits, click Update.
Step5  To return the to the Order Entry main menu, click on the Order Entry tab.

Management Tools

To use the management tools, from the Home page, click on the Tools tab.
The Tools page appears (see Figure 2-47).

Figure 2-47 Management Tools

Sl PRI AEEIBH-SE-EF
Tools Functional Overview

-, DAT
" Tool to manage NSM data

-, DataManager
~ Tools to manage data backups and to view log fles

-, Directory Mgr.
" Administration tools to EditTmport Schema.

~, Template Mgr.
" Tools to Add/EditDelete/Tmport Confignration Templates

~ Security Mgr.
" Tools to change the Bootstrap Password.

101526

~ LogManager

How to Use DAT

To connect to the user interface for the Directory Administration Tool (DAT), follow these steps:

Stepl  From the Tools main menu, click DAT.
The login window appears (see Figure 2-48).
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Figure 2-48 Directory Administration Tool Login Window

-2} Welcome to Directory Administration Tool - Microsoft Internet Explorer provided by Cisco IT| == x|
Fle Edt View Favorites Took Help n
Bk - D (A | Qsearch [agFavortes BHstory | By S [ - 1=

Address [£] http10.79.131.69/DAT/Login bt

| e ||unks >

Cisco Srstems

Directory Administration Tool

User Login
Please enter user ID and Password

User ID

Password

0813011539

75074

2] bore B mreemet

Step2  Enter your User ID.

Thisisthe LDAP proxy user name for the Cisco CNS Configuration Engine 1.4 administrative account
that you entered during Setup.

Step3  Enter your LDAP proxy password.
Step4  Click LOGIN.
The Directory Administration Tool Overview page appears (see Figure 2-49).

Figure 2-49 DAT Home Page

QR 0E3 D IE-E

& -

Cisco Svsieus

Directory Administration Tool

eeeeee applications | Setwp | Bulkpata | mMow Logout
Directory Administration Tool Overview
O Devices
Device Management: View!AddModifp/Delete Device
O Groups
Group Management: View/ 4 dd/Modif/Delete Group.
O Applications
Application Management: View/Add/ModifpDelete Application
O Setup
Setup: View/Mo dify DevicefGroup, [Event/User Settings
O Bulk Data
Bulk Data: Add Device/GrouplapplicationEvent in Bulle
O IMGW
DMGW Device Management. View/AddDLodifyDelete MW Device.
3
=}
g
&
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Step5  From here, goto Chapter 4, “Directory Administration Tool” and follow the procedures for the tasks you
want to run.

Managing Data

From the Tools page, click Data M anager. The Data Manager page appears (see Figure 2-50).

Figure 2-50 Data Manager

-2 QA QRIS D-SH-EB g -5
Order Entry. Image Service UserID: admin Logout]
Data Manager Functional Overview

~ ScheduleBackup
" Provide information for scheduling data backups

 UpdateProductList
" TUpdate Product List

~ Manage Disk Space
" Manage Disk Space by setting up B-Mail notification
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How to Schedule Data Backup

To schedule a data backup, follow these steps:

Stepl  From the Data Manager Overview page, click ScheduleBackup.
The backup information dialog box appears (see Figure 2-51).
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Figure 2-51 Backup Schedule Parameters

BACKUP SCHEDULE PARAMETERS

FTP Server name |

Username |

Password |

Directory |

Enable Log File Management |N0 j

Backup Schedule & Daily At IDD;DD

(o Week_ly every |Saturday j At IDDZDD
€ Monthly onday |1 x| At [00:00

Backup | Cancel |

84063

Step2  To specify where you want the backup data to be stored, enter the FTP server name in the FTP Server
Name field.

Table 2-17 list valid values for these fields.

Table 2-17 Valid Values for Backup Schedule Parameters

Attribute Description Valid Values
FTP Server name Server name where all backup files will be put. |a-z
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Username Login username for the FTP server. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Password Password for FTP server. Printable characters
with alength of 6 —12
Directory Subdirectory into which all backup files will be |Absolute path
put.
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Step 4
Step 5
Step 6
Step 7

Note

Step 8
Step 9
Step 10

Management Tools

Table 2-17 Valid Values for Backup Schedule Parameters (continued)

Attribute Description Valid Values

Enable Log File determines whether files will be deleted from From drop-down list
Management CNS 2100 Series system after backup.

Backup Schedule Date and time fields. Asrequired

To specify the username to login to the FTP server, enter a valid username in the User name field.
To specify the password to use to login to the FTP server, enter avalid value in the Password field.
To specify the subdirectory where the data file is put, enter the absolute path in the Directory field.
Choose whether to Enable L og File Management.

To specify the backup schedule, complete the fields in the Backup Schedule pane.

The time base for the CNS 2100 Series system should be set to Coordinated Universal Time (UTC).

To cancel the backup operation, click Cancel.
To start the backup operation, click Backup.
To return to the Tools main menu, click on the Tools tab.

For more information about backup and restore, refer to the Cisco CNS Configuration Engine 1.4
Installation & Setup Guide For Linux.

How to Update Product List

Step 1

The product list is a mapping between product name of the network modules as specified in the pricing
list and the numeric identification number stored in EPROM. As new products are added, thislist grows
and hence the need for the Cisco CNS Configuration Engine 1.4 to update this list whenever new
products are added. Thislist can be downloaded from the Cisco web site at: http://www.cisco.com.

To update the product list, follow these steps:

From the Data Manager page, click Update Product List.
The Update Product List dialog box appears (see Figure 2-52).
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Figure 2-52 Update Product List

Update Product List

Select Download Option: | & Download from Cisco Web site
" Download from Specified TRL.

" Restore mstalled version.

URL: [t

Username: |

Password: |

Step2  Select the appropriate download option.
Table 2-18 list valid values for these fields.

4065

Table 2-18 Valid Values for Update Product List

Attribute Description Valid Values
Select Download Option Available download options Radio Button
URL Target URL Valid URL as per
RFC 1738.
Username Your username az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Password Your password Printable characters
with alength of 6 —12

Step3  Enter the target URL.

Step4  Enter your username and password.

Step5  To download the product list, click Download.

Step6  To return to the Tools main menu, click on the Tools tab.

How to Manage Disk Space

To setup disk space e-mail notification of disk space usage, follow these steps:

Stepl  From the Group Manager page, click Manage Disk Space.
The Setup Disk Space Notification dialog box appears (see Figure 2-53).
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Step 3
Step 4
Step 5

Management Tools

Figure 2-53 Disk Space Notification

Setup Disk Space Notification

Set notification percentage: |85

E-Mail Ids for notification:
(Tze comuma seperated E-Ifatl Ids)

Sawve

Set the notification percentage to the value that triggers an e-mail notification.
Table 2-19 list valid values for these fields.

4066

Table 2-19 Valid Values for Setup Disk Space Notification

Attribute Description Valid Values
Set notification percentage |Notification percentage that triggers an e-mail 0-100
notification.
E-Mail Ids for notification: |E-mail address to send notification. az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)

Set the appropriate e-mail address for notification e-mail.
To save these entries, click Save.

To return to the Tools main menu, click on the Tools tab.

How to Manage Directory Content

With the directory manager you can:

- Edit the schema

« Import a schemafrom an XML file
To use the directory manager tool, click Directory Mgr.
The Directory Manager page appears (see Figure 2-54).
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Figure 2-54 Directory Manager

Directory Manager Functional Overview

~ EditSchema
" Bdit Schema to add neve IOS parametersiattributes

-, Import Schema
* Tmport the Schema from an XL Ble.
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How to Edit the Schema

To edit the schema, follow these steps:

Stepl  From the Directory Manager page, click Edit Schema.
The schema editor appears (see Figure 2-55).

Figure 2-55 Schema Editor

Schema Editor

105 ConfigClass -

|1 .2.840.113548.3.1.2.3003

Add Entry Reset
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Step2  From drop-down list, select name of class to which attribute belongs.
Table 2-20 list valid values for these fields.
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Table 2-20 Valid Values for Schema Editor

Management Tools

Attribute Description

Valid Values

Name of class to which
attribute belongs

Class name to which attribute belongs

From drop-down list

Name of the attribute Name of the attribute

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Unique ID for this attribute [Unique ID for this attribute

az
A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Enter the name of the new attribute

Accept or modify the Unique I D for this attribute.
To clear your entries, click Reset.

To add this attribute to the schema, click Add Entry.

To return to the Tools main menu, click on the Tools tab.

How to Import Schema

You can import a schema accessible from your computer. However, the file must be in XML format and

conform to the definitions specified in the document type definition (DTD) file shown here:

<!-- DTD for DAML -->
<!-- Last updated: 2000-10-03 -->

<!ELEMENT daml (schema) >

<!-- SCHEMA -->
<!ELEMENT schema (class+,attribute-type+,link*)>

<!-- element types common to class and attribute-type -->

<!ELEMENT class (auxclass*,attribute+)>
<!ATTLIST class

name (#PCDATA) #REQUIRED

id ID #IMPLIED

superior IDREF #IMPLIED

type (structural |abstract |auxiliary) #REQUIRED

description? #IMPLIED
>

<!ELEMENT auxclass EMPTY>
<!ATTLIST auxclass

ref IDREF #REQUIRED

| oL-1791-03
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Step 2

<!ELEMENT attribute EMPTY>
<!ATTLIST attribute
ref IDREF #REQUIRED
required (true|false) #REQUIRED

<!ELEMENT attribute-type EMPTY>
<!ATTLIST attribute-type

name (#PCDATA) #REQUIRED
id ID #REQUIRED
single-value (true|false) "false"
syntax (string|integer|boolean|binary|key) "string"

<!ELEMENT link EMPTY>
<!ATTLIST link

fromclass IDREF #REQUIRED
fromattr IDREF #REQUIRED
toclass IDREF #REQUIRED
toattr IDREF #REQUIRED

>

For example, a valid schema would look like:

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE dsml SYSTEM "dsml.dtd"s>
<dsml complete="true">
<directory-schemas
<attribute-type id="IOSelipaddress" single-value="true" obsolete="false"
user-modification="true">
<name>I0Selipaddress</name>
<object-identifier>1.2.840.113548.3.1.2.20</object-identifiers
<syntax>string</syntax>
</attribute-type>
<class id="IOSConfigClass" superior="top" type="structural" obsolete="false">
<name>I0SConfigClass</name>
<object-identifier>1.2.840.113548.3.2.2.1</object-identifier>
<attribute ref="1.2.840.113548.3.1.2.20" required="false"/>
</class>
</directory-schemas>
</dsml>

To import a schema from an XML file accessible from your computer, follow these steps:

From the Directory Manager page, click Import Schema.
The import schema dialog box appears (see Figure 2-56).

Figure 2-56 Import Schema

Import Schema

Schema Filename || Browse...
Import | Reset

Enter the filename of the schema you want to import in the Schema Filename field.
Table 2-21 list valid values for these fields.

53459
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Table 2-21 Valid Values for Import Schema

Attribute Description Valid Values

Schema Filename Name of schema file to import. az

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Use the browse function to locate the file, if needed.
To clear your entries, click Reset.
To import the file, click Import.

To return to the Tools main menu, click on the Tools tab.

Templates and Template Management

Sample Template

A

When creating atemplate, it is possible to specify variables that will be contextually substituted. Many
of these variables are available in the drop-down menu in the Template Editor (see Figure 2-60). It is
also possible to create these files offline without the Template Editor and still use these variables.

Thebasic format of atemplatefileissimply thetext of the configuration to be downloaded to your device
(see “ Sample Template” section on page 2-57). However, you can put variable substitutions of the
following form (for example, the variable name could be iosipaddress):
Internal directory mode:
${LDAP://this:attrName=iosipaddress}
External directory mode:
${LDAP://10.1.2.3/cn=Devicel, ou=CNSDevices, o=cisco,c=us:attrName=iosipaddress}

It is possible to create segments of templates that can be included in other templates. For example, you
might have an Ethernet configuration that would be used by multiple devices. In each device template,
you could have:

#include /opt/CSCOcnsie/Templates/ethernet setup.cfgtpl

Now, you could centralize all the administration for Ethernet configuration in one file.

Caution

Circular includes of template files are not allowed.

The following sample is the configuration template for the DemoRouter (DemoRouter.cfgtpl), which is
pre-loaded on your system:
Qersion 12.0

service timestamps debug uptime
service timestamps log uptime
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no service password-encryption
service udp-small-servers
service tcp-small-servers

!
hostname DemoRouter

!
boot system flash c¢7200-is-mz
enable secret 5 $1$cMdIS$.e37TH540MWB2GW5gMOn3/
enable password cisco

!

ip subnet-zero

!

interface FastEthernet0/0

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

half-duplex

|

interface Ethernetl/0

ip address 10.10.1.1 255.255.255.240
no ip directed-broadcast

no ip route-cache

no ip mroute-cache

|

interface Ethernetl/1

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

!

interface Ethernetl/2

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

!

interface Ethernetl/3

no ip address

no ip directed-broadcast

no ip route-cache

no ip mroute-cache

shutdown

!
ip classless
ip route 0.0.0.0 0.0.0.0 10.10.1.1
ip http server

!
dialer-list 1 protocol ip permit
dialer-list 1 protocol ipx permit
!
line con 0

transport input none
line aux 0
line vty 0 4

password cisco

login

!

end
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Configuration Control Templates

Torestart adevice with anew image, you need Configuration Control templates that contain the required
CLI commands for image activation on particular devices.

For example, if you want to restart a Cisco 3600 Series router with an image named 3600.image, from
the device console, you would issue the following CLI commands:

no boot system
boot system flash:3600.image

The content of the Configuration Control template for image activation should contain the CLI
commands that you would normally enter from the device console to activate a new image on the device.

Templates for Modular Routers

The template mechanism for the devices has been enhanced to support modular routers. A modular
router chassis includes slots in which you can install modules. You can install any module into any
available slot in the chassis. Some modules like 2 Ethernet 2 WAN card slot module can in turn have sub
slotstoinstall interface cards or line cards. Device management has been extended to support subdevices
representing line cards.

Additional attributes representing line card number, line card type, and subdevices have been added to
the existing device object structurein the directory server in order to have the same structure to represent
the main device or the subdevice.

Currently, card type is a string that maps to the product code of the network module. Since the EPROM
datain the card stores part numbers only, not product codes, the part numbers are mapped to product
codes. The user uses part numbers and the configuration server maps part number to product codes.

In the context of main device, the line card number and line card type fields make no sense and hence
are set to NULL value. The subdevicesfield in the sub device (representing the line card) is set to NULL
value.

New interface variable support has been added. These variables are included in the templates, which are
parameterize with the interface numbersin the template. These are not attributes. They are special format
variables that are replaced by the configuration server based on the interface information, which comes
from the device. These variables only specify the relative position of the interface on the module and are
replaced by the actual slot number, shelf-1D or port number. The interface variables are wrapped in
percent sign (%) characters and specify the type, if any, and the relative position. The configuration
server replaces these variables with the interface numbers. The interface type still has to be specified in
the CLI using the following syntax:

Interface Variable = %[l nterfaceType] RelativePosition%
For example:

% FastEthernet 0% for interface FastEthernet

% Serial 0% interface Serial

%T10% controller T1

%E1 0% controller E1

% voice-port 0% voice-port

| oL-1791-03
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Example 1:

A network module with two FastEthernet ports plugged in Slot 2 would be referred in the configuration
CL1 as FastEthernet 2/0 and FastEthernet 2/1 and referred in the templ ate as FastEthernet %FastEthernet
0% and FastEthernet %FastEthernet 1%:

!
interface FatsEthernet 2/0
ip address 10.10.1.1 255.255.255.0
!
interface FatsEthernet 2/1

ip address 20.20.1.1 255.255.255.0
!

Templates for these CLIs would be:

!
interface FastEthernet %FastEthernet 0
ip address 10.10.1.1 255.255.255.0

o°

!
interface FastEthernet %FastEthernet 1
ip address 20.20.1.1 255.255.255.0

o
s

Example 2 (Voice card with two ports plugged in slot 3):

!
voice-port 3/0/0
description 4082224444
!
voice-port 3/0/0
description 4082225555
!

Templates for these CLIs would be:

|
voice-port $voice-port 0%
description 4082224444
!
voice-port %voice-port 1%
description 4082225555
|

The main device template does not include links to the subdevice templates. The subdevice templates
are appended to the main device template. The line card number are a parameter in the subdevice
templates.

All the CLI commands which reference aline card interface are specified in the subdevice template for
that line card. Thisimpliesthat any command in the global configuration mode, or otherwise, that refers
to a particular line card interface is in the template for that subdevice (line card) and not in the main

device template.

Only the CLI commands in the global configuration mode, and not pertaining to the any specific
interface, are specified in the main device template.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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The port number and channel number are not be template parameters since these are fixed for a given
line card. The network administrator can configure specific channels on the interfaces by explicitly
specifying the channels in the subdevice templates.

For example:
interface Serial % Serial 0%:0

Sample Templates for Modular Router

The names of the attributes for slot, slot-unit, line card type and so forth, are used for demonstration
purposes.

Main Device Template

|
version 12.2
no parser cache
no service single-slot-reload-enable
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
|
hostname 2600
!
logging rate-limit console 10 except errors
!
memory-size iomem 25
ip subnet-zero
|
!
1
no ip dhcp-client network-discovery
lcp max-session-starts 0
!
ip classless
no ip http server
|
call rsvp-sync
!
no mgcp timer receive-rtcp
|
mgcp profile default
|
dial-peer cor custom
!
|
|
!
line con 0
line aux 0
line vty 0
login
line vty 5 15
login
|
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Fastethernet Template

Interface FastEthernet %FastEthernet 0%
ip address 10.0.0.1 255.0.0.0

shutdown

speed auto

Voice-port Template

voice-port $%voice-port 0%
playout-delay mode adaptive
!

voice-port %$voice-port 1%

|

dial-peer voice 10 pots
destination-pattern 200
port %voice-port 0%
forward-digits all

o°

voice-port
!

$voice-port 0

dial-peer voice 20 pots
destination-pattern 100
port %voice-port 0%

|

o°

voice-port $voice-port 1

Modular Router Events

Modular router events are published to the event bus and are accessible to applications connected to the
bus. The IOS device publishes the system hardware configuration in the cisco.cns.config.device-details
event after hardware discovery. The Cisco CNS Configuration Engine 1.4 is configured to listen for this
event, retrieve it and extract the hardware configuration of the device.

Following isthe DTD of the cisco.cns.config.device-details event that the Cisco 10S device sends:

<!ELEMENT device-details (config-id,
<!ELEMENT config-id (#PCDATA) >
<!ELEMENT connect-interface (#PCDATA) >
<!ELEMENT card-info (card-info+) >
<!ELEMENT card-info

connect-interface?,

card-info*>

(card-type, card-desc?, slot,daughter?, serial -number, part-number, hw-version?,board-revision?
,ports?,controller?, rma-number?, test-history?, eeprom-version?, eeprom-data?, interface?, cont

roller?,voice-port?) >
<!ELEMENT card-type
<!ELEMENT card-desc (#PCDATA) >
<!ELEMENT slot (#PCDATA) >
<!ELEMENT daughter (#PCDATA) >
< !ELEMENT serial-number (#PCDATA) >
<!ELEMENT part-number (#PCDATA) >
<!ELEMENT hw-version (#PCDATA) >
< !ELEMENT board-revision (#PCDATA) >
<!ELEMENT ports (#PCDATA) >
<!ELEMENT controller (#PCDATA) >
<!ELEMENT rma-number (#PCDATA) >
<!ELEMENT test-history (#PCDATA) >
< !ELEMENT eeprom-version (#PCDATA) >
< !ELEMENT eeprom-data (#PCDATA) >
<!ELEMENT interface (#PCDATA) >
<!ELEMENT controller (#PCDATA) >

(#PCDATA) >
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<!ELEMENT voice-port (#PCDATA) >

Dynamic Templates

There may be times when the actual contents of atemplate needs to be dynamically generated. To do
this, you would use the #call mechanism. This executes a JavaScript program whose output becomes part
of the template. The program is re-executed each time a device asks for the template.

For example, you might want to distribute the load across the various event gateway processes without
permanently assigning a device to a particular event gateway. Thisis useful because of the limit of 500
devices per event gateway daemon instance.

Let us take the following template as an example:

version 12.0

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

service udp-small-servers

service tcp-small-servers

!

hostname DemoRouter

#call /opt/CSCOcnsie/Templates/event setup.js

Here is an example of an event_setup.js that one might use:
/*

* An instance of Event Gateway resides on every odd port from 11011 to 11031.
* This will choose a random one in this range so that devices are spread out
* evenly among the various ports. Adjust the IP address in the println
* statement to be the address of the IE2100 itself.
*/

var port = Math.floor (Math.random() * 11) * 2 + 11011;

println("cns event 10.1.6.131 " + port.toString());

The result of this combination would be atemplate that appears as follows:

version 12.0

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers

service tcp-small-servers
|

hostname DemoRouter
cns event 10.1.6.131 11017

Thelast line is programmatically determined and recal culated every time the template is requested by
the device. So the next time a device requests this template, the last line might be:

cns event 10.1.6.131 11023

Simple modifications to event_setup.js could even be used to distribute devices across multiple CNS
2100 Series devices (by dynamically generating the IP address). It could also be used to affect any part
of the device configuration—be it DNS servers or routing tables. Anything that is printed out by the
JavaScript program becomes a dynamic part of the template.

| oL-1791-03
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Control Structures

The configuration template can include simple control structures such as, if, else and elseif. By using
these control structures, the user can include or exclude ablock of CLI commands based on a parameter
stored in the directory.

The syntax for these # preprocessing control structuresis as follows:

Syntax Description  #if <URL> = constant
cli-command(s)
#elseif <URL> = constant
cli-command(s)
#else
cli-command(s)
#endif

Where constant is an integer, boolean or a string in single quotes and the <URL> isa URL pointing to
an attribute in the Directory or Database.

Note  Nested #if and #elseif is NOT supported.

Usage Guidelines The configuration template can include #define entries to define short names for long URLSs.
The syntax for the #define preprocessing command is as follows
#define definition-name <URL> | constant
where <URL> is areference to an attribute in the directory.

The configuration template can contain another # preprocessing command #include, which allows the
inclusion of other configuration templates or the results of an ASP page.

The syntax for the # preprocessing command is as follows:;
#include <URL> | ‘<Filename>’ | <Filename>
Whenever an #include directive is encountered, it is replaced by the content of thefile.

The following configuration template sample includes either 1P sub-template or ISDN sub-template
based on the value of the parameter protocol in the directory or database.

Examples !
version 12.0
service timestamps debug uptime
service timestamps log uptime
no service password-encryption
service udp-small-servers
service tcp-small-servers
|
hostname ${LDAP://this:attrName=IOShostname}
#1if ${LDAP://this:attrName=IOSIPprotocol} = true then
#include ${LDAP://this:attrName=IPsubTemplate}

Cisco CNS Configuration Engine 1.4 Administrator Guide
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#else
#include ${LDAP://this:attrName=ISDNsubTemplate}
#endif

The parameter, ${LDaP://this:attrName=IPsubTemplate} contains the location of thefile.

How to Manage Templates

To use the template manager tool, click Template Mgr.

The Template Manager page appears (see Figure 2-57).

Figure 2-57 Template Manager

PRABEFIRD-80-8F e ——
UserID: admin Logout)
Template Manager Functional Overview

-, Add Template
" Add anew template without association to any Device.

-, Edit Template
" Edit the content of the template file and set the list of attributes the Operator can update.

-, Delete Template
" Delete an existing template file from the Config server

- Import Template
" Upload template file to Config server

101530

How to Add a Template

To add a template to the directory, follow these steps:

Stepl1  From the Template Manager page, click Add Template.
A blank template page appears (see Figure 2-58).
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Step 2

Step 3
Step 4
Step 5

Figure 2-58 Add Template

Template File:

Attributes: |- Device

105 in
I0Shostname
10Sipaddress

105 password

105 protocol
10Sroutingprotocol
10Ssubnetmask
10Stimeout

SW InterfaceMName
SWlnterfaceMName

N I—
Opened: new doc Line 1 =
Sawve g
Enter the filename for this template in the Template File field.
Table 2-22 list valid values for these fields.
Table 2-22 Valid Values for Add Template
Attribute Description Valid Values
Template File Filename of template az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)
Attributes Available attributes From drop-down list

To choose the attributes you want to be included in this template, use the Attributes menu.

To save your entries, click Save.

To return to the Tools main menu, click on the Tools tab.
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How to Edit a Template

To edit parameters (attribute information) and the content of atemplate, follow these steps:

Stepl  From the Template Manager page, click Edit Template.
The Edit Template list appears (see Figure 2-59).

Figure 2-59 Edit Template List

Edit Template

Please select from the following list:

Qo

Jopt/CSCOcnsie/Templates/

=] =]

DemoRouter cfgtpl event setup cfgtpl

101532

Step2  Click on the icon for the template file you wish to edit.
The template file appears.
Step3  To edit parameters (attribute information), follow these steps:
a. From the template file page, click Edit Attributel nfo.
b. Edit the desired parameter fields.
Only selected (see check box) parameters appear in Order Entry.

The Display Name and Default Value appear when an operator edits parameters by means of Order
Entry.

c. Toclear your entries, click Reset.
d. To save your changes, click Save.
Step4  To save and apply, Save and Apply.
e. To return to the Tools main menu, click on the Tools tab.

Step5  To edit template content, follow these steps:

a. To edit the content of atemplate, from the template file page, click Edit Content.
The template content appears (see Figure 2-60).
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Figure 2-60 Template Content

Template File: [ DemoEouter. ofgtpl ] Attributes: |— Dewvice — j Add

]
wversion 12.0
service timestamps debug uptine
service timestamps log uptime
no service password-encryption
service udp-small-servers
service top-small-servers
]
hostname DemoRouter
]
boot system flash c7200-is-m=z
enahle secret 5 §l5cMdIs.e37THS40MWEZGWSgMOns
enable password cisco
]
ip subnet-zerao
]
interface FastEthernet0/0
no ip address
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
shutdomm
half-duplex
]
interface Ethernetl/0
ip address 10.10.1.1 Z55.255.255.240
no ip directed-broadcast
no ip route-cache
no ip mroute-cache
]
interface Ethernetl/l
no ip address
no ip directed-broadcast
4

Opened: DemoR outer. cfgtpl Line 1 -
Sawve Saveas. g
b. Edit the content by adding or deleting attributes.
c. To saveyour edits, click Save.
d. To save as anew template, click Save as.
e. Toreturn to the Tools main menu, click on the Tools tab.
How to Delete a Template
To delete atemplate, follow these steps:
Stepl1  From the Template Manager page, click Delete Template.
The template file list appears.
Step2  Select the template you wish to delete.
Step3  Delete the desired template file.
Step4  To return to the Tools main menu, click on the Tools tab.
Cisco CNS Configuration Engine 1.4 Administrator Guide
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How to Import a Template

To import a template file to the configuration server from another location, follow these steps:

Stepl  From the Template Manager page, click Import Template.

Step2  Inthe dialog box that appears, enter the name of the template file in the Filename field, if known, or
browse your directory tree to choose the filename you desire.

Step3  Toclear the field, click Reset.
Step4  To upload the template file, click Upload.
Step5  Toreturn to the Tools main menu, click on the Tools tab.

Security Manager

With the security manager tool you can change the bootstrap password.

The bootstrap password is used to authenticate a Cisco 10S device before it connects to the Event
Gateway. For additional information see “Authentication settings” section on page 2-7)

To use the security manager tool, from the Tools page, click Security Mgr.
The Security Manager page appears (see Figure 2-61).

Figure 2-61 Security Manager

- - PRI CBEIDSB-E% W - x

Security Manager Functional Overview

~ BootStrap
" Change the Bootstrap Password.

101534
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How to Change Bootstrap Password

The bootstrap password is used where multiple devices are deployed in a batch. In this case, all devices
in a particular batch are given the same (bootstrap) password to use when they each start up on the
network for the first time. The bootstrap password can be changed for different batches of devices by
using the Security Manager.

To change the bootstrap password, follow these steps:

Stepl  From the Security Management page, click BootStrap.
The Change Bootstrap Password page appears (see Figure 2-62).

Figure 2-62 Change Bootstrap Password

Change Bootstrap Password

New password
Confirm password

Meote: An empty string 15 considered a valid bootstrap password.

Action for devices that have not had their initial registration.

" Update - Tpdate the database's copy of the passwords that are ecqual to the current bootstrap password. (This will recuire
matmal intervention on all currently uninstalled devices when they do their wutial registration. )

* Keep - Do not modify the database's copy of any password that 15 equal to the current bootstrap password. (This allows all
currently uninstalled devices to complete thetr iitial registration without manual imtervention.)

% Reset

Step2  Inthe password dialog box, enter the new password.
Table 2-23 list valid values for these fields.

101535

Table 2-23 Valid Values for Change Bootstrap Password

Attribute Description Valid Values

New password Bootstrap password Printable characters
with alength of 6 —12

Confirm password Bootstrap password Printable characters
with alength of 6 —12

Update M odifies the database copy of the password that |Radio button

is equal to the current bootstrap password. This
will require manual intervention on all currently
uninstalled devices when they do their initial
registration.

Keep Does not modify the database copy of any Radio button
password that is equal to the current bootstrap
password. This allows all currently uninstalled
devices to complete their initial registration
without manual intervention.
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Step3  Confirm the new password.

Step4  Choose (Keep, Update radio buttons) the subsequent action to the database regarding any password that
is equal to the bootstrap password.

Step5  Toclear all entries, click Reset.
Step6  To save the new password, click OK.

Step7  To return to the Tools main menu, click on the Tools tab.

Log Manager

To view variouslog files, from the Tools Page, click L og Manager. The Log Manager page appears (see
Figure 2-63).

Figure 2-63 Log Manager

o QRN QEETI DA -EE @ -5

Log Manager Functional Overview

~ ViewLogs
" View Logs

~ ClearLogs
© Clear Logs

~ ExportLogs
" EsportLogs

101536

How to View Log Files

To view various log files, follow these steps:

Stepl  From the Log Manager page, click View L ogs.
The View Log Files dialog box appears (see Figure 2-64).
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Step 2

Step 3
Step 4
Step 5

Step 6

Figure 2-64 Log File Viewer

View Log Files

Select Log File:

0!

P Log

e e Ne e e Ne e

Events log _ Advanced |

CH3E Config Server log
HTTF Zerver log
Areesslog

Cron Tab
Authentication Errors
ENME Application Log

Image Zerver log

HNumber of lines: ||25
Filter String:

Wiew

101537

Choose the log file you want to view.
Table 2-24 list valid values for these fields.

Table 2-24 Valid Values for View Log Files

Attribute Description Valid Values
Select Log Files List of available log files. Radio button
Number of lines Number of lines displayed.
Filter String Filter string az
A-Z
0-9
-(hyphen)
_ (under-score)
. (period)

Set the number lines you want to display.

To limit the report to display only specific entries, set a case-sensitive keyword filter, or leave blank.

Click View.
A report displays.

To return to the Tools main menu, click on the Tools tab.

How to Clear Logs

Step 1

To clear various log files, follow these steps:

From the Log Manager page, click Clear Logs.

The Clear Log Files dialog box appears (see Figure 2-64).
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Figure 2-65 Clear Logs
Clear Logs

Select Log File: Ewents Log

Image Zerver Log

CH3 Config Server Log
HTTF Zerver Log
Areess Log

Cron Tab
Authentication Errors
ENME Application Log
P Log

Clear Cancel

101538

Step2  Check the log files you wish to clear.
Step3  To cancel this operation, click Cancel.
Step4  To clear the selected log files, click Clear.

Step5  To return to the Tools main menu, click on the Tools tab.

How to Export Logs

To export various log files, follow these steps:

Stepl  From the Log Manager page, click Export L ogs.
The Export Log Files dialog box appears (see Figure 2-66).

Figure 2-66 Export Logs
Fxport Logs

Select Log File: " Events Log

" Image Server Log

O CHE Config Server Log
" HTTP Zerver Log

" Access Log

" Cron Tab

" Authentication Errors

O ENMP Application Log
P Log

7 Clear logs after export.

101539

Export Cancel

Step2  Check thelog files you wish to export.
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Step3  To clear logs after export, check the check box.

Step4  To cancel this operation, click Cancel.

Step5  To export the selected log files, click Export.

Step6  To return to the Tools main menu, click on the Tools tab.

Service Manager

The Service Manager allows you to edit service properties for various services provided by CNS
Configuration Engine 1.4.

From the Service Manager Functional Overview page, click Edit Service Properties. The Edit Service
Properties page appears (see Figure 2-67).

Figure 2-67 Edit Service Properties
Fdit Service Properties

Select Service: * CI3 Image Service

101540

Edit Properties Cancel

How to Edit CNS Image Service Properties

To edit CNS Image Service Properties, follow these steps:

Stepl  Fromthe Edit Service Properties page, select CNS Image Service by clicking the associated radio button.
The service properties page for CNS Image Service appears (see Figure 2-68).
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Figure 2-68 CNS Image Service Properties

Edit Service Properties
CHE Image Service Configurable Properties:
Name Value
Removed Image Types: Image Types:
105
<< Other
PO
Image Types Pix-image
2>
Add MNew
Boot Timeout 300 seconds
Check Server Msg Timeout 600 seconds
Check Server Msg Retry B titmes

101541

% Cancel

Step2  To Edit Image Types: Click the move button (<<) to move an image type to the Removed Image Types
column.

Step3  To Edit Boot Timeout: Enter a new value in the text box.

Step4  To Edit Check Server Msg Timeout: Enter a new value in the text box.
Step5  To Edit Check Server Msg Retry: Enter a new value in the text box.
Step6  To clear this operation, click Cancel.

Step7  To submit the changes, click Ok.

Step8  To return to the Tools main menu, click the Tools tab.

CNS Image Service

To access the CNS Image Service feature, click the | mage Service tab. The Image Service Functional
Overview page appears (see Figure 2-69).
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Figure 2-69 CNS Image Service

UserlD: admin

Image Service Functional Overview

~ Images
" View/Create/Edit/Delete/Associate Tmages

-, Jobs
 QueryCanceliSuspend/Resume Tobs
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Working with Images

From the Image Service Functional Overview page, click | mages. The Images Functional Overview
page appears (see Figure 2-70).

Figure 2-70 Images

uration Engine

Images Functional Overview

~ ViewImage
View Images

~ Create Image
" Create Images

-, Editimage
~ Edit Images

-, Delete Image
" Delete Images

-, Associate Image with Device(s)
" Associate Image with Device(s)

101544
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How to View an Image

To view an image, follow these steps:

Stepl  From the Images Functional Overview page, click View I mage.

Thelist of images to view appears (see Figure 2-71).

Figure 2-71 View Image List

View Image

Search: E

Name Image Locations

image ftpoifftpctest@10 1.7 240ftp/c7200-is-mz 123-1.9T

image?2 ftpiifftprtest@10.1.7 24itftp/c3640-tea-mz.geo_20030810
image3 ftpoifftpctest@10.1.7 24itftp/c7 200-tk8ea-mz.geo_20030721T
image ftpiifftpctest@10.1.7 240tftp/c7 200-tk8ea-mz v123-3_20030714 T

101545

Step2  From the Name column, select the image you want to view.

The image information appears (see Figure 2-72).

Figure 2-72 View Image Information
View Image

image1
Image Name C7200-I3-MZ
Version 12.3(1.97T,
Platform Family 7200
Image Checksum 8fc6160c10141ed4122b6db 19014260
Size 17723372 bytes
Cizco Internetwork Operating System Software IO3 () 7200 Software (C7200-I3-1E),
D msettion Wersion 12.3(1. 0T, MATNTENANCE INTEETN SOFTWAERE Synched to technology

version 12.3(1.9) TAC Support: httpiwww. cisco. comitac Copyright () 1986-2003 by
ciseo Systems, Inc. Compiled Thu 12-Jun-03 17:19 by coat

Image Type 103
Image Locations fip/fftptesti@10.1.7 2404fp/c7200-15-mz 123-1.9.T

101546

Step3  To return to the Image Service main menu, click the I mage Service tab.

How to Create an Image

To create an image, follow these steps:

Stepl  From the Image Service Functional Overview page, click Create | mage.
The Create Image page appears (see Figure 2-73).
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Figure 2-73 Create Image

Create Image

Name [
{recpuired)
ImageName [
Version ’—
PlatormFamily [

Image Checksum |

Size —
{recpuired)

Description
Image Type |05 <
Image Locations |

Add Another Row

Enter a location as =protocol=if=hostname==ahsolutefilepath=
For example: fipffsernare passwordi@ftp server cormidirectory/imagefile

Populate image attributes by aceuiting values from image location Fopulate

Lookup image attributes from COO0

Create | Cancel

There are two methods for creating an Image Object:

Manual data entry

To enter image information manually, jump to Step 2.

101547

Timesaver  You can get image attributes for manual entry by clicking the link: L ookup image attributes from
CcCoO.
Automatic data entry
To automatically populate all required fields with image information from an actual image, follow these
steps:
a. Inthelmage Location field, enter avalid URL for the desired image.
b. Click Populate.

Step2  Enter the name of the image used by Image Service to identify this image object in the Name field.

Table 2-25 list valid values for these attributes.
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CNS Image Service W

Attribute

Description

Valid Values

Name

The name used my Image Services to identify
this image object.

az
A-Z

0-9

#

_ (under-score)
- (hyphen)

Image Name

The actual Image name.

a-z
A-Z
0-9
- (hyphen)

Version

Version of the image.

az
A-Z

0-9

. (period)

( (open braces)
) (close braces)

Platform Family Platform family of the image. az
A-Z
0-9
- (hyphen)
Image Checksum Checksum generated by M D5 hashing algorithm |128-bit hex number
Size File size 0-9
Description Description of the image. Any text except Ctrl
characters.
Image Type (i) PDM From drop-down list.
(ii) QDM
(iii) VDM
(iv) Other
(v) Pix-image
Image Location - Any Valid URL: Valid URL as per
(i) http RFC 1738.
(ii) https
(iii) ftp
(iv) tftp
- rep

Step3  Enter the actual image name in the | mage Name field.

Step4  Enter the version of the image in the Version field.

Step5  Enter the name of the platform family in the Platform Family field.
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Step 6
Step 7
Step 8
Step 9
Step 10

Step 11

Step 12
Step 13
Step 14

Enter the image checksum for the image in the Image Checksum field.
Enter the size of thisfilein the Size field.

Enter a description of the image in the space provided.

Select an image type from the Image Type drop-down list.

Enter avalid URL for the image location in the Image L ocation field.
Follow the proper syntax as described.

~

Note  You can create an image without specifying alocation. You can add alocation later by using the
Edit Image function.

To add another row for image location, click Add Another Row.

You can locate multiple copies of an image on separate servers. Thisallowsyou to do load-sharing when
updating a large number of devices. Each device in alarge group can be associated with a copy of the
image (see"How to Add a Device” section on page 2-9) located at one of many server locations.

To clear this operation, click Cancel.
To create thisimage, click Create.

To return to the Image Service main menu, click the | mage Service tab.

How to Edit an Image

Step 1

Step 2

[l Cisco CNS Configuration Engine 1.4 Administrator Guide

To edit an image, follow these steps:

From the Image Service Functional Overview page, click Edit I mage.
The Edit Image page appears (see Figure 2-74).

Figure 2-74 Edit Image

Fdit Image
Search: E
Name Image Locations
image ftpoifftpctest@10 1.7 240ftp/c7200-is-mz 123-1.9T
image? ftpiifftprtest@10.1.7 24itftp/c3640-tea-mz.geo_20030810
image3 ftpoifftpctest@10.1.7 24itftp/c7 200-tk8ea-mz.geo_20030721T
image ftpiifftpctest@10.1.7 240tftp/c7 200-tk8ea-mz v123-3_20030714 T

101548

Select the image you want to edit by clicking the Image Name.
The Edit Image information page appears (see).
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Figure 2-75 Edit Image Information

Fdit Image

Name

Image IName
Version

Platform Family
Image Checlisum

Size
Description

Image Type

Image Locations

imagez
C3640-TEA-MZ
12.3(20030811:051206)

C3640
0df47cfe2c86c497e7937dal 32efcde
TBE9812 bytes

CNS Image Service W

Cizco Internetwork Operating System Software IOE () 3600 Software (C3640-TEA-WZ),
Expenmental Version 12.3(20030311:051206) [anrichar-georga- 20020810 105] Copyright
{c) 1986-2003 by cisco Systems, Inc. Compiled Sun 10-4ug-03 2343 by anrichar

103

|f‘tp:,-",.’ﬂp:test@1 0.1.7.244tp/c3b40tea-mz.geo_2003087(

| Add Another Row
% Cancel g
Step3  To edit the image name, enter a new value in the Name field.
Table 2-26 Valid Values for Edit Image
Attribute Description Valid Values
Name The name used my Image Services to identify az
this image object. A-Z
0-9
#
_ (under-score)
- (hyphen)
Image Location - Any Valid URL: Valid URL as per
(i) https
(iii) ftp
(iv) tftp
- rep

Step4  To edit the image location, enter avalid URL in the Image L ocation field.

Step5  To clear this operation, click Cancel.

Step6  To make these changes, click Edit.

Step7  To return to the Image Service main menu, click the lmage Service tab.

| oL-1791-03
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How to Delete an Image
To view images, follow these steps:

Stepl  From the Image Service Functional Overview page, click Delete Image.
The Delete Image page appears (see Figure 2-76).

Figure 2-76 Delete Image

Delete Image

Search: E

Please zelect Image(s) from the following st

r Select All
Name Image IName Version Platform
r image1 C7200-I3-M7 12.3(1.99T, C7200
r image?2 C3640-TEA-MZ 12.3(20030811:051206) C3640
r image3 C7200-TEBEA-MZ 12.3(20030722:02283€) C7200
r imaged C7200-TEBEA-MZ 12.3(20030715:044015) C7200

101550

Delete Cancel

Step2  Check the image(s) you wish to delete.
Step3  To clear this operation, click Cancel.
Step4  To make these changes, click Delete.

Step5  To return to the Image Service main menu, click the | mage Service tab.

How to Associate Images with Devices

To associate images with devices, follow these steps:

Stepl  From the Image Service Functional Overview page, click Associate | mage with Device(s).
The Associate Image with Device(s) page appears (see Figure 2-77).

Figure 2-77 Associate Image with Device(s)

Associate Image with Device(s)

Search: E
Please Select an Image:
Name  Image Type Image Locations Over Write FErase File System  Destination
imagal = 103 |ftp:,-",.’ﬂp:test@1D.1.?.24,.’ﬂ‘tp,-"c?200—is—mz.123—1.9.Tj I~ I~

™ Set this image as the image to be activated on dewvice(s).

Mext Cancel

101551
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Step2  Select the image from the Name drop-down list.
The Image Type field and I mage L ocation drop-down box are populated with corresponding
information for the image.
Step3  From the Image L ocation drop-down list, select the desired location.
Step4  Inthe Destination field, enter avalid URL where the image will be copied.
For example;
disk0:/c7200-mz
Step5  To assign thisimage to be the active image after distribution, check Set thisimage asthe Imageto be
activated on device.
Step6  To clear this operation, click Cancel.
Step7  To continue, click Next.
The Group list page appears.
Step8  To associate this image with a group of devices, check the group, then click Submit.
Step9  To associate this image with specific devices, click View.
The Device list page appears (see Figure 2-78).
Figure 2-78 Device List
Associate Image with Device(s)
Please select from the following list:
Q DeviceName| 0o
i default
[ Select All Devices in the Page
& e
 Devicel " Device?2 o
Step 10  Check the desired device(s).
Step 11  To clear this operation, click Cancel.
Step12 To associate this image to the selected devices, click Submit.
A confirmation page appears.
Step 13 To return to the Image Service main menu, click the I mage Service tab.
Image Update Jobs

Each Image Update job takes a considerable amount of time. Therefore, when you choose to update the
image on adevicefrom Devices-> Update Device -> Update Image (see “How to Update Device Image”
section on page 2-21), the system provides you with a Job ID, which is associated with the reguest.

| oL-1791-03

Cisco CNS Configuration Engine 1.4 Administrator Guide



Chapter 2 Administration Tasks for Internal Directory Mode |

B CNSImage Service

Figure 2-79 Update Image Job ID
Update Image Status
Device Name Distributed Image(s) Activated Image(s)

Dewice2 inage3

] i 2
inage? Hmage

Your request has been assigned the job id: 1062710890226

101509

Working with Image Update Jobs

You can perform the following operations with the Jobs feature:
e Query Jobs
» Cancel/Stop Jobs
- Restart Jobs

How to Query Jobs

To query job status, follow these steps:

Stepl  From the Image Service Functional Overview page, click Query Job.
The Query Job page appears (see Figure 2-80).

Figure 2-80 Query Jobs
Query Job

List of cuwrrently executing johs:

Joh ID Description Status

1062712116612 Status
1062710820226 Test 1 Status

Step2  To check the status of ajob, for the desired job, click Status.

101553

The Job Status page appears (see Figure 2-81).

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Figure 2-81 Job Status

Job Status

Jobh ID 1062710820226

Description Test 1

Schedule Time Thu Sep 04 14:28:10 PDT 2003
Option Distribution

Status In-Progress

Details Tmage ID Device2

Fefresh Cancel

101554

Step3  To clear this operation, click Cancel.
Step4  To update the status page, click Refresh.

Step5  To return to the Image Service main menu, click the | mage Service tab.

How to Cancel or Stop a Job

To cancel or stop ajob, follow these steps:

Stepl  From the Image Service Functional Overview page, click Cancel/Stop Job.
The (see Figure 2-82).

Figure 2-82 Cancel or Stop Job.

Cancel/Stop Job

List of cuwrrently executing johs:

Joh ID Description Status
r 1062712116612 Stopping
- 1062710590226 Test 1 In-Progress

101555

Cancel Jobs | Stop Jobs Cancel

Step2  Check the job you want to cancel or stop.
Step3  To Cancel thejob, click Cancel Jab.
The job is permanently canceled.
Step4  To stop thejob, click Stop Job.
You can restart the job at a later time.
Step5  To clear this operation, click Cancel.
Step6  To return to the Image Service main menu, click the I mage Service tab.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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How to Restart a Job

To restart ajob, follow these steps:

Stepl  From the Image Service Functional Overview page, click Restart Job.
The Restart Job page appears (see Figure 2-83).

Figure 2-83 Restart Job
Restart Job
List of cuwrrently executing johs:

Joh ID Description Status
1062712116612 Stopping
- 1062710590226 Test 1 In-Progress

Festart Jp@s | Cancel

101556

Step2  Check the job you want to restart.

Step3  To clear this operation, click Cancel.

Step4  Torestart thisjob, click Restart.

Step5  To return to the Image Service main menu, click the I mage Service tab.

CNS Agent Enabled to Non-CNS Agent Enabled Up/Downgrade

With the Image Service feature, you can not only update the Cisco |OS image on adevice, you can revert
back to an earlier version of the image. When you do this, the availability of CNS agents on the device
may change. This means you might have to use IMGW to simulate agents to update configurations and
images on the device.

CNS agents at the device-level are a function of the particular version of Cisco |OS running on that
device:

» 12.0o0r earlier — No CNS agents on the device.
» 12.2 - CNS Configuration Agent and CNS Event Agent but not the CNS Image Agent.
« 12.3(3) or later — CNS Configuration Agent, CNS Event Agent, and CNS Image Agent.

Things to Know

« IMGW can simulate different agent types:
— CNS Configuration Agent only
— CNSImage Agent only
— both CNS Configuration Agent and CNS Image Agent
Make sure to select the correct agent for your purpose when creating IMGW devices.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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CNS Agent Enabled to Non-CNS Agent Enabled Up/Downgrade Il

You should always have one set of the same agents running for the same device object. The common
mistake when upgrading/downgrading to a different version of an imageis:

— Upgrading: after enabling a certain agent on the device, you still have an IMGW device that is
simulating the same agent on the CNS Configuration Engine 1.4, or the other way around.

— Downgrading: a certain agent is not available on the device anymore, but the IMGW deviceis
not simulating this agent. The next update will fail.

To update an image from 12.0 to 12.2, the image needs to use IMGW to simulate both CNS
Configuration Agent and CNS Image Agent.

Procedure
Stepl  Create atemplate for configuration update. This template only applies to a device when you do a
configuration update.
Step2  Create atemplate for image activation.
The activation template should include the boot image information. For example, if you want to copy
image ¢c837-k903y6-mz.122-13.ZH2.bin to flash and run it as the active image, the following CLI
commands should be in the active templ ate:
no boot system
boot system flash flash: ¢837-k903y6-mz.122-13.ZH2.bin
Step3  Create the image for the device:
a. Setup an FTP/TFTP server.
b. Copy the image onto the FTP/TFTP server.
c. Loginto the CNS Configuration Engine 1.4, go to Image Service -> | mages -> Create | mage.
d. Enter image information on the page or just enter Name and I mage L ocations on the FTP/TFTP
server, then click on Populate to get image information.
e. Click on Create.
f. To verify, go to Image Service -> Images -> View | mage, select the image and verify the image
information.
Step4  Create an IMGW device with device hop info. Make sure to select an agent type to simulate both CNS
Configuration Agent and CNS Image Agent:
a. Login to the CNS Configuration Engine 1.4, click on Tools -> DAT, login to DAT.
b. Click onIMGW ->Add IMGW Device.
c. Enter Device Name followed by:
Gateway ID (CNS Configuration Engine 1.4 hostname by default unless changed at Setup)
Device Type
Agent Type (Please select ConfigAgent; ImageAgent.)
Hop Information (Select the Hop Type and enter hop info)
d. Click Add to add the IMGW device.
I oL-1791-03
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Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Note

e. Toverify, click on View IMGW Devices. You should see the added IMGW devicein thelist. Click
on the device, you should see all the IMGW device information.

Create a device object on the CNS Configuration Engine 1.4:
a. Login to the CNS Configuration Engine 1.4, go to Devices -> Add Device.
b. Enter Device name (same as IMGW Device Name in Step 4) followed by:
Unique ID (same as Device Name by default.)
Device Type
Template File Name (The template for configuration update)
Group
c. Click on Next.
d. Enter Event ID (same as Device Name and Unique ID by default) followed by:
Config ID (same as Device Name and Unique ID by default).
Agent ID (same as Device Name and Unique ID by default).

e. Click on Next. (If you click Finish, you need to associate image with device later. Please see “How
to Associate Images with Devices” section on page 2-82 for instructions.

f. In Step 3, select image from Image Drop list. Select Over Write and EraseFileSystem if you want
to over write the existing image file or erase the file system before copying the file. Enter image
destination.

g. Click Finish.

Update image:

a. Login tothe CNS Configuration Engine 1.4, go to Devices -> Update Device -> Update | mage.
b. Select the group where the device belong to and click on view.

c. Select the device from the list and click Submit.

d. Finish all four steps on the Update Image page and click Update to summit the image update job.

To check the updating status, go to I mage Service -> Jobs -> Query Job, click Statusto check the job
status.

To see more debug message on the job, go to Tools-> Log M anager -> View L ogs and select the log to
view.

Now you should have 12.2 image running on the device. If you want to enable CNS Configuration Agent
and CNS Event Agent on the device, put the following CLI commands in device configuration template
that you created in Step 1, then do Update Config from CNS Configuration Engine 1.4:

cns config partial server_ipaddress port
cns event server _ipaddress port

To verify, go to the View Device page on CNS Configuration Engine 1.4, you should be able to see a
green indicator next to this device object.

In order to use CNS Configuration Agent and CSN Event Agent to do configuration updates, you should
delete the IMGW device object from DAT since it should never have two sets of the same agent for the
device on the CNS Configuration Engine 1.4.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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12.0 -> 12.3(3) or later

Note

To update image from 12.0 to 12.3(3) or later image you need to use IMGW to simulate both CNS
Configuration Agent and CNS Image Agent.

The image update procedure is the same as 12.0 -> 12.2 except in Step 9. To enable the image agent on
the device, you can also add the following line to the configuration template and update the configuration
to the device:

cnsimage server http://server_ipaddress/cns/HttpM sgDispatcher status
http://server_ipaddress/cns/HttpM sgDispatcher

In order to use CNS Configuration Agent, CNS Event Agent, and image agent to do configuration and
image updates, you should delete the IMGW device object from DAT since it should never have two sets
of the same agent for a device on the CNS Configuration Engine 1.4.

12.2 ->12.3(3) or later

Procedure

Step 1

Step 2

Step 3

Note

There are two ways to update the image from 12.2 to 12.3(3) or later image:

1. No agents enabled on the device and use IMGW to simulate both CNS Configuration Agent and
CNS Image Agent. The procedure is same as update from 12.0 -> 12.2.

2. Enable CNS Event Agent and CNS Configuration Agent on devices to update activation
template and use IMGW to simulate image agent only.

On the device, make sure to enable CNS Configuration Agent with the following commands (it can be
done from router command line or from CNS Configuration Engine 1.4 configuration update):

cns event server_ipaddress prot
cns config partial server_ipaddress prot

Repeat the procedure in 12.0 -> 12.2 except in Step 4. When creating the IMGW device, make sure to
select Image Agent for Agent Type.

To enable the image agent on the device, you can also add the following line to configuration template
and update configuration to the device:

Cnsimage server http://server_ipaddress/cns/HttpM sgDispatcher status
http://server_ipaddress/cns/HttpM sgDispatcher

In order to use CNS Configuration Agent, CNS Event Agent, and CNS Image Agent to do configuration
and image updates, you should delete the IMGW device object from DAT sinceit should never have two
sets of the same agent for a device on the CNS Configuration Engine 1.4.

| oL-1791-03
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12.3(3) or later -> 12.3(3) or later

Image upgrading from 12.3(3) or later -> 12.3(3) later images can be done with CNS agents enabled on
device. Thereis no need for IMGW.

Procedure

Stepl  On the device, make sure to enable the CNS Configuration Agent with the following commands (it can
be done from router command line or from CNS Configuration Engine 1.4 configuration update):

cns event server_ipaddress prot
cns config partial server_ipaddress prot

cnsimage server http://server_ipaddress/cns/HttpM sgDispatcher status
http://server_ipaddress/cns/HttpM sgDispatcher

Step2  Create atemplate for configuration updates.
Step3  Create atemplate for image activation.
Step4  Create an image for device:

a. Setup FTP/TFTP server.

b. Copy image on FTP/TFTP server.

o

Login to the CNS Configuration Engine 1.4, go to | mage Service -> Images -> Create | mage.

d. Enter image information on the page or just enter Name and I mage L ocations on the FTP/TFTP
server then click Populate to get image information.

e. Click on Create.

f. To verify, go to Image Service -> Images -> View | mage, select the image and verify the image
information.

Step5  Create a device object on CNS Configuration Engine 1.4:
a. Login to the CNS Configuration Engine 1.4, then go to Devices -> Add Device.
b. Enter Device name (same as the Device Name in Step 4) followed by:
Unique ID (same as Device Name by default.)
Device Type
Template File Name (The template for configuration update)
Group
c. Click Next.
d. Enter Event ID ( same as Device Name and Unique ID by default) followed by:
Config ID (same as Device Name and Unique ID by default)
Agent ID (same as Device Name and Unique ID by default)

e. Click Next. (If you click Finish, you need to associate image with device later. Please see “How to
Associate Images with Devices” section on page 2-82 for instructions.)

f. In Step 3, select image from Image Drop list. Select Over Write and EraseFileSystem if you want

to over write the existing image file or erase the file system before copying the file. Enter the image
destination.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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g. Click Finish.
Step6  Update image:
a. Logintothe CNS Configuration Engine 1.4, then go to Devices-> Update Device-> Update | mage
b. Select the group where the device belongs, then click on view.
c. Select the device from the list and click Submit.
d. Finish all four steps on the Update Image page, then click Update to summit the image update job.

Step7  To check the updating status, go to Image Service -> Jobs -> Query Job, click the Statusto check the
job status.

Step8  To see more debug messages on the job, go to Tools -> Log Manager -> View L ogs and select the log
to view.

12.3(3) or later -> 12.2

Thisis the same as upgrading from 12.2 -> 12.3(3) or later images. There are several things that you
should check before submitting the update:

« If you are using the second option in 12.2->12.3(3), which uses IMGW to simulate only the CNS
Image Agent, but not the CNS Configuration Agent and CNS Event Agent, make sure there is only
CNS Event Agent and CNS Configuration Agent enabled on the device but no CNS Image Agent;
even though itisrunning 12.3(3) or later image that has all the agents. The IMGW on the server side
will simulate the CNS Image Agent.

« |If thereisalready adevice on the CNS Configuration Engine 1.4, you only need to add an IMGW
device from DAT with the same device name as device object on CNS Configuration Engine 1.4.

« Please remove any commands in your configuration template to configuration CNS Image Agent.

12.3(3) or later -> 12.0

Same as upgrading from 12.0 -> 12.3(3) or later image. There are serveral thingsthat users should check
before submit the update:

Stepl  Make surethereisno agent enabled on router even it runs 12.3(3) or later image that has all the agents.
The IMGW on server side will simulate both CNS Configuration Agent and CNS Image Agent.

Step2  If thereis already device object on the CNS Configuration Engine 1.4, users only need to add IMGW
device from DAT with the same device name as device object on CNS Configuration Engine 1.4.

Step3  Please remove them if you have any command in your configuration template to configure CNS
Configuration Agent, CNS Event Agent, or CNS Image Agent.

Backup and Restore

The Backup and Restore function allows you to backup directory data (configuration templates, device
and user information, and so forth) to a remote location.

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Backup Procedure

Stepl  Logininto CNS Configuration Engine 1.4 user interface.
Step2  Go to Tools —>Data Manager —> Schedule Backup.
The backup information dialog box appears (see Figure 2-84).

Figure 2-84 Backup Schedule Parameters

BACKUP SCHEDULE PARAMETERS

FIP Server name

Username

Password

Directory

Enable Log File Management Mo j

Backup Schedule & Daily At [00:00

C Weekly every |Sefurday | At [00:00

¢ Monthly on day |1 =] A 00:00
Backup | Cancel

84063

Step3  To specify where you want the backup data to be stored, enter the FTP server name in the FTP Server
Name field.

Table 2-27 list valid values for these fields.

Table 2-27 Valid Values for Backup Schedule Parameters

Attribute Description Valid Values

FTP Server name Server name where all backup files will be put. |a-z

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)
Username Login username for the FTP server. az

A-Z

0-9

-(hyphen)

_ (under-score)
. (period)

Password Password for FTP server.
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Table 2-27 Valid Values for Backup Schedule Parameters (continued)

Backup and Restore Il

Attribute Description Valid Values
Directory Subdirectory into which all backup files will be |Absolute path

put.
Enable Log File determines whether files will be deleted from From drop-down list
M anagement CNS 2100 Series system after backup.
Backup Schedule Date and time fields. Asrequired

Step4  To specify the username to login to the FTP server, enter a valid username in the Username field.

Step5  To specify the password to use to login to the FTP server, enter avalid value in the Password field.

Step6  To specify the subdirectory where the datafile is put, enter the absolute path in the Directory field.

Step7  Choose whether to Enable L og File Management.

Step8  To specify the backup schedule, complete the fields in the Backup Schedule pane.

Note  The time base for the CNS 2100 Series system should be set to Coordinated Universal Time (UTC).

Step9  To cancel the backup operation, click Cancel.
Step 10  To start the backup operation, click Backup.

Step11  To return to the main menu, click on the Tools tab.

Data Restore Procedure

Stepl  Login to the Cisco CNS 2100 Series Intelligence Engine.
Step2  Typedatarestore at the command line, then press Enter.

Step3  Provide inputs to following prompts:

Notes
Sample user inputs are shown in bold text.

Entering Data Restore section
Type ctrl-c to exit

Enter FTP server (hostname.domainname or IP address): 10.1.19.108
Enter username used for FTP server: admin

Enter FTP password: ***%%*

Re-enter FTP password: ****%

Enter absolute pathname of backup file on FTP server: /tmp/backup-20030819.tar.gz

Cisco CNS Configuration Engine 1.4 Administrator Guide
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Definitions

FTP Server: The IP address or hostname of the FTP server on which the backup file is located.
FTP Username: The username used to login to the FTP server.
FTP Password: The password used to login to the FTP server.

Absolute pathname of backup fileon FTP server: Fully specified path of the backup file stored on the
FTP server.

Redefining Hostname, Domain Name, and Country Code

If you want to redefine CNS 2100 Series system network information; such as hostname, domain name,
and country/location code without destroying the directory data and templates, use the relocate
command.

The relocate command is designed to backup and erase existing directory data so that you can redefine
the CNS 2100 Series system network information using the Setup program.

To change CNS 2100 Series system network information, follow these steps:

Stepl  Loginasroot.
Use your root password.
Step2  Typerelocate.

This program performs the same tasks asreinitialize, except that it backs up all datathat you can restore
when you run Setup. It also saves the configuration templates.

Step3  Run Setup to redefine the desired system network information (refer to Cisco CNS Configuration Engine
1.4 Installation & Setup Guide For Linux).

Data Migration from Release 1.3t0 1.4

The Data Migration function allows you to upgrade your system to from Release 1.3, 1.3.1, or 1.3.2 to
Release 1.4, then populate your directory with the data you established for the prior release.

Thisis athree-step process:
1. Export datato aremote FTP site.
2. Install Release 1.4 software.
3. Retrieve data from the FTP site and setup the system.
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Data Migration from Release 1.3to 1.4

Export Data to a Remote FTP Site

Before exporting the data, it is assumed that the CNS 2100 Series has already been setup and is up
running.

Stepl  Insert the Release 1.4 CD-ROM into the CD drive of the CNS 2100 Series to be upgraded.
Step2  To mount the CD, login as root.
Step3  Type:
mount /mnt/cdrom
Step4  Change directory into:
/mnt/cdrom/DataExport
Step5  Issue the data export command:
Jdataexport

e

% Make sure you type the period (.) prior to the command.

Step6  Follow the sequence of prompts to enter information of the FTP site and storage location (absolute
pathname including filename).

Following are the prompts of dataexport:

Notes
Sample user inputs are shown in bold text.

Entering Data Export
Type ctrl-c to exit

Enter FTP server (hostname.domainname or IP address): sername.cisco.com

Enter DNS server IP address: 171.69.226.120

Enter username used for FTP server: smith

Enter FTP password: ***%%

Re-enter FTP password: *****

Enter absolute pathname of data file on FTP server: /users/smith/migration.tar

Install Release 1.4 Software

To re-image the system, while the Release 1.4 CD-ROM is still in the CD drive:

Stepl  Enter the sync command two times:
[root@mainstreet root]# sync
[root@mainstreet root]# sync

Step2  Restart the system by pressing the Reset button.
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Run datamigrate and Setup the System

After the system rebooted from the new installation, the following prompts appear:

This Appliance is not configured.
Please login as setup to configure the appliance.
localhost.localdomain login:

To migrate data and setup the CNS 2100 Series system, follow these steps:

Stepl  Login asroot with password blender.
Step2  Start data migration with the command:
datamigrate
The script proceeds in three stages:
1. Acquire information of the FTP server that stores the migration data and retrieve the data.
2. Start Release 1.4 Setup prompts and setup the system.
3. Populate internal directory storage with retrieved data.
Following are the prompts of datamigrate;

Notes
Sample user inputs are shown in bold text.

You must configure ethO or ethl. Press <Enter> to skip!

Enter ethO IP address: 10.1.19.102

Enter ethO network mask: 255.255.255.0

Enter eth0 default gateway IP address: 10.1.19.6

Enter FTP server (hostname.domainname or IP address): sername.cisco.com

Enter DNS server IP address: 171.69.226.120

Enter username used for FTP server: smith

Enter FTP password: ****%

Re-enter FTP password: *****

Enter absolute pathname of data file on FTP server: /users/smith/migration.tar

Synchronize Clocks

The clock (date and time) on the CNS 2100 Series system and the clock on the PC you use to access the
CNS Configuration Engine 1.4 user interface should be synchronized. Thisis particularly important
when scheduling an update-image job for a future time (refer to the Cisco CNS Configuration Engine
1.4 Administrator Guide).

For this operation, the client-side check to ensure you have entered a valid time value is done using the
clock on the PC with the browser used to access the CNS Configuration Engine 1.4 user interface.
Consequently, if the CNS 2100 Series system clock is behind the PC clock, the user interface does not
allow the job to be scheduled.

For example, if the CNS 2100 Series system clock read 11:10 while the PC clock read 12:10, the user
interface will not allow ajob to be scheduled before 12:10. It will issue an error message: Please input
afuturetime.

Cisco CNS Configuration Engine 1.4 Administrator Guide
m‘ oL-1791-03 |



| Chapter2  Administration Tasks for Internal Directory Mode

Recovering Your CNS Password

Recovering Your CNS Password

To recover your CNS password to the CNS 2100 Series system, follow these steps:

Stepl  Restart the CNS 2100 Series system.

The system shuts down, and restarts. Once the appliance restarts, you should see the boot image screen
(Figure 2-85).

Figure 2-85 Boot Images
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101881

Step2  Usethe arrow keys to select (highlight) a boot image.

Select linuxserial for setting up the serial port as console. You can select linuxvga if you are connected
by means of alocal VGA connection.

Step3  Pressthe E key to edit the boot parameters (see Figure 2-86).

Figure 2-86 Boot String
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Step4  Using the arrow keys, select the entry kernel /vmlinuz.2.4.20-19.7 ro root=/dev/sda7
console=ttyS0,9600n8.

Step5  Pressthe E key to enter the editor.
Step6  Go to the end of the line, and add single after the parameter console=ttyS0,9600n8:

kernel /vmlinuz.2.4.20-19.7 ro root=/dev/sda7 console=ttyS0,9600n8 single
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Step 7 Press Enter.
You may not see this parameter added to the previous screen due to screen size.

S

Note  This parameter tells the kernel to start in single user mode.

Step8  Pressthe B key to start the system in single-user mode.
After the system initialization, you see aroot prompt, without having to type in a username or password:

[... sys init messages ...]

Turning on user and group quotas for local filesystems: [ OK ]
Enabling swap space: [ OK ]

sh.2.04#

Step9 At this prompt, type the command passwd and enter the new (strong) password for the root user:

sh.2.04# passwd

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully
sh.2.04#

Step 10  Once you change the password, type reboot, and let the machine start normally.
Step11  When prompted for a name, type root.
Step12  When prompted for the password, type the new password.
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