CHAPTER I

PacketCable Voice Technology Commands

This chapter describes the command-line interface (CLI) commands that you can use to manage and
monitor the PacketCable voice technology on the Cisco Broadband Access Center (Cisco BAC) Device

Provisioning Engine (DPE).

The commands described in this chapter are:

CLI Mode
Command Description Login |Privileged
debug service packetcable netsnmp |Enables the PacketCable NetSNMP category v
for debug messages.
debug service packetcable Enables the PacketCable registration 4
registration category for debug messages.
debug service packetcable Enables the PacketCable registration detail 4
registration-detail category for debug messages.
debug service packetcable snmp Enables the PacketCable SNMP service 4
category for debug messages.
service packetcable enable Enables or disables the PacketCable services. v
service packetcable registration Enables encryption on MTA configuration 4
encryption enable files.
service packetcable registration Sets the service key for KDC 4
kdc-service-key communications.
service packetcable registration Sets the customer policy regarding 4
policy-privacy enforcement of SNMP privacy in MTA
communications.
service packetcable snmp Sets the key material for MTA SNMP v
key-material communications.
service packetcable snmp timeout |Sets the timeout value for SNMP SET 4
operations.
service packetcable show snmp log |Displays PacketCable SNMP log entries. 4
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debug service packetcable

Use the debug service packetcable command to debug the PacketCable technology service on the DPE.
Table 4-1 lists the keywords that you can use with this command. The PacketCable service on the DPE

features one instance of the service, which you can configure to suit your requirements.

Before using any debug command, you must enable debugging by running the debug on command. If

you run the following commands on an unlicensed DPE, a message similar to this one appears:

This DPE is not licensed. Your request cannot be serviced. Please check with your
system administrator for DPE licenses.

Caution  Enabling debug logging may have a severe impact on DPE performance. Do not leave the DPE running

with debug turned on for an extended period of time.

Table 4-1 List of debug service packetcable Commands for PacketCable Technology
Command Description
debug service packetcable  |Enables detailed debugging of the PacketCable NetSNMP service on

netsnmp

no debug service packetcable
netsnmp

the DPE.

To disable detailed debugging of the PacketCable NetSNMP service, use
the no form of this command.

Syntax Description Defaults
debug service packetcable /../ netsnmp Debugging of
the PacketCable

1..1—Identifies the instance of the PacketCable

. NetSNMP
service. L
service is by
default disabled.
Examples

This result occurs when you enable debugging of the PacketCable
NetSNMP service.

bac_dpe# debug service packetcable 1 netsnmp

% OK

This result occurs when you disable debugging of the PacketCable
NetSNMP service.

bac_dpe# no debug service packetcable 1 netsnmp
% OK
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Table 4-1 List of debug service packetcable Commands for PacketCable Technology (continued)

Command Description

debug service packetcable Enables debugging of the PacketCable secure registration service on
registration the DPE.

To disable debugging of the PacketCable secure registration service, use

no debug service packetcable -
the no form of this command.

registration

Syntax Description Defaults
debug service packetcable /../ registration Debugging of
1..1—Identifies the instance of the PacketCable the.Pack.etCable
. registration
service. L
service is by
default disabled.
Examples

This result occurs when you enable debugging of the PacketCable
registration service.
bac_dpe# debug service packetcable 1 registration

% OK

This result occurs when you disable debugging of the PacketCable
registration service.

bac_dpe# no debug service packetcable 1 registration
% OK

debug service packetcable Enables the PacketCable registration detail category for debug messages.
registration-detail

To disable debugging of the PacketCable secure registration service, use

no debug service packetcable the no form of this command.

registration-detail Syntax Description Defaults
debug service packetcable /..] registration-detail |Debugging of
1..1—Identifies the instance of the PacketCable the.Pack.etCable
. registration

service. . .
detail category is
by default
disabled.

Examples

This result occurs when you enable debugging of the PacketCable
registration detail category.

bac_dpe# debug service packetcable 1 registration-detail

% OK

This result occurs when you disable debugging of the PacketCable
registration detail category.

bac_dpe# no debug service packetcable 1 registration-detail
% OK
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Table 4-1 List of debug service packetcable Commands for PacketCable Technology (continued)
Command Description

debug service Enables detailed debugging of the PacketCable SNMP service on the
packetcable snmp DPE.

To disable detailed debugging of the PacketCable SNMP service, use the

no debug service 3
no form of this command.

packetcable snmp

Syntax Description Defaults
debug service packetcable /../ snmp Debugging of
1..1—Identifies the instance of the PacketCable the PacketC.ablle
. SNMP service is
service.
by default
disabled.
Examples

This result occurs when you enable debugging of the PacketCable SNMP
service.

bac_dpe# debug service packetcable 1 snmp

% OK

This result occurs when you disable debugging of the PacketCable SNMP
service.

bac_dpe# no debug service packetcable 1 snmp
% OK

service packetcable enable

Use the service packetcable enable command to enable the PacketCable service on the DPE.
To enable PacketCable, you must:

e Configure at least one interface with a fully qualified domain name (FQDN) and enable
provisioning. See interface ip provisioning fqdn, page 3-17, and interface ip provisioning,
page 3-14.

If you do not configure an interface with an FQDN and enable provisioning on that interface, the
following error appears:

Enabling packetcable requires at least one interface must have an FQDN configured and

provisioning enabled
Error processing command

e Set the service key for the Key Distribution Center (KDC). See service packetcable registration
kdc-service-key, page 4-6.

If you do not set a service key for the KDC, the following error appears:

A KDC service key must be present in order to enable PacketCable

Error processing command

After you use this command, run the dpe reload command so that the changes take effect. See dpe
reload, page 3-11.
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no service packetcable enable

Syntax Description  service packetcable /../ enable

1..1—Identifies the instance of the PacketCable service.

Defaults The PacketCable service on the DPE is by default enabled.

Exanuﬂes bac_dpe# service packetcable 1 enabled true

)

% OK (Requires DPE restart "> dpe reload")

no service packetcable enable

Use the no service packetcable enable command to disable the PacketCable service on the DPE.

Syntax Description  no service packetcable /../ enable

1..1—Identifies the instance of the PacketCable service.

Defaults The PacketCable service on the DPE is by default enabled.

Examples bac_dpe# no service packetcable 1
% OK (Requires DPE restart "> dpe reload")

service packetcable registration encryption enable

Use the service packetcable registration encryption enable command to enable encryption of MTA
configuration files.

To disable encryption of MTA configuration files, use the no form of this command. See no service
packetcable registration encryption, page 4-6.

Syntax Description  service packetcable /../ registration encryption enable

1..1—Identifies the instance of the PacketCable service.

Defaults Encryption of MTA configuration files is by default disabled.
Exanuﬂes bac_dpe# service packetcable 1 registration encryption enable
% OK
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no service packetcable registration encryption

Use the no service packetcable registration encryption command to disable encryption of MTA
configuration files.

To enable encryption of MTA configuration files, see service packetcable registration encryption enable,
page 4-5.

Syntax Description  no service packetcable /..] registration encryption

1..1—Identifies the instance of the PacketCable service.

Defaults Encryption of MTA configuration files is by default disabled.
Exanuﬂes bac_dpe# no service packetcable 1 registration encryption
% OK

service packetcable registration kdc-service-key

Use the service packetcable registration kdc-service-key command to generate and set a security key
for communication between the KDC and a DPE.

After you use this command, run the dpe reload command so that the changes take effect. See dpe
reload, page 3-11.

Syntax Description  service packetcable /../ registration kdc-service-key password
e ]..]—Identifies the instance of the PacketCable service.
¢ password—Identifies the password, which must be from 6 to 20 characters.

~

Note The password that you enter must match the password that you enter while configuring the
KDC using the KeyGen tool. See the Cisco Broadband Access Center Administrator
Guide 4.1 for information on how to use the KeyGen tool.

You can verify the service key that this command creates by viewing the dpe.properties file, which
resides in the BPR_HOME/dpe/conf directory. Look for the value of the following parameter:
/pktcbl/regsvr/KDCServiceKey.

For example:

# more dpe.properties

/pktcbl/regsvr/KDCServiceKey=2e:d5:ef:e9:5a:4e:d7:06:67:dc:65:ac:bb:89:e3:2c:bb:
71:5£:22:bf:94:cf:2c

The output of this example is trimmed.
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service packetcable registration policy-privacy Il

Defaults No default behavior or values.

Exanuﬂes bac_dpe# service packetcable 1 registration kdc-service-key password3

)

% OK (Requires DPE restart "> dpe reload")

service packetcable registration policy-privacy

Use the service packetcable registration policy-privacy command to set the customer policy on
enforcing SNMP privacy in MTA communications.

Entering a value of zero lets the MTA choose the SNMPv3 privacy option. Entering a nonzero value
means that the provisioning server sets the privacy option in SNMPv3 to a specific protocol, which is
currently limited to DES.

After you use this command, run the dpe reload command so that the changes take effect. See dpe
reload, page 3-11.

Syntax Description  service packetcable /../ registration policy-privacy value
e ]..]—Identifies the instance of the PacketCable service.
e value—Enter any zero or nonzero value to identify the customer policy. Values include:
— O—Indicates that the MTA selects the privacy option with Privacy being optional.

— 1—Indicates that the policy is enforced, causing all MTAs to use Privacy. If Privacy is not used,
the MTA does not start.

— 32—Indicates that there is no Privacy.

— 33—Indicates that Privacy is enabled for all devices.

Defaults The default value for enforcing SNMP privacy is 1.

Examples This result occurs when you enforce SNMP privacy, using the default value of 1, causing all MTAs to
use Privacy.

bac_dpe# service packetcable 1 registration policy-privacy 1

)

% OK (Requires DPE restart “> dpe reload”>

service packetcable snhmp key-material

Use the service packetcable snmp key-material command to generate and set a security key on the
DPE to permit secure communication with the RDU. The secure communication channel with the RDU
is used for PacketCable SNMPv3 cloning support only.

Note  You must set the same security key on both the DPE and the RDU. Use the generateSharedSecret.sh
command-line tool, located in the BPR_HOME/rdu/bin directory.
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Syntax Description

Defaults

Examples

After you use this command, run the dpe reload command so that the changes take effect. See dpe
reload, page 3-11.

To clear the SNMPv3 service key and turn off the SNMPv3 cloning support, use the no form of this
command. See no service packetcable snmp key-material, page 4-8.

service packetcable /../ snmp key-material password
e ]..]—Identifies the instance of the PacketCable service.

e password—Identifies the password that you create, which must be from 6 to 20 characters.

Generating a security key for secure communication with the RDU is by default disabled.

bac_dpe# service packetcable 1 snmp key-material password4

)

% OK (Requires DPE restart "> dpe reload")

no service packetcable snmp key-material

Syntax Description

Defaults

Examples

Use the no service packetcable snmp key-material command to clear the SNMPv3 service key and turn
off SNMPv3 cloning support.

After you use this command, run the dpe reload command so that the changes take effect. See dpe
reload, page 3-11.

To generate and set a security key on the DPE for secure communication with the RDU, see service
packetcable snmp key-material, page 4-7.

no service packetcable /../ snmp key-material

1..1—Identifies the instance of the PacketCable servicee.

Generating a security key for secure communication with the RDU is by default disabled.

bac_dpe# no service packetcable 1 snmp key-material

)

% OK (Requires DPE restart "> dpe reload")
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service packetcable snmp timeout

service packetcable snmp timeout

Use the service packetcable snmp timeout command to dynamically set the length of time that the
PacketCable SNMP service waits for a response to any SNMP ‘Set’ operation.

Syntax Description  service packetcable /../ snmp timeout time
e ]..]—Identifies the instance of the PacketCable service.

e time—Indicates the length of time that the PacketCable SNMP service waits, in seconds.

Defaults The default maximum length of time that the PacketCable SNMP service waits for a response to an
SNMP ‘Set’ operation is 10 seconds.

Exanuﬂes bac_dpe# service packetcable 1 snmp timeout 15
% OK

service packetcable show snmp log

Use the service packetcable show snmp log command to show recent log entries for the PacketCable
SNMP provisioning service, which includes information about the general PacketCable SNMP
provisioning service and the logging of any MTA provisioning errors or severe problems.

Syntax Description  service packetcable /../ show snmp log [last /..9999 | run]
e ]..]—Identifies the instance of the PacketCable service.

e last /..9999—Identifies the specified number of recent log entries from the PacketCable SNMP log
file that you want to display. This keyword is optional.

¢ run—Displays all log messages from the PacketCable SNMP log file. This keyword is optional.

Defaults No default behavior or values.

Examples This result occurs when you use the service packetcable show snmp log command to display all log
entries for the PacketCable SNMP service.

bac_dpe# service packetcable 1 show snmp log
Error [SS_MSG] 2007-12-18 14:30:44,000 - SNMP Service Tracing Set To 400

Y

Note  The output presented in this example is trimmed.
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This result occurs when you use the service packetcable show snmp log last command to display a
specific number of recent log entries; in this example, the last 5 entries.

bac_dpe# service packetcable 1 show snmp log last 5
Error [SS_MSG] 2007-12-18 14:35:44,000 - SNMP Service Tracing Set To 800

This result occurs when you use the service packetcable show snmp log run command to display a
running PacketCable SNMP log. The command continues to run until you press Enter.

bac_dpe # service packetcable 1 show snmp log run
Press <enter> to stop.

2007 12 17 11:43:43 CDT: %CSRC-5: Notification DPE: Device Provisioning Engine starting up
2007 12 17 11:43:44 CDT: %CSRC-6: Info DPE: Attempt to connect to RDU dpe failed;
2007 12 17 11:43:44 CDT: %CSRC-6: Info TFTP: Ready to service requests

Stopped.

Cisco Broadband Access Center DPE CLI Reference 4.1
m. 0L-20288-01 |



	PacketCable Voice Technology Commands
	debug service packetcable
	service packetcable enable
	no service packetcable enable
	service packetcable registration encryption enable
	no service packetcable registration encryption
	service packetcable registration kdc-service-key
	service packetcable registration policy-privacy
	service packetcable snmp key-material
	no service packetcable snmp key-material
	service packetcable snmp timeout
	service packetcable show snmp log



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


