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Preface

Welcome to the&Cisco Broadband Access Center Administrator Guide, 2.THis guide describes
concepts and configurations related to Cisco Broadband Access Center, referred to as BAC throughot
this guide.

The preface provides an outline of other chapters in this guide, details information about related
documents that support this BAC rate, and demonstrates the styed conventions used in the guide.

Note  Use this guide along with the documentation liste®iaduct Documentation, pageiii, and
Related Documentation, paggiv.

This Preface describes:

« Audience, pagexi

» How This Guide Is Organized, paggii
- Conventions, pagexiii

» Product Documentation, paggiii

+ Related Documentation, pageiv

« Obtaining Documentation, Obtaining Support, and Security Guidelines xpage

Audience

System administrators use this guide to configure BAC for automating large-scale provisioning for
broadband access. The administrator should be familiar with:

- Basic networking concepts and terminology
« Network administration

« Cable networks

Cisco Broadband Access Center Administrator Guide, 2. L.
[ oL-4409-03



Preface |

| How This Guide Is Organized

How This Guide Is Organized

The major sections of this guide are:

Broadband Access Center Overview

Describes BAC, its features, and benefits.

Broadband Access Center Architecture

Describes the system architecture implemented in
this BAC release.

Configuration Workflows and Checklists

Provides checklists to follow when configuring BAC
for use.

DOCSIS Configuration

Describes how to bring a BAC DOCSIS deployment
into service.

PacketCable Voice Configuration

Describes how to bring a PacketCable voice
deployment into service.

Troubleshooting PacketCabdd/TA
Provisioning

Describes how to troubleshoot the provisioning
process for PacketCable embedded Media Terminal
Adapters (eMTAS).

CableHome Configuration

Describes how to bring a CableHome deployment,
using the non-secure (DHCP) version, into service.

Configuration Templates Management

Describes the configuration templates that BAC
supports and how to develop template files.

Understanding the Administrator User Interfg

&escribes how to access BAC from the administrator
user interface.

Using the Administrator User Interface

Describes how to perform administration activities,
including searching for and viewing device
information, from the admistrator user interface.

Configuring Broadband Access Center

Describes how to perform configuration activities
from the administrator user interface.

Configuring and Using the Sample User
Interface

Describes concepts, uses, and application of the
sample workflow user interface.

Support Tools and Advanced Concepts

Describes BAC tools intended to help configure,
maintain speed, and improve the installation,
deployment, and use of BAC.

Database Management

Describes how to manage and maintain the RDU
database.

Alert and Error Messages

Lists and describes BAC alert messages.

PacketCable DHCP Options to
BAC PropertiesMapping

Identifies the mapping of BAC properties to the
PacketCable DHCP options used for PacketCable
provisioning.

APl Use Cases

Presents a series of theost common provisioning
API use cases, including @sdo code segments that
can be used to modelgical service-provider
workflows.

Glossary

Defines terminology used in this guide and generally
applicable to the technologies being discussed.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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| Preface

Conventions

This document uses the following conventions:

Note

Conventions l

Item

Convention

Commands and keywords

boldfacefont

Variables for which you supply values

italic font

Displayed session and system information

screen font

Information you enter

boldface screen font

Variables you enter

italic screen font

Menu items and button names

boldface font

Selecting a menu item in paragraphs

Option > Network Preferences

Selecting a menu item in tables

Option> Network Preferences

Meansreader take noteNotes contain helpful suggestions or references to material not covered in the

publication.

Caution

Meansreader be carefulln this situation, you might do something that could result in equipment

damage or loss of data.

Product Documentation

Note

We sometimes update the printedlalectronic documentation after original publication. Therefore,
you should also review the documentation@iaco.comfor any updates.

Tablel describes the documentation thatisilable for this BAC release.

Table 1 Product Documentation

Document Title

Available Format

Release Notes for Cisco Broadband Access
Center, Release 2.7.1

PDF on the product CD-ROM
On Cisco.com:

http://cisco.com/en/US/products/sw/netmgtsw/
ps529/prod_release_notes_list.html

Installation and Setup Guide for

Cisco Broadband Access Center, Release 2.7.

o= o

PDF on the product CD-ROM
On Cisco.com:

http://cisco.com/en/US/products/sw/netmgtsw/
ps529/prod_installation_guides_list.html
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| Related Documentation
Table 1 Product Documentation (continued)
Document Title Available Format
Cisco Broadband Access Center « PDF on the product CD-ROM

Administrator Guide, Release 2.7.1

On Cisco.com:

http://cisco.com/en/US/products/sw/netmgtsw/
ps529/prod_maintenance_guides_list.html

Cisco Broadband Access Center .
DPE CLI| Reference, Release 2.7.1

PDF on the product CD-ROM
On Cisco.com:

http://cisco.com/en/US/products/sw/netmgtsw/
ps529/prod_command_reference_list.html

To support the DPE-2115: On Cisco.com:

« DPE-2115 Recovery CD-ROM .
Release Notes

» Installation and Setup Guide for the Cisco -
1102 VLAN Policy Server

Caution Refer to the Installation and Setup
guide only for port and connector
identification and to perform
hardware installation. Do not attemp
to perform any of the configuration
instructions found in the guide.

—

http://cisco.com/en/US/products/sw/netmgtsw/
ps529/prod_release_notes_list.html

http://cisco.com/en/US/products/sw/secursw/
ps2136/prod_installation_guides_list.html

Related Documentation

Note  We sometimes update the printediaiectronic documentation after original publication. Therefore,
you should also review the documentation@iaco.comfor any updates.

Table2 describes the related documentation that is available for this BAC release.

Table 2 Related Documentation
Document Title Available Format
Release Notes for On Cisco.com:

CiscoNetworkRegistrar6.2.3

http://cisco.com/en/US/products/sw/netmgtsw/
ps1982/prod_release notes_list.html

Cisco Network Registrar User’s Guide, |On Cisco.com:

Release 6.2.1

http://cisco.com/en/US/pducts/sw/netmgtsw/ps1982/
products_user_guide_list.html

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Obtaining Documentation, Obtaining Support, and Security Guidelllles

Table 2 Related Documentation (continued)
Document Title Available Format
Release Notes for On Cisco.com:

Cisco Network Registrar 6.2.3 http://cisco.com/en/US/products/sw/netmgtsw/

ps1982/prod_release_notes_list.html

Cisco Network Registrar CLI ReferenceOn Cisco.com:

Release 6.2.1 http://cisco.com/en/US/pducts/sw/netmgtsw/ps1982/

prod_command_reference_list.html

Obtaining Documentation, Obtaining Support, and Security
Guidelines

For information on obtaining documentation, obbagnsupport, providing documentation feedback,
security guidelines, and alsocaammended aliases and general Cidoouments, see the monthly
What'sNewin CiscoProduct Documentation, which also lists all new and revised Gésdmical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Cisco Broadband Access Center Administrator Guide, 2. L.
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CHAPTER 1

Broadband Access Center Overview

Cisco Broadband Access Center (BAC) automatesatsies of provisioning and managing customer
premises equipment (CPE) in a broadband service-provider network.

With the high-performance capabilii@f BAC, you can scale the product to suit networks of virtually
any size, even those with millions of CPE. It also offers high availability, made possible by the product's
distributed architecturenal centralized management.

BAC is designed to handle the rapid growth of sexyicoviders. It targets broadband service providers
(including multiple service operators), internet, and voice service providers who want to deploy IP data,
voice, and video on hybrid fiber and coaxial cable networks.

BAC provides such criticdeatures as redundancy and failover. It can be integrated into new or existing
environments through a provisioning application programming interface (API) that lets you control how
BAC operates. You can use the provisioning Ad’tegister devices in BAC, assign device
configurations, and configure the entire BAC provisioning system.

Features and Benefits

BAC lets multiple service operators (MSOs) méwet rapidly changing demands for data over cable
services. Using BAC, you can realiteese benefits of its architecture:

« Increased scalability

- Distributed architecture
+ Redundancy

+ Extensibility

Supported Technologies

This BAC release supports these technologies:
« DOCSIS high-speed data
- PacketCable voice sepas, Secure and Basic

» Non-secure CableHome provisioning

[ oL-4409-03
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| Supported Technologies

DOCSIS High-Speed Data

The Data Over Cable Service Interface Specifieca{loOCSIS) defines functionality in cable modems
that are involved in high-speed data disttibo over cable television system networks. This
functionality allows MSOs to provide a variety ofgiees through an “always-on” Internet connection.
These services includedadband Internet connectivity, teleptyp real-time interactive gaming, and
video conferencing.

Note  This BAC release supports DOCSIS 1.0, 1.1, and 2.0 devices.

PacketCable Secure Voice Service

PacketCable voice technology efebthe delivery of advancedal-time multimedia services over a
two-way cable network. PacketCable is built on tophefinfrastructure supported by cable modems to
enable a wide range of multimedia services suclPaslephony, multimedia conferencing, interactive
gaming, and general multimedia applications.

Using PacketCable voice technologgu can provide additional sepéas, such as basic and extended
telephony services, in a broadband network.thix purpose, PacketCable is an efficient and
cost-effective option.

Note  BAC currently supports versions 1.0, 1.1, and 1.5 of the PacketCable specifications.

Euro-PacketCable services are thgopean equivalent of the NbrAmerican PacketCable standard.
The only significant difference between the two is that Euro PacketCable uses different MIBs.

PacketCable Basic Voice Service

Non-secure PacketCable voice services are the aarttee standard PacketCable voice services except
for the lack of seauty found in the non-secure variant.

CableHome

Non-secure CableHome 1.0 provisioning (hereaftBarred to as home networking technology) is built
on top of the existing DOCSIS standard and supports a ‘plug and play’ environment for residential
broadband connectivity. This form of home netking technology encompasses a DOCSIS home access
device with support for CableHome functionality. THisvice is known as Portal Services and is
considered to be ¢hhome'’s entry point.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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CHAPTER 2

Broadband Access Center Architecture

This chapter describes the systanshitecture implemented in this Broadband Access Center (BAC)
release.

» Regional Distribution Unit (RDU) that provides:
— The authoritative data store of the BAC system.
— Support for processing application programming interface (API) requests.
— Monitoring of the system’s overall status and health.
SeeRegional Distribution Unit, pag2-3, for additional information.
» Device Provisioning Engines (DPESs) that provide:
— Interface with customer premises equipment (CPE).
— Configuration cache.
— Autonomous operation from the RDU and other DPEs.
— PacketCable provisioning services.
— 10S-like command-line inteafce (CLI) for configuration.
SeeDevice Provisioning Engines, pages, for additional information.
» Client API that provides total client control over system capabilities.
« Cisco Network Registrar servers that provide:
— Dynamic Host Configuration Protocol (DHCP).
— Domain Name System (DNS).
SeeNetwork Registrar, page-10, for additional information.
» Provisioning Groups that provide:
— Logical grouping of Network Registrar servers and DPEs in a redundant cluster.
— Redundancy and scalability.
SeeProvisioning Groups, page 10, for additional information.

« A Kerberos server that authenticates PaCkble Media Terminal Adapters (MTAS). Sikey
Distribution Center, pag2-11, for additional information.

Cisco Broadband Access Center Administrator Guide, 2 gl
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B CPE Registration Modes

» The BAC process watchdog that provides:
— Administrative monitoring of all critical BAC processes.
— Automated process-restart capability.
— Ability to start and stop BAC component processes.
SeeBAC Process Watchdog, pagel4, for addition&information.
»  An SNMP agent that provides:
— Third-party management systems.
— SNMP version v2.
— SNMP Notification.
SeeSNMP Agent, page-13, for additional information.
» An administrator user interface that supports:
— Adding, deleting, modifying and searching for devices.
— Configuring of global defaults and defining of custom properties.

SeeAdministrator User Interface, pa@e20, for additional information.

CPE Regqistration Modes

Registration modes allow the service provider to control the number of interactions with the subscriber.
For any registered device, the seevfirovider must be prepared tmpess any change to the device. So
there is a significant difference between regisggil00 cable modems with unregistered computers
behind them, and registering 100 cable modems, each of which has a potentially large number of
registered computers behind it. For this reason, the service provider must carefully choose among the
standard, promiscuous, roaming, and mixed registration modes.

Standard Mode

When operating in the standard mddemetimes called the fixed mode), a computer is registered and,
when it is behind the correct cable modem, it nez®registered access. When it is moved behind a
different cable modem, however, it receives unprovisioned access.

Promiscuous Mode

When operating in the promiscuous mode, onlyTBIS modems are regésed; the DHCP server
maintains lease information about a device operating behind another device. All devices behind a
registered device receive network access.

Roaming Mode

When operating in the roaming moderegistered device receivesdssigned service behind any other
registered device. For example, this mode permits the use of a laptop moving from location to location
and obtaining service from multiple cable modems.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Mixed Mode

Regional Distribution Unitlll

When operating in the mixed mode, any mode is used at any time in a single deployment (with different
devices).

Regional Distribution Unit

The RDU is the primary server in the BAC provisioning system. You must install the RDU on a server
running the Solaris 8 or 9 operating system.

The functions of the RDU include:

Managing device configuration generation

Generating configurations for DPEs and distributing them to DPE for caching
Cooperating with DPEs to keep them up to date

Processing API requests for all BAC functions

Managing the BAC system

The RDU supports the addition of new technologies services through an extensible architecture.

Currently, BAC supports one RDU per installatidio. provide failover support, we recommend using
clustering software from Veritas or Sun. \Wso recommend using RAIfRedundant Array of
Independent Disks) sharatbrage in such a setup.

The following sections describe these RDU concepts:

Generating Device Configurations, pa®gy&
Service-Level Selection, page4

Generating Device Configurations

When a device boots, it requests a configuration fB&@ and it is this configuration that determines
the level of service for the device. Device configfions can include cust@mrequired provisioning
information such as:

DHCP IP address selection
Bandwidth

Data rates

Flow control
Communication speeds

Level of service

A configuration can contain DHCP configuration and TFTP files for any device. When you install and
boot an unprovisioned device, it is assigned a default technology-specific configuration. You can change
the default configuration for each supported technology.

[ oL-4409-03
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| Device Provisioning Engines

Service-Level Selection

The service-level selection extension point determihesDHCP criteria and the Class of Service that

the RDU is to use when generating a configuratamma device. The RDU stores this information for

each device in its database. Although a device may have been registered as having to receive one set of
DHCP criteria and Class of Service, a secondrsst actually be selected. The configuration generation
extensions look for the selected criteria and Ctd&ervice and use them. Consequently, since the RDU
automatic regeneration now knows that a second saitefia and Class of Service is being used, the
device configuration is regenerated if any changesipoto any of the DHCP iteria and the Class of

Service.

You can enter service-level selection extension points on the default pages for the specific technologies.
For additional information, se@onfiguring Defaults, pagé&l-6. By default, these properties are

populated with zero or with one of the built-intemsions. Do not modify these extensions unless you

are installing your own custom extensions.

Device Provisioning Engines

The Device Provisioning Engine (DPE) communicates with CPE to perform provisioning and
management functions.

The RDU generates instructions for the CPE that dictate the actions that the DPE must carry out on the
device. These configuratidnstructions are distributed to the relevant DPE servers, in which they are
cached. The configurations are thesed during interactions with the CPE to accomplish various tasks.

BAC supports multiple DPEs. You can use mu#tipPEs to ensure redundancy and scalability.

The DPE handles all configuration requests, including providing configuration files for devices. It is
integrated with the Network Registrar DHCP servecdatrol the assignment of IP addresses for each
device. Multiple DPEs can communieawith a single DHCP server.

The DPE manages these activities:

» Synchronizes with the RDU to retrieve the latest configurations for caching.

» Generates last-step device configuration (for instance, DOCSIS timestamps).

» Provides the DHCP server with instructions controlling the DHCP message exchange.
« Delivers configuration files via TFTP.

« Integrates with Network Registrar.

« Provisions voice technology services.

You must install the DPE on a serwbiat runs the Solaris 8 or 9 operating system. You can configure
and manage the DPE using a CLI, which you cansscheally or remotely via Telnet. For specific
information on the CLI commandsaha DPE supports, refer to tlésco Broadband Access Center
DPE CLI Reference, 2.7.1

During installation, you mustonfigure for each DPE the:

- Name of the provisioning group to which the DPE belongs. This name determines the logical group
of devices that the DPE services.

« IP address and port number of the RDU.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Device Provisioning Enginedll

Types of DPEs

This BAC release supports two types of DPEs:
« The traditional hardware device (the DPE-2115 appliance)Hae#ware DPEs, page5.
» The software-only Solaris DPE. S8elaris DPEs, paga-5.

With few exceptions, the commands used on the BBEare identical on hardware and Solaris DPEs.
For information on the CLI commands that each DPE supports, refer @idbe Broadband Access
Center DPE CLReference,2.7.1

Hardware DPEs

This BAC release supports the DPE-2115 appliance.

For information on the DPE-2115 device, ports, connectors, and rear panel components, refer to the
Installation and Setup Guide for the Cisco 1102 VLAN Policy Sextver
www.cisco.com/en/US/products/sw/secursw/ps2136/
products_installation_and_configuration_guide_book09186a00801f0d02.html

Note  Whenever an interface link between a DPE-211d aCatalyst switch is interrupted, a default
30-second delay occurs before data traffic flows.

Solaris DPEs
The Solaris DPE functions in the same way as thevenel DPE, with the exception that it is installed
on a computer running the Solaris 8 or 9 operating system.
See these sections for other important information:
+ DPE Licensing, page-5
« TACACS+ and DPE Authentication, pageb
« DPE-RDU Synchronization, page7
« TFTP Server, page-8
» Provisioning Groups, pag&10

DPE Licensing

Licensing controls the number of BB (nodes) that you can useytu attempt to install more DPEs
than you are licensed to use, those new DPEs will not be able to register with the RDU, and will be
rejected. Existing licensed DPEs remain online.

Note  For licensing purposes, a registered DPE is considered to be one node.

The number of DPE licenses you register with the RDU includes hardware and Solaris DPEs regardles
of the release number or type, including those used as part of a BAC lab installation. For additional
information, seeManaging License Keys, padd-3Q

Cisco Broadband Access Center Administrator Guide, 2 gl
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| Device Provisioning Engines

Note

Whenever you change licensesdnyding a license, extending ara@ation license, or through the
expiration of an evaluation licenshe changes takefett immediately.

When you delete a registered DPE from the RDU database, a license is freed. Since the DPEs
automatically register with the RDU, you must take the DPE offline if the intention is to free up the
license. Then, delete the DPE from the RDU Has® from the administrator user interface.

Deleted DPEs are removed from all the provisioning groups that they belong to and all Network
Registrar extensions are notified that the DPE itonger available. Consequently, when a previously
deleted DPE is registered again, it is considerdukticensed again and remains so until it is deleted
from the RDU again or its license expires.

DPEs that are not licensed through the RDU doapgear in the administratoser interface. You can
determine the license state only by examining the DPE and RDU logdjpeddgandrdu.log).

The functions enabled viaspecific license continue to operateeawhen the corresponding license is
deleted from the system.

TACACS+ and DPE Authentication

TACACS+ is a TCP-based protocol that supportsregized access control for large numbers of network
devices and user authentication for the DPE CLI.

Through TACACS+, a DPE can support multiple users, with each username and login and enable
password configured at the TACACS+ server. TACACS+ is used to implement the TACACS+
client/server protocol (ASCII login only).

TACACS+ Privilege Levels

The TACACS+ server uses the TACACS+ protocoatwhenticate any user logging in to a DPE. The
TACACS+ client specifies a certain service level that is configured for the user.

Table2-1 identifies the two service levelsed to authorize DPE user access.

Table 2-1 TACACS+ Service Levels

Mode |Description

Login |User-level commands &uter > prompt.

Enable |[Enable-level commands afuter # prompt.

TACACS+ Client Settings

TACACS+ uses a number of propesithat are configured fromelCLI. For information on these
TACACS+-related commands, refer to tGesco Broadband Access Center DPE CLI Refereadel

When TACACS+ is enabled, you must specify eittier IP addresses of all TACACS+ servers or their
FQDNSs with nondefault values.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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You can also specify these settings using their default values, if applicable:

« The shared secret key for eachACS+ server. This key is used for data encryption between the
DPE and the TACACS+ server. If you choose to aiimét shared secretrfany specific TACACS+
server, TACACS+ message encryption is not used.

« The TACACS+ server timeout. This value is the maximum length of time that the TACACS+ client
will wait for a TACACS+ server to reply to protocol requests.

« The TACACS+ server number of retries. This value identifies the number of times that the
TACACS+ client attempts a valid protocol exchange with a TACACS+ server.

These commands are used on both hardware andsSDREs. On the hardware DPE, you can use these
commands only in the console mode.

DPE-RDU Synchronization

The DPE-RDU synchronization is a process of automatically updating the DPE cache to be consistent
with the RDU. The DPE cache comprises the instractiache, with instructions for devices, and the
file cache, with files required for devices.

Under normal conditions, the RDU generates eveasaining configuration updates and sends them to

all relevant DPEs to keep them up to date. Synchronization is needed if the DPE is missing some even
due to connection loss. Such lossiltbbe because of a network issue, the DPE server going down for
administrative purposes, or a failure.

Synchronization also covers the special case wheRbU database is restored from backup. In this
case, the DPE cache database must be returreaddtiler state to be consistent with the RDU.

The RDU and DPE synchronization process is autmnand requires no administrative intervention.
Throughout the synchronization process, the DP#ilisfully capable of performing provisioning and
management operations on the CPE.

Synchronization Process

The DPE triggers the synchronization process every time it establishes a connection with the RDU.

When the DPE first starts up, it establishes theneation to the RDU and registers with the RDU to
receive updates of configuration changes. The DPE and RDU then monitor the connection using
heartbeat message exchanges. When the DPE detetmatéshas lost its connection to the RDU, it
automatically attempts to re-establish it. It continigsttempts with a backoff-retry interval until it is
successful.

The RDU also detects the lost connection and stops sending events to the DPE. Since the DPE may mi
the update events from the RDU when the connection is down, the DPE performs synchronization ever
time it establishes a connection with the RDU.

[ oL-4409-03

Cisco Broadband Access Center Administrator Guide, 2



Chapter 2 Broadband Access Center Architectjire

| Device Provisioning Engines

General DPE States

During the process of synchronizatidhe DPE is in the following states:

1. Registering—During the process of connection establishment and registration with the RDU, the
DPE is in theRegisteringstate.

2. Synchronizing—The DPE requests a list of all tbafigurations it should have from the RDU. This
list contains the identifiers fdnstructions and revision numbers, but not the actual instruction
content. By using this list, the DPE determinesclifconfigurations in its store are inconsistent
(wrong revision number), which ones are missingl, which ones to delete. Throughout the process
of obtaining the synchronization list and comparing it to its store, the DPE is 8yttadaronizing
state.

3. Populating—Once the DPE determines whadhtain from the RDU, it starts obtaining
configurations from the RDU. The DPE only obtains missing or out-of-date configurations. During
this process, the DPE is in tRepulatingstate.

4. Ready—The DPE populates at a fixed rate to emshat the RDU is rtooverloaded with its
requests. If multiple DPEs in the provisioning group are populating, the population time may be
decreased as the requested configjons are sent to all DPEs in the provisioning group. After the
DPE finishes populating, it is in tHiReadystate and fully synchronized with the RDU.

You can view the DPE state:
» From the administrator user interface. S#&@wving Device Provisioning Engines, pa$e-19

« From the DPE CLI by using tlrehow dpecommand. Refer to th@isco Broadband Access Center
DPE CLI Reference.7.1

TFTP Server

Note

The integrated TFTP server receiveguests for files, including DOCS configuration files, both from
device and nondevice entities. This server then transmits the file to the requesting entity.

The TFTP server is located in a hemirectory that is useftr local file system access. The local files
are stored in thBPR_DATA/dpe/tftglirectory.

By default the TFTP server only looks in its cache for a TFTP read. However, if you ritpthe
allow-read-accessommand, the TFTP server looks in the Iddalsystem before looking in the cache.

If the file exists in the local file system, it is read from there. If not, the TFTP server looks in the cache.
If the file exists in the cache, the server usesthiprwise, it sends a request for the file to the RDU.

When you can enable read access ftbelocal file system, directoryrsicture read requests are allowed
only from the local file system.

Ensure that you give unique names to all TFTP files instead of differentiating the files by using upper or
lowercase. The filename casing is important becéus®PE, while looking for a file in its local
directory or cache, converts all filenames to lowercase.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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DOCSIS Shared Secret

BAC lets you define multiple DOCSIS shared s#sr(DSS) for dynamic DOGS configuration files
only on devices belonging to different cable mmdermination systems (CMTS). In this way, a
compromised shared secret comprasisnly a limited number of CMTS instead of every CMTS in the
deployment.

Although the DSS can be set for eachH)Rou should set it on a proiasiing-group basis. Also, ensure
that it matches what has been configured for the CMTS in that provisioning group.

Caution Configuring multiple DSS within one provisionimgoup could, under some conditions, could result in
degraded CMTS performance. However, this factor has virtually no effect on BAC.
You can enter the shared secretkesr text or as 10S-encrypted foamWhen entered iolear text, the
DSS is encrypted to suit IOS version 12.2BC.
You can also set the DSS from the RDU using the aditnator user interface or the API. In this case,
the DSS is entered, stored at the RDU, and pass®t@D®Es in clear text. Consequently, before a DSS
entered this way is stored on the DPE, it is encrypted.
If you set the DSS directly at the DPE using the appropriate CLI command, this DSS takes precedenc
over the one set from the RDU.
Resetting the DOCSIS Shared Secret
You can reset the DSS if the security of the DS&impromised or to simplghange the shared secret
for administrative purpose3o reset the DSS, run tlsdow running-config command from the CLI,
then copy and paste the DOCSIS shared secrettliernonfiguration that appears back into the DPE
configuration. In this way, you can copy whatu enter in a Cisco CMTS into the DPE CLI. For
additional information, refer to th@isco Broadband Access Center DPE CLI Reference,.2.7.1
Note To change the shared secret as described, thESOMust be running a software version later than
version 12.2BC.
To change the DSS:
Stepl ldentify the provisioning group on which you need to reset the DOCSIS shared secret.
Step2  Examine the list of DPEs and CMTSsaciated with therovisioning group.
Step3  Change the primary DSS on the CMTS.
Step4  Change the compromised DSS on the CMTS to ¢leersdary DSS. This change is required to allow
cable modems to continue to register until adl INOCSIS configuration fieare successflylchanged
to use the new DSS.
Step5  Determine which DPEs were affecteddarthange the DSS on each accordingly.
Step6  Confirm that the DOCSIS configuration files are using the new DSS and then remove the compromisec
secondary shared secretrfirdahe CMTS configuration.
Cisco Broadband Access Center Administrator Guide, 2 gl
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Provisioning Groups

Note

A provisioning group is designed to be a logical {¢@lly geographic) grouping of servers that usually
consists of one or more DPEs and a failover paDld€CP servers that can handle the provisioning needs

of up to one million devices. Each DPE in a given provisioning group caches identical sets of
configurations from the RDU, thus enabling redundancy and load balancing. As the number of devices
grows past one million, you can add additional provisioning groups to the deployment.

The servers for a provisioning group are not required to reside at a regional location. They can just as
easily be deployed in the central network operations center.

Provisioning groups enhance the scalability of the BAC deployment by making each provisioning group
responsible for only a subset of devices. This partitioning of devices can be along regional groupings or
any other policy that the service provider defines.

To scale a deployment, the service provider can:
« Upgrade existing DPE server hardware
» Add DPE servers to a provisioning group
» Add provisioning groups

To support redundancy and load sharing, each pgoniigg group can support any number of DPEs. As
the requests come in from the DHCP servers, theystributed between the DPEs in the provisioning
group and an affinity is established between the devaoel a specific DPE. Thafinity is retained as
long as the DPE state within the provisioning group remains stable.

Network Registrar

DHCP

Network Registrar provides the DHCP and DNS functionality in BAC.

For additional information on Network Registrar, refer to @gco Network Registrar User's
Guide, 6.2.1; Cisco Network Registrar CLI Referen€e?.1;andCisco Network Registrar Installation
Guide 6.2

The DHCP server automates the process of configuring IP addresses on IP networks. The protocol
performs many of the functions that a system adshiaior carries out when nnecting a device to a
network. DHCP automatically manages network-potiegisions and eliminates the need for manual
configuration. This feature adds flexibility, mobility, and control to networked device configurations.

DHCP failover allows pairs of DHCP servers to act in such a way that one can take over if the other stops
functioning. The server pairs are known as the rmaashbackup server. Undermaal circumstances, the

main server performs all DHCP functions. If theimserver becomes unavailable, the backup server
takes over. In this way, DHCP failover preveldss of access to the DHCP service if the main

server fails.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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DNS

The DNS server contains information on hosts throughout the network, including IP address hostname
and routing information. DNS uses this infornoatiprimarily to translate between IP addresses and
domain names. The conversion of names such as.gigco.com to IP addresses simplifies accessing
Internet-based applications.

Lease Reservation

BAC lease reservation works with Network Regisgr&entral Configuration Management (CCM) to
assign a device with a static IP address during provisioning.

Note  This feature is only supported when Network Registrarsion 6.1.2.3 or later, is in use with the
Regional CCM feature that is deployed. The Lease Reservation feature in BAC 2.7.1 works only in
scenarios involving a single Network Registrar DHCP server with no failover configured. This feature
is not supported in cases involving failover DHCP eesvCisco plans to add more functional use of this
feature in a later version of BAC.

When you provision a new device, BAC determines whether the IP address is specified and then
determines which Network Registrar server identifies a valid IP address. After validation, the lease
reservation function creatasreservation for the device using the Network Registrar CCM.

Lease reservation operates withtalthnologies that BAC supports, and:

« Lets you add and remove IP address reservafions the BAC administrator user interface. See
Managing Devices, page-13

« Reports all errors resulting fromtampts to reserve an IP address that is already in use or if a
reservation is removed from the CCM server.

You must configure the CCM address, port, user@aand password before BAC can implement lease
reservation. These parameters are set from the ROD&uUDs page. Changes are dynamic and take effect
immediately. Se®DU Defaults, pagé&1-19 for information on these configuration parameters.

Note  The lease reservation function is disabled by defaudttimes out if the CCM seer cannot be reached
for a specified duration.

Key Distribution Center

The Key Distribution Center (KDCGjuthenticates PacketCabVTAs and also grantservice tickets to
MTASs. As such, it must check the MTA certificat&daprovide its own certificates so that the MTA can
authenticate the KDC. It also communicates with the DPE (the provisioning server) to validate that the
MTA is provisioned on the network.

Note The KDC is supported on multiprocessor computers.

Cisco Broadband Access Center Administrator Guide, 2 gl
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The certificates used to authenticate the KDC ateshipped with BAC. You must obtain the required
certificates from Cable Television haratories, Inc. (CableLabs), atlte content of these certificates
must match those that are installed in the MTA. For additional informatiorysiag the PKCert.sh
Tool, pagel3-5.

Caution The KDC does not function if the certificates are not installed.

The KDC also requires a license to function. Ob&kKDC license from your Cisco representative and
install it in the correct directory. For details on how to install the licenseKB€eLicenses, pagb-9.

The KDC has several default properties that are populated during a BAC installation into the
BAC_homgkdc/solaris/kdc.ini properties file. You canikthis file to change values as operational
requirements dictate. Fadetailed information, seBefault KDC Properties, pade7.

The KDC also supports the management of multiple realms. For details on configuring additional realms,
seeMultiple Realm Support, pade10.

BAC MIBs

BAC supports several défent MIBs. These include:
« CISCO-BACC-RDU-MIB
+ CISCO-BACC-DPE-MIB
+ CISCO-APPLIANCE-MIB
+ CISCO-BACC-SERVER-MIB
For details on each MIB, sééIB Support, page-13.
Table2-2 summarizes MIB support for each BAC component.

Table 2-2 BAC-Supported MIBs

Component MIBs Supported

Solaris DPE |CISCO-BACC-SERVER-MIB
CISCO-BACC-DPE-MIB
Hardware DPE/RFC1213 - MIB Il
CISCO-APPLIANCE-MIB
CISCO-BACC-SERVER-MIB
CISCO-BACC-DPE-MIB
RDU CISCO-BACC-SERVER-MIB
CISCO-BACC-RDU-MIB

Cisco Broadband Access Center Administrator Guide, 2.7.1
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BAC Agents

This section describes BAC agents; what they are and why they are important. Subsequent descriptior
provide all the details required to usedamderstand the agents. These agents are:

« SNMP Agent, pag@-13
« BAC Process Watchdog, pagel4

SNMP Agent

Note

BAC provides basic SNMP v2-based monitoringted RDU and DPE servers. The BAC SNMP agents
support SNMP informs and traps, collectively cdlletifications. You can configure the SNMP agent
on the DPE using snmp-server CLI commands, and on the RDU using the SNMP configuration
command-line tool.

For additional information on the SNMP configuration command-line toolUségg the
snmpAgentCfgUtil.sh Tool, page3-15 For additional information othe DPE CLI, refer to th€isco
Broadband Access CentBPE CLI Reference2.7.1.

MIB Support

The SNMP agent supports the CISCO-BACC-SERVHEIB. This MIB defines the managed objects

that are common to all servers on BAC. This MIB supports the monitoring of multiple BAC servers when
they are installed othe same device. Th#scoBaccServerStateChanged notification is generated

every time a server state change occurs.

The RDU SNMP agent supports the CISCO-BACC-RDU-MIB, which defines managed objects for the
RDU. This MIB defines statistics related to the stEtthe RDU and the statistics on the communication
interface between the RDU and DPE and between the RDU and Network Registrar.

The SNMP agent generatesmaHealthNotif ~ trap that announces that tR®U server has started, shut
down, or failed, or there is a change in the exit status.

The DPE SNMP agent supports the CISCO-BACEBHMIB, which defines managed objects for the
software components installed on a Sol&RE. The DPE manages local caching of device
configurations and configuration files used by all supported devices. This MIB provides some basic DPE
configuration and statistics information, including entries for TFTP and ToD servers.

In addition to RFC 1213 (MIBI), the SNMP agent supports the CISCO-CW-APPLIANCE-MIB. This
MIB defines the managed objects for the software components installed on a hardware DPE. It monitor:
CPU, memory, and disk utilization, and generates icatibns whenever use exceeds certain thresholds.
Notifications can be selectively enabled and disdbResource use is pollatiregular intervals and
notifications are generated when the averagavofconsecutive data points exceeds the threshold.

The SNMP agent supports the CISCO-NMS-APPL-HEALTH-MIB, which defines the Cisco NMS
application health status notifications and relaibjcts. These notifications are sent to the OSS/NMS
to inform them about the NMS application status, including: started, stopped, failed, busy, or any
abnormal exit of application§he default MIB is MIB-II.

For a description of all objects, refer to the corresponding MIBs files iBAt2 hom&du/mibs
directory.

[ oL-4409-03
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BAC Process Watchdog

The BAC process watchdog is an administrativeraghat monitors the runtime health of all BAC
processes. This watchdog process ensures thgtridcess stops unexpectedly, it is automatically
restarted. One instance of the BAtcess watchdog runs on every system which runs BAC components.

You can use the BAC process watchdog as a commaaddai to start, stop, restart, and determine the
status of any monitored processes.

If a monitored application fails, it is restarted auttdically. If, for any reason, the restart process also
fails, the BAC process watchdog server waits a prescribed length of time before attempting to
restart again.

Note  You do not have to use the BAC process watchdog and the SNMP agent to monitor Network Registrar
extensions.

The period between restart attempts starts at Insleaod increases exponentially with every subsequent
attempt until it reaches a length of 5 minutes. Afteat, the process restastattempted at 5-minute
intervals until successful. Five minutes after a succéssbtart, the period is automatically reset to

1 second again.

For example:
1. Process A fails.
2. The BAC process watchdog server attenipteestart it and the first restart fails.

3. The BAC process watchdog server waits 2 secondsaiitampts to restart the process and the second
restart fails.

4. The BAC process watchdog server waits 4 secondsagtempts to restart the process and the third
restart fails.

5. The BAC process watchdog server waits @é6ands and attempts to restart the process.

Using the BAC Process Watchdog from the Command Line

The BAC process watchdog automatically starts whenever the system boots up. Consequently, this
watchdog also starts those BAC system comporiastalled on the same system. You can control the
BAC watchdog through a simple command-line utility by running/éte/init.d/bprAgent command.

Table2-3 describes the command-line interfacencoands available for use with the BAC
watchdog process.

Table 2-3 BAC CLI Commands

Command Description

bprAgent start Starts the BAC watchdog agent, including all monitored processes.

bprAgent stop Stops the BAC watchdog agent, including all monitored processes.

bprAgent restart Restarts the BAC watchdog agent, including all monitored
processes.

bprAgent status Gets the status of the BAC watchdog agent, including all monitored
processes.

bprAgent start process-name |Starts one particular monitored process. The vploeess-name
identifies that process.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Table 2-3 BAC CLI Commands (continued)

Command Description

bprAgent stop process-name |Stops one particular monitored process. The vploeess-name
identifies that process.

bprAgent restart process-nameRestarts one particular monitored process. The \@loeess-name
identifies that process.

bprAgent status process-name|Gets the status of one partiauimonitored process. The value
process-naméentifies that process.

The process-namenentioned in this table can be:

« rdu—Specifies the RDU server.

« dpe—Specifies the DPE server.

» kdc—Specifies the KDC server.

« snmpAgent—Specifies the SNMP agent.

- tomcat—Specifies the administrator and sample user interfaces.

- cli—Specifies the DPE command-line interface.

Note  When the Solaris operating system is rebooted, the BAC process watchdog is first stopped, allowing
BAC servers to shut down properly. To shut down or reboot the operating system, use the Solaris
shutdown command. Remember, the Solaeboot command does not execute application shutdown
hooks and kills BAC processes rather than shuts them down. While this action is not harmful to BAC, it
may delay server startup and skew ceridatistics and performance counters.

The events that trigger an action in the BAC watchdog daemon, including process crashes and restart
are logged in a log fileBPR_HOME/agent/logs/agent.loghe watchdog daemon also logs important
events to syslog under the standardie facility.

Logging

Logging of events is performed at the RDU and the DPE, and in some unique situations, DPE events ar
additionally logged at the RDU to give them higher visibility. Log files are stored in their own log
directories and can be examined by using anypextessor. You can compress the files for easier
e-mailing to the Cisco Technical Assistance Center (TAC) or system integrators for troubleshooting and
fault resolution. You can also access the RDU and the DPE logs from the administrator user interface.

Log Levels and Structures

The log file structure, illustrated EBxample2-1, includes:
« Domain Name—This is the name of the computer generating the log files.

» Date and Time—This is the date on which a messalpgged. This information also identifies the
applicable time zone.

» Facility—This identifies the systn, which (in this case) is BAC.

Cisco Broadband Access Center Administrator Guide, 2 gl
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» Sub-Facility—This identifies the BAC subsystem or component.

« Severity Level—The logging system defines seven levels of severity (as desciibétei?-4) that are
used to identify the urgency with which you might want to address log issues. The process of configuring
these severity levels is describeddanfiguring Severity Levels, pagel?.

Table 2-4 Severity Levels

Log Level Description

0-Emergency |System unstable. Sets the logging function to save all emergency messages.

1-Alert Immediate action needed. Sets the logging function to save all activities that need
immediate action and those of a more severe nature.

2-Critical Critical conditions exist. Sets the logging function to save all error messages and
those of a more severe nature.

3-Error Error conditions exist. Sets the logging function to save all error messages and those
of a more severe nature.

4-Warning Warning conditions exist. Sets the logging function to save all warning messages and
those of a more severe nature.

5-Notification |A normal, but significant, condition exists. Sets the logging function to save all
notification messages and those of a more severe nature.

6-Information |Informational messages. Sets the logging function to save all logging messages
available.

Note Another level known as 7-Debug is used exclusively by Cisco for debugging purposes. Do not
use this level except at the direction of the Cisco TAC.

« Msg ID—This is a unique identifier for the message text.

 Message—This is the actual log message.

Example 2-1 Sample Log File

Sub-  Severity Msg
Domain Name Data and Time Facility facility Level ID Message

bacc.cisco.com:2007 3 16 03:06:11 EST:BPR- RDU- 5 0236: BPR Regional Distribution Unit starting up
bacc.cisco.com:2007 3 16 03:06:15 EST:BPR- RDU- 0566: Initialized API defaults
bacc.cisco.com:2007 3 16 03:06:15 EST:BPR- RDU- 0567: Initialized CNR defaults
bacc.cisco.com:2007 3 16 03:06:15 EST:BPR- RDU- 0568: Initialized server defaults
bacc.cisco.com:2007 3 16 03:06:18 EST:BPR- RDU- 0570: Initialized DOCSIS defaults
bacc.cisco.com:2007 3 16 03:06:18 EST:BPR- RDU- 0571: Initialized computer defaults
bacc.cisco.com:2007 3 16 03:06:19 EST:BPR- RDU- 0573: Initialized CableHome defaults
bacc.cisco.com:2007 3 16 03:06:19 EST:BPR- RDU- 0572: Initialized PacketCable defaults
bacc.cisco.com:2007 3 16 03:06:19 EST:BPR- RDU- 0569: Created default admin user
bacc.cisco.com:2007 3 16 03:06:19 EST:BPR- RDU- 0574: Loaded 6 license keys

bacc.cisco.com:2007 3 16 03:06:20 EST:BPR- RDU- 0575: Database initialization completed in 471
msec

o1 o1 o1 o o1 o1 o1 o1 OOl
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Example 2-1 Sample Log File (continued)
Sub-  Severity Msg

Domain Name  Data and Time Facilifgcility Level ID Message
bacc.cisco.com:2007 3 16 03:06:25 EST:BPR- RDU- 3 0015: Unable to locate manifest file
bacc.cisco.com:2007 3 16 03:06:28 EST:BPR- RDU- 3 0280: Command error

Configuring Severity Levels

You can configure the severity levels of logging for both the RDU and the DPE to suit your specific
requirements. For example, the severity level forRB&J could be set to Warning, and the level for the
DPE could be set to Alert.

Log messages are written based on certain evakitsg place. Whenever an event takes place, the
appropriate log message and severity level are assigned and, if that level is less than or equal to the
configured level, the message is written to the log. The message is not written to the log if the level is
higher than the configured value.

For example, assume that the log level is set to 4-Warning. All events generating messages with a log
level of 4 or less are written into the log file. If the log level is set to 6-Information, the log file will
receive all messages. Consequently, configuring a higher log level results in a larger log file size.

Note The KDC is not considered in this log file.

To configure the severity level on the DPE, useltigdevelcommand from the DPE command line. For
detailed information, refer to th@isco Broadband Access CenfePE CLI Reference, 2.7.1

To configure the log level tool on the RDU, déging the RDU Log Level Tool, pade3-2

Rotating Log Files

All log files are numbered andlted over based on a configured maximum file size. The default
maximum file size is 10 MB. (To configureghmaximum file size from the API, use the
ServerDefaultskeys.SERVER_LOG_MAXSIZE ~ property.) Once a log file touches the configured limit, the
data is rolled over to another file. This file is renamed intKX.Nlog format, where:

«  XXX—Specifies the name of the log file.

« N—Specifies any value between 1 and 100.

Note The RDU and DPE servers store up to 100 logfdea given time. For a list of log files in
these servers, see subsequent sections.

For example, oncelu.log reaches the 10-MB limit, it is renamedrds.1.log With every 10-MB
increase in file size, the latest file is renametdas2.log rdu.3.log and so on. So, thrdu.4.logfile will
contain data more recent thatu.7.log The latest log information, however, is always storedlinlog.

Cisco Broadband Access Center Administrator Guide, 2 gl
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RDU Logs

The RDU has two logs that it maintains in 8&C_datdrdu/logs directory:

« rdu.log—Records RDU processing according to the configured default severity level. (For
instructions on setting the default log levels, Se¢ting the RDU Log Level, padss-3)

« audit.log—Records high-level changes to the BAC configuration or functionality including the user
who made the change.

When you enable logging of informational messages (6-Information), the RDU logs additional messages
which expose batch-processing operations. Thessages also contain infoation on elapsed time
and rate.

Viewing therdu.logFile

Stepl
Step2

Step3

You can use any text processor to view tithe.log file. In addition, you can view the log file from the
administrator user interface. To view the file:

Choose the RDU tab und8&ervers

The View Regional Distribution Unit Details page appears. Click the View Details  )n (
corresponding to RDU Log File.

The View Log File Contents page appears, displaying data fdonfog.

Viewing theaudit.logFile

Stepl
Step2

Step3

DPE Log

You can use any text processor to view the audit.log file. In addition, you can view the log file from the
administrator user interface. To view the file:

Choose the RDU tab und8&ervers

The View Regional Distribution Unit Details pagppears. Click the View Details icon corresponding
to Audit Log File.

The View Log File Contents page appears, displaying data duadit.log

The DPE maintains a dpe.log file in tBAC_datddpe/logs directory. The fileontains records of all

events having the configured default level. In situations where the DPE undergoes catastrophic failure,
such as engaging in a series o$tgyn crashes, the catastrophic er@mes also logged into the rdu.log

file.

The SNMPService.logyyy.log log file is used by tb€E, when PacketCabis enabled on the DPE
server, to provide detailed debugging information. You uselilog packetcable snmp lodpPE CLI
command to view this file, which resides in 8&C_datddpe/logs directory. For PacketCable command
usage, refer to th€isco Broadband Access Center DPE CLI Reference,.2.7.1

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Stepl
Step2
Step3

Logging W

PacketCable logging messages are sent to the dgdd@mnd the detailed SNMP debugging is sent to
the SNMPService.logyyy.log file.

You can use any text viewer to view the dpe.log file. In addition, you can usédiaelogcommand
from the DPE CLI. For additial information, refer to th€isco Broadband Access Center DPE CLI
Reference?.7.1

You can also view the DPE log file using the BAC administrator user interface. To view the file:

ChooseServers > DPEs
Click the link of the DPE whose log file you want to view.

The View Device Provisioning Engines Details pagpesps. To view the contents of the dpe.log file,
click the View Details icon against the DPE Log File in the Log Files area.

Network Registrar Logs

BAC generates log messages from Network Regist2HCP server extensions. The DHCP server log
resides in thdetworkRegistrar_honieame_dhcp_1_log directoritetworkRegistrar_homis a

variable and is specific to the valthat you enter. The default locatifor the DHCP server log file is
/var/nwreg2/local/logs/name_dhcp_1_log.

The log messages emitted via the DHCP server extesisire based on the extension trace level setting.
You can set values (describedTiable2-5) at the trace level; the numbgsu set makes that number the
current setting of thextension-trace-levelttribute for all extensions.

Table 2-5 DHCP Server Extension Trace Levels

Level |Description

0 Logs error and warning conditions. Sets the esi@ns to emit all error and warning messages
and those of a more severe nature.

1 Logs server interactions, which include configuration instructions obtained from the DPE and
instruction generation requests that are forwarded to the RDU.

2 Logs processing details, which include individual configuration commands and attribute
values forwarded in instruction generation requests.

3 Logs internal processing for extensions dgging, which includes hexadecimal dumps of
messages.

4 Logs debugging of extension background operations, which include polling of DPE status.

You can change the extension trace level by using the Network Registrar Web Ul. To change the level

Stepl  Open the Network Registrar local Web UlI.
Step2  From the menu, clicOHCP, thenDHCP Server.
Step3  Click the Local DHCP Server link.
Step4  On the Edit DHCP Server page, expand the Extensions attribute category.
Cisco Broadband Access Center Administrator Guide, 2 gl
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Step5
Step6

Note

Set theextension-trace-levelalue, then clickodify Server.
Reload the DHCP server.

For detailed information on logging performed by the DHCP server, refer @ishe Network Registrar
User’s Guide, 6.2.1

Administrator User Interface

The BAC administrator user interface is a web-lbaagplication for central management of the BAC
system. You can use this system to:

Configure global defaults

Define custom properties

Set up Class of Service

Add and edit device information
Group devices

View server status and server logs

Manage users

Refer to these chapters for specifistiuctions on how to use this interface:

Understanding the Administrator User Interface, p&de describes how to access and configure
the BAC administrator user interface.

Using the Administrator User Interface, palf® 1, provides instructions for performing
administrative activities involving the monitoring of various BAC components.

Configuring Broadband Access Center, padel, describes tasks that you perform to
configure BAC.

Sample User Interface

BAC comes with a web-based Sample User Interface (SUI), which is explai@edfiguring and Using
the Sample User Interface, pat2-1 This interface demonstrates how you can use BAC to perform
self-provisioning and preprovisioning, and other basic BAC functions in lab scenarios. In full BAC
deployments, the SUI functionality is expected tgbevided by billing, OSS, workflow applications,
or a combination of all three.

Caution

The SUI is not intended for use in any live environment and is for demonstration purposes only.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Configuration Workflows and Checklists

This chapter is divided into two major sections tiefine the processes to follow when configuring BAC

components to support various technologies. These sections are:
- Component Workflows, page1
« Technology Workflows, pagg-5

Component Workflows

This section describes the workflows you migdlow to configure eals BAC component for the

technologies that BAC supports. You must perform these configuration tasks before configuring BAC to

support specific technologies.

In some instances, certain procedures may only pkcale to a lab or component installation. In these

cases that appropriate indication is made.
The component workflows described in this secaoa arranged in a chec&liformat and include:
« RDU Checklist, pag8-1
« DPE Checklists, including:
— Hardware DPE Checklist, pa@e2
— Solaris DPE Checklist, page3
» Network Registrar Checklist, pa@e5

Note Tasks marked with an asterisk (*) are mandatory.

RDU Checklist

Table 3-1identifies the workflow to follow when configuring the RDU.

Table 3-1 RDU Workflow Checklist
Task Refer to... Installation Type
1. Configure the system syslog servichstallation and Setup Guide for Both
for use with BAC. Cisco Broadband Access Center, 2.7.1

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table 3-1 RDU Workflow Checklist (continued)
Task Refer to... Installation Type
2. Access the BAC administrator userAccessing the Administrator User Both

interface. Interface, pag®-2
3. Change the admin password. Accessing the Administrator User Both
Interface, pag®-2
4. Add the appropriate license keys. [Managing License Keys, padéd-30 Both
5. Configure the RDU database backuBackup and Recovery, padgd-4 Component Only
procedure.
6. Configure the RDU SNMP agent. |Using the snmpAgentCfgUtil.sh Tool, |Component Only

pagel3-15

Hardware DPE Checklist

You must perform the activities describedTable 3-2 after those described rable3-1.

Note

Tasks marked with an asterisk (*) are mandatory.

Table3-2 identifies the workflow to follow when configuring the hardware DPE.

Table 3-2

Hardware DPE Configuration Checklist

Task

Refer to ...

Installation Type

1. Change the passwords.

the Cisco Broadband Access Center
DPE CLI Reference, 2.7.1.

Thepasswordcommand described inComponent Only

2. Configure the system syslog servicelnstallation and Setup Guide for Cisc@oth
for use with BAC. Broadband Access Center, 2.7.1.
3. Configure your IP address.* Theinterface ethernet ip address |[Component Only
command described in th&isco
Broadband Access Center DPE CLI
Reference, 2.7.1
4. Configure the provisioning interface|Theinterface ethernet provisioning |Component Only
enabledcommand described in the
Cisco Broadband Access Center DPE
CLI Reference, 2.7.1
5. Configure the default hardware Theip default-gateway command Component Only
gateway.* described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1
6. Configure the provisioning FQDN. |Theinterface ethernet provisioning |[Component Only

fqdn command described in tli&@sco
Broadband Access Center DPE CLI
Reference?.7.1.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 3-2 Hardware DPE Configuration Checklist (continued)
Task Refer to ... Installation Type
7. Configure the BAC shared secret.* |Thedpe shared-secrecommand Component Only
described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1
8. Configure the DPE to connect to theThedpe rdu-server command Component Only

desired RDU.* described in th€isco Broadband
Access Center DPE CLI
Reference2.7.1

9. Configure the Network Time ProtocolThentp server command described inComponent Only
(NTP). the Cisco Broadband Access Center
DPE CLI Reference2.7.1

10. Configure the primary provisioning |Thedpe provisioning-group primary |Component Only

group.* command described in tl&sco
Broadband Access Center DPE CLI
Reference?.7.1.

11. Configure a hostname.* Thehostnamecommand described inComponent Only
the Cisco Broadband Access Center
DPE CLI Reference2.7.1

12. Configure a domain name.* Theip domain-namecommand Component Only
described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1

13. Configure a minimum of one name |Theip name-servercommand Component Only

server.* described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1

14. Configure the required routes to the/ Theip route command described in |Component Only
other BAC components as well as tothe Cisco Broadband Access Center
the devices in the network. DPE CLI Reference.7.1

15. Configure the DPE SNMP agent. |The SNMP agent commands in the | Component Only
Cisco Broadband Access Center DRE
CLI Reference2.7.1

16. Verify that you are connected to RDW/iewing Servers, pagg0-19 Component Only

Solaris DPE Checklist

You must perform the activities describedTable 3-3 after those described rable3-1.

Note  This checklist applies to component installatiorited Solaris DPE. A lab installation prompts for the
required parameters, and automatically configuresstiected technologies. Lab installations also use
a single SNMP agent to monitor the DPE and the RDU. You can configure this agent from the DPE CLI
or the snmpAgentCfgUtil.sh tool. Séksing the snmpAgentCfgUtil.sh Tool, paf8-15

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Note

Tasks marked with an asterisk (*) are mandatory.

Table3-3identifies the workflow to follow when configuring the Solaris DPE.

Table 3-3 Solaris DPE Configuration Checklist
Task Refer to ... Installation Type
1. Configure the system syslog servicelnstallation and Setup Guide for Cisc@oth

for use with BAC.

Broadband Access Center,7.1.

2. Change the passwords. Thepasswordcommand described inBoth
the Cisco Broadband Access Center
DPE CLI Reference.7.1
3. Configure the provisioning interface|Theinterface ethernet provisioning |Component Only
enabledcommand described in the
Cisco Broadband Access Center DPE
CLI Reference2.7.1
4. Configure the provisioning FQDN. |Theinterface ethernet provisioning |Component Only
fqdn command described in ti@&Esco
Broadband Access Center DPE CLI
Reference?.7.1.
5. Configure the BAC shared secret.* |Thedpe shared-secrecommand Component Only
described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1
6. Configure the DPE to connect to theThedpe rdu-server command Component Only
desired RDU.* described in th€isco Broadband
Access Center DPE CLI
Reference?.7.1
7. Configure the Network Time ProtocaolSolaris documentation for Component Only
(NTP). configuration information.
8. Configure the primary provisioning | Thedpe provisioning-group primary |Component Only
group.* command described in th&sco
Broadband Access Center DPE CLI
Reference?2.7.1
9. Configure the required routes to the Theip route command described in |Component Only
other BAC components as well as tothe Cisco Broadband Access Center
the devices in the network. DPE CLI Reference&.7.1
10. Configure the DPE SNMP agent. |The SNMP agent commands in the | Component Only
Cisco Broadband Access Center DPE
CLI Reference2.7.1
11. Verify that you are connected to RDW/iewing Servers, pagé0-19 Both
Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Network Registrar Checklist

You must perform the activities describedTiable 3-4 after those described ifable3-2 or Table3-3.

Caution

The BAC DHCP option settings always replace any DHCP option values set within Network Registrar.

Note Tasks marked with an asterisk (*) are mandatory.

Table 3-4 identifies the workflow to follow when configuring Network Registrar.

Table 3-4 Network Registrar Workflow Checklist
Task Refer to... Installation Type
1. Validate the Network Registrar Installation and Setup Guide for Cisc@oth
extensions. Broadband Access Center,7.1,for
information on configuring valid
extensions.

2. Configure the system syslog servicelnstallation and Setup Guide for Cisc@oth

for use with BAC. Broadband Access Centér,7.1,for
information on configuring the systern
BAC syslog service.

)

3. Configure client Cisco Network Registrar User’s Both
classes/scope-selection tags that |Guide, 6.2.1for information on
match those defined in the RDU.* |configuring client classes and

scope-selection tags.

4. Configure scopes.* Cisco Network Registrar User’s Both
Guide, 6.2.1for information on
configuring scopes.

5. Configure policies.* Cisco Network Registrar User’s Both
Guide, 6.2.1for information on
configuring policies.

6. Configure the backup procedure for|Cisco Network Registrar User’s Component Only
the Network Registrar database. |Guide, 6.2.1for information on
backing up the Network Registrar

database.

7. Verify that you ae connected to the |Viewing Servers, pag#0-19 Both
correct RDU.

Technology Workflows

This section describes the activitidgst you must perform when configuring BAC to support specific
technologies.

The technology workflows described in this seatare arranged in a checklist format and include:
+ DOCSIS Checklist, page-6

[ oL-4409-03
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- PacketCable Checklists including:
— PacketCable Secure, page#
— PacketCable Basic, pa@el0
* Non-Secure CableHome Provisioning Checklist, pa&de

Note Tasks marked with an asterisk (*) are mandatory.

DOCSIS Checklist

You must perform the activities describeddomponent Workflows, pag®& 1, in addition to those
described inrable 3-5 to successfully configure BAC for DOCSIS operations.

Table 3-5 DOCSIS Checklist

Task

1. Configure the RDU
a. Configure all provisioned DHCP criteria.
b. Configure provisioned Class of Service.

Refer to...

Configuring DHCP Criteria, pagkl-24

Configuring Class of Service, padgé-1
Add the Class of Service that may be used by
any provisioned DOCSIS modem.

c. Configure the promiscuous mode of operati

OBystem Defaults, pagel-21

2. Configure Network Registrar

Configure client classes/scope-selection tags tgCisco Network Registrar User’s
match those added for the provisioned DOCSISGuide,6.2.1,for information on configuring
modem DHCP criteria. client classes and scope-selection tags.

PacketCable Checklists

BAC supports two variations of PacketCable. Thisisedtlentifies the tasks that must be performed for
each, including:

» PacketCable Secure, pagé
» PacketCable Basic, pa@el0

Note The checklists in this section assume that an@gpmate PacketCable configation file and the correct

MIBs are loaded.

PacketCable Secure

BAC supports two variants of PacketCable Secure:
» North American PacketCable
» Euro PacketCable

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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You must perform the PacketCable-related tasks describ&abie 3-6 after those described in
Component Workflows, page-1.

The Secure PacketCable checklists Imeovorking with every BAC component.

Note  For PacketCable-compliant operations, the maximum allowable clock skew between the MTA and KDC
is 300 seconds (5 minutes). This value is the default setting.

Table 3-6 identifies the workflow to follow wheronfiguring Packetdae Secure on BAC.

Note  Tasks marked with an asterisk (*) are mandatory.

Table 3-6 PacketCable Secure Checklist
PacketCable Variant
North Euro
Task American Refer to...
1. Configure the RDU
a. Enable the autogeneration 03 3 Automatic FQDN Generation,
Media Terminal Adapter pagel1-3§ for information on enabling
(MTA) FQDNSs. and configuring autogeneration of
FQDNS.
b. Configure all provisioned | 3 3 Configuring DHCP Criteria, pagkl-24
DHCP criteria.
c. Configure all provisioned | 3 3 Configuring Class of Service, pagé-1
Class of Service.
d. Configure an SNMPv3 3 3 Configuring SNMPv3 Cloning on the
cloning key.* RDU and DPE for Secure
Communication with PacketCable
MTAs, pagell-37
e. Configure the RDU to use 3 Configuring Euro PacketCable MIBs,
Euro PacketCable MIBs. page5-30
2. Configure the DPE
a. Configure a KDC service |3 3 The packetcable registration
key.* kdc-service-keycommand described in
the:
» Cisco Broadband Access Center
DPE CLI Reference, 2.7.1
« Installation and Setup Guide for
Cisco Broadband Access Center,
2.7.1

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table 3-6 PacketCable Secure Checklist (continued)

PacketCable Varian

t

Task

North
American

Euro

Refer to...

b. Configure a privacy policy.?

3

3

The packetcable registration
policy-privacy command described in
the:

« Cisco Broadband Access Center
DPE CLI Reference, 2.7.1

« Installation and Setup Guide for
Cisco Broadband Access Center,
2.7.1

c. Configure an SNMPv3
cloning key.*

The packetcable snmp key-material
command described in the:

« Cisco Broadband Access Center
DPE CLI Reference, 2.7.1

» Installation and Setup Guide for
Cisco Broadband Access Center,
2.7.1

Note On a hardware DPE, you must
run this command from the
console mode.

d. Enable PacketCable.*

The packetcable enablecommand
described in the:

» Cisco Broadband Access Center
DPE CLI Reference, 2.7.1

» Installation and Setup Guide for
Cisco Broadband Access Center,
2.7.1

e. Configure the optional MTA
file encryption.

The packetcable registration
encryption command described in the:

« Cisco Broadband Access Center
DPE CLI Reference, 2.7.1

« Installation and Setup Guide for
Cisco Broadband Access Center,
2.7.1

3. Configure the KDC

a. Obtain a KDC license from
your Cisco representative
and copy that file to the
BPR_HOME/kddirectory.

KDC Licenses, pagb-9

b. Configure a certificate chain 3

using the PKCert.sh tool.
For Euro PacketCable, use
the -e option.

Using the PKCert.sh Tool, pad8-5

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 3-6 PacketCable Secure Checklist (continued)

PacketCable Variant
North Euro

Task American Refer to...

c. Configure a service key pair3 3 Using the KeyGen Tool, pad3-11
for each DPE’s provisioning
FQDN.

d. Configure service keys for | 3 3 Using the KeyGen Tool, padk8-11
the ticket-granting-ticket
(TGT).

e. Configure service keys for | 3 3 Using the KeyGen Tool, pades-11
the Call Management
Server.

f. Configure Network Time |3 3 Solaris documentation for information
Protocol (NTP). on configuring NTP for Solaris.

4. Configure DHCP

a. Configure all necessary |3 3 Using the KeyGen Tool, pades-11
PacketCable voice
technology properties.

b. Configure dynamic DNS for 3 3 Cisco Network Registrar User’s
the MTA scopes. Guide,6.2.1,for information on

configuring dynamic DNS.

c. Configure client _ 3 3 Cisco Network Registrar User’s
classes/scope-selection tags Guide,6.2.1,for information on
that match those defined in configuring client classes and
the RDU.* scope-selection tags.

5. Configure DNS

a. Configure dynamic DNS for 3 3 Cisco Network Registrar User’s
each DHCP server. Guide,6.2.1,for information on

configuring dynamic DNS.

b. Configure a zone for the |3 3 Cisco Network Registrar User’s
KDC realm. Guide,6.2.1,for information on

configuring zones.

c. Configure an SRV record for 3 3 Configuring SRV Records in the
the KDC. Network Registrar DNS Server,

pagell-36 and theCisco Network
Registrar User’s Guide.2.1,for
information on confjuring SRV records.

d. Configure records for the | 3 3 Cisco Network Registrar User’s
KDC and DPE provisioning Guide,6.2.1,for information on
interface names. configuring records.

Note We recommend that you use the DNS proceduceidigure a reverse zone for the DNS server
IP address. Some DNS clients, including n&igp, attempt to resolve the DNS server IP
address to an FQDN. This attempt may fail to retrieve any records from the DNS unless the
reverse zone is presead properly configured.

Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
| oL-4409-03 .m



Chapter 3 Configuration Workflows and Checkligts

M Technology Workflows

PacketCable Basic

You must perform the PacketCable-related tasks describ&abie 3-7 after those described in
Component Workflows, page& 1. The PacketCable Basic checklistdtves working with almost every
BAC component.

Table3-6 identifies the workflow to follow wan configuring PacketCable Basic on BAC.

Note Tasks marked with an asterisk (*) are mandatory.

Table 3-7 PacketCable Basic Checklist
Task Refer to...
1. Configure the DPE
Enable PacketCable.* Thepacketcable enablecommand

described in the:

« Cisco Broadband Access Center DPE
CLI Reference, 2.7.1

« Installation and Setup Guide for Cisco
Broadband Access Center, 2.7.1

2. Configure DHCP

a. Configure dynamic DNS for the MTA scopes,Cisco Network Registrar User's Guide,
6.2.1,for information on configuring

dynamic DNS.
b. Configure client classes/scope-selection tagsCisco Network Registrar User’s Guide,
that match those defined in the RDU.* 6.2.1,for information on configuring client

classes and scope-selection tags.

3. Configure DNS

Configure dynamic DNS for each DHCP server. |Cisco Network Registrar User’s Guide,
6.2.1,for information on configuring
dynamic DNS.

Note We recommend that you use the DNS procedupmibdigure a reverse zone for the DNS server
IP address. Some DNS clients, including oglap, attempt to resolve the DNS server IP
address to an FQDN. This attempt may fail to retrieve any records from the DNS unless the
reverse zone is preseamd properly configured.

4. Configure a Class of Service, which gticontain the following properties:
Note You can configure these properties ammare on the device property hierarchy.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]
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Table 3-7 PacketCable Basic Checklist (continued)

Task Refer to...

a. /pktcbl/prov/flow/mode Configuring Class of Service, padé-1
This property commands the specific flow that

an MTA uses. Set this property to either:
— BASIC.1—Executes the BASIC.1 flow.
— BASIC.2—Executes the BASIC.2 flow.

b. /cos/packetCableMTAffile : Configuring Class of Service, pagé-1
This property contais the name of the

configuration file that is to be presented to the
MTA. The configuration file is stored as an
external file in BAC.

The configuration file presented to a Basic
MTA must contain the Basic integrity hash. If
you are using a dynamic configuration
template, the hash isserted transparently
during template processing. You can use the
dynamic template for provisioning in both
Secure and Basic modes.

However, if the file is a Secure static
configuration file, you must convert this file tp
a Basic static configuration file because Secure
and Basic static configuration files are not
interoperable. For details on how to perform
this conversion, segctivating PacketCable
Basic Flow, pag8-39.

Non-Secure CableHome Provisioning Checklist

You must perform the tasks describeCimmponent Workflows, page-1, in addition to those described
in Table3-8to successfully configure BAC for non-secure CableHome provisioning.

Table 3-8 Non-Secure CableHome Provisioning Checklist
Task Refer to...
1. Configure the RDU
a. Configure provisioned DHCP criteria. Configuring DHCP Criteria, pagkl-24

Add all the DHCP criteria that will be used hy
the non-secure CableHome devices that you
will provision.
b. Configure provisioned Class of Service. Configuring Class of Service, pagé-1

Add the Class of Service that may be used by
any provisioned non-secure CableHome
device.

c. Configure the promiscuous mode of operatiogystem Defaults, pagel-21

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table 3-8 Non-Secure CableHome Provisioning Checklist (continued)

Task Refer to...

2. Configure Network Registrar

Configure the client classes/scope-selection tag<isco Network Registrar User’s Guide, 6.2.1,
match those added for the provisioned non-secuoe information on configuring client classes
CableHome DHCP criteria. and scope-selection tags.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]
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DOCSIS Configuration

This chapter describes the provisioning flow in a Broadband Access Center (BAC) DOCSIS deployment.
It also provides information required before configuration and describes the available tools.

» DOCSIS Workflow, pagé-1

« Using MIBs with Dynamic DOCSIS Templates, pag8
« BAC Features for DOCSIS Configurations, pagé

« Troubleshooting DOCSIS Networks, pay®

Note SeeDOCSIS Option Support, pa@e15, for information on DOCSI®ptions supported by this
BAC release.

DOCSIS Workflow

Figure4-1 shows the provisioning workflow containedtire DOCSIS Provisioning Specification. Each
step is described subsequently.

Figure 4-1 DOCSIS Provisioning Flow

DOCSIS DOCSIS DOCSIS  Prov PKT PKT PKT  MSO
Flow ~ CM/MTA CMTS pucp  TFETP ToD  Server DHCP  DNS  TFTP  KDC SYSLOG

Start with DOCSIS 1.1 Initialization/Registration
\

CM-1 DHdP Broadc‘;e st Discover

CM-2 < DHCP Offer

CM-3 DHCl,P Requeg

CM-4 < DHCP Ack

CM-5 DO#SIS 1.1 CM config {jle request

CM-6 < DOCSIS 1.1 config file

CM-7 ToD |Request >

CM-8 < ToD |Response

CM-9 CM registration with CMTS -
CM-10 «_ CMTS Registration ACK %

Cisco Broadband Access Center Administrator Guide, 2 gl
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Table4-1 describes the potential problems that eaist at various DOCSIS provisioning steps
illustrated inFigure4-1.

Table 4-1

DOCSIS Workflow Description

Step

DOCSIS Workflow

Potential Problems

cMi-1

DHCP Discover

« The init(d) state

« No addresses available

» Incorrect BAC shared secret

« Incorrectly configured Class of Service

- DOCSIS template parsing errors (invalid option, include
file - not found, and so on)

Network Registrar DHCP
« Incorrect DHCP configuration

+ DHCP server not there in provisioning group

BAC Network Registrar Extension
» Network Registrar extension cannot contact DPEs

« Network Registrar extension fails to find any DPEs in
provisioning group

« Verify extensions areonnected to the RDU

« Network Registrar extension gets DPE cache miss, sends
request to RDU

RDU

» No appropriate scopes defined (or do not match BAC RDU
configuration)

« Incorrect RDU IP address

« Incorrect RDU port (default 49187)

« RDU cannot be pinged from DPE

« Configuration generation is failing at the RDU
+ RDU licenses exceeded, not configured

- Device detection is failing at the RDU

DPE
- DPEs not assigned to provisioning group

« DPEs cannot be pinged from the DHCP server
+ DPE interfaces not enabled for provisioning

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Table 4-1 DOCSIS Workflow Description (continued)
Step DOCSIS Workflow Potential Problems
CM-2 DHCP Offer Routing issues between DHCP and CMTS
CM-3 DHCP Request init(i) state
DHCP server did not provide all the parameters required
CM-4 DHCP Ack
CM-5 TFTP Request « Init(o0) state
* Routing issues between CMTS and DPE
* No route from TFTP server (DPE) to modem
» DPE cache miss (static file, and RDU down or does not
have file)
» File not found at TFTP server (DPE)
« DPE cache miss (dynamic file)
- DPE IP validation failure (for example, the IP address of
the device is not what was expected, the Dynamic Shared
Secret is enabled on CMTS, or a hacker is spoofing as a
DOCSIS modem)
CM-6 TFTP Response Routing issues between DPE and CMTS
CM-7 ToD Request init(t) state - No route from time server (DPE) to modem
CM-8 ToD Response
CM-9 CM registration with « reject(m) - * CMTS shared seet mismatch with BAC or
CMTS DPE DOCSIS shared secret

« reject(c) - * delivered incorrect DOCSIS configuration
file (1.1 file to 1.0 CM)

CM-10 CMTS registration Ack |Acceptable states are:

- online
« online(d)
« online(pk)

« online(pt)

1. CM = cable modem
2. CMTS = cable modem termination system

Using MIBs with Dynamic DOCSIS Templates

For a full list of MIBs that BAC ships with, s&NMP VarBind, pag@-5.
Two versions of the DOCSIS Mlare loaded into the RDU:
- DOCS-CABLE-DEVICE-MIB-OBSOIETE (experimental branch)
+ DOCS-CABLE-DEVICE-MIB (mib2 branch)
For information on how to use them, 98@CSIS MIBs, pag8-5.

Cisco Broadband Access Center Administrator Guide, 2 gl
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You can add MIBs using an API call or by modifyirdy.properties For more details, sé@onfiguring
Euro PacketCable MIBs, pa@e30.

You can add SNMP TLVs to a template:
« When no MIB is available. Seedding SNMP TLVs Without a MIB, pag&-8.
«  With vendor-specific MIBs. Seadding SNMP TLVs With Vendor-Specific MIBs, pa@e9.

BAC Features for DOCSIS Configurations

This section describes BAC value-added features as they relate to the DOCSIS technology.

Dynamic Configuration TLVs

The DPE adds the following TLVs when it receiae$FTP request for dynamic DOCSIS configuration:

* TLV 19: TFTP Server Timestamp (optional)—Displays in the Configure DOCSIS Defaults page as
the TFTP Time Stamp Option. S&éable11-4 for more information. This TLV requires NTP
synchronization on CMTS and DPE.

» TLV 20: TFTP Server Provisioned Modem Address (optional)—Displays in the Configure DOCSIS
Defaults page as the TFTP Modem Address Option.Tabke11-4 for more information.

Note This feature is incompatible with the Cis€MTS DSS feature. If DSS is set on the Cisco
CMTS, you must ensure that the TFTP ®erProvisioned Modem Address is disabled.

« TLV 6: CM MIC Configuration Setting (required)

« TLV 7: CMTS MIC Configuration Setting (required)—Displays in the Configure DOCSIS Defaults
page as the CMTS Shared Secret. Badade 11-4 for more information.

Note When configuring CMTS MIC, note the following CMTS I0S release dependencies:
« DOCSIS 2.0 CMTS MIC requires CMTS I0S 12.3BC when including TLV 39 or TLV 40.
« Certain CMTS IOS commands are assumed to be configured by BAC:
— ip dhcp relay information option
— no ip dhcp relay information check
— cable helper-address.x.x.x
wherex.x.x.xis the IP address of the Network Registrar DHCP server.

— cable dhcp-giaddr primary

DPE TFTP IP Validation

For dynamic configuration files, the DPE TFTP server verifies if the IP address of the TFTP client
matches the expected DOCSIS cablelero IP address. If it does not match, the request is dropped. This
feature is incompatible with the Cisco CMTS DMIC feature.

Cisco Broadband Access Center Administrator Guide, 2.7.1
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Use theno tftp verify-ip command to disable the verification of requestor IP addresses on dynamic
configuration TFTP requests. Fortdided information, refer to th€isco Broadband Access Center DPE
CLI Reference, 2.7.1

DOCSIS 1.0, 1.1, 2.0 Support

BAC 2.7.1 supports DOCSIS 1.0, 1.1, and 2.0. Segport Tools and Advanced Concepts, phg,
for information describing the TLVs and options that this BAC release supports in each DOCSIS version

Dynamic DOCSIS Version Selection

BAC can detect a cable modem’s DOCSIS version famnincoming DHCP request. It can also detect
the CMTS DOCSIS version from a customer-suppbeurce that provides a mapping of GIADDR to
the CMTS DOCSIS version.

Using this information, BAC, if so configured, determines the optimum DOCSIS configuration file for
the device. This is the highest common DOCSIS version between the device and the CMTS. For
example, if the device supports DOCSIS 2.0 and the CMTS supports DOCSIS 1.1, the DOCSIS 1.1 file
is used.

Note  You can specify the DOCSIS version by using the Configuration File Utility. For more information, see
Using the Configuration File Utility, padg®27. This function that the file utility performs is different
from RDU verification, during which the RDU DOCSWMersion Selector feature determines the latest
DOCSIS version supported by a CMTS.

DOCSIS Configuration File Based on DOCSIS Version

The following Class of Service properties are supgmby the BAC administrator user interface and the
API:

/cos/docsis/file/1.0
/cos/docsis/file/1.1
/cos/docsisf/file/2.0

Optionally, you can add thesegprerties to a DOCSIS Class of Service to associate a DOCSIS
configuration filename with a partitar DOCSIS version. Each ofdbe properties (if set) causes the
RDU to establish a database relationship betwee€ldms of Service and the file named by the property
value, as is done for the existing DOCSIS configuration filename property.

GIADDR-Based Dynamic DOCSIS Version Selection

During configuration generation, the service-leselection extension for DOSIS modems looks for

the /docsis/cmts/version/giaddrToVersionMap property. The value of this property is the name of an
external file containing a mapping of the GIADRQ&the DOCSIS version supported by the cable
modem. This mapping file mube named giaddr-docsis-map.txt.

Cisco Broadband Access Center Administrator Guide, 2 gl
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Note  You can add the giaddr-docsis-maptixthe RDU:
« From the API via th&onfiguration.addExternalFile() call.

« From the administrator user interface @anfiguration > External Files. SeeAdding External
Files, pagel1-27.

The giaddr-docsis-map.tite must include the necessary information in the following format:
IPv4_addres®OCSIS_version

» IPv4_addressHPv4 address of the CMTS interface

- docsis_versior-DOCSIS version that thcable modem supports

For example, if the CMTS interface had IP address 10.30.0.1 with DOCSIS version 1.0, the file would
include:

10.30.0.11.0

Note If the device GIADDR is not found in the mapg file, the extension uses the value of the
/docsis/cmts/version/default property for the DOCSIS version of the cable modem. The default
value of this property is 1.0.

To dynamically update the giaddr-docsis-mapfitet edit it and replace it in the RDU via the
replaceExternalFile API or via ¢hadministrator user interface.

Note If the properties for the DOCSIS version selegtéme not specified on the Class of Service, the
original file is used, allowing for systematic upgrades across the network.

Troubleshooting DOCSIS Networks

For information on troubleshooting the DOCSIS technology with respect to BAC and the
CiscouBR7246 CMTS, refer tdroubleshooting uBR Cable Modems Not Coming Ordine
http://www.cisco.com/en/US/tech/tk86/tk89/technologies_tech note09186a0080094ebl.shtml

Cisco Broadband Access Center Administrator Guide, 2.7.1
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PacketCable Voice Configuration

This chapter describes the tasks you must performing a PacketCable voice deployment into service.
This chapter contains information on these variants of PacketCable:

« PacketCable Secure eMTA Provisioning, page

- PacketCable Basic eMTA Provisioning, p&s€8

« Euro PacketCable, page29

For information that will help yosolve issues that mightise and hinder Packeable voice technology
deployment, se&roubleshooting PacketCabéTA Provisioning, pagé-1.

This chapter assumes that you are familiar withctireents of the PacketCalMedia Terminal Adapter
(MTA) Device Provisioning Specification, PKT-SP-PROV1.5-102-050128. For details, see the
PacketCable website.

PacketCable Secure eMTA Provisioning

This section deals exclusively with Secure PacketCable voice provisioning. PacketCable Secure is
designed to minimize the possibility of theft of telephony service, malicious disruption of service, and
so on. PacketCable Secure dependtherKerberos infrastructure to mutually authenticate the MTA and
the provisioning system; in BAC, the Key Distribution Center (KDC) functions as the Kerberos server.
SNMPv3 is also used to secure the conveosabietween the MTA and the provisioning system.

BAC PacketCable Secure Provisioning Flow

All PacketCable provisioning flows are defined as a sequence of steps.

Figure5-1lillustrates the Secure provisioning flow for PacketCable eMTAs.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Figure 5-1 Embedded-MTA Secure Power-On Provisioning Flow

Note Itis strongly recommended that you use a protocol analyzer (protocol sniffer) with the ability to capture
data packets to understand exactly which step is failing.

In addition, the content of the KDC log file is craido understanding the root cause of any KDC failure.

When diagnosing problems in provisioning an embedded Media Terminal Adapters MTA (eMTA), the
flow description inTable5-1 helps identify which step in the PacketCable provisioning flow is failing.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 5-1 PacketCable Secure eMTA Provisioning
Step |Workflow Description
CM-1 |DHCP Broadcast This is the usual DOCSIS cable modem (CM) boot flow with DHCP
Discover Option 122 added to provide the MTA with a list of PacketCable
DHCP servers from which the MTA is allowed to accept DHCP

CM-2 |DHCP Offer
CM-3 |DHCP Request
CM-4 |DHCP Ack

CM-5 |DOCSIS 1.1 CM
Config File Request

CM-6 |DOCSIS 1.1 Config
File

CM-7 |ToD Request
CM-8 |ToD Response

CM-9 |CM Registration with
CMTS

CM-10 |[CMTS Registration
Ack

offers.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table 5-1

PacketCable Secure eMTA Provisioning (continued)

Step

Workflow

Description

MTA-1

DHCP Broadcast
Discover

MTA-2

DHCP Offer

MTA-3

DHCP Request

MTA-4

DHCP Ack

Using DHCP, the MTA announcesdlf as a PacketCable MTA and
provides information on the capabilities and provisioning flows it
supports (Secure, Basic, and@n). The MTA also obtains
addressing information and DHCP Option 122. DHCP Option 122
contains the PacketCable prawising server address and the
security realm name. This information is used to allow the MTA to
contact the KDC and provisioning server.

Some key troubleshooting hints are:

» Check the DHCP relay agent on the CMTS for the correct
configuration; ensure that your cable modem termination
system (CMTS) points to the correct DHCP server.

» \Verify that you have the correct routing between the MTA,
CMTS, DHCP server, and the DPE.

» \Verify that secondary subnets are configured correctly on the
CMTS.

« Check the Network Registrar DHCP configuration. Verify if the
scopes are configured, if IP addresses are available, and if all
secondary subnets are configured.

« Check the BAC configuration. @k the cnr_ep.properties file
and ensure that the required PacketCable Network Registrar
extension properties are configured. For more information, see
the PacketCable DHCP Options to BAZopertieMapping,
pageB-1.

If a packet trace reveals that the MTA is cycling between steps
MTA-1 and MTA-2, there coul be a problem with the
configuration of DHCP Option 122 (realm name or
provisioning server FQDN suboptions), DHCP Option 12
(hostname), or DHCP Option 15 (domain name).

MTA-5

DNS Request

MTA-6

DNS Srv

MTA-7

DNS Request

MTA-8

DNS Response

MTA uses the security realm nartdelivered within DHCP Option
122) to perform a DNS SRV lookup on the KDC service and then
resolve the KDC IP address.

Some key troubleshooting hints are:

» Use a packet sniffer to watch for misdirected or malformed
DNS packets sent to the Network Registrar DNS.

« Set the Network Registrar DNS log level to detailed packet
tracing and verify what arrives there.

« Check the DNS configuration—EhDNS server specified in
cnr_ep.properties must contdhe realm zone, the SRV record,
and the DNS ‘A’ record for the KDC.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 5-1 PacketCable Secure eMTA Provisioning (continued)

Step Workflow

Description

MTA-9 |AS Request

The AS-REQ request message isdidy the KDC to authenticate
the MTA.

Some key troubleshooting hints are:

» Check the KDC log file to determine if the AS-REQ arrives and
to observe any errors or warnings.

» Check that the KDC isonfigured with the correct MTA_Root
certificate. The Manufacturer drDevice certificates sent by
the MTA within the AS-REQ message must chain with the
MTA_Root certificate installed at the KDC.

MTA-9 MTA FQDN Request

MTA-9 |MTA FQDN Reply

The KDC extracts the MTA MACddress from the MTA certificate
and sends it to the provisioning server for validation. If the
provisioning server has the FQDN for that MAC address, it is
returned to the KDC. The KDC ¢im compares the FQDN received
from the MTA to the FQDN received in the FQDN-REP reply
message.

Some key troubleshooting hints are:

« Use a packet sniffer to watch for misdirected or malformed
DNS packets. The MTA passes the provisioning server FQDN
(which the MTA received in DHCP Option 122) within the
AS-REP message to the KDC.d8KDC then uses this FQDN
to resolve the IP address of the provisioning server.

» Check the filenames and content of the KDC key file; the KDC
service key in the DPE must match the service key at the KDC.
The names of the service key files at the KDC are critical.

MTA-1 |AS Reply (AS-REP)

The KDC grants a provisioning service ticket to the MTA and also
sends the Service Provider, Local System Provider (optional), and
KDC certificate to the MTA. Th MTA then verifies if the

certificates sent by the KDC chaio the Service Provider Root
certificate stored in the MTA. If these certificates do not chain, the
MTA loops back to step MTA-1 of the provisioning flow. Séging

the PKCert.sh Tool, pade3-5, for additional information on the
KDC.cer file.

A key troubleshooting hint: Verify if the KDC log files show that the
AS-REP message was sent to the device. If a packet trace reveals the
MTA is cycling between steps MTA-1 and MTA-10, there is a
problem with the servicprovider certificate chain.

MTA-1 TGS Request

The MTA receives either a service ticket or a ticket-granting-ticket
(TGT) following step MTA-10. If the MTA had obtained a TGT
instead of a service ticket step MTA-10, it contacts the
ticket-granting-server (KDC) to obtain a service ticket.

MTA-1 | TGS Reply

The KDC sends a service ticket in the TGS Reply to the MTA.

2
MTA-1 |AP Request (AP-REQ) The MTA presents the ticket (received at step MTA-10) to the
3 provisioning server specified by DHCP Option 122.

[ oL-4409-03
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Table 5-1 PacketCable Secure eMTA Provisioning (continued)

Step Workflow Description

MTA-1 AP Reply (AP-REP) |The provisioning server uses the KDC shared secret to decrypt the

4 AP-REQ, validates the provisioning server ticket presented by the
MTA, and sends AP-REP with SNMPv3 keys. Subsequent SNMPv3
is now authenticated and (optionally) encrypted.

MTA-1 |SNMP Inform The MTA signals to the provisioning server that it is ready to receive

5 provisioning information.

MTA-1 |[SNMP Get Request(s)| SNMPv3—If the provisioning server (DPE) requires additional

6 device capabilities, it sends the MTA one or more SNMPv3 Get
requests to obtain the required information on MTA capability. The
provisioning server (DPE) may use a GetBulk request to request a
bulk of information in a single message.

MTA-1 |[SNMP Get Response(spNMPv3—The MTA sends to the provisioning server (DPE) a

7 response for each GetRequesttthontains information on MTA
capabilities requested in step MTA-16.

MTA-1 |MTA Config file Using information made available in steps MTA-16 and MTA-17,

8 the provisioning server (DPE) deteines the contents of the MTA
configuration data file.

MTA-1 |[SNMP Set SNMPv3—The provisioning server performs an SNMPv3 Set to the

9 MTA containing the URL fothe MTA configuration file,
encryption key for the file, and the file hash value.

MTA-2 |Resolve TFTP Server [IDNS Request—If the URL-encodeccess method contains an

0 FQDN FQDN instead of an IPv4 address, the MTA uses the DNS server of
the service provider me&ork to resolve the FQDN into an IPv4
address of the TFTP server or the HTTP server.

MTA-2 |TFTP Server IP DNS Response—The DNS server retuthe IPv4 IP address of the

1 Address service provider network as requested in step MTA-20.

MTA-2 |Telephony Config File | The MTA proceeds to download the VoIP configuration file from the

2 Request specified TFTP server. Note that BAC integrates the TFTP server

MTA-2 | Telephony Config File | INt0 the DPE component.

3

MTA-2 |MTA Send The MTA optionally sends a syslog natification to the service

4 provider that provisioning is complete.

MTA-2 |Notify completion of |The MTA signals to the provisioning server if the new configuration

5 telephony provisioning|is acceptable.

SEC-1 |These steps are the post-MTA provisioniegwrity flow and are not applicable to BAC

to provisioning. This flow involves getting Kerberos tickets associated with each CMS with

SEC-1 |which the MTA communicates. For details, refer to the PacketCable Security Specifications.

0

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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KDC in Provisioning PacketCable Secure eMTAs

PacketCable Secure depends on the Kerberos infcaiste to mutually authenticate the MTA and the
provisioning system; in BAC, the KDC functions as the Kerberos server. For an overview of the KDC
component, seEey Distribution Center, page-11

For important information related to the KDC, see:
« Default KDC Properties, page7

« KDC Certificates, pagé-9

« KDC Licenses, pagg-9

» Multiple Realm Support, page10

Default KDC Properties

The KDC has several default properties that are populated during a BAC installation into the
BAC_homgkdc/solaris/kdc.ini properties file. You canitthis file to change values as operational
requirements dictate.

Note  Be careful in editing the kdc.ini file if operation@quirements dictate. Incatt values can render the
KDC inoperative. If you do m& changes, restart the KDC.

The default properties are:

» interface address—Specifies the IP address of #ad Ethernet interface that you want the KDC to
monitor for incoming Kerberos messages.

For example:
interface address = 10.10.10.1

+» FQDN—Identifies the fully qualified domain nee (FQDN) on which the KDC is installed.

For example:
FQDN = kdc.cisco.com

Note  You must enter the interface drééss and FQDN values through the KDC Realm Name screen
during installation. For specific information, refer to thstallation and Setup Guide for Cisco
Broadband Access Center, 2.7.1

«  maximum log file size—Specifies the maximum sizekilobytes, that the log file that is generated
by the KDC can reach. The KDC creates a newfilegonly when the current file reaches this
maximum size.

For example:
maximum log file size = 1000
» nsaved log files—Defines the number of old log files that the KDC saves. The default value is 7.
You can specify as many as required.
For example:

n saved log files = 10

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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« log debug level—Specifies the logging level for the log file.
log debug level = 5

Table5-2 describes the available logging levels for the KDC log file.

Table 5-2 KDC Logging Levels

Log Level Description

0 Error conditions exist. Sets the logging fulctito save all error messages and those of a
more severe nature.

1 Warning conditions exist. Sets the logging function to save all warning messages and those
of a more severe nature.

2 Informational messages. Sets the logging funrctd save all logging messages available.

{3-7} Debugging messages. Sets the logging function to save all debugging messages at various

levels, from level 3 to level 7.

« minimum (maximum) ps backoff—Specifies the minimum (or maximum) time, in tenths of a
second, that the KDC waits for BAG respond to the FQDN-Request.

For example:

minimum ps backoff = 150

Using the sample values shown above, a sample I&hfight contain data similar to that shown in
Example5-1.

Example 5-1 Sample kdc.ini Configuration File

interface address = 10.10.10.1
FQDN = kdc.cisco.com
maximum log file size = 1000

n saved log files = 10

log debug level = 5

minimum ps backoff = 150
maximum ps backoff = 300

You can set the times for both minimum and maximum ticket duration to effectively smooth out
excessive numbers of ticket requests that could occur during deployment. This setting is beneficial given
that most deployments occur during traditional working hours and excessive loading might, from time
to time, adversely affect performance.

Note  Shortening the ticket duration forces the MTA to authenticate to the KDC much more frequently. While
this results in greater control over the authorization of telephony endpoints, it also causes heavier
message loads on the KDC and increased netwdifictrin most situations, the default setting is
appropriate and should not be changed.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]



| Chapter5

PacketCable Voice Configuration

KDC in ProvisionirRacketCable Secure eMTASE

- maximum ticket duration—This property defines the maximum duration for tickets generated by the
KDC. The default unit is hours; however, by appendingnaor d, you can change the units to
minutes or days, respectively.

The default value is 168, or seven days. We recommend that you not change this value because th
value is the length of time required to comfoto the PacketCable agrity specification.

For example:

maximum ticket duration = 168

« minimum ticket duration—This property definegtminimum duration for tickets generated by the
KDC. The default unit is hours; however, by appendingnaor d, you can change the units to
minutes or days, respectively.

The default value is 144, or six days. We recommend that you not change this value.

For example:

minimum ticket duration = 144

KDC Certificates

The certificates used to authenticate the KDC ateshipped with BAC. You must obtain the required
certificates from Cable Television haratories, Inc. (CableLabs), atlte content of these certificates
must match the content in the certificates installed in the MTA.

Note Certificates are requirefdr the KDC to function.

You can use the PKCert tool to install, and manaige certificates that the KDC requires for its
operation. The PKCert tool installs the CableLabsiserprovider certificates as certificate files. For
information on running this tool, seésing the PKCert.sh Tool, pad8-5.

The PKCert tool is available only if you have installed the KDC component.

KDC Licenses

Obtain a KDC license from your Cisco representasimd then install it in the correct directory.
To install a KDC license file:

Stepl  Obtain your license file from your Cisco representative.
Step2  Log in to the BAC host aot.
Step3  Change to th8AC_homgkdc directory.

[ oL-4409-03
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Step4  Copy the license file to thiBAC_homgkdc directory.

Caution Be careful not to copy this as an ASCII filEhe file contains binary data susceptible to
unwanted modification during an ASCII transfer.

Do not copy KDC license files between opérg systems because the transfer process may
damage the file.

Step5  To restart the KDC server and make the changes take effect, rbprihgent restart kdc command
from the /etc/init.d directory.

Multiple Realm Support

The BAC KDC supports the management of muldtipealms, for which a complete set of valid
PacketCable X.509 certificates and a KDC private kegtrba present. These certificates must reside in
the BAC_homgkdc/solaris/packetcable/certificates directory.

BAC supports additional realms loystalling subdirectories under the

BAC_homgdc/solaris/packetcable/certificatdsectory; each subdirectpis named after a specific
realm.

Table5-3lists the different certificates,ith their corresponding filenames, that must be available in the
BAC_homgkdc/solaris/packetcable/certificatdsectory.

Table 5-3 PacketCable Certificates

Certificate Certificate Filename

MTA Root MTA_Root.cer

Service Provider Root CableLabs_Service_Provider_Root.cer
Service Provider CA Service_Provider.cer

Local System Operator CALocal_System.cer

KDC KDC.cer

The primary realm is set up during installatiortled KDC component. For the primary realm, the KDC
certificate (KDC.cer) resides in tiBAC_hom#&dc/solaris/packetcable/certifites directory. Its private
key (KDC_private_key.pkcs8) resides in tBAC_homgkdc/solaris/ directory.

To configure additional realms, follow this pratee, which is described in detail subsequently.

Stepl  Locate the directory containg your KDC certificates.

Step2  Create a subdirectory under the dimgtwhich stores the KDC certificates.

Note Match the name of the subdirectory with the nashéhe specific realm. Use only uppercase
characters while naming the subdirectory.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Place the KDC certificate and the private keythe realm in the subdirectory you created.

If the new realm is not chained to the same service provider as the KDC certificate, include all additional
higher-level certificates which differdm those in the certificates directory.

Note  Since all realms must be rooted in the sanmréfaate chain, a KDC installation supports only
one locale (North American PacketCableEmro PacketCable) at any given point.

Table5-4 describes the directory structure and filesdgrimary realm (for example, IPFONIX.COM)
with two secondary realms (for examplBFHONIX2.COM and IPFONIX3.COM). The structure
assumes that the higher-level certificates arelainfor the primary realnand its secondary realms.

Table 5-4 Directory Structure for Multiple Realms

Directory File Content in Directory

BAC_homgdc/solaris For primary realm IPFONIX.COM: KDC private key
BAC_homgkdc/solaris/packetcablefor primary realm IPFONIX.COM:

certificates . MTA_Root.cer

« CableLabs_Service_Provider_Root.cer

» Service_Provider.cer

» Local_System.cer

« KDC.cer

Directory /IPFONIX2.COM

Directory /IPFONIX3.COM
BAC_homgkdc/solaris/packetcablefor secondary realm IPFONIX2.COM:
certificates/IPFONIX2.COM . KDC.cer

- KDC private key
BAC_homgkdc/solaris/packetcablefor secondary realm IPFONIX3.COM:
certificates/IPFONIX3.COM . KDC.cer

« KDC private key

KDC for Multiple Realms

This section describes the workflow to configtine KDC for multiple realms. Before proceeding,
complete the installation of the RDU, the DPE, and the Network Registrar extensions. For installation
instructions, refer to thimstallation and Setup Guide for the Cisco Broadband Access Cariel,

The following workflow uses sample realms ancediories to describe how to configure the KDC for
multiple realms. The primary realm used heréPFONIX.COM and its secondary realms are
IPFONIX2.COM and IPFONIX3.COM.

[ oL-4409-03
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The setup featured in the following workflow provisions three MTAs: a Motorola SBV 5120 MTA, a
Linksys CM2P2 MTA, and an SA WebStar DPX 2203 MTA. Each MTA is to be provisioned in one
realm: the Motorola in the IPFONIX.COM realtine Linksys MTA in the IPFONIX2.COM realm, and
the SA MTA in the IPFONIX3.COM realm.

Note  The sample output shown in the following procedure has been trimmed for demonstration purposes.

To configure the KDC for multiple realms:

Stepl  Verify the following configuration settings on the DPE:
a. Ensure that PacketCable services are enabled, by usisgdherun command.
To enable the PacketCable service, useptketcable enablecommand.

For example:

dpe# show run
aaa authentication local
debug dpe events
dpe port 49186
dpe provisioning-group primary default
packetcable enable
snmp-server location equipmentrack5D
snmp-server udp-port 8001
tacacs-server retries 2
tacacs-server timeout 5
tftp verify-ip

For details on the ecomands, refer to th€isco Broadband Access Center DPE CLI
Reference2.7.1.

b. Ensure that the security uséd communication between the KDC and a DPE is set, by using the
show run command.

To generate and set the security key, us@#uoketcable registration kdc-service-keycommand.

For example:

dpe# show run
aaa authentication local
debug dpe events
dpe port 49186
packetcable enable
packetcable registration kdc-service-key <value is set>
snmp-server contact AceDuffy-ext1234

tftp verify-ip

For details on the eomands, refer to th€isco Broadband Access Center DPE CLI
Reference2.7.1.

c. Ensure that the security key that permits se@ommunication between the DPE and the RDU for
PacketCable SNMPv3 cloning is set. Again, usesth@v run command

To generate and set the security key, usegtttketcable snmp key-materiacommand.

For example:

dpe# show run
aaa authentication local
debug dpe events
dpe port 49186
packetcable enable

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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packetcable registration kdc-service-key <value is set>
packetcable snmp key-material <value is set>

For details on the ecomands, refer to th€isco Broadband Access Center DPE CLI
Reference2.7.1.

Note When you configure PacketCable settimgsthe DPE, ensure that you run thee reload
command so that the changes take effect.

In the configuration file for Network Registrar extension points (cnr_ep.properties), verify if the
/ccc/kerb/realm parameter is set to the primary realm; in this case, IPFONIX.COM. To do this, run the
more cnr_ep.propertiescommand from th8AC_homénr_ep/conf directory.

For example:

/opt/CSCObpr/cnr_ep/conf# more cnr_ep.properties
#DO NOT MODIFY THIS FILE.

#This file was created on Wed, March 4 06:34:34 EDT 2007
/rdu/port=49187

/rdu/fgdn=dpe4.cisco.com

/cache/provGroupList=Default
/cnr/sharedSecret=fggTaLgOXwKRs
Ipktcbl/enable=enabled

/cceltgt=01

/cce/kerb/realm=IPFONIX.COM
/cce/dhep/primary=10.10.0.1

/cce/dns/primary=10.10.0.1

Enable static routes appropriately to endBf&C connectivity with devices behind the CMTS.

Create DNS realm zones for the DNS server thattisdis the cnr_ep.propertdile. You can add zones
using the Network Registrar administrator user interface vi®t® > Forward Zones>
List/Add Zonespages.

Note Ensure that the zones you add contain th¥ 8Rord and the DNS ‘Aecord for the KDC
server, and that the SRV record for eaome (in this example, IPFONIX.COM,
IPFONIX2.COM, and IPFONIX3.COM) point to one KDC.

For information on configuring zones from thdministrator user interface, refer to tssco Network
Registrar User's Guide5.2.1.

Configure certificates using the PKCert.sh tool.

a. Create directories for the secondary rea(fos example, IPFONIX2.COM and IPFONIX3.COM)
underBAC_homgkdc/solaris/packetcable/certificates.

For example:

/opt/CSCObpr/kdc/solaris/packetcable/certificates# mkdir IPFONIX2.COM
/opt/CSCObpr/kdc/solaris/packetcable/certificates# mkdir IPFONIX3.COM

For more information on creating direcies, refer to Solaris documentation.
b. Create a directory in which your@&opy the following certificates:

— CableLabs_Service_Provider_Root.cer

— Service_Provider.cer

— Local_System.cer

[ oL-4409-03
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— MTA_Root.cer
— Local_System.der
For example:

# cd lvar
# mkdir certsinput

Note The /certsinput directory created under the diegctory is only an example. You can choose
to create any directory under any otheredtory. For more information on creating
directories, refer to Solaris documentation.

c. Copy the certificates mentioned in the previous step into the directory which you created. For
information on copying files, refer to Solaris documentation orctheommand.

d. Copy the following certificates to tH@AC_homgkdc/solaris/packetcable/certificates directory:

CableLabs_Service_Provider_Root.cer

Service_Provider.cer

Local_System.cer
— MTA_Root.cer
For information on copying files, refer to Solaris documentation oplommand.
e. Create the KDC certificate and its assoethprivate key for the primary realm.
For example:

# .Jopt/CSCObpr/kdc/PKCert.sh -c "-s /var/certsinput -d /var/certsOutput
-k /var/certsinput/Local_System.der -c /var/certsinput/Local_System.cer
-r IPFONIX.COM -n 100 -a bactest.cisco.com -0"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsinput

Destination Directory: /var/certsOutput

Private Key File: /var/certsinput/Local_System.der

Certificate File: /var/certsinput/Local_System.cer

Realm: IPFONIX.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,O=CableLabs), Inc.,OU=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key_proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObpr/kdc/solaris/
packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

For more information on the tool, stksing the PKCert.sh Tool, pad&-5.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Copy theKDC.cerfile to the KDC certificate directory
(BAC_homgdc/solaris/packetcable/certificates). Fofioinmation on copying files, refer to Solaris
documentation on thep command.

Copy the private key KDC_private_keycs8 to the KDC platform directory
(BAC_homgkdc/solaris). For information on copyindds, refer to Solaris documentation on tipe
command.

Copy the private key KDC_private_key_proprietary. to the KDC platform directory
(BAC_homgkdc/solaris). For information on copyindds, refer to Solaris documentation on tipe
command.

Create the KDC certificate and its associatedgteikey for the secondary realm; in this case,
IPFONIX2.COM.

For example:

# .Jopt/CSCObpr/kdc/PKCert.sh -c "-s /var/certsinput -d /var/certsOutput
-k Ivar/certsinput/Local_System.der -c /var/certsinput/Local_System.cer
-r IPFONIX2.COM -n 100 -a bactest.cisco.com -0"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsinput

Destination Directory: /var/certsOutput

Private Key File: /var/certsinput/Local_System.der

Certificate File: /var/certsinput/Local_System.cer

Realm: IPFONIX.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0=CableLabs), Inc.,OU=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key_proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObpr/kdc/solaris/
packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

For more information on the tool, s&lsing the PKCert.sh Tool, pad8-5.

CopyKDC.certo the secondary realm directory; for example, the /IPFONIX2.COM directory under
BAC_homgkdc/solaris/packetcable/certificates. For imf@tion on copying files, refer to Solaris
documentation on thep command.

Copy the private key KDC_private_key.pkcs8 to the secondary realm directory; for example, the
/IPFONIX2.COM directory undeBAC_homékdc/solaris/packeable/certificatesFor information
on copying files, refer to Solaris documentation on ¢hecommand.

Copy the private key KDC_private_key proprietary. to the secondary realm directory; for example,
the /IPFONIX2.COM directory unddBAC_homgkdc/solaris/packetcable/certificates. For
information on copying files, refer to Solaris documentation orcgheommand.

[ oL-4409-03
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Step6

Note Ensure that the password that you use to géaeraervice key matches the password that you

m. Create the KDC certificate and its associatadape key for the secondary IPFONIX3.COM realm.

For example:

# ./opt/CSCObpr/kdc/PKCert.sh -c "-s /var/certsinput -d /var/certsOutput
-k /var/certsinput/Local_System.der -c /var/certsinput/Local_System.cer
-r IPFONIX3.COM -n 100 -a bactest.cisco.com -0"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsinput

Destination Directory: /var/certsOutput

Private Key File: /var/certsinput/Local_System.der

Certificate File: /var/certsinput/Local_System.cer

Realm: IPFONIX.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0=CableLabs), Inc.,OU=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key_proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObpr/kdc/solaris/
packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObpr/
kdc/solaris)

For information on the tool, sdésing the PKCert.sh Tool, pad8-5.

Copy KDC.cer to the secondary realm directdoy;example, the /IPFONIX3.COM directory under
BAC_homgkdc/solaris/packetcable/certificates. For imfi@tion on copying files, refer to Solaris
documentation on thep command.

Copy the private key KDC_private_key.pkcs8 to the secondary realm directory; for example, the
/IPFONIX3.COM directory undeBAC_homgkdc/solaris/packetcable/adicates. For information
on copying files, refer t&olaris documentation on tle command.

Copy the private key KDC_private_key proprietary. to the secondary realm directory; for example,
the /IPFONIX3.COM directory undeBAC_homgkdc/solaris/packetcable/certificates. For
information on copying files, refer to Solaris documentation orctheommand.

Generate PacketCable service keys by using the KeyGen tool.

set on the DPE by using tipacketcable registration kdc service-keycommand.

For example:

# /opt/CSCObpr/kdc/keygen bactest.cisco.com IPFONIX.COM changeme
# lopt/CSCObpr/kdc/keygen bactest.cisco.com IPFONIX2.COM changeme
# lopt/CSCObpr/kdc/keygen bactest.cisco.com IPFONIX3.COM changeme

For details, se&sing the KeyGen Tool, pade3-11
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Step7  Ensure that the service keys you generated in step 6 exist BAtbehomékdc/solaris/keys directory.
For example:
/opt/CSCObpr/kdc/solaris/keys# Is -l
total 18
-rw-r--r-- 1root other 2 Nov 4 09:44 krbtgt,IPFONIX2.COM@IPFONIX2.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 krbtgt,IPFONIX3.COM@IPFONIX3.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 krbtgt,IPFONIX.COM@IPFONIX.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 mtafqdnmap,bactest.cisco.com@IPFONIX2.COM
-rw-r--r-- 1 root other 2 Nov 4 09:44 mtafqdnmap,bactest.cisco.com@IPFONIX3.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 mtafqdnmap,bactest.cisco.com@IPFONIX.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@I|PFONIX2.COM
-rw-r--r-- 1 root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@IPFONIX3.COM
-rw-r--r-- 1root other 2 Nov 4 09:44 mtaprovsrvr,bactest.cisco.com@IPFONIX.COM
For more information, refer to Solaris documentation.
Step8 Ensure that the various certificates and service keys exist BAGe homgkdc directory.
For example:
/opt/CSCObpr/kdc# Is
PKCert.sh internal keygen lib pkcert.log solaris bacckdc.license
/opt/CSCObpr/kdc# cd /internal/bin
finternal/bin# Is
kdc runKDC.sh shutdownKDC.sh
# cd /opt/CSCObpr/kdc/lib
# Is
libgcc_s.so.1  libstdc++.s0.5 libstlport_gcc.so
# cd /opt/CSCObpr/solaris/logs
# Is
kdc.log kdc.log.1
# cd /opt/CSCObpr/solaris
#Is
logs kdc.ini packetcable KDC_private_key_proprietary.
# cd keys
# Is
krbtgt,IPFONIX2.COM@IPFONIX2.COM
krbtgt,IPFONIX3.COM@IPFONIX3.COM
krbtgt,IPFONIX.COM@IPFONIX.COM
mtafgdnmap,bactest.cisco.com@IPFONIX2.COM
mtafgdnmap,bactest.cisco.com@IPFONIX3.COM
mtafgdnmap,bactest.cisco.com@IPFONIX.COM
mtaprovsrvr,bactest.cisco.com@IPFONIX2.COM
mtaprovsrvr,bactest.cisco.com@IPFONIX3.COM
mtaprovsrvr,bactest.cisco.com@IPFONIX.COM
# cd ./solaris/packetcable/certificates
# Is
KDC.cer
Local_System.cer
CableLabs_Service_Provider_Root.cer MTA_Root.cer
IPFONIX2.COM Service_Provider.cer
IPFONIX3.COM
# cd ./solaris/packetcable/certificates/IPFONIX2.COM
#Is
KDC.cer
KDC_private_key_proprietary.
Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
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# cd ./solaris/packetcable/certificates/IPFONIX3.COM:
# Is

KDC.cer

KDC_private_key_proprietary.

For more information, refer to Solaris documentation.
Step9 Restart the KDC.

For example:
# /etc/init.d/bprAgent restart kdc
For more information, sel@sing the BAC Process Watchdog from the Command Line, palge

Stepl0 Configure the BAC administrator user interface for multiple realms.
a. Add DHCP criteria for the secondaryate; in this case, IPFONIX2.COM.

For example:

1. FromConfiguration > DHCP Criteria > Manage DHCP Criteria, click theAdd button.

2. The Add DHCP Criteria page appears.

3. Enteripfonix2 in the DHCP Name field.
4. Click Submit.
5

Return to the Manage DHCP Criteria page, alick the ipfonix2 DHCP criteria. The Modify
DHCP Criteria page appears.

6. Under Property Name, sele¢tc/kerb/realm and enter IPFONIX2.COM in the Property
Value field.

7. Click Add andSubmit.
For more information, se€onfiguring DHCP Criteria, pagkl-24
b. Add DHCP criteria for the secondaryate; in this case, IPFONIX3.COM.
For example:
1. FromConfiguration > DHCP Criteria > Manage DHCP Criteria, click theAdd button.
2. The Add DHCP Criteria page appears.
3. Enteripfonix3 in the DHCP Name field.
4. Click Submit.
5

Return to the Manage DHCP Criteria page, alick the ipfonix3 DHCP criteria. The Modify
DHCP Criteria page appears.

6. Under Property Name, seleetc/kerb/realm and enter IPFONIX3.COM in the Property
Value field.

7. Click Add andSubmit.
For more information, se€onfiguring DHCP Criteria, pagtl-24

c. Add templates as external files to BAC for eachhaf devices being provisioned; in this step, for
the Motorola MTA.

For example:
1. ChooseConfiguration > External Files. The Manage External Files page appears.
2. Click Add, and the Add External Files page appears.
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3. Add the mot-mta.tmpl external file. This filetise template used to provision a Motorola MTA.
For template syntax, séexample5-2.

4. Click Submit.
For more information, selanaging External Files, padd-26

Add templates as external files to BAC for eachhaf devices being provisioned; in this step, for
the Linksys MTA.

For example:
1. ChooseConfiguration > External Files. The Manage External Files page appears.
2. Click Add, and the Add External Files page appears.

3. Add the linksys-mta.tmpl external file. This file the template used to provision a Linksys
MTA. For template syntax, sdexample5-3.

4. Click Submit.
For more information, seanaging External Files, padd.-26

Add templates as external files to BAC for eaclihaf devices being provisioned; in this step, for
the SA MTA.

For example:
1. ChooseConfiguration > External Files. The Manage External Files page appears.
2. Click Add, and the Add External Files page appears.

3. Add the sa-mta.tmpl external file. This file is the template used to provision a Linksys MTA.
For template syntax, séexample5-4.

4. Click Submit.

For more information, seianaging External Files, padd.-26

Add a Class of Service for the primamalm; in this case, IPFONIX.COM.

For example:

1. ChooseConfiguration > Class of Service

2. Click Add. The Add Class of Service page appears.

3. Enter mot-mta as the name of the neva<3l of Service for the IPFONIX.COM realm.
4. Choose the Class of Service Type as PacketCableMTA.
5

Select/cos/packetCableMTAffile from the Property Name drop-down list and associate it to
the mot-mta.tmptemplate file (which is used to@vrision the Motorola MTA in the primary
IPFONIX.COM realm).

6. Click Add andSubmit.
For more information, se€onfiguring Class of Service, pagé-1

g. Add a Class of Service for the secondezalm; in this case, IPFONIX2.COM.

For example:

1. ChooseConfiguration > Class of Service

2. Click Add. The Add Class of Service page appears.

3. Enter linksys-mta as the name of the newasSlof Service for the IPFONIX2.COM realm.
4. Choose the Class of Service Type as PacketCableMTA.

[ oL-4409-03
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Select/cos/packetCableMTA/file from the Property Name drop-davist and associate it to
thelinksys-mta.tmpiemplate file (which is used to provision the Linksys MTA in the secondary
IPFONIX2.COM realm).

Click Add andSubmit.

For more information, se@onfiguring Class of Service, pagé-1
h. Add a Class of Service for the secondegalm; in this case, IPFONIX3.COM.
For example:

1.
2
3
4.
5

6.

ChooseConfiguration > Class of Service

Click Add. The Add Class of Service page appears.

Enter sa-mta as the name of the news€laf Service for the IPFONIX2.COM realm.
Choose the Class of Service Type as PacketCableMTA.

Select/cos/packetCableMTA/file from the Property Name drop-davist and associate it to
the sa-mta.tmptemplate file (which is used to provision the SA MTA in the secondary
IPFONIX3.COM realm).

Click Add andSubmit.

For more information, se€onfiguring Class of Service, padgé-1

Stepll Bring the devices online and provision them. Refer to the following examples that describe the
provisioning process.

Example 1
The following example describes how you can provision the Motorola SBV5120.

a. Provision the cable modem part of the device by setting it to ussathple-bronze-docsilass
of Service.

b. To provision the MTA part, go to tHeevices > Manage Devicegage. Search and select the
PacketCable device you want to provision. The Modify Device page appears.

c. Setthe domain name. This example uses bacclab.cisco.com.

d. From the drop-down list correspondingRegistered Class of Service, seleait-mta. This is the
Class of Service that you added in Step 10-f.

e. From the drop-down list corresponding to Registered DHCP Criteria, seled¢finalt option.
f. Click Submit.
Figure5-2 lists device details for the Motorola MTA.
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Figure 5-2 Provisioning Motorola MTA-Device Details

Example 2
The following example illustrates how you can provision the Linksys CM2P2.

a.

f.

Provision the cable modem part of the device by setting it to ussathple-bronze-docsilass
of Service.

To provision the MTA part, go to theevices > Manage Devicegage. Search and select the
PacketCable device you want to provision. The Modify Device page appears.

Set the domain name. This example uses bacclab.cisco.com.

From the drop-down list corresponding to Registered Class of Service, lggtlegs-mta. This is
the Class of Service that you added in Step 10-g.

From the drop-down list corresponding to Registered DHCP Criteria, selepfdhéex2 option.
This is the DHCP criteria that you added foe secondary IPFONIX2.COM realm in Step 10-a.

Click Submit.

Figure5-3 lists device details for the Linksys MTA.

[ oL-4409-03
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Figure 5-3 Provisioning Linksy s MTA-Device Details

Example 3
The following example illustrates how you can provision the SA WebStar DPX 2203.

a. Provision the cable modem part of the device by setting it to ussathple-bronze-docsilass
of Service.

b. To provision the MTA part, go to tHeevices > Manage Devicegage. Search and select the
PacketCable device you want to provision. The Modify Device page appears.

c. Set the domain name. This example uses bacclab.cisco.com.

d. From the drop-down list corresponding to Registered Class of Service, s®ledtt. This is the
Class of Service that you added in Step 10-h.

e. From the drop-down list corresponding to Registered DHCP Criteria, seldpfdhex2 option.
This is the DHCP criteria that you added for the secondary IPFONIX3.COM realm in Step 10-b.

f. Click Submit.
Figure5-4 lists device details for the SA MTA.
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Figure 5-4 Provisioning SA MTA-Device Details

Step12 Verify if multiple realm support is operational by usimgethereal trace. Refer to the sample output from
the KDC and DPE log files shown here from the sample setup used in this procedure.

Example 1

The following example features excerpts from Ki2C and DPE log files for the Motorola SBV 5120
MTA provisioned in the primary IPFONIX.COM realm:

KDC Log Sample Output—Motorola MTA

INFO [Thread-4] 2007-02-07 07:56:21,133 (DHHelper.java:114) - Time to create DH key
pair(ms): 48

INFO [Thread-4] 2007-02-07 07:56:21,229 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-4] 2007-02-07 07:56:21,287 (DHHelper.java:150) - Time to create shared

secret: 57 ms.

INFO [Thread-4] 2007-02-07 07:56:21,289 (PKAsReqMsg.java:104) - #MTA-9a Unconfirmed AS
Request: 1133717956 Received from /10.10.1.2

INFO [Thread-4] 2007-02-07 07:56:21,298 (KRBProperties.java:612) - Replacing property:
'minimum ps backoff' Old Value:'150' New Value: '150'

INFO [Thread-4] 2007-02-07 07:56:21,324 (KDCMessageHandler.java:257) - AS-REQ contains
PKINIT - QA Tag.

INFO [Thread-4] 2007-02-07 07:56:21,325 (KDCMessageHandler.java:279) - PK Request from
MTA received. Client is MTA - QA Tag

INFO [Thread-4]2007-02-07 07:56:21,365 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply
AS-REP Sent t0/10.10.1.2:1039 Time(ms): 290

WARN [main] 2005-11-07 07:56:23,193 (KDC.java:113) - Statistics Report ASREP's: 1
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INFO [main] 2005-11-07 07:56:23,195 (KDC.java:121) - /pktcbl/mtaAsRepSent: 10

INFO [main] 2005-11-07 07:56:23,195 (KDC.java:121) - /pktcbl/DHKeygenTotalTime: 1043
INFO [main] 2005-11-07 07:56:23,196 (KDC.java:121) - /pktcbl/mtaAsReqRecvd: 10

INFO [main] 2005-11-07 07:56:23,197 (KDC.java:121) - /pktcbl/DHKeygenNumOps: 20
INFO [main] 2005-11-07 07:56:23,197 (KDC.java:121) - /pktcbl/total: 60

DPE Log Sample Output—Motorola MTA

dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-DPE-6-4178: Adding Replay Packet: []
dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-PKTSNMP-6-0764: [System Description for MTA:
<<HW_REV: 1.0, VENDOR: Motorola Corporation, BOOTR: 8.1, SW_REV:
SBV5120-2.9.0.1-SCM21-SHPC, MODEL: SBV5120>>]

dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM
Received From 10.10.1.2.]

dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-DPE-6-0688: Received key material update for
device [1,6,01:11:82:61:5e:30]

dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-PKTSNMP-6-0764: [##MTA-19 SNMPVv3 SET Sent to
10.10.1.2]

dpe.cisco.com: 2007 02 07 07:56:24 EST: %BPR-TFTP-6-0310: Finished handling [read] request

from [10.10.1.2:1190] for [bpr0106001182615e300001]

dpe.cisco.com: 2007 02 07 07:56:25 EST: %BPR-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning
State INFORM Received from 10.10.1.2. Value: 1]

Example 2
The following example features excerpts from kizC and DPE log files for the Linksys CM2P2 MTA
provisioned in the secondary IPFONIX2.COM realm:

KDC Log Sample Output-Linksys MTA

INFO [Thread-8] 2007-02-07 08:00:10,664 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-8] 2007-02-07 08:00:10,759 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-8] 2007-02-07 08:00:10,817 (DHHelper.java:150) - Time to create shared
secret: 57 ms.

INFO [Thread-8] 2007-02-07 08:00:10,819 (PKAsReqMsg.java:104) - #MTA-9a Unconfirmed AS
Request: 1391094112 Received from /10.10.1.5

INFO [Thread-8] 2007-02-07 08:00:10,828 (KRBProperties.java:612) - Replacing property:
'minimum ps backoff' Old Value:'150' New Value: '150'

INFO [Thread-8] 2007-02-07 08:00:10,860 (KDCMessageHandler.java:257) - AS-REQ contains
PKINIT - QA Tag.

INFO [Thread-8] 2007-02-07 08:00:10,862 (KDCMessageHandler.java:279) - PK Request from
MTA received. Client is MTA - QA Tag

INFO [Thread-8]2007-02-07 08:00:10,901 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply
AS-REP Sent to /10.10.1.5:3679 Time(ms): 296

WARN [main] 2007-02-07 08:00:13,383 (KDC.java:113) - Statistics Report ASREP's: 1

INFO [main] 2007-02-07 08:00:13,384 (KDC.java:121) - /pktchl/mtaAsRepSent: 11

INFO [main] 2007-02-07 08:00:13,384 (KDC.java:121) - /pktcbl/DHKeygenTotalTime: 1141

DPE Log Sample Output-Linksys MTA

dpe.cisco.com: 2007 02 07 08:00:10 EST: %BPR-DPE-6-4112: Adding Replay Packet: []
dpe.cisco.com: 2007 02 07 08:00:12 EST: %BPR-DPE-6-4178: Adding Replay Packet: []
dpe.cisco.com: 2007 02 07 08:00:12 EST: %BPR-PKTSNMP-6-0764: [System Description for MTA:
Linksys Cable Modem with 2 Phone Ports (CM2P2) <<HW_REV: 2.0, VENDOR: Linksys, BOOTR:
2.1.6V, SW_REV: 2.0.3.3.11-1102, MODEL: CM2P2>>]

dpe.cisco.com: 2007 02 07 08:00:12 EST: %BPR-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM
Received From 10.10.1.5.]

dpe.cisco.com: 2007 02 07 08:00:12 EST: %BPR-DPE-6-0688: Received key material update for
device [1,6,00:0f:68:f9:42:16]

dpe.cisco.com: 2007 02 07 08:00:12 EST: %BPR-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent to
10.10.1.5]
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dpe.cisco.com: 2007 02 07 08:00:18 EST: %BPR-TFTP-6-0310: Finished handling [read] request
from [10.10.1.5:1032] for [bpr0106000f68f942f60001]

dpe.cisco.com: 2007 02 07 08:00:18 EST: %BPR-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning
State INFORM Received from 10.10.1.5. Value: 1]

Example 3
The following example features excerpts from the K&@d DPE log files for the SA WebStar DPX 2203
MTA provisioned in the secondary IPFONIX3.COM realm:

KDC Log Sample Output-SA MTA

INFO [Thread-6] 2007-02-07 08:01:31,556 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-6] 2007-02-07 08:01:31,652 (DHHelper.java:114) - Time to create DH key
pair(ms): 50

INFO [Thread-6] 2007-02-07 08:01:31,711 (DHHelper.java:150) - Time to create shared
secret: 57 ms.

INFO [Thread-6] 2007-02-07 08:01:31,715 (PKAsReqMsg.java:104) - #MTA-9a Unconfirmed AS
Request: 575634000 Received from /10.10.1.50

INFO [Thread-6] 2007-02-07 08:01:31,727 (KRBProperties.java:612) - Replacing property:
'minimum ps backoff' Old Value:'150' New Value: '150'

INFO [Thread-6] 2007-02-07 08:01:31,752 (KDCMessageHandler.java:257) - AS-REQ contains
PKINIT - QA Tag.

INFO [Thread-6] 2007-02-07 08:01:31,753 (KDCMessageHandler.java:279) - PK Request from
MTA received. Client is MTA - QA Tag

INFO [Thread-6]2007-02-07 08:01:31,792 (KDCMessageHandler.java:208) - ##MTA-9b KDC Reply
AS-REP Sent t0 /10.10.1.50:3679 Time(ms): 292

WARN [main] 2007-02-07 08:01:33,423 (KDC.java:113) - Statistics Report ASREP's: 1

INFO [main] 2007-02-07 08:01:33,424 (KDC.java:121) - /pktcbl/mtaAsRepSent: 12

INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktchl/DHKeygenTotalTime: 1240
INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktcbl/mtaAsReqRecvd: 12

INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pktcbl/DHKeygenNumOps: 24

INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pkicbl/total: 72

DPE Log Sample Output—SA MTA

dpe.cisco.com: 2007 02 07 08:01:31 EST: %BPR-DPE-6-4112: Adding Replay Packet: []
dpe.cisco.com: 2007 02 07 08:01:33 EST: %BPR-DPE-6-4178: Adding Replay Packet: []
dpe.cisco.com: 2007 02 07 08:01:33 EST: %BPR-PKTSNMP-6-0764: [System Description for MTA:
S-A WebSTAR DPX2200 Series DOCSIS E-MTA Ethernet+USB (2)Lines VOIP <<HW_REV: 2.0, VENDOR:
S-A, BOOTR: 2.1.6b, SW_REV: v1.0.1r1133-0324, MODEL: DPX2203>>]

dpe.cisco.com: 2007 02 07 08:01:33 EST: %BPR-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM
Received From 10.10.1.50.]

dpe.cisco.com: 2007 02 07 08:01:33 EST: %BPR-DPE-6-0688: Received key material update for
device [1,6,00:0f:24:d8:6e:f5]

dpe.cisco.com: 2007 02 07 08:01:33 EST: %BPR-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent to
10.10.1.50]

dpe.cisco.com: 2007 02 07 08:01:38 EST: %BPR-TFTP-6-0310: Finished handling [read] request

from [10.10.1.50:1037] for [bpr0106000f24d86ef50001]

dpe.cisco.com: 2007 02 07 08:01:39 EST: %BPR-PKTSNMP-6-0764: [##MTA-25 SNMP Provisioning
State INFORM Received from 10.10.1.50. Value: 1]

Authoring Template for Provisimg Devices in Multiple Realms

You can use the templaterggx described here to provision deviges: particular realm. The examples
shown here are specific to the Motorola SBV5120 MTA, the Linksys CM2P2 MTA, and the SA WebStar
DPX2203 MTA. You must modify these templates to suit the specifics of the MTA in your network.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Example 5-2 Template Used to Provision a Motorola MTA

#

# Example PacketCable MTA template: mot-mta.tmpl

#

# Note that this template is specific to the Tl 401 MTA.

# This template must be modified to the specifics of your MTA.

#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER,true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.9,STRING
,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.10,STRIN
G,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by the

device.

#

# "CableLabs, Inc."

option 11
.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName.'IPFONIX.COM',STRING,"4
3:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E™

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmslpsecCtrl.'CMS.CISCO.COM',INTEGER,true
option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName.'CMS.CISCO.COM',STRING,IP
FONIX.COM

#

# Finally, the end marker.

#

option 254 255

Example 5-3 Template Used to Provision a Linksys MTA

Note that, in this template, the realm has been set to IPFONIX2.COM.

#

# Example PacketCable MTA template: linksys-mta.tmpl
#

# Note that this template is specific to the Tl 401 MTA.
# This template must be modified to the specifics of your MTA.
#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER,true
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#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.9,STRING
,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.10,STRIN
G,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by the

device.

#

# "CableLabs, Inc."

option 11
.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName.'|PFONIX2.COM',STRING,"
43:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E™

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmslpsecCtrl.'CMS.CISCO.COM',INTEGER,true
option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName.'CMS.CISCO.COM',STRING,IP
FONIX2.COM

#

# Finally, the end marker.

#

option 254 255

Example 5-4 Template Used to Provision an SA MTA

Note that, in the template, thealm has been set to IPFONIX3.COM.

#

# Example PacketCable MTA template: sa-mta.tmpl

#

# Note that this template is specific to the Tl 401 MTA.

# This template must be modified to the specifics of your MTA.

#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.0,INTEGER,true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.9,STRING
,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNcsEndPntConfigEntry.pktcNcsEndPntConfigCallAgentld.10,STRIN
G,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by the
device.

#

[ oL-4409-03
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# "CableLabs, Inc."

option 11
.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName.'IPFONIX3.COM',STRING,"
43:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E™

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmslpsecCtrl.'CMS.CISCO.COM',INTEGER,true
option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName.'CMS.CISCO.COM',STRING,IP
FONIX3.COM

#

# Finally, the end marker.

#

option 254 255

PacketCable Basic eMTA Provisioning

BAC also supports PacketCable Basic, which ofeessmpler, DOCSIS-like, non-secure provisioning
flow. Table5-5 describes the BASIC.1 flow using the provisioning workflowrigure5-1.

Table 5-5 PacketCable Basic eMTA Provisioning

Step Workflow Description

MTA-1 |DHCP Broadcast Discover Executes as for the Secure flow.

MTA-2 |DHCP Offer If the provisioning system is configured to provision the
MTA in BASIC.1 mode, the provisioning system returns a
DHCP Offer containing Option 122 suboption 6, which
contains the special reserved realm name “BASIC.1". This
reserved realm name commands the MTA to use the
BASIC.1 provisioning flow. This Offer also contains the
provisioning system IP address in Option 122.3, and the
file and siaddr fields are populated with the configuration
file location of the MTA.

MTA-3 |DHCP Request The remainder of the MTA DHCP exchange is executed
MTA-4 |DHCP Ack (Request and Ack exchanged).

MTA-22 |Telephony Config File RequesThe MTA skips directly to Step MTA-22. Using the file
MTA-23 |Telephony Config File a_md siaddr infornja_\tio_n, the MTA c_opies its configuration
file from the provisioning system via TFTP. Note that BAC
integrates the TFTP server into the DPE component.

Note No authentication of MTA/provisioning server or
encryption occurs.

The BASIC.2 flow is identical to BASIC.1, with the following exceptions:
« “BASIC.2" is populated into the MTA's DHCP Option 122 suboption 6.

+ The MTA issues a provisioning status SNMPVREORM at the very end of the flow, MTA-25
(DHCP Option 122 suboption 3 specifies the Inform target).
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The PacketCable Basic flow is similar to th®CSIS flow with the following differences:
« There is no ToD exchange between MTA and the provisioning system.

- The MTA configuration file contains an integrityash. Specifically, thelA1 hash of the entire
content of the configuration file is populatiedio a pktcMtadevConfigFileHash SNMP VarBind and
placed within a TLV 11 just before the end of file TLV.

« BASIC.2 flow issues a provisioning status SN&2E Inform after the MTAeceives and processes
its configuration file. This Inform notifies B8 if MTA provisioning completed successfully. If
there is a problem, an error is generated anevant sent from the DPE to the RDU, then on to a
BAC client. This Inform is useful while debugging configuration file issues.

For additional information about the DOCSIS flow, §8@CSIS Configuration, pagé1.

Note  Before using the PacketCable Basic provisiorflog, ensure that you are using a PacketCable
Basic-capable eMTA. The eMTA must report that it is Basic-capable with its DHCP Discover Option 60,
TLV 5.18 (supported flows).

PacketCable TLV 38 and MIB Support

BAC supports the complete set of PacketCable 1.5 MIBs.

BAC supports TLV 38 in PacketCable configuration templates. This TLV lets you configure multiple
SNMP notification targets. Configuration of this TLV means that all notifications are also issued to the
targets configured through TLV 38.

SNMP v2C Notifications

BAC supports both SNMP v2C TRAP and INFORM notifications from the PacketCable MTA.

Euro PacketCable

Euro PacketCable services assentially the European equivalent of North American PacketCable
services with the following differences:

« Euro PacketCable uses different MIBs.

» Euro PacketCable uses a different set of dewértificates (MTA_Root.cer) and service provider
certificates (Service Provider Root).

For Euro PacketCable certificates, the kdc.ini file must havedteacketcable property set to
true. The KDC supports Euro PacketCable (tComLabsficate chains. The following is a sample
Euro PacketCable-enabled KDC configuration file.

[general]

interface address = 10.10.10.1
FQDN = servername.cisco.com
maximum log file size = 10000
n saved log files = 100

log debug level = 5 minimum
ps backoff = 150 maximum

ps backoff = 300
euro-packetcable = true
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When using Euro PacketCabknsure that the value tfie PacketCable property

Ipktcbl/prov/locale is set to EURO. The default is Nfor North America). You can specify the
locale in the Configuration File utility. Séésing the Configuration File Utility, pag®-27, for
more information.

Euro PacketCable MIBs

Euro PacketCable MIBs are essentially snapshotsaft-IETF MIBs. MTA configuration files consist
essentially of SNMP VarBinds that reference khids. There are substantial differences between the
North American PacketCabland Euro PacketCable MIBs; therefpthe North American PacketCable
and Euro PacketCable configuration files are incompatible. During installation, sample files for North
American PacketCable (cw29_configpl) and Euro PacketCabledw15 mta_config.tmphre copied

to theBAC_homédu/samples directory.

BAC ships with the following Euro PacketCable MIBS:
+ DOCS-IETF-BPI2-MIB

« INTEGRATED-SERVICES-MIB

+ DIFFSERV-DSCP-TC

+ DIFFSERV-MIB

+ TCOMLABS-MIB

+ PKTC-TCOMLABS-MTA-MIB

+ PKTC-TCOMLABS-SIG-MIB

Configuring Euro PacketCable MIBs

To configure BAC to use Euro PacketCable MIBs, you must change the BAC RDU property that specifies
the MIBs to be loaded. By default, thpsoperty contains the PacketCable MIBs.

You can change the property in one of the following ways:
« Modify rdu.properties and restart the RDU.

+ On the administrator usémterface, navigate t6onfiguration > Defaults > System Defaultsand
replace the MIB list with the list shown below. You do not need to restart the RDU.

« Use the Prov APthangeSystemDefaults() call. You do not need to restart the RDU.

The property name isnmp/mibs/mibList (properties file) olsSNMPPropertyKeys.MIB_LIST  (the Prov
API constant name). The property value is a comepasated value (CSV) consisting of the required
MIB names, as shown:

/snmp/mibs/mibList=SNMPv2-SMI,SNMPv2-TC,INET-ADDRESS-MIB,CISCO-SMI,CISCO-TC,SNMPv2-MIB,RFC
1213-MIB,IANAifType-MIB,IF-MIB,DOCS-IF-MIB,DOCS-IF-EXT-MIB,DOCS-BPI-MIB,CISCO-CABLE-SPECTR
UM-MIB,CISCO-DOCS-EXT-MIB,SNMP-FRAMEWORK-MIB,DOCS-CABLE-DEVICE-MIB,DOCS-CABLE-DEVICE-MIB-O
BSOLETE,DOCS-QOS-MIB,CISCO-CABLE-MODEM-MIB,DOCS-IETF-BPI2-MIB,INTEGRATED-SERVICES-MIB,DIFF
SERV-DSCP-TC,DIFFSERV-MIB,TCOMLABS-MIB,PKTC-TCOMLABS-MTA-MIB,PKTC-TCOMLABS-SIG-MIB
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Provisioning

This chapter features information that will heipu solve possible issues in a PacketCable voice
technology deployment.

» Troubleshooting Tools, page4
» Troubleshooting Scenarios, pag&
« Certificate Trust Hierarchy, padge9

This chapter assumes that you are familiar withRacketCable Media TernahAdapter (MTA) Device
Provisioning Specification, PKSPPROV1.5-101-050128. See the PacketCable website for details.

Provisioning PacketCable embedded MTAs (eMTAS) is a relatively complex process; however, with the
right tools and ‘tricks of the trade, getting eMTAs operational can be straightforward.

This chapter assumes that Network Registrar and BA®ath in use; however, much of the information
also applies for other deployments. Basic knowleafggetwork Registrar (scopes, policies, basic DNS
zone setup, and record entry)daBAC (Class of Service, DHCP criteria, external files, and BAC
directory structure) is assumed.

The PacketCable eMTA provisioning process consisgbafteps for the Secuflew; the Basic flow has
far fewer steps. To troubleshoot eMTAs, knowledfthese 25 steps frometPacketCable provisioning
specification is absotely essential. SeBacketCable Voice Configuration, pagel.

This section contains the following topics:
« Components, pagé-1
« Key Variables, pagé-3

Components

Before troubleshooting eMTAs, you should be familiar with the following system components.
« eMTA

« DHCP Server

« DNS Server

- KDC

» PacketCable Provisioning Server

» Call Management Server

[ oL-4409-03
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eMTA

DHCP Server

Note

DNS Server

KDC

The eMTA is a cable modem and an MTA in ong hwith a common software image. The CM and MTA
each have their own MAC addresses and each pesf&HCP to get its own IP address. The eMTA
contains, at minimum, three certifiesgt One certificate is a unique MTArtificate. A second certificate
identifies the MTA manufacturer. Both the devered manufacture certificates are sent by the MTA to
authenticate itself to the KDC. The third certificédea telephony root ceritfate used to verify the
certificates sent by the KDC to the MTA. The KDGQtifecates will be chained from the telephony root,
therefore the telephony root mussige on the MTA to validate the authenticity of the KDC certificates.
The MTA portion receives its own configuration file, which it uses to identify its controlling call agent,
among other things.

The DOCSIS specificationmandate that cable modems negotthtsr IP address using the Dynamic
Host Configuration Protocol (DHCP). The MTA, like most CPE on a DOCSIS network, must use DHCP
to obtain its IP address and other crucial infatimn (DNS servers, PacketCable Option 122 for
Kerberos realm name, provisioning server FQDN).

The cable modem portion, in addition to its normally required DHCP options, also requests, and must
receive, Option 122 suboption 1, which it passes to the MTA portion as the IP address of the correct
DHCP server from which to accept offers.

When using BAC with PacketCable support, be aware that a correctly configured BAC will automatically
populate the ToD server, DNS servers, TFTP seagwell as the Option 122 fields; these do not need
to be explicitly set in the Network Registrar policy.

The Domain Name System (DNS)ger is fundamental in PacketBla provisioning. The PacketCable
provisioning server, which is the device provisioning engine (DPE) in a BAC architecture, must have an
address (A) record in the appragié zone, because its fully qualdfidomain name (FQDN) is provided

to the MTA in Option 122 by the DHCP server. The KDC realm must have a zone of the same name as
the realm name containing a server (SRV) re¢bed contains the FQDN of the Kerberos server.

The Kerberos server identified in the SRV record niigetif have an A record in the appropriate zone.
The call management server (CMS) identified in the MTA configuration file must also have an A record
in the appropriate zone. Lastly, the MTAs themsehest have A records in the appropriate zone, since
the CMS reaches the MTA by resolving its FQODYnamic DNS (DDNS) is té preferred method of
creating A records for 81MTA. Refer to Cisco Network Registrar documentation for information on
configuring and troubleshooting DDNS.

The KDC is responsible for authenticating MTAs. As such, it must check the MTA certificate, and
provide its own certificates so that the MTA can authenticate the KDC. It also communicates with the
DPE (the provisioning server) to validatethhe MTA is provisioned on the network.
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PacketCable Provisioning Server

The PacketCable provisioning server is respolesior communicating #hlocation of the MTA
configuration file to the MTA, and/or provisioninfgTA parameters via SNMP. SNMPv3 is used for all
communication between the MTA and the provisioning server. The keys used to initiate SNMPv3
communication are obtained by the MTA during its authentication phase with the KDC. Provisioning
server functionality is provideldy the DPE in a BAC architecture.

Call Management Server

The call management server (CMS) is essentamkypft switch, or call-agent, with additional
PacketCable functionality to control, among other things, quality of service on a cable network. The
MTA sends a network call signaling (NCS) restart in progress (RSIP) message to the CMS upon
successful PacketCable provisioning.

Key Variables

This section describes the key variableguieed to provision an eMTA correctly.
« Certificates, pagé-3

» Scope-Selection Tags, paget

» MTA Configuration File, pagé-4

Certificates

The MTA_Root.cer file contains tHdTA root certificate (a certificatéhat is rooted in the official
PacketCable MTA root).

You must know in advance what telephony root certificate is required for the MTAs you want to
provision. Deployments in production networks use telephony certificates rooted in the PacketCable rea
root. There is also a PacketCable test root used in lab and testing environments.

The KDC certificates used by the KDto authenticate itself to the MTA must be rooted in the same
telephony root that is stored on the MTA (PacketCable real or test root). Most MTA vendors support test
images that have Telnet and/or HTTP login capabilities so that you can determine which telephony roo
is enabled, and change the root u§adnost cases, you can only selbetween the PacketCable real or

test root).

The most common scenario has the KDC loaded with certificates (from the
BAC_homgkdc/solaris/packetcable/certifites directory) as follows:

« CableLabs_Service_Provider_Root.cer

« Service_Provider.cer

» Local_System.cer

« KDC.cer

« MTA_Root.cer
The first four certificates comprise the telephonytifieate chain. The MTA_Root.cer file contains the

MTA root used by the KDC to validate the certificates sent by the MTA.
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M Troubleshooting Tools

Note Refer toUsing the PKCert.sh Tool, pad8-5, for information on installing and managing
KDC certificates.

To determine if you are using PacketCable test, mmmpén the CableLabs_Secei Provider_Root.cer file
in Windows, and validate théte Subject OrgName entry @ = CableLabs and/or check that the
Subject Alternative name rea@sl=CABLELABS GENERATED TEST ROOT FOR EQUIPMENT TEST
PURPOSES ONLY.

The KDC certificate (KDC.cer) contains the realiame to use. The realm name that BAC (and the
corresponding DNS zone) is configured to usestmmatch this realm name. Additionally, the MTA
configuration file realm org name must match dnganization name as seen in the telephony root.

The KDC certificate has a corresponding private key that must be installeddAthédhomédc/solaris
directory. Usually it is named KDC_private ykpkcs8 or KDC_privatekey proprietary.. When
changing certificates, you muatso change the private key.

Scope-Selection Tags

In most scenarios, BAC is involved in processaligDHCP requests from scopes with scope-selection
tags that match selection critegpecified in the DHCP Criteria ga of the BAC administrator user
interface. Client class can also be used to tie sciopBAC processing; ensure you make this association
before you attempt to provision devices.

MTA Configuration File

The MTA configuration file contains the location of the CMS. Additionally, it must contain an entry for
Realm Name. This value must match that of the certificate chain in use.

Certain table entries within the MTA configuration file are indexed by the realm name delivered to the
MTA in Option 122. This realm name entry in the MTA configuration file must match that delivered in
Option 122. For example, DEF.COM was the realm name delivered in Option 122, MTA configuration
file entries in the pktcMtaDevRealm table would bedred with a suffix made up of the ASCIl-coded
character values (in dot delimited decimal formaewlising the Cisco Broadband Configurator) of the
realm name, for example 68.69.70.46.67.79.77. dlaee many free ASCII coavsion pages available

on the web to make this conversion easier.

Troubleshooting Tools

The 25 eMTA Secure provisioning steps congal in the PacketCable MTA Device Provisioning
Specification are shown iRigure5-1. This section describes:

« Logs, pageé-5
« Ethereal, SnifferPro, or Other Packet Capture Tools, page
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Troubleshooting Scenarioslll

Logs

These log files are used to maintain the following information:

« The Network Registrar has two logs (name_dhcp_1_log and name_dns_1_log), which contain the
most recent logging entries from Network Registrar. Look in these files for DHCP- or DNS-related
problems.

« TheBAC_homgkdc/logs/kdc.log file shows all KDC interactions with MTAs, and KDC interactions
with the DPE.

+« TheBAC_datddpe/logs/dpe.log file shows the major steplated to SNMPv3 interaction with the
MTA. You can also use thehow logCLI command if you are working with the hardware DPE.

Note  Turning on the tracing of snmp, registration seraed registration server detail messages, using the
command line interface, helps to troubleshoot poét PacketCable problems. For information on the
appropriate troubleshooting commands, refer toQlseo Broadband Access Center DPE CLI
Reference, 2.7.1

Ethereal, SnifferPro, or Other Packet Capture Tools

A packet capture tool is indispgable when troubleshooting the &Ms. The Ethereal version, as
packaged by CableLabscludes numerous packet decoders spetif PacketCable. These include the
Kerberos AS and AP packets.

- If you suspect that a specific failure is DHC#ated, capture packets iMhfiltering on packets
sourced from, or destined to, the CMTS cablerfate IP address and the DHCP server IP address.

« If you suspect that a specific faike is related to any of the 2%ps occurring after DHCP, filter all
packets to and from the eMTA IP address. Thavftes a very concise, easy-to-follow trace of
provisioning steps 5 through 25, as showfrigure5-1.

Troubleshooting Scenarios

The scenarios listed ifiable6-1 are possible failures involving eMTASs.

Table 6-1 Troubleshooting Scenarios
If this problem occurs...  Which indicates this potential cause... To correct it, you should...
The KDC does not start. The KDC certificate doesot correspond to theEnsure that you have nching certificates and
private key. private key.
The KDC license expired or is missing. Restore KDC license tBPR_HOME/kdc
directory.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table 6-1 Troubleshooting Scenarios (continued)

If this problem occurs... Which indicates this potential cause... To correct it, you should...

The MTA device does notAn incorrect cable hegr address may have Fix the helper address.
appear in the BAC been configured.
Devices page.

The scope-selection tags do not match the Verify that the MTA scope-selection tags match
DHCP criteria selected in the BAC user those in the PacketCable DHCP criteria
interface. created, in BAC, for the relevant MTAS.

The Network Registrar extension point is notRe-install the Network Registrar extension
properly installed. point. Refer to thénstallation and Setup Guide
for Cisco Broadband Access Center, 2.7.1

The cable modem portion did not receive  Verify that the tags on the scope of the cable
Option 122. modem portion match the DOCSIS DHCP
criteria configure for BAC.

The MTA device does notThere are invalid DHCP options configured. Check that scope policy includes DNS server

accept the DHCP offer option, and/or check that tlvar_ep.properties
and continually cycles file includes entries for primary and secondary
through the DHCP flow. DNS servers.

The DHCP offer may have come from a DHCEheck thecnr_ep.propertiedile to ensure that
server different from the one indicated in thethe main and backup DHCP servers are set
cable modem portion’s Option 122 suboptiondorrectly.

Both thekdc.logfile and An incorrect DNS server is specified in the Check or correctnr_ep.propertieDNS
the ethereal trace indicateenr_ep.propertiefile or the MTA scope policy, servers.

that the MTA device neveror both.

contacts the KDC.

A zone is missing or has been incorrectly set Make sure a zone with same name as realm is
for the Kerberos realm. created and contains an ‘SRV’ record of format
‘ _kerberos._udp 0 0 8RDC FQDN.

There is a missing or aorrect KDC ‘A’ record Ensure that an ‘A’ reaal exists for the FQDN

entry. contained in the Kerberaone’s ‘SRV’ record.

The DPE FQDN cannot be resolved. Ensure that the provFQDNSs entry in
dpe.propertiedhas the correct FQDN and IP of
the DPE.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 6-1 Troubleshooting Scenarios (continued)

If this problem occurs... Which indicates this potential cause... To correct it, you should...

The KDC reports failure The MTA certificate does not match the MTAVerify that theMTA_Root.ceis correct by
during the Kerberos root used by KDC. comparing theMTA_Root.ceagainst that used
AS-Request. on a working system.

If it is correct, the MTA itself could have a
certificate problem. This situation is extremely
rare and if this is the case, contact the MTA
manufacturer.

FQDN lookup by KDC to Prov Server failed. Verify that the device appears. It should be
The device may not yet be provisioned in BAGiven both a Clasef Service and a DHCP

criteria.
A clock skew error. SeBacketCable Ensure that all BAC network elements are
Checklists, pag8-6, for additional clock-synced via NTP. Refer to tiBroadband
information. Access Center DPE CLI Reference, 2.7.1
A mismatch may exist between the KDC andCheck that these three entries exist in the
the DPE. BPR_HOME/kdc/solaris/keydirectory:
Note If other devices are provisioned « mtafgdnmap,dpe.abc.com@DEF.COM

correctly, this is probably not the cause,

of the problem, mtaprovsrvr,dpe.abc.com@DEF.COM

» krbtgt, DEF.COM@DEF.COM

The DPE FQDN and realm name on your
system will be different from this example.
Contents of these entries must match the entry
in either the dpe.properties ‘KDCServiceKey’
entry, or the keys generated using the KeyGen
utility.

The KDC reports successThere is a certificate mismatch between the Check certificates on MTA and KDC.
at the AS-Request/Reply telephony root loaded or enabled on the MTA,
(steps 9 and 10 in and that loaded on the KDC.

Figl_JreS-l) but the MTA Although highly unlikely, it is possible that Ensure that the correct certificate is loaded or
device never moves past yq1e is 4 corrupted telephony certificate chaemabled on MTA. If no devices can be

step 9. P ; P
Note If other devices are provisioned pro:/rllsul)<n|§g correctly, try a different certificate
correctly, this is not the cause of the on the '
problem.
Failure at AP A clock skew error. SeBacketCable Ensure that all BAC network elements are
Request/Reply (step 14 inChecklists, pag8&-6, for additional clock-synced via NTP. Refer to tB¥oadband
Figure5-1). information. Access Center DPE CLI Reference
Cannot resolve Prov Server FQDN. Make sure that the provisioning server (DPE)

has acorrect DNS entry.

Ensure that dpe.properties provFQDNSs entry
has the correct FQDN and IP of the
provisioning server (DPE).

There is no route from the MTA to the DPE. Correct the routing problem.

The MTA device never There is no route to tHEFTP server running onCorrect the routing problem.
issues a TFTP request fothe DPE.
a configuration file.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Troubleshooting Scenarios (continued)

If this problem occurs...

Which indicates this potential cause... To correct it, you should...

The MTA device never
receives the TFTP
configuration file.

The configuration file is not cached at the DP®ait until the next provisioning attempt, at
which time the file should be cached. If this
fails, reset the MTA.

A conflicting TFTP server option is included irsince BAC inserts the DPE address for the
the network registrar MTA scope policy. TFTP server, you can safely remove this option
from the policy.

The MTA device receives

a configuration file butthe

DPE fails to receive the
SNMP Inform (step 25 in
Figure5-1) as seen in the
dpe.lodfile.

One of: Ensure that the MTA configuration file is

An internal conflict in the configuration consistent.

file.

A conflict with Realm origin of the
telephony certificate chain.

A conflict with the Realm Name provided
in Option 122.

The MTA device reports
success (step 25 in
Figure5-1) although an

The MTA cannot resolve the IP address of theerify that a DNS entry exists for the CMS.
CMS FQDN given in the MTA configuration
file.

RSIP is not sent.

The MTA cannot reach the IP address(es) of tResolve all routing problems.
CMS. This is an indication that no route is
configured.

The MTA device reports
success (step 25 in
Figure5-1), although it

The MTA configuratiorfile points to an
incorrect cable modem.

Correct the configuration file, or reconfigure
the Cisco BTS 10200 to use the FQDN listed in
the configuration file.

proceeds to contact the
KDC again for CMS
service.

The MTA configuration file has its Correct the configuration file. If you intend to
pktcMtaDevCmslPsecCtrl value missing, or iperform secure signaling, take the necessary
is set to 1. This means it will perform secure steps to configure the KDC and the BTS for
NCS call signaling, or it will use an ASCIl  support.

suffix that does not match that of the CMS

FQDN.

The MTA device reports
success (step 25 in
Figure5-1), RSIPs, but

The MTA is unprovisioned or has been Provision MTA on the Cisco BTS 10200.
incorrectly provisioned on the Cisco BTS

10200.

gets noresponse or 9€ts 3l e MTA DNS entry does not exist.
error in response from the

soft switch.

Place an entry in the correct DNS zone for the
eMTA. Dynamic DNS is the preferred method.
Refer to Cisco Network Registrar
documentation for information on enabling
DDNS.

Access Center Administrator Guide, 2.7.1.
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Certificate Trust Hierarchy

There are two certificate hierarchies affiliated WBAC PacketCable, the MTA Device Certificate
Hierarchy and the CableLabs Service Previ@ertificate Hierarchy, as shownHigure6-1.

Figure 6-1 PacketCable Certificate Hierarchy
MTA device CableLabs service
hierarchy provider hierarchy
CableLabs
MTA root Service provider
’—‘— root
MTA L _ :
manufacturer | Service provider
’—‘— CA H
[ l
MTA L] Local system
operator CA |

’[KDCM ’[DF M ’[Otheru

Before implementing PacketCable in BAC, you sldahoroughly familiarize yourself with these
technology documents:

+ RFC 2459 Internet X.509 Public Key Infrastructure Certificate and CRL Profile
- DOCSIS Baseline Privacy Plus Interface Specification, SP-BPI+-111-040407, April 7, 2004

129909

Note  While Euro PacketCable uses the security speatifbns from PacketCable [PKT-SP-SEC-108-030415],
some changes are neelin relation to the digital certificatélsat are used in a Euro PacketCable
environment. To keep Euro Packetmand PacketCable as alike asgible, Euro PacketCable uses all
PacketCable security technology, includingvrmevision of the scurity specifications
[PKTSP-SEC-108-030415].

The elements of the EuRtacketCable certificates that are different from the PacketCable certificates are
indicated in the tables below.

For Euro PacketCable, the Euro PacketCable certificate the only valid certificates, any requirements
that are stated in [PKTFSSEC-108-030415] for PacketCable whicFereo PacketCable Certificates are
changed to the corresponding requiremdotghe Euro PacketCable certificates.

Euro PacketCable-compliant eMTAs must have the Euro-DOCSIS root CVC CA's public key stored in
the CM’s nonvolatile memory instead of the DOCSIS CVC CA's public key. Euro
PacketCable-compliant standalone MTAs must have the tComLabs CVC Root Certificate and the
tComLabs CVC CA certificate stored in nonvolatilemory. The CVC of manufacturers are verified by
checking the certificate chain.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Certificate Validation

PacketCable certificate validation in general involvakdation of an entire chain of certificates. For
example, when the Provisioning Server validates an MTA Device certificate, the following chain of
certificates is validated:

MTA Root Certificate + MTA ManufactureCertificate + MTA Device Certificate

The signature on the MTA Manufacturer Certificateésified with the MTA Root Certificate and the
signature on the MTA Device Certifite is verified with the MTA Maufacturer Certificate. The MTA
Root Certificate is self-signed and is known in advance to the Provisioning Server. The public key
present in the MTA Root Certificatis used to validate the signature on this same certificate.

Usually the first certificate in the chain is not explicithcluded in the certificate chain that is sent over

the wire. In the cases where the first certificate is explicitly included it must already be known to the
verifying party ahead of time and musit contain any changes to thertificate with the possible

exception of the certificate serial number, validity period, and the value of the signature. If changes other
than these exist in the CableLabsrvice Provider Root certificatbat was passed over the wire in
comparison to the known CableLabs Service RlewvRoot certificate, the device making the

comparison must fail the certificate verification.

The exact rules for certificate chain validation nfusly comply with RFC 2459where they are referred

to as Certificate Path Validation. In general5009 certificates support a liberal set of rules for
determining if the issuer name of a certificate mascie subject name of ahetr. The rules are such
that two name fields may be declared to match ¢heangh a binary comparison of the two name fields
does not indicate a match. RFC 2459 recommends#rtficate authorities restrict the encoding of
name fields so that an implemetite can declare a match or mismatch using simple binary comparison.

PacketCable security follows this recommendatixtordingly, the DER-encoded tbsCertificate.issuer
field of a PacketCable certificate must be an eraaich to the DER-encodedsi®Bertificate.subject field

of its issuer certificate. An implementation may conepam issuer name to a subject name by performing
a binary comparison of the DER-encoded tbsCedié.issuer and thsCertificate.subject fields.

The sections below specify the reqdrcertificate chain, which must bsed to verify each certificate
that appears at the leaf nodé tfae bottom) in the PacketCable certificate trust hierarchy illustrated
in Figure6-1.

Validity period nesting is not checked and intentionally not enforced. Thus, the validity period of a
certificate need not fall within the validity period of the certificate that issued it.

MTA Device Certificate Hierarchy

The device certificate hierarchy exactly mirrors thathef DOCSIS1.1/BPI+ hierarchy. It is rooted at a
CableLabs-issued PacketCable MTA Root certificataclvis used as the issuing certificate of a set of
manufacturer certificates. The manufacturer ciegtes are used to sign the individual device
certificates.

The information contained in the following tablesntains the PacketCabs$gpecific values for the

required fields according to RFC 2459. These B#clble specific values mube followed according

to Table6-2, except that Validity Periods should be as given in the respective tables. If a required field
is not specifically listed foPacketCable, then follothe guidelines in RFC 2459.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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MTA Root Certificate

This certificate must be verified as part of a caréife chain containing tHdTA Root Certificate, MTA
Manufacturer Certificate,ral the MTA Device Certificate.

Table6-2 lists the values relevant to the MTA Root Certificate.

Table 6-2 MTA Root Certificate

MTA Root Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Us C=BE
O=CableLabs O=tComLabs
OU=PacketCable OU=Euro-PacketCable
CN=PacketCable Root Device CN=Euro-PacketCable Root Device
Certificate Authority Certificate Authority

Intended Usage This certificate is used to sign MTA Manufacturer Certificates and is used by
the KDC. This certificate is not used bye MTAs and thus does not appear in
the MTA MIB.

Signed By Self-signed

Validity Period 20+ years. It is intended that the validity period is long enough that this
certificate is never reissued.

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true, pathLenConstraint=1)

MTA Manufacturer Certificate

This certificate must be verified as part of a caréife chain containing tHdTA Root Certificate, MTA
Manufacturer Certificate, and th8TA Device Certificate. The stafgfovince, city and manufacturer’s
facility are optional attributes. A manufacturer mayédaore than one manufacturer’s certificate, and
there may exist one or more certificates per mactufrer. All certificates for the same manufacturer may
be provided to each MTA either at manufacture tomeuring a field update. The MTA must select an
appropriate certificate for its use by matching the&uer name in the MTA Dexe Certificate with the
subject name in the MTA Manufacturer Certificatepiésent, the authorityKeyldentifier of the device
certificate must match the subjectlagntifier of the manufacturer dificate as described in RFC 2459.
The CompanyName field that is present in @ &N may be different in the two instances.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table6-3 lists the values relevant to the MTA Manufacturer Certificate.

Table 6-3 MTA Manufacturer Certificates

MTA Manufacturer Certificate

Subject Name Form |PacketCable Euro PacketCable
Cc=Us C=Country of Manufacturer
O=CableLabs O=Company Name
OU=PacketCable [stateOrProvinceName =
CN=PacketCable Root Device State/Provincg
Certificate Authority [localityName=City]

OU=Euro-PacketCable

[organizationalUnitName=
Manufacturing Locatioh

CN=Company Name
Euro-PacketCable CA

Intended Usage This certificate is issued to each MTanufacturer and can be provided to
each MTA as part of the secure codevdtbad as specified by the PacketCable
Security Specification (either at mdaature time, or during a field update).
This certificate appears as a remuy parameter in the MTA MIB. This
certificate along with the MTA Device @icate is used to authenticate the
MTA device identity (MAC addresgjuring authentication by the KDC.

Signed By MTA Root Certificate CA

Validity Period 20 years

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSip subjectKeyldentifier[n,m],

authorityKeyldentifier[n,m](keyldentifiersubjectKeyldentifier value from CA
certificate), basicConstraints[c,m](cArue, pathLenConstraint=0)

MTA Device Certificate

This certificate must be verified as part of a caréife chain containing tHdTA Root Certificate, MTA
Manufacturer Certificate and tiMTA Device Certificate. The state/province, city and manufacturer’s
facility are optional attributes. The MAC address musstexpressed as six pairs of hexadecimal digits
separated by colons, for example, “00:60:21:4648". The alpha hexadecimal characters (A-F) must
be expressed as uppercase letters. The MTA deeddicate should not be replaced or renewed.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table6-4 lists the values relevant tbe MTA Device Certificate.

Table 6-4 MTA Device Certificates

MTA Device Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country of Manufacturer
O=Company Name O=Company Name
[ST=State/Provinck [ST=State/Provinck
[L=City], OU=PacketCable [L=City]
[OU=Product Namg OU=Euro-PacketCable
[OU=Manufacturer’s Facility [OU=Product Namg
CN=MAC Address [OU=Manufacturing Locatioh

CN=MAC Address
Intended Usage This certificate is issued kihe MTA manufacturer anidstalled in the factory.

The provisioning server cannot updatestbertificate. This certificate appears
as a read-only parameter in the MTA MIB. This certificate is used to
authenticate the MTA device identity (MAC address) during provisioning.

Signed By MTA Manufacturer Certificate CA

Validity Period At least 20 years

Modulus Length 1024, 1536 or 2048

Extensions keyUsage[c,0](digitalSignature, keyEncipherment)

authorityKeyldentifier[n,m](keyldentifiersubjectKeyldentifier value from CA
certificate

MTA Manufacturer Code ¥fcation Certificates

Code Verification Certificate (CVC) specificati for eMTAs must be identical to the DOCSIS CVC,
specified in DOCSIS specification SP-BPI+-111-040407.

CableLabs Service Pralar Certificate Hierarchy

The Service Provider Ceritifate Hierarchy is rooted at a Cab#dis issued CableLabs Service Provider
Root certificate. That certificais used as the issuing certificate of a set of service provider’s
certificates. The service provider’s tiicates are used to sign an optéd local system certificate. If the
local system certificate exists then that is usesiga the ancillary equipmenertificates, otherwise the
ancillary certificates are signed by the Service Provider's CA.

The information contained ifiable6-5 contains the specific values ftive required fields according to
RFC 2459. These specific valsimust be followed. If a requirectfd is not specificajl listed then the
guidelines in RFC 2459 must be followed exactly.

[ oL-4409-03

Cisco Broadband Access Centdministrator Guide, 27.1m



Chapter 6  TroubleshootiRgcketCable eMTA Provisioning

| Certificate Trust Hierarchy

CableLabs Service Praer Root Certificate

Before any Kerberos key management can be performed, an MTA and a KDC need to perform mutual
authentication using the PKINIT extension to theliéros protocol. An MTAuthenticates a KDC after

it receives a PKINIT Reply message containing a Ki@@&ificate chain. In authenticating the KDC, the
MTA verifies the KDC certificate chain, includingDC’s Service Provider Certificate signed by the
CableLabs Service Provider Root CA.

Table6-5 lists the values relevant to the CableLabs Service Provider Root Certificate.

Table 6-5 CableLabs Service Provider Root Certificates

CableLabs Service Provider Root Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Us C=BE
O=CableLabs O=tComLabs
CN=CableLabs Service Provider RooEN=tComLabs Service Provider Root
CA CA
Intended Usage This certificate is used to sign Service Provider CA certificates. This certificate

is installed into each MTA at the time of manufacture or with a secure code
download as specified by the Packet@abécurity Specification and cannot be
updated by the Provisioning Server.itlier this root certificate nor the
corresponding public key appears in the MTA MIB.

Signed By Self-signed

Validity Period 20+ years. It is intended that the validity period is long enough that this
certificate is never reissued.

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)

Service Provider CA Certificate

This is the certificate held by the service provjdggned by the CableLabs Service Provider Root CA.
It is verified as part of a certificate chain thatlides the CableLabs Servieeovider Root Certificate,
Telephony Service Provider Certificate, optionathbSystem Certificate @nan end-entity server
certificate. The authenticating entities normally athg possess the CableLabs Service Provider Root
Certificate and it is not transmitted with the rest of the certificate chain.

The fact that a Service Provider CA Certificate is always explicitly included in the certificate chain
allows a Service Provider the flexibility to change its certificate without requiring reconfiguration of
each entity that validates this certificate chaor @xample, MTA validating a PKINIT Reply). Each
time the Service Provider CA Céditate changes, its signature must verified with the CableLabs
Service Provider Root Certificate. However, a new certificate for the same Service Provider must
preserve the same value of the Organtzdtiame attribute in the SubjectName. Tmmpanyfield that

is present in O and CN may be different in the two instances.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table6-6 lists the values relevant to the CableLabs Service Provider CA Cetrtificate.

Table 6-6

CableLabs Service Provider CA Certificates

CableLabs Service Provider Root Certificate

Subject Name Form

PacketCable
C=Country

O=Company

CN=CompanyCableLabs Service
Provider CA

Euro PacketCable
C=Country

O=Company

CN=CompanytComLabs Service
Provider CA

Intended Usage

This certificate is used to sign Service Provider CA certificates. This certificate
is installed into each MTA at the time of manufacture or with a secure code
download as specified by the Packet@abécurity Specification and cannot be
updated by the Provisioning Server. Neither this root certificate nor the
corresponding public key appears in the MTA MIB.

Signed By

Self-signed

Validity Period

20+ years. It is intended that the validity period is long enough that this

certificate is never reissued.

Modulus Length

2048

Extensions

keyUsage[c,m](keyCertSign

cRLSign), subjectKeyldentifier[n,m]

basicConstraints[c,m](cA=true)

Local System CA Certificates

A Service Provider CA may delegate the issuanceedtificates to a regional Certification Authority
called Local System CA (with the corresponding Lid&gstem Certificate). Network servers are allowed

to move freely between regional Certification Authorities of the same Service Provider. Therefore, the

MTA MIB does not contain any information regardiadg.ocal System Certificat(which might restrict
an MTA to KDCs within a particular region).

Table6-7 lists the values relevant togh.ocal System CA Certificate.

Table 6-7

Local System CA Certificates

Local System CA Certificate

Subject Name Form

PacketCable
C=Country

O=Company
OU=Local System Name

CN=CompanyCableLabs Local
System CA

Euro PacketCable
C=Country

O=Company
OU=Local System Name

CN=CompanytComLabs Local
System CA

Intended Usage

A Service Provider CA may delegate tissuance of certificates to a regional
Certification Authority called Local System CA (with the corresponding Local
System Certificate). Network serveaee allowed to move freely between
regional Certification Authorities of the same Service Provider. Therefore, the
MTA MIB does not contain any information regarding a Local System
Certificate (which might restrict an MWTto KDCs within a particular region).

[ oL-4409-03
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Table 6-7 Local System CA Certificates (continued)

Local System CA Certificate

Signed By Service Provider CA Certificate

Validity Period 20 years.

Modulus Length 1024, 1536, 2048

Extensions keyUsage[c,m](keyCertSign, cRLS3iy subjectKeyldentifier[n,m],
authorityKeyldentifier[n,m](keyldentifiersubjectKeyldentifier value from CA
certificate), basicConstraints[c,m](cArue, pathLenConstraint=0)

Operational Ancillary Certificates

All these are signed by the eithtbe Local System CA or by the S&e Provider CA. Other ancillary
certificates may be added to this standard at a later time.

KDC Certificate

This certificate must be verified as part of a ifedte chain containing the CableLabs Service Provider
Root Certificate, Service Provider CA Certificated the Ancillary Devic€ertificates. The PKINIT
specification requires the KDC certificate to inatuthe subjectAltName v.3 certificate extension, the
value of which must be the Kerberos principal name of the KDC.

Table6-8 lists the values relevant to the KDC Certificate.

Table 6-8 KDC Cetrtificates

Key Distribution Center Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
[OU=Local System Narhe [OU=Local System Narhe
OU= CableLabs Key Distribution = |OU=tComLabs Key Distribution
Center Center
CN=DNS Name CN=DNS Name
Intended Usage To authenticate the identity of tiC server to the MTA during PKINIT

exchanges. This certificate is passethimMTA inside the PKINIT replies and
is therefore not included in the MTA Bland cannot be updated or queried by
the Provisioning Server.

Signed By Service Provider CA Certificate or Local System Certificate

Validity Period 20 years

Modulus Length 1024, 1536 or 2048

Extensions keyUsage[c,0](digitalSignature)authiytKeyldentifier[n,m](keyldentifier=

subjectKeyldentifier value from CA certificagebjectAltName[n,m]

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Delivery Function (DF)

This certificate must be verified as part of a ifiedte chain containing the CableLabs Service Provider
Root Certificate, Service Provider CA Certificatalahe Ancillary Device Certificates. This certificate

is used to sign phase 1 IKE intra-domain exchanges between DFs (which are used in Electronic
Surveillance). Although Local System Name is optional, it is required when the Local System CA signs
this certificate. The IP address mustdpecified in standard dotted-quad notation,

for example, 245.120.75.22.

Table6-9 lists the values relevant to the DF Certificate.

Table 6-9 DF Certificates

DF Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
[OU=Local System Narhe [OU=Local System Narhe
OU=PacketCable Electronic OU=Euro-PacketCable Electronic
Surveillance Surveillance
CN=IP address CNe=lP address

Intended Usage To authenticate IKE key management, used to establish IPsec Security

Associations between pain§ DFs. These Security Associations are used when
a subject that is being legally wiretagapforwards the call and event messages
containing call info have to be forwarded to a new wiretap server (DF).

Signed By Service Provider CA Certificate or Local System CA Certificate

Validity Period 20 years

Modulus Length 2048

Extensions keyUsage[c,0](digitalSignature)
authorityKeyldentifier[n,m](keyldentifiersubjectKeyldentifier value from CA
certificate

subjectAltName[n,m] (AINSNam@&NSNamg

PacketCable Server Certificates

These certificates must be verified as para akrtificate chain containing the CableLabs Service
Provider Root Certificate, Service Provider Cectifie, Local System Operator Certificate (if used) and
the Ancillary Device Certificates. These certificates used to identifyarious servers in the
PacketCable system. For example, they may be tassidn phase 1 IKE exchanges or to authenticate a
PKINIT exchange. Although the Local System Naimeptional, it is REQUIRED when the Local
System CA signs this certificate. 2IP address vainast be specified in standard dotted decimal
notation, for example, 245.120.75.22. DNS Name eslmust be specified as a fully qualified domain
name (FQDN), for example, device.packetcable.com.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table6-10lists the values relevant to the PacketCable Server Certificate.

Table 6-10

PacketCable Server Certificates

PacketCable Server Certificates

Subject Name
Form

PacketCable
C=Country

O=Company

OU=PacketCable

OU=[Local System Nanhe
OU=Sub-System Name
CN=Server ldentifief: Element 10

The value ofServer ldentifiemust be the

server’'s FQDN or its IP address, optional
followed by a colon (:) and an Element ID
with no white space before or after the col

Element IDis the identifier that appears in
billing event messages. It must be include
in the certificate of every server that is
capable of generating event messages. T
includes a CMS, CMTS and MGC. [8]
defines the Element ID as an 5-octet
right-justified space-padded ASCII-encodg
numerical string. When converting the

Element ID for use in a certificate, spaces
must be converted to ASCII zeroes (0x48).

For example, a CMTS with Element ID 31
and IP address 123.210.234.12 will have
common name “123.210.234.12: 00311".

The value ofSub-System Nammust be one
of the following:

- For Border Proxy: bp

» For Cable Modem Termination System:

cmts
- For Call Management Server: cms

« For Media Gateway: mgor Media
Gateway Controller: mgc

« For Media Player: mp

« For Media Player Controller: mpc
- For Provisioning Server: ps

- For Record Keeping Server: rks

Euro PacketCable
C=Country

O=Company
OU=Euro-PacketCable
[OU=Local System Narhe
OU=Sub-system Name
CN=Server Identifiel.Element 10

Please refer to
JPKT-SP-SEC-108-030415] for
additional specifications on the
ocommonName.

2d

his

ed

D

[

- For Signaling Gateway: sg

Intended Usage

These certificates are used to identifyrious servers in the PacketCable system.
For example, they may be used to sign phase 1 IKE exchanges or to authenticate

a device in a PKINIT exchange.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.

0L-4409-03]



| Chapter6  Troubleshooting PacketCable eMTA Provisioning

Certificate Trust Hierarchyll

Table 6-10 PacketCable Server Certificates (continued)

PacketCable Server Certificates

Signed By Telephony Service Provider Certifite or Local System Certificate
Validity Period Set by MSO policy
Modulus Length 2048

Extensions keyUsage[c,o](digital®inaturekeyEncipherment)

authorityKeyldentifier[n,m](keyldentifiersubjectKeyldentifier value from CA
cert)

subjectAltName[n,m](dNSNam&NSNamqg iPAddressH#’ AddressName

The keyUsage tag is optional. When it ied$t must be marked as critical. Unless
otherwise described below, the sulbfdtName extension must include the
corresponding name value as spedifie the CN field of the subject.

The CN attribute value for CMS certificates mbstthe Element ID. The bjectAltName extension
must include either the IP Address or the FD@Nhe CMS. The CN attribute value for CMTS
certificates must be the &hent ID. The subjectAltNae extension must incledeither the IP Address
or the FDQN of the CMTS.

The CN attribute value for MGC certificates mbstthe Element ID. The subjectAltName extension
must include either the IP Address or the FDQN of the MGC.

Certificate Revocation

Out of scope for PacketCable at this time.

Code Verification Certificate Hierarchy

The CableLabs Code Verification Certificate (CVIKI is generic in nature and applicable to all
CableLabs projects needing CVCs. This mearshtisic infrastructure can be re-used for every
CableLabs project. There may be differences in tlieantity certificates required for each project, but
in the cases where end-entity certificates overlap emaeentity certificate could be used to support the
overlap.

The CableLabs CVC hierarchy does not apply toTAMl Refer to section 1for more information.

Common CVC Requirements

The following requirements apply to all Code Verification Certificates:
» Certificates must be DER encoded.
» Certificates must be version 3.

- Certificates must include the extensions that are specified in the following tables antbmust
include any additional extensions.

« The public exponent must be F4 (65537 decimal).

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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CableLabs Code Verifitan Root CA Certificate

This certificate must be validated as part af tertificate chain containg the CableLabs Code
Verification Root CA Certificate, the CableLaBB®de Verification CA, and the Code Verification
Certificates. Se€ertificate Validation, pag6-10, for additional information on how to

validate certificates.

Table6-11lists the values relevant to the Cablega&lode Verification Root CA Certificate.

Table 6-11 CableLabs Code Verification Root CA Certificates

CableLabs Code Verification Root CA Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Us C =BE
O=CableLabs O =tComLabs
CN=CableLabs CVC Root CA CN = tComLabs CVC Root CA
Intended Usage This certificate is used to sign CoWerification CA Certificates. This
certificate must be included in the S-MTAs nonvolatile memory at manufacture
time.
Signed By Self-signed
Validity Period 20+ years
Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectkeyidentifier [n,m]
basicConstraints [c,m](cA=true)

CableLabs Code Vedfition CA Certificate

The CableLabs Code Verification CA Certificate shbe validated as part of a certificate chain
containing the CableLabs Code Verification R@# Certificate, CableLabs Code Verification CA
Certificate and the Code Véidation Certificate. Se€ertificate Validation, pag6-10, for additional
information on how to validate certificates. Thenay be more than one CableLabs Code Verification
CA. A S-MTA must support one CableLabs CVC CA at a time.

Table6-12lists the values relevant to the CableLabs Code Verification CA Certificate.

Table 6-12 CableLabs Code Verifi cation CA Certificates

CableLabs Code Verification CA Certificate

Subject Name Form |PacketCable Euro PacketCable

C=US C=BE

O=CableLabs O =tComLabs

CN=CableLabs CVC CA CN =tComLabs CVC CA
Intended Usage This certificate is issued to Cablelsaby the CableLabs Code Verification

Root CA. This certificate issues CoderMeation Certificates. This certificate
must be included in the S-MTAs nonvolatile memory at manufacture time.

Signed By CableLabs Code Verification Root CA
Validity Period Set by CableLabs policy

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]



| Chapter6  Troubleshooting PacketCable eMTA Provisioning

Certificate Trust Hierarchyll

Table 6-12 CableLabs Code Verificati on CA Certificates (continued)

CableLabs Code Verification CA Certificate

Modulus Length 2048

Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectKeyldentifier [n,m]

authorityKeyldentifier [n,m]
basicConstraints [c,m](cArte, pathLenConstraint=0)

Manufacturer Code Viication Certificate

The CableLabs Code Verification CA issues thisifiedate to each authorized Manufacturer. It is used
in the policy set by the cable operator for secure software download.

Table6-13lists the values relevant to the Mdacturer Code Verification Certificate.

Table 6-13 Manufacturer Code Verification Certificates

Manufacturer Code Verification Certificate

Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company Name O=Company Name
[ST=State/Provinck [ST=state/provincg
[L=City] [L=City]
CN=Company Nam#lfg CVC CN=Company Nam&ifg CVC
Intended Usage The CableLabs Code Verification CA issubss certificate to each authorized

Manufacturer. It is useih the policy set by the c&boperator for secure
software download.

Signed By CableLabs Code Verification CA tComLabs Code Verification CA
Certificate

Validity Period Set by CableLabs policy

Modulus Length 1024, 1536, 2048

Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

The Company Name in the Organization maydiféerent than th&€€ompany Name in the
Common Name.

Service Provider Code Verification Certificate

The Service Provider Code Verification Certificategnbe validated as part of a certificate chain
containing the CableLabs Code Verification Root Cértificate, the CableLabs Code Verification CA
Certificate, and the Service Provideod® Verification Certificate. Refer ©ertificate Validation,
page6-10, for additional information on how to validate certificates.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Table6-14lists the values relevant to the Service Provider Code Verification Certificate.

Table 6-14 Service Provider Code Verification Certificates

Service Provider Code Verification Certificate

Subject Name Form

C=Country
O=Company Name
[ST=State/Provinck
[L=City]

CN=Company Nam&ervice Provider
CcvC

C=Country
O=Company Name
[ST=State/Provinck
[L=City]

CN=Company Nam&ervice Provider
CcvC

Intended Usage

The CableLabs Code Verification CA issubss certificate to each authorized
Service Provider. It is used in the pgliset by the cable operator for secure

software download.

Signed By

CableLabs Code Verification CA

tComLabs Code Verification CA
Certificate

Validity Period

Set by CableLabs policy

Modulus Length

1024, 1536, 2048

Extensions

extendedKeyUsage [c,m] (id-kp-cod
authorityKeyldentifier [n,m]

eSigning)

The Company Name in the Organization maydifferent than the Company Name in the Common

Name.

Certificate Revocation Lists for CVCs

The S-MTA is not required to support Certificate Revocation Lists (CRLs) for CVCs.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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CHAPTER

CableHome Configuration

This chapter describes the activities that niaesperformed to ensueesatisfactory CableHome
deployment. There are two versions of the Cablld technology: secure (SNMP) and non-secure
(DHCP). This chapter deals exclusively with the non-secure version.

Non-Secure CableHome Provisioning Flow

It is extremely useful to identify which step in the non-Secure CableHome provisioning flow is failing
before attempting to diagnose other detdtigure7-1 provides a summary of the key
provisioning flows.

Figure 7-1 Non-Secure CableHome Flow
CableHome
Portal DHCP TOD Network — gyg) 06 TFTP
oy i Server Server Management Server Server
Services e Server (NMS)
Element
Begin CableHome Initialization and Configuration
. [y | o lln -
CHPSWMD-1 DHCP B;c;adcast Dlscov?r (includes Ca?IeHome dewce}z identifier)
CHPSWMD-2 ¢ DHCP Offer (includes sub-options to configure CableHome service;

includes P‘S Configuratioh File information in siaddr and file fields)
CHPSWMD-3 | DHCP Request

CHPSWMD-4 DHCP Ack

CHPSWMD-5 TOD Request >

CHPSWMD-6 < TOD Res;;onse

CHPSWMD-7 TFETP PS %:onfiguration ﬁile request

CHPSWMD-8 < PS Configuration File via|TFTP

CHPSWMD-9 CableHome firewall confit‘quration file request (optional) -
CHPSWMD-10 < CabIeHon%e firewall confit‘guration file (odtional)

CHPSWMD-11 CabIeHorr%e SYSLOG and/or NMS notifi?ation;cnf pro@sioning complet?d

210855
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Table7-1 describes the provisioning flow in a non-secure CableHome deployment.

Table 7-1

Non-Secure CableHome Provisioning Workflow

Step

Workflow

Description

CHPSWMD-1

DHCP Discover

The WAN-MAN obtains its IP lease.

CHPSWMD-2

DHCP Offer

The provisioning system returns a DHCP Offer with
CableHome Option 177 suboptions:

» 3—Specifies the SNMP Entity Address of the
service provider.

» 6—Specifies the Kerberos realm name of the
provisioning realm. The realm name is required by
portal services to permit a DNS lookup for the
address of the Key Distribution Center.

- 51—Specifies the Kerberos Server IP address,
which informs the portal service of the network
address of one or more Key Distribution Center
servers.

This Offer also contains the file information, in the file
and siaddr fields, that i®quired to configure the
portal service.

CHPSWMD-3

DHCP Request

The portal service sends the appropriate DHCP server
a DHCP Request message to accept the DHCP Offer.

CHPSWMD-4

DHCP Ack

The DHCP server returns a DHCP Ack, which contains
the IPv4 address of the paltservice. Based on the
information received in the DHCP Ack, the portal
service modifies theabhPsDevProvMode parameter,
which specifies provisioning in the DHCP
(non-secure) mode. Also, the Time of Day server
address is stored in tlebhPsDevTimeServerAddr
parameter.

CHPSWMD-5

ToD Request

The portal service initiates Time of Day
synchronization with the time servers identified in
Option 4 of the DHCP Ack message.

CHPSWMD-6

ToD Response

The time of day servers respond with the current time
in UTC format.

CHPSWMD-7

PS Configuration File
Via TFTP

The portal service sends aTIF Get Request to obtain
a configuration file.

CHPSWMD-8

CableHome Firewall
Configuration File Reques

The configuration file is downloaded via TFTP.
Optionally, if there is a firewall configuration to be
loaded and this is the method selected to specify it, the
IP address of the name and the hash of the firewall
configuration file are included in the configuration file.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.

0L-4409-03]



| Chapter7  CableHome Configuration

Configuring CableHomdll

Table 7-1 Non-Secure CableHome Provisioning Workflow (continued)
Step Workflow Description
CHPSWMD-9 |CableHome Firewall If the configuration file acgired in step CHPSWMD-8

Configuration File Requestcontains firewall information, portal services may also
acquire a firewall configuration file via a TFTP Get
Request to the Firewall Configuration TFTP Server.

If there is no firewall configuration information in the
configuration file, the provisioning process skips steps
CHPSWMD-9 and CHPSMWD-10.

CHPSWMD-10 |CableHome Firewall The Firewall Configuration TFTP Server sends a TFTP
Configuration File Response containing the firewall configuration file.

CHPSWMD-11 |CableHome SYSLOG Once successfully configurethe portal service sends
and/or NMS notification of |a syslog message, an SNNBp, or both, to inform
provisioning completed |BAC that it has been successfully configured.

Configuring CableHome

This section describes how to configure Network Registrar, the CMTS.

Configuring Network Registrar

Stepl

Step2

Step3
Step4
Step5

Create selection tags for provisioned and unprovisioned WAN-MAN and also for provisioned
WAN-Data.

Configure unprovisioned and provisioned clientsskes and scopes for cable modems, as specified in
Cisco Network Registrar User’s Guidg2.1

Configure unprovisioned and provisionelient classes and scopes for WAN-MAN.
Configure provisioned client classes and scopes for WAN-Data.

Add routes to all the subnets.

Configuring the RDU

To configure CableHome support on the RDU, perform these configurations:
» Configuring CableHome WAN-MAN, pagé-4
» Configuring CableHome WAN-Data, page4

[ oL-4409-03
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Configuring CableHome WAN-MAN

Stepl Create a DHCP Criteria for the provisioned WAN-MAM do this, set the client class to a client-class
name that is configured in Network Registrar CableHome WAN-MAN.

Step2  Create a Class of Service for the provisioned WAN-MAN.
» Set the /cos/chWanMan/file to a CableHome configion file appropriate fothe Class of Service.
- Set the /chWanManl/firewall/file to the desired firewall configuration file.

Configuring CableHome WAN-Data

Configure these WAN-Data parameters whenever you want portal services to obtain the WAN-Data IP
addresses:

Stepl  Create DHCP Criteria for WAN-Data.
Step2  Create Class of Service for WAN-Data.

Configuring the DPE

To configure the DPE to support the CableHome technology:

Stepl  Open the CableHome device provisioning WAN-MAN config file and verify that DHCP Option 60 is set
to either CableHome1.0 or CableHome1.1. Some naaturfers use a proprietary MIB object to instruct
a device to behave as a pure cable modem, a non-CableHome router, or a CableHome router. The device
appears as a Computer whenever the device DpttRet does not contain CableHomel1.0 or
CableHome1.1 in tn DHCP Option 60.

Step2  If you want the portal services to obtain IP addresses for WAN-Data:

« Ensure that the WAN-MAN configuration file contains TLV 28 that sets
cabhCdpWanDatalpAddrCount to alwa that is greater than 0.

« In the cable modem configuration file, set the maximum number of CPE to include the number of
WAN-Data IP addresses.

Step3  To enable self-provisioning vem the CableHome device boots:

« In the unprov-wan-man.cfg portal services ¢gufation file, set the portal services in the
passthrough mode.

» In the cable modem configuration file, set the maximum number of CPE to at least 2 to allow
provisioning of the WAN-MAN and a computer. @ltomputer can direlgtaccess sign-up web
pages to be self-provisioned.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
ﬂ-. 0L-4409-03]



CHAPTER 8

Configuration Templates Management

This chapter details the templates that Broadband Access Center (BAC) supports for device
configuration and device management. This chapter features:

» Developing Template Files, pagel

— Template Grammar, page?2

— SNMP VarBind, pag®-5

— Macro Variables, pagé-6

— Adding SNMP TLVs, pag8-8

— Encoding Types for Defined Options, pagd 2

— DOCSIS Option Support, pagel5

— PacketCable Option Support, pa®5

— Non-Secure CableHome Option Support, pagzs
« Using the Configuration File Utility, pag&27

Developing Template Files

BAC uses templates to help administrators dgglynamic PacketCable, DOCSIS, and CableHome
files. Using templates, you can createemplate file in an easily readaliormat, and edit it quickly and
simply. A template is an ASCII text file that represents the PacketCable, DOCSIS, or CableHome
options and values used for generating a valid @&zble, DOCSIS, or CableHome file. BAC uses the
.tmpl file extension to identify template files.

You must add template files to the RDU as an external file using either the administrator user interface
or the API, before any Class of Service can reference it.

When installing the BAC RDU component, sedesample template files are copied to the
BAC_homédu/samples directory.

Although all that you need to create or edit a temptagesimple text editor, before attempting to create
your own template file, you should thoroughly familiarize yourself with this information:

» BAC provisioning flows
« DOCSIS 1.0, 1.1, and 2.0 RFI specifications
« PacketCable 1.0, 1.1, and 1.5 specifications

« Media Terminal Adapter (MTA) dece provisioning specification

[ oL-4409-03
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- CableHome 1.0 specification
« SNMP MIBs for cable devices (faxample, DOCS-CABLE-DEVICE-MIB)

Template Grammar

A template comprises four types of statements:
« Comments, pag8-2

» Includes, pagé-3

« Options, pag8-3

« Instance Modifier, pag8-4

Comments allow you to document your templatesludes allow you to create building block templates
to be used in other templates. You use optiorspexify the PacketCable, DOCSIS, or CableHome type
length value (TLV) in a descriptive mann&able8-1 describes the availablemplate grammar options.

Table 8-1 Template Grammar

Option Description

<comment> ::= #[ascii-string]

<include> ::= include “<filename.tmpl>"

<option-description> |::= option <option-num> [instance <instance-num>] <option-value>
<option-num> ::= <unsigned-byte>[.<unsigned-byte>]*

<option-value> .= <well-defined-value> | <custom-value>

<well-defined-value> |::= <option-value-string>[,<option-value-string>]*

<custom-value> .= <ascii-value> | <hex-value> | <ip-value> | <snmp-value>
<ascii-value> .= ascii <ascii-string>

<hex-value>

hex <hex-string>

<ip-value> = ip <ip-string>

<instance-num> ::= <unsigned integer>

<template> .= <template-statement>*

<template-statement> |::= <comment> | <include| <option-description>
<snmp-value> = <snmpvar-oid>,<snmpvar-type>,<snmpvar-value>

Comments

Comments provide information only and are always located between the pound (#) symbol and the end
of a line.Example8-1 shows example comment usage.

Example 8-1 Example Comment Usage

#

# Template for gold service

#

option 3 1 # enabling network access

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Includes
Include files let you build a hierarchy of similar, bugstly different, templates. This is very useful for
defining options that are common across many service classes without having to duplicate the options i
several templates.
You can use multiple include statements in a single template although the location of the include
statement in the template is significant; the contehtke include file are inclded wherever the include
statement is found in the template. The included tetaptaist be added as an external file to the RDU
before it can be used. The included file must not contain any location modifiers such as ../.. because th
templates are stored without path infation in the RDU database. ExampBe8 and8-3illustrate both
correct and incorrect usa@f the include option.
Example 8-2 Correct Include Statement Usage
# Valid, including common options
include "common_options.tmpl"
Example 8-3 Incorrect Include Statement Usage
# Invalid, using location modifier
include "../common_options.tmpl"
# Invalid, using incorrect file suffix
include "common_options.common”
# Invalid, not using double quotes
include common_options.tmpl
Options
PacketCable, DOCSIS, and CableHome configuration files consist of properly encoded option id-value
pairs. Two forms of options are supported: defined and custom.
«  Well-defined options require the option number and value. The value is encoded based on the
encoding type of the option number.
« Custom options require the option number, explicit value encoding type, and the value.
When using compound options, for example, Option 43, you can use the instance modifier to specify the
TLV groupings. Seénstance Modifier, pag8-4, for additional information.
When specifying one of these welkkfithed options in a template, it is not necessary to specify a value
encoding for the value. S&ncoding Types for Defined Options, pagd 2, andDOCSIS Option
Support, pag8-15, for additional information on these defined encoding types.
When specifying custom options (for example, Option 43), you must specify the encoding type for the
option. The available encoding types are:
« ASCIl— ASCII type encodes any given value as an ASCII string with&llal terminator. If the
value contains spaces, they must be double quoted.
« hex—The value must be valid hexadecimal and therst imel exactly 2 characters for each octet. If
01 is specified as the valuthen exactly one octet issed in tke encoding. 10001 is specified as
the value, then exactly two octets are used in the encoding process.
« |P address—IP address type encodes any giviere \&s 4 octets. For example, the IP address
10.10.10.1 is encoded aBAOAOQAO01L.
+ SNMPVarBind—An SNMP OID string, type, anglue. Each of these is comma separated.
Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
I oL-4409-03 .m



Chapter 8  Configuration Templates Managemjent

| Developing Template Files

Use a comma to separate multi-valued options on adjiwe. Each value is treated as such, so you might
have to double quote one of the values, but not the others. A good example of a multi-valued option is
Option 11 (SNMP VarBind). Se8BNMP VarBind, pagé-5, for additional information.

When specifying compound options, there is no need to specify the top level option (for example
Option4 when specifying Option 4.1). Exampl@sgl and8-5illustrate both correct and incorrect usage
of the option statement.

Example 8-4  Correct Option Statement Usage

# Valid, specifying the number for well known option 3
option 31

# Valid, specifying the number for option 4 sub-option 1
option4.11

# Valid, specifying a vendor option as hex
option 43.200 hex 00000C

# Valid, specifying a vendor option as ascii
option 43.201 ascii "enable log"

# Valid, specifying a vendor option as IP
option 43.202 ip 10.4.2.1

Example 8-5 Incorrect Option Statement Usage

# Invalid, using hex with incorrect hex separator
option 43.200 hex 00.00.0C

# Invalid, not using double quotes when needed
option 43.201 ascii enable log

# Invalid, not specifying IP address correctly
option 43.202 ip 10-10-10-1

# Invalid, specifying the description for option "Network Access Control"
option "Network Access Control" 1

# Invalid, specifying top level option
option 4

Instance Modifier

The instance modifier is used to group compound options into specific individual Tag-Length-Values
(TLVs). Examples3-6 and8-7 illustrate both correct and incortemethods of creating separate TLVs.
These are required to enable the IOS DOQS8tlem to interpret the IOS commands as two

separate commands.

Example 8-6 Correct IOS Command Line Entries

# Valid, each 10S command gets its own TLV
option 43.8 instance 1 00-00-0C

option 43.131 instance 1 ascii "login”

option 43.8 instance 2 00-00-0C

option 43.131 instance 2 ascii "password cable"

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Example 8-7 Incorrect IOS Command Line Entries

# Invalid, IOS commands are grouped into one TLV
option 43.8 00-00-0C

option 43.131 ascii "login"

option 43.131 ascii "password cable"

# Invalid, using instance on non-compound options
option 3 instance 1 1

Note The encoding type for Option 43.8 is an organizationally unique identifier (OUI). Unlike that
shown inExample8-4, this type only accepts an 00-00-0C format.

SNMP VarBind

You must use an object idenéfi (OID) when specifying DOCSIS Option 11, PacketCable Option 64,
or CableHome Option 28. The MIB that contains @® must be in one of the following MIBs loaded
by the RDU. You must specify as much of the OlDnasded to uniquely idéfy it. You can use the
name or the number of the OID. The RDU automatically loads these MIBs:

« SNMPv2-SMI
. SNMPv2-TC

.+ CISCO-SMI

.« CISCO-TC

. SNMPv2-MIB
. RFC1213-MIB
. IANAIifType-MIB

- IF-MIB
DOCSIS MIBs
These DOCSIS MIBs are loaded into the RDU:
- DOCS-IF-MIB
« DOCS-BPI-MIB
« CISCO-CABLE-SPECTRUM-MIB
+ CISCO-DOCS-EXT-MIB
+ SNMP-FRAMEWORK-MIB
« DOCS-CABLE-DEVICE-MIB
+ DOCS-CABLE-DEVICE-MIB-OBSOLETE
« CISCO-CABLE-MODEM-MIB
Two versions of the DOCS-CABLE-DEVICE MIB are loaded into the RDU:
« DOCS-CABLE-DEVICE-MIB-OBSOIETE (experimental branch)
+ DOCS-CABLE-DEVICE-MIB (mib2 branch)
A fully-qualified MIB OID (.experimental...) always uniquely identifies a MIB OID.
Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
| oL-4409-03 .m



Chapter 8  Configuration Templates Managemjent

| Developing Template Files

If you use a nonfully qualified MIB OID from DOCS-CABLE-DEVICE-MIB, it will always default to
DOCS-CABLE-DEVICE-MIB and noDOCS-CABLE-DEVICE-MIB-OBSOLETE.

Examples8-8 and8-9illustrate using a fully-qualified MIB OID and a nonfully qualified MIB OID.

Example 8-8 Fully Qualified MIB OID

# Valid, uniquely identifying an OID
option 11 .experimental.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccess
Entry.docsDevNmAccessStatus.1, Integer, 4

Example 8-9 NonFully Qualified MIB OID (Def aults to DOCS-CABLE-DEVICE-MIB)

# Valid, Non-Fully Qualified MIB OID.
option 11 .docsDevNmAccessStatus.1, Integer, 4

If no DOCSIS CMs in a deployment require DOCS-CABLE-DEVICE-MIB-OBSOLETE, you can
always use the shorter form of the MIB OID.

PacketCable MIBs

These PacketCable (North AmerigavilBs are loaded into the RDU:
+ CLAB-DEF-MIB
+ PKTC-MTA-MIB
+ PKTC-SIG-MIB
+ PKTC-EVENT-MIB

CableHome MIBs

These CableHome MIBs are loaded into the RDU:
+ CABH-CAP-MIB
- CABH-CDP-MIB
« CABH-CTP-MIB
+ CABH-PS-DEV-MIB
+ CABH-QOS-MIB
« CABH-SEC-MIB
These additional MIBs are needed hwe not part of the BAC product:
« CABH-CTP-MIB needs RMON2-MIB, TOKEN-RING-RMON-MIB
« CABH-SEC-MIB need DOCS-BPI2-MIB.

Macro Variables

Macro variables are specified as values in templ#iat let you specify device-specific option values.
When a macro variable is encountered in the templlageproperties hierarchy s$earched for the macro
variable name and the value of the variable is thdrstituted. The variable name is a custom property,
which is predefined in the RDUt must not contain any spaces.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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After the custom property is defined, it can be used in this property hierarchy:

System defaults

Technology defaults, such as PatRable, DOCSIS, or CableHome
DHCP criteria properties

Class of Service properties

Device properties

The template parser works bottom up when locatirgerties in the hierarchigevice first, then the
Class of Service, and so on) and converts the template option syntax. The following syntax is supporte
for macro variables:

${var-name}—This syntax is a straight substitution. If the variable is not found, the parser will
generate an error.

${var-name, ignore}—This syntax lets the templp&eser ignore this option if the variable value is
not found in the properties hierarchy.

${var-name, default-value}—This syntax provides a default value if the variable is not found in the
properties hierarchy.

Examples3-10and8-11illustrate both correct anidcorrect usage of Option 11.

Example 8-10 Correct Macro Variables Usage

# Valid, using macro variable for max CPE's, straight substitution
option 18 ${MAX_CPES}

# Valid, using macro variable for max CPE's, ignore option if variable not found
# option 18 will not be defined in the DOCSIS configuration file if MAX_CPES
# is not found in the properties hierarchy

option 18 ${MAX_CPES, ignore}

# Valid, using macro variable for max CPE's with a default value
option 18 ${MAX_CPES, 1}

# Valid, using macro variable for vendor option
option 43.200 hex ${MACRO_VAR_HEX}

# Valid, using macro variable for vendor option
option 43.201 ascii {MACRO_VAR_ASCII}

# Valid, using macro variable for vendor option
option 43.202 ip ${MACRO_VAR_IP}

# Valid, using macro variable in double quotes
option 18 "${MAX_CPES}"

# Valid, using macro variable within a value
option 43.131 ascii "hostname ${HOSTNAME}"

# Valid, using macro variables in multi-valued options

option 11 ${ACCESS_CONTROL_MIB,
.mib-2.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccessEntry.docsDevNmAccess
Control.1}, Integer, ${ACCESS_CONTROL_VAL, 3}

# Valid, using macro variable in an include statement
include "${EXTRA_TEMPLATE}"

# Valid, using macro variable in an include statement with a default value

[ oL-4409-03
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include "${EXTRA_TEMPLATE, modem_reset.tmpl}"

# Valid, using macro variable in an include statement with a default value
include "${EXTRA_TEMPLATE, modem_reset}.tmpl"

# Valid, using macro variable in an include statement with an ignore clause
include "${MY_TEMPLATE, ignore}"

Example 8-11 Incorrect Macro Variables Usage

# Invalid, using macro variable as the option number
option ${MAX_CPES} 1

# Invalid, using macro variable with space in name
option 18 ${MAX CPES}

Adding SNMP TLVs

BAC supports SNMP TLVs in dynamic template files, using Option 11 and 64, for:

+« DOCSIS—From Broadband Access Center for Cable (BACC) version 2.0 onwards.
» PacketCable—From BACC version 2.5 onwards.

+ CableHome—From BACC version 2.6 onwards.

To validate the syntax of the SNMP TLVs in thésmplate files, BAC requires a MIB file containing
the corresponding SNMP OID that is referenced @SNMP TLV. If a template contains an SNMP TLV
with an SNMP OID that cannot be found in a MIB, the SNMP TLV generates a syntax error.

The following sections describe how you can add SNMP TLVs without a MIB or with a
vendor-specific MIB.

Adding SNMP TLVs Without a MIB

You can add SNMP TLVs in dynamic configuratifiles (DOCSIS, PacketCable, CableHome) without
requiring the MIB be loaded by the RDU. From viitlRDU configuration extesions, the functionality
can be accessed with the DOCSISOptionFactory interface, using the following method:

public OptionValue createOptionValue(OptionSyntax syntax, String optionNumStr, String[]
optionValueList)

The public OptionSyntax.SNMP enumegdtvalue can be used in theoab method, in conjunction with
the optionValuelList containing the tuple: OID, Type, Value.

From RDU dynamic configuration templates, the folllogvsyntax is used tepecify SNMP TLVs that
are not validated against the RDU MIBs:

option  option-number snmp OID, Type, Value

Examples:

# DOCS-CABLE-DEVICE-MIB:
option 11 snmp .docsDevNmAccesslp.1,IPADDRESS,192.168.1.1

# Arris vendor specific SNMP TLV (OID numbers only, mix names/numbers)
option 11 snmp .1.3.6.1.4.1.4115.1.3.1.1.2.3.2.0, INTEGER, 6
option 11 snmp .enterprises.4115.1.3.1.1.2.3.2.0, INTEGER, 6

# NOTE: trailing colon required for single octet
option 11 snmp .1.3.6.1.2.1.69.1.2.1.6.3, STRING, 'c0:'

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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The allowed SNMP variable type names are:

IETF standard SMI Data Typ8NMP APl name
Integer32 INTEGER
Integer (Enumerated) INTEGER
Unsigned32 UNSIGNED32
Gauge32 GAUGE
Counter32 COUNTER
Counter64 COUNTERG64
Timeticks TIMETICKS
OCTET STRING STRING
OBJECT IDENTIFIER OBJID
IpAddress IPADDRESS
BITS STRING

For example, to specify a SMI Integer32 types thllowing types are accepted (regardless of case
sensitivity): Integer32, INTEGER.

For OCTET STRING type, all dhe following types are accepteOCTET STRING, OCTETSTRING,
or STRING.

The custom SNMP TLV template option can be used to specify any SNMP TLYV, including those that are
present in the RDU MIBsThe custom SNMP TLV error checkingless stringent, and does not detect
incorrect scalar/columnar referencesr(axample, .0 vs. .n in OID names).

Adding SNMP TLVs With Vendor-Specific MIBs

Adding a MIB to the RDU enables templatesus®e the human-readable SNMP OID while also
permitting macro variables to be used with the SNMP TLV value.

BACC 2.6 or earlier

If you have the MIB corresponding to the SNMP OID that you want to use, you can add the MIB file to
the BAC RDU. After you add the MIB, any SNMP Ylusing an SNMP OID referenced in the new MIB
is recognized.

To add a new MIB to the RDU:

Stepl  Copy the new MIB file to th&®AC_hom&du/mibs directory.

Step2  Add the/docsis/mibs/custom/mibList property, whose value contaiaxomma-separated list of MIB
filenames, to the:

a. rdu.properties file, which is used by the RDU anel &ldiministrator user interface. This file resides
in theBAC_hom#&du/conf directory.

b. api.properties file, which the Configuratid-ile Utility (runCfgUtil.sh tool) uses.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Step3

Note

Stepl
Step2
Step3
Step4
Step5

Note The api.properties file is not createdrithg the BAC installation process. You must
manually create this file for initial use, in any text editor. Ensure that you locate this file in
the BAC_homédu/conf directory.

The api.properties file containgdacsis/mibs/custom/mibList , Which is configured for a
set of MIBs that you can use in Arris embedded MTAs (eMTAS).

Restart the RDU and the administrator user interface via the BAC process watchdog, using the
/etc/init.d/bprAgent restart rdu command.

The following example describes the addition of ARRIS MIBs for use in templates to configure ARRIS
MTAs.

Assume that you want to use an Arris vendor-specific SNMP TLV:
option 11 .ppCfgMtaCountryTemplate.O, INTEGER, 9
and the following MIB files were made available:

+ ARRIS-MIB

* ARRIS-CM-CAPABILITY-MIB
+ ARRIS-CM-DEVICE-MIB

+ ARRIS-MTA-DEVICE-MIB

« PACKETPORT-MIB

You must copy the MIB files to thBAC_homé&du/mibs directory, and insert the following property in
the api.properties and rdu.properties files:

/docsis/mibs/custom/mibList=ARRIS-MIB,ARRIS-CM-CAPABILITY-MIB,ARRIS-CM-DEVICE-MIB,ARRIS
-MTA-DEVICE-MIB,PACKETPORT-MIB

BACC 2.7 or later

Note that thedocsis/mibs/custom/mibList property has been renamgdmp/mibs/mibList from
BACC version 2.7 onwards.

If you have the MIB corresponding to the SNMP OID that you want to use, you can add the MIB file to
the BAC RDU. After you add the MIB, any SNMP Ylusing an SNMP OID referenced in the new MIB
is recognized.

To add a new MIB to the BAC RDU:

Launch the BAC administrator user interface.

On the navigation bar, clickonfiguration > Defaults.

On the Configure Defaults page that appedisk the System Defaults link on the left pane.
In the MIB List field, paste the content of the new MIB at the end.

Click Submit.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Note In version 2.7 and later, the MIB parsing tdals been enhanced; subsequently, the tool
sometimes returns errors on MIBrg@ns that parsed without error previously. If you encounter
any error that you are unable to resolve by editing the new MIB, contact the Cisco TAC.

Debugging the MIB Load Order

Typically, vendors provide several MIBs requiriagspecific load order to satisfy inter-MIB
dependencies. But because the verfdequently does not provide tlterrect load order, you must
determine the correct load order yourself. This section describes how you can use BAC debugging
information to resolvéVIB load-order issues.

The MIB load order in BAC is set by the order in which the MIBs are listed in the:
* /snmp/mibs/MibList property, if you are using BACC 2.6.x releases.
» /docsis/mibs/custom/mibList property, if you are using BACC 2.7.x releases.

You can use the runCfgUtil.sh tool to determine the correct load order for the property specified in the
api.propertiesfile. The runCfgUtil.sh tool resides in tlBAC_homé&du/bin directory.

This procedure references tBemp/mibs/MibList property that BACC 2.7.x releases use. If you are
running 2.6.x or earlier releases, ensure that you us@ddses/mibs/custom/mibList property

Configure runCfgUtil.sh via the api.properties file using configuration content similar to that described
in this step. The api.properties fimables BAC tracing to direct Mi@ebugging information to the user
console.

#

# Enable logging to the console

#

[server/log/1/level=Info

Iserver/log/1/properties=level

/server/log/1/service=com.cisco.csrc.logging.SystemLogService

/server/log/l/name=Console

#

# Enable trace categories

#

Iserver/log/trace/rduserver/enable=enabled

#

# The list of MIBs to be added.

#
/snmp/mibs/MibList=arrishdr.mib,arris_cm_capability.mib,arris_mta_device.mib,arris_sip.mi
b,arris_cm.mib,pp.mib,blp2.mib,dev0.mib,docs_evnt.mib,qos.mib,test.mib,usb.mib,snmpv2_conf
.mib,rfc1493.mib,rfc1907.mib,rfc2011.mib,rfc2013.mib,rfc2233.mib,rfc2571.mib,rfc2572.mib,r
fc2573.mib,rfc2574.mib,rfc2575.mib,rfc2576.mib,rfc2665.mib,rfc2669.mib,rfc2670.mib,rfc2786
.mib,rfc2851.mib,rfc2933.mib,rfc 3083.mib

With runCfgUtil.sh so configured, run the tool to encode any template containing an Option 11 or Option
64 (SNMP encoding). The tool attempts to load the MIBs specified wilip/mibs/MibList , and
directs the complete debugging information, along with any MIB load errors, to the user console.

[ oL-4409-03
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Step3  Use the error information to massathe MIB order specified withignmp/mibs//MibList until the
complete set of MIBs loads without error and the file encode succeeds.

Step4  Once you determine a successful load order, complete the procedure based on the BACC version you are
using:

BACC 2.7 or later

a. From the administrator user interface, clicknfiguration > Defaults, then the System Defaults
link.

b. Inthe MIB List field, copythe load order information.

The RDU is now configured to encode templates using the vendor-supplied MIBs.

@e You do not need to restart the RDU.

Ensure that you use th@mp/mibs/mibList string in the api.properties file and the MIB List
field.

BACC 2.6 or later

a. Copy the load order information to tk@mp/mibs/MibList property in thedu.propertiedile. This
file resides in thé8AC_homgé&du/conf directory.

b. Restart the RDU via the BAC process watchdog, usingdetteéinit.d/bprAgent restart rdu
command.

The RDU is now configured to encode templates using the vendor-supplied MIBs.

Encoding Types for Defined Options

Table8-2 identifies the options with defined encoding types.

Table 8-2 Defined Option Encoding Types

Encoding Input Example

Boolean 0 for false and 1 for true. 0

Bytes A series of hexadecimal octets. Each oc{e§0102030405060708
must be 2 characters.

IP Address Four unsigned integer 8, dat)(separated.10.10.10.1

Multiple IP Comma-separated list of IP addresses. |10.11.12.13,10.11.12.14

Addresses

MAC Address Six hexadecimal octets, colon)(or dash |00:01:02:03:04:05

(-) separated. Each mt must be exactly
2 characters. Colons and dashes must ndt"
be mixed. 00-01-02-03-04-05
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Table 8-2 Defined Option Encoding Types (continued)
Encoding Input Example
MAC Address Twelve octets colon: () or dash {) 00:01:02:03:04:05:06:07:08:09:0
And Mask separated. Each octet must be 2 charactér8B
Colons and dashes must not be mixed. Thg—:
first six octets represent the MAC address;
the last six represent the mask for the MA@-01-02-03-04-05-06-07-08-09-0
address. A0B
NVTASCII An ASCII string. The encoded string will | This is an ASCII string
not beNULL terminated.
OID An SNMP OID string. sysinfo.0
OIDCF An SNMP OID string and an unsigned |sysinfo.0,1
integer Q0 or 1) comma separated.
oul Three hexadecimal octets colar) @r dash |00-00-0C

(- ) separated. Each octet must be 2
characters.

SNMPVarBind

An SNMP OID string, type, and value.
Each of these is comma separated. Valig
types are:

BITS
Counter
Counter32
Counter64

Gauge

Gauge32

INTEGER

Integer32

IpAddress
OCTETSTRING
OBJECTIDENTIFIER
Opaque

TimeTicks
Unsigned32

The OCTETSTRING can be a
string that will be converted to a
hexadecimal notation without a
trailing NULL, octet string for
example, or hexadecimal notation
contained in single quotes,
‘aa:bb:cc’ for example.

Note

.experimental.docsDev.docsDevMI
jBObjects.
docsDevNmAccessTable.docsDevNmA
ccessEntry.docsDevNmAccessStatu
s.1, INTEGER, 4

Sub Type

One or two comma separated unsigned
integer 8.

or
12,14

Cisco Broadband Access
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Table 8-2 Defined Option Encoding Types (continued)

Encoding Input Example
Unsigned integer 80 to 255 14
Unsigned integer |0 to 65535 1244

16

Unsigned integer |0 to 4294967295 3455335
32

Unsigned integer 8 One unsigned integer 8 and one unsigned 12324
and unsigned integer 16, comma separated.

integer 16

Unsigned integer 8§ Two unsigned integer 8, comma separated

pair

Unsigned integer 8 Three unsigned integer 8, comma 12,3
triplet separated.

ZTASCII An ASCII string. The encoded string will | This is an ASCII string

be NULL terminated.

BITS Value Syntax

When using the BITS type, you must specify either the labels (“intervall interval2 interval3”) or numeric
bit location (“0 1 2"). Note that label vads are 1-based and bit values are 0-based.

This is the syntax that uses the bit numbers:
option 11 .pktcSigDevROCadence.0,STRING,"0123456 789 10 11 12 13 14"

This is the syntax for the customer octring (FFFE000000000000)ahuses the labels:

option 11 .pktcSigDevROCadence.0,STRING,"intervall interval2 interval3
interval4 interval5 interval6 interval7 interval8 interval9 intervall0
intervalll intervall2 intervall3 intervall4 intervall5"

OCTETSTRING Syntax

The OCTETSTRING can be etha string that is converted toxdaglecimal notatiomvithout a trailing
NULL (for example, octet string), or hexadecimal nimta contained within single quotes, (for example,
'‘aa:bb:cc').

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-3 DOCSIS Options and Version Support
DOCSIS

Option Multi- | Version

Number |Description Encoding Validation valued 1.0 [1.1 |2.0

0 PAD No length and no |N/A True 3 |3

value
1 Downstream Frequency |Unsigned integer 32Multiples of |False |3 |3 |3
62500

Upstream Channel 1D Unsigned integer 8/ None False |3 |3 |3
Network Access Control |Boolean None False |3 |3 |3
Class of Service Compound None False |3 |3 |3

4.1 Class ID Unsigned integer 8 Between 1-16|False |3 |3 |3

inclusive

4.2 Maximum Downstream |Unsigned integer 32None False |3 |3 |3
Rate

4.3 Maximum Upstream Rate|Unsigned integer 32None False |3 |3 |3

4.4 Upstream Channel PriorityUnsigned integer 8/Lessthan 8 |False |3 |3 |3

4.5 Guaranteed Minimum Unsigned integer 32None False |3 |3 |3
Upstream Channel Data
Rate

4.6 Maximum Upstream Unsigned integer 16None False |3 |3 |3
Channel Transmit Burst

4.7 Class-of-Service Privacy |Boolean None False |3 |3 |3
Enable

6 CM MIC Configuration Byte 16 None False |3 |3 |3
Setting

7 CMTS MIC Configuration |Byte 16 None False |3 |3 |3
Setting

9 Software Upgrade NVTASCII None True 3 (3 |3
Filename

10 SNMP Write-Access OIDCF None True 3 (3 |3
Control

11 SNMP MIB Object SNMPVarBind None True 3 (3 |3

14 CPE Ethernet MAC MAC Address None True 3 |3 |3
Address

15 Telephony Settings OptionNVTASCII None False |3 |3 |3

15.2 Service Provider Name |NVTASCII None False |3 |3 |3

15.3 Telephone Number (1) |NVTASCII None False |3 |3 |3

15.4 Telephone Number (2) |NVTASCII None False |3 |3 |3

[ oL-4409-03
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
15.5 Telephone Number (3) | NVTASCII None False |3 |3 |3
15.6 Connection Threshold Unsigned integer 8 None False |3 |3 |3
15.7 Login Username NVTASCII None False |3 |3 |3
15.8 Login Password NVTASCII None False |3 |3 |3
15.9 DHCP Authentication Boolean None False |3 |3 |3
15.10 DHCP Server IP Address None False |3 |3 |3
15.11 RADIUS realm NVTASCII None False |3 |3 |3
15.12 PPPAuthentication Unsigned integer 8 None False |3 |3 |3
15.13 Demand Dial Inactivity  |Unsigned integer 8 None False |3 |3 |3
Timer Threshold
16 SNMP IP Address (No  |IP Address None False |3 |3 |3
Longer Used)
17 Baseline Privacy Compound None False |3 |3 |3
Configuration Setting
17.1 Authorize Wait Timeout |Unsigned integer 32BetweenlandFalse |3 |3 |3
30 inclusive
17.2 Reauthorize Wait TimeoutUnsigned integer 32BetweenlandFalse (3 |3 |3
30 inclusive
17.3 Authorization Grace Time|Unsigned integer 32Between 1 andFalse |3
1800 inclusive
17.3 Authorization Grace Time|Unsigned integer 32Between 1 and False 3 |3
6047999
inclusive
17.4 Operational Wait Timeout|Unsigned integer 32BetweenlandFalse |3 (3 |3
10 inclusive
17.5 Rekey Wait Timeout Unsigned integer 32BetweenlandFalse |3 |3 |3
10 inclusive
17.6 TEK Grace Time Unsigned integer 32Between 1 andFalse |3
1800 inclusive
17.6 TEK Grace Time Unsigned integer 32Between 1 and False 3 |3
302399
inclusive
17.7 Authorize Reject Wait Unsigned integer 32BetweenlandFalse |3 (3 |3
Timeout 600 inclusive
17.8 SA Map Wait Timeout Unsigned integer 32Between 1 and False 3 |3
18006
inclusive
17.9 Maximum Clock Drift Unsigned integer 32Between 1 and False 3 |3
10 inclusive
Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
18 Maximum Number of CPEUnsigned integer 32Greater than QFalse |3 |3 |3
19 TFTP Server Timestamp |Unsigned integer 32None False |3 |3 |3
20 TFTP Server Provisioned|IP Address None False |3 |3 |3
Modem Address
21 Software Upgrade TFTP |IP Address N None False |3 |3 |3
Server
22 Upstream Packet Compound None True 3 |3
Classification Encoding
22.1 Classifier Reference Unsigned integer 8/ Between 1 and False 3 |3
255 inclusive
22.2 Classifier Identifier Unsigned integer 16Between 1 and False 3 |3
65535
inclusive
22.3 Service Flow Reference |Unsigned integer 16Between 1 and False 3 |3
65535
inclusive
22.4 Service Flow ldentifier Unsigned integer 32Greater than QFalse 3 |3
22.5 Rule Priority Unsigned integer 8/ None False 3 |3
22.6 Classifier Activation State|Boolean None False 3 |3
22.7 Dynamic Service Change|Unsigned integer 8|Less than 3  |False 3 |3
Action
22.8 Classifier Error EncodingsCompound None False 3 |3
22.8.1 Error Parameter Sub Type None False 3 |3
22.8.2 Error Code Unsigned integer 8|Less than 26 |False 3 |3
22.8.3 Error Message ZTAASCII None False 3 |3
22.9 IP Packet Classification |Compound None False 3 |3
Encodings
22.9.1 IP Type of Service Range|Unsigned integer 8 None False 3 |3
and Mask triplet
22.9.2 IP Protocol Unsigned integer 16Less than 258|False 3 |3
22.9.3 IP Source Address IP Address None False 3 |3
22.9.4 IP Source Mask IP Address None False 3 |3
2295 IP Destination Address |IP Address None False 3 |3
22.9.6 IP Destination Mask IP Address None False 3 |3
22.9.7 TCP/UDP Source Port  |Unsigned integer 16None False 3 |3
Start
22.9.8 TCP/UDP Source Port EndJnsigned integer 16None False 3 |3

[ oL-4409-03
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
22.9.9 TCP/UDP Destination PortfUnsigned integer 16None False 3 |3
Start
22.9.10 |TCP/UDP Destination PortUnsigned integer 16None False 3 |3
End
22.10 Ethernet LLC Packet Compound None False 3 |3
Classification Encodings
22.10.1 Destination MAC Address MAC Address and |[None False 3 |3
Mask
22.10.2 |Source MAC Address MAC Address None False 3 |3
22.10.3 |Ethertype/DSAP/MacTypeUnsigned integer 8/None False 3 |3
and unsigned
integer 16
22.11 IEEE 802.1P/Q Packet |Compound None False 3 |3
Classification Encodings
22.11.1 IEEE 802.1P User_PriorityUnsigned integer 8|Less than 8 |False 3 |3
pair
22.11.2 IEEE 802.1Q VLAN_ID |Unsigned integer 16None False 3 |3
22.43 Vendor Specific Classifier)Compound None False 3 |3
Parameters
22.43.8 |Vendor ID oul None False 3 |3
23 Downstream Packet Compound None True 3 |3
Classification Encoding
23.1 Classifier Reference Unsigned integer 8|Between 1 and False 3 |3
255 inclusive
23.2 Classifier Identifier Unsigned integer 16 False 3 |3
23.3 Service Flow Reference |Unsigned integer 16Between 1 and False 3 |3
65535
23.4 Service Flow ldentifier Unsigned integer 32Between 1 and False 3 |3
65535
23.5 Rule Priority Unsigned integer 8| Greater than QFalse 3 |3
23.6 Classifier Activation Boolean None False 3 |3
23.7 Dynamic Service Change|Unsigned integer 8|Less than 3  |False 3 |3
Action
23.8 Classifier Error EncodingsCompound None False 3 |3
23.8.1 Error Parameter Sub Type None False 3 |3
23.8.2 Error Code Unsigned integer 8|Less than 26 3 |3
23.8.3 Error Message ZTASCII None False 3 |3
Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
23.9 IP Classification Compound None False 3
Encodings
23.9.1 IP Type of Service Range|Unsigned integer 8 None False 3 |3
and Mask
23.9.2 IP Protocol Unsigned integer 16Less than 258|False 3 |3
23.9.3 IP Source Address IP Address None False 3 |3
2394 IP Source Mask IP Address None False 3 |3
23.9.5 IP Destination Address |IP Address None False 3 |3
23.9.6 IP Destination Mask IP Address None False 3 |3
23.9.7 TCP/UDP Source Port Unsigned integer 16None False 3 |3
Start
23.9.8 TCP/UDP Source Port EndUnsigned integer 16None False 3 |3
23.9.9 TCP/UDP Destination PortUnsigned integer 16None False 3 |3
Start
23.9.10 |TCP/UDP Destination PortUnsigned integer 16None False 3 |3
End
23.10 Ethernet LLC Packet Compound 3
Classification Encodings
23.10.1 |Destination MAC Address|MAC Address and |[None False 3 |3
Mask\
23.10.2 |Source MAC Address MAC Address None False 3 |3
23.10.3 |Ethertype/DSAP/MacTypeUnsigned integer 8/ None False 3 |3
and unsigned
integer 16
23.11 IEEE 802.1P/Q Packet |Compound None False 3 |3
Classification Encodings
23.11.1 IEEE 802.1P User_PriorityUnsigned integer 8|Less than 8 |False 3 |3
pair
23.11.2 IEEE 802.1Q VLAN_ID |Unsigned integer 16None False 3 |3
23.43 Vendor Specific Classifier/Compound None False 3 |3
Parameters
23.43.8 Vendor ID oul None False 3 |3
24 Upstream Service Flow |Compound None True 3 |3
Scheduling
24.1 Service Flow Reference |Unsigned integer 16Greater than (False 3 |3
24.3 Service ldentifier Unsigned integer 16None False 3 |3
24.4 Service Class Name ZTASCII None False 3 |3
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS

Option Multi- | Version

Number Description Encoding Validation |valued |1.0 | 1.1| 2.0

24.5 Service Flow Error Compound None True 3
Encodings

2451 Errored Parameter Unsigned integer 8|None False 3 |3

24.5.2 Error Code Unsigned integer 8|Less than 26 |False 3 |3

24.5.3 Error Message ZTASCII None False 3 |3

24.6 Quality of Service Unsigned integer 8|Less than 8 |False 3 |3
Parameter Set Type

24.7 Traffic Priority Unsigned integer 8|Less than 8 |False 3 |3

24.8 Upstream Maximum Unsigned integer 32None False 3 |3
Sustained Traffic Rate

24.9 Maximum Traffic Burst  |Unsigned integer 32None False 3 |3

24.10 Minimum Reserved TrafficlUnsigned integer 32None False 3 |3
Rate

24.11 Assumed Minimum Unsigned integer 16None False 3 |3
Reserved Rate Packet Size

24.12 Timeout for active QoS |Unsigned integer 16None False 3 |3
Parameters

24.13 Timeout for Admitted QoS|Unsigned integer 16None False 3 |3
Parameters

24.14 Maximum Concatenated |Unsigned integer 16None False 3 |3
Burst

24.15 Service Flow Scheduling |Unsigned integer 8|Between 1-6 |False 3 |3
Type inclusive

24.16 Request/Transmission Unsigned integer 32Less than 512|False 3 |3
Policy

24.17 Nominal Polling Interval |Unsigned integer 32None False 3 |3

24.18 Tolerated Poll Jitter Unsigned integer 32None False 3 |3

24.19 Unsolicited Grant Size Unsigned integer 16None False 3 |3

24.20 Nominal Grant Interval  |Unsigned integer 32None False 3 |3

24.21 Tolerated Grant Jitter Unsigned integer 32None False 3 |3

24.22 Grants per Interval Unsigned integer 8|Less than 128|False 3 |3

24.23 IP Type of Service Unsigned integer 8 None False 3 |3
Overwrite pair

24.24 Unsolicited Grant Time |Unsigned integer 32None False 3 |3
Reference

24.43 Vendor Specific PHS Compound None False 3 |3
Parameters

24.43.8 |Vendor ID oul None False 3 |3

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS

Option Multi- | Version

Number Description Encoding Validation |valued |1.0 | 1.1| 2.0

25 Downstream Service FlowCompound None True 3 |3
Scheduling

25.1 Service Flow Reference |Unsigned integer 16Greater than (False 3 |3

25.3 Service ldentifier Unsigned integer 16None False 3 |3

254 Service Class Name ZTASCII None False 3 |3

25.5 Service Flow Error Compound None True 3 |3
Encodings

255.1 Errored Parameter Unsigned integer 8/ None False 3 |3

25.5.2 Error Code Unsigned integer 8|Less than 26 |False 3 |3

25.5.3 Error Message ZTASCII None False 3 |3

25.6 Quality of Service Unsigned integer 8|Less than 8 |False 3 |3
Parameter Set Type

25.7 Traffic Priority Unsigned integer 8|Less than 8 |False 3 |3

25.8 Downstream Maximum |Unsigned integer 32None False 3 |3
Sustained Traffic Rate

25.9 Maximum Traffic Burst  |Unsigned integer 32None False 3 |3

25.10 Minimum Reserved TrafficlUnsigned integer 32None False 3 |3
Rate

25.11 Assumed Minimum Unsigned integer 16None False 3 |3
Reserved Rate Packet Size

25.12 Timeout for active QoS |Unsigned integer 16None False 3 |3
Parameters

25.13 Timeout for Admitted QoS|Unsigned integer 16None False 3 |3
Parameters

25.14 Maximum Downstream |Unsigned integer 32None False 3 |3
Latency

25.43 Vendor Specific PHS Compound None False 3 |3
Parameters

25.43.8 |Vendor ID Oul None False 3 |3

26 Payload Header Compound None True 3 |3
Suppression

26.1 Classifier Reference Unsigned integer 8|Greater than (False 3 |3

26.2 Classifier Identifier Unsigned integer 16Greater than (False 3 |3

26.3 Service Flow Reference |Unsigned integer 16Greater than (False 3 |3

26.4 Service Flow ldentifier Unsigned integer 32Greater than (False 3 |3

26.5 Dynamic Service Change|Unsigned integer 8|Less than 4 |False 3 |3
Action

[ oL-4409-03
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS

Option Multi- | Version

Number Description Encoding Validation |valued |1.0 | 1.1| 2.0

26.6 Payload Header Compound None False 3 |3
Suppression Error
Encodings

26.6.1 Errored Parameter Unsigned integer 8| None False 3 |3

26.6.2 Error Code Unsigned integer 8|Less than 26 |False 3 |3

26.6.3 Error Message ZTASCII None False 3 |3

26.7 Payload Header Bytes None False 3 |3
Suppression Field (PHSF

26.8 Payload Header Unsigned integer 8|Greater than (False 3 |3
Suppression Index (PHSI

26.9 Payload Header Bytes None False 3 |3
Suppression Mask (PHSM)

26.10 Payload Header Unsigned integer 8/None False 3 |3
Suppression Size (PHSS)

26.11 Payload Header Boolean None False 3 |3
Suppression Verification
(PHSV)

26.43 Vendor Specific PHS Compound None False 3 |3
Parameters

26.43.8 |Vendor ID oul None False 3 |3

28 Maximum Number of Unsigned integer 16None False 3 |3
Classifiers

29 Privacy Enable Boolean None False 3 |3

32 Manufacturer CVC Bytes None False 3 |3

33 Co-signer CVC Bytes None False 3 |3

34 SnmpV3 Kickstart Value |[Compound None False 3 |3

34.1 SnmpV3 Kickstart NVTASCII None False 3 |3
Security Name

34.2 SnmpV3 Kickstart Bytes None False 3 |3
Manager Public Number

35 Subscriber Management |Bytes None False 3 |3
Control

36 Subscriber Management [Multiple IP None False 3 |3
CPE IP Table Addresses

37 Subscriber Management |Bytes None False 3 |3
Filter Groups

38 Configuration File ElementCompound None False 3 |3
- docsisV3 Notification
Receiver
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS

Option Multi- | Version

Number Description Encoding Validation |valued |1.0 | 1.1| 2.0

38.1 IP Address of Trap IP address None False 3 |3
Receiver

38.2 UDP Port Number of Trapunsigned integer 16None False 3 |3
Receiver

38.3 Type of Trap Sent by the |unsigned integer 8 [None False 3 |3
PS

38.4 Timeout unsigned integer 32None False 3 |3

38.5 Number of Retries When |unsigned integer 8 [None False 3 |3
Sending an Inform After
Sending the Inform First

38.6 Notification Filtering OID None False 3 |3
Parameters

38.7 Security Name to Use NVTASCII None False 3 |3
When Sending SNMP V3
Notification

39 Enable 2.0 Mode Enable/Disable None False 3

40 Enable Test Mode SubOptions None True 3

41 Downstream Channel List SubOptions None True 3

41.1 Single Downstream SubOptions None True 3
Channel

41.1.1 Single Downstream unsigned integer 16None False 3
Channel Timeout

41.1.2 Single Downstream unsigned integer 32None False 3
Channel Frequency

41.2 Downstream Frequency |SubOptions True 3
Range

41.2.1 Downstream Frequency |unsigned integer 16None False 3
Range Timeout

41.2.2 Downstream Frequency |unsigned integer 32Multiples of |False 3
Range Start 62500

41.2.3 Downstream Frequency |unsigned integer 32Multiples of |False 3
Range End 62500

41.2.4 Downstream Frequency |unsigned integer 32None False 3
Range Step Size

41.3 Default Scanning unsigned integer 32None True 3

42 Multicast MAC Address |MAC Address None True 3

43 Vendor-Specific Compound None True 3 (3 |3
Information

[ oL-4409-03
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
43.1 Static Downstream Unsigned integer 32None False |3 |3 |3
Frequency
43.2 Sync Loss Timeout Unsigned integer 32None False |3 |3 |3
43.3 Update Boot Monitor NVTASCII None False |3 |3 |3
Image
43.4 Power Backoff Unsigned integer 16None False |3 |3 |3
43.8 Vendor ID oul None False |3 |3 |3
43.9 Update Factory System |Boolean None False |3 |3 |3
Image
43.10 Phone Lines Unsigned integer 8|None False |3 |3 |3
43.11 IP Precedence Settings |Compound None True 3 (3 |3
43.11.1 IP Precedence Value Unsigned integer 8 None False |3 |3 |3
43.11.2 |Rate Limit Unsigned integer 32None False |3 |3 |3
43.128 IOS Configuration NVTASCII None False |3 |3 |3
Filename
43.129 IOS Config File Without [NVTASCII None False |3 |3 |3
Console Disable
43.131 IOS CLI Command NVTASCII None True 3 (3 |3
43.132 1.0 Plus Flow Encodings |Compound None False |3 |3 |3
43.132.1 |1.0 Plus Flow ID Unsigned integer 8|None False |3 |3 |3
43.132.2 |Class ID Unsigned integer 8/None False |3 |3 |3
43.132.3 |Unsolicited Grant Size Unsigned integer 16Between False |3 |3 |3
1-65535
inclusive
43.132.4 |Nominal Grant Interval |Unsigned integer 32Between False |3 |3 |3
1-65535
inclusive
43.132.5 |Grants Per Interval Unsigned integer 8 Between False |3 |3 |3
0-127
inclusive
43.132.6 |Embedded Voice Calls |Unsigned integer 8/ Between False |3 |3 |3
0-127
inclusive
43.132.7 |Hold Queue Length Unsigned integer 16Between False |3 |3 |3
0-4096
inclusive
43.132.8 |Fair Queue Compound None False |3 |3 |3
Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-3 DOCSIS Options and Version Support (continued)
DOCSIS
Option Multi- | Version
Number Description Encoding Validation |valued |1.0 | 1.1| 2.0
43.132.8.1|Congestive Discard Unsigned integer 16Between False |3 |3
Threshold 1-4096
inclusive
43.132.8.2|Number of Dynamic Unsigned integer 16Between False |3 |3 |3
Conversation Queues 16-4096
inclusive
43.132.8.3|Number of Reservable |Unsigned integer 16Between False |3 |3 |3
Conversation Queues 0-1000
inclusive
43.132.9 |Custom Queue List LengtfUnsigned integer 8|Between 1-16|False |3 |3 |3
inclusive
43.132.10 |Random Detection Boolean None False |3 |3 |3
43.132.11 |Priority Group Unsigned integer 8|Between 1-16|False |3 |3 |3
inclusive
43.132.12 |Service Policy File NVTASCII None False |3 |3 |3
43.132.13 |Inactivity Timer Unsigned integer 16Between False |3 |3 |3
1-10080
inclusive
43.132.14 |COS Tag NVTASCII None False |3 |3 |3
43.133 Downstream Sub Channe]Unsigned integer 8 Between 0-15(False |3 |3 |3
ID inclusive
43.134 SU Tag NVTASCII None False |3 |3 |3
255 End-of-Data Marker No length and no |N/A False |3 |3 |3
value
PacketCable Option Support
Table8-4 identifies the PacketCable IMITA options that BAC supports.
Table 8-4 PacketCable MTA 1.0 Options
PacketCable
Multi- Version
Number|Description Encoding Validation valued [1.0 |1.1
11 SNMP MIB Object SNMPVarBind None True 3
with 1 byte length
38 SNMPv3 Natification SubOptions None True 3 3
Receiver
38.1 SNMPv3 Natification IPAddress None False |3 3
Receiver |IP Address
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Table 8-4 PacketCable MTA 1.0 Options (continued)
PacketCable
Multi- Version
Number| Description Encoding Validation |valued [1.0 1.1
38.2 SNMPv3 Natification Unsigned integer |None False |3
Receiver UDP Port Number |16
38.3 SNMPv3 Natification SNMPTrapType From1lto5 |False |3 3
Receiver Trap Type
38.4 SNMPv3 Notification Unsigned integer |None False |3 3
Receiver Timeout 16
38.5 SNMPv3 Notification Unsigned integer |From O to 255|False |3 3
Receiver Retries 16
38.6 Notification Receiver OID None False |3 3
Filtering Parameters
38.7 Notification Receiver SecurityNVTASCII None False |3 3
Name
43 Vendor-Specific Information |SubOptions None True 3 3
43.8 Vendor ID Ooul None False |3 3
64 SNMP MIB Object SNMPVarBind None True 3 3
with 2 byte length
254 Telephony Config File Unsigned integer 8 Must be 1 or |False |3 3
Start/End 255
Non-Secure CableHome Option Support
Table8-5 identifies the non-secure Calblome options that BAC supports.
Table 8-5 Non-Secure CableHome Options and Version Support
CableHome
Option Multi- | Version
Number|Description Encoding Validation |valued |1.0
0 PAD No length and no [None True 3
value
9 Software Upgrade Filename NVTASCII None False 3
10 SNMP Write-Access Control OIDCF None True 3
12 Modem IP Address IP Address None False 3
14 CPE Ethernet MAC Address MACAddress None True 3
21 Software Upgrade TFTP Server |IPAddress None False 3
28 SNMP MIB Object SNMPVarBind None True 3
32 Manufacturer CVC Bytes None False 3
33 Co-signer CVC Bytes None True 3
Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 8-5 Non-Secure CableHome Options and Version Support (continued)
CableHome

Option Multi- | Version

Number| Description Encoding Validationvalued |1.0

34 SnmpV3 Kickstart Value SubOptions None False 3

34.1 SnmpV3 Kickstart Security Name&NVTASCII None False 3

38 SNMPv3 Notification Receiver [SubOptions None True 3

38.1 SNMPv3 Notification Receiver IHIPAddress None False 3
Address

38.2 SNMPv3 Notification Receiver |Unsigned integer |None False 3
UDP Port Number 16

38.3 SNMPv3 Notification Receiver |SNMPTrapType |From 1 to5 |False 3
Trap Type

38.4 SNMPv3 Notification Receiver |Unsigned integer |None False 3
Timeout 16

38.5 SNMPv3 Notification Receiver |Unsigned integer |None False 3
Retries 16

38.6 Notification Receiver Filtering |OID None False 3
Parameters

38.7 Notification Receiver Security |[NVTASCII None False 3
Name

43 Vendor-Specific Information SubOptions None True 3

43.1 Vendor ID oul None False 3

53 PS MIC. A 20 octet SHA-1 hashBytes None False 3
of PS config file

255 End-of-Data Marker No length and no [None False 3

value

Using the Configuration File Utility

You use the configuration file utility to test, validate, and view PacketCable 1.0/1.1/1.5, DOCSIS
1.0/1.1/2.0, and CableHome template and configurdiies. These activities are critical to successful
deployment of individualized configuration fileSeeDeveloping Template Files, pagel, for more
information on templates.

The configuration file utility is available only when the RDU is installed; the utility is installed in the
BPR_HOME/rdu/birdirectory.

Both the template file being encoded and the bindeybieing decoded must reside in the directory from
which the configuration file utility is invoked.

All examples in this section assume that thelRB operating and that these conditions apply:
» The BAC application is installed in the default home directéopt(CSCObpr).
« The RDU login name iadmin.

« The RDU login password ishangeme

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Note Some of the examples in this section were trimmed whenever the omitted information is of no
consequence to the example of itsomme. Instances where this occars identified by an ellipses (...)
that precedes the example summary.

This section discusses these topics:

Testing Template Processing for a Local Template File, Bage
Testing Template Processing for an External Template File, page
Specifying Macro Variables at the Command Line, p&g2!
Specifying a Device for Macro Variables, pa@85

Specifying Output to a Binary File, page36

Viewing a Local Binary File, pag&-37

Viewing an External Binary File, page38

Activating PacketCable Basic Flow, page9

Running the Configuration File Utility

In subsequent procedures and examples, the phnaiséie configuration file utility” means to enter the
runCfgUtil.sh command from the directory specified. To run the configuration file utility, run this
command from th&8AC_homédu/bin directory:

runCfgUtil.sh options

The availableoptionsinclude:

-c secret—Specifies the CMTS shared secret when ipgra DOCSIS template file. To specify the
default shared secret, entercisca

-cablehome—ldentifies the input file as a CableHome portal service configuration file. Do not use
this with either thedocsisor -pkt options.

-d—Decodes the binary input file. Do not use this with-heption.

-docsis—Specifies the input file is a DOCSIS configtion file. Do not use this default with the
-pkt option.

-v version—Specifies the DOCSIS version being used. For example, if you are using DOCSIS 1.1,
enter-v 1.1 If you do not specify the version number, the command defaults to use DOCSIS 2.0.
The values that BAC supports are 1.0, 1.1, and 2.0.

-e—Encodes the template input file. Do not use this default withdtmption.
-g—Generates a template file from either a D®)E, PacketCable, or CableHome binary file.
-h host:port—Specifies the host and port. The default port number is 49187.

-i device id—Specifies the device to use when parsing macro variables. For example, if your device
is ID is 1,6,00:00:00:00:00:01, entérl,6,00:00:00:00:00:01When using this option, you must

also use theu and-p options, respectively, to specify the username and password. Do not use this
with the-m option.

-I filename—ldentifies the input file as being on the local file system. For example, if your input file
is called any_file, entet any_file. Do not use this with the option.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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» -loc—Specifies the PacketCable locale, na (North Aoggror euro (Europe). The default is na. If
the MTA is euro-MTA, then the locale should be set to euro.

« -m macros—Specifies key value pairs for macro variablEse format is key=value. If you require
multiple macro variables, use a double comma seépabetween the key value pairs, for example,
key l=value_1,,key 2=value_2. Do not use this with-tloption.

« -p password—Specifies the password to use when connecting to the RDU. For example, if your
password is 123456, entgy 123456

- -ofilename—Saves parsed template file as a binary file. For example, if you want the output to be
found in a file callop_file,enter-o op_file.

» -pkt—Identifies the input file as a PacketCable MTA configuration file. Do not use this with the
-docsisoption.

« -r filename—ldentifies the input file as an external file that has been added to the RDU. For
example, if your file is callefile25, enter f file25. When using this option you must also use the
-u and-p options, to specify the username and password, respectively. Do not use this with the
-| option.

- -s—Displays the parsed template or the contenthefinary file in a human readable format.
- -t—Specifies the PacketCable encoding typeciBe or Basic (the default is Secure).

« -u username-Specifies the username to use when cotingdo the RDU. For example, if your
username is admin, entar admin.

The configuration file utility does not include Option 19 (TFTP server timestamp) and Option 20 (TFTP
server provisioned modem address) in the template file; the BAC TFTP mixing, however, does. Also,
options 6 (CM MIC) and 7 (CMTS MIC) are both autdinally inserted into the encoded template file.
Therefore, you do not have to specify these message integrity checks (MIC).

Adding a Template to BAC

Stepl

Step2

Step3
Step4

To use the configuration file utility to test BAC templates:

Develop the template as describe®igveloping Template Files, pagel. If the template includes other
templates, make sure all the referentauplates are in the same directory.

Run the configuration file utility on the local file system. You can check the syntax for the template, or
have the configuration file utility process the template as IGS would, and return output.

If the template contains macro variables;fpan these operations in the order specified:
a. Test with command line substitution.

b. Test with a device thdtas been added to your RDU.

Add the template (and any includeeimplates that are used) to the RDU.

Run the configuration file utility to parse an external file. $esting Template Processing for an
External Template File, page32

If the template contains macro variables;fpan these operations in the order specified:
a. Test with command line substitution.

b. Test with a device thdtas been added to your RDU.

[ oL-4409-03
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Step5

After all tests succeed, configure aa€$ of Service to use the template.

Converting a Binary File Into a Template File

Syntax Description

Stepl
Step2
Step3

Use therunCfgUtil.sh command to convert binary configuration memory files into template files. BAC
dynamic configuration generation is based on temes that are created. Automatically converting
existing, tested, binary files to template filggeeds the process and reduces the possibility of
introducing errors.

runCfgUtil.sh -g -l binary_file-o template_file
« -g—Specifies that a template file needsbgenerated from an input binary file

» | binary_file—Specifies the local input file, includingdlpathname. In all cases, the input binary
filename will have a .cm file é&nsion; bronze.cm, for example.

» -otemplate_file—Specifies the output template file, inclad the pathname. In all cases, the output
template file will have a .tmpl file extension; for exampksst.tmpl.

To convert a binary file into a template file:

Change directory to /opt/CSCObpr/rdu/samples/.
Select a template file to use. This examplesuan existing binary file called unprov.cm.

Run the configuration file utility using this command:

# ./runCfgUtil.sh -g -l unprov.cm -o test.tmpl -docsis

-docsis—Specifies the input file to be a DOCSIS configuration file.

After running the utility, results similar to these should appear:

Broadband Access Center Configuration Utility
Version: 2.7.1, Revision: 1.26

B R R R R R
## Template File Generator

## Generated on Fri Jan 12 16:12:51 EST 2007

B R R R R R

B R R R R R R R R R R
## Each generated option will be represented by the following:

## The first line will represent a description of the

## generated option

## The second line will represent the generated option

## The third line will represent the custom version

## of the generated option

R R

# (3) Network Access Control
Option 3 01
# Option 3 hex 01

# (4.1) Class ID
Option 4.1 1
# Option 4.1 hex 01
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# (4.2) Maximum Downstream Rate
Option 4.2 128000
# Option 4.2 hex 0001F400

# (4.3) Maximum Upstream Rate
Option 4.3 64000
# Option 4.3 hex 0000FAO0

# (4.4) Upstream Channel Priority
Option 4.4 1
# Option 4.4 hex 01

# (4.5) Guaranteed Minimum Upstream Channel Data Rate
Option 4.50
# Option 4.5 hex 00000000

# (4.6) Maximum Upstream Channel Transmit Burst
Option 4.6 1600
# Option 4.6 hex 0640

# (4.7) Class-of-Service Privacy Enable
Option 4.7 00
# Option 4.7 hex 00

# (11) SNMP MIB Object

Option 11
.iso.org.dod.internet.experimental.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevN
mAccessEntry.docsDevNmAccessStatus.1,INTEGER,createAndGo

# Option 11 hex 3082000F060A2B060103530102010701020104

# (18) Maximum Number of CPEs
Option 18 1
# Option 18 hex 01

Testing Template Processing for a Local Template File

Syntax Description

Stepl
Step2

Step3

Use therunCfgUtil.sh command to test processing for template files stored on the local file system.

runCfgUtil.sh -pkt -I file
» -pkt—Identifies the input file as a PacketCable MTA file.
« -l—Specifies that thenput file is on the local file system.
- file—Identifies the input template file being parsed.

To parse a template file that is on the local file system:

Change directory to /opt/CSibpr/rdu/samples/packet_cable.

Select a template file to use. This example uses an existing template file called
unprov_packet_cable.tmpl. The -pkt option is used because this is a PacketCable MTA template.

Run the configuration file utility using this command:
# runCfgUtil.sh -pkt -l unprov_packet_cable.tmpl

[ oL-4409-03
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unprov_packet_cable.tmpl—Identifies the input template file being parsed.

After running the utility, results similar to these should appear:

Off File Bytes Option Description Value

0 FEO0101 254 Telephony Config File Start/End 1

3 0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.
2B06010401A30B private.enterprises.ca
0202010101 bleLabs.clabProject.cl
0700020102 abProjPacketCable.pktc

MtaMib.pktcMtaMibObjec
ts .pktcMtaDevBase.
pktcMtaDevEnable
d.0,INTEGER,false(2)

0 error(s), 0 warning(s) detected. Parsing of unprov_packet_cable.tmpl was successful.
The file unprov_packet_cable.tmpl was parsed successfully in 434 ms.

The parser initialization time was 92 ms.

The parser parse time was 342 ms.

Testing Template Processing for an External Template File

Use therunCfgUtil.sh command to test processing of external template files.

Syntax Description runCfgUtil.sh -r file -u usernamep passworddocsis
« -r—Identifies the input file as an exterrfdé that has been added to the RDU.
» file—ldentifies the input template file being parsed.
» -u username-Specifies the username to use when connecting to the RDU.
» -p passworg— Specifies the password to use when connecting to the RDU.
« -docsis—Identifies the file as a DOCSIS template.

To parse a template file thhtis been added to the RDU:

Stepl  Change directory to /opt/CSCObpr/rdu/samples/docsis.

Step2  Select a template file to use. This example usesxating template file called unprov.tmpl. The -docsis
option is used because a DOCSIS template is being used.

Step3  Run the configuration file utility using this command:

# runCfgUtil.sh -r unprov.tmpl -u admin -p changeme -docsis

« unprov.tmpl—Identifies the input file.
« admin—Identifies the username.
» changeme—Identifies the password.
After running the utility, results similar to these should appear:

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Note The results shown here are for illustratimmy and have been trimmed for brevity.

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FA00 4.2 Maximum Downstream Rate 128000 bits/sec

14 03040000FA00 4.3 Maximum Upstream Rate 64000 bits/sec

20 040101 4.4 Upstream Channel Priority 1

252 06108506547F 6 CM MIC Configuration Setting 8506547FC9152B44
C9152B44DB95 DB955420843EF6FE
5420843EF6FE

270 0710644B675B 7 CMTS MIC Configuration Setting 644B675B70B7BD3E
70B7BD3EO9AC 09AC210F794A1E8F
210F794A1E8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 375 ms.

The parser initialization time was 63 ms.

The parser parse time was 312 ms.

Testing Template Processing for a Local Template File and
AddingSharedSecret

Use therunCfgUtil.sh command to test processing for a tenglile and add a shared secret that
you specify.

Syntax Description runCfgUtil.sh -e -docsis -Ifile -c secret
- -e—ldentifies the encode option.
« -docsis—Identifies the input file as a DOCSIS template file.
» -|—Specifiesthat the input file is on the local file system.
» file—Identifies the input template file being parsed.
» -c—Specifies the CMTS shared secretemtparsing a DOCSIS template file.
- secret—dentifies the new shared secréhe default shared secretdisca

To parse a locally saved template fided set a user specified shared secret:

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Stepl  Change directory to /opt/CSCObpr/rdu/samples/docsis.

Step2  Select a template file to parse. This example uses an existing template file called unprov.tmpl. The

-docsis option is used because this is a DOCSIS template.
Step3  Run the configuration file utility using this command:

# runCfgUtil.sh -e -docsis -I unprov.tmpl -c shared

« unprov.tmpl—Identifies the input file on the local file system.
» shared—Ildentifies that new shared secret.

After running the utility, results similar to these should appear:

Off File Bytes Option Description

0 030100 3 Network Access Control

3 041F 4 Class of Service

5 010101 4.1 Class ID

8 02040001F400 4.2 Maximum Downstream Rate

14 03040000FA0Q0 4.3 Maximum Upstream Rate

20 040101 4.4 Upstream Channel Priority

252 06108506547F 6 CM MIC Configuration Setting
C9152B44DB95
5420843EF6FE

270 0710644B675B 7 CMTS MIC Configuration Setting
70B7BD3EO9AC
210F794A1ES8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 375 ms.

The parser initialization time was 63 ms.

The parser parse time was 312 ms.

Specifying Macro Variables at the Command Line

Use therunCfgUtil.sh command to specify macro variables.

Syntax Description runCfgUtil.sh -e -l file -m “macros”
- -e—ldentifies the encode option.
» -|—Specifiesthe input file is on the local file system.
» file—Identifies the input template file being parsed.

Value
Off

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

644B675B70B7BD3E
09AC210F794A1ESF

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Stepl
Step2
Step3

Step4

Step5

Using the Configuration File Utilityll

+ -m—Specifies the macro variables to be substituted when parsing a template.

- “macros”—Identifies the desired macros. When mukiphacro variables are required, insert a
double comma separator between each macro.

To specify values for macro variables at the command line:

Change directory to /opt/CSCObpr/rdu/samples/templates.
Select a template file to use.

Identify the macro variables in the template. In this example, the macro variables are macrol (option 3
and macrol1l (option 4.2).

Identify the values for the macro variables. The value for macrol will be set to 1, and the value for
macroll to 64000.

Run the configuration file utility using this command:

# runCfguUitil.sh -e -l macro.tmpl -m "macrol=1,,macro11=64000"

» macro.tmpl—Identifies the input file.

« macrol=1, macrol1=64006-Identifies the key value pairs for macro variables. Since multiple
macro variables are necessary, a double commaatepé#s inserted between the key value pairs.

After running the utility, results similar to these should appear:

Off File Bytes Option Description Value
0 030101 3 Network Access Control On
3 041F 4 Class of Service

010101 4.1 Class ID 1
8 02040000FA00 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FAQ0 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1

0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.
The file macro.tmpl was parsed successfully in 854 ms.

The parser initialization time was 76 ms.

The parser parse time was 778 ms.

Specifying a Device for Macro Variables

Syntax Description

Use therunCfgUtil.sh command to specify a device for macro variables.

runCfgUtil.sh -e -l file -i MAC -u usernamep password

- -e—ldentifies the encode option.

» -|—Specifiesthe input file is on the local file system.

» file—Identifies the input template file being parsed.

» -i—Specifies the device to usénen parsing macro variables.

[ oL-4409-03
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Stepl
Step2
Step3

Step4

Step5

+ MAC—Identifies the MAC address of the device.
« -u username-Specifies the username to use when connecting to the RDU.
« -p password— Specifies the password to use when connecting to the RDU.

To specify a device to be used for macro variable substitution:

Change directory to /opt/CSCObpr/rdu/samples/templates.
Select a template file to use. This example will use the existing template file, macro.tmpl.

Identify the macro variables in the template. In this example, the macro variables are macrol (option 3)
and macrol1l (option 4.2).

Identify the device to use. This example will assume that the device exists in the RDU and has the macro
variables set as properties. The wafor macrol will be set to 1, and the value for macrol1l to 64000.

Run the configuration file utility using this command:
# runCfgUtil.sh -l macro.tmpl -i "1,6,00:01:02:03:04:05" -u admin -p changeme

« macro.tmpl—Identifies the input file.

« 1,6,00:01:02:03:04:05-Identifies the MAC address of thevdee. The MAC address used here is
for example purposes only.

« admin—Identifies the default username.
« changeme—ldentifies the default password.

After running the utility, results similar to these should appear:

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FAQ0 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FAOQ0 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1

0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.
The file macro.tmpl was parsed successfully in 823 ms.

The parser initialization time was 102 ms.

The parser parse time was 803 ms.

Specifying Output to a Binary File

Syntax Description

Use therunCfgUtil.sh command to specify the output of a parsed template as a binary file.

runCfgUtil.sh -1 input_file-o output_file

« -|—Specifiesthat the input file is on the local file system.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]



| Chapter8 Configiion Templates Management

Using the Configuration File Utilityll

- input_file—Identifies the input template file being parsed.
« -0—Specifies that the parsed template file is to be saved as a binary file.

- output_file—Identifies the name of the file in which th&ary contents of the parsed template file
are stored.

To specify the output from parsing a template to a binary file:

Stepl  Change directory to /opt/CSCObpr/rdu/samples/templates.

Step2  Select a template file to use.

Step3  ldentify the name of the output file. This example will use unprov.cm.
Step4  Run the configuration file utility using this command:

# runCfguUtil.sh -l unprov.tmpl -0 unprov.cm

« unprov.tmpl—Identifies the existing template fileeing parsed into a binary file.
« unprov.cm—Identifies the output filename to be used.

After running the utility, results similar to these should appear:

Broadband Access Center Configuration Utility
Version: 2.7.1

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 595 ms.

The parser initialization time was 262 ms.

The parser parse time was 333 ms.

Viewing a Local Binary File

Use therunCfgUtil.sh command to view a binary file stored in the local system.

Syntax Description runCfgUtil.sh -d -l file
- -d—Specifies that the command is going to decode a binary input file for viewing.
- -l—Identifies that the input file resides on the local file system.
- file—Identifies the existing binary input file to be viewed.
To view a binary file that is on the local file system:

Stepl  Change directory to /opt/CSibpr/rdu/samples/packet_cable.
Step2  Select a binary file to view.

Step3  Run the configuration file utility using this command:
# runCfgUtil.sh -d -l unprov_packet_cable.bin

unprov_packet_cable.bin—Identifies the existing binary input file to be viewed.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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After running the utility, results similar to these should appear:

Off File Bytes Option Description Value
0 FE0101 254 Telephony Config File Start/End 1
0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.
3 2B06010401A30B private.enterprises.ca
02020101010700 bleLabs.clabProject.
020102 clabProjPacketCa
ble.pktcMtaMib.pktcMta
MibObjects
.pktcMtaDevBase.
pktcMtaDevEnable

d.0,INTEGER,fals e(2)

Viewing an External Binary File

Use therunCfgUtil.sh command to view an external binary file.

Syntax Description runCfgUtil.sh -d -r file -u usernamep password
« -d—Specifies that the command is going to decode a binary input file for viewing.
« -r—Ildentifies the input file an external file that has been added to the RDU.
» file—Identifies the existing external binary file in the RDU.
» -u username-Specifies the username to use when connecting to the RDU.
» -p passworg— Specifies the password to use when connecting to the RDU.
To view a binary file that has been added to the RDU:

Stepl  Select a binary file to view. This example will use the existing binary file unprov.cm, and assumes that
the RDU is localhost:49187.

Step2  Run the configuration file utility using this command:

# runCfgUtil.sh -d -r unprov.cm -u admin -p changeme

- unprov.cm—Identifies the existing external binary file in the RDU.
- admin—Identifies the default username.
« changeme—ldentifies the default password.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
8-38 0L-4409-03]




| Chapter8 Configiion Templates Management

After running the utility, results similar to these should appear:

Off File Bytes Option Description

0 030100 3 Network Access Control

3 041F 4 Class of Service

5 010101 4.1 Class ID

8 02040001F400 4.2 Maximum Downstream Rate

14 03040000FA00 4.3 Maximum Upstream Rate

20 040101 4.4 Upstream Channel Priority

252 06108506547F 6 CM MIC Configuration Setting
C9152B44DB95
5420843EF6FE

270 0710644B675B 7 CMTS MIC Configuration Setting
70B7BD3EO9AC
210F794A1E8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 375 ms.

The parser initialization time was 63 ms.

The parser parse time was 312 ms.

Activating PacketCable Basic Flow

Use therunCfgUtil.sh command to support the generation and insertion of the PacketCable Basic Flow

integrity hash into a Basic Flow static configuration file.

Using the Configuration File Utilityll

Value
Off

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

644B675B70B7BD3E
09AC210F794A1E8F

Syntax Description runCfgUtil.sh -t {basic|securg -r flename-u usernamep password-pkt

« basic—Calculates and inserts a PacketCable BBRKiw integrity hash into an MTA static

configuration file.

» secure—Stops the insertion of the PacketCable Basic Flow integrity hash into an MTA static

configuration file. This is the default setting.

» -r—Ildentifies the input file an external file that has been added to the RDU.

» filename—Identifies the input external file.

« -u username-Specifies the username to use when connecting to the RDU.

« -p password—Specifies the password to use when connecting to the RDU.

« -pkt—Identifies the input file as a PacketCable MTA configuration file.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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To support the generation and insertion of the PacketCable Basic Flow integrity hash into a Basic flow
static configuration file:

Stepl  Change directory to /opt/CSCObpr/rdu/samples.

Step2  Select the Basic Flow static configuration file into which you want to insert the PacketCable Basic Flow
integrity hash. This example uses the generic_mta.tmpl.

Step3  Run the configuration file utility using this command:

# runCfgUtil.sh -t basic -r generic_mta.tmpl -u admin -p changeme -pkt

« generic_mta.tmpl—Identifies the Basic Flow static configuration file.
« admin—Identifies the default username.
« changeme—ldentifies the default password.

After running the utility, results similar to these should appear:

Broadband Access Center Configuration Utility
Version: 2.7.1, Revision: 1.26

Off File Bytes Option Description Value

0 FEO0101 254 Telephony Config File Start/End 1

3 0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.
2B06010401A3 private.enterprises.ca
0B0202010101 bleLabs.clabProject.cl
0700020101 abProjPacketCable.pktc

MtaMib.pktcMtaMibObjec
ts.pktcMtaDevBase.pktc
MtaDevEnabled.0,INTEGE

R,true(1)

26 0B2530230610 11 SNMP MIB Object .iso.org.dod.internet.
2B06010401A3 private.enterprises.ca
0B0202020102 bleLabs.clabProject.cl
01010109040F abProjPacketCable.pktc
434D532E4950 SigMib.pktcSigMibObjec
464FAE49582E ts.pktcNcsEndPntConfig
434F4AD Objects.pktcNcsEndPntC

onfigTable.pktcNcsEndP
ntConfigEntry.pktcNcsE
ndPntConfigCallAgentid
.9,STRING,CMS.IPFONIX.
COM

241 FEOL1FF 254 Telephony Config File Start/End 255

0 error(s), 0 warning(s) detected. Parsing of generic_mta.tmpl was successful.
The file generic_mta.tmpl was parsed successfully in 88 ms.

The parser initialization time was 36 ms.

The parser parse time was 52 ms.

A file with a .tmpl extension is assumed to béymamic configuration template, for which the Basic
hash calculation and insertion occur transparentinduemplate processing; as a result, you can use
the same template for provisioniilgthe Secure and Basic modes.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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However, if you want to convert a Secure static binary configuration file to a Basic static configuration
file before inserting the hash, follow this procedure:

a. Convert the Secure static file to a template, by using:
# runCfgUtil -1 input_static_filenamepkt -g -o output_template_filename
b. Convert the Secure static template intBasic static configuration file, by using:
# runCfgUtil -t basic -l input_template_name output_Basic_static_filenamekt
This command calculates and inserts the Basic intelgaish into the Basicatic configuration file.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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CHAPTER 9

Understanding the Administrator User Interface

This chapter describes how to access the Broadhandss Center (BAC) administrator user interface
and explains the interface. The topics covered are:

» Configuring the Administrator User Interface, pd&yé
« Accessing the Administrator User Interface, pQg2

« Studying the Administrator User Interface, p&yb

Configuring the Administrator User Interface

Before you use the administrator user interface, examinadiménui.propertiedile. This file contains
a variety of controls that speciffie behavior of the interface.

You can open this file using any text editor, and change its content to perform the functions that you
want. After you save the changes, restart the irderface so that the changes take effect.

To start the administratarser interface, enter:

# etclinit.d/bprAgent start tomcat

To stop the administrator user interface, enter:

# etclinit.d/bprAgent stop tomcat

To restart the administrator user interface, enter:
# letc/init.d/bprAgent restart tomcat
You can configure the user interface by using the options available in the adminui.properties file. These

options are controlled by BAC settings or defined in the adminui.properties file in the
BAC_hom#é&du/conf directory. The configuration parameters are:

» Jadminui/port ~—Specifies the listening port of the RDU. The default port number is 49187.

» Jadminui/igdn  —Specifies the fully qualified domain name of the host on which the RDU is
running. The default value is the FQDNtbE host; for example, bac_test ACME.COM.

* Jadminui/maxReturned ~—Specifies the maximum number ofaseh results. The default value is
1000.

» Jadminui/pageSize = —Specifies the number of search resulisplayed per page. You can set this
number at 25, 50, or 75. The default value is 25.

e /adminui/refresh —Specifies if the refresh function is enabled or disabled. This option is, by
default, disabled.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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* Jadminui/extensions —Specifies if the use of extensions in BAC is enabled or disabled. You use
extensions to augment BAC behavior or addmort for new device technologies. The use of
extensions is, by default, enabled.

e Jadminui/maxFileSize —Specifies the maximum size of a file uploaded to BAC. The default file
size is 4 MB.
e Jadminui/refreshRate —Specifies the duration (in secondsheafwhich a screen is refreshed. The

default value is 90 seconds. Before sefta value for this option, ensure that Muginu/refresh
option is enabled.

» Jadminuitimeout ~ —Specifies the length of time (in seconds) after which an idle session times out.
The default period is set as 300 seconds.

» Jadminui/noOfLines ~ —Specifies the last number of lines fradu.log or dpe.logthat appear on the
user interface. The default number of lines that appear is 250.

Example 9-1 Sample adminui.properties File

/adminui/port=49187
/adminui/fgdn=doc.cisco.com
/adminui/maxReturned=1000
/adminui/pageSize=25
/adminui/refresh=disabled
/adminui/extensions=enabled
/adminui/maxFileSize=10000000
/adminui/refreshRate=90
/adminui/timeout=300
/adminui/noOfLines=250

Accessing the Administrator User Interface

You can access the BAC user interface from any coerghtt can access the URorresponding to the
BAC application.

Logging In

You can log in to the BAC user interface as amandstrative user, a Read/Write user, or a Read-Only
user. Although each user type haatient capabilities, as describedUiser Management, pad®-1,
you access the user interface in the same way.

Complete this procedure to access BAC administrator user interface:

Stepl  Launch your web browser.

Table9-1 lists the browsers supported in this BAC release.

Table 9-1 Browser Platform Support

Platform Supported Browsers

Windows 2000 (Service Pack 2Internet Explorer 6.0 and above

Netscape 4.7 and above

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 9-1 Browser Platform Support (continued)

Platform Supported Browsers
Red Hat Linux (7.1) Netscape 4.7 and above
Solaris (2.9) Netscape 4.7 and above

Step2  Enter the administrator’s location using this syntax:

http://  machine_name : port_number /

« machine_name-ldentifies the computer on which the RDU is running.

Note To access the administrator user interfaceHd P over SSL, also known as HTTPS, enter:
https:/fmachine_namfe

» port number—Identifies the computer port on which thewer side of the administrator application
runs. The default port number is:

— 8100 for HTTP over TCP
— 8443 for HTTP over SSL

The main login page, shown Kigure9-1, appears.

Figure 9-1 Login Page

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Step3  Enter the default usernamadmin) and passwordchangema@.

If you are logging in for the first time, the Change Password screen appears. Enter a new password and
confirm it.

Note Note that the FQDN of the RDU server you are logged in to appears in the User Login area.

Step4  Click Login.
The Main Menu page, shown igure9-2, appears.

Figure 9-2 Main Menu Page

Note  You can use the link at the top of the page tothédicense keys for eathchnology that you are
authorized to use. For details, S@enfiguring Broadband Access Center, padel

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Logging Out

Complete this procedure to log out of BAC:

Stepl  Click theLogout tab at the top right corner of any page.
Step2 A confirmation dialog appears. ClicBK.
This returns you to the User Login page. Sapire9-1.

Studying the Administrator User Interface

The BAC administrator user interface, as showRigure9-3, is divided into three separate areas:

» Banner area—Contains all menu options includingogout button, the Primary Navigation bar,
and the Secondary Navigation bar.

- Content area—Contains all BAC data resultingrfrihe functions performed from the Primary and
Secondary Navigation bars.

« Results area—Indicates how many pages of informati@ available. This is particularly useful
when reviewing the results of searches.

Some BAC administrator pages may also candew, Delete, Submit, or Reset controls.

Figure 9-3 Administrator User Interface
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Understanding the Icons

The BAC administrator user interface features icovisich you can use to perform specific functions.
Table9-2 defines these icons.

Table 9-2

Administrator User Interface lcons

Ilcon

Description

This icon serves as:
» View Details icon—Enables you to viegietails of a given device or file.
« Operations icon—Enables you to execute operations on a given device.

Delete icon—Deletes a specific object.

Export icon—Exports the contents of a specific file to the client computer.

These icons are used in sections describing proesdhat you perform via the administrator user
interface. These stons include:

« Using the Administrator User Interface, page 1

« Configuring Broadband Access Center, padel
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Using the Administrator User Interface

This chapter describes the administration tgeksormed from the Broadimd Access Center (BAC)
administrator user interface. These tasks mainly involve monitoring the actions of various BAC
components and include:

« User Management, pad®-1
- Device Management, pad®-4
« Node Management, pad®-16
« Viewing Servers, pag&0-19

Note  The procedures described in this chapter are pred@ngetutorial manner. Wherever possible, examples
are included to illustrate the psible results of each procedure.

User Management

Managing users involves adding, modifying, and deleting users who administer BAC. Depending on
your user type, you can use this menu to add, fpoaind delete users. This menu displays all users
configured to use BAC and identifies their user types.

There are three types of BAC users: an Administiad Read/Write user, and a Read-Only user. Each
has different levels of access, with unique permissito ensure access caritand the integrity of
provisioning data.

The assigned user type appears near the top right corner of every screen on the administrator
user interface.

Administrator

BAC recognizes only one administrator and allows tisisr to view, add, modify, and delete device data,
and create other users. As an Administrator gan also change other users’ permissions from
Read/Write to Read Only, and vice versa. In addition, you have the ability to change the passwords of
any other user type.

You cannot delete the Administrator user.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Read/Write User

As a Read/Write user, you can perfothe same functions as the administrator except creating other
users, changing the user types of others, or charn@igpasswords. Read/W&iusers can change their
own passwords.

Read-Only User

As a Read-Only user, you have basic access including the ability to change your password and to view,
but not change, device data. You cannot perform any action that is considered disruptive. You cannot,
for example, perform reset or regenerate configurations.

Note  During migration from an acceptabpeevious release to BAC 2.7.4l] migrated users are assigned
Read/Write privileges.

You can add and delete users only if you are logged in as the Administrator.

This section contains instructions for managing BAC users including:
« Adding a New User

« Modifying Users

« Deleting Users

Adding a New User

Adding a new user is a simple process of entettireguser’'s name and creating a password. However,
while creating a new user you do have to determine which type of user it will be; a Read/Write user or
a Read-Only user. BAC comes with one Administrateer already created; you cannot create an
Administrator as a new user. To add a new user:

Stepl  Click Users from the Main Menu or the Primary Navigatibar. The Manage Users page, described in
Figure10-1, appears.

Figure 10-1 Manage Users Page

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]



| Chapter 10  Using tAdministrator User Interface

User Managementll

Step2  Click Add to display the Add User page.
Step3  Enter the new user’'s username and a password.

Step4  Confirm the new user’s password, and select whether the new user’s role is to be read only or read/write
See earlier sections for complete descriptions of each user type.

Step5  Enter a short description of the new user.

ﬁ Use the description field to identify the user’s job or position, something that identifies the
unique aspects of the new user.

Step6  Click Submit.
The Manage Users page appears with the new user added.

Note The new user's password must be recorded and sitogedafe place to heprevent loss or theft
of the password and pob# unauthorized entry.

Modifying Users

Although any user type can modify their password and user description, only the administrator can
modify any other user’s information.

To modify user properties:

Stepl  From the Main Menu or the Primary Navigation bar, clitders. The Manage User page appears.
Step2  Click the correct user name to display the Modify User page for that user.

Step3  Make the necessary changes to thespeord, user type (you must be logged in as the Administrator),
and the user’s description.

Step4  Click Submit.
The Manage Users page appears whth modified user information.

Deleting Users

Only the administrator can delete any other usat #ippears in the Manage Users page. You cannot
delete the default user, calladmin. To delete a user:

Stepl  From the Main menu or the Primary Navigation bar, cliders.The Manage User page appears.

Step2  Click theDeleteicon ( ) corresponding to the user you want to delete. The Delete User dialog box
appears.

Step3  Click OK. The Manage Users page appears without the deleted user.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Device Management

Use the Devices menu to provision and manage various devices. You can:

» Search for a specific device or for a group ofides that share criteria that you specify. See
Searching for Devices, pad®-5.

- Add, modify, or delete degées in the RDU database. See:
— Adding Device Records, pad®-14
— Modifying Device Records, pade)-14
— Deleting Devices, page0-15
» View device data, such as configuration, properties.\&@ging Device Details, page0-9.
» Regenerate device configurations. SEgenerating Device Configurations, pdgel5h
« Relate and unrelate any device to a specific nodeR8k&#ing and Unreting Devices, pag&0-16
» Reset, or reboot, any selected device. Begetting Devices, pad®-16

« Return a device configuration to its default condition without rebooting the device. See
Unregistering a Device, pad®-16

Manage Devices Page

The Manage Devices page appears when you Blekceson the Main menu or the primary navigation
bar. This page contains the fields and controls necessary to perform all device management functions.

Figure10-2identifies the details fothe Manage Devices page.

Figure 10-2 Manage Devices Page
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Searching for Devices

By using BAC, you can search for device information in a number of different ways.

To select the search type, from the Manage Devices pages, click the Search Type drop-down list.
Subsequent search pages containeeic components that may be ureqo the search type selected.

The Manage Device page utilizesaweparate but related areas to gateesearch results that let you
perform many device management functions. Thesasaare the Search Type drop-down list, which
defines which search to perform, and the searcheviadid, which qualifiegshe search type. You can
perform these searches:

MAC Address Search—Searches by using theipeeRIAC address for a specific modem or all
devices with a specific vendorgfix that unambiguously ideties the equipment vendor. The
vendor-prefix is the first 3 octets of tlhAC address. For example, for MAC address
1,6,aa:bb:cc:dd:ee:ff, the vendor-prefix is “aa:bb:cc”.

FQDN Search—Searches by using the fully qiedifdomain name (FQDN) associated with the
device that is assigned by the DNS Server.

IP Address Search—Searches by returning all devices on the network that currently have the
specified DHCP leased IP address.

Node search—Searches devices which aregfea particular node or node type.

Owner ID Search—Searches by using the owneadBociated with the dze. The owner ID may
identify the service subscriber’s account numbargf@mple. This searchriation does not support
wildcard searching.

Class of Service search includes:

— Registered Class of Service search—Searchessimng the Class of Seioe that a device has
been provisioned with.

— Related Class of Service search—Searches img umth the registered and selected Class of
Service.

— Selected Class of Service seareBearches by using the ClassS#trvice selected by the RDU
for a device that, for one reason or another, cannot retain its registered Class of Service.

DHCP Criteria search includes:
— Registered DHCP Criteria search—Searchegléwices that belong to certain DHCP criteria.
— Related DHCP Criteria search—Searches usinl tia registered and selected DHCP criteria.

— Selected DHCP Criteria search—Searches ugiaddHCP criteria selected by the RDU for a
device that, for one reason or anothenraa retain its registered DHCP Criteria.

Note  Under normal circumstances gtiiRelated and Selected ClassSefrvice and the Related and

Selected DHCP Criteria should be identical. If they are not, you should investigate the reason

and modify the Selected Class of Service(Criteria to match the Related Class of
Service/DHCP Criteria.

Some searches that you can perform allow theofisewildcard character J*to enhance the search
function. BAC provides specific wildcards for each search, as describebial0-1

[ oL-4409-03
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Table 10-1 Searches Supported for Device Management
Menu Search Search Type Option
MAC Address Search Complete MAC address or partial MAC address followed by a

wildcard asterisk (*) charaatat the end of the string.

For example, to search for a device with the MAC address
1,6,aa:bb:cc:dd:ee:ff, you can try 1,6*

FQDN Search Complete FQDN or partial FQDN string beginning with a
wildcard asterisk (*) character.

For example, to search for a device with the FQDN
IGW-1234.ACME.COM, you can try:

« *acme.com

e *.com

° *

IP Address Search IP Address

Wildcard searches are not supportéou must enter the complete
IP address.

Node Search Node Name
« Drop-down list

Complete MAC address or partial MAC address followed by a
wildcard asterisk (*) charaatat the end of the string.

Owner ID Search Owner ID

Wildcard searches are not supportéou must enter the complete
owner ID.

Registered Class of Service Sear€hass of Service (Type)
« Drop-down list
Registered DHCP Criteria SearchDHCP Criteria (Type)

« Drop-down list

Related Class of Service Search|Class of Service (Type)
» Drop-down list
Related DHCP Criteria Search |DHCP Criteria (Type)

« Drop-down list

Selected Class of Service SearchClass of Service (Type)
» Drop-down list
Selected DHCP Criteria Search |[DHCP Criteria (Type)

« Drop-down list

Note  Cisco does not recommend using the last wildsa@kch (*) in systems &t support hundreds of
thousands, or more, devices. This can return mamysdinds of search results, and use extensive system
resources sufficient to impact performance.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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In addition, a Page Size drop-down lets you limittkienber of search results displayed per page. You
can select 25, 50, or 75 results thsplay. If the number of resultsturned for a search exceeds the
number selected, a screprompt appears at the lower left cormdithe page. These controls let you
scroll backward of forward one pageaatime, or to select a specific page.

A maximum of 1,000 results are returned for angrguwith a maximum of 75 results displayed per
page. You can change the default maximum by modifyingattv@nui/maxReturned property, in the
BAC_hom#é&du/conf/adminui.properties file, and then running bipeAgent restart tomcat command
(which resides in the /etc/init.d/ directory) to restart the BAC Tomcat component.

Device Management Controls

These buttons are locatedealitly below the search fiction fields and are generally used in conjunction
with the search function. For example, you might search for devices belonging to a specific group of
devices in order to perform some sort of management function.

The following buttons are available, although ea@nagement function may noe available depending
on the search type used.

Add
The Add button lets you add a new device to the RDU databasédf8ew Device Records, pad®-14

Delete

The Delete button lets you delete any selected devices from the RDU databd3elesieg Devices,
pagelO-15

Regenerate
Use the Regenerate button to force immediate regéoa of instructions for selected devices.

Relate
The Relate button lets you associate a device (by using its MAC address) with a specific node.

Reset
The Reset button automatically reboots the selected device.

Unrelate

The Unrelate button lets you cancel the relationgigifwveen a selected device and the node that the
device is currently related to.

Unregister
The Unregister button lets you reset a device baclstdafaults as if it had just booted on the network.

Searching for devices returns results under the following headings or links that appear on the page:

Identifier

Identifies all devices matching thearch criteria. Each dhe identifiers displayed has a link to another
page from which you can modify the device.

[ oL-4409-03
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Note

Device Type
Displays the available device types. Available selections include:

ATA186

ATA188

CableHome MAN-Data

CableHome MAN-WAN

DOCSIS Modem

Computer

PacketCable Media Terminal Adapter (MTA)

Status

Identifies whether or not the device is provision&drovisioned device has been registered using the
application programming interface (API), or théministrator user interface, and has booted on
the network.

Details

Displays all available details for the sekedtdevice. For additional information, séewing Device
Details, pagel0-9.

Registered DHCP Criteria search—Searcheslémices that belong to certain DHCP criteria.

Selected DHCP Criteria search-e&ches using the DHCP criteridexged by the RDU for a device
that, for one reason or another, cannot retain its registered DHCP Criteria.

Related DHCP Criteria search—Searches using tithregistered and selected DHCP criteria.

Under normal circumstances the Related/Selectess@hiService and Related/Selected DHCP Criteria
should be identical. If they are not, you should stigate the reason and mfdthe Selected Class of
Service/DHCP Criteria to match the Related Class of Service/DHCP Criteria.

Fully qualified domain name (FQDN) search—Is useful when searching for devices that are
identified through the FQDN assigned by the DBESver, especially when the device MAC address
is unknown.

For exampleywww.cisco.comis a fully qualified domain name. Whenavw identifies the host,
ciscoidentifies the seaud-level domain, anccomidentifies the third-level domain.

IP address search—Returns all devices on tiwark that currently have the specified DHCP
leased IP address.

MAC address search— Is best used when you kihexyprecise MAC address for a specific modem
or when all devices with a specific vendor-prefix unambiguously identify the equipment vendor.
Therefore, if you perform a MAC address seangbu can identify, by the MAC address, the
manufacturer and type of device. Sieeubleshooting Devices by MAC Address, pd@e21, for
information on how you can effaeely use this search criteria.

Note The vendor-prefix is the first 3 octets oEtMAC address. For example, for MAC address

1,6,aa:bb:cc:dd:ee:ff, the vendor-prefix is “aa:bb:cc”.

Node search—Is used to search for nodes and node types that you have already created.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
m. 0L-4409-03]



| Chapter 10  Using tAdministrator User Interface

Device Managementll

+ Owner ID search— Identifies a device, the sendabscriber’'s account nurah or anything else
that uniquely identifies that device. This function does not support wildcard searching.

Viewing Device Details

You can view the details of any device identified ia Hearch results. To view any device details, click
theView Detailsicon ( ) corresponding to the device you want to view, and the View Device Details
page appears.

Figure10-3 provides a sample View Device Details page.

Note  The information that appears in tifieew Device Details page is largetiependent on the type of device
you chooseFigure10-3identifies the details thaypically appear for most devices.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Figure 10-3 View Device Details Page

Table10-2identifies the fields shown iRigure10-3.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 10-2 View Device Details Page

Field or Button Description

Device Details

Device Type Identifies the device type.

MAC Address Identifies the MAC address of the device.

FQDN Identifies the fully qualified domain name (FQDN) for the device; for
example, IGW-1234.ACME.COM.

Host Name Identifies the host. For example, in the FQDN description above, IGW-1234
is the hostname.

Domain Name Identifies the domain within which the host resides. For example, in the
FQDN description above, ACME.COM is the domain name.

Behind Device Identifies the device thas behind this device.

Provisioning Group Identifies the provisioning group to \dh the device has been pre-assigned
or assigned automatically. This is an active link that, if clicked, displays the
Provisioning Group Details page.

Registered DHCP Identifies the DHCP criteria used. Thian active link that, if clicked,

Criteria displays the appropriate Modify DHCP Criteria page.

CPE DHCP Criteria Identifies the DHCP criteria used foustomer premises equipment when in
the Promiscuous mode.

Device Properties Identifies any properties, other than tedkat appear onithpage, that can
be set for this device. This field includes the display of custom properties.

Device Provisioned Specifies if the device is provisioned. A device is provisioned only when it

State is registered and has booted on the network.

Device Registered Stateldentifies if the device is registered.

Relay Agent Circuit Identifies the relay agent circuit identifier of the device. This is equivalent

Identifier to DHCP Option 82, suboption 1.

Relay Agent Remote |ldentifies the relay agentmeote identifier of the device. This is equivalent

Identifier to DHCP Option 82, suboption 2.

Client Identifier Identifies the client identification esl by the device in its DHCP messages.

Client Request Host Identifies the hostname that the client requests in its DHCP messages.

Name

Registered Class of Identifies the Class of Service assigriedhe device. If a different Class of

Service Service has been selected for the dewy extension, an additional field
with Selected Class of Service appears.

Owner Identifier Identifies the device. This may be a&eu$D or an account number; the field
may also be blank.

Detected Properties Identifies properties returned by the RDU device detection extension(s)
when configuration for the device is generated.

Selected Properties Identifies properties returned blye RDU service level selection
extension(s) for the detected device type when the configuration for the
device is generated.

Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
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Table 10-2 View Device Details Page (continued)
Field or Button Description
Is Behind Required Specifies “false” if thePDeviceKeys.MUST_BE_BEHIND_DEVICE property
Device has been used to establish a requistaly agent device and the service level
selection extension(s) determines that this device did not boot behind the
required relay agent.
Is In Required Specifies “false” if tha@PDeviceKeys.MUST_BE_IN_PROV_GROUP property
Provisioning Group has been used to establish a required provisioning group and the service
level selection extension(s) determines that this device did not boot in the
required provisioning group.
Selected Access Identifies the access granted to theide by the service level selection
extension(s):
+ REGISTERED—Indicates that the device was registered and met
requirements for access.
+ PROMISCUOUS—Indicates that the device’s provisioning will be
based on policies assigned to its relay agent.
« DEFAULT—Indicates that the device will be provisioned with default
access for its device type,.
« OTHER—NOot used by the default extensions built into BAC and is
provided for use by custom extensions.
Selected Class of Identifies the name of the Clasf Service used to generate the
Service configuration for the device.

Selected DHCP Criteria ldentifies the name of the DHCP critetised to generate the configuration
for the device.

Selected Explanation |Provides a textual description of why the service level selection extension(s)
selected the access they granteddéeice. For example, the device may
have been granted default access because it did not boot in its required
provisioning group.

Selected Reason Identifies why the service level setaan extension(s) selected the access
they granted the device as an enumeration code. The possible values are:

. NOT_BEHIND_REQUIRED_DEVICE

« NOT_IN_REQUIRED_PROV_GROUP

- NOT_REGISTERED

. OTHER

. PROMISCUOUS_ACCESS_ENABLED

. REGISTERED

. RELAY_NOT_IN_REQUIRED_PROV_GROUP
. RELAY_NOT_REGISTERED

Most of these indicate violations ofgqeirements for granting registered or
promiscuous access, resultingdefault access being granted.

Related Node Name |ldentifies the node(s) name and nodpetyo which this device is related.
(Node Type) SeeNode Management, pad®-16
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Table 10-2 View Device Details Page (continued)

Field or Button Description

DHCP Information

DHCP Inform Identifies additional information that the Cisco Network Registrar

Dictionary extensions send to the RDU when requesting the generation of a
configuration. This is for internal BAC use only.

DHCP Request Identifies the DHCP Discover or DH®equest packet details sent from the

Dictionary Network Registrar extensions to th®R& when requesting the generation of
a configuration.

DHCP Response This field is for internal BAC use only; it should always be empty.

Dictionary

DHCP Environment This field is for internal BAC use only; it should always be empty.
Dictionary

Lease Information

IP Address Identifies the IP address of the device.

DHCP Lease Propertiesldentifies the lease propertiesjgHtield should always be empty.
Technology-Specific Information

Note The technology-specific informatiidentifies only data that is relevant for the technologies
you are licensed to use.

XGCP Ports Identifies the ports on which the Gateway Control Protocol is active.

DOCSIS Version Identifies the DOCSIS version currently in use.

Managing Devices

The Devices menu lets you add devices to the Ratabase and update preyisioned data. Device
management includes:

- Adding, deleting, and modifying RDU devices records
« Regenerating configurations
» Relating devices to management objects, such as Provisioning Group, Class of Service, and Grouy

This section describes how to perform various deme@agement functions orew or existing devices.
Several information fields appear consistenthalindevice management pages. These fields include:

» Device Type—When adding a device, this is a dropadtist that identifies the available device
types you can create within BAC. Availabldesgtions, as they appe on scren, include:

— ATA186

— ATA188

— CableHomeManData
— CableHomeManWan
— DOCSISmodem

— Computer

— PacketCableMTA

When modifying a device, the device type cannot be edited or changed.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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» MAC Address—This is the MAC address of the devbeing added. Enter the MAC address of the
device being added in this field. When doing this, ensure that you enter the commas (,) and colons
(:) appropriately. For example, 1,6,00:00:00:00:00:AE.

« Host Name—ldentifies the device host. For example, from an FQDN of node.cisco.com, node is the
hostname.

- Domain Name-ldentifies the domain within which the host resides. For example, from an FQDN
of node.cisco.com, cisamom is the domain name.

« Owner ldentifier—Identifies the device by using somethiotper than the hostname. This may be a
user ID, an account number, or may be left blank.

» Class of Service-Specifies the Class of Service that the device is to be provisioned with.
» DHCP Criteria—Specifies the DHCP criteria that tdevice is to be provisioned with.

Depending on the page displayed, additional inforomatnay appear. Where appropriate, this additional
information is identified in the following procedures.

Adding Device Records

Stepl
Step2

Step3

To add a device record:

From the Manage Devices page, clistd. The Add Device page appears.

Choose the device type and Class of Service, and complete the other fields on the page. In addition to
the fields described earlier in this section, yaum optionally add new values for existing property
name/value pairs.

« Property Name—Identifies the name of the custom or built-in device property.

« Property Value—Identifies the value of the property.

Note To specify a CPE DHCP criteria for a DOCSt®dem for use with promiscuous computers, you

must specify the propertyrovisioning/cpeDhcpCriteria . The value must be a valid DHCP
criteria.
Use theiPDevice/reservation property to reserve an IP address for a specific device.

Click Submit to add the device, dResetto clear all fields.

Modifying Device Records

Stepl

Step2

Step3

To modify a device record:

From the Manage Devices page, kltbe Identifier link correspondintg the correct device. The Modify
Device page appears.

Enter the data in the correct field. You can modify any existing property name/value pairs by clicking
Add, or delete any of them by clickirdelete

Click Submit to save the changes made to this devic&ametto clear all fields.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Deleting Devices

Deleting device records is a simple process, but one that you should use carefully. To undo the delete
you must restore a previously backed up database or re-add the device.

Note If restoration of a backed-ugatabase becomes necessary,Bat@base Restore, paté-6.

To delete a device record:

Stepl  From the Manage Devices page, locate the device/thatvant to delete. You can use one of the search
types for this purpose.

Step2  Click the check box to thieft of the correct device.
Step3  Click Delete The device record stored in the RDU database is removed.

Regenerating Device Configurations

The Regenerate button or API operation force immtediegeneration of configurations for the device.
These configurations are sent to the DPEs in the device's provisioning group. Normally, the process o
regenerating the configuration is automatically trigggefollowing changes to device, Class of Service,

or other such impacting changes. Hoer after a change to a Class of Service, the system takes time to
regenerate configurations for all devices. Thitdiucan be used to expedite regeneration of
configurations for a given device. This may be desirable during proactive troubleshooting.

It is sometimes necessary to change many diffeCéags of Service or DHCP criteria parameters. When
this happens, existing device configurations becestake and require regeneration of the configuration.
To eliminate the need to manually regenersdeh configuration, and reduce the potential for
introducing errors, BAC provides a configurati@generation service (CRS) that you can use to
automatically regenerate all device configurations.

Device configurations are autotizally regenerated whenever:

+ Afile related to a Class of Service, that is, a template, is updated.

» The default Class of Service or DHCP criteria for a device type is changed.

+ A DHCP criteria property is changed.

« The provisioning group object is changed via #dministrator user interface or the API.
« The Class of Service abjt properties are changed.

« The DPE sends a configuration regeneration request to the RDU.

« The device properties or relationship is updated.

Some configurations cannot be automatically negated because the BAC system cannot determine if
the change impacts ded configuration. In such cases, you mustually regenerate configurations by
using thegenerationConfiguration() method or the administrator user interface. Configurations that
must be manually regenerated are thtisat become necessary whenever:

- A technology default is changed.
» The system defaults are changed.
- A file that is included within another DOCSIS template is changed.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Note Regardless of how configurations are regenerated, they are not propagated to the devices until the device
configuration is activated, that is, the device contduesDPE either on schelduor as a result of a
connection request initiated from the DPE.

Relating and Unrelating Devices

The concept of relating devices is somewhat sinidahat of Class of Service or DHCP Criteria
inasmuch as a device is related to a specific GlaService or to a specific DHCP criteria. The
significant difference ishat the Class of Service and DHCP (ideare considered to be predefined
nodes and that you use nodes to group devices into arbitrary groups that you define.

In this context, the Relate function lets you assecéadevice, using its MAC address, to a specific node,
which is in turn associated with a specific node type.

By relating a device to a specificaw, information indicating that thewee is related to a specific node
is stored in the database. If yolate the device tthe predefinedystem:diagnosticsnode, you can use
available information to troubleshoot potential problems.

Resetting Devices

The Reset button lets you reboot any selected device.

Unregistering a Device

The unregister function lets you reset a device back to its defaults as if it had just booted on the network.

Wte If the device has never booted on the network, it will be deleted.

Node Management

Node management allowsetltreation, modification, and deletionrmddes and node types. Within the
context of BAC, node types can be considered aggg of nodes, while nodes themselves make up the
node type.

Managing Node Types

Access the Manage Nodes page (showhigure10-4) by selecting Nodes from either the main menu
or the primary menu bar. Node Type is the default setting when this page appears.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Figure 10-4 Manage Nodes Page

Adding a Node Type

To add a new node type:

Stepl  Click Add and the Add Node Type page appears.

Step2  Enter a name for the new node type.

Step3  Select the appropriate Property Name from the dfown list and enter theequired Property Value.

Step4  Click Add and the new node type appears. You can continue adding as many properties as required.

Step5  Click Submit when complete. The new node type is reedrth the RDU and the Manage Node Types
page appears with the new node type added.

Modifying Node Types

To modify node type properties:

Stepl  Click the desired node type and the Modify Node Type page appears.

Step2  Make the necessary changes to the Property Name#i®ydfsdue pairs. If you need to delete a specific
pair, click Deletenext to the desired pair.

Step3  Click Submit and the Manage Node page appears with the appropriately modified description.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Deleting Node Types

To delete node types:

Stepl In the Manager Node page click tbeleteicon ( ) corresponding to the desired node type.

Step2  In the Delete Node Type dialog box, cli€liK to delete the selected node typeCancelto return to
the previous page.

The Manage Nodes page appears without the deleted Node Type.

Managing Nodes

You can create and modify nodes, and delete unwanted nodes.

Adding a New Node

To add a new node:

Stepl  SelectNodesfrom the drop-down list on the Manage Nodes page.
Step2  Click Add and the Add Node page appears.
Step3  Enter the new node name and select the appropriate Node Type for this node.

Click Submit when complete and the Manage Nqadgye appears with the new node added.
Step4  Select the appropriate Property Name from the dtopwn list and enter theequired Property Value.
Step5  Click Add to increase the number of applicable Property Name/Property Value pairs.

Step6  Click Submit when complete. The new node is recordetth&énRDU and the Manage Nodes page appears
with the new node added.

Modifying a Node

To modify node properties:

Stepl  Click the desired node and the Modify Nodes page appears.

Step2  Make the necessary changes to the Property Namet®ydfadue pairs. If you need to delete a specific
pair, click Deletenext to the desired pair.

Step3  Click Submit and the Manage Node page appears with the appropriately modified description.

Deleting Nodes

You can delete any node that appears in the Marldgée page by checking the box corresponding to
the node being deleted and then cliz&lete. The node is immediately deleted.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Relating/Unrelating bide Types to Nodes

Stepl

Step2

Step3

The relate and unrelate functions are used tdbéshkaa relationship between specific node types and
nodes. To either relate anrelate this relationship:

Click Relate or Unrelate, as desired, for the selected node. Either the Relate Nodes or Unrelate Node
page appears.

Select the appropriatéode Typefrom the drop-down list and select the group to which the node will
be related/unrelated.

Click Submit; the Manage Nodes page appears.

Viewing Node Details

Use theDevicestab to search for a specific node. Doing this displays the Node Search function on the
Manage Devices page. From this page select theogpiate Node Type and enter the node name. You
can use wildcard characters to locaigreup of similarly named nodes. S8earching for Devices,
pagel0-5, for additional information on search functions.

Viewing Servers

This section describes the BAC server pages:

» Viewing Device Provisioning Engines, pag@-19

» Viewing Network Registrar Extension Points, pdde23
» Viewing Provisioning Groups, padé-25

« Viewing Regional Distribution Unit Details, pad®-25

Viewing Device Provisioning Engines

Note

The Manage Device Provisioning Engines pageryers> DPES lets you monitor the list of all DPEs
currently registered with the BAC détase. Each DPE name that appearthempage is a link to another
page that displays the details for that DPE. Click the DPE link to display the details page, which is
similar toFigure10-5.

The RDU determines the names of the Network Registrar extensions and DPEs by performing a revers
DNS lookup on the DPE interfaces through which the DPE contacts the RDU.

[ oL-4409-03
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Figure 10-5 View Device Provisioning Engines Details Page

Note  The details that appear on taéministrator user interface forardware DPE and a Solaris DPE
are identical.

Table10-3identifies the fields and buttons shownFigure10-5.

Table 10-3 View Device Provisioning Engines Details Page

Field or Button Description

Device Provisioning Engine Details

Host Name Identifies the DPE hostname.

Port Identifies the DPE port number from which DPE established
connection to the RDU.

IP Address Identifies the IPaddress of the DPE.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 10-3 View Device Provisioning Engines Details Page (continued)

Field or Button

Description

Primary Provisioning Group(s)

Identifies the primary provisioning groups that the selected DPE
belongs to. This is an active link that, if clicked, displays the
Provisioning Group Details page for that provisioning group.

Secondary Provisioning
Group(s)

Identifies the secondary provisioning group (provided that this DPE
belongs to a secondary provisioning group) that the selected DPE
belongs to.

PacketCable Enabled

Identifies whether the PacketCabloice technology is enabled on
this DPE.

CableHome Enabled

Identifies whether the home networking technology is enabled on
this DPE.

Properties Identifies the propertiesonfigured for the DPE.

Version Identifies the version of DPE software currently in use.

Up Time Specifies the total duration thatetlbPE has been operational since
its last start-up.

State Identifies whether the DPE isady for operations. These states

include:

- Registering

- Initializing

« Synchronizing
« Populating

+ Ready

- Offline

For details on each state, see
DPE-RDU Synchronization, pade?7.

Note If this field reads Offline, the options from the Uptime field
onwards do not appear. The DPE is prepared to service client
requests in any state except Offline.

[ oL-4409-03
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Table 10-3 View Device Provisioning Engines Details Page (continued)

Field or Button Description

Log Files

DPE Log File Features the View Details icon that if clicked displays the View Log

File Contents page, whicprovides details adpe.log

Note If you are running Broadband Access Center for Cable 2.6.x,
you cannot view the DPE log file via the administrator user

interface.

Cache Statistics

Hits Identifies the number afache hits that occurred since the last time
the DPE was started.

Misses Identifies the number of cache ssis that occurred since the last
time the DPE was started.

Files Identifies the number of cache fii¢hat are currently stored in the

DPE.

Configurations

Identifies how many device cogfiration files are saved in cache.

TFTP Statistics

Packets Received

Identifies the number of TFTP pleets that were received by the
selected DPE.

Packets Dropped

Identifies the number of TFTP paetls that were dropped due to the
DPE being overloaded.

Packets Successful

Identifies the number of TFTP packets that were transmitted
successfully.

Packets Failed

Identifies the number of THP packets that failed during
transmission.

Time of Day Statistics

Packets Received

Identifies the number of Time &fay packets that were received by
the selected DPE.

Packets Dropped

Identifies the number of Time of Day packets that were dropped due
to the DPE being overloaded.

Packets Successful

Identifies the number of Time d&¥ay packets that were transmitted
successfully.

Packets Failed

Identifies the number of Time of Day packets that failed during
transmission.

PacketCable SNMP Statistics

SNMP Informs Successful

Identifies the number ahform requests that were successfully sent.

SNMP Sets Successful

Identifies the number cduccessful SNMP sets.

SNMP Configuration Informs
Successful

Identifies the number of SNMP informs received from PacketCable
MTAs indicating that they were successfully provisioned.

SNMP Configuration Informs
Failed

Identifies the number of SNMP informs received from PacketCable
MTAs indicating that they failed to be provisioned.
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Table 10-3 View Device Provisioning Engines Details Page (continued)

Field or Button Description
PacketCable MTA Statistics

MTA AP Requests Received |Specifies the number of AP-REQ messages received by the DPE
from the MTA.

MTA AP Responses Sent Specifies the number of AP-REP messages sent by the DPE to the
MTA.

PacketCable KDC Statistics

KDC FQDN Requests Receive@pecifies the number of FQDN-REQ messages sent by the KDC to
the DPE.

KDC FQDN Responses Sent |Specifies the number of FQDN-REP messages sent by the DPE to the
KDC.

Viewing Network Registrar Extension Points

The Manage Network Registrar Extension Points p&gevers> NRs) lists the extension points for all
Network Registrar servers that have been registergothe RDU, and are configured for use with BAC.
Network Registrar servers automatically registéth the RDU when those servers are started.

Each Network Registrar extension points that appearhis page is a link to a secondary page that
displays details of that extension point. Click thetwork Registrar extension point link to display the
details page, which is similar teigure10-6.

Figure 10-6 View Network Registrar Extension Point Details Page

Table10-4identifies the fields and buttons shownHigure 10-6.

[ oL-4409-03
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Table 10-4

View Network Registrar Extension Point Details Page

Field or Button

Description

Network Registrar Brension Point Details

Host Name

Displays the hostname of the system running Network Registrar.

IP Address

Identifies the IP address tiie Network Registrar server.

Provisioning Group

Identifies the provisioning group for the Network Registrar server. This is an
active link that, if clicked, displays the Provisioning Group Details page for that
provisioning group.

PacketCable

Identifies whether PacketCah¥eice technology is enabled.

Enabled

Properties Identifies the propertiethat are applied to the Network Registrar server.

Version Identifies the extension point software currently in use.

Up Time Specifies the total time that the Network Registrar extension point has been
operational since its last start-up. This is indicated in hours, minutes, and
seconds.

State Identifies whether the DPis ready for operations. These states include:

« Registering
 Initializing
» Synchronizing
« Populating
+ Ready
« Offline
For details on each state, deBE-RDU Synchronization, page?7.

Note If this field reads Offline, the options from the Uptime field onwards do

not appear. The DPE is preparedstsvice client requests in any state
except Offline.

Network Registrar Extgsion Point Statistics

Packets Received

Identifies the number of phets that were received.

Packets Ignored

Identifies the number of packets that were ignored.

Packets Dropped

Identifies the number of packets that were dropped.

Packets Successful

Identifies the number of pacleethat transferred successfully.

Packets Failed

Identifies the number of packetsat failed to be transferred.

Device Provisionindgngine(s) Details

Note The following fields appear foeach DPE that connects with the Network Registrar server.
DPE Identifies the IP address of the DPE.

Port Identifies the port number from whidhPE established connection to the RDU.
Type Identifies whether this DPE & primary or secondary DPE.

Status Identifies whether th DPE is operational.

] Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Viewing Provisioning Groups

The Manage Provisioning Groups pa&e(vers> Provisioning Groups) lets you monitor all current
provisioning groups. Each provisioning group appearingislist is a link to its own details page. Click
this link to display the details page, which is similafFtgure10-7.

Figure 10-7 View Provisioning Group Details Page

Table10-5identifies the fields and buttons showrFigure 10-7. The fields described ifable 10-5may
include active links thaif clicked, display the appropriate details page.

Table 10-5 View Provisioning Groups Details Page

Field or Button

Description

Name

Identifies the provisioning group name selected from the Manage
Provisioning Groups page.

Primary Device
Provisioning Engine(s)

Identifies the hosthames tiie DPESs that are primary for this provisioning
group.

Secondary Device
Provisioning Engine(s)

Identifies the hostnames tife DPESs that are secarg for this provisioning
group.

Network Registrar
Extension Points

Identifies the hostname of the Network Registrar server assigned to this

provisioning group.

Viewing Regional Distribution Unit Details

The RDU option, from the Servers menu, displays details of the RiQure10-8illustrates a sample

RDU details page.

[ oL-4409-03
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Figure 10-8

View Regional Distribution Unit Details Page

Table10-6identifies the fields and buttons shownHigure 10-8.

Table 10-6

View Regional Distribution Unit Details Page

Field or Button

Description

Regional Distribution Unit Details

Host Name

Identifies the hostname of tlsgstem that is running the RDU.

Port

Identifies the RDU listening port nurebfor connections from DPEs. The
default port number is 49187, but you can select a different port number during
RDU installation.

IP Address

Identifies the IP addresassigned to the RDU.

Properties

Identifies the properties configured for the RDU.

\Version

Specifies the version of RDEbftware currently in use.

Up Time

Specifies the total time that the RDU has been operational since its last period
of downtime.

State

Identifies whether the RDU is ready tespond to requests. The only state
visible on the administrator user interface is Ready.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Table 10-6 View Regional Distribution Unit Details Page (continued)

Field or Button Description

PACE Statistics

Batches Processed |Identifies how many individual batchesvesbeen processed since the last RDU
start-up.

Batches Succeeded ldentifies how many individual batches have been successfully processed since
the last RDU start-up.

Batches Dropped |ldentifies how many batches have been dropped since the last RDU start-up.

Batches Failed Identifies how many batches have fail@@cessing since the last RDU start-up.

Average Processing|ldentifies the average time, in milliseconds, that it takes to process the batch

Time excluding the time it spends in the queue if RDU is too busy.

Average Batch Identifies the average time, in milliseconds, that it takes to process the batch

Processing Time including the time it spends in the queue if RDU is too busy.

Configuration Regeration Statistics

State Identifies the operational state of tbenfiguration generation service. This
could be:

- Idle—Specifies that the CRS istnprocessing regeneration requests.

» Regeneration—Specifies that the CRPriscessing regeneration requests.

- Waiting Regeneration—Specifies ththe CRS is unable to regenerate
configurations for a device. When the CRS is stuck in this state, check the
rdu.log for details.

Requests Processedldentifies the number of configuration regeneration requests processed since
the last RDU start-up.

Log Files

RDU Log File Features the View Details icon, that, if clicked, displays the View Log File
Contents page, which provides details of tthe.log file.

Audit Log File Features the View Details icon, that, if clicked, displays the View Log File
Contents page, which provides details of duelit.logfile.

Device Statistics

Note The Device Statistics section appears omhen the appropriate devices are present.
Identifies the number of devices in the RDU database. The information
presented in this area depends omtérhnologies licensed and configured.
These devices may include:

- DOCSIS Modems

« Computers

- ATA 186 and 188 devices

- PacketCable MTAs

- CableHome WAN-Data/WAN-MAN devices

Note If external Jar files are installed, detailed information on the installed extension Jar files and
the loaded extension class files apgeaiiter the Device Statistics section.
Cisco Broadband Access Cent&tiministrator Guide, 2.7.1
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CHAPTER ﬂ

Configuring Broadband Access Center

This chapter describes the Broadband Access Center (BAC) configuration tasks that you perform by
selecting the options in the Configuration menu:

- Configuring Class of Service, padé-1

« Configuring Custom Properties, pagjg-5

« Configuring Defaults, pagél-6

« Configuring DHCP Criteria, pagkl-24

+ Managing External Files, padd.-26

» Managing License Keys, padd-30

- Managing RDU Extensions, pagé-32

« Publishing Provisioning Data, padgé-35

« Configuring SRV Records in the Network Registrar DNS Server, paget

« Configuring SNMPv3 Cloning on the RDU and DPE for Secure Communication with PacketCable
MTAS, pagell-37

» Automatic FQDN Generation, padd.-38

Configuring Class of Service

By using the BAC administrator user interface, you can configure the Class of Service offered to your
customers. For example, you cassaciate DOCSIS options with ddffent DOCSIS Class of Service.

You use the BAC administrator user interfacetiol, modify, view, or delete any selected

Class of Service.

Figurell-1describes the Manage Class of Service page.

Cisco Broadband Access Centsdministrator Guide, 2.7.1
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Figure 11-1 Manage Class of Service Page

Tablell-1identifies the fields and buttons shownFigure11-1

Table 11-1 Manage Class of Service Page

Field or Button Description

Class of Service

Class of Service |A drop-down list that identifies the technology Class of Service that you can
search for. Available options are:

« ATA 186

+ ATA 188

« CableHome WAN-Data

- CableHome WAN-MAN

« Computer

- DOCSIS Modem

- PacketCable Media Tetimal Adapter (MTA)

Note For additional information on these areas of technologyCseéguring
Defaults, pagd.1-6.

Add Lets you add a new Class of Service.

Class of Service listDisplays the names of Class of Service objects.

Delete Lets you delete the selected Class of Service.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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Adding a Class of Service

Stepl
Step2

Step3
Step4

Step5

Note

Step6
Step7

To add a specific Class of Service:

ChooseConfiguration > Class of Service

Click Add. The Add Class of Service page appears. paige identifies the various settings for the
selected Class of Service.

Enter the name of your new Class of Service.
Choose &Llass of Service Type

For example, assume that you want to createna@lass of Service called Gold-Classic for DOCSIS
modems. You might enté&sold-Classicas the Class of Service Name, and chdd®€ SIS from the
service type drop-down list.

Enter aProperty Name andProperty Value in the appropriate fields.

For example, choose as the property nasdocsis/file . EnterGold-Classic.cmin the Property
Value field, and continue witthe rest of this procedure.

Multiple Property Name:Property Value pairs could appear on this page. You uUselétebutton to
remove any unwanted pairs from the Class of Service.

When adding a DOCSISModem ClassS&frvice, you must specify th@s/docsis/file propertywith
the value being the name of a previously added eatdite. This file is used when provisioning a
DOCSIS device that has this Class of Service.

BAC provides automatic selection of a cable modem configuration file that enables the highest DOCSIS
version compatible with the modem. To enable this feature, you must configure the Class of Service witt
multiple configuration files, one for each DOCS&vel. Use the following properties to allow the
selection of a configuration file specific to a DOCSIS version:

» /cos/docsisffile/1.0 —Selects a configuration file specific to DOCSIS 1.0.
* /cos/docsisffile/1.1 —Selects a configuration file specific to DOCSIS 1.1.
* /cosl/docsis/file/2.0 —Selects a configuration file specific to DOCSIS 2.0.

When adding a PacketCable ClassSefvice, you must specify thes/packetCableMTA/file
property with the value being the name of a previpasided external file. This file is used when
provisioning a PacketCable devitteat has this Class of Service.

When adding a CableHome WAN-MAN Ga of Service, you must specify the
Icos/cableHomeWanMan/file property with the value being the naofea previously added external file.
This file is used when provisioning a CableHoMWAN-MAN device that has this Class of Service.

Click Add to add the property to the defining Class of Service.
Click Submit to finalize the process d&tesetto return all fields to their previous setting.

After submitting the Class of Service, the Man&ljass of Service page appears to show the newly
added Class of Service forahparticular device type.

[ oL-4409-03
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Modifying a Class of Service

You modify your Class of Service by selecting theimas properties and assigning appropriate property
values. When creating a Ckasf Service for the first time you must select all the required properties and
assign values to them. If you make a mistake, or paginess requirements for a certain Class of Service
change, you can either change the property value before submitting your previous changes or delete the
Property Name:Property Value pair altogether.

Note Changes to the Class of Service object trighgerConfiguration Regeneration Service (CRS) to
regenerate configurations for all affected deviared send configurations to the DPEs. The CRS
performs this task as a background job.

You can view the status of the CRS from the View RDU Details page.

To add, delete, or modify Class of Service properties:

Stepl  ChooseConfiguration > Class of Service
Step2  Choose the Class of Service to be modified.

Step3  Click the link corresponding to the correct Clas§efvice. The Modify Classf Service page appears;
note that the selected Class of Service name and type appear below the page description.

» To add a new property to the selected Class of Service:

— Select the first property that you want assigiethe selected Class of Service, from the
Property Name drop-down list and then, afteoa$ing the appropriate kee for that property,
click Add.

— Repeat for any other properties you wanassign to the selead Class of Service.
« To delete a property for the selected Class of Service:
— Locate the unwanted property in the list immediately above the Property Name drop-down list.
— Click Delete
- To modify the value currentlgssigned to a property:
— Delete the appropriate property as described above.
— Add the same property back to the Class of Service while entering the new Property Value.

Note If you delete a property that is required jmur business process, you must add it back, and
select the appropriate valusefore you submit the change.

Step4  Click Submit to make the modifications to the ClassSarvice. Each property added to a Class of
Service appears when you cli€kibmit. After doing so, a confirmation page appears to regenerate the
configurations for the devices withe selected Class of Service.

Step5  Click OK. The modified Class of Service will be alaile in the Manage Class of Service page.

Cisco Broadband Access Center Administrator Guide, 2.7.1.
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