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Preface

The Cisco Broadband Access Center 3.10 Installation Guide describes general requirements and
installation procedures for Cisco Broadband Access Center, which is referred to as Cisco BAC
throughout this installation guide.

This chapter provides an outline of the other chapters in this guide, details information about related
documents that support this Cisco BAC release, and demonstrates the styles and conventions used in the
guide.

This chapter includes the following sections:
¢ Audience, page 3
e Organization, page 3
e Conventions, page 4
e Product Documentation, page 5

e Related Documentation, page 5

Audience

System integrators, network administrators, and network technicians can use this installation guide to
install Cisco BAC on a Linux operating system.

Organization

This guide includes the following chapters:

Chapter Title Description

Chapter 1 Introduction Describes general requirements for a
successful installation of Cisco BAC.

Chapter 2 Before You Begin Describes factors to consider as you prepare to
install Cisco BAC. For example, the individual
components of Cisco BAC, the database
requirements, and the order of operations for
installing the software.

Cisco Broadband Access Center 3.10 Installation Guide
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Chapter

Chapter

Title

Description

Chapter 3

Installing and Uninstalling Cisco
BAC on Linux

Describes how to install the individual
components of Cisco BAC on Linux.

Chapter 4

Configuring the Syslog Utility
to Receive Cisco BAC Alerts

Describes how to configure the syslog file to
receive alerts after Cisco BAC is installed.

Conventions

This document uses the following conventions:

Convention

Indication

bold font

Commands and keywords and user-entered text appear in bold font.

italic font

values are in italic font.

Document titles, new or emphasized terms, and arguments for which you supply

[ ]

Elements in square brackets are optional.

{xlylz}

vertical bars.

Required alternative keywords are grouped in braces and separated by

[xlylz]

vertical bars.

Optional alternative keywords are grouped in brackets and separated by

string

A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier font

Terminal sessions and information the system displays appear in courier font.

< >

Nonprinting characters such as passwords are in angle brackets.

[ ]

Default responses to system prompts are in square brackets.

L #

indicates a comment line.

An exclamation point (!) or a pound sign (#) at the beginning of a line of code

S

Note Means reader take note.

Je

ﬁ Means the following information will help you solve a problem.

A

Caution = Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.
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Product Documentation

~

Note

We sometimes update the printed and electronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

You can view the marketing and user documents for Cisco Broadband Access Center at:

http://www.cisco.com/en/US/products/sw/netmgtsw/ps529/tsd_products_support_series_home.html

Related Documentation

~

Note

We sometimes update the printed and electronic documentation after original publication. Therefore,
you should also review the documentation on Cisco.com for any updates.

The following document gives you the list of user documents for Cisco Prime Network Registrar 8.3:

http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/network_registrar/8-3/doc_overview/guide/CP
NR_8_3_Doc_Guide.html

The following document gives you the list of user documents for Cisco Access Registrar 7.0:

http://www.cisco.com/en/US/docs/net_mgmt/access_registrar/7.0/roadmap/guide/PrintPDF/
ardocgd.html
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CHAPTER 1

Introduction

This chapter provides an overview of Cisco Broadband Access Center (Cisco BAC), and describes the
factors that you must consider before you install Cisco BAC.

Product Overview

Cisco BAC is a distributed and scalable application that automates the tasks of provisioning and
managing the Customer Premises Equipment (CPE) in a broadband service provider network. It enables
secure provisioning and management of CPE by using the Broadband Forum’s CPE WAN Management
Protocol (CWMP), a standard defined in the TR-069 specification.

This application is based on open standards and provides a simple and easy way to deploy high-speed
data and voice technology.

Cisco BAC can be scaled to suit networks of virtually any size. It also offers high availability, made
possible by the product’s distributed architecture with centralized management.

Cisco BAC Components

The Cisco BAC component installation program prompts you to install either or all of the following
components:

e Regional Distribution Unit (RDU).

The RDU is the primary server in Cisco BAC provisioning system. You should install the RDU on
a Linux 5.x or 6.4 server.

The RDU:

— Generates instructions that direct responses from the provisioning group to various customer
premises equipment (CPE).

— Processes application programming interface (API) requests for all Cisco BAC functions.
— Manages the Cisco BAC system.

The installation program loads the required data into the RDU database, and starts the RDU daemon
through the Cisco BAC watchdog process.

For details on configuring the SNMP agent, see the Cisco Broadband Access Center 3.8 DPE CLI
Reference. For information on the Cisco BAC watchdog process, see the Cisco Broadband Access
Center 3.10 Administrator Guide.

Cisco Broadband Access Center 3.10 Installation Guide
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M Cisco BAC Components

Device Provisioning Engine (DPE).
The DPE is the major component of the provisioning group that handles all device interactions with
the RDU.
The DPE:
— Caches instructions generated at the RDU.

— Manages the CPE WAN Management Protocol (CWMP) and communicates with the TR-069
enabled devices.

The installation program installs a CLI on your system to help you to configure the DPE. The
Cisco BAC watchdog process and the SNMP agent are also installed for the DPE.

For information on configuring the DPE and SNMP agent, see the Cisco Broadband Access Center
3.8 DPE CLI Reference.

CNR extensions

The CNR extensions are the links between Cisco BAC and Cisco Prime Network Registrar. You
should install this component on all Cisco Prime Network Registrar servers in your Cisco BAC
environment. If you are deploying Cisco BAC in a fail-over environment, ensure that you also install
the extensions on the fail-over servers.

You must install Cisco BAC Cisco Prime Network Registrar extensions on a server running
Prime Network Registrar 8.1.3 (and above). If you do not want to install these extensions, you do
not need to install Cisco Network Registrar.

PAR extensions

The PAR extensions are the links between Cisco BAC and Cisco Prime Access Registrar. You should
install this component on all Cisco Prime Access Registrar servers in your Cisco BAC environment.
If you are deploying Cisco BAC in a fail-over environment, ensure that you also install the
extensions on the fail-over servers.

You must install the Cisco BAC PAR extensions on a server running Cisco Prime Access Registrar
6.0.1 or later. If you do not want to install these extensions, you do not need to install Cisco Prime
Access Registrar.

Cisco Prime Access Register extensions offers the authentication service for the Femtocell Gateway
devices (HNB-GW). This along with the CNR extensions, helps in authentication service.

SSL Accelerator and Load Balancer.

SSL Accelerator and Load Balancer manage the traffic from the CPE to DPEs. The SSL accelerator
and the Load Balancer enable you to effectively deploy the various hardware devices in the
provisioning group.

We recommend that you use the Cisco ACE 4710 as SSL accelerator and load balancer.

Cisco Broadband Access Center 3.10 Installation Guide
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CHAPTER

Before You Begin

This chapter describes the requirements and dependencies for installing Cisco BAC successfully.

Operating System Requirements

On Linux

For Linux, you must install Cisco BAC on Red Hat Enterprise Linux 5.x or 6.4 using x86 and 64 bit
hardware system with at least 4 GB of memory. The SELinux should be disabled. Also, ensure that
before installing Cisco BAC, you install the sysstat package for the proper execution of the diagnostic
scripts. This is an optional package which you might have not installed while installing Linux.

If the system has 64-bit libraries, you must also download and install 32-bit glibc and libgcc rpm
packages on RHEL 6.1.
Download the two 32-bit packages, and install them using the below commands:

rpm —-ivh glibc-32bit-2.14.1-14.18.1.x86_64.rpm
rpm —-ivh libgcc47-32bit-4.7.1_20120723-47.1.x86_64.rpm

Minimum Hardware Requirements

Table 2-1 lists the minimum hardware requirements for the various Cisco BAC components.

Table 2-1 Minimum Hardware Requirements
Component Model RAM CPU Minimum Disk
DPE Sun T5210 4 GB 1 with 4 cores |2,15K rpm
Linux 5.x or 6.4
4 GB 1 with 4 cores
RDU Sun T5210 16 GB 1 with 8 cores |2,15K rpm

Linux 5.x or 6.4

16 GB 1 with 8 cores
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Table 2-1 Minimum Hardware Requirements
Component Model RAM CPU Minimum Disk
RAID Array Storage Tek 3320 512MB  |— 8,15K rpm

Two RAID 1+0 volumes

SSL Accelerator and
Load Balancer

Cisco ACE 4710 or
module for Cisco 7600

Deployment Requirements

This section details the minimum hardware requirements that you need to successfully deploy
Cisco BAC in your environment. This section contains:

e Smallest Fully Redundant Deployment, page 2-3

e Incremental Scaling, page 2-3
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Types of Installation

Smallest Fully Redundant Deployment

A smallest fully redundant deployment of about 500,000 devices can be configured with one
provisioning group that has two DPEs. This setup requires:

e Two RDU servers

¢ One RAID unit

e Two DPE servers

¢ One PAR server

e Two Cisco ACE units

e Two Cisco Network Registrar servers

e CMHS server

Incremental Scaling

For every additional 500,000 devices that you add, you need two DPEs configured in a new provisioning
group. A single deployment can handle up to eight million devices.

A single pair of load balancers can handle DPEs in multiple provisioning groups. We recommend that
you determine the number of load balancers, based on the network configuration of your service
provider.

Types of Installation

Note

This section describes how to install individual Cisco BAC components. The installation program
enables you to install one or all components of Cisco BAC; that is, RDU, DPE, Cisco Network Registrar
Extension Points, and Cisco Access Registrar Extension Points.

This release does not feature a lab installation, but you can perform its equivalent by installing all
components on a single machine. To perform the activity, we recommend that you have at least 500 MB
of disk space available.

You can install RDU, DPE, Cisco Network Registrar, and Cisco Access Registrar through the CLI. For
details on Cisco BAC components installation, see Installing and Uninstalling Cisco BAC on Linux,
page 3-1.

Before you install Cisco BAC, familiarize yourself with the installation startup processes and checklists
described in Before You Begin, page 2-1.

See Installation Worksheet, page 2-8, for information on Cisco BAC installation parameters.

Installation Checklist for Linux

Before you install Cisco BAC, review the checklist in Table 2-2.
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I Installation Checklist for Linux

Table 2-2 Installation Checklist for Linux

Task Checkoff

1. Verify whether your system meets the minimum system hardware and software
requirements described in Chapter 1, “Introduction.”

2. Ensure that you have access to the computers on which you intend to install
Cisco BAC components.

3. Save your license file on the system from which you intend to launch the Cisco BAC |
administrator user interface through a web browser. You need a valid service license
file to configure Cisco BAC licensing.

4. Determine the home directory (<BPR_HOME?>) in which you want to install the |
Cisco BAC component or components. The default directory is /opt/CSCObac. Ensure
that the target installation directory has enough disk space.

We recommend that you have at least 500 MB of disk space available; otherwise
installation will not take place.

5. Verify that you have at least 512 MB of free space available in the /tmp directory for |[J
successful installation.

6. For the RDU, determine where you want to install the data directory <BPR_DATA> |
and the database logs <BPR_DBLOG>. The default directory is /var/CSCObac.
Ensure that the target installation directory has enough disk space.

We recommend that you locate the data directory on a different physical disk than the
home directory; for example, /var/disk0/CSCObac. The disk should have at least 1 GB
of free space.

The installation program, by default, installs the data directory, the database
transaction logs directory, and the logs directory in the same location.

We recommend that you locate the database transaction logs directory on the fastest
disk on the system. Also, ensure that 1 GB of disk space is available.

1. For the RDU, determine the listening port number. The RDU uses this interface to |
communicate with the other Cisco BAC components, such as DPEs and Cisco Network
Registrar extension points. The default port is 49187.

8. For the RDU, determine the shared secret password that Cisco BAC servers on your |[J
network use, as a token to authenticate communication with one another. The shared
secret password should be the same for all Cisco BAC servers on your network.

9. For the RDU, determine the ports through which you will access the administrator user | [J
interface, using HTTP. The default port for HTTP is 80.

10. For the DPE, ensure that 2 GB of disk space is available in the data directory.

(HR

11. Ensure that Cisco Network Registrar 7.2 (and above) is installed and running on the
servers on which you are installing Cisco BAC extensions.

12. For the Cisco Network Registrar extensions, determine the name of the provisioning |
group to which the Cisco Network Registrar server belongs.

13. For the Cisco Network Registrar extensions, determine where you want to install the |[J
data directory <BPR_DATA>. The default directory is /var/CSCObac. Ensure that 200
MB of disk space is available.

Cisco Broadband Access Center 3.10 Installation Guide
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Database Requirements

Table 2-2 Installation Checklist for Linux (continued)
Task Checkoff
14. Modify the config file to disable SELinux using the following command: |

# vi /etc/selinux/config

config—File that controls the state of SELinux on the system. In this file, set the value of
SELINUX to disabled and SELINUXTYPE to targeted.

15. Disable iptables using the following command: O

# chkconfig iptables off

~

Note  The Admin UI page will not open if iptables is in enabled state on the system.

16. Reboot the Prime Cable Provisioning host using the following command: |
# reboot
17. Wait for 30 seconds and re-login to continue with the installation. |

Database Requirements

Before you install Cisco BAC, check the following:
e File System Block Size, page 2-5.
e Support for Large Files, page 2-6.

File System Block Size

Step 1

Step 2

On Linux, block size is selected at the time of high-level formatting. If the mke2fs (i.e.,make ext2
filesystem) command is used to create the filesystem, valid block size vales are 1024, 2048 and 4096
bytes. The block size for any existing ext2 or ext3 file system (the most common file system types on
Linux) can be obtained by using the dumpe2fs command with the device name as an argument.

The installation program prompts you to specify a directory in which you prefer to install database files
and database transaction log files. These directories are identified in Cisco BAC with system variables
BPR_DATA and BPR_DBLOG, respectively.

To verify that a directory resides on a file system with a minimum block size:

Run the UNIX mount command without any parameters to determine on which file system device the
directory resides. The default directory is /var/CSCObac.

For example:

# mount
/var on /dev/dsk/c0t0d0s4 read/write/setuid/intr/largefiles/onerror=panic/dev=2200004 on Mon Nov 26
08:07:53

In this example, the file system device is /dev/dsk/c0t0d0s4.
To determine the block size of the file system, use the df command.

For example:

Cisco Broadband Access Center 3.10 Installation Guide ]
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# df -k .

Filesystem 1K-blocks Used Available Use% Mounted on
/dev/sda2 16246460 3248448 12159420 22% /

# /sbin/dumpe2fs /dev/sda2 | grep 'Block size'

Block size: 4096

In this example, the block size is 4096 bytes, which is 4 KB.

Support for Large Files

Step 1
Step 2

Ensure that the file system in which you place database files is configured to support files larger than 2
GB.

To verify large file support:

Run the UNIX mount command without parameters.
Note whether the intended file system contains the keyword largefiles.
For example:

# mount

/var on /dev/dsk/c0t0d0s4 read/write/setuid/intr/largefiles/onerror=panic/dev=2200004 on Mon Nov 26
08:07:53

In this example, the output contains the keyword largefiles. This file system, therefore, can support files
greater than 2 GB.

Required Port Information

Before you install Cisco BAC, determine the ports on which the Cisco BAC components, the RDU, the
DPE, CNR extensions and CAR extensions, listen during communication to one another or to the CPE.

The installation program checks for the availability of all ports: both configurable and nonconfigurable.

If the port that you have specified is unavailable, the installation program displays a message; otherwise,
the message similar to the following, appears:

Not a valid port number
In the case of a nonconfigurable port, the installation program notifies you and exits the program without
making any changes to the system.

Table 2-3 lists the required external inbound ports and their default values.
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Required Port Information

Table 2-3 Default External Inbound Ports Used by Cisco BAC Components

Default Port
Component Number Protocol |Configurable |Used by
RDU 161 UDP No SNMP Get
RDU 49187 TCP Yes DPE and API access
RDU 80 TCP No Admin Web UI HTTP
DPE 49186 UDP Yes CPE Prov Group locator
DPE 2323 TCP Yes DPE CLI
DPE 7547 TCP Yes TR-069 CWMP 1
DPE 7548 TCP Yes TR-069 CWMP 2
DPE 7549 TCP Yes HTTP File Service 1
DPE 7550 TCP Yes HTTP File Service 2
CNR-EP (Listening port) |68 UDP Yes Lease Query
PAR-EP 7551 HTTP  |Yes FAS

Table 2-4 lists the external outbound ports and their default values.

Table 2-4 Default External Outbound Ports Used by Cisco BAC Components
Component Number Protocol |Configurable |Used by

RDU 162 UDP No SNMP Traps

DPE 49186 UDP Yes CPE Prov Group locator
DPE 162 UDP Yes SNMP Traps

CNR-EP (Server port) 67 UDP Yes Lease Query

PAR 1645, 1646 |UDP Yes (in PAR) |FAS (RADIUS)

Table 2-5 lists the internal ports and their default values.

Table 2-5 Default Internal Ports Used by Cisco BAC Components
Component Number Protocol |Configurable |Used by
RDU 49887 TCP Yes Internal watchdog and SNMP agent
communication
DPE 49887 TCP Yes Internal watchdog and SNMP agent
communication
RDU 8001 SNMP Yes SNMP Internal
(UDP)
DPE 8001 SNMP No SNMP Internal
(UDP)

Cisco Broadband Access Center 3.10 Installation Guide
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Installation Worksheet

Installation Worksheet

This section describes the basic configuration information required for successful installation of
Cisco BAC. Table 2-6 provides the worksheet that you can use to record the information specific to the

installation.

Table 2-6 Cisco BAC Installation Parameters

Prompt Description Default Value

Home directory Root directory to install Cisco BAC. /opt/CSCObac

Data directory Root directory that stores the Data directory for the Cisco |/var/CSCObac
BAC components.

Database logs directory |Root directory that Cisco BAC uses to install the database |/var/CSCObac
transaction logs for Cisco BAC components.

Logs directory Root directory to install the general transaction logs for /var/CSCObac
Cisco BAC Components.

RDU port number Port number that the RDU uses to communicate with the 49187
other Cisco BAC Components.

Port number of Port number that you use to access the Cisco BAC 80

administrator user administrator user interface using HTTP.

interface for

nonsecured access

Default Cisco BAC Username that you use to access the Cisco BAC bacadmin

administrator administrator user interface.

Default administrator  |Password to access the Cisco BAC administrator user changeme

password interface.

Installation password  |Password that you use to install Cisco BAC from the CLI. |secret

Default DPE CLI Password that you use to access the DPE CLI. changeme

password

CNR extension points |Name of the provisioning group for CNR extensions. None

provisioning group

name

Shared secret Shared secret password for UDP connection request secret

authentication.
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Installing and Uninstalling Cisco BAC on Linux

This chapter explains how to successfully install Cisco BAC on Linux 6.4.

The SELinux and iptables should be disabled. Also, ensure that before installing Cisco BAC, you install
the sysstat package for the proper execution of the diagnostic scripts. This is an optional package which
you might have not installed while installing Linux.

Preinstallation Checks

The following checks must be performed before installing Cisco BAC on a Linux 6.4 machine:

¢ Ensure that the hardware requirements and database requirements are met. For details, see
Chapter 2, “Before You Begin”.

¢ Ensure that the setup for non-root users is created to run Cisco BAC components. For details, see
Creating Setup For Non-root User, page 3-1.

Creating Setup For Non-root User

The Cisco BAC root user can create non-root users and groups, and enable the non-root users to run
Cisco BAC components; RDU, DPE, CNR, and PAR.

You can create a setup where the root and the non-root users can run Cisco BAC together. For details on
supported combinations, see Table 3-1:

Table 3-1 Supported Combinations For Root and Non-Root Users

Cisco BAC Host Users

Supported Combinations To Run Cisco BAC Components

Root

A root user runs all the Cisco BAC components; RDU, DPE, CNR
extension points, and PAR extension points.
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Step 1
Step 2

Step 3

Step 4

Step 5

Table 3-1 Supported Combinations For Root and Non-Root Users (continued)
Cisco BAC Host Users Supported Combinations To Run Cisco BAC Components
Non-Root A non-root user runs all the Cisco BAC components; RDU, DPE,

CNR extension points, and PAR extension points.

Root and Non-Root Combination 1:
e Root user runs RDU

e Non-root user runs DPE, CNR extension points, and PAR
extension points

Combination 2:
e Root user runs RDU and DPE

e Non-root user runs CNR extension points, and PAR extension
point

Combination 3:

¢ Root user runs DPE, CNR extension points, PAR extension
points

e Non-root user runs RDU
Combination 4:
e Root user runs CNR extension points, PAR extension points

e Non-root user runs RDU and DPE

To create non-root users setup in Cisco BAC:

Log into the intended Cisco BAC server as root.

Create a group in Cisco BAC using the following command:

groupadd -g 1110 baceng

-g—agroup ID.
This creates a group named /710 baceng.

Create a user and assign user to the group using the following command:

useradd -u 102 -g 1110 -d /home/user -m -s /bin/sh -c "Test User" user

e -u—user ID
e -g—group ID
e -d—directory location.

Add the non-root user into /etc/sudoers file using the following command:

User_Alias NONROOT_BAC_USERS=user ID

user ID—non-root user 1D
Add all the BAC processes and executable scripts into /etc/sudoers file using the following commands:

Cmnd_Alias BAC_CORE_CMDLIST=/etc/init.d/bprAgent

Cmnd_Alias BAC_RDU_ CMDLIST=<BPR_HOME>/bin/startRDU.sh,
<BPR_HOME>/internal/bin/runRDU.sh,
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<BPR_HOME>/internal/db/native/runTool.sh,
<BPR_HOME>/internal/db/bin/dumpMainIndexFull.sh,
<BPR_HOME>/internal/db/bin/dumpOidIndex.sh,
<BPR_HOME>/internal/db/bin/dumpDbStats.sh,
<BPR_HOME>/internal/db/bin/dumpObjectBy0Oid.sh,
<BPR_HOME>/internal/db/bin/dumpMainIndex.sh,
<BPR_HOME>/internal/db/bin/resetAdminPassword.sh,
<BPR_HOME>/internal/db/bin/dumpObjectsInAttributeIndex.sh,
<BPR_HOME>/internal/db/bin/dumpRelationshipIndex.sh,
<BPR_HOME>/internal/db/bin/dumpDeviceByFqgdn.sh,
<BPR_HOME>/internal/db/bin/verifyDb.sh,
<BPR_HOME>/internal/db/bin/dumpDeviceByDeviceId.sh,
<BPR_HOME>/internal/db/bin/dumpSchema.sh,
<BPR_HOME>/internal/db/bin/dumpAttributeIndex.sh,
<BPR_HOME>/internal/db/bin/dumpIndexNames.sh,
<BPR_HOME>/internal/db/bin/dumpDeviceByOwnerID.sh,
<BPR_HOME>/internal/bin/runDictGen.sh,
<BPR_HOME>/internal/bin/shutdownRDU.sh,
<BPR_HOME>/internal/bin/runTemplateGen.sh,
<BPR_HOME>/bin/recoverDb.sh,

<BPR_HOME> /bin/backupDb.sh,

<BPR_HOME> /bin/stopRDU.sh,
<BPR_HOME>/bin/restoreDb.sh,
<BPR_HOME>/bin/deviceExport.sh,
<BPR_HOME>/bin/runCfgUtil.sh,
<BPR_HOME>/bin/runStatAnalyzer.sh

Cmnd_Alias BAC_DPE_CMDLIST=<BPR_HOME>/internal/bin/runDPE.sh,
<BPR_HOME>/internal/bin/shutdownDPE.sh,
<BPR_HOME>/bin/stopDPE. sh,

<BPR_HOME>/bin/runStatAnalyzer.sh,

<BPR_HOME>/bin/startDPE. sh

Cmnd_Alias BAC_CLI_CMDLIST=<BPR_HOME>internal/bin/runCLI.sh,
<BPR_HOME>internal/bin/shutdownCLI.sh,
<BPR_HOME>/bin/startCLI.sh,

<BPR_HOME>/bin/stopCLI.sh

Cmnd_Alias BAC_CAR_EP_CMDLIST=
Cmnd_Alias BAC_CNR_EP_CMDLIST=

Cmnd_Alias BAC_CLIENT_CMDLIST=<BPR_HOME>/internal/bin/runEvent Monitor.sh
Cmnd_Alias BAC_SNMP_CMDLIST=<BPR_HOME>/bin/snmpAgentCfgUtil.sh,
<BPR_HOME>/internal/bin/runSNMPAgent.sh,

<BPR_HOME>/internal/bin/shutdownSNMPAgent.sh

<BPR_HOME>/internal/lib/diagnosticsCommon.sh,

<BPR_HOME>—Cisco BAC product installation path, for example, /opt/CSCObac

Provide access to all the BAC processes and executable scripts to the non-root BAC users in /etc/sudoers

file, using the following command.

NONROOT_BAC_USERS ALL = BAC_CORE_CMDLIST, BAC_CLI_CMDLIST, BAC_CLIENT_ CMDLIST,
BAC_SNMP_CMDLIST, BAC_RDU_CMDLIST,BAC_DPE_CMDLIST,BAC_CNR_EP_CMDLIST, BAC_CAR_EP_CMDLIST

~

Note  Cisco BAC also provides the updateSudoers.sh utility to update the /etc/sudoers file. If you use

the updateSudoers.sh utility, you may skip step 4 to step 6.

Set the /etc/sudoers file as the source file using the following command:
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source /etc/sudoers

Step8  Invoke the BAC executables and scripts using the following commands:

sudo /etc/init.d/bprAgent
sudo <BPR_HOME>/rdu/internal/db/bin/resetAdminPassword.sh

The setup for non-root users and groups is created in Cisco BAC.

Installing Cisco BAC

The initial steps in the Cisco BAC installation program are identical, regardless of the component you
are installing. This section explains how to work with the installation program.

To install Cisco BAC:

Step1  Log into the intended Cisco BAC with your username and password.
Step2 At the Linux system prompt, change directory to your CD-ROM drive or other installation media.

Step3  Ensure that the gzip and gtar utilities are available on your system under /bin directory, to decompress
and unpack the Cisco BAC installation file, and:

a. Change to the directory in which you will decompress and extract the installation file.

b. Decompress and unpack the file with the .gtar.gz extension. Enter:
gtar zxvf BAC_3.10_LinuxK9.gtar.gz

The utility creates the BAC_3.10_LinuxK9 directory into which the installation program is
extracted.

~

Note  If the program displays a checksum error while unpacking, specify the path to the GNU tar
on your machine.

Step4  After the installation program is extracted, you can choose to install the components.

Before you begin any of these procedures, you must complete the initial procedure described in
Installing Cisco BAC, page 3-4.

To install the Cisco BAC components, see:
e Installing the RDU, page 3-5
e Installing the DPE, page 3-7
¢ Installing the Cisco Network Registrar Extensions, page 3-8
¢ Installing the Cisco Prime Access Registrar Extension Points, page 3-11

¢ Adding Components in Linux, page 3-12
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Installing the RDU

~

Note

Step 1

Step 2

Step 3

Note

Step 4
Step 5

Step 6

Step 7

Step 8
Step 9

Step 10
Step 11

Step 12
Step 13

Install the RDU on a server running Linux that meets the requirements described in Cisco BAC
Components, page 1-1.

We recommend that you configure the RDU server to use a static IP address.

To install the RDU, complete the initial installation described in Installing Cisco BAC, page 3-4. After
you do this:

Enter the following command to start the installation program in interactive mode:

# <install-path>/BAC_3.10_LinuxK9/install_bac.sh

<install-path>—specifies the complete path to the directory in which the BAC_3.10_LinuxK?9 directory
has been created.

The installation program verifies that you have installed the required patches on the Linux operating
system. When the verification ends, the Welcome information appears.

Press Enter to continue.

The installation program prompts you to provide the name of the user. Ensure that the appropriate user
and group are created. If you want to configure the non-root user to run Cisco BAC, ensure that the setup
for non-root user is created. For details, see Creating Setup For Non-root User, page 3-1.

Enter y to install Cisco BAC for non-root user and group.

If you select n, Cisco BAC is installed with the root user and group credentials and in such a case, steps
4 and 5 do not appear.

Provide the name of the non-root user, and press Enter to continue.

Provide the name of the group of the non-root user, and press Enter to continue.
The installation program prompts you to select one or more components.

Enter y and press Enter at the RDU prompt.

To skip installing the DPE, Cisco Network Registrar extension points, and Cisco Prime Access Registrar
extension points, enter n and press Enter. You can choose to install these components later.

Confirm the components that you want to install. To do this, enter y and press Enter.

The home directory prompt appears.

Accept the default directory, /opt/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The data directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The database log directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.

Confirm the directory location. To do this, enter y and press Enter.
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Step 14

Step 15

Step 16

Step 17

Step 18
Step 19

Step 20

Step 21

The program starts preparing the packages for the installation.

Accept the default port number, 49187, by pressing Enter; or enter another port number.

A

Caution  If you change the default listening port value, ensure that the new value does not conflict with
any existing port assignments. Also, ensure that you configure all DPEs with the correct RDU
port number. For details on configuring the DPE, see the Cisco Broadband Access Center 3.8
DPE CLI Reference.

Confirm the listening port number. To do this, enter y and press Enter to continue.
The program prompts you to enter the shared secret password.

Enter the shared secret password that you want to use for authentication among Cisco BAC servers, and
confirm the password.

a~

Note You must use the same shared secret password for the RDU, all DPEs, and Cisco Network
Registrar extension points in your network.

Press Enter to continue the installation.

The program displays the installation parameters that you selected.

Enter y and press Enter to confirm the parameters, and install the RDU component.
Enter y and press Enter.

The program prompts you to continue with the installation.

Enter y and press Enter.

After a successful installation, the following message appears:

Installation of <CSCObac> was successful.

Launch the Cisco BAC administrator user interface to verify whether the RDU is running.
a. Enter the administrator’s location using the following URL:

http:”machine_name/

machine_name — ldentifies the computer on which the RDU is running.
The main Login page appears.
b. Change the Cisco BAC administrator password. To do this:
Enter the default username (bacadmin) and password (changeme), and click Login.
The Change Password screen appears and prompts you to change the default password.
c. Enter a new password, and click Login.
Optionally, configure the syslog file for alerts on the RDU server.

~

Note  You can set up the syslog file on any Cisco BAC component server.

1] Cisco Broadband Access Center 3.10 Installation Guide


http://www.cisco.com/en/US/products/sw/netmgtsw/ps529/prod_command_reference_list.html
http://www.cisco.com/en/US/products/sw/netmgtsw/ps529/prod_command_reference_list.html

| Chapter3 Installing and Uninstalling Cisco BAC on Linux

Installing Cisco BAC W

Installing the DPE

~

Note

Step 1

Step 2

Step 3

Note

Step 4
Step 5

Step 6

Step 7
Step 8

Step 9
Step 10

Install the DPE on a server running Linux that meets the requirements described in Cisco BAC
Components, page 1-1.

We recommend that you configure the DPE server to use a static IP address. During DPE installation, if
the program detects a TFTP server or a ToD server running on the same server as the DPE, the
installation displays an error message and quits. To terminate the TFTP or ToD server, perform the steps
that the error message lists.

To install the DPE, complete the initial installation described in Installing Cisco BAC, page 3-4. To start
the installation program in interactive mode:

Run:

# <install-path>/BAC_3.10_LinuxK9/install_bac.sh

<install-path>—Specifies the complete path to the directory in which the BAC_3.10_LinuxK9 directory
has been created.

The installation program verifies that you have installed the required patches on the Linux operating
system. When the verification ends, the Welcome information appears.

Press Enter to continue.

The installation program prompts you to provide the name of the user. Ensure that the appropriate user
and group are created. If you want to configure the non-root user to run Cisco BAC, ensure that the setup
for non-root user is created. For details, see Creating Setup For Non-root User, page 3-1.

Enter y to install Cisco BAC for non-root user and group.

If you select n, Cisco BAC is installed with the root user and group credentials and in such a case, steps
4 and 5 do not appear.

Provide the name of the non-root user, and press Enter to continue.

Provide the name of the group of the non-root user, and press Enter to continue.
The installation program prompts you to select one or more components.

Enter y and press Enter at the DPE prompt.

To skip installing the RDU, Cisco Network Registrar extension points, and Cisco Prime Access Registrar
extension points, enter n and press Enter. You can choose to install these components later.

The home directory prompt appears.

Accept the default directory, /opt/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The data directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The program prompts you to enter the shared secret password. Enter the shared secret password that you
want to use for authentication between the Cisco BAC servers.
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Step 11

Step 12

Step 13
Step 14

Re-enter the password for confirmation, and press Enter.
The program prompts you to enter information on the RDU, required to install the extensions.

Enter the IP address (or hostname) and the listening port of the host on which you have installed the
RDU.

Accept the default information, by pressing Enter; or enter alternative information.
Confirm the information. To do this, enter y and press Enter.

The installation proceeds, and displays the following message after successful installation:

Installation of <CSCObac> was successful.

Installing the Cisco Network Registrar Extensions

Step 1

Step 2

Step 3

Note

Step 4
Step 5

Step 6

Step 7

Install the Cisco Network Registrar extension points on a Linux server that meets the requirements
described in Cisco BAC Components, page 1-1.

To install the Cisco Network Registrar extension points, complete the initial installation described in
Installing Cisco BAC, page 3-4. After you do this:

Enter the following command to start the installation program in interactive mode:

# <install-path>/BAC_3.10_LinuxK9/install_bac.sh

<install-path>—Specifies the complete path to the directory in which the BAC_39_LinuxK9 directory
has been created.

The installation program verifies that you have installed the required patches on the Linux operating
system. When the verification ends, welcome information appears.

Press Enter to continue.

The installation program prompts you to provide the name of the user. Ensure that the appropriate user
and group are created. If you want to configure the non-root user to run Cisco BAC, ensure that the setup
for non-root user is created. For details, see Creating Setup For Non-root User, page 3-1.

Enter y to install Cisco BAC for non-root user and group.

If you select n, Cisco BAC is installed with the root user and group credentials and in such a case, steps
4 and 5 do not appear.

Provide the name of the non-root user, and press Enter to continue.

Provide the name of the group of the non-root user, and press Enter to continue.
The installation program prompts you to select one or more components.

Enter y and press Enter at the Cisco Network Registrar extension prompt.

To skip installing the RDU, DPE, and Cisco Prime Access Registrar extension points, enter n and press
Enter. You can choose to install these components later.

The home directory prompt appears.

Accept the default directory, /opt/CSCObac, by pressing Enter; or enter another directory.
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Step 9

Step 10
Step 11

Step 12

Step 13

Step 14
Step 15
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Confirm the directory location. To do this, enter y and press Enter.

The data directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.
The database log directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The program prompts you to enter the shared secret password. Enter the shared secret password that you
want to use for authentication between the Cisco BAC servers.

Re-enter the password for confirmation, and press Enter.
The program prompts you to enter information on the RDU, required to install the extensions.

Enter the IP address (or hostname) and the listening port of the host on which you have installed the
RDU.

Accept the default information, by pressing Enter; or enter alternative information.
Confirm the information. To do this, enter y and press Enter.

The installation proceeds, and displays the following message after successful installation:

Installation of <CSCObac> was successful.

Configuring Extensions

Step 1
Step 2

After you install the Cisco BAC extensions on the Cisco Network Registrar server, you must configure
the extensions. The procedure described in this section assumes that:

e The Cisco BAC component is installed in /opt/CSCObac.
e (Cisco Network Registrar is installed in /opt/nwreg2.
e The Cisco Network Registrar username is admin and the password is changeme.

To configure extensions:

Log into the Cisco Network Registrar server, with root access.
At the command line, enter:

# <NR_HOME>/local/usrbin/nrcmd -N admin -P changeme -b <
<BAC_HOME>/cnr_ep/bin/bpr_cnr_ enable_extpts.nrcmd

e To reload the Cisco Network Registrar server, enter:

# /etc/init.d/nwreglocal stop

# /etc/init.d/nwreglocal start

e To reload the DHCP server alone, enter:

# <NR_HOME>/local/usrbin/nrcmd -N admin -P changeme "dhcp reload"
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~

Note  Before you can use the Cisco Network Registrar server, you must configure client classes,
scope-selection tags, policies, and scopes. see the Cisco Prime Network Registrar 8.3 DHCP User
Guide.

Validating Extensions

To validate the extensions installed on the Cisco Network Registrar server, from the Cisco Network
Registrar Command Line Tool (nremd), run:

Depending on whether you installed a local or regional cluster, the nremd tool is located in:
e Local—/opt/nwreg2/local/usrbin
e Regional—/opt/nwreg2/regional/usrbin

nrcmd> extension list
100 Ok
dexdropras:
entry = dexdropras
file = libdexextension.so
init-args =
init-entry =
lang = Dex
name = dexdropras

preClientLookup:
entry = bprClientLookup
file = libbprextensions.so

init-args = BPR_HOME=/opt/CSCObac,BPR_DATA=/var/CSCObac
init-entry = bprInit
lang = Dex
name = preClientLookup
nrcmd>

S

m The BPR_HOME and BPR_DATA values may be different in your installation.

Also, in the nremd program, run:

nrcmd> extension list
100 Ok
dexdropras:
entry = dexdropras
file = libdexextension.so
init-args =
init-entry =
lang = Dex
name = dexdropras

preClientLookup:
entry = bprClientLookup
file = libbprextensions.so

init-args = BPR_HOME=/opt/CSCObac, BPR_DATA=/var/CSCObac
init-entry = bprInit
lang = Dex
name = preClientLookup
nrcmd>
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When you install all the components in the same Linux server, Cisco Network Registrar will not respond
to the lease queries from RDU.

Installing the Cisco Prime Access Registrar Extension Points

Step 1

Step 2

Step 3

Note

Step 4
Step 5

Step 6

Step 7
Step 8

Step 9
Step 10

Install the Cisco Abstract Registrar on a Linux server that meets the requirements described in Cisco
BAC Components, page 1-1.

To install the Cisco Abstract Registrar, complete the initial installation described in Installing Cisco
BAC, page 3-4. After you do this:

Enter the following command to start the installation program in interactive mode:

# <install-path>/BAC_3.10_LinuxK9/install_bac.sh

<install-path>—Specifies the complete path to the directory in which the BAC_3.10_LinuxK9 directory
has been created.

The installation program verifies that you have installed the required patches on the Linux operating
system. When the verification ends, the Welcome information appears.

Press Enter to continue.

The installation program prompts you to provide the name of the user. Ensure that the appropriate user
and group are created. If you want to configure the non-root user to run Cisco BAC, ensure that the setup
for non-root user is created. For details, see Creating Setup For Non-root User, page 3-1.

Enter y to install Cisco BAC for non-root user and group.

If you select n, Cisco BAC is installed with the root user and group credentials and in such a case, steps
4 and 5 do not appear.

Provide the name of the non-root user, and press Enter to continue.

Provide the name of the group of the non-root user, and press Enter to continue.
The installation program prompts you to select one or more components.

Enter y and press Enter at the PAR prompt.

To skip installing the RDU, DPE, and the Cisco Network Registrar extension points, enter n and press
Enter. You can choose to install these components later.

The home directory prompt appears.

Accept the default directory, /opt/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The data directory prompt appears.

Accept the default directory, /var/CSCObac, by pressing Enter; or enter another directory.
Confirm the directory location. To do this, enter y and press Enter.

The program prompts you to enter information on the RDU required to install the extensions.
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Step 11

Step 12
Step 13

Enter the IP address (or hostname) and the listening port of the host on which you have installed the
RDU.

Accept the default information, by pressing Enter; or enter alternative information.
Confirm the information. To do this, enter y and press Enter.
The installation proceeds, and displays the following message after successful installation:

Installation of <CSCObac> was successful.

Adding Components in Linux

Note

Note

This section describes how you can add one component of Cisco BAC to a system on which other
components have already been installed. This situation arises mainly in a deployment similar to a lab
installation, where, for the purposes of testing, more than one component is installed on a single
machine. The definitions file (bpr_definitions.sh) is updated whenever you add new components.

Before you add components, ensure that all the components belong to the Cisco BAC 3.10 version.

When the installation program detects the presence of one component on your system, it does not allow
you to add that particular component. It prompts you to add or install only other components.

For example, if you have installed a DPE on a system and then rerun the installation program, the
program does not allow you to install the DPE.

The procedures for adding a component are similar to those for a fresh installation, except that the
program does not allow you to add the component that you have already installed.

You cannot reinstall a component that you have already installed. If you must perform a reinstallation,
first uninstall that component, and then re-install it.

Before you add the DPE, ensure that the RDU and the DPE belong to the BAC 3.10 version.

When the installation program detects the presence of an RDU on your system, it does not allow you to
re-add the RDU. It prompts you to add or install only the DPE.

To ensure a smooth installation, we recommend that you install the RDU before you install the DPE.

Unlike the procedure in a fresh installation, while adding a DPE, you cannot install the home
<BPR_HOME> and data <BPR_DATA> directories in a location of your choice. The directories are
installed only in the location where you choose to install the RDU directories.

Upgrading Cisco BAC

This section describes how to upgrade Cisco BAC 3.8.1, 3.8.1.x or 3.9 installation on Linux to Cisco
BAC 3.10 Linux.
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You must stop the process watchdog (bprAgent) before upgrading. After the upgrade is complete, Cisco
BAC does not restart the process watchdog automatically. You must migrate your existing database first
before starting the watchdog.

Upgrading Cisco BAC 3.8.1, 3.8.1.x or 3.9 on Linux requires upgrading the RDU and DPE from Cisco
BAC 3.8.1, 3.8.1.x or 3.9 to Cisco BAC 3.10. You must perform the following set of tasks sequentially
to upgrade the RDU and DPE:

1. Automatic Pre-Maintenance Activities, page 3-13
Backing Up the RDU Database, page 3-13
Migrating the RDU database, page 3-14
Upgrading RDU and DPE, page 3-14

s w N

Automatic Pre-Maintenance Activities

This script is used to automate Pre-maintenance window activities such as Backup, Database
recovery and verification, and migration of the database, before any major upgrade from Cisco BAC
3.8.1, 3.8.1.x or 3.9 to 3.10. This script can be run on the server where RDU is installed. You can
either choose a single prompt to complete all the above activities or execute them one-by-one by
providing the appropriate inputs.The script is located at the following path:
<install-path>/BAC_3.10_LinuxK9/pre_maintenance.sh

Backing Up the RDU Database

Step 1

Step 2

Step 3

Step 4

To back up the RDU database:

Stop the bprAgent using the following command:

# /etc/init.d/bprAgent stop

~

Note It is always recommended to take backup of RDU database when the bprAgent is not running.
Otherwise, the backed-up database may not have the latest information, and this may lead to
some incorrect data values in the DB statistics. For example, the number of CWMP devices may
not appear correct.

Run the backupDb.sh script in the <BPR_HOME>/rdu/bin directory to back up the RDU database:

# ./backupDb.sh /var/backup

/var/backup—identifies the database backup directory.

In this example, all backup database files are stored in a directory called
/var/backup/rdu-backup-20140907-063133. The last subdirectory (rdu-backup-20140907-063133) is
automatically created with a current time stamp.

Run the recoverDb.sh script in the <BPR_HOME>/rdu/bin directory to recover the RDU database:

# ./recoverDb.sh /var/backup/rdu-backup-20140907-063133

Run the verifyDb.sh script in the <BPR_HOME>/rdu/internal/db/bin directory to verify the RDU
database integrity:

Cisco Broadband Access Center 3.10 Installation Guide ]



Chapter3 Installing and Uninstalling Cisco BAC on Linux |

| Upgrading Cisco BAC

# ./verifyDb.sh -dbdir /var/backup/rdu-backup-20140907-063133

The back up process for RDU database is completed, and the RDU database is recovered and verified.

Migrating the RDU database

Step 1

Step 2

To migrate the RDU database from Cisco BAC 3.8.1, 3.8.1.x or 3.9 to Cisco BAC 3.10:

Run migrationTool.sh in the directory BAC_310_MigrationTool /migration:

# ./migrationTool.sh -dbdir /var/backup/rdu-backup-20140907-063133

Observe the migration progress using the migration.log file:

# tail -f /var/backup/rdu-backup-20140907-063133/migration.log

The RDU database is migrated from Cisco BAC 3.8.1, 3.8.1.x or 3.9 to Cisco BAC 3.10

Upgrading RDU and DPE

Step 1

Step 2

Step 3

Step 4

Step 5

Note

Step 6

To upgrade the RDU and DPE components of Cisco BAC 3.8.1, 3.8.1.x or 3.9 to Cisco BAC 3.10:

Decompress the Cisco BAC 3.10 installation package with .gtar.gz extension using the following
command:

gunzip -4 BAC_3.10_LinuxK9.gtar.gz

Unpack the Cisco BAC 3.10 installation package with .gtar extension using the following command:
gtar -xvf BAC_3.10_LinuxK9.gtar

To start the upgrade process for RDU and DPE, install the Cisco BAC 3.10 version using the following
command:

“<install-path>/BAC_3.10_LinuxK9/install_bac.sh

The installation program prompts you to confirm if you want to proceed with the Cisco BAC 3.10
installation.

Press Enter to continue.

The installation program prompts you to provide the name of the user. Ensure that the appropriate user
and group are created. If you want to configure the non-root user to run Cisco BAC, ensure that the setup
for non-root user is created. For details, see Creating Setup For Non-root User, page 3-1.

Enter y to install Cisco BAC for non-root user and group.

If you select n, Cisco BAC is installed with the root user and group credentials and in such a case, steps
6 and 7 do not appear.

Provide the name of the non-root user, and press Enter to continue.
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Step 8
Step 9

Step 10

Step 11

Step 12
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Provide the name of the group of the non-root user, and press Enter to continue.
The installation program prompts you to select one or more components.

To confirm that you want to upgrade, enter y and press Enter.

The following message appears:

You must perform the following set of tasks sequentially to upgrade the RDU and DPE:
Back Up the RDU Database

Recover the Backed up RDU Database

Verify the Recovered RDU Database

Migrate the Verified RDU Database

. Verify the Migrated RDU Database [Optionall

The above steps can be performed manually.

Have you already performed the pre-maintenance script and/ or do you want to skip the
above processes? (y/n) [n]l: n

U W N

If you enter y, you will be directed to start upgrading the RDU and DPE. See step 10 below.
If you enter n, you will be directed to manually perform the tasks from 1-5 as listed above.
In the following message that appears, enter y to remove the directories.

Before restoring the backing database, the existing db and dblog directories should be
removed. Are you sure (y/n)? (y/n) [n]:

In the following message that appears, enter y to restore the database.

Do you want to restore the latest database backup
[/var/backup/rdu-backup-20150422-101419]1? (y/n) [y]:

Restart the bprAgent using the following command:

# /etc/init.d/bprAgent restart

The RDU and DPE is upgraded from Cisco BAC 3.8.1, 3.8.1.x or 3.9 to Cisco BAC 3.10 version.

Uninstalling Cisco BAC

This section describes how to uninstall Cisco Broadband Access Center (Cisco BAC).

The procedure described in this section uninstalls the RDU, DPE, Cisco Access Registrar extension
points and Cisco Network Registrar extensions but it does not uninstall the Cisco Network Registrar
application. Before removing Cisco BAC, manually remove the Cisco BAC configuration on Cisco
Network Registrar.

The uninstallation program removes all files found in the installation directory (the default directory is
/opt/CSCObac). The program also shuts down and removes these processes, if they are detected: SNMP
Agent, Tomcat, Cisco BAC agent, RDU, and DPE.

The uninstallation program does not remove files that were placed outside the installation directory.

For example, a component installation places the database and database logs directories under
/var/CSCObac. These files must be removed manually. (Subsequent sections describe how to delete these
files.) Also, the program does not remove any files found in the Cisco Network Registrar directory.

If you have installed Cisco BAC extensions on Cisco Network Registrar, you must uninstall those
extensions to completely uninstall the Cisco BAC program; otherwise, an error message appears.
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Step 1
Step 2

Step 3

Step 4

Step 5

Step 6
Step 7

~

Note The path to the Cisco Network Registrar extensions differs based on the location where you have
installed Cisco Network Registrar; the default location is /opt/nwreg2.

If the uninstallation program fails to uninstall Cisco BAC, error messages appear.

After uninstalling Cisco BAC, manually remove the data and database logs directories. See
Post-Uninstallation Task, page 3-17.

To uninstall Cisco BAC from the command line:

Log in using your username and password.

Manually remove the configuration of the Cisco BAC extensions from the Cisco Network Registrar
server. You can do this from any server that has nremd installed and connectivity with Cisco Network
Registrar.

¢ To uninstall the Cisco BAC extensions from your Cisco Network Registrar configuration, enter:

# <NR_HOME>/local/usrbin/nrcmd -N admin -P changeme -b <
<BPR_HOME>/cnr_ep/bin/bpr_ cnr_disable_extpts.nrcmd

e To reload your DHCP server, enter:

# /etc/init.d/nwreglocal stop
# /etc/init.d/nwreglocal start

e To remove the Cisco BAC extensions from the Cisco Network Registrar extensions directory, enter:
# rm -rf <NR_HOME>/local/extensions/dhcp/dex/libbprextensions.so
Manually remove the Cisco Prime Access Registrar extensions from the Cisco Prime Access Registrar
server using the command:

# rm -rf <CAR_HOME>/scripts/radius/java/dpeext.jar

Restart the Cisco Prime Access Registrar server by running:

# /etc/init.d/arserver restart

Run the following command to uninstall:

# <install-path>/BAC_3.10_LinuxK9/uninstall_bac.sh

Enter y to continue.
Run the following commands to delete the previously installed directories.
rm -rf /opt/CSCObac

rm -rf /var/CSCObac/RDU
rm -rf /var/CSCObac/DPE
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Post-Uninstallation Task

After you have uninstalled Cisco BAC, manually remove the data and database logs directories. To
remove these directories:

Step1  Log in as root.
Step2 Remove the data and the database logs directories. (The default directory for both is /var/CSCObac.)

For example, enter:

# rm -rf /var/CSCObac

The data and the database logs directories are deleted.
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Integrating Cisco BAC with Cisco Prime Central

Note

Note

Step 1
Step 2

Step 3

Cisco BAC can be integrated with Cisco Prime Central to receive EPM MIB OIDs traps in the
Prime Central alarm browser.

Each RDU and DPE component is registered as individual domain manager with Prime Central
application.

To integrate BAC with the Prime Central alarm browser, use the primelIntegration.sh script that is
available under <BAC_HOME>/prime_integrator directory, as part of RDU/DPE installation. You must
invoke this script to integrate BAC with Prime Central and to register Prime Central as one of the trap
listener.

Before integrating with Cisco BAC, ensure that Prime Central is successfully installed in the network,
and that you know the credentials of the Prime Central server and the Fault Management server, like
IP address and used ports.

BAC can be integrated and registered with Prime Central in two different modes: Active and DR
(Disaster recovery) mode. While integrating with DR mode, the user needs to specify Domain Manager
(DM) ID for successful integration.

In order to integrate BAC with Prime central in DR mode, the user must ensure that the dmid.xml file
does not exist. The dmid.xml file resides in the directory <BAC_HOME>/prime_integrator.

After successful execution of this script, BAC will be registered with Prime Central as a Domain
Manager instance. In addition, Prime Central is configured as one of the trap listeners in DPE to receive
traps.

It is recommended to install both RDU and DPE components, and then run the primelntegration.sh
script in the DPE.

If you install RDU and run the primelIntegration.sh script in the RDU before installing the DPE
component, you cannot run this script in the DPE later to register the Prime Central SNMP Trap Host
for DPE. In this case, after DPE component installation, you must manually register the Prime Central
Fault Management server as one of the trap listener, using the snmpAgentCfgUtil.sh script in the DPE.
This manual registration also applies to subsequent DPE installations, as the registration of BAC as an
application with Prime Central happens at the first instance of running primelntegration.sh.

To integrate Cisco BAC with Prime Central, from the RDU/DPE CLI:

Change directory to <BAC_HOME>/prime_integrator.
Run primelntegration.sh.
For example:
[root@bac-sol-vml88 prime_integrator]# ./primeIntegration.sh
Enter values for the following credentials at the prompt:
e Prime Central integration mode: Active(a) or DR(d) (a, by default)
e Prime Central Database Server IP address
The default value is the same IP address as the installed BAC RDU/DPE.
e Prime Central database name (primedb, by default)
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e Prime Central database port (1521, by default)

e Prime Central database user name (primedba, by default)
e Prime Central database password

¢ Prime Central SNMP Trap Host

The default value is the same IP address as the Prime Central server IP address. Instead, if the Fault
Management server is installed in a different machine, you can mention its IP address here.

e Prime Central SNMP Trap port (/162, by default)
e Prime Central Domain Manager (DM) Id (1, by default)

Enter valid DM Id if integrating Prime Central in DR mode only. If Active mode is selected then this
credential is not prompted.

After successful execution of this script, Cisco BAC is registered with Prime Central as a domain
manager instance, and Prime Central is also configured as one of the trap listeners in DPE to receive
traps.
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CHAPTER I

Configuring the Syslog Utility to Receive Cisco
BAC Alerts

This chapter explains how to configure the syslog daemon after you install the Cisco Broadband Access
Center (BAC). In case of a local data server, you can configure the syslog utility on any Cisco BAC
component server to receive alerts from the system. For receiving the syslogs in a centralized server from
all the BAC components such as RDU, DPE, CNR and KDC, you can configure the syslog daemon either
on any Cisco BAC component server or on a separate server. These component servers are referred as
Cisco server in this chapter.

~

Note  Configuring the syslog file is an optional task.

Syslog is a client-server protocol that manages the logging of information on UNIX. Cisco BAC
generates alerts through the syslog service. Cisco BAC syslog alerts are not a logging service; they notify
that a problem exists, but do not necessarily define the specific cause of the problem.

The information related to the problem resides in the appropriate Cisco BAC log files, rdu.log and
dpe.log. If you choose to configure the syslog file, syslog alerts are directed to a separate log file.

For more information on error messages and alerts, refer to the Cisco Broadband Access Center 3.10
Administrator Guide.

Configuring Syslogs on a Local Server

Step 1
Step 2

Step 3
Step 4

To configure the syslog utility on Linux servers:

Log in as root on the server.
At the command line, create the log file.

For example:

# touch /var/log/bac.log

Open the /etc/syslog.conf file with a text editor, such as vi.

Add the following lines to the /etc/syslog.conf file:

local6.alert /var/log/bac.log
localé6.info /var/log/bac.log
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~

Note  You must insert one or more tabs between the local6:info and /var/log/bac.log information.

Step5  Save and close the /etc/syslog.conf file.

Step6  To force the syslog utility to take the new configuration, at the command line, enter:
# ps -ef | grep syslogd
root 217 1 0 Nov 26 ? 0:00 /usr/sbin/syslogd

kill -HUP 217
~

Note  The process ID (PID) in this example is 217, but may change when you run ps -ef | grep
syslogd. Use the correct output from that command as the input to ki1l -HUP.

Syslog is now ready to receive alerts from Cisco BAC.

Configuring Centralized Linux Server to Receive Syslogs

By default, syslog daemon on a centralized server does not expect to receive messages from the Linux
Cisco BAC servers. You must configure the centralized server for the syslog daemon to start listening to
these messages.

The syslog daemon checks the /etc/syslog.conf file to determine the expected names and locations of the
log files it should create. It also checks the /etc/sysconfig/syslog file to determine the various modes in
which it should operate. The syslog daemon will not receive server messages unless the
SYSLOGD_OPTIONS variable in this file has a -r included in it as shown below:

Options to syslogd

-m 0 disables 'MARK' messages.

-r enables logging from RDU/DPE server machines

-x disables DNS lookups on messages received with -r

See syslogd(8) for more details
SYSLOGD_OPTIONS="-m 0 -r"

# Options to klogd

# -2 prints all kernel oops messages twice; once for klogd to decode, and
# once for processing with 'ksymoops'

# -x disables all klogd processing of oops messages entirely
# See klogd(8) for more details
KLOGD_OPTIONS="-2"

HH H I FH

You must restart the syslog daemon for the changes to take effect. The server listens on UDP port 514,
which you can verify using one of the following netstat command variations:

— # netstat -a | grep syslog
udp 0 0 *:syslog wy*

— # netstat -an | grep 514
udp 0 00.0.0.0:514 0.0.0.0:*

Cisco Broadband Access Center 3.10 Installation Guide
[ 42 | |



| Chapter4 Configuring the Syslog Utility to Receive Cisco BAC Alerts

Configuring a Server to Send Syslog to Centralized Server on Linux 1l

Configuring a Server to Send Syslog to Centralized Server on

Linux

Step 1
Step 2
Step 3

Step 4

Step 5

After you configure syslog daemon on the centralized server, you must configure the Cisco BAC server
to send messages to it. To do this, edit the /etc/hosts file on the server.

Determine the IP address and fully qualified hostname of the server logging host.
Log in as root on the server

To enable the server logging hostname, add the following entry in the /etc/hosts file:
For example:

IP-address fully-qualified-domain-name hostname "loghost™"

In the example, the /etc/hosts file has a nickname loghost, for the server.
Edit the /etc/syslog.conf file to send the syslog messages to the server.

For example:

local6.info @loghost
localé.info /var/log/messages

Restart the syslog daemon to start server logging.

To test whether the syslog server is receiving the messages, stop the RDU server. The DPE and CNR
servers will send a message indicating the connection failure.
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