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CHAPTER 1

Cisco Edge Intelligence

Cisco Edge Intelligence is an edge-to-multi-cloud data orchestration software that processes the data from
connected edge assets. This software operates on Cisco industrial routers, switches and compute gateways
for simple out-of-the-box deployment.

Cisco Edge Intelligence is available as an independent IOx application, without dependency on IoT Operations
Dashboard cloud platform. This guide covers the standalone solution, while the documentation for Cisco Edge
Intelligence deployed using cloud infrastructure (IoT Operations Dashboard) is available here.

Supported devices
The Cisco Edge Intelligence agent runs on Cisco network devices as a Cisco IOx app on these devices:

* Cisco 829 Industrial Integrated Services Routers (Cisco IR829)
* Cisco Catalyst IR1101 Rugged Series Routers

* Cisco Catalyst IR1800 Rugged Series Routers

* Cisco Catalyst IE3400 Rugged Series Switches

* Cisco Catalyst IE3500 Rugged Series Switches

* Cisco IC3000 Industrial Compute Gateway

Cisco Edge Intelligence also provides the flexibility to integrate with multiple applications in multiple
clouds. Cisco Edge Intelligence offers native integrations for Microsoft Azure IoT Hub, AWS server, Splunk
server, and MQTT applications.

» Edge to multi-cloud data flows, on page 1
* Creating Cisco Edge Intelligence pipelines, on page 2

Edge to multi-cloud data flows

Cisco Edge Intelligence helps you take control of your data throughout key aspects of its lifecycle and helps
you to simplify the processes from start to finish.
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. Creating Cisco Edge Intelligence pipelines

Figure 1: Data lifecycle
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You configure the Cisco Edge Intelligence agent to address the following processes:

* Extract: You can automatically ingest data from any edge sensor using Cisco Edge Intelligence hosted
on Cisco network equipment. Cisco Edge Intelligence has built-in industry-standard connectors such as
OPC Unified Architecture (OPC-UA), Modbus (TCP/IP and Serial), and MQ Telemetry Transport
(MQTT) that allow data to be extracted from various dissimilar sources. The data is then converted to
industry-standard formats to enable its full use.

* Transform: Once the data is extracted, Cisco Edge Intelligence enables real-time processing to filter,
compress, or analyze data in a uniquely simple way. You can then create code to define how the extracted
data is processed. Using an in-app editor, developers can create, test, and deploy code without having to
leave the Cisco Edge Intelligence portal.

* Govern: Cisco Edge Intelligence provides a central point for the creation and deployment of policies that
govern how edge data is processed and delivered.

* Deliver: The extraction, transformation, and governance processes provide you with data from multiple
aggregated sources to gain actionable insights for the best decision making. You can then choose what
data is sent to which destination, and send the data to multiple destinations or applications.

Creating Cisco Edge Intelligence pipelines

Creating an edge-to-multicloud data policy is a multistage process that can be completed in the Cisco Edge
Intelligence Local Manager.

Summary

In the Cisco Edge Intelligence Local Manager, you create pipelines to define the progression of data. Data
management begins with an extraction of the data from different sources. The gathered data is transformed
using data policy configurations and the data policies are then deployed to a wide range of destinations.

Creating a Cisco Edge Intelligence pipeline comprises the following steps:

* Data sources: Define assets or data source types based on the communication protocols they use. Each
protocol then allows further configurations to define the data sources.

You can add up to 20 data sources in a pipeline.

» Add data destinations: Add data destinations such as MQTT servers, Microsoft Azure loT Hub, Splunk,
or AWS IoT Core.

* Create a data policy: Define a data policy to define how data is sent from data sources to destinations.
A data policy can comprise one of the following methods:
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Manage pipelines at scale .

* Data logic: Data logic involves using JavaScript, developed using an in-app code editor, to transform
data before it is sent to a destination (if local processing of data is required).

* Data rule: Data rule allows data flow from defined sources to defined destinations, without any data
transformation.

Workflow

Figure 2: Pipeline creation page in Cisco Edge Intelligence Local Manager

Name | pipeline 1] [® Save As Template ‘ & Deploy | ¥ Undeploy [ X Cancel ]
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Custom Attributes

# Name * Data Type Value * Action

Manage pipelines at scale

To manage the deployment of Cisco Edge Intelligence pipelines at a scale across devices and agents, you
have these options:

* Use the Cisco Edge Intelligence Release 2.0 APIL.
* Use the Cisco Edge Intelligence Release 2.2 APL

* Using CLI: See Cisco Edge Intelligence CLI Utility Tool for an example of pipeline management using
CLL
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CHAPTER 2

Install and access Cisco Edge Intelligence
agents

* Download Cisco Edge Intelligence software, on page 5

* Install the Cisco Edge Intelligence agent using IOx Local Manager, on page 5

* Install Cisco Edge Intelligence application using Cisco Catalyst SDWAN Manager, on page 13
* Remove a Cisco Edge Intelligence Agent, on page 15

* Port opening mechanism for gateways, on page 15

Download Cisco Edge Intelligence software

Two Cisco Edge Intelligence software packages are available on software.cisco.com, based on how you want
to install the agent on your devices:

* Using the I0x Local Manager.
» Using the Cisco Catalyst SD-WAN Manager.

Install the Cisco Edge Intelligence agent using 10x Local

Manager
Before you begin
Download the Cisco Edge Intelligence software package.
Procedure
Step 1 Log in to the network device Web UL.
Step 2 From the menu, choose Configuration > Services> | Ox.
Step 3 Log in to the Cisco IOx Local Manager.
Step 4 In the Applications tab, click Add New.
Step 5 In the Deploy Application dialog box:
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. Static NAT configuration

a. Inthe Application Id field, add a name for the Cisco Edge Intelligence application. This field supports only
alphanumeric characters and the underscore character, and accepts up to 40 characters.

b. Click Choose File, and select the downloaded software package.

After the upload is complete, the Applicationstab displays the Cisco Edge Intelligence application listing.

Step 6 On the Cisco Edge Intelligence listing, click Activate.
Step 7 The Resources page is displayed because a peripheral configuration is required for application activation.

a. To edit the peripheral configuration in the Peripheral Configuration area, click Edit.

b. The following details are automatically populated:

1. Device Type: Serial (non-editable)
2. Name: A name is auto-populated, and you can edit the value.

3. Label: A label is auto-populated, and you can edit the value.

c. Click OK. The Peripheral Configuration area now displays the status Present.

Note
Make sure to check Networ k and Resour ce Profile configuration details are available under Resour ces tab.

Step 8 To activate the Cisco Edge Intelligence application, click Activate App at the top of the Resour ces page.

Static NAT configuration

To allow inbound traffic to reach the Cisco Edge Intelligence UI or API, you must configure static NAT for
a TCP service.

Configuring static NAT offers the following advantages:

* Control access to internal resources by allowing only designated services to be exposed to the outside
network.

* The service is always accessible through the same public IP address and port, ensuring consistency and
simplified access.

Static NAT configuration includes the following steps:
1. Get the inside IP address of the Cisco Edge Intelligence application. This is an IPv4 address.
2. Configure static NAT using the network device's GUI or CLI.

Get Cisco Edge Intelligence (container service) IP address for NAT configuration

Before you begin

The Cisco Edge Intelligence application must be active.
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| Install and access Cisco Edge Intelligence agents

Step 1
Step 2
Step 3
Step 4

Configure static NAT using device GUI .

Procedure

From the device GUI menu, choose Configuration > Services> | Ox.
In the Applications page, on the Cisco Edge Intelligence Local Manager listing, click M anage.
In the App-info tab, in the Network information area, click ethO.

The details of the interface configuration are displayed, including the IPv4 address. Copy the IPv4 address for static NAT
configuration.

Configure static NAT using device GUI

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7
Step 8
Step 9

Procedure

From the menu, choose Configuration > Security > NAT.

Click Add.

From the Static M ode drop-down menu, choose TCP.

For NAT direction, choose Inside.

Enter the local IP.

In the L ocal Port field, enter 8008.

In the Global I P field, enter the external IP address that you want to use.
In the Global Port field, enter 8008.

Click Apply to Device.

Configure static NAT using device CLI

To configure static NAT for a TCP service, use the following command:

ip nat inside source static tcp inside-local-ip-address inside-port-number
inside-global-ip-address outside-port-number extendable

The components of the command are:
* inside-local-ip-address: IPv4 address of the Cisco Edge Intelligence application.
« inside-port-number: Cisco Edge Intelligence application uses port 8008.
* inside-global-ip-address: Translated (public or external-facing) IP address.
« outside-port-number: The external port that maps to internal service.

« extendable: Defines that multiple NAT entries can be created for same internal IP.
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. Secure remote access to assets using Cisco Secure Endpoint Access

Procedure

Step 1 Define an interface with an IP address and as a NAT inside interface, using the ip nat inside command.

Router#configure terminal

Router (config) #eth0 <number>

Router (config-if) #ip address <inside-local-IP-address>
Router (config-if) #ip nat inside

Router (config-if) ffexit

Step 2 Define an interface with an IP address and as a NAT outside interface, using the ip nat outside command.

Router#configure terminal

Router (config) ##eth0 <number>

Router (config-if) #ip address <outside-global-IP-address>
Router (config-if) #ip nat outside

Router (config-if) #exit

Step 3 Configure static NAT for a TCP service with the following command.

Router#configure terminal
Router (config) #ip nat inside source static tcp <inside-local-ip-address> <inside-port-number>
<inside-global-ip-address> <outside-port-number> extendable

Note
Make sure to enter enable command before you configure terminal.

Secure remote access to assets using Cisco Secure Endpoint Access

With Secure Equipment Access (SEA), Cisco is solving the challenges of deploying secure remote access to
operational assets at scale. It embeds the Zero Trust Network Access (ZTNA) gateway function into Cisco
industrial switches and routers, making secure remote access capabilities very simple to deploy at scale.

Cisco Secure Equipment Access comes with a cloud portal that centralizes gateway management and
configuration of remote access policies.

To know more about how to get access to a remote session, see the Request access to a remote session.
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Log in to Cisco Edge Intelligence Local Manager .

\)

Note While creating Access M ethod, make sure to enter the appropriate IP address with 8008-port number on Full

URL field.
Service IR1835-K9+FCW2649YVDG Add Access Method
@ secure Equipment
Access El-192.168.16.12 © unknown
Choose Access Method *
“  Dashboard Web App
Asset Details Access Methods
Remote Sessions Full URL*
8 S EED https:192.168.16.12:8008
@ Access Management
me

[ For detalls on web server certificate
validation, refer to the SEA
documentation.

.. System Management
etwork Device Name = Protocol Dafinition

B Notifications IR1835-K9+FCW2649YVDG

Asset Health No data to display Session Timeout *
*+ Quick Wizard N )

Disabled o IE min || 0 sec
I secureFile Transfer Period

30 seconds (I Advanced Settings

Timeout

3 seconds Access Name
Name *

E1-192.168.16.12 (WEB_APP)

Description

Log in to Cisco Edge Intelligence Local Manager

Procedure

Step 1 From the network device menu, choose Configuration > Services> | Ox.
Step 2 On the Cisco Edge Intelligence application listing, click Start.

Note
Make sure that all field values are available and highlighted with green.

Step 3 From a different browser, launch the Cisco Edge Intelligence Local Manager, using port 8008. The login url is
https://<device ip>:8008/login

Step 4 At first login, the login credentials are:

e Username: admin

* Password: eiUser@123

Note
All Cisco Edge Intelligence login passwords, default or otherwise, expire in 30 days and must be updated.

Step 5 After you log in, you are prompted to immediately reset your password.
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. Log in to Cisco Edge Intelligence Local Manager

X

O Password Change Required

For your security, you need to change your password to continue.
Your password has expired or has been flagged for a mandatory

Reset Password

update.

Step 6 You must reset your password at first login for security.
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| Install and access Cisco Edge Intelligence agents
Reset password .

Edge Intelligence

Protect Your Account: Update Your Password
Username
admin
Current Password

cccsscccce

New Password

cocccccce

Confirm Password

eesssened

Change Password

Password Policy:

Password Maximum Length: 32 Characters

Password Minimum Length: 8 Characters

Password history size: 4

Max unsuccessful login attempts: 5

Password Expiry Interval (days): 90

Password cannot be same as username or reverse of username

Password cannot contain cisco or reverse of cisco

No Character can be repeated more than 3 times consecutively in the password
Must contain at least one character from all the characters sets: upper-case,

lower-case, digits, special Characters

Reset password

You can reset your password for any security reasons or reset it if you forget it.

If you do multiple wrong attempts or forgot the password, then you can proceed to reset the password to the
default password.
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. Reset password

Step 1
Step 2
Step 3

Step 4
Step 5

\)

Note If you do 5 consecutive attempts, then the account will be locked temporarily.

For every unsuccessful attempt, the account locks for some time duration. After that time the login window
reappears.

¢ Edge Intelligence Account Temporarily Locked X I
/A account temporarily locked. Please try
again in 12m4s

Login

©
Account Temporarily Locked

Too many failed login attempts.

Please try again in: 11:55

Procedure

To reset the password, connect to the IOx application session using the application ID.
Navigate to the Local Manager configuration directory.
Reset the credentials by replacing the current credentials file with the factory default version.

app-hosting connect appid <appid> session

cd /opt/cisco/config/dslinks/go-localmgr

cp credentials.factory.json credentials.json
pkill localmgr

Terminate the Local Manager process to force it to restart with the default credentials.
Password is reset to the default password.
Note

For a default password and to set up a new password, refer to the chapter Log in to Cisco Edge Intelligence Local Manager,
on page 9.
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Install Cisco Edge Intelligence application using Cisco Catalyst SDWAN Manager .

Install Cisco Edge Intelligence application using Cisco Catalyst
SDWAN Manager

Cisco Edge Intelligence is enabled by installing the EI Agent software on your Cisco network devices. The
EI Agent is a Cisco IOx app that runs on Cisco network devices such as IR829, IR1101, IR1800, IE3400, and
1C3000.

Get the Cisco Edge Intelligence image
Procedure

Step 1 From Cisco Software, download the Cisco Edge Intelligence image file for SDWAN-managed devices.
Step 2 Upload the image file to a remote file server.

Cisco Catalyst SDWAN Manager process overview

Here, we assume your familiarity with Cisco Catalyst SDWAN Manager. The Cisco Edge Intelligence
application is installed on network devices as a custom application using configuration groups.

For information on onboarding network devices and Day 0 configurations, see the Cisco Catalyst SD-WAN
Getting Started Guide.

\}

Note Ensure that the Cisco Edge Intelligence application and the assets that the application must reach are in the
same VPN.

Task 1: Register the remote file server
Task 2: Add a software image to the repository using the remote server method

Task 3: Add a custom application profile to a configuration group
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. Cisco Catalyst SDWAN Manager process overview

Custom Application x
Name

[& J
Description (option:

{ A,‘
Basic Settings @ Network C Settings © Variable Settings @ Serial Settings

Application name

(o

Note: “customapp_" il appear a5 a prefx across al events
Virtual Image
Define which virtual application image to use for this feature
Virtual Image
@ v | | ei116.22_sdwan_in101tar.gz 116.22 v

Application Network Configuration
+ Add Configuration

Name Service VPN VPG IP Address (options Application IP Address Subnet mask (optiol Action

"EI ] "’\G ] ‘1010101 ‘ [1010103 ‘ [2552552550 | o

Environment Variables
+ Add Variable

Key Value Action
Data Configuration
+ Add Data Source
(e o

Sancel E

1. In Network Configuration Settings, define the VPG I P Addressand Application |P Addressas
device-specific configurations instead of global configurations.

2. Configure serial interface. Here’s an example of a serial interface configuration:
iox
!
!
interface Async0/2/0
no shutdown
encapsulation relay-line
vrf forwarding 10
!
relay line 0/2/0 0/0/0
!

1
ip http authentication local

ip http server
1

Task 4: Deploy a configuration group with a custom application

)

Note To access the Cisco Edge Intelligence GUI, you must use the application IP address.

After you deploy Cisco Edge Intelligence as a custom application to the target network devices, use the url:
<Application IP address>:8008/login.
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Remove a Cisco Edge Intelligence Agent .

Remove a Cisco Edge Intelligence Agent
A\

Note Removing a Cisco Edge Intelligence Agent deletes all the existing data that are related to the Cisco Edge
Intelligence Agent and cannot be undone.

You might want to remove a Cisco Edge Intelligence Agent that was used for testing, or to decommission a
running instance. A Cisco Edge Intelligence Agent can be removed from the system only when its status is
Not Reachable.

Remove the Cisco Edge Intelligence Agent from the network device. When the decommissioned Cisco Edge
Intelligence Agent's status is updated to Not Reachable.

You can also disconnect the network device from the network by choosing the I0x Local Manager and clicking
Delete.

Port opening mechanism for gateways
Certain NTCIP and RSU functions require for the opening of specific ports.
* Port 5001 is designated for RSU
* Port 5002 for NTCIP (streaming modes like J2735 or trafficware)

* Port 1162 for trap notifications (For example, wrong way detection)

Procedure
Step 1 Use the console access to open the ports for IR1101.
Step 2 Connect to the device via ssh or telnet.
Step 3 Use the command show app-hosting detail to find the internal IP of the device:

Network interfaces

ethO:
MAC address : 52:54:dd:81:2e:49
IPv4 address : 172.16.16.3 - Internal IP

IPv6 address

Network name : VPGO

Multicast : No

Mirroring : No
Step 4 Use the command config t

Cisco Edge Intelligence User Guide, Release 2.2.x .



Install and access Cisco Edge Intelligence agents |
. Port opening mechanism for gateways

Step 5 Open a required port with below given command:

ip nat inside source static udp 192.168.1.100 5002 interface GigabitEthernet0/1 5002
where 5002 - can be any port which you must open;

* Internal IP - you can find using the command command show app-hosting detail

* Global IP - IP of gateway (I0x Local Manager access IP)

Note
Above command is used for dynamic global IP. If you required a static global IP, use the command

ip nat inside source static udp 192.168.1.100 5001 interface GigabitEthernet(0/1 5001

Step 6 Use the command exit

Step 7 Verify that new rules are added with show ip nat translations command.

Step 8 Open ports for other gateways with IOx Local Manager.

Step 9 Connect to IOx Local Manager.

Step 10 Click Activate.

Step 11 Select the network which configuration you want to change, then click edit and it navigates you to Port Mapping
page.

Step 12 Add all required TCP Port Mappings and UDP Port Mappings and click OK.
Step 13 Click OK on main page.
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CHAPTER 3

Upgrade the Cisco Edge Intelligence Local
Manager

» Upgrade the Cisco Edge Intelligence Local Manager, on page 17

Upgrade the Cisco Edge Intelligence Local Manager

Step 1
Step 2
Step 3

Step 4
Step 5
Step 6

Update the Cisco Edge Intelligence Local Manager to the latest version to ensure full feature compatibility
with the Cisco IOx Local Manager.

Upgrading the Cisco Edge Intelligence Local Manager allows you to use new data types for assets and data
destinations, and perform all data policy management actions.

In this release, manually upgrade the EI Agents using the Cisco IOx Local Manager. The upgrade process
will not impact or remove any deployed pipeline data or existing templates.

Before you begin
Download the current Cisco Edge Intelligence software package.

Deploy your current pipeline before you initiate the upgrade process in the IOx Local Manager.

Procedure

Log in to the network device Web UI.
From the menu, choose Configuration > Services> | Ox.
Log in to the Cisco IOx Local Manager.

You can see all currently deployed Cisco Edge Intelligence Local Managers.
Click Stop on the Cisco Edge Intelligence Local Manager instance you want to upgrade.
After the instance stops, click Upgrade that appears.

In the upgrade Application dialog box:
a) Click Choose File and select the software package for the upgraded version you downloaded.

After the upload is complete, the Applications tab displays the latest version of the Cisco Edge Intelligence application.
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Note
The upgrade process will not impact any deployed pipeline data or existing templates.

Step 7 Click Start to run the latest version of the Cisco Edge Intelligence Local Manager.

The Cisco Edge Intelligence Local Manager is upgraded to the latest version. All data and templates are
retained, and all policies are redeployed after the upgrade.
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CHAPTER 4

Cisco Edge Intelligence Local Manager

In Cisco Edge Intelligence Local Manager dashboard, we create pipelines to define the data progression.

Along with pipeline creation, the following features are available in the dashboard.

Figure 3: Cisco Edge Intelligence Local Manager dashboard

Edge Intelligence Local Manager Actions ¥

Reset Links

Logout

= Pipelines E B Name

No pipelines available

Name of pipeline

Select a pipeline or template to begin

(]

B Templates E

R )

1. Check Cisco Edge Intelligence connection status:

Hover over the network connection icon (Wi-Fi icon) in the top banner to view whether Cisco Edge
Intelligence is online or offline, and for agent details such as version and ID.

2. Create and view deployed pipelines:
* The pipelines area provides a quick view of the deployed pipelines and their respective statuses.

* Click an existing pipeline to view its health status details, or to edit the pipeline's configurations.

* To create a new pipeline, click the plus (+) icon.

3. View, import, or export templates:

The templates area displays all the templates that are available in the Cisco Edge Intelligence Local
Manager.

* Click the import icon to upload template files from your local system.
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. How to create pipelines

* Click the download icon to download one or all the templates to your local system, in JSON format.
You can then import the templates into other agents for deployment.

4. Delete all pipelines:

To delete all the pipelines in your Cisco Edge Intelligence Local Manager, choose Actions> Reset Links
from the top banner.

A

Caution  Once deleted, a pipeline cannot be retrieved.

Templates are browser-specific and access is restricted to your user credentials. However, deployed pipelines
do not have similar restrictions. Multiple users can check the health status of a pipeline and edit any existing
pipeline configurations.

* How to create pipelines, on page 20

* Data sources, on page 21

* Add data destinations, on page 42

» About Data Policies, on page 53

* Deploy or undeploy pipelines, on page 61
* View health status, on page 62

How to create pipelines

Creating a Cisco Edge Intelligence pipeline involves defining:
1. One/multiple source asset type
2. One data destination

3. A data transformation method, in the form of a data rule or a data logic

To create a pipeline in the Cisco Edge Intelligence Local Manager GUI, in the Pipelinesarea of the left pane,
click the plus (+) sign button. At the top of the page, enter a name for the pipeline. Ensure that each pipeline
name for the Cisco Edge Intelligence must be unique, in compliance with the following recommendations.

* Do not use special characters for a pipeline name, as special characters are removed during internal
processing. We recommend using the CamelCase naming convention.

For example, use waterSensorSalinityJ2345 instead of water Sensor-Salinity J2345.

* Avoid ending a pipeline name with the letter s to indicate a plural form, as this name can cause internal
naming conflicts.

For example, use coldstorageplc instead of coldstoragePlcs.
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Edge Intelligence Local Manager

Data sources .

Actions ¥

= Pipelines Name Name of pipeline

m Destination Data Policy

~ Expand All | | ~ Collapse Al

AssetName : input 2

B Templates Connection Type *

Choose

Custom Attributes

# Name * Data Type

[® Save As Template ‘ &, Deploy A Undeploy X Cancel

\ + Add Asset 1/20 |

le)~

Serial No *

Value * Action
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Data sources

Define assets or data source types based on the communication protocols they use. Each protocol then allows

further configurations to define the data sources.

In the Sour ce tab, these fields are the required for all type of connection types.

Field

Description

Asset Name

Click the pencil icon to enter a name for the asset.
This name gives a significant value to the data logic.

Connection Type

From the drop-down list, choose one of the following
protocols:

* MQTT

* Modbus — Serial

* Modbus — TCP/IP
* OPC-UA

* Serial

* RSU

* NTCIP1202

* NTCIP1203

* NTCIP1204

Serial Number

Enter a serial number for the chosen source type.
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. Data sources

Field

Cisco Edge Intelligence Local Manager |

Description

Custom Attribute Configuration

. Cisco Edge Intelligence User Guide, Release 2.2.x

You can add custom attributes along with each asset
type-specific attribute. Add the following details to
configure the custom attribute:

1. Name: Enter a name for the custom attribute.

2. Data Type: From the drop-down list, select a data
type, string, double, encrypted string, or file.

3. Value: Enter a custom attribute value.

If the Data Type is selected as File:

* There can be only one attribute type File for a
given asset type.

* The max size of the uploaded file should be 12
KB.

* The file can be of any type - ASCII or binary.

« If the asset is part of a data rule policy and the
destination is configured to send the custom
attribute to the northbound destination, the
base64 equivalent of the file contents will be
sent.

If the asset is part of a data logic policy, a custom
attribute value is available in the data logic script
as a byte array (UInt8Array), and it can be
converted to the original format for access.

For example, if the custom attribute
"reference data" was of File type and the
uploaded file was as ASCII file, the following
code shows how to convert the value available
as Ulnt8Array into ASCII text.

function on update() {

var file contents = new
TextDecoder () .decode (input.reference data);
// Converts UInt8Array to
ASCII

}

Click Add to add more custom attributes to any asset
configuration
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\)

Note Cisco Edge Intelligence Local Manager have the provision to configure the multiple assets under a single
pipeline. You can configure upto 20-assets type details and run the deployment.

If you want to duplicate an existing asset details with a different serial number, click copy-paste icon next to
the asset name.

Configure MQTT asset type

The MQTT asset type enables and configures the Cisco Edge Intelligence MQTT Server. You can publish
data to the EI Agent from an MQTT client on the following ports after deploying this to an EI Agent:

* Port 8883 for TLS configurations

* Port 1883 for non-TLS configurations

In the Sour ce tab, from the Connection Type drop-down list, choose MQTT. Then, fill out the following

Connection Type * Serial No*
marT
Configuration Details
@ Enabie TLS
Usemame Password
Certificate - Private Key
2, Choose File 2, Choose Fike
or drag and drop your file here or drag and drop your file here
Advanced Settings
Clentd*
Attribute Definitions
- Later® Data Type Topic Action
sung

Configuration Details

Enable TLS Choose this checkbox to enable TLS.

When you choose to enable TLS, additional fields are
displayed to allow the upload of certificate and private
key files. The MQTT server that is deployed on the
EI agent, uses these certificates and private keys to
authenticate the MQTT clients connecting to it.

Username Enter a username. The connecting MQTT Clients
(sensors) will use this username for authentication at
the MQTT Server which will be spawned on the EI
Agent.
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Field Description

Passwor d Enter the Password. The connecting MQTT Clients
(sensors) will use this password for authentication at
the MQTT Server which will be spawned on the EI
Agent.

Advanced Settings

Client ID Add a client ID to publish data. (Topic-based device
or sensor identity detection is not supported).

The client ID, specified in the MQTT client
connection, differentiates various MQTT connections
to Cisco Edge Intelligence.

Attribute Definitions The data model explains how data is represented in
the asset, and what MQTT topics the asset should be
updated from. To define a data model, add the
following details:

1. Name: Enter a name for the data model
2. Labdl: Enter a label for the data model

3. Data Type: From the drop-down menu, select a
measurement entity (string, integer, float, long,
or boolean) for the MQTT topic.

4. Topic: Enter the MQTT topic over which the
measurement is sent by the transmitting MQTT
client. For example, sensors/tempxy/temp.

Click Add to add more data model attributes to the
configuration

\}

Note The MQTT topic used to publish sensor data and the data format should match the data model JSON file.

MQTT data model example:
{

"apivVersion": 1.0,
"connectionType": "MQTT",
"fields": {
"temperature": {
"category": "TELEMETRY",
"label": "Temperature",
"description": "Outside temperature sensor XY | Temperature",
"datatype": "Float",
"topic": "sensors/tempXY/temp"
}7
"humidity": {
"category": "TELEMETRY",
"label": "Humidity",
"description": "Outside temperature sensor XY | Humidity",
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"datatype": "Float",
"topic": "sensors/tempXY/hum"

}I

"attrl": {
"category": "ATTRIBUTE",
"label": "Attribute 1",
"datatype": "Float",
"description": "My Attribute 1",

"required": true,
"defaultValue": 12.9
}I

"attr2": {
"category": "ATTRIBUTE",
"label": "Attribute 2",
"datatype": "String",
"description": "My Attribute 2",
"required": false,

"defaultValue": null

}I

"encrypted attr3": {
"category": "ATTRIBUTE",
"label": "New Attribute",
"datatype": "EncryptedString",
"description": "My Attribute 3",
"required": true,
"defaultValue": null

}
MQTT topic and sensor data used by MQTT Client example:

MQTT Client Topic: sensors/tempXY/hum
MQTT Client Data: 50.0

Configure Modbus-Serial asset type

From the Device Type drop-down list, choose MODBUS-Serial. Then enter the required details in the
following fields.
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Connection Type *

Modbus - Serial
Configuration Details

Transport
RTU

Baud Rate *
9600

Stop Bits
o1 2
Slave D~

1

Advanced Settings

Zero On Failed Poll
Contiguous Batch Request Only

Timeout (In millseconds)
500

Max Read Bit Count
2000

Max Write Register Count

120

Attribute Definitions

# MName: Label = Data Type *

Field

Polling Interval (ms) *

Cisco Edge Intelligence Local Manager |

Serial No *

Serial Port* @

Parity
None
Data Bits
8

Use Batch Polling

Use Multiple Write Commands
As Appropriate v
Retries
2
Max Read Register Count
125

Typa Offsat * RawType Accass Mode. RAstion

coi v UINT1E v ReadOnly

Description

Configuration Details

Transport This field is not editable. It has a default value set for
RTU.

Serial Port Enter a port number. For example, /dev/ttyso.

Baud Rate Enter a baud rate.

Parity From the drop-down list, choose None, Odd, or Even.

Stop Bits This value can be either 1 or 2. Choose the required
radio button.

Data Bits From the drop-down list, choose a value 5-9.

Slave ID This refers to the unique identifier assigned to a

Modbus secondary device (such as a sensor or PLC)
on a serial network. Modbus protocol requires each
secondary device to have a unique ID (1-247) to
distinguish it on a shared bus. This ID ensures that
the Modbus primary (such as the Cisco EI agent)
sends requests to the correct device and processes its
responses.

Advanced Settings

Zeroor Failed Poll

The value if there is no response from the asset. This
field is not editable.

Use Batch Polling

To request batch responses from the asset. This field
is not editable.
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Description

Contiguous Batch Request Only

To request contiguous batch responses from the asset.
This field is not editable.

Use Multiple Write Commands

This field is not editable.

Timeout The time in which to receive the data before it is reset.
The default value is 500.
Retries The number of times the server requests for

retransmission of data. This field is not editable.

Max Read Bit Count

The maximum number of bits that the server reads in
one read request. This field is not editable.

Max Read Register Count

The maximum number of registers that the server
reads in one read request. This field is not editable.

Max Write Register Count

The maximum number of registers that the server
writes in one write request. This field is not editable.

Attribute Definitions

Modbus serial data model example:

A data model explains how data is represented in the
asset. You can create a data model using a JSON file.
Select one of the following:

1. Name: Enter a name for the data model.
2. Labd: Enter a label value.

3. Data Type: From the drop-down list, select a
measurement entity (string, integer, float, long,
or boolean) for the MODBUS serial data.

4. PollingInterval (ms): Enter a value to define the
fastest rate at which the server must test and
debug.

5. Type: From the drop-down list, choose a data
type for industrial control of factory devices. The
available choices are COIL, HOLDING,
DISCRETE, and INPUT.

6. Offset: Enter a value to reference a specific
register within the function.

7. RawType: From the drop-down list, choose the
value type for storing binary data or byte strings.

8. Access Mode: From the drop-down list, choose
an access mode. The available choices are Read
Only, Read & Write, and Write Only.

Click Add to add more data model attributes to the
configuration
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"apivVersion": 1,
"connectionType":
"fields": {
"pressurelInPascal": {
"label": "MetrLabeModbl",
"pollingInterval™: 50,
"offset": 12,
"type": "HOLDING",
"datatype": "Float",
"rawType": "VARCHARSTRING",
"description": "",
"access": "Write"
}I
"TemperatureInDegrees": {
"label": "Temperature",
"pollingInterval™: 41,
"offset": 56,
"type": "DISCRETE",
"datatype": "String",
"rawType": "INT16",
"description": "",
"access": "ReadWrite"
}I
"HumidityInDegrees": {
"label": "Humidity",
"pollingInterval™: 20,
"offset": 45,
"type": "COIL",
"datatype": "Int",
"rawType": "FLOAT64",
"description":
"access": "Read"

"MODBUS_SERIAL",

"Humidity Value

"
’

Adding Asset Types for Modbus TCP Connection Type

After you select the MODBUS-TCP/IP, complete the following additional fields by adding the details on it.

Connection Type *

Modbus - TCP/IP
Configuration Details

IP Address or Hosiname

Stave ID*
1

Advanced Settings

Zero On Falled Poll
Contiguous Batch Request Only

Timeout (In miliseconds) *
500

Max Read Bit Count
2000

Max Write Register Count
120

Attribute Definitions

2 Name* Label Data Type

string v
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Use Batch Polling

Use Multiple Write Commands:
As Appropriate

Retries

2
Max Read Register Count

125

Polling Interval (ms) * Type

colL v

Offset*

Cisco Edge Intelligence Local Manager |

RawType Acsess Mode Action

uINT1E v ReadOny v
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Description

Configuration Details

IP Address or Host Name

Enter an IP address or hostname.

Port

Enter a port number.

Slave ID

This refers to the unique identifier assigned to a
Modbus secondary device (such as a sensor or PLC)
on a serial network. Modbus protocol requires each
secondary device to have a unique ID (1-247) to
distinguish it on a shared bus. This ID ensures that
the Modbus primary (such as the Cisco EI agent)
sends requests to the correct device and processes its
responses.

Advanced Settings

Zeroon Failed Poll

The value if there is no response from the asset. This
field is non-editable.

Use Batch Poalling

To request batch responses from the asset. This field
is non-editable.

Contiguous Batch Request Only

To request contiguous batch responses from the asset.
This field is non-editable.

Use Multiple Write Commands

This field is non-editable.

Timeout The time set to receive the data before it is reset. The
default value is 500.
Retries The number of times the server requests for

retransmission of data. This field is non-editable.

Max Read Bit Count

The maximum number of bits that the server reads in
one read request. This field is non-editable.

Max Read Register Count

The maximum number of registers that the server
reads in one read request. This field is non-editable.

Max Write Register Count

The maximum number of registers that the server
writes in one write request. This field is non-editable.
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Description

Attribute Definitions

A data model explains how data is represented in the
asset. You can create a data model using a JSON file.
Enter the following details:

1
2.

Name: Enter a name for the data model.
L abel: Enter a label value.

Data Type: From the drop-down menu, select a
measurement entity (string, integer, float, long,
or boolean) for the MODBUS-TCP/IP data.

Polling Interval: Enter a value to define the
fastest rate at which the server should test and
debug.

Type: From the drop-down menu, choose a data
type for industrial control of factory devices. The
available choices are COIL, HOLDING,
DISCRETE, and INPUT.

Offset: Enter a value to reference a specific
register within the function.

RawType: From the drop-down menu, choose
the value type for storing binary data or byte
strings.

Access M ode: From the drop-down list, choose
an access mode. The available choices are Read
Only, Read & Write, and Write Only.

Click Add to add more data model attributes to the
configuration

The following is an example of a data model for Modbus-TCP/IP source type.

{

"label": "Desired Temperature",

"apivVersion": 1,
"connectionType": "MODBUS TCP",
"fields": {

"desired temp": {
"datatype": "Int",
"description": "WO",
"rawType": "UINT1l6",
"type": "HOLDING",
"pollingInterval":
"offset": 5,

"category": "TELEMETRY",
"access": "Write"

}l
"temp to display":

"label": "Temperature to be displayed",

"datatype": "Int",
"description": "RW",
"rawType": "UINT1l6",
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"type": "HOLDING",
"pollingInterval™: 5000,
"offset": 100,
"category": "TELEMETRY",
"access": "ReadWrite"

}I

"temp": {
"label": "Current Temperature",
"datatype": "Int",
"description": "RO",
"rawType": "UINT1l6",
"type": "HOLDING",
"pollingInterval™: 5000,
"offset": 1,
"category": "TELEMETRY",
"access": "Read"

Configure OPC-UA asset type
After you select the asset type OPC-UA, enter the required details in the following fields:

Connection Type * Serial No *

OPC-UA v
Configuration Details

IP Address or Hostname * Port *

Publishing Interval (in milliseconds) * (D

Advanced Settings

Authentication
© Anonymous Username & Password

Security Mode

Attribute Definitions

#  Name*® Label * Data Type * OPC_UA Type NameSpace URI * NameSpace Index * identifier * sampling Interval * TvE

String v URI v 1000 Nut

Field Description

Configuration Details

IP Address or Host Name Enter an IP address or hostname.

Port Enter a port number.
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Field
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Description

Publishing Interval

This is the requested publishing frequency from the
OPC-UA Server. The interval must be greater than or
equal to 1000ms.

Note

The OPC-UA server publishing frequency is
independent of the metric-specific sample interval.
In case the sampling interval (in the following
attribute table) of an individual metric is smaller than
the publishing interval, the OPC-UA server queues
up and send all the sampled values for a metric
between the last publish and the current publish.

Advanced Settings

Authentication

Choose an authentication type:

* Anonymous: The OPC-UA client inside the EI
Agent does not authenticate at the OPC-UA
server. Use this authentication type if your
OPC-UA server does not have authentication
that is enabled for connecting clients.

» Username & Passwor d: Enter the username and
password that the EI Agent must use to
authenticate at the OPC-UA server.

Security Mode

This field is non-editable. The default value is None.
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Field Description
Attribute Definitions A data model explains how data is represented in the
asset.

1. Name: Enter a name for the data model.
2. Labdl: Enter a label for the data model.

3. Data Type: From the drop-down menu, select a
measurement entity (string, integer, float, long,
or boolean) for the OPC-UA data.

4. OPC_UA Type: From the drop-down menu,
choose URI or INDEX.

5. NameSpace URI: Enter a value to identify the
naming authority that defines the identifiers of
Node IDs.

Note
This field is editable if you select URI under
OPC_UA Type.

6. NameSpace | ndex: Enter a value to identify the
naming authority that defines the identifiers of
Node IDs.

Note
This field is editable if you select INDEX under
OPC_UA Type.

7. ldentifier: Enter a value that is unique across
different naming authorities.

8. Sampling Interval: Enter a value to indicate the
fastest rate at which the server should sample its
underlying source for data changes.

9. Type: From the drop-down menu, choose the data
type for the identifier. The available choices are
Numeric and String.

Click Add to add more data model attributes to the
configuration

The following is an example of a data model for OPC-UA source type.
{

"apiVersion": 1,

"connectionType": "OPC_UA",

"fields": {

"temperature": {

"label": "Temperature",
"description": "",
"datatype": "Float",
"nodeId": {
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"namespaceUri": "2",
"identifier": "2",
"type": "numeric"

}I
"samplingInterval": 1000,
"category": "TELEMETRY"

}

Configure Serial asset type

After you select the asset type Serial, enter the required details in the following fields.

Connection Type * Serial No *

Serial v

Configuration Details

Serial port * (D Baud Rate *
9600 v
Parity Stop Bits
None v 01 2
Data Bits
7 08

Attribute Definitions

# Name * Label = Data Type * Access Start Code End Code Message Size Tin

1 String v READ -

Field Description

Configuration Details

Serial Port Enter a port number. For example, /dev/ttyso

Baud Rate From the drop-down menu, choose 9600, 19200 or
you can add a new custom value on it.

Parity From the drop-down menu, choose None, Odd, or
Even

Stop Bits Choose the radio button for 1 or 2.

Data Bits From the drop-down menu, choose 7 or 8.
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Field Description
Attribute Definitions A data model explains how data is represented in an
asset.

1. Name: Enter a name for the data model.
2. Labdl: Enter a label for the data model.

3. Data Type: From the drop-down menu, choose
String or Binary. If you select Binary, the data
is delivered in binary form 1.

a. For a data logic policy, the data is delivered
as a binary buffer in the data logic script in
the on_update() function.

b. For a data rule policy, the data is sent to the
northbound destination in the base64 format.

4. Access: From the drop-down menu, choose read,
write, or read and write.

5. Start Code: Enter the marker that indicates the
start of a stream of bytes.

6. End Code: Enter the marker that indicates the
end of a stream of bytes.

7. Message Size: This is the size, in bytes, between
the start code and the end code.

8. Timeout: Enter a time, in milliseconds, within
which to receive data, before it is reset. This is
enabled only for READ and READWRITE
access modes. This field is mandatory only if the
message size is configured.

Common errors and troubleshooting
Errors can easily occur when configuring a serial port. For example:

* The wiring must be accurate. For example, see the Cisco IR829 installation guide.

* The serial relay service should be configured correctly for the Guest OS. For example, see the Cisco
Catalyst IR1101 documentation and Cisco Catalyst IR1800 documentation.

* The physical serial port must be correctly exposed to IOx through the Local Manager.

To troubleshoot a serial interface:

» Make sure that serial port is configured in propagate mode at the IOS level. A current workaround is to
use just the Ox prefix as the StartCode to specify an empty StartCode.

* For testing interface options only:

* Use a data model with a fixed message size of 1 byte and no start code.
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* Verify that there is some data that is coming in to ensure that the connection is working.

* Once this is done, the actual data model can be defined.

Serial Connector data model
A serial connector asset type has a reduced data type.
The following combinations are allowed:

* One read attribute
* One read plus one write attribute

* One read-write attribute

Read attribute allows the following configuration combinations:

* Message Size and Timeout
* StartCode and Message Size and an optional Timeout

» StartCode and EndCode and an optional Timeout

Start-/End-Code prefix handling:
* Prefix Ox allows to specify hex encoded binary data. For example, 0x1310 -> CR+LF)

* Prefix allows to specify as-is

Serial data model example:
{

"apiVersion": 1,

"connectionType": "SERIAL",

"fields": {

"data_ stringl": {

"label": "My Data String",
"datatype": "String",
"description": "serial read attribute",
"access": "READ"
"startCode": "sS",
"endCode": "0x0a",
"messageSize":""

RSU asset type settings

The RSU asset type supports a set of static attributes in addition to the regular configurable attributes. Static
attributes are always available and not required to be configured.

* The static attributes have a JSON string content and reflect incoming DSRC messages, except
storeAndRepeatMessage and broadcastimmediately static attributes.

* The storeAndRepeatMessage must be set as an array of message objects. All previous messages will be
overwritten by the new array.
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* The current array of messages can be obtained by reading the attribute.

* The basic configuration for this asset type includes the host, port, and SNMP version.

» Advanced settings like community or authentication data must be set depending on the SNMP version.

In the Source tab, from the Device Type drop-down list, choose RSU. Then, fill the following fields.

Connection Type *

RSU
Configuration Details

IP Address or Host Name *

SNMP Version *
3

Advanced Settings

Security Name *
Authentication password *

Privacy password *

Default Attributes

Attribute Definitions

2 Namer Label *

[} 0

Field

Data Type

Choose

Object ID(OID) *

[}

Serial No *

44444

Security Level
AutnPriv

Autnentication Protocol *
SHA

Privacy Protocol *

AES

OID Data Type Folling Interval (ms) Access Mode Rotion

Choose v 0 Choose

Description

Configuration Details

|P Address or Host Name

Enter the IP address or hostname.

Port

Enter the port number.

SNMP Version

Select a version from the drop-down list from 1, 2¢
and 3.

3 is the most secure version.

Advanced Settings

Complete these fields based on the selected SNMP
Version.

Default Attributes

It shows the default attributes that are specific to RSU.
Even if you will not add any additional attributes, it
runs for the agents.
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Field

Cisco Edge Intelligence Local Manager |

Description

Attribute Definitions

A data model explains how data is represented in an

asset.

1. Name: Enter a name for the data model.

2. Label: Enter a label for the data model.

3. Data Type: From the drop-down list, choose
String, Integer, Float, Long, or Boolean.

4. Object ID (OID): OID address is used to
uniquely identify managed devices and their
statuses.

5. OID Data Type: OID is the data type for the
object. String or Integer.

6. Polling Interval (ms): This indicates the fastest
rate at which the Server should test and debug.
Select a unit from the up-down menu.

7. AccessMode: From the drop-down list, choose

read, write, or read and write.

Click Add to add more attributes to the asset
configuration.

NTCIP1202, NTCIP1203, NTCIP1204 asset type settings

Cisco Edge Intelligence Local Manager supports three NTCIP devices. Use the Asset Type for the correct

connection type.

* NTCIP 1202—Actuate Signal Controller
* NTCIP 1203—Dynamic Message Sign

* NTCIP 1204—Road Weather Information System

The basic configuration for all these three asset types include the host, port, and SNMP version.

Advanced settings like community or authentication data must be set depending on the SNMP version.

Each NTCIP asset type supports a set of static attributes in addition to the regular configurable attributes.
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Connection Type *
NTCIP1202

Configuration Details

IP Address or Host Name *

SNMP Version *
3

1@ Enable Sireaming

Standard or Asset Manufacturer *
SAE J2735 Standard

Intersection Name

Advanced Settings

Security Name *

Authentication password *

Privacy password *

NTCIP1202, NTCIP1203, NTCIP1204 asset type settings .

Serial No*

Port
161
Trap Port
162

Intersection ID

0

Security Level*

AulPriv v
Authentication Protocol *

SHA ~

Privacy Protocol *

OID Count per Request ’
Attribute Definitions
Field Description
Configuration Details
IP Address or Host Name Provide the IP address or Host Name.
SNMP Version Select a version from the drop-down list from 1, 2¢
and 3.
3 is the most secure version.
Port Provide a NTCIP connector port number.

Note
NTCIP1202 port number should never match Trap
port number, and vice versa.

Trap Port (Applicable only for device type:
NTCIP1202)

Provide Trap port number.

Note
Trap port number should never match NTCIP1202
port number, and vice versa.
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Field
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Description

Enable Streaming
(Specific to device type: NTCIP1202)

Choose this checkbox to enable Streaming.

When you choose to enable Streaming, an additional
field Standard or Asset Manufacturer protocol is
displayed. NTCIP 1202 allows the streaming of data
using standard and Asset manufactured protocols. The
different protocols are:

Standard protocol:

* SAE J2735 Standard

Asset manufactured protocols
* Trafficware
* Intelight

* Econolite

Enable Streaming
Standard or Asset Manufacturer *

SAE J2735 Standard v

IChoose

SAE J2735 Standard

Trafficware

ction Name

Intelight

‘Econolite

Intersection ID (Specific to device type: NTCIP1202)

Intersection ID is optional and depends on the user's
specific use case. You can choose to configure this
field if required for their particular scenario. For
example, in traffic use cases, this information is
mandatory.

Intersection Name (Specific to device type:
NTCIP1202)

Intersection Name is optional and depends on the
user's specific use case. You can choose to configure
this field if required for their particular scenario.

Advanced Settings

The specific Advanced Setting details vary based on
the SNMP Version. Provide the appropriate
authentication information accordingly.
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Description

Attribute Definitions

A data model explains how data is represented in an
asset.

1. Name: Enter a name for the data model.
2. L abel: Enter a label for the data model.

3. NTCIPType: From the drop-down list, choose
Default or trap.

4.  Data Type: From the drop-down list, choose
String, Integer, Float, L ong, or Boolean.

5. Object ID: From the drop-down list, choose
RawSpat, NTCIP-1211 SRM, and SAE J2735
SRM. Bottom to that add OID. OID address is
used to uniquely identify managed devices and
their statuses.

Note
This field is applicable if you select Default
under NTCIP Type.

6.  Trap OID: Enter an ID for Trap NTCIP type.

Note
This field is applicable if you select Trap under
NTCIP Type.

7. OID Data Type: OID is the data type for the
object. String or I nteger.

8.  Polling Interval (ms): It indicates the fastest
rate at which the Server tests and debug. Select
a unit from the up-down menu.

9.  AccessMode: From the drop-down list, choose
read, write, or read and write.

Note
This field is applicable if you select Default
under NTCIP Type.

10. Service: From the drop-down list, choose
TRAP_RECEIVE.

Note
This field is applicable if you select Trap under
NTCIP Type.
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Add data destinations

Cisco Edge Intelligence Local Manager |

In the Destination tab, define where configured data policies must send data to.

The supported destinations are:

* MQTT servers
* AWS server
e Azure IoT Hub

* Splunk

From the Typedrop-down list, choose the destination. Then, configure the connection settings for the chosen

destination.

Before you configure a data destination in the pipeline, ensure that you have set up the servers or hubs. You
must have the required identifying information ready to complete the destination configuration.

Table 1: Feature History Table

Feature

Release Information

Feature Description

Splunk destination

Release 2.2.x

Add a Microsoft Azure loT Hub destination

Procedure

Splunk is introduced as a new data
server destination in this release.

Splunk integration serves as a new
data server for configuring a
pipeline in Cisco Edge Intelligence.

In the Destination tab, from the Type drop-down list, choose AZURE | 0T, and enter the required details in the following

fields.
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Dsta Destination

Type

Azure loT
Azurs 10T Connection Detalls
ID Scope *

CA Certificate

Advanced settings

MaBzage Structura

Aszet Atiriue

deviceDals

Add a Microsoft Azure loT Hub destination .

CA Certificate Key ©

Field Description

AzureloT Connection Details

ID Scope Enter the ID Scope that is displayed in the Azure Device
Provisioning Service Overview page.

CA Certificate Upload the intermediate CA Certificate file that you have

configured in your Azure Device Provisioning Service.

Note

The status of this CA certificate in the Azure Provisioning
Service must be marked as trusted, or device creation (and
therefore metric sending) is not allowed by Azure.

CA CertificateKey

Upload the unencrypted private certificate key file that
belongs to the intermediate CA certificate that you uploaded.
The private key must be in PKCSS8 format, and must not
include a passphrase.

To convert an existing key, use the command: openssl
pkcs8 -topk8 -inform PEM -outform PEM -nocrypt
-in azure-iot-test-only.intermediate.key.pem -out

azure-iot-test-only.intermediate.pkcs8.pem

Advanced Settings

Device Provisioning Endpoint

Enter the Global Device Endpoint value from the Azure
IoT Hub Device Provisioning Service.
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Field

Cisco Edge Intelligence Local Manager |

Description

Enable MQTT over WebSockets

Check this check box to enable the browser to leverage all
MQTT features.

Data Rule Classification

From the drop-down list, choose DEVICE_PROPERTY
or TELEMETRY.

M essage Structure

Add an MQTT Server destination

Procedure

Choose the required options in this area to customize the
structure of the device-to-cloud message. You can choose
Include asset attributes, Group asset attributes under
property in the Asset Attributes section or choose Group
telemetry data under property, Include Timestamps in
the Telemetry Data section.

The data can be sent in a flat structure or can be grouped
with a key. Customization does not apply if the chosen data
policy is of the type Device Properties.

In the Destination tab, from the Type drop-down list, choose MQTT Server and enter the required details in the following

fields.
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MQTT Server

Connection Details

Broker *

Add an MQTT Server destination .

Port *

@ Additional custom topics can be defined in your Data Logic{s). Refer the documentation for more details.

Topic *

Enable TLS

Username

Advanced Settings

Qos*
1
B Retain Messages (@

Message Structure

Asset Aftribute

B Include Asset Attributes

Group asset attributes under property

Telemetry Data

a Group telemetry data under property

B Include Timestamps

Field

attributeData

deviceData

Password
Client ID*
Estample:
1
" *: "Herkules®,
" 128,
r
Description

Connection Details

Broker

Enter the URL or IP address of your MQTT broker.

Port

Enter the port number used by the broker.
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Field
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Description

Topic

Enter the topic to which device states and other data are
published. For

eanyhiso/ede-intel ligaoe/telaretry/AdsvicsSerialN nher¥deviceSerialNrioers
The example topic matches the device or asset instance
serial number that is configured previously in the source
tab.

Note

MQTT topic has a restricted number of characters that can
be used in a topic name. For example, # or + cannot be part
of a topic name.

Topic names are URL-encoded to ensure that they do not
violate MQTT specifications. URL-encoding also allows
northbound applications to decode a topic easily to get to
the original contents.

Enable TLS

Check the TLS check box to enable the protocol. When you
choose TLS, the following fields are displayed:

* Verify Peer: Check this checkbox to allow peer
verification. When you select this option, the
Certificate field is displayed where you can upload a
CA certificate.

+ Enable X.509: Check this check box to use X.509
certificates. When you select this option, two fields
are displayed where you can upload a CA certificate
and a private key.

Enabling the use of X.509 certificates allows you to
turn on configure MQTT brokers (like Mosquitto) to
require certificates for authentication. You can also
use X.509 client certificates instead of usernames and
passwords to ensure that only trusted assets are allowed
to send data to a cloud MQTT broker.

Note
* The private key must be PKCS8-compatible.

* The generated certificate for each asset contains the
CN - Serial Number of the asset.

* X.509 certificates can be used with the username and
password authentication method, or as the only
authentication method.

Username

Enter the username to connect to the MQTT destination
broker.

Password

Enter the password to connect to the MQTT destination
broker.
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Field

Add an MQTT Server destination .

Description

Advanced Settings

QoS

From the drop-down list, choose O, 1, or 2.

Client ID

Enter a Client ID.

The Client ID field is not URL-encoded because there are
no restrictions in MQTT specifications about allowed
characters.

Retain M essages

Check this check-box to retain messages on the broker for
new subscribers.

M essage Structure

Choose the required options in this area to customize the
structure of the device-to-cloud message. You can choose
Include asset attributes, Group asset attributes under
property in Asset Attributes section or choose Group
telemetry data under property, Include Timestamps in
Telemetry Data section.

The data can be sent in a flat structure or grouped with a
key. Customization does not apply if the chosen data policy
is of the type Device Properties.

Cloud to Network Device

Enable cloud to data logic commands

Use the cloud to data logic commands to send a command
(with payload) from a cloud app to a data logic on an edge
device. The data logic script parses the command.

This feature provides bi-directional communication between
the cloud and edge, allowing the application to send a
command and receive a response. For example, a cold
storage unit connected to an edge device can send
commands to:

* Set the temperature on the cold storage unit

* Initiate a defrost action on the cold storage unit
To enable cloud to data logic commands, enter the following
topic values:

a. Command Topic: Enter the syntax and variables in the
format, cisco/edge-intelligence/commands/variable.

b. Response Topic: The response topic must use the
format cisco/edge-intelligence/responses/variable.

Responses are optional. If a script doesn't send a
response, nothing is published to the topic.
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Add an AWS Server destination

Procedure

From the Destination tab, from the Type drop-down list, choose AW S and enter the required details in the following
fields.

Type *
AWS w

Connection Details

Broker * Port *

@ Additional custom topics can be defined in your Data Logic({s). Refer the documentation for more details

Topic *

Enable TLS

Username Password

Advanced Settings

QoS * Client ID *
1 w

@ Retain Messages

Message Structure

Asset Attribute
Example:

Include Asset Attributes
{
Group asset atfributes under property 1) AT TS SR,
“telemctryDataz®: 45.2
attributeData .
Telemetry Data

Group telemetry data under property 1)

deviceData

Include Timestamps

Field Description

Connection Details
Broker Enter the URL or IP address of your AWS broker.
This info can be found from the AWS IoT Settings page

Port Enter 8883.
Topic Enter a topic to which device states and other data are
published.
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Add an AWS Server destination .

Field Description
Enable TLS For AWS destinations, you must enable the TLS protocol.
When you choose TLS, the following fields are displayed:

* Verify Peer: Do not choose this option.

» Enable X.509: Check this check box to use X.509
certificates. When you select this option, two fields
are displayed where you can upload a CA certificate
and a private key.

Username Do not enter any value in this field.
Passwor d Do not enter any value in this field.
Advanced Settings

QoS From the drop-down list, choose 1.
Client ID Enter a Client ID.

Retain Messages

For AWS destination type, do not choose the Retain
M essages option.

This option retains messages on the broker for new
subscribers.

M essage Structure

Choose the required options in this area to customize the
structure of the device-to-cloud message. You can choose
to include asset attributes, include timestamps, group asset
attributes, or group telemetry data in the device-to-cloud
messages.

The data can be sent in a flat structure or can be grouped
with a key. Customization does not apply if the chosen data
policy is of the type Device Properties.

Cloud to Network Device
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Field Description

Enable cloud to data logic commands Use the cloud to data logic commands to send a command
(with payload) from a cloud app to a data logic on an edge
device. The data logic script parses the command.

This feature provides bi-directional communication between
the cloud and edge, allowing the application to send a
command and receive a response. For example, a cold
storage unit connected to an edge device can send
commands to:

* Set the temperature on the cold storage unit

* Initiate a defrost action on the cold storage unit
To enable cloud to data logic commands, enter the following
topic values:

a. Command Topic: Enter the syntax and variables in the
format, cisco/edge-intelligence/commands/variable.

b. Response Topic: The response topic must use the
format cisco/edge-intelligence/responses/variable.

Responses are optional. If a script doesn't send a
response, nothing is published to the topic.

Add a Splunk server destination

Splunk is a software platform designed to collect, analyze, and visualize machine-generated data in real time,
delivering operational intelligence for IT operations, security, and business analytics. With the capability in
Cisco Edge Intelligence to use Splunk as a destination, customers can seamlessly send their data to Splunk.

)

Note When you choose Splunk as the destination type, set the data policy type to Data Logic. Data Rule policy
type is not supported for this destination.

This procedure explains the fields and settings for the Splunk server destination.

Before you begin

Make sure that you have an active Splunk account with the HTTP Event Collector enabled.

Procedure

In the Destination tab, select Splunk from the Type drop-down list. Enter the required details in each field.

Table 1 lists the required configuration fields and settings for the Splunk server destination.
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Field

How to configure single or batch payloads .

Description

Connection Details

HEC URL Enter the complete URL for the HTTP Event Collector
(HEC).

HEC token Enter the HEC token.

For more information about configuring the HEC token and other configuration details, see the HTTP Event Collector

Guide.

Enable TLS For Splunk destinations, you must enable the TLS protocol.

Enabling TLS displays these checkboxes.

« Verify Server Certificate: This option enables
certificate validation for secure connections.

* Enable Mutual TLS (mTLS): This option allows the
use of client certificates for authentication.

Verify Server Certificate

Select the checkbox to upload a CA Certificate Bundle,
which verifies the indexer.

Enable Mutual TLS (mTLS)

How to configure single or batch payloads

Selecting this checkbox displays two fields for uploading
a client certificate and client private key.

* Client Certificate: Provide a PEM file containing the
client certificate.

* Client Private key: Provide a PEM file containing the
decrypted private key associated with your client
certificate.

Splunk data can be sent as a single payload or in batches. This approach is generally used for handling large

volumes of data.

This sample snippet demonstrates how to send North Bound data to Splunk.

« Using a single payload

® function init ()

logger.info ("Starting initialization")

// SSL setup can be added here if required

}

var counter

function on_update()

// Reserved for external update triggers

}

function on_time trigger()
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. How to configure single or batch payloads

counter = counter + 1

// Create a single event payload
var payload = {
event: {
pressure: counter
}I
host: "FCW22360076",
source: "FCW22360076",
sourcetype: "EI Agent"
// Optional fields like index or timestamp can be added here

// Send the payload to output immediately
publish ("output", payload);

* Using a batch payload

® function init () {
logger.info ("Starting initialization and setup")
// SSL options can be added here if needed in future

// Message buffer to hold event data before sending
var messageBuffer = []

// Max number of events to buffer before sending
const maxBufferSize = 2

// Example counter for generating event values
var counter = 100

function on update() {
// Reserved for handling updates from external source

}

function on time trigger() {
counter = counter + 1
// non batch payload
var payload = {

"event": {
"data": counter,
"escaped chars": "Line 1\\nLine 2\\tTabbed\\\"Quoted\\\"",
}I
"host": "FCW22360076",
"source": "FCW22360076",
"sourcetype": "EI Agent",
//"index": "ei-hec-index",

// "time": new Date (trigger.timestamp).getTime () / 1000

}i
//publish ("output", payload);

// batch payload

for (var i = 0; 1 < 3; ++i) {
messageBuffer.push (payload) ;

}

publish ("output", messageBuffer);

messageBuffer = [];

. Cisco Edge Intelligence User Guide, Release 2.2.x



| Cisco Edge Intelligence Local Manager
About Data Policies .

About Data Policies

Data Policies define how data is sent from edge assets to a destination. There are two types of policies:

« Data L ogic: Data is transformed before being sent to a destination. Data Logic scripts are developed
using Microsoft VS Code and embedded UI editor.

» Data Rule: Data is sent from Assets to a destination without transformation.

|

Restriction  Make sure to configure Data L ogic when you have configured multiple Source type. Proceeding only with
Data Rule, will pop-up an error while deployment.

Table 2: Feature History Table

Feature Release Information Feature Description

HTTP supports in data logic script | Release 2.2.x HTTP and HTTPS are new
enhancement features in the data
logic script that allows you to run
various methods to fetch data from

the source.
Get a device’s asset serial number |Release 2.2.x Cisco Edge Intelligence data logic
from global device model scripts now offer enhanced

flexibility for accessing a
device-specific attribute. You can
retrieve asset serial number directly
from the global device mode using
theon_update()fhncﬁon.

function on_update() {

serial number =
input.asset serial number;
serial number =

gldelThis [trigper.device rave] .asset serial niner;
}

Create a Data Logic

Data logic is used to transform data from connected assets before it is delivered to a destination. Unlike Data
Rules that send all the raw data for an Asset Type, Data Logic allows you to aggregate or average data, send
only data that exceeds certain value, detect anomalies, and more.

Data Logic is developed and debugged using JavaScript in Microsoft Visual Studio (VS Code) and embedded
UI editor. Scripts are synchronized to Cisco IoT where they can be deployed to EI Agents running on Edge
Devices.
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Procedure

Step 1 From the Data Policy tab, select Data L ogic checkbox.

Source Destination Data Policy Data Logic Editor

Data Logic Configuration

Data Logic Script File (.js) * [#] DL Editor

M, Choose File

or drag and drop your file here

Data logic file is required
Invoke Periodically (inms) ()  Enter interval in ms
Invoke on New Data
Cloud to Device Command (i)
Enable Raw Mode

Note
Clicking upon Data L ogic radio button the Data L ogic Editor tab appears next to Data Policy.

Step 2 To add a data logic script, click Choose Fileto select precreated new script (example: L ogicExample.js) from your local
drive.
Step 3 To review or to create a new data logic script, click DL Editor.

* Data logic functionalities where user can write his own transformation code to help to transform data from source
to destination.

« It helps to verify and validate the existing script file by clicking Run Debug.

* You can write a new script and validate it.
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Destination ~ DataPolicy  [ENCIIRe=

A Datalogic Script

1

output publish();
}

A Console Debug

Note
HTTP funtionality is introduced on data logic script. Data logic editor supports HTTP CRUD (create, retrive, update and
delete) opeartion. To know various supported HTTP features, refer to HTTP and HTTPS protocols in data logic scripts,

on page 56.

Step 4 After you upload a script file, the new download and delete icon appears. It helps to check/validate what uploaded from
other agents. Another user can also check an existing pipeline and can download it.

Step 5 From the following run-time options, select when the script will be run.

* Invoke Periodically (in ms): when you tick the checkbox, it enables the ms interval. Enter the interval time, in ms.
For example, if you enter 500, the Data Logic script will be called every 500 ms. Enable this option if needed.

* Invoke on New Data: The script is called when data changes.
* Cloud to Device Command: This function is called when you receive a command from the cloud.
» EnableRaw Mode: A default output JSON data model is automatically created when a Data Logic script is created.

* (Optional) In the Output L ogic Data Model, you can modify the default format of the Output Data Logic Model
script (in JSON) and specify the output model with custom names.

Valid categories: TELEMETRY, PROPERTY, ATTRIBUTE
Valid types: string, int, binary, boolean, double
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Output Logic Data Model

[
{
"key": "walue",
"type": "DOUBLE",
“category™: "TELEMETRY™
h
1

Valid categories: TELEMETRY, PROPERTY, ATTRIBUTE

Valid types: string, int, binary, boolean, double

HTTP and HTTPS protocols in data logic scripts

The data logic editor supports HTTP and HTTPS protocols. For these protocols, you can use the CRUD
operations, configure SSL settings, timeout settings, and cancel requests.

Cisco devices use the following ports by default:

protocol Device port
HTTP 80
HTTPS 443

If a device uses the default ports for HTTP and HTTPS communications, the configurations in the data logic
script are automatically applied to the port. If a device uses a different port for these protocols, additional
configurations may be required.
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Secure the HTTP and HTTPS communications by using one of these TLS configurations.

* Trusted Certificate Authority (CA)

* Self-signed certificates

* Self-signed CA

* Mutual TLS (mTLS) using client certificate and key

* Use the API ( setssloptions ) to configure the root certificate, client certificate, and client key

Method Signature Sample Snippet
GET /** function
getAllItemsCallback (err,
HTTP GET: Fetch all items status, body, headers) {
Signature: http.get (url: if (err) {
string, headers: object, logger.error (" [GET ALL]
callback: function) Error:", err.message);
Example: Get list of all } else {
items logger.info (" [GET ALL]
Success:", status,
Expected: 200 OK with body) ;
array of items }
*/ }
http.get(

"http://localhost:3000/a

pi/data",
{ "Accept":
"application/json" },
getAllItemsCallback
)i
POST /*** HTTP POST: Create new function
item* Signature: createlItemCallback (err,
http.post(url: string, status, body, headers) {
body: object|string, if (err) {
headers: object, callback: logger.error (" [POST]
function)* Example: Create new| Error:", err.message);
item with name "Item } else {
Three" logger.info (" [POST]
* Expected: 201 Created Success:", status,
*/ body) ;
}
}
http.post (

"http://localhost:3000/a
pi/data",

{ name: "Item Three"

}I

{ "Content-Type":
"application/json" },
createItemCallback

) i
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Method Signature Sample Snippet
DELETE /** function

* HTTP DELETE: Delete deletelItemCallback (err,

item by ID status, body, headers) {

* Signature: if (err) {

http.delete(url: string, logger.error ("

callback: function) [DELETE] Error:",

* Example: Delete item err.message) ;

with ID 2 } else {

* Expected: 200 OK or 404 logger.info (" [DELETE]

Not Found Success:", status, body);

*/ }

}
http.delete ("http://local
host:3000/api/data/2",
deleteItemCallback) ;

PUT /** function

* HTTP PUT: Update item updateItemCallback (err,

by ID status, body, headers) {

* Signature: if (err) {

http.put (url: string, logger.error (" [PUT]

body: object|string, Error:", err.message);

headers: object, callback: } else {

function) logger.info (" [PUT]

* Example: Update item ID Success:", status,

1 to have a new name body) ;

* Expected: 200 OK or 404 }

Not Found }

*/ http.put (
"http://localhost:3000/a
pi/data/1",

{ name: "Updated Item
One" 1},
{ "Content-Type":
"application/json" },
updateItemCallback
) i

SSL Options /** http.setSSLOptions ({

* SSL Configuration verify: true,

Example (optional) verifyHostname: true,

* Signature: //

http.setSSLOptions (options allowSelfSigned: true,

object) //

* Example: Enable selfsigned |});

certificate support

* Use this before calling

HTTPS endpoints

*/
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Method Signature Sample Snippet
SSL optionswith Certificates | Certificates and keys can also be '
provided via the customattribute | UPCtiOn '
. decodeFileContent (fileAt
fﬂe options. These values can be | iribute) ¢
integrated into the data logic. // File attributes
Before being passed to come as binary data,

need to decode to string

setSslOptions , the certificate files
var decoder = new

must be base64- encoded, as

TextDecoder () ;
demonstrated in the provided return
example. decoder.decode (fileAttri
bute) ;

}

var caCert =
decodeFileContent (input.
ca certificate);

var clientCert =
decodeFileContent (input.
client certificate);

var clientKey =
decodeFileContent (input.
client key);

var sslOptions = {
verify: true,

caFile: caCert, //

root certificate
verifyHostname:

false,

certFile:

clientCert, // client
certificate

keyFile: clientKey

// client / private key
}i

var
sslConfigured =
http.setSSLOptions (sslOp
tions);
Timeout /** http.setTimeout (2000); //

Set timeout for all

Timeout Configuration requests to 2 seconds
MIN_TIMEOUT =1000; // 1 second

Signature: MAX_TIMEOUT =300000; // 5

http.setTimeout (timeoutMs: minutes

number) DEFAULT TIMEOUT = 8000; // 8
seconds

Example: Set timeout to

2000 ms

*/
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Method Signature Sample Snippet

Connection Reuse /* function init() {

http.setConnectionReuse (enabled
: boolean): boolean
http.setConnectionReuse (true) ;

Controls whether HTTP // by dfault its true
connections are reused mentioned this
(pooled)

or closed after each request.|}

[l Parameters
enabled (boolean):

true: Enables connection reuse
(default behavior)

false: Disables connection
reuse — HTTP connection will
be

closed after each request

[ Returns
true on success

false if setting failed (e.g.,
unsupported in the current
environment) */

Known Limitations

* Avoid using http.get/post/delete/put within the init () call to prevent unexpected delays during
initialization.

» When making API calls that handle large payloads, particularly for CRUD operations, refrain from
logging the full response due to the logging buffer's size limit.

* Configure SSL options during the init call to ensure secure communication is established from the start.

* Be aware that the maximum payload size is limited to IMB.

Create a Data Rule

Data rules define the flow of data, from connected assets to data destinations, without transformation.

Procedure

Step 1 From the Data Policy tab, select Data Rule checkbox.
Step 2 To configure the Data Rule, select a data from Data Sampling Inerval (ms) drop-down list.
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Data Policy Type *
Data Logic @ Data Rule

Data Rule Configuration

Data Sampling Interval (ms)

Disabled v
e
100

250

500

1000

2000

5000

Deploy or undeploy pipelines

When deployed, a pipeline runs on the Cisco network device where the EI agent is installed.

Procedure

Step 1 To deploy a pipeline:
a) Create a pipeline.
b) Click Deploy.

The deployed pipeline is listed in the Pipelines area of the Cisco Edge Intelligence page.

Step 2 To undeploy a pipeline, in the Pipeline section, select a pipeline and click Undeploy.

When you undeploy a pipeline, it is entirely removed from Cisco Edge Intelligence. If you wish to retain a copy of the
configuration, save the pipeline configuration as a template before you undeploy the pipeline.
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View health status

To track the health status of an EI agent, select a pipeline from the list of pipelines.

Procedure
Step 1 From the left pane, click any Pipeline for which you want to view the details.
Step 2 Click Health Statustab. A combined list log of pipeline overview, source status, and destination status appears for the
EI agent.
Step 3 Click on any status tab to preview each log report.
Column Header Description
Health Status Displays the overall health of the data pipeline, indicating errors in source or

destination connections.

Pipeline Status Shows the current status of the data pipeline. For example, Error and so on.
Source Status Indicates the connection status (online or offline) of the source asset.
Destination Status Reflects the status (online or offline) of the data destination.
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