	System Security Configuration Guide for Cisco NCS 540 Series Routers, IOS XR Release 7.10.x
	Contents
	YANG Data Models for System Security Features
	Using YANG Data Models

	Configuring AAA Services
	Configuring AAA Services
	Prerequisites for Configuring AAA Services
	Restrictions for Configuring AAA Services
	Configure Task group
	Configure User Groups
	Configure First User on Cisco Routers
	Configure Users
	Password Masking For Type 7 Password Authentication
	Configure Type 8 and Type 9 Passwords
	Configure Type 10 Password
	Backward Compatibility for Password Types
	Configure AAA Password Policy
	Configure Password Policy for User Secret and Password
	Password Policy to Restrict Consecutive Characters
	How to Restrict Consecutive Characters for User Passwords and Secrets

	Configure Router to RADIUS Server Communication
	Configure RADIUS Dead-Server Detection
	Configure TACACS+ Server
	Configure RADIUS Server Groups
	Configure TACACS+ Server Groups
	Configure Per VRF TACACS+ Server Groups
	Create Series of Authentication Methods
	Create Series of Authorization Methods
	Create Series of Accounting Methods
	Generate Interim Accounting Records
	Apply Method List
	Enable Accounting Services
	Configure Login Parameters
	Task Maps
	Format of the Task String

	How to Configure Hold-Down Timer for TACACS+
	Overview on AAA Services
	User, User Groups, and Task Groups
	User Categories
	Root System Users
	Root SDR Users
	Secure Domain Router (SDR) Users

	User Groups
	Predefined User Groups
	User-Defined User Groups
	User Group Inheritance

	Task Groups
	Predefined Task Groups
	User-Defined Task Groups
	Group Inheritance


	Command Access in XR and Admin Modes
	Admin Access for NETCONF and gRPC Sessions
	User Profile Mapping from XR VM to System Admin VM
	How to Allow Read Access to Administration Data for NETCONF and gRPC Clients

	Administrative Model
	Administrative Access
	AAA Database
	Local Database
	Remote Database

	Remote AAA Configuration
	Client Configuration
	User Groups
	Task Groups

	AAA Configuration
	Method Lists
	Rollover Mechanism
	Server Grouping

	Authentication
	Authentication of Non-Owner Secure Domain Router User
	Authentication of Owner Secure Domain Router User
	Authentication of Secure Domain Router User
	Authentication Flow of Control


	Password Types
	Type 8 and Type 9 Passwords
	Type 10 Password

	AAA Password Security for FIPS Compliance
	AAA Password Security Policies
	Minimum Password Length for First User Creation

	Password Policy for User Secret
	Task-based Authorization
	Task IDs
	General Usage Guidelines for Task IDs

	Task IDs for TACACS+ and RADIUS Authenticated Users
	Privilege Level Mapping

	XML Schema for AAA Services
	Netconf and Restconf for AAA Services

	About RADIUS
	Network Security Situations in Which RADIUS is Unsuitable
	RADIUS Operation


	Hold-Down Timer for TACACS+
	Model-based AAA
	Prerequisites for Model Based AAA
	Initial Operation
	NACM Configuration Management and Persistence
	Overview of Configuring NACM
	NACM Rules
	Enabling NACM
	Verify the NACM Configurations
	Disabling NACM
	Dynamic NACM using LDAP over TLS Authentication




	Implementing Certification Authority Interoperability
	Implementing Certification Authority Interoperability
	Prerequisites for Implementing Certification Authority
	Restrictions for Implementing Certification Authority
	Configure Router Hostname and IP Domain Name
	RSA key pairs
	Generate RSA Key Pair

	Import Public Key to the Router
	Declare Certification Authority and Configure Trusted Point
	Authenticate CA
	Request Your Own Certificates
	Configure Certificate Enrollment Using Cut-and-Paste
	Certificate Authority Trust Pool Management
	CA Certificate Bundling in the Trust Pool
	Prerequisites for CA Trust Pool Management
	Restrictions for CA trust pool management
	Updating the CA Trustpool
	Manually Update Certificates in Trust Pool

	Configuring Optional Trustpool Policy Parameters
	Handling of CA Certificates appearing both in Trust Pool and Trust Point

	Expiry Notification for PKI Certificate
	Learn About the PKI Alert Notification
	Enable PKI Traps
	Regenerate the Certificate

	Integrating Cisco IOS XR and Crosswork Trust Insights
	How to Integrate Cisco IOS XR and Crosswork Trust Insights
	Generate Key Pair
	Generate System Trust Point for the Leaf and Root Certificate
	Generate Root and Leaf Certificates
	System Certificates Expiry
	Collect Data Dossier
	Procedure to Test Key Generation and Data-signing with Different Key Algorithm
	Verify Authenticity of RPM Packages Using Fingerprint

	Support for Ed25519 Public-Key Signature System
	Generate Crypto Key for Ed25519 Signature Algorithm
	Integrate Cisco IOS XR with Cisco Crosswork Trust Insights using Ed25519

	Information About Implementing Certification Authority
	Supported Standards for Certification Authority Interoperability
	Certification Authorities
	Purpose of CAs
	CA Registration Authorities




	Implementing Keychain Management
	Implementing Keychain Management
	Restrictions for Implementing Keychain Management
	Configure Keychain
	Configure Tolerance Specification to Accept Keys
	Configure Key Identifier for Keychain
	Configure Text for Key String
	Determine Valid Keys
	Configure Keys to Generate Authentication Digest for Outbound Application Traffic
	Configure Cryptographic Algorithm
	Lifetime of Key


	Implementing Type 6 Password Encryption
	How to Implement Type 6 Password Encryption
	Enabling Type6 Feature and Creating a Primary Key (Type 6 Server)
	Implementing Key Chain for BGP Sessions (Type 6 Client)
	Creating a BGP Session (Type 6 Password Encryption Use Case)


	Understanding MACSec Encryption
	MKA Authentication Process
	MACsec Frame Format
	Advantages of Using MACsec Encryption
	Hardware Support for MACSec
	MACsec PSK
	Fallback PSK
	Configuring and Verifying MACsec Encryption
	Creating a MACsec Keychain
	Creating a User-Defined MACsec Policy
	Applying MACsec Configuration on an Interface
	MACsec Policy Exceptions
	How to Create MACsec Policy Exception

	Verifying MACsec Encryption on IOS XR
	Verifying MACsec Encryption on the Router
	Quantum safe key distribution options for MACsec
	Session key service
	Configure SKS
	Create the SKS profile on the server and client
	Export the McEliece public key
	Copy the McEliece public key to the server
	Import the client McEliece public key
	Generate the encrypted seed for the SKS engine with the client public key
	Copy the encrypted seed to the client

	Decrypt and import the seed to the sks engine
	Attach the SKS profile to the MACsec policy



	Secure Key Integration Protocol
	Configuring Point to Point MACsec Link Encryption using SKIP


	802.1X Port-Based Authentication
	Usage guidelines and restrictions for 802.1X port-based authentication
	IEEE 802.1X Device Roles
	Understanding 802.1X Port-Based Authentication
	802.1X host-modes
	Configure 802.1X host-modes

	Prerequisites for 802.1X Port-Based Authentication
	802.1X with Remote RADIUS Authentication
	Configure RADIUS Server
	Configure 802.1X Authentication Method
	Configure 802.1X Authenticator Profile
	Configure 8021X Profile on Interface

	802.1X with Local EAP Authentication
	Generate RSA Key Pair
	Configure Trustpoint
	Configure Domain Name
	Certificate Configurations
	Configure EAP Profile
	Configure 802.1X Authenticator Profile
	Configure 802.1X Profile on Interface

	Router as 802.1X Supplicant
	Configure 802.1X Supplicant Profile
	Configure 802.1X Profile on Interface

	Verify 802.1X Port-Based Authentication
	Show Command Outputs
	Syslog Messages


	MACSec Using EAP-TLS Authentication
	Configure MACSec Encryption Using EAP-TLS Authentication
	Configure MACSec EAP on an Interface
	Verify MACSec EAP Configuration on an Interface


	Understanding URPF
	Configuring URPF Loose Mode

	Implementing Management Plane Protection
	Implementing Management Plane Protection
	Benefits of Management Plane Protection
	Restrictions for Implementing Management Plane Protection
	Configure Device for Management Plane Protection for Inband Interface
	Configure Device for Management Plane Protection for Out-of-band Interface
	Information About Implementing Management Plane Protection
	Peer-Filtering on Interfaces
	Control Plane Protection
	Management Plane



	Setup the Linux Network for Application Hosting
	Secure Storage for Third Party Applications
	Configuring Secure Vault
	Configuring Secure Vault Address and Port
	Profiles
	Setting Up a TPA Profile

	Onboarding the TPAs As a Docker Instance
	TPA Operations Using Secure Vault
	Verifying Secure Vault Configuration

	Implementing Secure Shell
	Implementing Secure Shell
	Information About Implementing Secure Shell
	SSH Server
	SSH Client
	SFTP Feature Overview
	RSA Based Host Authentication
	RSA Based User Authentication
	SSHv2 Client Keyboard-Interactive Authentication

	Prerequisites for Implementing Secure Shell
	SSH and SFTP in Baseline Cisco IOS XR Software Image
	CiscoSSH
	Guidelines for Using CiscoSSH

	Guidelines and Restrictions for Implementing Secure Shell
	Configure SSH
	Automatic Generation of SSH Host-Key Pairs
	Configure the Allowed SSH Host-Key Pair Algorithms

	Ed25519 Public-Key Signature Algorithm Support for SSH
	How to Generate Ed25519 Public Key for SSH

	Configure SSH Client
	Order of SSH Client Authentication Methods
	How to Set the Order of Authentication Methods for SSH Clients

	Configuring CBC Mode Ciphers
	SSH Configuration Option to Restrict Cipher Public Key and HMAC Algorithm
	Disable HMAC Algorithm
	Enable Cipher Public Key

	User Configurable Maximum Authentication Attempts for SSH
	Configure Maximum Authentication Attempts for SSH

	X.509v3 Certificate-based Authentication for SSH
	Configure X.509v3 Certificate-based Authentication for SSH

	Importing Public Key

	Selective Authentication Methods for SSH Server
	Disable SSH Server Authentication Methods

	SSH Port Forwarding
	How to Enable SSH Port Forwarding

	Non-Default SSH Port
	How to Configure Non-Default SSH Port

	Public Key-Based Authentication of SSH Clients
	Enable Public Key-Based Authentication of SSH Client


	IP Security for Management Traffic
	Restrictions for IP Security for Management Traffic
	Configuration Example

	Implementing Lawful Intercept
	Interception Mode
	Data Interception
	Lawful Intercept Topology
	Benefits of Lawful Intercept
	Information About Lawful Intercept Implementation
	Prerequisites for Implementing Lawful Intercept
	Installing Lawful Intercept (LI) Package
	Installing and Activating the LI Package
	Deactivating the LI RPM

	Types of Lawful Intercept Mediation Device
	Restrictions for Implementing Lawful Intercept
	Limitations of Lawful Intercept
	Scale or Performance Values

	How to Configure SNMPv3 Access for Lawful Intercept
	Disabling SNMP-based Lawful Intercept
	Configuring the Inband Management Plane Protection Feature
	Enabling the Lawful Intercept SNMP Server Configuration

	Additional Information on Lawful Intercept
	Intercepting IPv4 and IPv6 Packets
	Lawful Intercept Filters
	Encapsulation Type Supported for Intercepted Packets

	High Availability for Lawful Intercept
	Preserving TAP and MD Tables during RP Fail Over
	Replay Timer

	Lawful Intercept Enablement with Consent-Token


	Implementing Secure Logging
	System Logging over Transport Layer Security (TLS)
	Restrictions for Syslogs over TLS
	Configuring Syslogs over TLS

	Reimage Protection for Routers
	Establish Device Ownership
	Provision Third Party Key Packages
	Key Package File
	Key Package Configuration File
	Provisioning Key Packages on the Router

	Consent Token Workflow
	Set Up Customer Consent Token Server

	Reimage Protection of Routers
	Enable Reimage Protection
	Enabling Reimage Protection Using Cisco Consent Token Key
	Enabling Reimage Protection with Customer Consent Token Key


	Disable Reimage Protection on Routers
	Disabling Reimage Protection Using Cisco Consent Token Key
	Disabling Reimage Protection Using Customer Consent Token Key

	Recovering Reimage Protection-Enabled Routers From BIOS
	Disabling Reimage Protection with Cisco Consent Token Key
	Generating the Challenge String to Disable Reimage Protection



	Implementing Trustworthy Systems
	Need for Trustworthy Systems
	Enable Trust in Hardware
	Secure Hardware for Strong Cryptography
	Hardware Integrity Check Using Chip Guard Functionality
	Attestation



	Enable Trust in Software
	Secure Boot
	Secure iPXE – Secure Boot Over the Network

	Establish and Maintain Trust at Steady State
	SELinux
	SELinux Policy
	SELinux Mode
	Role of the SELinux Policy in Boot Process

	Secure Install
	RPM Signing and Validation
	Third-Party RPMs

	SSD Encryption
	DM-Crypt
	AES-NI Support
	CryptSetup
	Encrypted Logical Volume
	SSD Binding
	Data Zeroization

	Boot Integrity and Trust Visibility
	Secure gRPC
	Integrity Measurement Architecture (IMA)
	IMA Appraisal
	IMA Measurement Log

	IMA Audit
	IMA Policy
	Verifying the IMA Appraisal “enforce” Mode
	IMA Signatures


	How Trustworthiness is Implemented
	Understanding Key Concepts in Security

	Cisco MASA Service
	Why Do I Need Cisco MASA?
	Use Cases for Ownership Vouchers
	Authentication Flow
	Interacting with the MASA Server
	Interacting with MASA Through Web Application
	Interacting with MASA Through REST APIs

	Workflow to Provision a Router Using Ownership Voucher


