Implementing OSPF

Open Shortest Path First (OSPF) is an Interior Gateway Protocol (IGP) developed by the OSPF working group
of the Internet Engineering Task Force (IETF). Designed expressly for IP networks, OSPF supports IP
subnetting and tagging of externally derived routing information. OSPF also allows packet authentication
when sending and receiving packets.

OSPF Version 3 (OSPFv3) expands on OSPF Version 2, providing support for IPv6 routing prefixes.

This module describes the concepts and tasks you need to implement both versions of OSPF on your software.
The term “OSPF" implies both versions of the routing protocol, unless otherwise noted.
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. Prerequisites for Inplementing OSPF

Prerequisites for Implementing OSPF

The following are prerequisites for implementing OSPF:

* Configuration tasks for OSPFv3 assume that you are familiar with [Pv6 addressing and basic configuration.
See the Implementing Network Stack |Pv4 and I Pv6 in the Cisco IP Addresses and Services Configuration
Guide for information on IPv6 routing and addressing.

* Before you enable OSPFv3 on an interface, you must perform the following tasks:

* Complete the OSPF network strategy and planning for your IPv6 network. For example, you must
decide whether multiple areas are required.

* Enable IPv6 on the interface.
* Configuring authentication (IP Security) is an optional task. If you choose to configure authentication,

you must first decide whether to configure plain text or Message Digest 5 (MDS5) authentication, and
whether the authentication applies to an entire area or specific interfaces.

Enable OSPF

This task explains how to perform the minimum OSPF configuration on your router that is to enable an OSPF
process with a router ID, configure a backbone or nonbackbone area, and then assign one or more interfaces
on which OSPF runs.

Before you begin
Although you can configure OSPF before you configure an IP address, no OSPF routing occurs until at least

one [P address is configured.

Procedure

Step 1 configure

Example:

RP/0/RPO/CPUO:router# configure
Enters mode.
Step 2 Do one of the following:

« router ospf process-name
» router ospfv3 process-name

Example:

RP/0/RPO/CPUO:router (config) # router ospf 1

or
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Step 3

Step 4

Step 5

Step 6

Step 7

Enable 0SPF ]

RP/0/RP0O/CPUO:router (config) # router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.
or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.
router-id { router-id }
Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3

Configures a router ID for the OSPF process.

Note We recommend using a stable IP address as the router ID.
area area-id
Example:

RP/0/RP0O/CPUO:router (config-ospf) # area 0

Enters area configuration mode and configures an area for the OSPF process.
» Backbone areas have an area ID of 0.
* Nonbackbone areas have a nonzero area ID.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

interface type interface-path-id
Example:

RP/0/RPO/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0

Enters interface configuration mode and associates one or more interfaces for the area configured in Step 4.

Repeat Step 5 for each interface that uses OSPF.

log adjacency changes [ detail ][ enable | disable]

Example:

RP/0/RPO/CPUO:router (config-ospf-ar-if)# log adjacency changes detail
(Optional) Requests notification of neighbor changes.

* By default, this feature is enabled.
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Step 8

Implementing OSPF |

» The messages generated by neighbor changes are considered notifications, which are categorized as
severity Level 5 in the logging console command. The logging console command controls which severity
level of messages are sent to the console. By default, all severity level messages are sent.

Use the commit or end command.

commit —Saves the configuration changes and remains within the configuration session.

end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Enable OSPF: Example

OSPF areas must be explicitly configured, and interfaces configured under the area configuration

mode are explicitly bound to that area. In this example, interface 10.1.2.0/24 is bound to area 0 and
interface 10.1.3.0/24 is bound to area 1.

interface TenGigE 0/0/0/0
ip address 10.1.2.1 255.255.255.0
negotiation auto
I
interface TenGigE 0/0/0/1
ip address 10.1.3.1 255.255.255.0
negotiation auto
I
router ospf 1
router-id 10.2.3.4
area 0
interface TenGigE 0/0/0/0
I
area 1
interface TenGigE 0/0/0/1
I
I

Verify OSPF Configuration and Operation

Step 1

This task explains how to verify the configuration and operation of OSPF.

Procedure

show { ospf | ospfv3 } [ process-name]

Example:

RP/0/RP0O/CPUO:router# show ospf groupl
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Step 2

Step 3

Step 4

Step 5

Verify OSPF Configuration and Operation .

(Optional) Displays general information about OSPF routing processes.

show { ospf | ospfv3d} [ process-name] border-routers [ router-id ]

Example:

RP/0/RP0O/CPUO:router# show ospf groupl border-routers

(Optional) Displays the internal OSPF routing table entries to an ABR and ASBR.

show { ospf | ospfv3d} [ process-name] database

Example:

RP/0/RPO/CPUO:router# show ospf group2 database
(Optional) Displays the lists of information related to the OSPF database for a specific router.

 The various forms of this command deliver information about different OSPF LSAs.

show { ospf | ospfv3 } [ process-name] [ area-id ] flood-list interface type interface-path-id

Example:

RP/0/RPO/CPUO:router# show ospf 100 flood-list TenGigE 0/0/0/0

(Optional) Displays a list of OSPF LSAs waiting to be flooded over an interface.

show { ospf | ospfv3} [ process-name] [ vrf vrf-name] [ area-id ] interface [ type interface-path-id ]

Example:

RP/0/RPO/CPUO:router# show ospf 100 interface TenGigE 0/0/0/0

Example:

RP/0/RP0O/CPUO:router# show ospf interface
Interfaces for OSPF test
TenGigE0/0/0/7 is up, line protocol is up
Internet Address 7.7.7.3/16, Area 1
Label stack Primary label 0 Backup label 0 SRTE label 0
Process ID test, Router ID 7.7.7.3, Network Type BROADCAST, Cost: 1 (RSVP-TE)
Transmit Delay is 1 sec, State DR, Priority 1, MTU 1500, MaxPktSz 1500
Forward reference No, Unnumbered no, Bandwidth 10000000
Designated Router (ID) 7.7.7.3, Interface address 7.7.7.3
Backup Designated router (ID) 7.7.7.2, Interface address 7.7.7.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01:801
Index 1/1, flood queue length 0
Next 0(0)/0(0)
Last flood scan length is 2, maximum is 2
Last flood scan time is 0 msec, maximum is 0 msec
LS Ack List: current length 0, high water mark 1
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 7.7.7.2 (Backup Designated Router)
Suppress hello for 0 neighbor (s)
Keychain-based authentication enabled
Key id used is 1
Cryptographic algorithm HMAC-SHA-256
Multi-area interface Count is O

(Optional) Displays OSPF interface information.
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. Stub Area

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Stub Area

Implementing OSPF |

show { ospf | ospfv3 }[ process-name] [ area-id ] neighbor [t ypeinterface- path-id ] [ neighbor-id ] [
detail ]

Example:

RP/0/RP0O/CPUO:router# show ospf 100 neighbor

(Optional) Displays OSPF neighbor information on an individual interface basis.

clear {ospf | ospfv3 }[ process-name] process

Example:

RP/0/
/CPUO:router# clear ospf 100 process

(Optional) Resets an OSPF router process without stopping and restarting it.

clear {ospf|ospfv3[ process-name] redistribution

Example:

RP/0/RP0O/CPUO:router#clear ospf 100 redistribution

Clears OSPF route redistribution.

clear {ospf|ospfv3[ process-name] routes

Example:

RP/0/RPO/CPUO:routerfclear ospf 100 routes

Clears OSPF route table.

clear {ospf|ospfv3[ process-name] vrf [vrf-namelall] {process |redistribution|routegstatistics [interface
type interface-path-idmessage-queueneighbor 1}

Example:

RP/0/RP0O/CPUO: routerf#clear ospf 100 vrf vrf 1 process

Clears OSPF route table.

clear {ospf | ospfv3 }[ process-name] statistics [ neighbor [ type interface-path-id ][ ip-address]]
Example:

RP/0/RPO/CPUO:router# clear ospf 100 statistics

(Optional) Clears the OSPF statistics of neighbor state transitions.

A stub area is an area that does not accept route advertisements or detailed network information external to
the area. A stub area typically has only one router that interfaces the area to the rest of the autonomous system.
The stub ABR advertises a single default route to external destinations into the stub area. Routers within a
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Not-so-Stubby Area .

stub area use this route for destinations outside the area and the autonomous system. This relationship conserves
LSA database space that would otherwise be used to store external LSAs flooded into the area.

Not-so-Stubby Area

A Not-so-Stubby Area (NSSA) is similar to the stub area. NSSA does not flood Type 5 external LSAs from
the core into the area, but can import autonomous system external routes in a limited fashion within the area.

NSSA allows importing of Type 7 autonomous system external routes within an NSSA area by redistribution.
These Type 7 LSAs are translated into Type 5 LSAs by NSSA ABRs, which are flooded throughout the whole
routing domain. Use the capability type7 trandlate zero-forward-addr command to enable the translation
of Type-7 LSA with a zero forwarding address into Type-5 LSA on the NSSA ABR router. This command
is supported only for OSPFv3. Summarization and filtering are supported during the translation.

Use NSSA to simplify administration if you are a network administrator that must connect a central site using
OSPF to a remote site that is using a different routing protocol.

Before NSSA, the connection between the corporate site border router and remote router could not be run as
an OSPF stub area because routes for the remote site could not be redistributed into a stub area, and two
routing protocols needed to be maintained. A simple protocol like RIP was usually run and handled the
redistribution. With NSSA, you can extend OSPF to cover the remote connection by defining the area between
the corporate router and remote router as an NSSA. Area 0 cannot be an NSSA.

Configure Stub and Not-So-Stubby Area Types

Step 1

Step 2

This task explains how to configure the stub area and the NSSA for OSPF.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

Do one of the following:

« router ospf process-name
» router ospfv3 process-name

Example:

RP/0/RPO/CPUO:router (config) # router ospf 1

or

RP/0/RPO/CPUO:router (config) # router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.

or
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. Configure Stub and Not-So-Stubby Area Types

Step 3

Step 4

Step 5

Step 6

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.

capability type7 trandate zer o-forwar d-addr

Example:

RP/0/RP0O/CPUO:router (config)# router ospfv3 1
RP/0/RP0O/CPUO:router (config-ospfv3)# capability type7 translate zero-forward-addr

Enables the translation of Type-7 LSA with a zero forwarding address into Type-5 LSA on the NSSA ABR
router.

Note You can configure capability type7 translate zero-forward-addr command only in router
0spfv3 configuration mode. This command is not supported for the OSPF process.

router-id { router-id }
Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3

Configures a router ID for the OSPF process.

Note We recommend using a stable IP address as the router ID.
area area-id
Example:

RP/0/RP0O/CPUO:router (config-ospf) # area 1
Enters area configuration mode and configures a nonbackbone area for the OSPF process.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

Do one of the following:

e stub [ no-summary ]
*nssa [ no-redistribution ] [ default-information-originate ] [ no-summary |

Example:

RP/0/RPO/CPUO:router (config-ospf-ar)# stub no summary

or

RP/0/RPO/CPUO:router (config-ospf-ar)# nssa no-redistribution
Defines the nonbackbone area as a stub area.
* Specify the no-summary keyword to further reduce the number of LSAs sent into a stub area. This

keyword prevents the ABR from sending summary link-state advertisements (Type 3) in the stub area.

or
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Step 7

Step 8

Step 9

Step 10

Configure Stub and Not-So-Stubby Area Types .

Defines an area as an NSSA.

Do one of the following:

 stub
* Nssa

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# stub

or

RP/0/RP0O/CPUO:router (config-ospf-ar)# nssa
(Optional) Turns off the options configured for stub and NSSA areas.

* If you configured the stub and NSSA areas using the optional keywords ( no-summary ,
no-redistribution , default-information-originate, and no-summary ) in Step 5, you must now
reissue the stub and nssa commands without the keywords—rather than using the no form of the
command.

« For example, the no nssa default-infor mation-originate form of the command changes the NSSA area
into a normal area that inadvertently brings down the existing adjacencies in that area.
default-cost cost

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar) #default-cost 15
(Optional) Specifies a cost for the default summary route sent into a stub area or an NSSA.

» Use this command only on ABRs attached to the NSSA. Do not use it on any other routers in the area.

 The default costis 1.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

» Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Repeat this task on all other routers in the stub area or NSSA.

Configuring a Stub area: example

The following example shows that area 1 is configured as a stub area:
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. Neighbors and Adjacency for OSPF

router ospfv3 1
router-id 10.0.0.217
area 0
interface TenGigE 0/0/0/1
area 1
stub
interface TenGigE 0/0/0/0

Neighbors and Adjacency for OSPF

Routers that share a segment (Layer 2 link between two interfaces) become neighbors on that segment. OSPF
uses the hello protocol as a neighbor discovery and keep alive mechanism. The hello protocol involves receiving
and periodically sending hello packets out each interface. The hello packets list all known OSPF neighbors
on the interface. Routers become neighbors when they see themselves listed in the hello packet of the neighbor.
After two routers are neighbors, they may proceed to exchange and synchronize their databases, which creates
an adjacency. On broadcast and NBMA networks all neighboring routers have an adjacency.

Configure Neighbors for Nonbroadcast Networks

This task explains how to configure neighbors for a nonbroadcast network. This task is optional.

Before you begin

Configuring NBMA networks as either broadcast or nonbroadcast assumes that there are virtual circuits from
every router to every router or fully meshed network.

Procedure

Step 1 configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

Step 2 Do one of the following:

* router ospf process-name
* router ospfv3 process-name

Example:

RP/0/RP0O/CPUO:router (config)# router ospf 1

or

RP/0/RP0O/CPUO:router (config)# router ospfv3 1

Enables OSPF routing for the specified routing process and places the router in router configuration mode.
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Configure Neighbors for Nonbroadcast Networks .

or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.
router-id { router-id }
Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3

Configures a router ID for the OSPF process.

Note We recommend using a stable IP address as the router ID.
area area-id
Example:

RP/0/RP0O/CPUO:router (config-ospf) # area 0
Enters area configuration mode and configures an area for the OSPF process.

* The example configures a backbone area.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

network { broadcast | non-broadcast }

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar) # network non-broadcast
Configures the OSPF network type to a type other than the default for a given medium.

* The example sets the network type to NBMA.

dead-interval seconds

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# dead-interval 40

(Optional) Sets the time to wait for a hello packet from a neighbor before declaring the neighbor down.
hello-interval seconds

Example:

RP/0/RPO/CPUO:router (config-ospf-ar)# hello-interval 10

(Optional) Specifies the interval between hello packets that OSPF sends on the interface.

interface type interface-path-id
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. Configure Neighbors for Nonbroadcast Networks

Step 9

Step 10

Step 11

Step 12

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0
Enters interface configuration mode and associates one or more interfaces for the area configured in Step 4.

* In this example, the interface inherits the nonbroadcast network type and the hello and dead intervals
from the areas because the values are not set at the interface level.

Do one of the following:

» neighbor ip-address [ priority number ][ poll-interval seconds][ cost number ]

* neighbor ipv6-link-local-address [ priority number ] [ poll-interval seconds][ cost number ] [
database-filter [all ]]

Example:

RP/0/RPO/CPUO:router (config-ospf-ar-if)# neighbor 10.20.20.1 priority 3 poll-interval 15

or

RP/0/RP0O/CPUO:router (config-ospf-ar-if)# neighbor fe80::3203:a0ff:fe9d:f3fe
Configures the IPv4 address of OSPF neighbors interconnecting to nonbroadcast networks.
or

Configures the link-local IPv6 address of OSPFv3 neighbors.

* The ipv6-link-local-address argument must be in the form documented in RFC 2373 in which the
address is specified in hexadecimal using 16-bit values between colons.

» The priority keyword notifies the router that this neighbor is eligible to become a DR or BDR. The
priority value should match the actual priority setting on the neighbor router. The neighbor priority default
value is zero.

* Neighbors with no specific cost configured assumes the cost of the interface, based on the cost command.
» The database-filter keyword filters outgoing LSAs to an OSPF neighbor. If you specify the all

keyword, incoming and outgoing LSAs are filtered.

Repeat Step 9 for all neighbors on the interface.

exit

Example:

RP/0/RPO/CPUO:router (config-ospf-ar-if) # exit
Enters area configuration mode.

interface type interface-path-id

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0

Enters interface configuration mode and associates one or more interfaces for the area configured in Step 4.
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Step 13

Step 14

Step 15

Configure Neighbors for Nonbroadcast Networks .

* In this example, the interface inherits the nonbroadcast network type and the hello and dead intervals
from the areas because the values are not set at the interface level.

Do one of the following:

* neighbor ip-address [ priority number ][ poll-interval seconds][ cost number ][ database-filter

[al]]
* neighbor ipv6-link-local-address [ priority number ][ poll-interval seconds ][ cost number ] [
database-filter [ all ]]

Example:

RP/0/
/CPUO:router (config-ospf-ar)# neighbor 10.34.16.6

or

RP/0/
/CPUO:router (config-ospf-ar)# neighbor fe80::3203:a0ff:fe9d:f3f

Configures the IPv4 address of OSPF neighbors interconnecting to nonbroadcast networks.
or
Configures the link-local IPv6 address of OSPFv3 neighbors.

* The ipv6-link-local-address argument must be in the form documented in RFC 2373 in which the
address is specified in hexadecimal using 16-bit values between colons.

» The priority keyword notifies the router that this neighbor is eligible to become a DR or BDR. The
priority value should match the actual priority setting on the neighbor router. The neighbor priority default
value is zero.

* Neighbors with no specific cost configured assumes the cost of the interface, based on the cost command.

» The database-filter keyword filters outgoing LSAs to an OSPF neighbor. If you specify the all
keyword, incoming and outgoing LSAs are filtered. Use with extreme caution since filtering may cause
the routing topology to be seen as entirely different between two neighbors, resulting in traffic disruption
or routing loops.

Repeat Step 13 for all neighbors on the interface.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.
* No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.
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. Authentication Strategies

Authentication Strategies

Authentication can be specified for an entire process or area, or on an interface or a virtual link. An interface
or virtual link can be configured for only one type of authentication, not both. Authentication configured for
an interface or virtual link overrides authentication configured for the area or process.

If you intend for all interfaces in an area to use the same type of authentication, you can configure fewer
commands if you use the authentication command in the area configuration submode (and specify the
message-digest keyword if you want the entire area to use MD35 authentication). This strategy requires fewer
commands than specifying authentication for each interface.

Configure Authentication at Different Hierarchical Levels for OSPF Version 2

Step 1

Step 2

Step 3

This task explains how to configure MDS5 (secure) authentication on the OSPF router process, configure one
area with plain text authentication, and then apply one interface with clear text (null) authentication.

)

Note Authentication configured at the interface level overrides authentication configured at the area level and the

router process level. If an interface does not have authentication specifically configured, the interface inherits
the authentication parameter value from a higher hierarchical level.

Before you begin

If you choose to configure authentication, you must first decide whether to configure plain text or MDS5
authentication, and whether the authentication applies to all interfaces in a process, an entire area, or specific
interfaces. See OSPF Hierarchical CLI and CLI Inheritance, on page 57 for information about each type of
authentication and when you should use a specific method for your network.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure
Enters mode.

router ospf process-name

Example:

RP/0/RP0O/CPUO: router (config)# router ospf 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.

router-id { router-id }
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Configure Authentication at Different Hierarchical Levels for OSPF Version 2 .

Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3
Configures a router ID for the OSPF process.
Step 4 authentication [ message-digest | null ]

Example:

RP/0/RP0O/CPUO:router (config-ospf) #authentication message-digest
Enables MD5 authentication for the OSPF process.

» This authentication type applies to the entire router process unless overridden by a lower hierarchical
level such as the area or interface.

Step 5 message-digest-key key-id md5 { key | clear key | encrypted key | LINE}

Example:

RP/0/RP0O/CPUO:router (config-ospf) #message-digest-key 4 md5 yourkey
Specifies the MD5 authentication key for the OSPF process.

* The neighbor routers must have the same key identifier.

Step 6 area area-id

Example:

RP/0/RP0O/CPUO:router (config-ospf) # area 0

Enters area configuration mode and configures a backbone area for the OSPF process.

Step 7 interface type interface-path-id

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0
Enters interface configuration mode and associates one or more interfaces to the backbone area.

* All interfaces inherit the authentication parameter values specified for the OSPF process (Step 4, Step
5, and Step 6).

Step 8 Repeat Step 7 for each interface that must communicate, using the same authentication.
Step 9 exit
Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# exit

Enters area OSPF configuration mode.

Step 10 area area-id
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. Configure Authentication at Different Hierarchical Levels for OSPF Version 2

Step 11

Step 12

Step 13

Step 14

Step 15

Step 16

Example:

RP/0/RP0O/CPUO:router (config-ospf) # area 1
Enters area configuration mode and configures a nonbackbone area 1 for the OSPF process.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

authentication [ message-digest | null ]

Example:

RP/0/RPO/CPUO:router (config-ospf-ar)# authentication
Enables Type 1 (plain text) authentication that provides no security.

* The example specifies plain text authentication (by not specifying a keyword). Use the authentication-key
command in interface configuration mode to specify the plain text password.

interface type interface-path-id

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0

Enters interface configuration mode and associates one or more interfaces to the nonbackbone area 1 specified
in Step 7.

* All interfaces configured inherit the authentication parameter values configured for area 1.

Repeat Step 12 for each interface that must communicate, using the same authentication.

interface type interface-path-id

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0

Enters interface configuration mode and associates one or more interfaces to a different authentication type.

authentication [ message-digest | null ]

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar-if)# authentication null
Specifies no authentication on TenGigE 0/0/0/0, overriding the plain text authentication specified for area 1.

* By default, all of the interfaces configured in the same area inherit the same authentication parameter
values of the area.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.

end —Prompts user to take one of these actions:
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Control Frequency That Same LSA Is Originated or Accepted for OSPF .

* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Control Frequency That Same LSA Is Originated or Accepted

for OSPF

Step 1

Step 2

Step 3

This task explains how to tune the convergence time of OSPF routes in the routing table when many LSAs
need to be flooded in a very short time interval.

Procedure

configure

Example:

RP/0/RPO/CPUO:router# configure

Enters mode.

Do one of the following:

« router ospf process-name
« router ospfv3 process-name

Example:

RP/0/RP0/CPUO:router:router (config) # router ospf 1

or

RP/0/RP0/CPUO:router (config) # router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.
or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.

router-id { router-id }

Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3

Configures a router ID for the OSPF process.
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. Virtual Link and Transit Area for OSPF

Step 4

Step 5

Step 6

Step 7

Step 8

Note We recommend using a stable IP address as the router ID.

Perform Step 5 or Step 6 or both to control the frequency that the same LSA is originated or accepted.

timerslsa refresh seconds

Example:

RP/0/RPO/CPUO:router (config-ospf)# timers lsa refresh 1800

Sets how often self-originated LSAs should be refreshed, in seconds.

* The default is 1800 seconds for both OSPF and OSPFv3.

timerslsamin-arrival seconds

Example:

RP/0/RPO/CPUO:router (config-ospf) # timers lsa min-arrival 2

Limits the frequency that new processes of any particular OSPF Version 2 LSA can be accepted during
flooding.

 The default is 1 second.

timerslsa group-pacing seconds

Example:

RP/0/
/CPUO:router (config-ospf)# timers lsa group-pacing 1000

Changes the interval at which OSPF link-state LSAs are collected into a group for flooding.
* The default is 240 seconds.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

* No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Virtual Link and Transit Area for OSPF

In OSPF, routing information from all areas is first summarized to the backbone area by ABRs. The same

ABRs, in turn, propagate such received information to their attached areas. Such hierarchical distribution of
routing information requires that all areas be connected to the backbone area (Area 0). Occasions might exist
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for which an area must be defined, but it cannot be physically connected to Area 0. Examples of such an
occasion might be if your company makes a new acquisition that includes an OSPF area, or if Area 0 itself
is partitioned.

In the case in which an area cannot be connected to Area 0, you must configure a virtual link between that
area and Area 0. The two endpoints of a virtual link are ABRs, and the virtual link must be configured in both
routers. The common nonbackbone area to which the two routers belong is called a transit area. A virtual link
specifies the transit area and the router ID of the other virtual endpoint (the other ABR).

A virtual link cannot be configured through a stub area or NSSA.

Figure 1: Virtual Link to Area 0

This figure illustrates a virtual link from Area 3 to Area 0.

OSPF Domain (BGP autonomous system 109)
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Create Virtual Link

This task explains how to create a virtual link to your backbone (area 0) and apply MD5 authentication. You
must perform the steps described on both ABRs, one at each end of the virtual link.

)

Note After you explicitly configure area parameter values, they are inherited by all interfaces bound to that
area—unless you override the values and configure them explicitly for the interface.

Before you begin
The following prerequisites must be met before creating a virtual link with MDS5 authentication to area 0:

* You must have the router ID of the neighbor router at the opposite end of the link to configure the local
router. You can execute the show ospf or show ospfv3 command on the remote router to get its router
ID.

* For a virtual link to be successful, you need a stable router ID at each end of the virtual link. You do not
want them to be subject to change, which could happen if they are assigned by default. . Therefore, we
recommend that you perform one of the following tasks before configuring a virtual link:
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Step 1

Step 2

Step 3

Implementing OSPF |

* Use the router-id command to set the router ID. This strategy is preferable.
* Configure a loopback interface so that the router has a stable router ID.
* Before configuring your virtual link for OSPF Version 2, you must decide whether to configure plain

text authentication, MD5 authentication, or no authentication (which is the default). Your decision
determines whether you need to perform additional tasks related to authentication.

Procedure

Do one of the following:

* show ospf [ process-name ]
« show ospfv3 [ process-name ]

Example:

RP/0//CPUO:router# show ospf

or

RP/0//CPUO:router# show ospfv3
(Optional) Displays general information about OSPF routing processes.

* The output displays the router ID of the local router. You need this router ID to configure the other end
of the link.

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

Do one of the following:

s router ospf process-name
* router ospfv3 process-name

Example:

RP/0//CPUO:router (config)# router ospf 1

or

RP/0//CPUO:router (config)# router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.
or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Create Virtual Link .

router-id { router-id }

Example:

RP/0//CPUO:router (config-ospf)# router-id 192.168.4.3

Configures a router ID for the OSPF process.

Note We recommend using a stable IPv4 address as the router ID.
area area-id
Example:

RP/0//CPUO:router (config-ospf) # area 1
Enters area configuration mode and configures a nonbackbone area for the OSPF process.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

virtual-link router-id

Example:
RRP/0//CPUO:router (config-ospf-ar)# virtual-link 10.3.4.5

Defines an OSPF virtual link.

* See .

authentication message-digest

Example:

RP/0//CPUO:router (config-ospf-ar-vl) #authentication message-digest
Selects MD35 authentication for this virtual link.
message-digest-key key-id md5 { key | clear key | encrypted key }

Example:

RP/0//CPUO:router (config-ospf-ar-vl) #message-digest-key 4 md5 yourkey
Defines an OSPF virtual link.

» See to understand a virtual link.

* The key-id argument is a number in the range from 1 to 255. The key argument is an alphanumeric
string of up to 16 characters. The routers at both ends of the virtual link must have the same key identifier
and key to be able to route OSPF traffic.

» The authentication-key key command is not supported for OSPFv3.

* Once the key is encrypted it must remain encrypted.

Repeat all of the steps in this task on the ABR that is at the other end of the virtual link. Specify the same key
ID and key that you specified for the virtual link on this router.
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Step 10 Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

 Cancel —Remains in the configuration session, without committing the configuration changes.

Step 11 Do one of the following:

» show ospf [ process-name ] [ area-id ] virtual-links
« show ospfv3 [ process-name] virtual-links

Example:

RP/0//CPUO:router# show ospf 1 2 virtual-links

or

RP/0//CPUO:router# show ospfv3 1 virtual-links

(Optional) Displays the parameters and the current state of OSPF virtual links.

Creating virtual link- example
ABR 1 Configuration

ABR 2 Configuration

In the following example, the show ospfv3 virtual links command verifies that the OSPF_VLO0
virtual link to the OSPFv3 neighbor is up, the ID of the virtual link interface is 2, and the IPv6 address
of the virtual link endpoint is 2003:3000::1.

show ospfv3 virtual-links
Virtual Links for OSPFv3 1

Virtual Link OSPF _VLO to router 10.0.0.3 is up

Interface ID 2, IPv6 address 2003:3000::1

Run as demand circuit

DoNotAge LSA allowed.

Transit area 0.1.20.255, via interface TenGigE 0/1/0/10/0/0/0 Cost of using 2

Transmit Delay is 5 sec,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02
Adjacency State FULL (Hello suppressed)
Index 0/2/3, retransmission queue length 0, number of retransmission 1
First 0(0)/0(0)/0(0) Next 0(0)/0(0)/0(0)
Last retransmission scan length is 1, maximum is 1
Last retransmission scan time is 0 msec, maximum is 0 msec
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Check for lines:
Virtual Link OSPF _VLO to router 10.0.0.3 is up
Adjacency State FULL (Hello suppressed)

State is up and Adjacency State is FULL

This example shows how to set up a virtual link to connect the backbone through area 1 for the
OSPFv3 topology that consists of areas 0 and 1 and virtual links 10.0.0.217 and 10.0.0.212:

router ospfv3 1
router-id 10.0.0.217
area 0
interface TenGigE 0/2/0/10/0/0/1
area 1
virtual-link 10.0.0.212
interface TenGigE 0/2/0/00/0/0/0

router ospfv3 1
router-id 10.0.0.212
area 0
interface TenGigE 0/3/0/10/0/0/1
area 1
virtual-link 10.0.0.217
interface TenGigE 0/2/0/00/0/0/0

In this example, all interfaces on router ABR1 use MDS5 authentication:

router ospf ABR1
router-id 10.10.10.10
authentication message-digest
message-digest-key 100 md5 O cisco
area 0
interface TenGigE 0/2/0/10/0/0/1
interface TenGigE 0/3/0/00/0/0/0
area 1
interface TenGigE 0/2/0/00/0/0/0
virtual-link 10.10.5.5
|
|

In this example, only area 1 interfaces on router ABR3 use MDS5 authentication:

router ospf ABR2

router-id 10.10.5.5

area 0

area 1
authentication message-digest
message-digest-key 100 md5 O cisco
interface TenGigE 0/9/0/10/0/0/1
virtual-link 10.10.10.10

area 3
interface Loopback 0
interface TenGigE 0/9/0/00/0/0/0
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. Summarize Subnetwork LSAs on OSPF ABR

Summarize Subnetwork LSAs on OSPF ABR

Step 1

Step 2

Step 3

Step 4

If you configured two or more subnetworks when you assigned your IP addresses to your interfaces, you
might want the software to summarize (aggregate) into a single LSA all of the subnetworks that the local area
advertises to another area. Such summarization would reduce the number of LSAs and thereby conserve
network resources. This summarization is known as interarea route summarization. It applies to routes from
within the autonomous system. It does not apply to external routes injected into OSPF by way of redistribution.

This task configures OSPF to summarize subnetworks into one LSA, by specifying that all subnetworks that
fall into a range are advertised together. This task is performed on an ABR only.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

Do one of the following:

« router ospf process-name
« router ospfv3 process-name

Example:

RP/0/RP0O/CPUO:router (config)# router ospf 1

or

RP/0/RP0O/CPUO:router (config) # router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.
or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.

Note The process-name argument is any alphanumeric string no longer than 40 characters.
router-id { router-id }
Example:

RP/0/RP0O/CPUO:router (config-ospf) # router-id 192.168.4.3
Configures a router ID for the OSPF process.

Note We recommend using a stable [IPv4 address as the router ID.

area area-id
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Step 5

Step 6

Step 7

Summarize Subnetwork LSAs on OSPF ABR .

Example:

RP/0/RP0O/CPUO:router (config-ospf) # area

Enters area configuration mode and configures a nonbackbone area for the OSPF process.

» The area-id argument can be entered in dotted-decimal or IPv4 address notation, such as area 1000 or
area 0.0.3.232. However, you must choose one form or the other for an area. We recommend using the
IPv4 address notation.

Do one of the following:

e range ip-addressmask [ advertise | not-advertise]
*range ipve-prefix/ prefix-length [ advertise | not-advertise]

Example:

RP/0/RPO/CPUO:router (config-ospf-ar)# range 192.168.0.0 255.255.0.0 advertise

or

RP/0/RPO/CPUO:router (config-ospf-ar)# range 4004:£f000::/32 advertise
Consolidates and summarizes OSPF routes at an area boundary.

» The advertise keyword causes the software to advertise the address range of subnetworks in a Type 3
summary LSA.

» The not-advertise keyword causes the software to suppress the Type 3 summary LSA, and the
subnetworks in the range remain hidden from other areas.

* In the first example, all subnetworks for network 192.168.0.0 are summarized and advertised by the ABR
into areas outside the backbone.

* In the second example, two or more IPv4 interfaces are covered by a 192.X.X network.

interface typeinterface-path-id

Example:

RP/0/RP0O/CPUO:router (config-ospf-ar)# interface TenGigE 0/0/0/0

Enters interface configuration mode and associates one or more interfaces to the area.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.
* No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.
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Example
The following example shows the prefix range 2300::/16 summarized from area 1 into the backbone:
router ospfv3 1
router-id 192.168.0.217
area 0
interface TenGigE 0/0/0/0
area 1

range 2300::/16
interface TenGigE 0/0/0/0

Route Redistribution for OSPF

Redistribution allows different routing protocols to exchange routing information. This technique can be used
to allow connectivity to span multiple routing protocols. It is important to remember that the redistribute
command controls redistribution into an OSPF process and not from OSPF.

Redistribute Routes into OSPF

This task redistributes routes from an IGP (could be a different OSPF process) into OSPF.

Procedure

Step 1 configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

Step 2 Do one of the following:

« router ospf process-name
« router ospfv3 process-name

Example:

RP/0/RPO/CPUO:router (config) # router ospf 1

or

RP/0/RPO/CPUO:router (config) # router ospfv3 1
Enables OSPF routing for the specified routing process and places the router in router configuration mode.
or

Enables OSPFv3 routing for the specified routing process and places the router in router ospfv3 configuration
mode.
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Step 3

Step 4

Step 5

Redistribute Routes into 0SPF .

Note The process-name argument is any alphanumeric string no longer than 40 characters.

router-id { router-id }

Example:
RRP/0/RP0/CPUO:router (config-ospf) # router-id 192.168.4.3

Configures a router ID for the OSPF process.

Note We recommend using a stable IPv4 address as the router ID.

redistribute protocol [ process-id] {level-1 | level-1-2 | level-2} [ metric metric-value] [ metric-type
type-value ] [ match { external [1 | 2]} [ tagtag-value] [ route-policy policy-name ]

Example:

RP/0/RP0/CPUO:router (config-ospf) # redistribute bgp 100

or

RP/0/RP0/CPUO:router (config-router) #redistribute bgp 110
Redistributes OSPF routes from one routing domain to another routing domain.
or
Redistributes OSPFv3 routes from one routing domain to another routing domain.
* This command causes the router to become an ASBR by definition.
» OSPF tags all routes learned through redistribution as external.
* The protocol and its process ID, if it has one, indicate the protocol being redistributed into OSPF.

* The metric is the cost you assign to the external route. The default is 20 for all protocols except BGP,
whose default metric is 1.

* The OSPF example redistributes BGP autonomous system 1, Level | routes into OSPF as Type 2 external
routes.

» The OSPFv3 example redistributes BGP autonomous system 1, Level 1 and 2 routes into OSPF. The
external link type associated with the default route advertised into the OSPFv3 routing domain is the
Type 1 external route.

Note RPL is not supported for OSPFv3.

Do one of the following:

« summary-prefix address mask [ not-advertise][tag tag]
« summary-prefix ipv6-prefix / prefix-length [ not-advertise][tag tag]

Example:

RP/0/RP0O/CPUO:router (config-ospf) # summary-prefix 10.1.0.0 255.255.0.0

or

RP/0/RPO/CPUO:router (config-router) # summary-prefix 2010:11:22::/32
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(Optional) Creates aggregate addresses for OSPF.
or
(Optional) Creates aggregate addresses for OSPFv3.

* This command provides external route summarization of the non-OSPF routes.

 External ranges that are being summarized should be contiguous. Summarization of overlapping ranges
from two different routers could cause packets to be sent to the wrong destination.

* This command is optional. If you do not specify it, each route is included in the link-state database and
advertised in LSAs.

* In the OSPFv2 example, the summary address 10.1.0.0 includes address 10.1.1.0, 10.1.2.0, 10.1.3.0, and
so on. Only the address 10.1.0.0 is advertised in an external LSA.

* In the OSPFv3 example, the summary address 2010:11:22::/32 has addresses such as 2010:11:22:0:1000::1,
2010:11:22:0:2000:679:1, and so on. Only the address 2010:11:22::/32 is advertised in the external L