Implementing BGP

Border Gateway Protocol (BGP) is an Exterior Gateway Protocol (EGP) that allows you to create loop-free
interdomain routing between autonomous systems. An autonomous system s a set of routers under a single
technical administration. Routers in an autonomous system can use multiple Interior Gateway Protocols (IGPs)
to exchange routing information inside the autonomous system and an EGP to route packets outside the
autonomous system.

This module provides conceptual and configuration information on BGP.

* BGP Functional Overview, on page 1

BGP Functional Overview

Table 1: Feature History Table

Feature Name |Release|Information Feature Description

BGP Fallback Release 7.5.1 This feature is now supported on routers that have Cisco
Feature for LAG NC57 line cards installed and operate in native and
Bundles compatibiltiy mode.

This feature enables recreate the essence of OSPF Cost
Fallback feature for LAG bundles for directly connected
BGP sessions from a PE to a core router.

BGP uses TCP as its transport protocol. Two BGP routers form a TCP connection between one another (peer
routers) and exchange messages to open and confirm the connection parameters.

BGP routers exchange network reachability information. This information is mainly an indication of the full
paths (BGP autonomous system numbers) that a route should take to reach the destination network. This
information helps construct a graph that shows which autonomous systems are loop free and where routing
policies can be applied to enforce restrictions on routing behavior.

Any two routers forming a TCP connection to exchange BGP routing information are called peers or neighbors.
BGP peers initially exchange their full BGP routing tables. After this exchange, incremental updates are sent
as the routing table changes. BGP keeps a version number of the BGP table, which is the same for all of its
BGP peers. The version number changes whenever BGP updates the table due to routing information changes.
Keepalive packets are sent to ensure that the connection is alive between the BGP peers and notification
packets are sent in response to error or special conditions.
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\)

Note VPNv4 address family is supported effective from Cisco IOS XR Release 6.1.31. However, VPNv6 and VPN
routing and forwarding (VRF) address families will be supported in a future release.

Enable BGP Routing

Perform this task to enable BGP routing and establish a BGP routing process. Configuring BGP neighbors is
included as part of enabling BGP routing.

\)

Note * At least one neighbor and at least one address family must be configured to enable BGP routing. At least
one neighbor with both a remote AS and an address family must be configured globally using the address
family and remote as commands.

* When one BGP session has both IPv4 unicast and IPv4 labeled-unicast AFI/SAF, then the routing behavior
is nondeterministic. Therefore, the prefixes may not be correctly advertised. Incorrect prefix advertisement
results in reachability issues. In order to avoid such reachability issues, you must explicitly configure a
route policy to advertise prefixes either through IPv4 unicast or through IPv4 labeled-unicast address
families.

Before you begin

BGP must be able to obtain a router identifier (for example, a configured loopback address). At least, one
address family must be configured in the BGP router configuration and the same address family must also be
configured under the neighbor.

\}

Note If the neighbor is configured as an external BGP (eBGP) peer, you must configure an inbound and outbound
route policy on the neighbor using the route-policy command.

Procedure

Step 1 configure

Example:
RP/0/RP0/CPUO:router# configure
Enters mode.

Step 2 route-policy route-policy-name

Example:

RP/0/RP0O/CPUO:router (config) # route-policy drop-as-1234
RP/0/RP0O/CPUO:router (config-rpl)# if as-path passes-through '1234' then
RP/0/RP0O/CPUO:router (config-rpl) # apply check-communities
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Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Enable BGP Routing [

RP/0/RPO/CPUO:router (config-rpl) # else
RP/0/RPO/CPUO:router (config-rpl) # pass
RP/0/RPO/CPUO:router (config-rpl) # endif

(Optional) Creates a route policy and enters route policy configuration mode, where you can define the route
policy.
end-policy

Example:

RP/0/RPO/CPUO: router (config-rpl) # end-policy
(Optional) Ends the definition of a route policy and exits route policy configuration mode.
Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

configure

Example:

RP/0/RPO/CPUO:router# configure
Enters mode.

router bgp as-number

Example:

RP/0/RPO/CPUO:router (config)# router bgp 120

Specifies the BGP AS number and enters the BGP configuration mode, allowing you to configure the BGP
routing process.

bgp router-id ip-address

Example:

RP/0/RPO/CPUO:router (config-bgp)# bgp router-id 192.168.70.24
Configures the local router with a specified router ID.

address-family {ipv4 | ipv6} unicast

Example:

RP/0/RP0O/CPUO:router (config-bgp) # address-family ipv4 unicast

Specifies either the IPv4 or IPv6 address family and enters address family configuration submode.

To see a list of all the possible keywords and arguments for this command, use the CLI help (?).
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Step 9

Step 10

Step 11

Step 12

Step 13

Step 14

Implementing BGP |

exit

Example:

RP/0/RP0O/CPUO:router (config-bgp-af) # exit
Exits the current configuration mode.

neighbor ip-address

Example:

RP/0/RP0O/CPUO:router (config-bgp) # neighbor 172.168.40.24

Places the router in neighbor configuration mode for BGP routing and configures the neighbor IP address as
a BGP peer.

remote-as as-number

Example:

RP/0/RP0O/CPUO:router (config-bgp-nbr)# remote-as 2002
Creates a neighbor and assigns a remote autonomous system number to it.
address-family {ipv4 | ipv6} unicast

Example:

RP/0/RP0O/CPUO:router (config-bgp-nbr)# address-family ipv4 unicast

Specifies either the IPv4 or IPv6 address family and enters address family configuration submode.
To see a list of all the possible keywords and arguments for this command, use the CLI help (?).
route-policy route-policy-name {in | out }

Example:

RP/0/RP0/CPUO:router (config-bgp-nbr-af)# route-policy drop-as-1234 in
(Optional) Applies the specified policy to inbound IPv4 unicast routes.
Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remains in the configuration session, without committing the configuration changes.

Enabling BGP: Example
The following shows how to enable BGP.
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prefix-set static

2020::/64,

2012::/64,

10.10.0.0/16e,

10.2.0.0/24
end-set

route-policy pass-all
pass
end-policy
route-policy set next hop_agg v4
set next-hop 10.0.0.1
end-policy

route-policy set next hop static vi4
if (destination in static) then
set next-hop 10.1.0.1
else
drop
endif
end-policy

route-policy set next hop_agg vé6
set next-hop 2003::121
end-policy

route-policy set next hop static vé
if (destination in static) then
set next-hop 2011::121
else
drop
endif
end-policy

router bgp 65000
bgp fast-external-fallover disable
bgp confederation peers
65001
65002
bgp confederation identifier 1
bgp router-id 1.1.1.1
address-family ipv4 unicast
aggregate-address 10.2.0.0/24 route-policy set next hop agg v4
aggregate-address 10.3.0.0/24
redistribute static route-policy set next hop static vi4
address-family ipv6 unicast
aggregate-address 2012::/64 route-policy set next hop agg vé6
aggregate-address 2013::/64
redistribute static route-policy set next hop static vé6
neighbor 10.0.101.60
remote-as 65000
address-family ipv4 unicast
neighbor 10.0.101.61
remote-as 65000
address-family ipv4 unicast
neighbor 10.0.101.62
remote-as 3
address-family ipv4 unicast
route-policy pass-all in
route-policy pass-all out
neighbor 10.0.101.64
remote-as 5
update-source Loopback0
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address-family ipv4 unicast
route-policy pass-all in
route-policy pass-all out

Adjust BGP Timers

Step 1

Step 2

Step 3

Step 4

Step 5

BGP uses certain timers to control periodic activities, such as the sending of keepalive messages and the
interval after which a neighbor is assumed to be down if no messages are received from the neighbor during
the interval. The values set using the timers bgp command in router configuration mode can be overridden
on particular neighbors using the timer s command in the neighbor configuration mode.

Perform this task to set the timers for BGP neighbors.

Procedure

configure

Example:

RP/0/RPO/CPUO:router# configure
Enters mode.
router bgp as-number

Example:

RP/0/RP0O/CPUO:router (config)# router bgp 123

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

timersbgp keepalive hold-time

Example:

RP/0/RP0O/CPUO:router (config-bgp)# timers bgp 30 90

Sets a default keepalive time and a default hold time for all neighbors.
neighbor ip-address

Example:

RP/0/RP0O/CPUO:router (config-bgp) # neighbor 172.168.40.24

Places the router in neighbor configuration mode for BGP routing and configures the neighbor IP address as
a BGP peer.

timers keepalive hold-time

Example:

RP/0/RP0/CPUO:router (config-bgp-nbr) # timers 60 220
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Step 6

Change BGP Default Local Preference Value .

(Optional) Sets the keepalive timer and the hold-time timer for the BGP neighbor.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Change BGP Default Local Preference Value

Step 1

Step 2

Step 3

Step 4

Perform this task to set the default local preference value for BGP paths.

Procedure

configure

Example:

RP/0/RPO/CPUO:router# configure

Enters mode.

router bgp as-number

Example:

RP/0/RPO/CPUO:router (config)# router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

bgp default local-preference  value

Example:

RP/0/RPO/CPUO:router (config-bgp)# bgp default local-preference 200

Sets the default local preference value from the default of 100, making it either a more preferable path (over
100) or less preferable path (under 100).

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

* No —EXxits the configuration session without committing the configuration changes.
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» Cancel —Remains in the configuration session, without committing the configuration changes.

Configure MED Metric for BGP

Step 1

Step 2

Step 3

Step 4

Perform this task to set the multi exit discriminator (MED) to advertise to peers for routes that do not already
have a metric set (routes that were received with no MED attribute).

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure
Enters mode.

router bgp as-number

Example:

RP/0/RP0/CPUO:router (config) # router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

default-metric value

Example:

RP/0/RP0O/CPUO:router (config-bgp)# default-metric

Sets the default metric, which is used to set the MED to advertise to peers for routes that do not already have
a metric set (routes that were received with no MED attribute).

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

* No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.
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Configure BGP Weights .

Configure BGP Weights

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

A weight is a number that you can assign to a path so that you can control the best-path selection process. If
you have particular neighbors that you want to prefer for most of your traffic, you can use the weight command
to assign a higher weight to all routes learned from that neighbor. Perform this task to assign a weight to routes
received from a neighbor.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure
Enters mode.

router bgp as-number

Example:

RP/0/RP0O/CPUO: router (config) # router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

neighbor ip-address

Example:

RP/0/RP0O/CPUO:router (config-bgp) # neighbor 172.168.40.24

Places the router in neighbor configuration mode for BGP routing and configures the neighbor IP address as
a BGP peer.

remote-as as-number

Example:

RP/0/RP0O/CPUO:router (config-bgp-nbr) # remote-as 2002

Creates a neighbor and assigns a remote autonomous system number to it.
address-family {ipv4 | ipv6} unicast

Example:

RP/0/RPO/CPUO:router (config-bgp-nbr)# address-family ipv4 unicast

Specifies either the IPv4 or IPv6 address family and enters address family configuration submode.

To see a list of all the possible keywords and arguments for this command, use the CLI help (?).

weight weight-value

Example:
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RP/0/RP0O/CPUO:router (config-bgp-nbr-af)# weight 41150

Assigns a weight to all routes learned through the neighbor.

Step 7 Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

What to do next

You the clear bgp command for the newly configured weight to take effect.

Tune BGP Best-Path Calculation

BGP routers typically receive multiple paths to the same destination. The BGP best-path algorithm determines
the best path to install in the IP routing table and to use for forwarding traffic. The BGP best-path comprises
of three steps:

* Step |—Compare two paths to determine which is better.

* Step 2—Iterate over all paths and determines which order to compare the paths to select the overall best
path.

* Step 3—Determine whether the old and new best paths differ enough so that the new best path should
be used.

\)

Note The order of comparison determined by Step 2 is important because the comparison operation is not transitive;
that is, if three paths, A, B, and C exist, such that when A and B are compared, A is better, and when B and
C are compared, B is better, it is not necessarily the case that when A and C are compared, A is better. This
nontransitivity arises because the multi exit discriminator (MED) is compared only among paths from the
same neighboring autonomous system (AS) and not among all paths. BGP Best Path Algorithm, on page 138
provides additional conceptual details.

Perform this task to change the default BGP best-path calculation behavior.

Procedure

Step 1 configure

Example:
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Tune BGP Best-Path Calculation .

RP/0/RPO/CPUO:router# configure
Enters mode.

router bgp as-number

Example:

RP/0/RPO/CPUO:router (config) # router bgp 126

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

bgp bestpath med missing-as-wor st

Example:

RP/0/RP0O/CPUO: router (config-bgp)# bgp bestpath med missing-as-worst

Directs the BGP software to consider a missing MED attribute in a path as having a value of infinity, making
this path the least desirable path.

bgp bestpath med always

Example:

RP/0/RP0O/CPUO: router (config-bgp) # bgp bestpath med always

Configures the BGP speaker in the specified autonomous system to compare MEDs among all the paths for
the prefix, regardless of the autonomous system from which the paths are received.

bgp bestpath med confed

Example:

RP/0/RPO/CPUO:router (config-bgp) # bgp bestpath med confed

Enables BGP software to compare MED values for paths learned from confederation peers.

bgp bestpath as-path ignore

Example:

RP/0/RPO/CPUO:router (config-bgp) # bgp bestpath as-path ignore

Configures the BGP software to ignore the autonomous system length when performing best-path selection.
bgp bestpath compare-routerid

Example:

RP/0/RPO/CPUO:router (config-bgp) # bgp bestpath compare-routerid

Configure the BGP speaker in the autonomous system to compare the router IDs of similar paths.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.

end —Prompts user to take one of these actions:

Implementing BGP i



Implementing BGP |
. Set BGP Administrative Distance

* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Set BGP Administrative Distance

An administrative distance is a rating of the trustworthiness of a routing information source. In general, the
higher the value, the lower the trust rating. Normally, a route can be learned through more than one protocol.
Administrative distance is used to discriminate between routes learned from more than one protocol. The
route with the lowest administrative distance is installed in the IP routing table. By default, BGP uses the
administrative distances shown in here:

Table 2: BGP Default Administrative Distances

Distance | Default Function

Value
External | 20 Applied to routes learned from eBGP.
Internal 200 Applied to routes learned from iBGP.
Local {200 Applied to routes originated by the router.

\}

Note Distance does not influence the BGP path selection algorithm, but it does influence whether BGP-learned
routes are installed in the IP routing table.

Perform this task to specify the use of administrative distances that can be used to prefer one class of route
over another.

Procedure

Step 1 configure

Example:
RP/0/RP0O/CPUO:router# configure
Enters mode.

Step 2 router bgp as-number

Example:

RP/0/RP0O/CPUO:router (config)# router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.
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Step 3

Step 4

Step 5

Indicate BGP Back-door Routes .

address-family {ipv4 | ipv6} unicast

Example:

RP/0/RP0O/CPUO:router (config-bgp)# address-family ipv4 unicast
Specifies either an IPv4 or IPv6 address family unicast and enters address family configuration submode.

To see a list of all the possible keywords and arguments for this command, use the CLI help (?).

distance bgp external-distance internal-distance local-distance

Example:

RP/0/RP0O/CPUO:router (config-bgp-af) # distance bgp 20 20 200

Sets the external, internal, and local administrative distances to prefer one class of routes over another. The
higher the value, the lower the trust rating.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.

Indicate BGP Back-door Routes

Step 1

Step 2

In most cases, when a route is learned through eBGP, it is installed in the IP routing table because of its
distance. Sometimes, however, two ASs have an IGP-learned back-door route and an eBGP-learned route.
Their policy might be to use the IGP-learned path as the preferred path and to use the eBGP-learned path
when the IGP path is down.

Perform this task to set the administrative distance on an external Border Gateway Protocol (eBGP) route to
that of a locally sourced BGP route, causing it to be less preferred than an Interior Gateway Protocol (IGP)
route.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

router bgp as-number

Example:

Implementing BGP i



Implementing BGP |

. Indicate BGP Back-door Routes

Step 3

Step 4

Step 5

RP/0/RP0/CPUO:router (config) # router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

address-family {ipv4 | ipv6} unicast

Example:

RP/0/RPO/CPUO:router (config-bgp) # address-family ipv4 unicast

Specifies either the IPv4 or IPv6 address family and enters address family configuration submode.
To see a list of all the possible keywords and arguments for this command, use the CLI help (?).
network {ip-address / prefix-length | ip-addressmask } backdoor

Example:

RP/0/RPO/CPUO:router (config-bgp-af) # network 172.20.0.0/16

Configures the local router to originate and advertise the specified network.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.
* No —Exits the configuration session without committing the configuration changes.

+ Cancel —Remains in the configuration session, without committing the configuration changes.

Back Door: Example

AS100 AS 200
1501000 160.10.0.0
IGP
Router A Router B
2222 3.3.33

W

AS 300
170.10.0.0

2221 3.3.31

147

Router C

Here, Routers A and C and Routers B and C are running eBGP. Routers A and B are running an IGP
(such as Routing Information Protocol [RIP], Interior Gateway Routing Protocol [IGRP], Enhanced
IGRP, or Open Shortest Path First [OSPF]). The default distances for RIP, IGRP, Enhanced IGRP,
and OSPF are 120, 100, 90, and 110, respectively. All these distances are higher than the default
distance of eBGP, which is 20. Usually, the route with the lowest distance is preferred.
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Configure Aggregate Addresses .

Router A receives updates about 160.10.0.0 from two routing protocols: eBGP and IGP. Because
the default distance for eBGP is lower than the default distance of the IGP, Router A chooses the
eBGP-learned route from Router C. If you want Router A to learn about 160.10.0.0 from Router B
(IGP), establish a BGP back door. See .

In the following example, a network back-door is configured:

RP/0/RP0/CPUO:router (config) # router bgp 100
RP/0/RP0O/CPUO:router (config-bgp) # address-family ipv4 unicast
RP/0/RP0O/CPUO:router (config-bgp-af) # network 160.10.0.0/16 backdoor

Router A treats the eBGP-learned route as local and installs it in the IP routing table with a distance
0f 200. The network is also learned through Enhanced IGRP (with a distance of 90), so the Enhanced
IGRP route is successfully installed in the IP routing table and is used to forward traffic. If the
Enhanced IGRP-learned route goes down, the eBGP-learned route is installed in the IP routing table
and is used to forward traffic.

Although BGP treats network 160.10.0.0 as a local entry, it does not advertise network 160.10.0.0
as it normally would advertise a local entry.

Configure Aggregate Addresses

Step 1

Step 2

Step 3

Step 4

Perform this task to create aggregate entries in a BGP routing table.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure
Enters mode.
router bgp as-number

Example:

RP/0/RP0/CPUO:router (config) # router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

address-family {ipv4 | ipv6} unicast
Example:
RP/0/RP0O/CPUO:router (config-bgp) # address-family ipv4 unicast

Specifies either the IPv4 or IPv6 address family and enters address family configuration submode.

To see a list of all the possible keywords and arguments for this command, use the CLI help (?).

aggregate-address  address/mask-length [ as-set | [ as-confed-set ] [ summary-only ] [ route-policy
route-policy-name |
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Example:

RP/0/RPO/CPUO:router (config-bgp-af) # aggregate-address 10.0.0.0/8 as-set

Creates an aggregate address. The path advertised for this route is an autonomous system set consisting of all
elements contained in all paths that are being summarized.

* The as-set keyword generates autonomous system set path information and community information
from contributing paths.

» The as-confed-set keyword generates autonomous system confederation set path information from
contributing paths.

* The summary-only keyword filters all more specific routes from updates.

 The route-policy route-policy-name keyword and argument specify the route policy used to set the
attributes of the aggregate route.

Step 5 Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:
* Yes— Saves configuration changes and exits the configuration session.
» No —Exits the configuration session without committing the configuration changes.

« Cancel —Remains in the configuration session, without committing the configuration changes.

Understanding BGP MD5 Authentication

BGP provides a mechanism, known as Message Digest 5 (MDS5) authentication, for authenticating a TCP
segment between two BGP peers by using a clear text or encrypted password.

MD?5 authentication is configured at the BGP neighbor level. BGP peers using MDS5 authentication are
configured with the same password. If the password authentication fails, then the packets are not transmitted
along the segment.

Configuring BGP MD5 Authentication

You can use the configuration in this section to configure BGP MD5 authentication between two BGP peers.

\}

Note The configuration for MDS5 authentication is identical on both peers.

Configuration
Use the following configuration to configure BGP MD5:

RP/0/RP0O/CPUO:router (config) # router bgp 50
RP/0/RP0/CPUO:router (config-bgp) # address-family ipv4 unicast
RP/0/RPO/CPUO:router (config-bgp-af) # exit
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Hiding the Local AS Number for BGP Networks .

RP/0/RPO/CPUO:router (config-bgp) # neighbor 10.1.1.1
RP/0/RP0O/CPUO:router (config-bgp-nbr) # remote-as 51
RP/0/RP0/CPUO:router (config-bgp-nbr) # password encrypted alb2c3
RP/0/RPO/CPUO:router (config-bgp-nbr)# commit

Running Configuration

Validate the configuration.
RP/0/RP0/CPUO:router# show running-config

router bgp 50
address-family ipv4 unicast
|

neighbor 10.1.1.1

remote-as 51

password encrypted alb2c3

|

|

Hiding the Local AS Number for BGP Networks

Changing the autonomous system number is necessary when two separate BGP networks are combined under
a single autonomous system. The neighbor local-as command is used to configure BGP peers to support two
local autonomous system numbers to maintain peering between two separate BGP networks.

However, when the neighbor local-as command is configured on a BGP peer, the local AS number is
automatically prepended to all routes that are learned from eBGP peers by default. This behavior, however,
makes changing the autonomous system number for a service provider or large BGP network difficult, because
the routes with the prepended AS number are rejected by internal BGP (iBGP) peers that belong to the same
AS.

Hiding the local AS number by using the no-prepend command simplifies the process of changing the
autonomous system number in a Border Gateway Protocol (BGP) network. Without this feature, internal BGP
(iBGP) peers reject external routes from peers with a local AS number in the as-path attribute to prevent
routing loops. Hiding the local AS number allows you to transparently change the autonomous system number
for the entire BGP network and ensure that routes can be propagated throughout the autonomous system,
while the AS number transition is incomplete.

Configuring BGP to Hide the Local AS Number

Hiding the local AS number for eBGP peers by using the no-prepend command can be used to transparently
change the AS number of a BGP network, and ensure that routes are propagated throughout the AS during
the transition. Because the local AS number is not prepended to these routes, external routes are not rejected
by internal peers during the transition from one AS number to another.

This section describes the configuration and verification of the feature.

\}

Note BGP prepends the autonomous system number from each BGP network that a route traverses. This behavior

is designed to maintain network reachability information and to prevent routing loops from occurring.

Configuring the no-prepend command incorrectly could create routing loops. So, the configuration of this

command should only be attempted by an experienced network operator.
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Configuration

Use the following configuration to hide the local AS number for eBGP peers.

Router# config

Router (config) # router bgp 100

Router (config-bgp) # address-family ipv4 unicast

Router (config-bgp-af) # network 172.20.1.1 255.255.240.0
Router (config-bgp-af) # neighbor 172.20.1.1

Router (config-bgp-af) # remote-as 150

Router (config-bgp-af) # local-as 300 no-prepend

Router (config-bgp-af) # commit

Running Configuration

RP/0/RP0O/CPUO:router# show running-configuration
!

router bgp 100

address-family ipv4 unicast

network 10.1.1.1 255.255.0.0

neighbor 10.1.1.1 remote-as 100
neighbor 10.1.1.1 local-as 300 no-prepend

Verification

Use the following command to verify your configuration.

RP/0/RP0O/CPUO:router# show ip bgp neighbors

BGP neighbor is 10.1.1.1, remote AS 100, local AS 300 no-prepend, external link
BGP version 4, remote router ID 10.1.1.1

BGP state = Established, up for 00:00:49

Last read 00:00:49, hold time is 180, keepalive interval is 60 seconds
Neighbor capabilities:

Route refresh: advertised and received (new)

Address family IPv4 Unicast: advertised and received

IPv4 MPLS Label capability:

Received 10 messages, 1 notifications, 0 in queue

Sent 10 messages, 0 notifications, 0 in queue

Default minimum time between advertisement runs is 30 seconds

Autonomous System Number Formats in BGP

Autonomous system numbers (ASNs) are globally unique identifiers used to identify autonomous systems
(ASs) and enable ASs to exchange exterior routing information between neighboring ASs. A unique ASN is
allocated to each AS for use in BGP routing. ASNs are encoded as 2-byte numbers and 4-byte numbers in
BGP.

RP/0/RP0O/CPUO:router (config) # as-format [asdot | asplain]
RP/0/RP0O/CPUO:router (config) # as-format asdot

2-byte Autonomous System Number Format
The 2-byte ASNs are represented in asplain notation. The 2-byte range is 1 to 65535.
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4-byte Autonomous System Number Format

To prepare for the eventual exhaustion of 2-byte Autonomous System Numbers (ASNs), BGP has the capability
to support 4-byte ASNs. The 4-byte ASNs are represented both in asplain and asdot notations.

The byte range for 4-byte ASNs in asplain notation is 1-4294967295. The AS is represented as a 4-byte
decimal number. The 4-byte ASN asplain representation is defined in draft-ietf-idr-as-representation-01.txt.

For 4-byte ASNs in asdot format, the 4-byte range is 1.0 to 65535.65535 and the format is:
high-order-16-bit-value-in-decimal . low-order-16-bit-value-in-decimal
The BGP 4-byte ASN capability is used to propagate 4-byte-based AS path information across BGP speakers
that do not support 4-byte AS numbers. See draft-ietf-idr-as4bytes-12.txt for information on increasing the
size of an ASN from 2 bytes to 4 bytes. AS is represented as a 4-byte decimal number

as-format Command

The as-format command configures the ASN notation to asdot. The default value, if the as-format command
is not configured, is asplain.

BGP Multi-Instance and Multi-AS

Multi-AS BGP enables configuring each instance of a multi-instance BGP with a different AS number.
Multi-Instance and Multi-AS BGP provides these capabilities:

* Mechanism to consolidate the services provided by multiple routers using a common routing infrastructure
into a single IOS-XR router.

* Mechanism to achieve AF isolation by configuring the different AFs in different BGP instances.

* Means to achieve higher session scale by distributing the overall peering sessions between multiple
instances.

* Mechanism to achieve higher prefix scale (especially on a RR) by having different instances carrying
different BGP tables.

* Improved BGP convergence under certain scenarios.
+ All BGP functionalities including NSR are supported for all the instances.

* The load and commit router-level operations can be performed on previously verified or applied
configurations.

Restrictions
* The router supports maximum of 4 BGP instances.
* Each BGP instance needs a unique router-id.

* Only one Address Family can be configured under each BGP instance (VPNv4, VPNv6 and RT-Constrain
can be configured under multiple BGP instances).

* [Pv4/IPv6 Unicast should be within the same BGP instance in which IPv4/IPv6 Labeled-Unicast is
configured.

* [Pv4/IPv6 Multicast should be within the same BGP instance in which IPv4/IPv6 Unicast is configured.

Implementing BGP i


https://tools.ietf.org/html/draft-ietf-idr-as-representation-01
https://tools.ietf.org/html/draft-ietf-idr-as4bytes-12

Implementing BGP |

. Configure Multiple BGP Instances for a Specific Autonomous System

* All configuration changes for a single BGP instance can be committed together. However, configuration
changes for multiple instances cannot be committed together.

* Cisco recommends that BGP update-source should be unique in the default VRF over all instances while
peering with the same remote router.

Configure Multiple BGP Instances for a Specific Autonomous System

Step 1

Step 2

Step 3

Step 4

Perform this task to configure multiple BGP instances for a specific autonomous system. All configuration
changes for a single BGP instance can be committed together. However, configuration changes for multiple
instances cannot be committed together.

Procedure

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters mode.

router bgp as-number [instance instance name]

Example:
RP/0/RSPO/CPUO:router (config)# router bgp 100 instance instl

Enters BGP configuration mode for the user specified BGP instance.

bgp router-idip-address

Example:
RP/0/RSP0O/CPUO: router (config-bgp) # bgp router-id 10.0.0.0

Configures a fixed router ID for the BGP-speaking router (BGP instance).

Note You must manually configure unique router ID for each BGP instance.

Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —Prompts user to take one of these actions:

* Yes— Saves configuration changes and exits the configuration session.

» No —Exits the configuration session without committing the configuration changes.

» Cancel —Remains in the configuration session, without committing the configuration changes.
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BGP Routing Domain Confederation

One way to reduce the iBGP mesh is to divide an autonomous system into multiple sub-autonomous systems
and group them into a single confederation. To the outside world, the confederation looks like a single
autonomous system. Each autonomous system is fully meshed within itself and has a few connections to other
autonomous systems in the same confederation. Although the peers in different autonomous systems have
eBGP sessions, they exchange routing information as if they were iBGP peers. Specifically, the next hop,
MED, and local preference information is preserved. This feature allows you to retain a single IGP for all of
the autonomous systems.

Configure Routing Domain Confederation for BGP

Step 1

Step 2

Step 3

Step 4

Perform this task to configure the routing domain confederation for BGP. This includes specifying a
confederation identifier and autonomous systems that belong to the confederation.

Configuring a routing domain confederation reduces the internal BGP (iBGP) mesh by dividing an autonomous
system into multiple autonomous systems and grouping them into a single confederation. Each autonomous
system is fully meshed within itself and has a few connections to another autonomous system in the same
confederation. The confederation maintains the next hop and local preference information, and that allows
you to retain a single Interior Gateway Protocol (IGP) for all autonomous systems. To the outside world, the
confederation looks like a single autonomous system.

Procedure

configure

Example:

RP/0/RPO/CPUO:router# configure
Enters mode.

router bgp as-number

Example:

RP/0/RPO/CPUO:router# router bgp 120

Specifies the autonomous system number and enters the BGP configuration mode, allowing you to configure
the BGP routing process.

bgp confederation identifier as-number

Example:

RP/0/RP0O/CPUO:router (config-bgp)# bgp confederation identifier 5
Specifies a BGP confederation identifier.

bgp confederation peers as-number

Example:

RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1091
RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1092
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RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1093
RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1094
RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1095
RP/0/RP0O/CPUO:router (config-bgp) # bgp confederation peers 1096

Specifies that the BGP autonomous systems belong to a specified BGP confederation identifier. You can
associate multiple AS numbers to the same confederation identifier, as shown in the example.

Step 5 Use the commit or end command.
commit —Saves the configuration changes and remains within the configuration session.
end —