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Revised: May 8, 2023

Network Convergence System 540 Series Routers

Note This software release has reached end-of-life status. For more information, see the End-of-Life and End-of-Sale Notices.

Note Explore the Content Hub, the all new portal that offers an enhanced product documentation experience.

* Use faceted search to locate content that is most relevant to you.
* Create customized PDFs for ready reference.

« Benefit from context-based recommendations.

Get started with the Content Hub at content.cisco.com to craft a personalized documentation experience.

Do provide feedback about your experience with the Content Hub.
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Note Cisco IOS XR Release 7.0.2 is an Extended Maintenance Release of Cisco IOS XR Release 7.0.1 for Cisco NCS 540 Series
routers. For more details on the Cisco IOS XR release model and associated support, see Guidelines for Cisco IOS XR
Software.

Supported Software Features for N540-242802C-SYS, N540X-ACC-SYS,
and N540-ACC-SYS

Following feature is supported on Cisco N540-24Z8Q2C-SYS, N540X-ACC-SYS, and N540-ACC-SYS variants.

SPAN over Pseudo-Wire

Pseudo-wire traffic mirroring (known as PW-SPAN) is an extra functionality on the existing SPAN solutions. The existing SPAN
solutions are monitored on a destination interface or through a GRE tunnel or RSPAN. In PW-SPAN, the traffic mirroring destination
port is configured to be a pseudo-wire rather than a physical port. Here, the designated traffic on the source port is mirrored over the
pseudo-wire to a central location. Mirroring the designated traffic on the source port over the pseudo-wire to a central location allows
the centralization of expensive network traffic analysis tools.

For more information about this feature, see the Configuring Traffic Mirroring chapter in the Interface and Hardware Component
Configuration Guide for Cisco NCS540 Series Routers.

See SPAN over Pseudo-Wire.


https://www.cisco.com/c/en/us/products/ios-nx-os-software/ios-xr-software/eos-eol-notice-listing.html
https://content.cisco.com/
https://content.cisco.com/
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/release-notes/70x/b-release-notes-ncs540-R701.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-xr-software/product_bulletin_c25-478699.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/ios-xr-software/product_bulletin_c25-478699.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/interfaces/70x/configuration/guide/b-interfaces-hardware-component-cg-ncs5500-70x/configuring-traffic-mirroring.html#id_129690

Supported Hardware Features

There are no new hardware features supported in this release.

Restrictions and Limitations on the Cisco NCS 540 Series Router
The following restrictions are applicable only to Cisco N540-24Z8Q2C-SYS, N540X-ACC-SYS, and N540-ACC-SYS variants.
* In the Cisco IOS XR Release 7.0.2, the Packet 10 feature is not supported on bundle interfaces.
» The show inventory and the show diagnostic commands do not display the fan serial number.
* The interface ports 0/0/0/24 to 0/0/0/31 do not support 1G Copper SFPs.
* Remove the speed settings on the 1G Copper optics when 10M/100M is configured and replaced with 1G SFP optics.

» The hw-module profile mfib statistics command is not supported.

Caveats

This section describes open and resolved severity 1 and 2 caveats and select severity 3 caveats:

» The “Open Caveats” sections list open caveats that apply to the current release and may apply to previous releases. A caveat
that is open for a prior release and is still unresolved applies to all future releases until it is resolved.

» The “Resolved Caveats” sections list caveats resolved in a specific release, but open in previous releases.

The bug IDs are sorted alphanumerically.

N

Note The Caveats section includes the bug ID and a short description of the bug. For details on the symptoms, conditions, and
workaround for a specific caveat you must use the Bug Search Tool.

Cisco 10S XR Caveats Release 7.0.2

There are no caveats for this release.

Supported Packages and System Requirements

For more information on system upgrade and package installation process, see Perform System Upgrade and Install Feature Packages.

For a complete list of supported optics, hardware and ordering information see Cisco Network Convergence System 540 Medium
Density Routers Data Sheet and Cisco Network Convergence System 540 Small Density Router Data Sheet.

To install the Cisco NCS 540 Series Routers, see Cisco NCS 540 Router Hardware Installation Guide.


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/system-setup/72x/b-system-setup-cg-72x-ncs540/m-performing-system-upgrade-and-installing-packages_ncs5xx.html
https://www.cisco.com/c/en/us/products/collateral/routers/network-convergence-system-500-series-routers/datasheet-c78-740296.html
https://www.cisco.com/c/en/us/products/collateral/routers/network-convergence-system-500-series-routers/datasheet-c78-740296.html
https://www.cisco.com/c/en/us/products/collateral/routers/network-convergence-system-500-series-routers/datasheet-c78-744713.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5xx/hardware/installation/guide/b-ncs540-hig.html

Release 7.0.2 Packages for Cisco N540-24Z802C-SYS, N540X-ACC-SYS, and N540-ACC-SYS

Variants

This table lists the Cisco IOS XR Software feature set matrix (packages) with associated filenames.

Table 1: Release 7.0.2 Packages for Cisco N540-24Z802C-SYS, N540X-ACC-SYS, and N540-ACC-SYS Variants

Composite Package

Feature Set

Filename

Description

Cisco IOS XR IP Unicast Routing Core
Bundle

ncs540-mini-x-7.0.2.1s0

Contains the following base image content:
* Host operating system
* System Admin boot image
+ IOS XR boot image

* BGP packages

Individually-1 nstallable Optional Packages

Feature Set

Filename

Description

Cisco IOS XR Manageability Package

ncs540-mgbl-1.0.0.0-r702.x86_64.rpm

Extensible Markup Language (XML)
Parser, Telemetry, Netconf, gRPC and
HTTP server packages.

Cisco I0S XR MPLS Package

ncs540-mpls-1.0.0.0-r702.x86 _64.rpm
nes540-mpls-te-rsvp-1.0.0.0-r702.x86 _64.rpm

MPLS and MPLS Traffic Engineering
(MPLS-TE) RPM.

Cisco IOS XR Security Package

ncs540-k9sec-1.0.0.0-r702.x86 64.rpm

Support for Encryption, Decryption, Secure
Shell (SSH), Secure Socket Layer (SSL),
and Public-key infrastructure (PKI)

Cisco I0S XR ISIS package

ncs540-isis-1.0.0.0-r702.x86_64.rpm

Support ISIS

Cisco I0S XR OSPF package

ncs540-ospf-1.0.0.0-r702.x86 _64.rpm

Support OSPF

Lawful Intercept (LI) Package

ncs540-1i-1.0.0.0-r702.x86_64.rpm

Includes LI software images

Multicast Package

ncs540-mcast-1.0.0.0-r702.x86_64.rpm

Support Multicast

USB Boot Package

ncs540-usb_boot-7.0.2.zip

Supports USB

Release 7.0.2 Packages for Cisco N540-28Z4C-SYS-A/D, N540-12Z20G-SYS-A/D,
N540X-12Z16G-SYS-A/D, and N540X-16Z4G802C-A/D Variants

This table lists the Cisco IOS XR Software feature set matrix (packages) with associated filenames.

Table 2: Release 7.0.2 Packages for Cisco N540-28Z4C-SYS-A/D, N540-12Z20G-SYS-A/D, N540X-12Z16G-SYS-A/D, and N540X-1624G802C-A/D Variants

Composite Package




Feature Set Filename Description

Cisco I0OS XR Bundle ncs5401-x64-7.0.2.is0 Contains the following base image content:

* Host operating system
* System Admin boot image

* IOS XR boot image

The ISO image also includes the following
optional packages:

* BGP

* Ipsla

* IS-IS

* Lldp

* Mcast

* Mpls-oam

* ncs540]-mcast

* ncs5401-netflow

* Netflow

* OSPF

* Perfmgmt

* Track
Individually Installable Optional Packages
Feature Set Filename Description
USB Boot Package ncs5401-usb_boot-7.0.2.zip Supports USB

Optional Packages

Optional packages may be installed for CDP and Telnet.

Determine Software Version

Log in to the router and enter the show ver sion command on the Cisco N540-24Z8Q2C-SY'S, N540X-ACC-SYS, and N540-ACC-SYS
variants:

RP/0/RP0O/CPUO:ROUTER#show version
Cisco IOS XR Software, Version 7.0.2
Copyright (c) 2013-2020 by Cisco Systems, Inc.

Build Information:
Built By : ahoang
Built On : Fri Mar 13 22:20:58 PDT 2020



Built Host : lox-ucs-026

Workspace : /auto/srcarchivel5/prod/7.0.2/ncs540/ws
Version : 7.0.2

Location : /opt/cisco/XR/packages/

Label : 7.0.2

cisco NCS-540 () processor

System uptime is 10 hours 42 minutes

Log in to the router and enter the show version command on the Cisco N540-28Z4C-SYS-A/D, N540-12Z20G-SYS-A/D,
N540X-12Z16G-SYS-A/D and N540X-16Z4G8Q2C-A/D variants:

RP/0/RP0/CPU0:R3-CL-PEl#show version

Sun Mar 15 20:44:36.224 IST

Cisco IOS XR Software, Version 7.0.2 LNT
Copyright (c) 2013-2020 by Cisco Systems, Inc.

Build Information:

Built By : ahoang

Built On : Sat Mar 14 04:54:04 UTC 2020

Build Host : iox-ucs-029

Workspace : /auto/srcarchivel5/prod/7.0.2/ncs5401/ws
Version : 7.0.2

Label : 7.0.2

cisco NCS540L (C3708 @ 1.70GHz)
System uptime is 10 hours, 50 minutes

Determine Firmware Support

Use the show command in EXEC mode to view the hardware components with their current FPD version and status. The status of
the hardware must be CURRENT; Running and Programed version must be the same.

Log in to the router and enter the show fpd package and show hw-module fpd commands on the Cisco N540-24Z8Q2C-SYS,
N540X-ACC-SYS, and N540-ACC-SYS variants:

RP/0/RP0O/CPUO:ROUTER#show hw-module fpd
FPD Versions

Location Card type HWver FPD device ATR Status Running Programd
0/RPO N540-247Z8Q2C-M 1.0 MB-MIFPGA CURRENT 0.04 0.04
0/RPO N540-2478Q2C-M 1.0 Bootloader CURRENT 1.13 1.13
0/RPO N540-2478Q2C-M 1.0 CPU-IOFPGA CURRENT 0.07 0.07
0/RPO N540-2478Q2C-M 1.0 MB-IOFPGA CURRENT 0.20 0.20

Log in to the router and enter the show fpd package and show hw-module fpd commands on the Cisco N540-28Z4C-SYS-A/D,
N540-12Z20G-SYS-A/D, N540X-12Z16G-SYS-A/D and N540X-16Z4G8Q2C-A/D variants:

RP/0/RP0/CPUO:R3-CL-PE1# show hw-module fpd

Sun Mar 15 20:44:37.090 IST

Attribute codes: B golden, P protect, S secure
FPD Versions

Location Card type HWver FPD device ATR Status Running Programd
0/RPO/CPUO N540X-16Z4G8Q2C-A 0.2 IoFpga CURRENT 1.31 1.31
0/RP0O/CPUO N540X-16Z4G8Q2C-A 0.2 IoFpgaGolden B NEED UPGD 1.29
0/RP0O/CPUO N540X-16Z4G8Q2C-A 0.2 Primary-BIOS S CURRENT 1.14 1.14
0/RPO/CPUO N540X-16Z4G8Q2C-A 0.2 StdbyFpga S CURRENT 0.40 0.40
0/RP0O/CPUO N540X-16Z4G8Q2C-A 0.2 StdbyFpgaGolden BS NEED UPGD 0.00
0/RPO/CPUO N540X-16Z4G8Q2C-A 0.2 TamFw S CURRENT 4.11 4.11



0/RP0O/CPUO N540X-16Z4G8Q2C-A 0.2 TamFwGolden BS NEED UPGD 0.00

Other Important Information

MLDP LFA FRR feature is not supported.

Supported Transceiver Modules

For more information on the supported transceiver modules, see Transceiver Module Group (TMG) Compatibility Matrix. In the
Begin your Search search box, enter the keyword NCS540 and click Enter.

Upgrading Cisco 10S XR Software

Cisco IOS XR Software is installed and activated from modular packages, allowing specific features or software patches to be installed,
upgraded, or downgraded without affecting unrelated processes.

The upgrade document for Cisco N540-24Z8Q2C-SY'S, N540X-ACC-SYSS, and N540-ACC-SYS variants (NCS540-docs-7.0.2.tar)
is available along with the software images.

The upgrade document for Cisco N540-28Z4C-SYS-A/D, N540-12Z20G-SYS-A/D, N540X-12Z16G-SYS-A/D, and
N540X-16Z4G8Q2C-A/D variants (NCS540-docs-7.0.2.tar) is available along with the software images.

Supported MIBs

The Cisco NCS 5500 MIB support list is also applicable to the Cisco NCS 540 Series Routers. For the list of supported MIBs, see
the Cisco NCS5500 MIB Support List.


https://tmgmatrix.cisco.com/
ftp://ftp.cisco.com/pub/mibs/supportlists/ncs5500/ncs5500-supportlist.html

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2020 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html
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