Configuring Traffic Mirroring

This module describes the configuration of the traffic mirroring feature. Traffic mirroring is sometimes called
port mirroring, or switched port analyzer (SPAN). You can then pass this traffic to a destination port on the
same router.

Feature Release History

Release Modification

Release 6.1.3 ERSPAN Traffic to a Destination Tunnel in a Default VRF
was introduced.

Release 7.5.3 ERSPAN Traffic to a Destination Tunnel in a Non-Default
VRF was introduced.

Release 7.6.1 VLAN Sub-interface as Ingress or Egress Source for Traffic
Mirroring was introduced.

* Introduction to Traffic Mirroring, on page 1
» SPAN Types, Supported Features, and Configurations, on page 6
* Troubleshoot Traffic Mirroring, on page 26

Introduction to Traffic Mirroring

Traffic mirroring, also referred to as Port mirroring or Switched Port Analyzer (SPAN), is a Cisco proprietary
feature that enables you to monitor network traffic passing in or out of a set of ports on a router. You can then
mirror this traffic to a remote destination or a destination port on the same router.

Traffic mirroring copies traffic from one or more source ports and sends the copied traffic to one or more
destinations for analysis by a network analyzer or other monitoring devices. Traffic mirroring does not affect
the flow of traffic on the source interfaces or sub-interfaces. It allows the mirrored traffic to be sent to a
destination interface or sub-interface.

For example, you can attach a traffic or network analyzer to the router and capture the ethernet traffic that is
sent by host A to host B.
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Figure 1: Traffic Mirroring Operation

IIH
¢
J

analyzer

Traffic Mirroring Terminology

* Ingress Traffic — Traffic that comes into the router.
* Egress Traffic — Traffic that goes out of the router.
* Source port—A port that is monitored with the use of traffic mirroring. It is also called a monitored port.

* Destination port—A port that monitors source ports, usually where a network analyzer is connected. It
is also called a monitoring port.

* Monitor session—A designation for a collection of SPAN configurations consisting of a single destination
and, potentially, one or many source ports.

Traffic Mirroring Types
These are the supported traffic mirroring types.
» Local SPAN
* SPAN on Layer 2 Interfaces
* ACL-based SPAN
* ERSPAN
* SPAN-to-Application

Characteristics of Source Port

A source port, also called a monitored port, is a routed port that you monitor for network traffic analysis. In
a single traffic mirroring session, you can monitor source port traffic. The Cisco NCS540 Series routers
support a maximum of up to 800 source ports.

A source port has these characteristics:

« It can be any data port type, such as Bundle Interface, 100 Gigabit Ethernet physical port, or 10 Gigabit
Ethernet physical port.

* Each source port can be monitored in only one traffic mirroring session.
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* When a port is used as a source port, the same port cannot be used as a destination port.

* Each source port can be configured with a direction (ingress, egress, or both) to monitor local traffic
mirroring. Remote traffic mirroring is supported both in the ingress and egress directions. For bundles,
the monitored direction applies to all physical ports in the group.

Characteristics of Monitor Session

A monitor session is a collection of traffic mirroring configurations consisting of a single destination and,
potentially, many source interfaces. For any given monitor session, the traffic from the source interfaces
(called source ports) is sent to the monitoring port or destination port. If there are more than one source port
in a monitoring session, the traffic from the several mirrored traffic streams is combined at the destination
port. The result is that the traffic that comes out of the destination port is a combination of the traffic from
one or more source ports.

Monitor sessions have these characteristics:
* A single monitor session can have only one destination port.
* A single destination port can belong to only one monitor session.

* A monitor session can have a maximum of 800 source ports. This maximum limit is applicable only
when the maximum number of source ports from all monitoring sessions does not exceed 800.

Characteristics of Destination Port

Each session must have a destination port or file that receives a copy of the traffic from the source ports.
A destination port has these characteristics:

* A destination port cannot be a source port.
* For local traffic mirroring, a destination port must reside on the same router as the source port.
* For remote mirroring, the destination is always a GRE tunnel.

* A destination port for local mirroring can be any Ethernet physical port, EFP, GRE tunnel interface, or
bundle interface. It can be a Layer 2 or Layer 3 transport interface.

* A destination port on router cannot be a VLAN subinterface.

* At any time, a destination port can participate in only one traffic mirroring session. A destination port
in one traffic mirroring session cannot be a destination port for a second traffic mirroring session. In
other words, no two monitor sessions can have the same destination port.

Supported Scale

* Prior to Cisco IOS XR Release 7.8.1, a single router could support up to four monitor sessions. However,
configuring SPAN and CFM on the router reduced the maximum number of monitor sessions to two, as
both shared the mirror profiles.

« Starting Cisco IOS XR Software Release 7.8.1, SPAN supports a maximum of up to three monitor
sessions on the NCS 540 routers. But, if you configure SPAN and CFM on the router, the maximum
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number of monitor sessions decreases to one, as both functions use the same mirror profiles. The decrease
in the number of monitor sessions does not affect the NCS 5700, N540-24Q2C2DD-SYS, and
N540-24Q8L2DD-SYS platforms.

Restrictions

Generic Restrictions

The following are the generic restrictions related to traffic mirroring:
* Partial mirroring and sampled mirroring are not supported.
* From Release 7.6.1, sub-interface configured as source interface is supported on SPAN.
* The destination bundle interfaces flap when:

* both the mirror source and destination are bundle interfaces in the Link Aggregation Control Protocol
(LACP) mode.

« mirror packets next-hop is a router or a switch instead of a traffic analyzer.

This behavior is observed due to a mismatch of LACP packets on the next-hop bundle interface due to
the mirroring of LACP packets on the source bundle interface.

* Subinterface with only one VLAN is supported as source for traffic mirroring.
* Bridge group virtual interfaces (BVIs) are not supported as source ports or destination ports.
* Bundle members cannot be used as destination ports.

* Fragmentation of mirror copies is not handled by SPAN when SPAN destination MTU is less than the
packet size. Existing behaviour if the MTU of destination interface is less than the packet size is as below:

Platforms Rx SPAN Tx SPAN

NCS 540 Mirror copies are not fragmented. | Mirror copies are fragmented.
Receives whole packets as mirror
copies.

You can configure the SPAN destination with an MTU which is greater than the packet size.
* Until Cisco IOS XR Software Release 7.6.1, SPAN only supports port-level source interfaces.
* SPAN counters are not supported.

* Packets arriving at the subinterface will not be mirrored if Rx SPAN is enabled on the main bundle
interface.

* SPAN functionality is not supported in NC57 line cards in compatibility mode.

Restrictions on VLAN Sub-interface as Source

From Cisco IOS XR Release 7.6.1, NCS 540 routers support a maximum of 4 VLAN source interface at
system level.
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Restrictions on ACL-based SPAN
The following restrictions apply to SPAN-ACL:

Table 1: SPAN-ACL Support

Platforms Rx Direction Tx Direction
NCS 540 Supported at the port level, that is, | Not supported.
in the ingress direction for IPv4 or
IPv6 ACLs.

* MPLS traffic cannot be captured with SPAN-ACL.
* ACL for any MPLS traffic is not supported.

* Traffic mirroring counters are not supported.
» ACL-based traffic mirroring is not supported with Layer 2 (ethernet-services) ACLs.

» Main interface as span source interface and ACL with the capture keyword on same main interface's
sub-interface are not supported.

+ If a SPAN session with the acl keyword is applied on an interface with no ACL rule attached to that
interface, SPAN happens without any filtering.

* Configure one or more ACLs on the source interface to avoid default mirroring of traffic. If a Bundle
interface is a source interface, configure the ACL on the bundle interface (not bundle members). Also,
ensure that the ACL configured is a UDK (with capture field) and of the same protocol type and direction
as the SPAN configuration. For example, if you configure SPAN with ACL for IPv4 or IPv6, configure
an ingress IPv4 UDK (with capture) or IPv6 UDK (with capture) on that network processing unit
respectively.

* Configure one or more ACLs on the source interface or any interface on the same network processing
unit as the source interface, to avoid default mirroring of traffic. If a Bundle interface is a source interface,
configure the ACL on any interface on the same network processing unit as all active bundle-members.
Bundle members can be on multiple NPUs. Also, ensure that the ACLs configured are of the same
protocol type and direction as the SPAN configuration. For example, if you configure SPAN with ACL
for IPv4 or IPv6, configure an ingress IPv4 or IPv6 ACL on that network processing unit respectively.

Restrictions on ERSPAN
This section provides the restrictions that apply to ERSPAN and multiple ERSPAN sessions.
The following restrictions apply to ERSPAN:

* ERSPAN next-hop must have ARP resolved.

* ERSPAN packets with outgoing interface having MPLS encapsulation are not supported. The next-hop
router or any router in the path can encapsulate in MPLS.

» Additional routers may encapsulate in MPLS.

* ERSPAN sessions can be created only on physical interfaces. The sessions cannot be created on
sub-interfaces.
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* ERSPAN supports a maximum of three sessions.
* ERSPAN tunnel statistics is not supported.
* ERSPAN decapsulation is not supported.

* ERSPAN does not work if the GRE next hop is reachable over sub-interface. For ERSPAN to work, the
next hop must be reachable over the main interface.

* ERSPAN decapsulation is not supported. Tunnel destination should be network analyzer.

* ERSPAN is not supported when the hw-module profile segment-routing srvé hw-module profile
segment-routing srvé mode micro-segment format f3216 configuration is enabled.

Restricitonson Multiple ERSPAN ACL on a Single Interface

* All sessions under the source port should have SPAN access control list (ACL) enabled.

» A few sessions with SPAN ACL and a few without SPAN ACLs in the same source interface are not
supported.

» No two sessions should have the same ACL in the same source interface. Each session should have a
different ACL.

» Multiple sessions without ACL in the same interface are not supported.

* One SPAN session with the keyword ACL (use security acl as the keyword) and other SPAN sessions
with the keyword SPAN ACL are not supported.

* At a time, you can make only one mirror copy of a packet.
* Capturing keywords is not required.

» Multiple sessions under the same interface cannot have a combination of directions. Only RX is supported.

SPAN Types, Supported Features, and Configurations

Local SPAN

This is the most basic form of traffic mirroring. The network analyzer or sniffer is attached directly to the
destination interface. In other words, all monitored ports are located on the same router as the destination port.

SPAN on Subinterfaces

SPAN can be configured on up to six subinterfaces (either physical subinterfaces or bundle subinterfaces)
associated with a single physical interface.
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VLAN Subinterface as Ingress or Egress Source for Traffic Mirroring

Table 2: Feature History Table

Feature Name

Release Information

Feature Description

VLAN Subinterface as
Ingress or Egress Source
for Traffic Mirroring

Release 7.6.1

You can now configure the VLAN subinterface as an
egress or ingress source for traffic mirroring. This feature
enables the monitoring of traffic mirrored on either egress
or ingress or both directions.

You could configure mirror functionality only at the main
interface level in earlier releases.

VLAN subinterface provides the flexibility to monitor ingress or egress, or both ingress/egress traffic from
all the active subinterfaces of the source VLAN. The active subinterfaces in the source VLAN are considered
as source subinterfaces. When subinterfaces are added or removed from the source VLAN, the corresponding
traffic is added or removed from the monitoring sources.

VLAN Subinterface as Ingress Source for Traffic Mirroring

Configuration Example

Router# configure

Router (config) # monitor-session monl ethernet
Router (config-mon) # destination interface tunnel-ip 3
Router (config-mon) # exit
Router (config) # interface HundredGigE 0/1/0/1.10
(
(

Router (config-subif) #

Router (config-if-mon) # commit

Running Configuration

Router# show run monitor-session monl
monitor-session monl ethernet
destination interface tunnel-ip3

Router# show run interface HundredGigE 0/1/0/1.10
interface HundredGigEO/1/0/1.10
encapsulation dotlg 10
ipv4 address 101.1.2.1 255.255.255.252
monitor-session monl ethernet

Verification

Verify that the status for VLAN subinterface is in the operational state for the incoming (Rx) traffic by using
the show monitor-session status command:

Router# show monitor-session status

Monitor-session monl

Destination interface tunnel-ip3
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Source Interface Dir Status

HundredGigE 0/1/0/1.10 Both Operational

VLAN Interface as Egress Source for Traffic Mirroring
Configuration Example

Router (config) # interface HundredGigE 0/1/0/1.10
Router (config-subif) #
Router (config-if-mon)# commit

Running Configuration

Router# show run monitor-session monl
monitor-session monl ethernet

destination interface tunnel-ip3
|

Router# show run interface HundredGigE 0/1/0/1.10
interface HundredGigEO/1/0/1.10
encapsulation dotlg 20
ipv4 address 102.1.2.1 255.255.255.252

monitor-session monl ethernet
|

Verification

Verify that the status for VLAN subinterface is in the operational state for the outgoing (Tx) traffic by using
the show monitor-session status command:

Router# show monitor-session status
Monitor-session monl
Destination interface tunnel-ip3

Source Interface Dir Status

HundredGigE 0/1/0/1.10 Both Operational

Monitoring Traffic Mirroring on a Layer 2 Interface

This section describes the configuration for monitoring traffic on a Layer 2 interface.

Configuration

To monitor traffic mirroring on a Layer 2 interface, configure the monitor under 12transport sub-config of
the interface:

RP/0/RP0/CPUO:router (config) # interface TenGigE0/0/0/42
RP/0/RP0O/CPUO:router (config-if)# l2transport
RP/0/RP0/CPUO:router (config-if-12) # monitor-session EASTON ethernet port-level
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Verification

Verify that the status for traffic mirroring on a Layer 2 interface is in the operational state by using the show
monitor-session status command:

RP/0/RP0O/CPUO:router# show monitor-session status
Thu Aug 29 21:42:22.829 UTC

Monitor-session EASTON

Destination interface TenGigE0/0/0/20

Source Interface Dir Status

Te0/0/0/42 (port) Both Operational

ACL-based SPAN

Traffic is mirrored based on the configuration of the interface ACL.

You can mirror traffic based on the definition of an interface access control list. When you mirror Layer 3
traffic, the ACL is configured using the ipv4 access-list or the ipv6 access-list command with the capture
option. The permit and deny commands determine if the packets in the traffic are permitted or denied. The
captur e option designates the packet is to be mirrored to the destination port, and it is supported only on
permit type of Access Control Entries (ACEs).

\}

Note * Prior to Release 6.5.1, ACL-based traffic mirroring required the use of UDK (User-Defined TCAM Key)
with the enable-capture option so that the capture option can be configured in the ACL.

* ACL must be defined before attaching the ACL name to SPAN source interface.

Configuring Security ACLs for Traffic Mirroring
This section describes the configuration for creating security ACLs for traffic mirroring.

In ACL-based traffic mirroring, traffic is mirrored based on the configuration of the interface ACL. You can
mirror traffic based on the definition of an interface access control list. When you're mirroring Layer 3 or
Layer 2 traffic, the ACL is configured using the ipv4 access-list or the ipv6 access-list command with the
capture option. The permit and deny commands determine the behavior of the regular traffic.

Configure an IPv4 ACL for Traffic Mirroring

Use the following steps to configure ACLs for traffic mirroring.

/* Create an IPv4 ACL (TM-ACL) for traffic mirroring */
Router (config) # ipv4 access-list TM-ACL
Router (config-ipv4-acl)# 10 permit udp 10

( .1.1.0 0.0.0.255 eq 10 any capture
Router (config-ipv4-acl)# 20 permit udp 10.1.1.0 0.0.0

(

(

.255 eq 20 any
Router (config-ipvéd-acl) # exit
Router (config) # commit

/* Validate the configuration */

Router (config) # show run

Thu May 17 11:17:49.968 IST

Building configuration...

'l TOS XR Configuration 0.0.0

!'!l Last configuration change at Thu May 17 11:17:47 2018 by user
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ipv4 access-list TM-ACL
10 permit udp 10.1.1.0 0.0.0.255 eg 10 any capture
0 0.0.0

20 permit udp 10.1.1. .255 eq 20 any
|

You have successfully configured an IPv4 ACL for traffic mirroring.
Configuring UDF-Based Security ACL for Traffic Mirroring

Before you begin

This section describes the configuration steps for UDF-based security ACLs for traffic mirroring.

Procedure

Step 1 configure

Example:

RP/0/RPO/CPUO:router# configure

Enters global configuration mode.
Step 2 udf udf-name header {inner |outer} {I2 |13 |14} offset offset-in-byteslength length-in-bytes

Example:

RP/0/RP0O/CPUO:router (config)# udf udf3 header outer 14 offset 0 length 1
(config-mon) #

Example:

RP/0/RPO/CPUO:router (config)# udf udf3 header inner 14 offset 10 length 2
(config-mon) #

Example:

RP/0/RP0O/CPUO:router (config)# udf udf3 header outer 14 offset 50 length 1
(config-mon) #

Configures individual UDF definitions. You can specify the name of the UDF, the networking header from
which offset, and the length of data to be extracted.

The inner or outer keywords indicate the start of the offset from the unencapsulated Layer 3 or Layer 4
headers, or if there is an encapsulated packet, they indicate the start of offset from the inner L3/L4.

Note
The maximum offset allowed, from the start of any header, is 63 bytes

The length keyword specifies, in bytes, the length from the offset. The range is from 1 to 4.

Step 3 ipv4 access-list acl-name

Example:
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Step 4

Step 5

Step 6

Step 7

Step 8

Verifying UDF-based Security ACL .

RP/0/RPO/CPUO:router (config))# ipv4 access-list acll

Creates ACL and enters IP ACL configuration mode. The length of the acl-name argument can be up to 64
characters.

per mit regular-ace-match-criteria udf udf-namel valuel ... udf-name8 value8

Example:

RP/0/RP0O/CPUO:router (config-ipvd-acl)# 10 permit ipv4 any any udf udfl 0x1234 Oxffff udf3
0x56 Oxff capture

RP/0/RPO/CPUO:router (config-ipv4-acl)# 30 permit ipv4 any any dscp afll udf udf5 0x22 0x22
capture

Configures ACL with UDF match.
exit
Example:

RP/0/RP0O/CPUO: router (config-ipvd-acl) # exit

Exits IP ACL configuration mode and returns to global configuration mode.
inter facetype number

Example:

RP/0/RP0/CPUO:router (config) # interface HundredGigE 0/0/1/0
Configures interface and enters interface configuration mode.

ipv4 access-group acl-name ingress

Example:

RP/0/RPO/CPUO:router (config-if) # ipv4 access-group acll ingress
Applies access list to an interface.

commit

Example:

RP/0/RP0O/CPUO:router (config-if)# commit

Applies access list to an interface.

Verifying UDF-based Security ACL

Use the show monitor-session status detail command to verify the configuration of UDF on security ACL.

RP/0/RP0O/CPUO:leafl# show monitor-session 1 status detail

Fri May 12 19:40:39.429 UTC
Monitor-session 1
Destination interface tunnel-ip3
Source Interfaces
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TenGigE0/0/0/15
Direction: Rx-only
Port level: True
ACL match: Enabled

Portion: Full packet
Interval: Mirror all packets
Status: Not operational (destination not active)

Attaching the Configurable Source Interface

Procedure

Step 1

Step 2

Step 3

Step 4

Step 5

configure

Example:

RP/0/RP0O/CPUO:router# configure

Enters global configuration mode.

inter face type number

Example:

RP/0/RP0O/CPUO:router (config)# interface HundredGigE 0/0/1/0

Enters interface configuration mode for the specified source interface. The interface number is entered in
rack/d ot/module/port notation. For more information about the syntax for the router, use the question mark
(?) online help function.

ipv4 access-group acl-name {ingress| egress}

Example:

RP/0/RP0O/CPUO:router (config-if)# ipv4 access-group acll ingress

Controls access to an interface.

monitor-session session-name ethernet direction rx-onlyport-level acl

Example:

RP/0/RPO/CPUO:router (config-if)# monitor-session monl ethernet direction rx-only port-level
acl

RP/0/RP0O/CPUO:router (config-if-mon) #

Attaches a monitor session to the source interface and enters monitor session configuration mode.

Note
rx-only specifies that only ingress traffic is replicated.

acl

Example:

RP/0/RP0O/CPUO: router (config-if-mon) # acl
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Step 6

Step 7

Step 8

Attaching the Configurable Source Interface .

Specifies that the traffic mirrored is according to the defined ACL.

Note
If an ACL is configured by name, then this step overrides any ACL that may be configured on the interface.

exit
Example:

RP/0/RP0/CPUO:router (config-if-mon)# exit
RP/0/RPO/CPUO:router (config-if) #

Exits monitor session configuration mode and returns to interface configuration mode.

end or commit

Example:

RP/0/RP0O/CPUO:router (config-if) # end

or

RP/0/RPO/CPUO:router (config-if) # commit
Saves configuration changes.
» When you issue the end command, the system prompts you to commit changes:
Uncommitted changes found, commit them before exiting (yes/no/cancel)?
[cancel]:

- Entering yes saves configuration changes to the running configuration file, exits the configuration
session, and returns the router to EXEC mode.

- Entering no exits the configuration session and returns the router to EXEC mode without committing
the configuration changes.

- Entering cancel leaves the router in the current configuration session without exiting or committing
the configuration changes.

* Use the commit command to save the configuration changes to the running configuration file and remain
within the configuration session.

show monitor-session [session-name] status [detail] [error]

Example:

RP/0/RPO/CPUO:router# show monitor-session status

Displays information about the monitor session.

Configuring Traffic Mirroring .



Configuring Traffic Mirroring |
[l cRrsean

ERSPAN

Encapsulated Remote Switched Port Analyzer (ERSPAN) transports mirrored traffic over an IP network. The
traffic is encapsulated at the source router and is transferred across the network. The packet is decapsulated
at the destination router and then sent to the destination interface.

Encapsulated Remote SPAN (ERSPAN) enables generic routing encapsulation (GRE) for all captured traffic
and allows it to be extended across Layer 3 domains.

ERSPAN involves mirroring traffic through a GRE tunnel to a remote site. For more information on configuring
the GRE tunnel that is used as the destination for the monitor sessions, see the chapter Configuring GRE
Tunnels.

)

Note A copy of every packet includes the Layer 2 header if the ethernet keyword is configured. As this renders the
mirrored packets unroutable, the end point of the GRE tunnel must be the network analyzer.

Introduction to ERSPAN Egress Rate Limit

With ERSPAN egress rate limit feature, you can monitor traffic flow through any IP network. This includes
third-party switches and routers.

ERSAPN operates in the following modes:

* ERSPAN Source Session — box where the traffic originates (is SPANned).

» ERSPAN Termination Session or Destination Session — box where the traffic is analyzed.
This feature provides rate limiting of the mirroring traffic or the egress traffic. With rate limiting, you can
limit the amount of egress traffic to a specific rate, which prevents the network and remote ERSPAN destination

traffic overloading. Be informed, if the egress rate-limit exceeds then the system may cap or drop the monitored
traffic.

You can configure the QoS parameters on the traffic monitor session.
» Traffic Class (0 through 7)
* Traffic class 0 has the lowest priority and 7 the highest.

* The default traffic class is the same as that of the original traffic class.

* The Discard Class (0 through 2):
* The default is 0.

* The discard class configuration is used in WRED.

Benefits

With ERSPAN Egress rate limit feature, you can limit the egress traffic or the mirrored and use the mirrored
traffic for data analysis.
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Topology

Topology .

Figure 2: Topology for ERSPAN Egress Rate Limit
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The encapsulated packet for ERSPAN is in ARPA/IP format with GRE encapsulation. The system sends the
GRE tunneled packet to the destination box identified by an IP address. At the destination box, SPAN-ASIC
decodes this packet and sends out the packets through a port. ERSPAN egress rate limit feature is applied on
the router egress interface to rate limit the monitored traffic.

The intermediate switches carrying ERSPAN traffic from source session to termination session can belong
to any L3 network.

Configure ERSPAN Egress Rate Limit

Use the following steps to configure ERSPAN egress rate limit:

monitor-session ERSPAN ethernet

destination interface tunnel-ipl
|

RP/0/RPO/CPUO:pyke-008#sh run int tunnel-ip 1

interface tunnel-ipl

ipv4 address 4.4.4.1 255.255.255.0
tunnel mode gre ipv4

tunnel source 20.1.1.1

tunnel destination 20.1.1.2
|

RP/0/RP0/CPUO:pyke-008#sh run int hundredGigE 0/0/0/16

interface HundredGigE0/0/0/16

ipv4 address 215.1.1.1 255.255.255.0

ipvé address 3001::2/64

monitor-session ERSPAN ethernet direction rx-only port-level
acl

|

ipv4 access—-group ACL6 ingress

Running Configuration

'l Policy-map to be used with the ERSPAN Destination (egress interface)
'l Traffic class is set to 5. For packets in this class, apply shaping
'l as well as WRED.
class-map match-any TC5
match traffic-class 5
end-class-map
|
policy-map shape-foo
class TC5
random-detect discard-class 0 10000 bytes 40000 bytes
random-detect discard-class 1 40000 bytes 80000 bytes
random-detect discard-class 2 80000 bytes 200000 bytes
shape average percent 15
|

class class-default
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|
end-policy-map
|
I''GRE Tunnel Interface
interface Loopback49
ipv4 address 49.49.49.49 255.255.255.255
|

interface tunnel-ipl00
ipv4 address 130.100.1.1 255.255.255.0
tunnel mode gre ipv4
tunnel source 49.49.49.49
tunnel destination 10.8.1.2
|
!''ERSPAN Monitor Session with GRE tunnel as the Destination Interface, and with QoS
configuration
monitor-session FOO ethernet
destination interface tunnel-ipl00
traffic-class 5
discard-class 1
|
! lERSPAN Source Interface
interface TenGigE0/6/0/4/0
description connected to TGEN 9/5
ipv4 address 10.4.90.1 255.255.255.0
monitor-session FOO ethernet port-level
|
!
! 'lERSPAN Destination ip-tunnel00’s underlying interface, with egress policy-map shape-foo
attached
interface TenGigE0/6/0/9/0
service-policy output shape-foo
ipv4 address 10.8.1.1 255.255.255.0

Verification

RP/0/RP0O/CPUO:ios#show monitor-session FOO status detail
Wed May 2 15:14:05.762 UTC
Monitor-session FOO
Destination interface tunnel-ipl00
Source Interfaces
TenGigE0/6/0/4/0
Direction: Both
Port level: True
ACL match: Disabled

Portion: Full packet
Interval: Mirror all packets
Status: Operational

RP/0/RPO/CPUO:ios#
show monitor-session <sess-id> status internal

RP/0/RP0O/CPUO:ios#show monitor-session FOO status internal
Wed May 2 15:13:06.063 UTC
Information from SPAN Manager and MA on all nodes:
Monitor-session FOO (ID 0x00000001) (Ethernet)
SPAN Mgr: Destination interface tunnel-ipl00 (0x0800001c)
Last error: Success
Tunnel data:
Mode: GREoOIPv4
Source IP: 49.49.49.49
Dest IP: 10.8.1.2

VREF':
ToS: 0 (copied)
TTL: 255
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DFbit: Not set
Destination interface tunnel-ipl00
Tunnel data:

Mode: GREoIPv4

Source IP: 49.49.49.49

Dest IP: 10.8.1.2

VREF:

ToS: 0 (copied)

TTL: 255

DFbit: Not set

0/6/CPUO:

Information from SPAN EA on all nodes:

ERSPAN Traffic to a Destination Tunnel in a Default VRF .

(0x0800001c)

Monitor-session 0x00000001 (Ethernet)
0/6/CPUO: Name 'FOO', destination interface tunnel-ipl00 (0x0800001c)
Platform, 0/6/CPUO:
Dest Port: Oxe7d
ERSPAN Encap:
Tunnel ID: 0x4001380b
ERSPAN Tunnel ID: 0x4001380c
IP-NH Grp key: 0x3140000cc5
IP-NH hdl: 0x308a5fa5e0
IP-NH IFH: 0x30002a0
IP-NH IPAddr: 10.4.91.2
NPU MirrorRx MirrorTx
00 0x00000003 0x00000004
01 0x00000003 0x00000004
02 0x00000003 0x00000004
03 0x00000003 0x00000004
04 0x00000003 0x00000004
05 0x00000003 0x00000004
RP/0/RPO/CPUO:ios#
ERSPAN Traffic to a Destination Tunnel in a Default VRF
Table 3: Feature History Table
Feature Name Release Information Description

ERSPAN Traffic to a Destination
Tunnel in a Default VRF

Release 6.1.3

Encapsulated Remote Switched
Port Analyzer (ERSPAN) now
transports mirrored traffic through
GRE tunnels that belongs to the
default VRF thus ensuring a
network design with a single Layer
3 device.

This feature enables the tunnels to
be grouped under the default VRF
domain towards which you can
segregate the traffic.

Running Configuration

The following example shows a tunnel interface configured with endpoints in a default VRF (vrf: green):
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Router#show run int tunnel-ip 2
Thu Feb 3 06:18:28.075 UTC
interface tunnel-ip2
ipv4 address 102.1.1.100 255.255.255.0
tunnel tos 32
tunnel mode gre ipv4
tunnel source 120.1.1.100
tunnel vrf green
tunnel destination 120.1.1.1

Router#show monitor-session status
Thu Feb 3 06:18:11.061 UTC
Monitor-session ERSPAN-2
Destination interface tunnel-ip2

Source Interface Dir Status
Te0/0/0/5 (port) Rx Operational
Verification

The following CLI output shows how to verify the default VRF configuration:

Router#show monitor-session ERSPAN-2 status internal
Thu Feb 3 06:19:50.014 UTC

Information from SPAN Manager and MA on all nodes:
Monitor-session ERSPAN-2 (ID 0x00000003) (Ethernet)
SPAN Mgr: Destination interface tunnel-ip2 (0x20008024)
Last error: Success
Tunnel data:
Mode: GREoIPv4
Source IP: 120.1.1.100
Dest IP: 120.1.1.1
VRF: green
VRF TBL ID: 0
ToS: 32
TTL: 255
DFbit: Not set
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ERSPAN Traffic to a Destination Tunnel in a Non-Default VRF

Table 4: Feature History Table

Feature Name Release Information Description

ERSPAN Traffic to a Destination |Release 7.5.3 The tunnels are grouped under the

Tunnel in a Non-Default VRF VRFs and you can segregate the
traffic towards a specific VRF
domain.

Encapsulated Remote Switched
Port Analyzer (ERSPAN) now
transports mirrored traffic through
GRE tunnels with multiple VRFs,
helping you design your network
with multiple Layer 3 partitions.

In earlier releases, ERSPAN
transported mirrored traffic through
GRE tunnels that belonged to only
default VRF.

Here, the tunnel interface, where the traffic mirroring is destined, is now in a VRF.

The traffic coming out of the interfaces of a router do not have any grouping. By configuring a specific VRF,
you can now identify the incoming traffic group.

Configuration

Use the following command to configure a specific VRF:

RP/0/RPO/CPUO:router# configure
RP/0/RP0/CPUO:router (config) # interface tunnel-ip 2
RP/0/RPO/CPUO:router (config) # tunnel vrf red

For more information on enabling the tunnel mode in GRE, see Configuring GRE Tunnels.

Configuration example

The following example shows a tunnel interface configured with endpoints in a non-default VRF (vrf: red):

Router#show run int tunnel-ip 2
Thu Feb 3 06:18:28.075 UTC

interface tunnel-ip2

ipv4 address 102.1.1.100 255.255.255.0
tunnel tos 32

tunnel mode gre ipv4

tunnel source 120.1.1.100

tunnel vrf red

tunnel destination 120.1.1.1

Router#show monitor-session status
Thu Feb 3 06:18:11.061 UTC
Monitor-session ERSPAN-2
Destination interface tunnel-ip2

Source Interface Dir Status
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Te0/0/0/5

(port) Operational

Verification

The following CLI output shows how to verify, if the configured tunnel VRF is programmed in the session:

Router#show monitor-session ERSPAN-2 status internal
Thu Feb 3 06:19:50.014 UTC

Information from SPAN Manager and MA on all nodes:
Monitor-session ERSPAN-2 (ID 0x00000003) (Ethernet)
SPAN Mgr: Destination interface tunnel-ip2 (0x20008024)
Last error: Success
Tunnel data:

Mode: GREoIPv4

Source IP: 120.1.1.100
Dest IP: 120.1.1.1
VRF: red

VRF TBL ID: O

ToS: 32

TTL: 255

DFbit: Not set

SPAN-to-Application

SPAN-to-Application is a feature that leverages the existing SPAN functionality to mirror network traffic
directly to a third-party application hosted on the route processor (RP). This third-party application

* runs inside a container on the Cisco IOS XR route
* recognizes and analyzes the mirrored traffic, and
* interacts with a controller or network management device to apply appropriate QoS policies, or other
configurations.
The SPAN-to-Application feature mirrors the traffic to the respective third-party application through the
subinterface created exclusively for the SPAN session.

This feature enables Provider Connectivity Assurance User Experience (PCA UE) — integrated router solution.
PCA UE enhances the network performance and quality of user experience by leveraging PCA's extended
network monitoring capabilities.
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Table 5: Feature History Table

Feature Name Release Information Description
Traffic mirroring to a third-party | Release 25.3.1 This feature improves monitoring
application solutions within service provider

networks by mirroring traffic
directly to a third-party application
hosted on a route processor.

This feature is supported on:
* N540-24Q2C2DD-SYS
* N540-24Q8L2DD-SYS
* N540(X)-ACC-SYS
* N540-24Z28Q2C-SYS
* N540X-16Z4G8Q2C-D/A
* N540-12Z20G-SYS-D/A
* N540X-16Z8Q2C-D
* N540-28Z4C-SYS-A/D
* N540X-12Z16G-SYS-D/A

This feature introduces these
changes:
*«CLI:

A new keyword, application,
has been added to the
destination keyword in the
monitor-session command.

* YANG Data Model:

New XPaths have been added
to these data models:

® Cisco-IOS-XR-auangr-cfg. yang
® Cisoo-TO5-XR-un-gparor—Ccfg. vang
® Cisco-IOSXR-Ethermet-SPAN-cfg
® (s I XRummonitar-sessiarcfy

(see Github, YANG Data
Models Navigator)
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How the router mirrors traffic to a third-party application

Summary

The key components involved in the process are:

* XR Router: The networking device that processes and mirrors traffic.

* Port 1: The ingress interface where network traffic enters the router.

Configuring Traffic Mirroring |

* Port 2: The egress interface where the original network traffic exits the router.

* Third-party Application: An application hosted within or integrated with the XR Router that receives a
copy of the traffic for specific processing or analysis.

* Network Traffic: The data packets flowing through the router.

An IOS XR router can mirror network traffic to an integrated third-party application, enabling real-time

analysis without impacting the primary data flow.

Workflow

Figure 3: SPAN-to-Application process workflow

Port 1

Third-party

Application

XR Router

Port 2 _

Y

These stages describes the process:

1. Traffic Ingress: Network traffic enters the XR Router through Port 1.

2. Traffic Processing: The XR Router processes the incoming traffic for routing and forwarding to its intended

destination.

3. Traffic Mirroring: Simultaneously, a copy of the traffic is mirrored or diverted internally to the integrated

third-party application within the router.

4. Original Traffic Forwarding: The original traffic continues its path and exits the XR Router through Port

2, unaffected by the mirroring process.

5. Application Analysis: The third-party application receives and processes the mirrored traffic for monitoring,
security analysis, or performance measurement.
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Result

This process allows for non-intrusive monitoring and analysis of network traffic by a specialized application
directly on the router, enhancing network visibility and operational insights without affecting the primary data
plane.

Threshold limit of NCS 540 platforms
The threshold limit is 200K packets per second for each NCS 540 platform listed below:
* N540-24Q2C2DD-SYS
* N540-24Q8L2DD-SYS
* N540(X)-ACC-SYS
* N540-24Z8Q2C-SYS
* N540X-16Z4G8Q2C-D/A
* N540-12Z220G-SYS-D/A
* N540X-16Z8Q2C-D
* N540-28Z4C-SYS-A/D
* N540X-12Z16G-SYS-D/A

Limitations for SPAN-to-Application
* Supports only a single agent in the default network namespace.
* Supports only a single SPAN-to-application session.
* Allows only upto 10 characters in the SPAN-to-application session name.
* Supports a maximum of 1000 source interfaces.
* Does not support filtering based on Egress ACL.

* Packets are dropped if the volume of the mirrored traffic exceeds the configured threshold limit.

Configure a SPAN session with application as destination

Follow this procedure to configure a monitor session with application as the destination:

Procedure

Step 1 Execute the monitor-session session-name destination rx application command to configure a monitor
session in the Rx direction with application as the destination.
Example:

Router# configure
Router (config) # monitor-session monl destination rx application
Router (config-mon) # exit
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Step 2 Run these commands to attach the monitor session, monl, to the specified source interface and define the
ACL based on which the traffic is mirrored.

Example:

Router (config) # interface HundredGigE0/0/0/1

Router (config-if) # monitor-session monl direction rx-only
Router (config-if-mon) # acl

Router (config-if-mon) # commit

Note
rx-only specifies that only ingress traffic is replicated.

Note
If an ACL is configured by name, then this step overrides any ACL that is configured on the interface.

Step 3 Run these show commands to verify the monitor session configuration with application as the destination.

Example:

Router# show run monitor-session monl
monitor-session monl

destination application
|

Router# show run monitor-session monl
monitor-session monl

destination rx application
|

Router# show run interface HundredGigEO0/0/0/1
interface HundredGigE0/0/0/1

monitor-session monl
|

Router# show monitor-session status
Mon Apr 14 21:01:36.807 UTC
Monitor-session monl

Destination application

Source Interface Dir Status

Te0/0/0/11 Both Operational

Router# show monitor-session status detail
Mon Apr 14 21:01:46.778 UTC
Monitor-session monl

Destination application

Source Interfaces

TenGigE0/0/0/11
Direction: Both
Port level: False
ACL match: Disabled
IPv4 ACL: Disabled
IPv6 ACL: Disabled
MPLS ACL: Disabled
Portion: Full packet
Interval: Mirror all packets
Mirror drops: Disabled
Status: Operational
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Capture and verify mirrored packets

You can view the mirrored packet counters and capture the mirrored packets for the internal interface created
within the Linux network namespace. This internal interface name is a combination of "span-" and the session
name used in the monitor session configuration. In this case, the name of the internal interface is span-mon1.

Procedure

Step 1 Execute the run ip netns exec vrf-default ifconfig span-monl command to view mirrored packet counters
on the span-monl interface in the VRF context, which is vrf-default.

Example:

Router# run ip netns exec vrf-default ifconfig span-monl

Step 2 Use the run ip netns exec vrf-default tcpdump -i span-mon1l -c 5 command to capture mirrored packets
on the span-monl interface within the vrf-default network namespace using tcpdump. The -c 5 option
indicates that only 5 packets are captured for traffic analysis.

Example:

Router# run ip netns exec vrf-default tcpdump -i span-monl -c 5

Step 3 Run the show controllersnpu statsvoq base 32 instance all location 0/0/CPUO command to view the
statistics for Virtual Output Queue (VOQ) on the NPU to check and manage the packet queues between the
ingress and egress pipelines.

Example:

Router# show controllers npu stats voq base 32 instance all location 0/0/CPUO

Activate and link a third-party application

This configuration activates and manages the third-party application as a Docker container on a Cisco 10S
XR Router.

Before you begin

Make sure that you have completed the monitor session and the interface configuration.

Procedure

Step 1 Execute the activate type docker source appname monitor-sessionsession-name command to initiate the
application as a Docker container within the Cisco IOS XR image and connect the application to the monitor
session configured in Configure a SPAN-to-Application session.

Example:

Router# configure
Router (config) # appmgr
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Router (config-appmgr) # application tpapp
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Router (config-application) # activate type docker source tpapp monitor-session monl

Here, the application instance, tpapp, receives the mirrored traffic from this monitor session so that the
application can perform real-time analysis of this traffic.

Step 2 Run the show appmgr application-table to verify whether the specified application is active so that it can
receive the mirrored traffic from the configured monitor session.

Example:

Router# show appmgr application-table
Thu Mar 6 05:50:36.516 UTC
Name Type Config State Status

Workflow

tpapp Docker Activated Up 3 seconds Config

Troubleshoot Traffic Mirroring

When you encounter any issue with traffic mirroring, begin troubleshooting by checking the output of the
show monitor-session status command. This command displays the recorded state of all sessions and source

interfaces:

# show monitor-session status
Monitor-session 5

rx destination interface tunnel-ip5
tx destination is not specified

Source Interface Dir Status

Te0/0/0/23 (port) Rx Operational

In the preceding example, the line marked as <session

status> can indicate one of these configuration errors:

Session Status

Explanation

Session is not configured globally

The session does not exist in global configuration. Review the sho
command output and ensure that a session with a correct name has
configured.

Destination interface <intf> (<down-state>)

The destination interface is not in Up state in the Interface Manage
can verify the state using the show interfaces command. Check th
configuration to determine what might be keeping the interface from
up (for example, a sub-interface needs to have an appropriate encaps
configured).

The <Source interface status> can report these messages:
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Source Interface Status

Explanation

Operational

Everything appears to be working correctly in traffic mirroring
follow up with the platform teams in the first instance, if mirro
operating as expected.

Not operational (Session is not configured globally)

The session does not exist in global configuration. Check the S
command output to ensure that a session with the right name h
configured.

Not operational (destination not known)

The session exists, but it either does not have a destination interfa
or the destination interface named for the session does not exist. |
if the destination is a sub-interface that has not been created.

Not operational (source same as destination)

The session exists, but the destination and source are the same
traffic mirroring does not work.

Not operational (destination not active)

The destination interface is not in the Up state. See the correspon
status error messages for suggested resolution.

Not operational (source state <down-state>)

The source interface is not in the Up state. You can verify the s
the show interfaces command. Check the configuration to see
be keeping the interface from coming up (for example, a sub-int
to have an appropriate encapsulation configured).

Error: see detailed output for explanation

Traffic mirroring has encountered an error. Run the show mon
status detail command to display more information.

The show monitor-session status detail command displays full details of the configuration parameters and

any errors encountered. For example:

RP/0/RPO/CPUO:router show monitor-session status detail

Monitor-session sessl
Destination interface is not configured
Source Interfaces
TenGigE0/0/0/1
Direction: Both
ACL match: Disabled
Portion: Full packet
Status: Not operational
TenGigE0/0/0/2
Direction: Both
ACL match: Disabled
Portion: First 100 bytes
Status: Not operational
the 'warning' condition 'PRM connection
creation failure'.
Monitor-session foo
Destination next-hop TenGigE 0/0/0/0
Source Interfaces
TenGigE 0/0/0/1.100:
Direction: Both
Status: Operating
TenGigE 0/0/0/2.200:
Direction: Tx

(destination interface not known) .

(destination interface not known)

Error: 'Viking SPAN PD' detected
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Status: Error: <blah>
Monitor session bar

No destination configured
Source Interfaces

TenGigE 0/0/0/3.100:
Direction: Rx
Status: Not operational (no destination)

Here are additional trace and debug commands:

RP/0/RP0O/CPUO:router# show monitor-session trace ?

platform Enable platform trace
process Filter debug by process (cisco-support)

RP/0/RP0O/CPUO:router# show monitor-session trace platform ?

errors Display error traces(cisco-support)
events Display event traces(cisco-support)

RP/0/RP0/CPUO:router#show monitor-session trace platform events location all ?
usrtdir Specify directory to collect unsorted traces (cisco-support)

| Output Modifiers

<cr>

RP/0/RPO/CPUO:router#show monitor-session trace platform errors location all ?
usrtdir Specify directory to collect unsorted traces (cisco-support)

| Output Modifiers
<cr>

RP/0/RP0O/CPUO:router# debug monitor-session process all
RP/0/RP0O/CPUO:router# debug monitor-session process ea
RP/0/RP0/CPUO:router# debug monitor-session process ma
RP/0/RP0O/CPUO:router# show monitor-session process mgr
detail Display detailed output
errors Display only attachments which have errors
internal Display internal monitor-session information
| Output Modifiers
RP/0/RPO/CPUO:router# show monitor-session status
RP/0/RP0/CPUO:router# show monitor-session status errors

RP/0/RP0O/CPUO:router# show monitor-session status internal

RP/0/RPO/CPUO:router# show tech-support span ?

file Specify a valid file name (e.g. diskO:tmp.log)
list-CLIs 1list the commands that would be run (don't execute) (cisco-support)
location Specify a location(cisco-support)
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rack Specify a rack(cisco-support)
time-out per show command timeout configuration (cisco-support)
<cr>
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