Secure Boot of Development Image

This module describes the commands used to boot the development image securely.

For detailed information about booting of the development image securely, see the Secure Boot of Development
chapter in the System Security Configuration Guide for Cisco NCS 5500 Series Routers.

* platform security development-image disable , on page 2

* request consent-token accept-response development-image enable , on page 3

* request consent-token generate-challenge development-image enable auth-timeout , on page 5
* show platform security boot status, on page 6
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. platform security development-image disable

platform security development-image disable

To disable the secure booting of the development image on a platform, use the platform security
development-image disable command in EXEC mode.

platform security development-image disable

Command Default None

Command Modes EXEC mode

Command History Release Modification

Release 24.1.1 This command was introduced.

Usage Guidelines No specific guidelines impact the use of this command.
Task ID Task Operations
ID

system read,
write

Examples The following examples shows how to use the platform security development-image disable

command:

Router# platform security development-image disable
Fri Jul 7 10:27:24.029 UTC
Disabling secureboot of development image status: Success
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request consent-token accept-response development-image enable .

request consent-token accept-response development-image

enable

To enter the consent token challenge response that you received from TAC in response to a consent token
request, use the request consent-token accept-response development-image enable command in EXEC
mode.

request consent-token accept-response development-image enable

Command Default None
Command Modes EXEC mode
Command History Release Modification

Usage Guidelines

Release 24.1.1 This command was introduced.

No specific guidelines impact the use of this command.

Task ID

Examples

Task  Operations
ID

system read,
write

The following examples shows how to use the request consent-token accept-response
development-image enable command:

Router# request consent-token accept-response development-image enable
Fri Jul 7 10:22:57.380 UTC

Please enter challenge response string for node location node0O_RPO_CPUO

TK3rpwAAAQYRAAOAAAOCACARAAAAACMBY KNeW1 UG 2Y INSVI 0ySGtjalVKMK] PeNXeFkudtoX 1 riNUNKY 1 81Nk hij drNEST 2 T47G03ao0oRomell 6RIEN
Cinl PA2hr ZEdaSmOviarh] QOFTM3INYSOCYWAT Ty K370 pPobZuz] BUUET 2UnY 3oxMrivi t1VEY zeKFRUENZY 0cNCindi a2gx TR KWWATdzd0SrNSMIGDETRE
TNFPZ0xnQhKS2trNFVKS svN1RKUOTWAWLUNBO5U2 9F T1RVOGE ) cOMNCINKZDATS 3hit Q3JGo1 1 FRDJORUpr SThAN3BIK Y2I 27 a2 FOsXoVAVUSLOA0eEx4
QTE3NZERL1hpYnZCZ 1 hUZTYNCHhFIWEKZNAJEUUNEVZMB Tk arNROS OvalzQ3V3VIN RaUGK EWK SVe TANUENONWOF ZKEyWUCQZTRKZG1KZ 21 SangNC1 16Vzh7
Mk51MLUrZ ZvdFpsVkpAdEEIPQGDG CCARYWggHHOAMCAQTCOQD5ZgxU,/ FHD7DANRgkahk i GOWORAQOFADRRMAWDAY DVOOKEWDaXN bzEMVACGAT URCKMD
UKVMVSEWHWYDVOODEshJTIMEWE TgenVideml uZy Bubi Buvin zo3 TwHhNMTUWOTEOM;] T1ING EOWhaNVzexMTE M TN EOW AAMO4WDAYDVOOKDAVDEXNoZEM
MACGATURCHWDREVIMRGWEGYDVOODDAIOQT MENTVACCBITMEWE Twgg MAOGCSAGS To3DORRAQUAAA TRDWAWGGEKACTRAQDEYRFNIE 7 / XvyqJs 2WnbZHogk
A+ LI fPHFrJI5+2yvEsgoe0SmI1 SMEpyNUZBs 1 /atwuhl ol AuU+UGAGh 7JExac+BYhSLzCSelixz,/ o1 yL/qut rOrHVP3ZDNE j y3Y ZFOmNX SRy Sydveve/S
NU2ZAZHNBYUNF Gno96c40GT t8HRGKYher 5Gvt 1 Zd,/ t 9Y1vs5 7xmIzZvor) TemUAtEjKCEKUMKWG3aRHyHh OvCUKPRKGEX3LY AGHEUKOVOx Ot /eMI t 1ah4UuhQ
Uhwaxm88 7YAFIdoCS1 VAP Yol UOMAEE Y-NL+RUGDDVXIEZI R 9J4Zeai +GrDPni DKSYNGVETAGMRAAG G AYMAKGAT UGEWQOMAAWCWYDVROPRAQDAGEAM
AOGCSHGSTh3DOERDOUAAA TRAQCUOCTr8UeS4RROQZUSAGrGKD1 YhC625FzCVEJWMC 441 aTAVHA/Me3P6 1eCnPFINUO8E kgXAhShvv3GuMLbZavEpl d8jCui
+510COL2 TpYdezhaQon4kTZBLTyXIAPSImACW79R1 HANPGIPI8rvagh-Hepu ] ToPuZk10rOqud8SSKASzrbdwiinG § 1.amGE03MEDGIPS S/ = 2Mi JmyFpY 6£G0b9
PZ5VEUTMPiapTT Kt 95T 9509 TvOtOHEINTWI T FVEG] DZka 4 KGOH:OKWZxoOphavhy FZE1 STANAROF £ 6t HUL A XuONHKONKT 2ayNOhT 3Z03Mol L1INV+hZ
*ODSCQEAFUGUTEY trSEMPDDLIGANPWKT hhXRNT A4EvE] a1 0/1dTozGROGH IRSAUYOEOGS 1 tAGhe 8SDTIOSCESHVA Thskah 7Y TngaPWYgReF Vs 21 GPrdNZIT3
HCOJUTe3P6ugv8ncZ5zeloX-VGEHRUMANR 1 APUMNAChaUr 1 ST Ab2Z00svSCAOam8esh9adShRA2k 7 cagh6 7AVrhruknNrsO0 1 h+oF YPE2GLODHIKyy YNARG/
WZYQESBwYC+p+5x/mhl kw8FpaX 6Dt yX4 3XD5J6xb05 7V 9axs feGtOD42H1 322 TKGat 4u3VufAPJpgLOE+h2UIN85wKnnTB8 jQseL+Ggdgcg==
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. request consent-token accept-response development-image enable

Successfully Accepted challenge-response for Enable secureboot for development image in
node0_RPO_CPUO
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request consent-token generate-challenge development-image enable auth-timeout .

request consent-token generate-challenge development-image
enable auth-timeout

To obtain the consent token response string from TAC for the challenge string that is generated on the router,
use the request consent-token gener ate-challenge development-image enable auth-timeout command in
EXEC mode.

request consent-token gener ate-challenge development-image enable auth-timeout timeout

Syntax Description

timeout Specifies the desired duration for the consent token response waiting time for a consent token request.

The permissible range for this wait time value is 1—10080 seconds. We recommend using a higher
timeout value.

Command Default None
Command Modes EXEC mode
Command History Release Modification

Usage Guidelines

Release 24.1.1 This command was introduced.

No specific guidelines impact the use of this command.

Task ID

Examples

Task  Operations
ID

system read,
write

The following examples shows how to use the request consent-token gener ate-challenge
development-image enable auth-timeout command:

Router# request consent-token generate-challenge development-image enable auth-timeout 200
Fri Jul 7 10:21:22.131 UTC

Challenge string:
JOJAAWARAQYRARQARAQCAGAEARAARQVACARAARAAAAARRARQT UVGK EMHaMa8YPCGQ2u ] SAUABAAARARGAAXJT IMEWE T tULctQ1QHAAXJTIMEW

FItU1ctQ1QIAALOQIMENTUWMS] TROKACOZPQz IxMjBSM ] VBCWBAI DS SWa8FzpGDF apWZ PKHa8ZGE's1 6 £GStdPh60OLNNT /W JFHIRYVWPgKe2vP
fniTjwjDLGV2K4UXNi9ThTQFULQWACES5DUyYO01NXh4 DQACAAM=
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. show platform security boot status

show platform security boot status

To view the platform security boot status, use the show platform security boot status command in EXEC
mode.

show platform security boot status

Command Default None

Command Modes EXEC mode

Command History Release Modification

Release 24.1.1 This command was introduced.

Usage Guidelines No specific guidelines impact the use of this command.
Task ID Task Operations
ID

system read,
write

Examples The following examples shows how to use the show platform security boot status command:

Router# show platform security boot status

Fri Jul 7 10:25:09.344 UTC

Secure Boot: Enabled by default

Image type: Production /*When the image type is Production*/

Image type: Production and Developmet /*When the image type is Production and Development*/
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