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Preface

This preface contains these sections:

* Changes to This Document, on page Xi
» Communications, Services, and Additional Information, on page xii

Changes to This Document

This table lists the technical changes made to this document since it was first released.

Table 1: Changes to This Document

Date Summary
December 2015 Initial release of this document.
July 2016 Republished for Release 6.0.2.
August 2016 Republished for Release 6.1.2.
February 2017 Republished for Release 6.1.3.
March 2017 Republished for Release 6.2.1.
July 2017 Republished for Release 6.2.2.
September 2017 Republished for Release 6.3.1.
March 2018 Republished for Release 6.3.2.
March 2018 Republished for Release 6.4.1.
July 2018 Republished for Release 6.4.2.
August 2018 Republished for Release 6.5.1.
December 2018 Republished for Release 6.6.1.
January 2019 Updated Management Plane Protection Commands
chapter for Release 6.5.2
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Preface |

Date Summary

March 2019 Republished for Release 6.5.3.
May 2019 Republished for Release 6.6.25.
August 2019 Republished for Release 7.0.1
August 2020 Republished for Release 7.2.1.
August 2020 Republished for Release 7.1.2.

Communications, Services, and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.

« To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.

« To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit

Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.
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Authentication, Authorization, and Accounting
Commands

This module describes the commands used to configure authentication, authorization, and accounting (AAA)
services.

Note  All commands applicable for the Cisco NCS 5500 Series Router are also supported on the Cisco NCS 540
Series Router that is introduced from Cisco 10S XR Release 6.3.2. References to earlier releases in Command
History tables apply to only the Cisco NCS 5500 Series Router.

Note « Starting with Cisco 10S XR Release 6.6.25, all commands applicable for the Cisco NCS 5500 Series
Router are also supported on the Cisco NCS 560 Series Routers.

« Starting with Cisco 10S XR Release 6.3.2, all commands applicable for the Cisco NCS 5500 Series
Router are also supported on the Cisco NCS 540 Series Router.

* References to releases before Cisco 10S XR Release 6.3.2 apply to only the Cisco NCS 5500 Series
Router.

« Cisco 10S XR Software Release 7.0.1 specific updates are not applicable for the following variants of
Cisco NCS 540 Series Routers:

* N540-28Z4C-SYS-A

* N540-2824C-SYS-D

* N540X-16Z4G8Q2C-A
* N540X-1624G8Q2C-D
* N540-12Z220G-SYS-A

* N540-127220G-SYS-D

* N540X-12Z16G-SYS-A
* N540X-12716G-SYS-D
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For detailed information about AAA concepts, configuration tasks, and examples, see the Configuring AAA
Services chapter in the SystenBecurityConfguration Guidefor CiscoNCS5500SeriesRoutes.

Note  Currently, only default VRF is supported. VPNv4, VPNv6 and VPN routing and forwarding (VRF) address
families will be supported in a future release.

* aaa accounting, on page 4

* aaa accounting system default, on page 6

* aaa accounting update, on page 8

« aaa authentication (XR-VM), on page 9

* aaa authorization (XR-VM), on page 11

« aaa default-taskgroup, on page 14

* aaa group server radius, on page 15

* aaa group server tacacs+, on page 17

* aaa password-policy, on page 18

* accounting (line), on page 21

* authorization (line), on page 22

« deadtime (server-group configuration), on page 23
« description (AAA), on page 24

« group (AAA), on page 25

« inherit taskgroup, on page 27

« inherit usergroup, on page 28

* key (TACACS+), on page 29

« login authentication, on page 30

* password (AAA), on page 32

« policy (AAA), on page 34

« radius-server dead-criteria time, on page 35
« radius-server dead-criteria tries, on page 36
* radius-server deadtime (BNG), on page 37
« radius-server key (BNG), on page 38

« radius-server retransmit (BNG), on page 39
« radius-server timeout (BNG), on page 40

« radius source-interface (BNG), on page 41
* secret, on page 42

« server (RADIUS), on page 45

« server (TACACS+), on page 47

« server-private (RADIUS), on page 48

« server-private (TACACS+), on page 50

* show aaa (XR-VM), on page 52

« show aaa accounting, on page 57

« show aaa password-policy, on page 59

« show radius, on page 61

« show radius accounting, on page 63

« show radius authentication, on page 65

« show radius dead-criteria, on page 67
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« show radius server-groups, on page 69
« show tacacs, on page 71

« show tacacs server-groups, on page 73
* show user, on page 74

* show aaa user-group, on page 78

« show tech-supportaaa, on page 79
« single-connection, on page 80

* tacacs-server host, on page 81

« tacacs-server key, on page 83

« tacacs-server timeout, on page 84

* tacacs-server ipv4, on page 85

« tacacs source-interface, on page 87

« task, on page 89

« taskgroup, on page 90

« timeout (TACACS+), on page 92

« timeout login response, on page 93

* usergroup, on page 94

e username, on page 95

e users group, on page 100

« vrf (RADIUS), on page 102

« vif (TACACS+), on page 103
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To create a method list for accounting, use the aaaaccountingcommand in the XR EXEC mode. To remove
a list name from the system, use the no form of this command.

aaa accounting {commands| exec| mobile | network | subscriber | system} {default | list-name}
{start-stop | stop-only} {none| method}
no aaa accounting {commands| exec| mobile | network} {default| list-name}

Syntax Description commands

Enables accounting for XR EXEC shell commands.

exec

Enables accounting of a XR EXEC session.

mobile

Enables Mobile IP related accounting events.

network

Enables accounting for all network-related service requests, such as Internet Key Exchange
(IKE) and Point-to-Point Protocol (PPP).

subscriber

Sets accounting lists for subscribers.

system

Enables accounting for all system-related events.

event
manager

Sets the authorization list for XR EXEC.

default

Uses the listed accounting methods that follow this keyword as the default list of methods
for accounting services.

list-name

Character string used to name the accounting method list.

start-stop

Sends a “start accounting” notice at the beginning of a process and a “stop accounting”
notice at the end of a process. The requested user process begins regardless of whether the
“start accounting” notice was received by the accounting server.

stop-only

Sends a “stop accounting” notice at the end of the requested user process.

Note: This is not supported with system accounting.

none

Uses no accounting.

method

Method used to enable AAA system accounting. The value is one of the following options:

* group tacacs+—Uses the list of all TACACS+ servers for accounting.

« group radius—Uses the list of all RADIUS servers for accounting.

* group named-goup—Uses a named subset of TACACS+ or RADIUS servers for
accounting, as defined by the aaagroup server tacacs+or aaagroup setver radius
command.

Command Default AAA accounting is disabled.

Command Modes XR EXEC mode
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| Authentication, Authorization, and Accounting Commands
aaa accounting .

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines Use the aaaaccountingcommand to create default or named method lists defining specific accounting methods
and that can be used on a per-line or per-interface basis. You can specify up to four methods in the method
list. The list name can be applied to a line (console, aux, or vty template) to enable accounting on that particular
line.

The Cisco 10S XR software supports both TACACS+ and RADIUS methods for accounting. The router
reports user activity to the security server in the form of accounting records, which are stored on the security
server.

Method lists for accounting define the way accounting is performed, enabling you to designate a particular
security protocol that is used on specific lines or interfaces for particular types of accounting services.

For minimal accounting, include the stop-only keyword to send a “stop accounting” notice after the requested
user process. For more accounting, you can include the start-stop keyword, so that TACACS+ or RADIUS
sends a “start accounting” notice at the beginning of the requested process and a “stop accounting” notice
after the process. The accounting record is stored only on the TACACS+ or RADIUS server.

The requested user process begins regardless of whether the “start accounting” notice was received by the
accounting server.

Note  This command cannot be used with TACACS or extended TACACS.

Task ID Task  Operations
ID
aaa read,
write
Examples The following example shows how to define a default commands accounting method list, where

accounting services are provided by a TACACS+ security server, with a stop-only restriction:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRQILJ DDIDFFRXQWERBPDQGNIDXOWWRS RQOWRXWDFDFV
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. aaa accounting system default

aaa accounting system default

To enable authentication, authorization, and accounting (AAA) system accounting, use the aaaaccounting
systemdefault command in the XR Config mode. To disable system accounting, use the no form of this
command.

aaa accounting system default {start-stop | stop-only} {none| method}
no aaa accounting system default

Syntax Description start-stop Sends a “start accounting” notice during system bootup and a “stop accounting” notice during
system shutdown or reload.

stop-only Sends a “stop accounting” notice during system shutdown or reload.

none Uses no accounting.

method Method used to enable AAA system accounting. The value is one of the following options:

* group tacacs+—Uses the list of all TACACS+ servers for accounting.
« group radius—Uses the list of all RADIUS servers for accounting.

« group named-goup—Uses a named subset of TACACS+ or RADIUS servers for accounting,
as defined by the aaagroup server tacacs+or aaagroup sewer radius command.

Command Default AAA accounting is disabled.

Command Modes XR Config mode

Command History Release Modification
Release 6.0 This command was introduced.
Usage Guidelines System accounting does not use named accounting lists; you can define only the default list for system
accounting.

The default method list is automatically applied to all interfaces or lines. If no default method list is defined,
then no accounting takes place.

You can specify up to four methods in the method list.

Task ID Task  Operations
ID
aaa read,
write
Examples

This example shows how to cause a “start accounting” record to be sent to a TACACS+ server when
arouter initially boots. A “stop accounting” record is also sent when a router is shut down or reloaded.
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53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ DDIDFFRXQWVYXQYWHEPHIDXOYWDUW VIWRX®DFDFV
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aaa accounting update

To enable periodic interim accounting records to be sent to the accounting server, use the aaaaccounting
update command in the XR Config mode. To disable the interim accounting updates, use the no form of this
command.

aaa accounting update {periodic minuteg
no aaa accounting update

Syntax Description

Command Default

Command Modes

periodic (Optional) Sends an interim accounting record to the accounting server periodically, as
minutes defined by the minutesargument, which is an integer that specifies the number of minutes.
The range is from 1 to 35791394 minutes.

AAA accounting update is disabled.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

When used with the periodic keyword, interim accounting records are sent periodically as defined by the
minutesargument. The interim accounting record contains all the accounting information recorded for that
user up to the time the accounting record is sent.

Caution

Using the aaaaccountingupdate command with the periodic keyword can cause heavy congestion when
many users are logged into the network.

Task ID

Examples

Task  Operations
ID

aaa read,
write

The following example shows how to send periodic interim accounting records to the RADIUS server
at 30-minute intervals:

53 53 &38 URXWHRQILIXUH
53 53 &38 URXWHRRQILJ DDIDFFRXQWX®GDWHULRGLF
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aaa authentication (XR-VM) .

aaa authentication (XR-VM)

To create a method list for authentication, use the aaaauthentication command in the XR Config mode or
System Admin Config mode. To disable this authentication method, use the no form of this command.

aaa authentication {login | ppp} {defaultlist-namg method-list
no aaa authentication {login|ppp} {defaultlist-namg method-list

Syntax Description

Command Default

Command Modes

login Sets authentication for login.

ppp Sets authentication for Point-to-Point Protocol.

default  Uses the listed authentication methods that follow this keyword as the default list of methods
for authentication.

subscriber Sets the authentication list for the subscriber.

list-name Character string used to name the authentication method list.

method-list Method used to enable AAA system accounting. The value is one of the following options:

« group tacacs+—Specifies a method list that uses the list of all configured TACACS+
servers for authentication.

« group radius—Specifies a method list that uses the list of all configured RADIUS servers
for authentication.

e group named-goup—Specifies a method list that uses a named subset of TACACS+ or
RADIUS servers for authentication, as defined by the aaagroup sewer tacacs+or aaa
group sewer radius command.

« local—Specifies a method list that uses the local username database method for
authentication. AAA method rollover happens beyond the local method if username is not
defined in the local group.

« line—Specifies a method list that uses the line password for authentication.

Default behavior applies the local authentication on all ports.

XR Config mode or System Admin Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the aaaauthentication command to create a series of authentication methods, or method list. You can
specify up to four methods in the method list. A methodist is a named list describing the authentication
methods (such as TACACS+ or RADIUS) in sequence. The subsequent methods of authentication are used
only if the initial method is not available, not if it fails.

The default method list is applied for all interfaces for authentication, except when a different named method
list is explicitly specified—in which case the explicitly specified method list overrides the default list.

For console and vty access, if no authentication is configured, a default of local method is applied.
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. aaa authentication (XR-VM)

Note « The group tacacs+ group radius, and group group-nameforms of this command refer to a set of
previously defined TACACS+ or RADIUS servers.
« Use the tacacs-sever hostor radius-server hostcommand to configure the host servers.

« Use the aaagroup sewver tacacs+or aaagroup server radius command to create a named subset of
servers.

« The login keyword, local option, and group option are available only in System Admin Config mode.

Task ID Task  Operations
ID
aaa read,
write
Examples The following example shows how to specify the default method list for authentication, and also

enable authentication for console in XR Config mode:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ DDIDXWKHQWLFDWRIR@HIDXAQWRX®DFDFV
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aaa authorization (XR-VM)

To create a method list for authorization, use the aaaauthorization command in the XR Config mode. To
disable authorization for a function, use the no form of this command.

aaa authorization {commands| eventmanager| exed network |subscriber} {defaultlist-namg {none
| local | group {tacacs |radiusgroup-namé}
no aaa authorization {commands| eventmanager| exec| network | subscriber} {defaultlist-namé

Syntax Description

Command Default

Command Modes

commands Configures authorization for all XR EXEC mode shell commands.

eventmanager  Applies an authorization method for authorizing an event manager (fault manager).

exec Configures authorization for an interactive (XR EXEC mode) session.

network Configures authorization for network services, such as PPP or Internet Key Exchange
(IKE).

subscriber Sets the authorization lists for the subscriber.

default Uses the listed authorization methods that follow this keyword as the default list of

methods for authorization.

list-name Character string used to name the list of authorization methods.

none Uses no authorization. If you specify none no subsequent authorization methods is
attempted. However, the task ID authorization is always required and cannot be disabled.

local Uses local authorization. This method of authorization is not available for command
authorization.

grouptacacs+  Uses the list of all configured TACACS+ servers for authorization.

group radius Uses the list of all configured RADIUS servers for authorization. This method of
authorization is not available for command authorization.

group group-name Uses a named subset of TACACS+ or RADIUS servers for authorization as defined by
the aaagroup setver tacacs+or aaagroup server radius command.

Authorization is disabled for all actions (equivalent to the method none keyword).

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the aaaauthorization command to create method lists defining specific authorization methods that can
be used on a per-line or per-interface basis. You can specify up to four methods in the method list.
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. aaa authorization (XR-VM)

Note  The command authorization mentioned here applies to the one performed by an external AAA server and not
for task-based authorization.

Method lists for authorization define the ways authorization will be performed and the sequence in which
these methods will be performed. A method list is a named list describing the authorization methods (such as
TACACSH+), in sequence. Method lists enable you to designate one or more security protocols for authorization,
thus ensuring a backup system in case the initial method fails. Cisco 10S XR software uses the first method
listed to authorize users for specific network services; if that method fails to respond, Cisco 10S XR software
selects the next method listed in the method list. This process continues until there is successful communication
with a listed authorization method or until all methods defined have been exhausted.

Note Cisco IOS XR software attempts authorization with the next listed method only when there is no response
(not a failure) from the previous method. If authorization fails at any point in this cycle—meaning that the
security server or local username database responds by denying the user services—the authorization process
stops and no other authorization methods are attempted.

The Cisco 10S XR software supports the following methods for authorization:

e none The router does not request authorization information; authorization is not performed over this
line or interface.

* local Use the local database for authorization.

 group tacacs+ Use the list of all configured TACACS+ servers for authorization.

e groupradius Use the list of all configured RADIUS servers for authorization.

* group group-name Uses a named subset of TACACS+ or RADIUS servers for authorization.

Method lists are specific to the type of authorization being requested. Cisco 10S XR software supports four
types of AAA authorization:

« Commandsauthorization Applies to the XR EXEC mode commands a user issues. Command
authorization attempts authorization for all XR EXEC mode commands.

Note  “Command” authorization is distinct from “task-based” authorization, which is
based on the task profile established during authentication.

* XR EXEC mode authorization Applies authorization for starting an XR EXEC mode session.

Note  The execkeyword is no longer used to authorize the fault manager service. The
eventmanagerkeyword (fault manager) is used to authorize the fault manager
service. The execkeyword is used for EXEC authorization.

* Network authorization Applies authorization for network services, such as IKE.
» Event managerauthorization Applies an authorization method for authorizing an event manager
(fault manager). You are allowed to use TACACS+ or locald.
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aaa authorization (XR-VM) .

Note The eventmanagerkeyword (fault manager) replaces the execkeyword to
authorize event managers (fault managers).

When you create a named method list, you are defining a particular list of authorization methods for the
indicated authorization type. When defined, method lists must be applied to specific lines or interfaces before
any of the defined methods are performed.

Task ID Task  Operations
ID
aaa read,
write
Examples The following example shows how to define the network authorization method list named listname1,

which specifies that TACACS+ authorization is used:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRQILJ DDIDXWKRUL]DWRRRD QGIWWQDPHURX®BDFDFV
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. aaa default-taskgroup

aaa default-taskgroup

To specify a task group for both remote TACACS+ authentication and RADIUS authentication, use the aaa
default-taskgroup command in the XR Config mode. To remove this default task group, enter the no form
of this command.

aaa default-taskgroup taskgoup-name
no aaa default-taskgroup

Syntax Description taskgoup-name Name of an existing task group.

Command Default No default task group is assigned for remote authentication.

Command Modes XR Config mode

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines Use the aaadefault-taskgroup command to specify an existing task group for remote TACACS+
authentication.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to specify taskgroupl as the default task group for remote
TACACS+ authentication:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRILJ DDODGHIDXOW WDVNWDRNX3IURXS
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aaa group server radius .

aaa group server radius

To group different RADIUS server hosts into distinct lists, use the aaagroup sewer radius command in the
XR Config mode. To remove a group server from the configuration list, enter the no form of this command.

aaa group sewer radius group-name
no aaa group sewver radius group-name

Syntax Description

Command Default

Command Modes

group-name Character string used to name the group of servers.

This command is not enabled.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the aaagroup sewver radius command to group existing server hosts, which allows you to select a
subset of the configured server hosts and use them for a particular service. A server group is used in conjunction
with a global server-host list. The server group lists the IP addresses or hostnames of the selected server hosts.

Server groups can also include multiple host entries for the same server, as long as each entry has a unique
identifier. The combination of an IP address and User Datagram Protocol (UDP) port number creates a unique
identifier, allowing different ports to be individually defined as RADIUS hosts providing a specific
authentication, authorization, and accounting (AAA) service. In other words, this unique identifier enables
RADIUS requests to be sent to different UDP ports on a server at the same IP address. If two different host
entries on the same RADIUS server are configured for the same service, for example, accounting, the second
host entry acts as an automatic switchover backup to the first host entry. Using this example, if the first host
entry fails to provide accounting services, the network access server tries the second host entry on the same
device for accounting services. The RADIUS host entries are tried in the order in which they are configured
in the server group.

All members of a server group must be the same type, that is, RADIUS.
The server group cannot be named radius or tacacs.

This command enters server group configuration mode. You can use the server command to associate a
particular RADIUS server with the defined server group.

Task ID

Examples

Task  Operations
ID

aaa read,
write

The following example shows the configuration of an AAA group server named radgroupl, which
comprises three member servers:
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. aaa group server radius

53
53
53
53
53

53
53
53
53
53

&38
&38
&38
&38
&38

Authentication, Authorization, and Accounting Commands |

URXWHRQILIXUH
URXWHRRQILJ DDDURXSHUYHADGLXMOGJURXS

URXWHRRILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
URXWHRRQILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
URXWHRRQILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW

Note If the auth-port port-numbemnd acct-port port-numbeikeywords and arguments are not specified,
the default value of the port-numberargument for the auth-port keyword is 1645 and the default
value of the port-numberargument for the acct-port keyword is 1646.
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aaa group server tacacs+

To group different TACACS+ server hosts into distinct lists, use the aaagroup sewer tacacs+command in
the XR Config mode. To remove a server group from the configuration list, enter the no form of this command.

aaa group sewer tacacs group-name
no aaa group semver tacacs group-name

Syntax Description group-name Character string used to name a group of servers.

Command Default This command is not enabled.

Command Modes XR Config mode

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines The AAA server-group feature introduces a way to group existing server hosts. The feature enables you to
select a subset of the configured server hosts and use them for a particular service.

The aaagroup sewer tacacs+command enters server group configuration mode. The server command
associates a particular TACACS+ server with the defined server group.

A servergroupis a list of server hosts of a particular type. The supported server host type is TACACS+ server
hosts. A server group is used with a global server host list. The server group lists the IP addresses or hostnames
of the selected server hosts.

The server group cannot be named radius or tacacs.

Note  Group name methods refer to a set of previously defined TACACS+ servers. Use the tacacs-sever host
command to configure the host servers.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows the configuration of an AAA group server named tacgroupl, which
comprises three member servers:

53 53 &38 URXWHRQILIXUH

53 53 &38 URXWHRRQILJ DDDURXBSHUYHWDFDFWDFJURXS
53 53 &38 URXWHRRILJ VJ WDFD¥MUYHU

53 53 &38 URXWHRRILJ VJ WDFD¥MUYHU

53 53 &38 URXWHRRILJ VJ WDFD¥MUYHU
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aaa password-policy

Authentication, Authorization, and Accounting Commands |

To define a AAA password security policy, use the aaapassword-policy command in XR Config mode. To
remove the AAA password security policy, use the no form of this command.

aaa password-policy policy-name {min-length min-length| max-length max-length special-char
special-tar | upper-case uppercase| lower-case lower-case| numeric numeric| lifetime {years|
months| days| hours | minutes| second$ lifetime| min-char-change min-char-change |
authen-max-attempts authen-max-attempjtockout-time {days|hours|minutes|second$} lockout-time

Syntax Description policy-name

Specifies the name of the password, in characters.

min-length Specifies the minimum length of the password, in integer.

max-length Specifies the maximum length of the password, in integer.

special-char Specifies the number of special characters allowed in the password policy, in integer.

upper-case Specifies the number of upper case alphabets allowed in the password policy, in
integer.

lower-case Specifies the number of lower case alphabets allowed in the password policy, in
integer.

numeric Specifies the number of numerals allowed in the password policy, in integer.

lifetime Specifies the maximum lifetime for the password, the value of which is specified

in integer, as years, months, days, hours, minutes or seconds.

min-char-change

Specifies the number of character change required between subsequent passwords,
in integer.

authen-max-attempts

Specifies, in integer, the maximum number of authentication failure attempts allowed
for a user, in order to restrict users who authenticate with invalid login credentials.

lockout-time

Specifies, in integer, the duration (in days, hours, minutes or seconds) for which the
user is locked out when he exceeds the maximum limit of authentication failure
attempts allowed.

Command Default None

Command Modes XR Config mode

Command History Release Modification
Release This command was introduced.
6.2.1
Release The command options (except a few mentioned in the usage guidelines section) were extended
7.2.1 to user secret as well.
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Usage Guidelines

aaa password-policy .

AAA password security policy works as such for Cisco 10S XR platforms. Whereas, this feature is supported
only on XR VM, for Cisco I0S XR 64 bit platforms and Cisco NCS 5500 Series Routers.

For more details on the usage of each option of this command, refer the section on AAAPasswod Security
for FIPSCompliancan Confguring AAA Serviceshapter in the SystenBecurityConfguration Guidefor
CiscoNCS5500SeriesRoutes.

You must configure both authen-max-attemptsand lockout-time in order for the lock out functionality to
take effect.

The min-char-change option is effective only for password change through logon, and not for password
change by configuration.

Use usemamecommand along with password-policy option, in the XR Config mode, to associate the
password policy with a particular user.

From Cisco 10S XR Software Release 7.2.1 and later, most of the options of the aaapassword-policy
command listed in the syntax above are applicable to user password as well as secret. Whereas, the options
listed below are supported only for password, and not for secret:

» max-char-repetition
» min-char-change
* restrict-password-r everse

* restrict-password-advanced

This table lists the default, maximum and minimum values of various command variables:

Command Variables Default Value Maximum Value Minimum Value
policy-name None 253 1
max-length 253 253 2
min-length 2 253 2
special-tar 0 253 0
uppercase 0 253 0
lower-case 0 253 0
numeric 0 253 0
For lifetime : 0 99 1
years 0 11 1
months 0 30 1
days 0 23 1
hours 0 59 1
minutes 0 59 1
seconds
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. aaa password-policy

Command Variables Default Value Maximum Value Minimum Value
min-char-change 4 253 0
authen-max-attempts 0 24 1
For lockout-time : 0 255 1
days 0 23 1
hours 0 59 1
minutes 0 59 1
seconds

Task ID Task  Operation
ID
aaa read,

write

This example shows how to define a AAA password security policy:
53 53 &38 URXWHRRILIJDDISDVVZRUG SROHFW SROLF\
53 53 &38 URXWHRRRILJ DDPLQ OHQJIWK
53 53 &38 URXWHRRILJ DDPD[ OHQJWK
53 53 &38 URXWHRRILJ DDOLIHWLPRQWKYV
53 53 &38 URXWHRRRILJ DDPLQ FKDU FKDQJH
53 53 &38 URXWHRRILJ DDDXWKHQ PD[ DWWHPSWYV
53 53 &38 URXWHRRRILJ DDORFNRXW VGDRH

Related Commands Command Description
show aaa password-policy Displays the details of AAA password policy.

username, on page 95
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accounting (line)

To enable authentication, authorization, and accounting (AAA) accounting services for a specific line or group
of lines, use the accountingcommand. To disable AAA accounting services, use the no form of this command.

accounting {commands| exe¢ {defaultlist-namé&
no accounting {commands| exe¢

Syntax Description commands Enables accounting on the selected lines for all XR EXEC mode shell commands.

exec Enables accounting of XR EXEC mode session.

default The name of the default method list, created with the aaaaccountingcommand.

list-name Specifies the name of a list of accounting methods to use. The list is created with the aaa
accountingcommand.

Command Default Accounting is disabled.

Command Modes Line template configuration
Command History Release Modification
Release 6.0 This command was introduced.

Usage Guidelines After you enable the aaaaccountingcommand and define a named accounting method list (or use the default
method list) for a particular type of accounting, you must apply the defined lists to the appropriate lines for
accounting services to take place. Use the accountingcommand to apply the specified method lists to the

selected line or group of lines. If a method list is not specified this way, no accounting is applied to the selected
line or group of lines.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to enable command accounting services using the accounting
method list named listnameZ2on a line template named conigure:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ OLQMWHPSODFWRILIJXUH
53 53 &38 URXWHRRILJ OLQBFFRXQWERBPDQGMWWQDPH
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Authentication, Authorization, and Accounting Commands |

authorization (line)

To enable authentication, authorization, and accounting (AAA) authorization for a specific line or group of

lines, use the authorization command in line template configuration mode. To disable authorization, use the
no form of this command.

authorization {commands| exec | eventmanageft {defaultlist-name
no authorization {commands| exec | eventmanagei}

Syntax Description

Command Default

Command Modes

commands  Enables authorization on the selected lines for all commands.

exec Enables authorization for an interactive XR EXEC mode session.

default Applies the default method list, created with the aaaauthorization command.

eventmanager Sets eventmanager authorization method. This method is used for the embedded event
manager.

list-name Specifies the name of a list of authorization methods to use. If no list name is specified, the
system uses the default. The list is created with the aaaauthorization command.

Authorization is not enabled.

Line template configuration

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

After you use the aaaauthorization command to define a named authorization method list (or use the default
method list) for a particular type of authorization, you must apply the defined lists to the appropriate lines for
authorization to take place. Use the authorization command to apply the specified method lists (or, if none

is specified, the default method list) to the selected line or group of lines.

Task ID

Examples

Task  Operations
ID

aaa read,
write

The following example shows how to enable command authorization using the method list named
listhamed4on a line template named conigure:

53 53 &38 URXWHRQILIXUH
53 53 &38 URXWHRDQILJ OLQWHPSODFWBILIXUH
53 53 &38 URXWHRRILJ OLQBWXWKRUL]DWRRPD QGMWWQDPH
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deadtime (server-group configuration)

To configure the deadtime value at the RADIUS server group level, use the deadtimecommand in server-group
configuration mode. To set deadtime to 0, use the no form of this command.

deadtime minutes
no deadtime

Syntax Description minutes Length of time, in minutes, for which a RADIUS server is skipped over by transaction requests, up
to a maximum of 1440 (24 hours). The range is from 1 to 1440.

Command Default Deadtime is set to 0.

Command Modes Server-group configuration
Command History Release Modification
Release 6.0 This command was introduced.

Usage Guidelines The value of the deadtime set in the server groups overrides the deadtime that is configured globally. If the
deadtime is omitted from the server group configuration, the value is inherited from the primary list. If the
server group is not configured, the default value of 0 applies to all servers in the group. If the deadtime is set
to 0, no servers are marked dead.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example specifies a one-minute deadtime for RADIUS server group grouplwhen it
has failed to respond to authentication requests for the deadtime command:

53 53 &38 URXWHRQILIJIXUH

53 53 &38 URXWHRRILJ DDDURXBHUYHADGLXIWRXS

53 53 &38 URXWHRRILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
53 53 &38 URXWHRRILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
53 53 &38 URXWHRRQILJ VJ UDGLBXWHWDGWLPH
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description (AAA)

To create a description of a task group or user group during configuration, use the description command in
task group configuration or user group configuration mode. To delete a task group description or user group
description, use the no form of this command.

description string
no description

Syntax Description string Character string describing the task group or user group.

Command Default None

Command Modes Task group configuration

User group configuration

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines Use the description command inside the task or user group configuration submode to define a description
for the task or user group, respectively.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows the creation of a task group description:

53 53 &38 URXWHRQILIXUH
53 53 &38 URXWHRRILJ WDVNJUMBRXS KD
53 53 &38 URXWHRRILJ WIGHVFULSWIRIQYVD VDPSOMDVNJURXS

The following example shows the creation of a user group description:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRILJ XVHUJURX®BSKD
53 53 &38 URXWHRRILJ XJGHVFULSWIRIQUVD VDPSOHWHUURXS
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group (AAA) .

group (AAA)

To add a user to a group, use the group command in username configuration mode. To remove the user from
a group, use the no form of this command.

group {cisco-support| maintenance| netadmin| operator | provisioning|retrieve|root-Ir | serviceadmin
| sysadmirgroup-namég

no group {cisco-support| maintenance| netadmin | operator | provisioning | retrieve| root-Ir |
sewviceadmin| sysadmirgroup-namé

Syntax Description

Command Default

Command Modes

cisco-support Adds the user to the predefined Cisco support personnel group.

Note Starting from 10S XR 6.0 release, the cisco-support group is combined with the
root-system group. This means a user who is part of the root-system group can
also access commands that are included in the cisco-support group.

maintenance Adds the user to the predefined maintenance group.

netadmin Adds the user to the predefined network administrators group.

operator Adds the user to the predefined operator group.

provisioning Adds the user to the predefined provisioning group.

retrieve Adds the user to the predefined retrieve group.
root-Ir Adds the user to the predefined root-Ir group. Only users with root-Ir authority may use this
option.

sewviceadmin Adds the user to the predefined service administrators group.

sysadmin  Adds the user to the predefined system administrators group.

group-name Adds the user to a named user group that has already been defined with the usergroup
command.

None

Username configuration

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the group command in username configuration mode. To access username configuration mode, use the
username, on page 95 command in XR Config mode.

If the group command is used in System Admin Config mode, only cisco-support keywords can be specified.

The privileges associated with the cisco-support group are now included in the root-system group. The
cisco-support group is no longer required to be used for configuration.
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Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to assign the user group operator to the user named user1:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ XVHUQD®WHU
53

53 &38 URXWHRROILJ XQJURXBSHUDWRU
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Inherit taskgroup

To enable a task group to derive permissions from another task group, use the inherit taskgroup command
in task group configuration mode.

inherit taskgroup {taskgoup-namd netadmin | operator | sysadmin| cisco-support| root-Ir |
serviceadmin}

Syntax Description taskgoup-name Name of the task group from which permissions are inherited.

netadmin Inherits permissions from the network administrator task group.
operator Inherits permissions from the operator task group.
sysadmin Inherits permissions from the system administrator task group.

cisco-support Inherits permissions from the cisco support task group.

root-Ir Inherits permissions from the root-Ir task group.

serviceadmin Inherits permissions from the service administrators task group.

Command Default None

Command Modes Task group configuration
Command History Release Modification

Release 6.0 This command was introduced.
Usage Guidelines Use the inherit taskgroup command to inherit the permissions (task 1Ds) from one task group into another

task group. Any changes made to the taskgroup from which they are inherited are reflected immediately in
the group from which they are inherited.

Task ID Task  Operations
ID
aaa  read,
write
Examples In the following example, the permissions of task group tg2 are inherited by task group tgl:

53 53 &38 URXWHRQILIJIXUH

53 53 &38 URXWHRRILJ WDVNJIURXS

53 53 &38 URXWHRRILJ WILQKHUMWWD VNJIURXS
53 53 &38 URXWHRRILJ WIHQG
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Inherit usergroup

To enable a user group to derive characteristics of another user group, use the inherit usergroup command
in user group configuration mode.

inherit usergroup usegroup-name

Syntax Description usegroup-name Name of the user group from which permissions are to be inherited.

Command Default None

Command Modes User group configuration
Command History Release Modification
Release 6.0 This command was introduced.

Usage Guidelines Each user group is associated with a set of task groups applicable to the users in that group. A task group is
defined by a collection of task IDs. Task groups contain task ID lists for each class of action. The task
permissions for a user are derived (at the start of the EXEC or XML session) from the task groups associated
with the user groups to which that user belongs.

User groups support inheritance from other user groups. Use the inherit usergroup command to copy
permissions (task 1D attributes) from one user group to another user group. The “destination” user group
inherits the properties of the inherited group and forms a union of all task IDs specified in those groups. For
example, when user group A inherits user group B, the task map of the user group A is a union of that of A
and B. Cyclic inclusions are detected and rejected. User groups cannot inherit properties from predefined
groups, such as root-system users, root-sdr users, netadmin users, and so on. Any changes made to the usergroup
from which it is inherited are reflected immediately in the group from which it is inherited.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to enable the purchasing user group to inherit properties from
the sales user group:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRILJ XVHUIJURXXUJFKDVLQJ
53 53 &38 URXWHRRILJ XJLOQKHUXWHUJURXOBOHV
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key (TacAcs+) [}

key (TACACSH+)

To specify an authentication and encryption key shared between the AAA server and the TACACS+ server,
use the key (TACACS+) command in TACACS host configuration mode. To disable this feature, use the no
form of this command.

key {0 cleartext-key |7 encrypted-kyauth-ley}
no key {0 cleartext-key| 7 encrypted-kyauth-ley}

Syntax Description Ocleartext-key Specifies an unencrypted (cleartext) shared key.

7 Specifies an encrypted shared key.
encrypted-ky

auth-ley Specifies the unencrypted key between the AAA server and the TACACS+ server.

Command Default None

Command Modes TACACS host configuration

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines The TACACS+ packets are encrypted using the key, and it must match the key used by the TACACS+ daemon.

Specifying this key overrides the key set by the tacacs-sever key command for this server only.

The key is used to encrypt the packets that are going from TACACS+, and it should match with the key
configured on the external TACACS+ server so that the packets are decrypted properly. If a mismatch occurs,
the result fails.

Task ID

Examples

Task  Operations
ID

aaa read,
write

The following example shows how to set the encrypted key to anykey

53 53 &38 URXWHRRQILJ WDFDFV VHHKRNW
53 53 &38 URXWHRRILJ WDFDFV KRWW Q\NH\
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login authentication

To enable authentication, authorization, and accounting (AAA) authentication for logins, use the login
authentication command in line template configuration mode. To return to the default authentication settings,
use the no form of this command.

login authentication {defaultlist-namé
no login authentication

Syntax Description default Default list of AAA authentication methods, as set by the aaaauthentication login command.

list-name Name of the method list used for authenticating. You specify this list with the aaaauthentication
login command.

Command Default This command uses the default set with the aaaauthentication login command.

Command Modes Line template configuration
Command History Release Modification
Release 6.0 This command was introduced.

Usage Guidelines The login authentication command is a per-line command used with AAA that specifies the name of a list
of AAA authentication methods to try at login.

Caution  If you use a list-namevalue that was not configured with the aaaauthentication login command, the
configuration is rejected.

Entering the no form of the login authentication command has the same effect as entering the command
with the default keyword.

Before issuing this command, create a list of authentication processes by using the aaaauthentication login
command.

Task ID Task ID  Operations

aaa read,
write

tty-access read,
write

Examples The following example shows that the default AAA authentication is used for the line template

templatel

53 53 &38 URXWHRQILIJIXUH
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login authentication .

53 53 &38 URXWRRRQILJ OLQMWHPSODWHP SODWH
53 53 &38 URXWHRRILJ OLQWMWRJILQXWKHQWLF BWLRQ W

The following example shows that the AAA authentication list called list1 is used for the line template
template2

53 &38 URXWHRQILIXUH
53 &38 URXWHRRILJ OLOQMWHPSODVHHP SODWH

53
53 &38 URXWHRRODILJ OLQWRILOXWKHQWLFDWVYWRQ

53
53
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password (AAA)

To create a login password for a user, use the password command in username configuration mode or line
template configuration mode. To remove the password, use the no form of this command.

passvord {[0]|7 passwod}
no password {0|7 passwod}

Syntax Description 0 (Optional) Specifies that an unencrypted clear-text password follows.

7 Specifies that an encrypted password follows.

passwatl Specifies the unencrypted password text to be entered by the user to log in, for example, “lab”. If
encryption is configured, the password is not visible to the user.

Can be up to 253 characters in length.

Command Default The password is in unencrypted clear text.

Command Modes Username configuration

Line template configuration

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines You can specify one of two types of passwords: encrypted or clear text.

When an XR EXEC modeprocess is started on a line that has password protection, the process prompts for
the password. If the user enters the correct password, the process issues the prompt. The user can try three
times to enter a password before the process exits and returns the terminal to the idle state.

Passwords are two-way encrypted and should be used for applications such as PPP that need decryptable
passwords that can be decrypted.

Note  The show running-config command always displays the clear-text login password in encrypted form when
the O option is used.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to establish the unencrypted password pwdZ1for user. The output
from the shaow command displays the password in its encrypted form.
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53
53
53
53
53

53
53
53
53
53

&38
&38
&38
&38
&38

URXWHRQILIXUH

URXWHRIDILJ XVHUQDPWHU
URXWHRRILJ XQSDVVZRUGZG
URXWAHRIRILJ XQFRPPLW

URXWARRILJ XQVKRIXQQLQJ FRQILJ

% XLOGLRRIQILIXUDWLRQ

XV HUQD®PWHU
SDVVZRUG

%

password (AAA) .
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policy (AAA)

To configure a policy that is common for user password as well as secret, use the policy command in username
configuration mode. To remove this configuration, use the no form of this command.

policy policy-name

Syntax Description policy-name Specifies the name of the policy that is common for user password as well as secret.

Command Default None

Command Modes username

Command History Release Modification
Release This command was
721 introduced.

Usage Guidelines For detailed usage guidelines for this command, see the Guidelinesto Confgure Passwod Policy for User
Secetsection in the SystenBecurityConfguration Guidefor CiscoNCS5500SeriesRoutes.

Task ID Task  Operation
ID
aaa read,
write

This example shows how to configure a password policy that applies to both the password and the
secret of the user.

S5RXWHRQILIJXUH

5RXWHU FRQXIVHUQD®WHU

5RXWHU FRQILBRQLFNHVW SROLF\

5RXWHU FRQILVNRUHW

GPZX: $MLFI : \YN\Q:) 2F*[Z%Z+V 9%\ ==/KR+G 7LF5 P2R ,,9UL<&*$.: $ Z -Y732 ,E=U\ '[+U( 61 %%]%-H
5RXWHU FRQILFRRBPLW

Related Commands ~ Command Description

username, on page 95
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radius-server dead-criteria time

To specify the minimum amount of time, in seconds, that must elapse from the time that the router last received
a valid packet from the RADIUS server to the time the server is marked as dead, use the radius-server
dead-criteria time command in XR Config mode. To disable the criteria that were set, use the no form of
this command.

radius-sewver dead-criteria time seconds
no radius-server dead-criteria time seconds

Syntax Description secondsLength of time, in seconds. The range is from 1 t0120 seconds. If the secondsrgument is not
configured, the number of seconds ranges from 10 to 60, depending on the transaction rate of the
server.

Note The time criterion must be met for the server to be marked as dead.

Command Default If this command is not used, the number of seconds ranges from 10 to 60 seconds, depending on the transaction
rate of the server.

Command Modes XR Config mode

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines

Note Ifyou configure the radius-server dead-criteria time command before the radius-sever deadtimecommand,
the radius-server dead-criteria time command may not be enforced.

If a packet has not been received since the router booted and there is a timeout, the time criterion is treated
as though it were met.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to establish the time for the dead-criteria conditions for a RADIUS
server to be marked as dead for the radius-sewer dead-criteria time command:

53 53 &38 URXWHRQILIXUH
53 53 &38 URXWHRRQILJ UDGLXV VHWGHDG FULW WUWIPBH
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radius-server dead-criteria tries

To specify the number of consecutive timeouts that must occur on the router before the RADIUS server is
marked as dead, use the radius-sewer dead-criteria tries command in the XR Config mode. To disable the
criteria that were set, use the no form of this command.

radius-sewver dead-criteria tries
no radius-server dead-criteria tries

Syntax Description tries Number of timeouts from 1 to 100. If the tries argument is not configured, the number of consecutive
timeouts ranges from 10 to 100, depending on the transaction rate of the server and the number of
configured retransmissions.

Note The tries criterion must be met for the server to be marked as dead.

Command Default If this command is not used, the number of consecutive timeouts ranges from 10 to 100, depending on the
transaction rate of the server and the number of configured retransmissions.

Command Modes XR Config mode

Command History Release Modification
Release 6.0 This command was introduced.
Usage Guidelines If the server performs both authentication and accounting, both types of packet are included in the number.

Improperly constructed packets are counted as though they were timeouts. All transmissions, including the
initial transmit and all retransmits, are counted.

Note If you configure the radius-server dead-criteria tries command before the radius-sever deadtimecommand,
the radius-server dead-criteria tries command may not be enforced.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to establish the number of tries for the dead-criteria conditions
for a RADIUS server to be marked as dead for the radius-server dead-criteria tries command:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ UDGLXV VHWGBGHDG FULW WWLLIV
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radius-server deadtime (BNG) .

radius-server deadtime (BNG)

To improve RADIUS response times when some servers are unavailable and cause the unavailable servers to
be skipped immediately, use the radius-sever deadtimecommand in the XR Config mode. To set deadtime
to 0, use the no form of this command.

radius-sewver deadtime value
no radius-server deadtime value

Syntax Description

Command Default

Command Modes

value Length of time, in minutes, for which a RADIUS server is skipped over by transaction requests, up
to a maximum of 1440 (24 hours). The range is from 1 to 1440. The default value is 0.

Dead time is set to 0.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

A RADIUS server marked as dead is skipped by additional requests for the duration of minutes unless all
other servers are marked dead and there is no rollover method.

Task ID

Examples

Task  Operations
ID

aaa read,
write

This example specifies five minutes of deadtime for RADIUS servers that fail to respond to
authentication requests for the radius-sewer deadtime command:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ UDGLXV VHWGHIOGWLPH
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radius-server key (BNG)

To set the authentication and encryption key for all RADIUS communications between the router and the

RADIUS daemon, use the radius-setver key command in the XR Config mode. To disable the key, use the
no form of this command.

radius-server key {0 cleartext-key|7 encrypted-kycleartext-key}
no radius-sewer key

Syntax Description

Command Default

Command Modes

Ocleartext-key Specifies an unencrypted (cleartext) shared key.

7 Specifies a encrypted shared key.
encrypted-ky

cleartext-key  Specifies an unencrypted (cleartext) shared key.

The authentication and encryption key is disabled.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

The key entered must match the key used on the RADIUS server. All leading spaces are ignored, but spaces

within and at the end of the key are used. If you use spaces in your key, do not enclose the key in quotation
marks unless the quotation marks themselves are part of the key.

Task ID

Examples

Task  Operations
ID

aaa read,
write

This example shows how to set the cleartext key to “samplekey”:

53 53 &38 URXWHRQILIXUH
53 53 &38 URXWHRRQILJ UDGLXV VHWYHUVDPSOHNH\

This example shows how to set the encrypted shared key to “anykey”:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRQILJ UDGLXV VHWYHUDQ\NH\
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radius-server retransmit (BNG)

To specify the number of times the Cisco 10S XR software retransmits a packet to a server before giving up,
use the radius-sewver retransmit command in the XR Config mode. The no form of this command sets it to
the default value of 3.

radius-server retransmit ‘retries disable”
no radius-sewver retransmit ‘yetries disable’

Syntax Description retries Maximum number of retransmission attempts. The range is from 1 to 100. Default is 3.

disable Disables the radius-server transmit command.

Command Default The RADIUS servers are retried three times, or until a response is received.

Command Modes XR Config mode

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines The RADIUS client tries all servers, allowing each one to time out before increasing the retransmit count.

Task ID Task  Operations
ID
aaa read,
write
Examples

This example shows how to specify a retransmit counter value of five times:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ UDGLXV VHUMHWUDQVPLW
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. radius-server timeout (BNG)

radius-server timeout (BNG)

To set the interval for which a router waits for a server host to reply before timing out, use the radius-sewer
timeout command in the XR Config mode. To restore the default, use the no form of this command.

radius-sewver timeout seconds
no radius-server timeout

Syntax Description

Command Default

Command Modes

secondsNumber that specifies the timeout interval, in seconds. Range is from 1 to 1000.

The default radius-server timeout value is 5 seconds.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the radius-server timeout command to set the number of seconds a router waits for a server host to reply
before timing out.

Task ID

Examples

Task  Operations
ID

aaa read,
write

This example shows how to change the interval timer to 10 seconds:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRILJ UDGLXV VHUAIHAHRXW
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radius source-interface (BNG) .

radius source-interface (BNG)

To force RADIUS to use the IP address of a specified interface or subinterface for all outgoing RADIUS
packets, use the radius source-interfacecommand in the XR Config mode. To prevent only the specified
interface from being the default and not from being used for all outgoing RADIUS packets, use the no form
of this command.

radius source-interface interface [vrf vrf_namé
no radius source-interface interface

Syntax Description

Command Default

Command Modes

interface-nameName of the interface that RADIUS uses for all of its outgoing packets.

vrf vrf-id Specifies the name of the assigned VRF.

If a specific source interface is not configured, or the interface is down or does not have an IP address
configured, the system selects an IP address.

XR Config mode

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the radius source-interfacecommand to set the IP address of the specified interface or subinterface for
all outgoing RADIUS packets. This address is used as long as the interface or subinterface is in the up state.
In this way, the RADIUS server can use one IP address entry for every network access client instead of
maintaining a list of IP addresses.

The specified interface or subinterface must have an IP address associated with it. If the specified interface
or subinterface does not have an IP address or is in the down state, then RADIUS reverts to the default. To
avoid this, add an IP address to the interface or subinterface or bring the interface to the up state.

The radius source-interfacecommand is especially useful in cases in which the router has many interfaces
or subinterfaces and you want to ensure that all RADIUS packets from a particular router have the same IP
address.

Task ID

Examples

Task  Operations
ID

aaa read,
write

This example shows how to make RADIUS use the IP address of subinterface s2 for all outgoing
RADIUS packets:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ UDGLXMMRXUFH LQWHOIRRFSEDFNYUIYUI
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To configure an encrypted or clear-text password for the user, use the seciet command in username
configuration mode or line template configuration mode. To remove this configuration, use the no form of

this command.

seciet [{0 [enc-type enc-type-valug| 5|8]| 9| 10}] secet-login

no secet
Syntax Description 0 (Optional) Specifies that an unencrypted (clear-text) password follows. The password will

be encrypted for storage in the configuration using an MD5 encryption algorithm. Otherwise,
the password is not encrypted.

5 Specifies that an encrypted MD5 password (secret) follows.

8 (Optional) Specifies that SHA256-encrypted password follows.

9 (Optional) Specifies that scrypt-encrypted password follows.

10 (Optional) Specifies that SHA512-encrypted password follows.

secet-login  Text string in alphanumeric characters that is stored as the MD5-encrypted password entered
by the user in association with the user’s login ID.
Can be up to 253 characters in length.
Note The characters entered must conform to MD5 encryption standards.

enc-type (Optional) Configures the encryption type for a password entered in clear text.

Command Default

Command Modes

enc-type-valueSpecifies the encryption type to be used.

No password is specified.

Username configuration

Line template configuration

Command History

Release Modification

Release 6.0 This command was introduced.

Release 7.0.1 Added the support for Type 8
(SHA256), Type 9 (scrypt) and
Type 10 (SHA512) encryption for
seclet configuration.

Release 7.0.1 Added the support for enc-type

option under seciet 0 to specify the
type of encryption for password
entered in clear-text format.
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secret .

Usage Guidelines From Release 7.0.1 and later, Type 10 encryption is applied as the default encryption type for the secret on
Cisco 10S XR 64-bit operating systems. Prior to this, Type 5 (MD5) was the default one.

Prior to Release 7.0.1, Cisco 10S XR software allows you to configure only Message Digest 5 (MD5) encryption
for username logins and passwords. MD5 encryption is a one-way hash function that makes reversal of an
encrypted password impossible, providing strong encryption protection. Using MD5 encryption, you cannot
retrieve clear-text passwords. Therefore, MD5 encrypted passwords cannot be used with protocols that require
the clear-text password to be retrievable, such as Challenge Handshake Authentication Protocol (CHAP).

Prior to Release 7.0.1, you can specify only one of two types of secure secret IDs: encrypted (5) or clear text
(0). If you do not select either 0 or 5, the clear-text password you enter is not encrypted.

When an XR EXEC mode process is started on a line that has password protection, the process prompts for
the secret. If the user enters the correct secret, the process issues the prompt. The user can try entering the
secret thrice before the terminal returns to the idle state.

Secrets are one-way encrypted and should be used for login activities that do not require a decryptable secret.

To verify that MD5 password encryption has been enabled, use the show running-config command. The
“username name secret 5” line in the command output indicates the same.

Note  The shaw running-config command does not display the login password in clear text when the O option is
used to specify an unencrypted password. See the “Examples” section.

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to establish the clear-text secret “lab” for the user user2

53 53 &38 URXWHRQILIXUH

53 53 &38 URXWARRILJ XVHUQD®PWHU

53 53 &38 URXWRRRILJ XQVHFUHWODE

53 53 &38 URXWRRRILJ XQFRPPLW

53 53 &38 URXWAHRRILJ XQVKRIXQQLQJ FRQILJ
%XLOGLERQILIXUDWLRQ

XV HU QD@ U

VHFUHW '7PG T & IK]MH &F ;]PX )UJ

HQG

The following examples show how to configure a Type 10 (SHA512) password for the user, user10
You can also see the examples and usage of the username, on page 95 command.

You can specify Type as '10' under the seciet keyword, to explicitly configure Type 10 password.
SRXWHRQILIXUH
5RXWHU FRQXVHUQD¥PWHU VHFUHW

8Y-LGYV7(TIN$38 &/ (L) (Y +L 8DT/Z; 8V6(U $S* F S]KO-P=WJ: M2E$4 PH$Z\KX 90 D5)-TH M[=* K [3UY-:|
5RXWHU FRQILFRBRPLW
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You can also use the enc-typekeyword under the seciet 0 option, to specify Type 10 as the encryption
for a password entered in clear text.

S5RXWHRQILIJXUH

5RXWHU FRQXWVHUQD®VHU VHFUHWHQF W\SHWHVWSDVVZRUG
5RXWHU FRQILFRBRPLW
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server (RADIUS)

To associate a particular RADIUS server with a defined server group, use the server command in RADIUS
server-group configuration mode. To remove the associated server from the server group, use the no form of
this command.

server ip-address [auth-port port-numbe} [acct-port port-numbet
no sewver ip-address [auth-port port-numbe} [acct-port port-numbet

Syntax Description ip-address IP address of the RADIUS server host.

auth-port port-number (Optional) Specifies the User Datagram Protocol (UDP) destination port for
authentication requests. The port-numberargument specifies the port number for
authentication requests. The host is not used for authentication if this value is set to
0. Default is 1645.

acct-port port-number (Optional) Specifies the UDP destination port for accounting requests. The
port-numberargument specifies the port number for accounting requests. The host
is not used for accounting services if this value is set to 0. Default is 1646.

Command Default If no port attributes are defined, the defaults are as follows:

« Authentication port: 1645
 Accounting port: 1646

Command Modes RADIUS server-group configuration
Command History Release Modification

Release 6.0 This command was introduced.
Usage Guidelines Use the server command to associate a particular RADIUS server with a defined server group.

There are two different ways in which you can identify a server, depending on the way you want to offer AAA
services. You can identify the server simply by using its IP address, or you can identify multiple host instances
or entries using the optional auth-port and acct-port keywords.

When you use the optional keywords, the network access server identifies RADIUS security servers and host
instances associated with a group server based on their IP address and specific UDP port numbers. The
combination of the IP address and UDP port number creates a unique identifier, allowing different ports to
be individually defined as RADIUS host entries providing a specific AAA service. If two different host entries
on the same RADIUS server are configured for the same service, for example, accounting, the second host
entry configured acts as an automatic switchover backup to the first one. Using this example, if the first host
entry fails to provide accounting services, the network access server tries the second host entry configured
on the same device for accounting services. (The RADIUS host entries are tried in the order they are configured.)
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Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to use two different host entries on the same RADIUS server
that are configured for the same services—authentication and accounting. The second host entry
configured acts as switchover backup to the first one.

53 53 &38 URXWHRQILIJIXUH

53 53 &38 URXWHRRILJ DDDURXSHUYHIDGLXWRXS

53 53 &38 URXWHRRQILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
53 53 &38 URXWHRRILJ VJ UDGLXWUYHU DXWK SRUW DFFW SRUW
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server (TACACS+)

To associate a particular TACACS+ server with a defined server group, use the server command in TACACS+
server-group configuration mode. To remove the associated server from the server group, use the no form of
this command.

sewver {hostnamigp-addresg
no sewver {hostnamg-address

Syntax Description hostname Character string used to name the server host.

ip-address IP address of the server host.

Command Default None

Command Modes TACACS+ server-group configuration
Command History Release Modification

Release 6.0 This command was introduced.
Usage Guidelines Use the server command to associate a particular TACACS+ server with a defined server group. The server

need not be accessible during configuration. Later, you can reference the configured server group from the
method lists used to configure authentication, authorization, and accounting (AAA).

Task ID Task  Operations
ID
aaa read,
write
Examples

The following example shows how to associate the TACACS+ server with the IP address
192.168.60.15 with the server group tacl:

53 53 &38 URXWHRQILIJIXUH
53 53 &38 URXWHRRILJ DDDJURXSHUYHVWDFDFWDF
53 53 &38 URXWHRRQILJ VJ WDFDFWHUYHU
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server-private (RADIUS)

To configure the IP address of the private RADIUS server for the group server, use the server-private
command in RADIUS server-group configuration mode. To remove the associated private server from the
AAA group server, use the no form of this command.

server-private ip-address [auth-port port-numbe} [acct-port port-numbe} [timeout secondp
[retransmit retried [key string]

no sewer-private ip-address [auth-port port-numbe} [acct-port port-numbe} [timeout secondb
[retransmit retried [key string]

Syntax Description ip-address

IP address of the RADIUS server host.

auth-port
port-number

(Optional) Specifies the User Datagram Protocol (UDP) destination port for
authentication requests. The port-numberargument specifies the port number for
authentication requests. The host is not used for authentication if this value is set to
0. The default value is 1645.

acct-port
port-number

(Optional) Specifies the UDP destination port for accounting requests. The
port-numberargument specifies the port number for accounting requests. The host
is not used for accounting services if this value is set to 0. The default value is 1646.

timeout seconds

(Optional) Specifies the number of seconds the router waits for the RADIUS server
to reply before retransmitting. The setting overrides the global value of the
radius-server timeout command. If no timeout is specified, the global value is used.

The secondsrgument specifies the timeout value in seconds. The range is from 1 to
1000. If no timeout is specified, the global value is used.

retransmit retries

(Optional) Specifies the number of times a RADIUS request is resent to a server if
the server is not responding or is responding slowly. The setting overrides the global
setting of the radius-sewver transmit command.

The retriesargument specifies the retransmit value. The range is from 1 to 100. If no
retransmit value is specified, the global value is used.

key string (Optional) Specifies the authentication and encryption key that is used between the
router and the RADIUS daemon running on the RADIUS server. This key overrides
the global setting of the radius-sewer key command. If no key string is specified,
the global value is used.
Command Default If no port attributes are defined, the defaults are as follows:

« Authentication port: 1645
 Accounting port: 1646

Command Modes RADIUS server-group configuration
Command History Release Modification
Release 6.0 This command was introduced.
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Usage Guidelines

server-private (RADIUS) .

Use the server-pri vate command to associate a particular private server with a defined server group. Possible
overlapping of IP addresses between VRF instances are permitted. Private servers (servers with private
addresses) can be defined within the server group and remain hidden from other groups, while the servers in
the global pool (for example, default radius server group) can still be referred to by IP addresses and port
numbers. Thus, the list of servers in server groups includes references to the hosts in the configuration and
the definitions of private servers.

Both the auth-port and acct-port keywords enter RADIUS server-group private configuration mode.

Task ID

Examples

Task  Operations
ID

aaa read,
write

The following example shows how to define the groupl RADIUS group server, to associate private
servers with it, and to enter RADIUS server-group private configuration mode:

53 53 &38 URXWHRQILIJXUH
53 53 &38 URXWHRRILJ DDDURXSHUYHIDGLXWRXS

53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH WLPHRXW
53 53 &38 URXWHRRQILJ VJ UDGLXWUYHU SULYDWH UHWUDQVPLW
53 53 &38 URXWHRRQILJ VJ UDGLXWUYHU SULYDWH NH\FRNH

53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH
53 53 &38 URXWHRRILJ VJ UDGLXV SULMRWH

DXWK SRUW

53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH WLPHRXW
53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH UHWUDQVPLW
53 53 &38 URXWHRRQILJ VJ UDGLXWUYHU SULYDWH NH\FRNH

53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH
53 53 &38 URXWHRRILJ VJ UDGLXV SULYDWH

DXWK SRUW

53 53 &38 URXWHRQILIJXUH

53 53 &38 URXWHRRILJ DDDURXSHUYHIDGLXWRXS
53 53 &38 URXWHRRILJ VJ UDGLXWUYHU SULYDWH
53 53 &38 URXWHRRILJ VJ UDGLXV SULMMRWH
FRQILJ VJ UDGLXWUYHU SULYDWH DXWK SRUW
53 53 &38 URXWHRRQILJ VJ UDGLXV SULYDWH

DXWK SRUW
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. server-private (TACACS+)

server-private (TACACS+)

To configure the IP address of the private TACACS+ server for the group server, use the sewer-private
command in TACACS+ server-group configuration mode. To remove the associated private server from the
AAA group server, use the no form of this command.

sewver-private {hostnami-addresg [port port-numbe} [timeout secondf [key string]
no sewer-private {hostnamip-addresg

Syntax Description

Command Default

Command Modes

hostname Character string used to name the server host.
ip-address IP address of the TACACS+ server host. Both IPv4 and IPv6 addresses are supported.
port (Optional) Specifies a server port number. This option overrides the default, which is port

port-number 49. Valid port numbers range from 1 to 65535.

timeout seconds (Optional) Specifies, in seconds, a timeout value that sets the length of time the
authentication, authorization, and accounting (AAA) server waits to receive a response
from the TACACS+ server. This option overrides the global timeout value set with the
tacacs-sever timeout command for only this server. The range is from 1 to 1000. The
default is 5.

key string (Optional) Specifies the authentication and encryption key that is used between the router
and the TACACS+ daemon running on the TACACS+ server. This key overrides the
global setting of the tacacs-sever key command. If no key string is specified, the global
value is used.

The port-nameargument, if not specified, defaults to the standard port 49.

The secondsrgument, if not specified, defaults to 5 seconds.

TACACS+ server-group configuration

Command History

Usage Guidelines

Release Modification

Release 6.0 This command was introduced.

Use the server-pri vate command to associate a particular private server with a defined server group. Possible
overlapping of IP addresses between VVRF instances are permitted. Private servers (servers with private
addresses) can be defined within the server group and remain hidden from other groups, while the servers in
the global pool (for example, default tacacs+ server group) can still be referred by IP addresses and port
numbers. Therefore, the list of servers in server groups includes references to the hosts in the global
configuration and the definitions of private servers.

Task ID

Task  Operations
ID

aaa read,
write
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Examples

with it, and to enter TACACS+ server-group private configuration mode:

53
53
53
53
53
53
53
53
53
53

53
53
53
53
53
53
53
53
53
53

&38
&38
&38
&38
&38
&38
&38
&38
&38
&38

URXWHRQILIXUH
URXWHRRILJ DDDDURXSBHUYHMWDFDFR\VHUYHU

URXWHRROILJ
URXWHRRQILJ
URXWHRRQILJ
URXWHRROILJ
URXWHRRILJ
URXWHRRQILJ
URXWHROILJ
URXWHRRQILJ

VJ
Vv
VJ
VJ
Vv
VJ
VJ
VJ

WDFDFWHUYHU SULYDWH
WDFDPWHUYHU SULYDWH
WDFDPWHUYHU SULYDWH
WDFDFV SULK[DWH

WDFDPWHUYHU SULYDWH
WDFDPWHUYHU SULYDWH
WDFDFPWHUYHU SULYDWH
WDFDFV SULYDWH

server-private (TACACS+) .

This example shows how to define the myserver TACACS+ group server, to associate private servers

WLPHRXW
NH\DBVHFUHW
SRUW

WLPHRXW
NH\FRNH
SRUW
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Authentication, Authorization, and Accounting Commands |

show aaa (XR-VM)

To display information about an Internet Key Exchange (IKE) Security Protocol group, user group, local user,
login traces, or task group; to list all task IDs associated with all IKE groups, user groups, local users, or task
groups in the system; or to list all task 1Ds for a specified IKE group, user group, local user, or task group,
use the shav aaacommand in the XR EXEC mode.

show aaa {ikegroup ikegroup-name login trace|usergroup [usegroup-namg|trace |userdb
[usernamg| task supported | taskgroup [{root-Ir | netadmin| operator | sysadmin| root-system|
service-admin | cisco-support| taskgoup-namé]}

Syntax Description

Command Default

Command Modes

ikegroup Displays details for all IKE groups.

ikegroup-name (Optional) IKE group whose details are to be displayed.

login trace Displays trace data for login subsystem.
usergroup Displays details for all user groups.
root-Ir (Optional) Usergroup name.

netadmin (Optional) Usergroup name.

operator (Optional) Usergroup name.

sysadmin (Optional) Usergroup name.

root-system  (Optional) Usergroup name.

cisco-support (Optional) Usergroup name.

usegroup-name (Optional) Usergroup name.

trace Displays trace data for AAA subsystem.
userdb Displays details for all local users and the usergroups to which each user belongs.
username (Optional) User whose details are to be displayed.

task supported Displays all AAA task IDs available.

taskgroup Displays details for all task groups.

Note For taskgroup keywords, see optional usergroup name keyword list.

taskgoup-name (Optional) Task group whose details are to be displayed.

Details for all user groups, or all local users, or all task groups are listed if no argument is entered.

XR EXEC mode
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show aaa (XR-VM) .

Command History Release Modification

Release 6.0 This command was introduced.

Usage Guidelines Use the show aaacommand to list details for all IKE groups, user groups, local users, AAA task IDs, or task
groups in the system. Use the optional ikegroup-nameusegroup-nameusernameor taskgoup-name
argument to display the details for a specified IKE group, user group, user, or task group, respectively.

Task ID Task  Operations
ID
aaa read
Examples

The following sample output is from the show aaacommand, using the ikegroup keyword:

53 53 &38 URXWHWKRDDDOLNHJIJURXS

,.( *URXENH JURXS
OD[ 8VHUV
,.( *URXENHXVHU
*URXS .H\WHVW SDVVZRUG
'HIDXOWPDLQ FLVFR FRP
,.( *URXENH XVHU

The following sample output is from the show aaacommand, using the usergroup command:

53 53 &38 URXWHWWKRDDIXVHUIJURKSSHUDWRU

8VHUURXSRSHUDWRU

,QKHULWMRPWDVNURXSRSHUDWRU
8VHUURXSRSHUDWRDWKHROORZLRRIPELQWIBW
RI WDVNV LQFOXGLIOIQQKHULWHEBXSV

7DVN EDVLF VHUYLFHYS$'  :5,7( (;(&87('(%8*
7DVN FGS 5($'

7DVN GLDJ 5($'

7DVN H[W DFFHVV5($' (;(&87(
7DVN ORJJILQJ 5($'

The following sample output is from the show aaacommand, using the taskgroup keyword for a
task group named netadmin:

53 53 &38 URXWHWWKRDDDNDVNIURMWDGPLQ

7DVNURXSQQHWDGPLQ

7TDVNURXQHWDGPKOWKHROORZLERPELQWIGW
RI'WDVNV LQFOXGLUIXIIAQKHULWHEBXSV

7DVN DDD 5($'
7DVN DFO 5($' :5,7( (;(&87( '(%8*
7DVN DGPLQ 5($'
7DVN DQFS 5($' :5,7( (;(&87( '(%8*
7DVN DWP 5($' :5,7( (;(&87( '(%8*
7DVN EDVLF VHUYLFIYS$'  :5,7( (;(&87( '(%8*
7DVN EFGO 5($'
7DVN EIG 5($' :5,7( (;(&87( '(%8*
7DVN EJS 5($' :5,7( (;(&87( '(%8*
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. show aaa (XR-VM)

7DVN ERRW 5($' :5,7( (;(&87( '(%8*
7DVN EXQGOHS5($' :5,7( (;(&87( '(%8*
7DVN FGS 5($' :5,7( (;(&87( '(%8*
7DVN FHI  5($' :5,7( (;(&87( '(%8*
7DVN FJQ 5($3' :5,7( (;(&87( '(%8*
7DVN FRQILJ PIJPW5($'  :5,7( (;(&87( '(%8*
7DVN FRQILJ VHUYLFHNS$'  :5,7( (:(&87( '(%8*
7DVN FU\SWR 5($' :5,7( (;(&87( '(%8*
7DVN GLDJ 5($' :5,7( (;(&87( '(%8*
7DVN GULYHUV5($'

7DVN GZGP 5($' :5,7( (;(&87( '(%8*
7DVN HHP 5($' :5,7( (;(&87( '(%8*
7DVN  HWKHUQHW VHUYBEHYV

7DVN H[W DFFHVV5($'  :5,7(  (;(&87( '(%8*
7DVN IDEULF 5($' :5,7( (;(&87( '(%8*
7DVN IDXOW PJUS($' :5,7( (;(&87( '(%8*
7DVN ILOHVA\VWHP5($'  :5,7( (;(&87( '(%8*
7DVN ILUHZDOOS5($'  :5,7( (;(&87( '(%8*
7DVN U 5($  :5,7( (;(&87( '(%8*
7DVN KGOF 5($' :5,7( (;(&87( '(%8*
7DVN KRVW VHUYLFBY$S'  :5,7( (;(&87( '(%8*
7DVN KVUS 5($' :5,7( (;(&87( '(%8*
7DVN LQWHUIDFH($'  :5,7( (;(&87( '(%8*
7DVN LQYHQWRUS ($'

7DVN LS VHUYLFH($'  :5,7( (;(&87( '(%8*
7DVN LSY 5($' :5,7( (;(&87( '(%8*
7DVN LSY 5($' :5,7( (;(&87( '(%8*
7DVN LVLV 5($'  :5,7( (;(&87( '(%8*
7DVN O YSQ 5($  :5,7( (;(&87( '(%8*
7DVN oL 5($'  :5,7( (:(&87( ‘'(%8*
7DVN ORJJILQJ 5($' :5,7( (;(&87( '(%8*
7DVN OSWV 5($' :5,7( (;(&87( '(%8*
7DVN PRQLWRUS($'

7DVN PSOV OGS5($'  :5,7( (;(&87( '(%8*
7DVN PSOV VWDWLHS$' :5,7( (;(&87( '(%8*
7DVN PSOV WH5($'  :5,7( (;(&87( '(%8*
7DVN PXOWLFDVW($' :5,7( (;(&87( '(%8*
7DVN QHWIORZ5($" :5,7( (;(&87( '(%8*
7DVN QHWZRUNS($'  :5,7( (;(&87( '(%8*
7DVN RVSI 5($'  :5,7( (;(&87( '(%8*
7DVN RXQL 5($' :5,7( (;(&87( '(%8*
7DVN SNJ PIJIPW 5($°

7DVN SSS 5($'  :5,7( (;(&87( '(%8*
7DVN TRV 5($'  :5,7( (:(&87( '(%8*
7DVN ULE 5($' :5,7( (;(&87( '(%8*
7DVN ULS 5($' :5,7( (;(&87( '(%8*
7DVN URRW OUS5($" UHVHUYHG
7DVN URXWH PDS($' :5,7( (;(&87( '(%8*
7DVN URXWH SROLB\($'  :5,7( (;(&87( '(%8*
7DVN VEF 5($'  :5,7( (:(&87( '(%8*
7DVN VQPS 5($' :5,7( (;(&87( '(%8*
7DVN VRQHW VGK($'  :5,7( (;(&87( '(%8*
7DVN VWDWLF5($'  :5,7( (;(&87( '(%8*
7DVN VAVPJU 5($'

7DVN VIVWHP 5($'  :5,7( (;(&87( '(%8*
7DVN WUDQVSRUWS$' :5,7( (;(&87( '(%8*
7DVN WW\ DFFHV\s($'  :5,7(  (:(&87( '(%8*
7DVN WXQQHO5($'  :5,7( (;(&87( '(%8*
7DVN XQLYHUVDG($' UHVHUYHG
7DVN YODQ 5($' :5,7( (;(&87( '(%8*
7DVN YUUS 5($' :5,7( (;(&87( '(%8*
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show aaa (XR-VM) .

The following sample output is from the show aaacommand, using the taskgroup keyword for an
operator. The task group operator has the following combined set of task IDs, which includes all
inherited groups:

7DVN EDVLF VHUYLFHY$'  :5,7( (;(&87( '(%8*
7DVN FGS 5($'

7DVN GLDJ 5($'

7DVN H[W DFFHVV5($' (;(&87¢(

7DVN ORJJILQJ 5($'

The following sample output is from the show aaa task group displaying the different task groups:
7DVN'V LQFOXGGIGUHFWEI\WKLVYURXS

7DVN DDD 5($'
7DVN DFO 5($'
7DVN DGPLQ 5($'
7DVN EDVLF VHUYLFYS$'
7DVN ERRW 5($'
7DVN FLVFR VXSSRUS' UHVHUYHG
7DVN FRQILJ PIJPW5($'
7DVN FRQILJ VHUYLFH\S$'
7DVN FU\SWR 5($'
7DVN GZGP 5($'
7DVN  HWKHUQHW VHUYBEHYV
7DVN IDEULF 5($'
7DVN IDXOW PJU5($'
7DVN ILOHV\VWHP5($'
7DVN KGOF 5($'
7DVN KRVW VHUYLFBYS'
7DVN KVUS 5($'
7DVN LQWHUIDFH ($'
7DVN LQYHQWRUS5 ($'
7DVN LS VHUYLFH\6($'
7DVN LSY  5($'
7DVN LSY  5($'
7DVN ORJJILQJ 5($'
7DVN PSOV WH5($'

The following sample output is from show aaacommand with the userdb keyword:

53 53 &38 URXWHWKRDDIXVHUGE

S8VHUQD®BIEDGPLODQH
8VHUURXBRRW V\VWHP
8VHUURXBLVFR VXSSRUW
8VHUQDPHPH
8VHUURXBRRW V\VWHP

The following sample output is from the shany aaacommand, using the task supported keywords.
Task IDs are displayed in alphabetic order.

53 53 &38 URXWHWKRDDDVDVWNXSSRUWHG

DDD

DFO

DGPLQ

DWP

EDVLF VHUYLFHV
EFGO

EIG

EJS

ERRW
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EXQGOH
FGS

FHI

FLVFR VXSSRUW
FRQILJ PJPW
FRQILJ VHUYLFHV
FU\SWR

GLDJ
GLVDOORZHG
GULYHUV

H[W DFFHVV
IDEULF

IDXOW PJU
ILOHV\VWHP
ILUHZDOO

Iy

KGOF

KRVW VHUYLFHV
KVUS
LQWHUIDFH
LQYHQWRU\

LS VHUYLFHV
LSY

LSY

LVLV

ORJJILQJ

osSwWV

PRQLWRU

PSOV OGS

PSOV VWDWLF
PSOV WH
PXOWLFDVW
QHWIORZ
QHWZRUN

RVSI

RXQL

SNJ PIJPW

SSsS
TRV

ULE

uLs
8VHUURXBRRW\VWH ROQU
URRW VI\VWHP

URXWH PDS

URXWH SROLF\

VEF

VQPS

VRQHW VGK

VWDWLF

VAVPJU

VAVWHP

WUDQVSRUW

WW\ DFFHVV

WXQQHO

XQLYHUVDO

YODQ

YUUS

Authentication, Authorization, and Accounting Commands |
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show aaa accounting

To display command history with the date and time for AAA sub-system, use the show aaaaccounting
command in the System Admin EXEC mode. You must have a group aaa-r or root-system on System Admin

Syntax Description

Command Default

Command Modes

VM.

show aaa accounting

This command has no keywords or arguments.
None

System Admin EXEC mode

show aaa accounting .

Command History

Usage Guidelines

Release

Modification

Release 6.0

This command was introduced.

No specific guidelines impact the use of this command.

Task ID

Task  Operation
ID

aaa read

This is the sample output of the show aaaaccountingcommand:

VIVDGPLQ YP BAGRDDIMFFRXQWLQJ

ORQLRY 87&
"HWDLODXGLWRILQIRUPDWLRQ
7LPH 8VHUQDPH 6HVVLRQ ,°
87& URRW

WK/, ZLWBODDSLVDEOHG

«

87& FLVFR
JURXSWRRW VA\VWHP
87& FLVFR
WHUPLQDO
87& FLVFR
87& FLVFR
DXWKHQWLFBWHBXQVHWHPS
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR
87& FLVFR

6\WVWHP

53

53

53
53

53
53

53

53
53

53
53

1RGH ,QIRUPDWLREPPDQG

ORJJHIRQIURP

DVVLIQW®
&/, FRQILJ

&/, GRQH
&/, DDD

&/, GRQH
&/, SDVVZRUG

&/, GRQH
&/, FRPPLW
&/, GRQH
&/, H[LW
&/, GRQH
&/, H[LW
&/, GRQH
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. show aaa accounting

87& FLVFR 53 &/, VKRDDD
DFFRXQWLQJ
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show aaa password-policy .

show aaa password-policy

To display the details of AAA password policy configured in a system, use the show aaapassvord-policy
command in XR EXEC mode.

show aaa passvord-policy [policy-namég

Syntax Description

Command Default

Command Modes

policy-name Specifies the name of password policy.

None

XR EXEC mode

Command History

Usage Guidelines

Release Modification
Release This command was introduced.
6.2.1

If the option policy-nameis not specified, the command output displays the details of all password policies
configured in the system.

Refer aaapassword-policy command details of each field in this command output.

Task ID

Task  Operation
ID

aaa read

This is a sample out of shov aaapassword-policy command:

53 53 &38 URXWHKRDDEBDVVZRUG SROHFW SROLF\

YUL)HE ("7
3DVVZRBGOLFADPH WHVW SROLF\
1XPEHRI 8VHUV
OLQLPXPQJIWK
OD[LP XM QJIWK
6 SHFLDSX D U D F WHIQ
8S S HU F D&KD U D F WHHQ
/RZHUFD&KD U D F WHHQ
1 X P H U 8K D U D F WHHQ
3ROLFALIH7LPH
VHFRQGYV
PLQXWHYV
KRXUV
GD\V
PRQWKYV
\HDUV
/RENRXM P H
VHFRQGYV
PLQXWHYV
KRXUV
GD\V
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. show aaa password-policy

PRQWKYV
\HDUV

&KDUDFVEKDQJIH Q

OD[LPXFDLOXUWWHPSWYV

Related Commands Command Description

aaa password-policy, on page 18 Defines the FIPS-compliant AAA password security policy.
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