Implementing BFD
Bidirectional forwarding detection (BFD) provides low-overhead, short-duration detection of failures in the
path between adjacent forwarding engines. BFD allows a single mechanism to be used for failure detection
over any media and at any protocol layer, with a wide range of detection times and overhead. The fast detection
of failures provides immediate reaction to failure in the event of a failed link or neighbor.
• BFD over Bundle, on page 1

BFD over Bundle
BFD over Bundle (BoB) mode is a standard based fast failure detection of link aggregation (LAG) member
links that is interoperable between different platforms. BoB on a per bundle basis supports only IETF standard
per bundle.

Note

• For BFD over Bundle, the BFD client is bundlemgr. Hence if BFD session goes down, bundlemgr will
bring down the bundle, and this in turn brings down the routing session.
• In a BFD over Bundle scenario, having the BFD secondary interface on the same line card might result
in traffic loss and adjacency loss during an LC reload.
Restrictions
To support BFD on bundle member links, ensure that the routers on either end of the bundle are connected
back-to-back without a Layer 2 switch in between.

Enabling BFD Sessions on Bundle Members
To enable BFD sessions on bundle member links, complete these steps:
SUMMARY STEPS
1.
2.
3.
4.

configure
interface Bundle-Ether bundle-id
bfd address-family ipv4 fast-detect
bfd mode ietf
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5. commit
DETAILED STEPS
Command or Action
Step 1

configure

Step 2

interface Bundle-Ether bundle-id
Example:

Purpose

Enters interface configuration mode for the specified bundle
ID.

RP/0/RP0/CPU0:router(config)# interface
Bundle-Ether 1

Step 3

bfd address-family ipv4 fast-detect

Enables IPv4 BFD sessions on bundle member links.

Example:
RP/0/RP0/CPU0:router(config-if)# bfd address-family
ipv4 fast-detect

Step 4

Enables IETF mode for BFD over bundle for the specified
bundle.

bfd mode ietf
Example:
RP/0/RP0/CPU0:router(config-if)# bfd mode ietf

Step 5

commit

Specifying the BFD Destination Address on a Bundle
To specify the BFD destination address on a bundle, complete these steps:
SUMMARY STEPS
1.
2.
3.
4.

configure
interface Bundle-Ether bundle-id
bfd address-family ipv4 destination ip-address
commit

DETAILED STEPS
Command or Action
Step 1

configure

Step 2

interface Bundle-Ether bundle-id
Example:
RP/0/RP0/CPU0:router(config)# interface
Bundle-Ether 1
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Purpose

Enters interface configuration mode for the specified bundle
ID.
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Step 3

Command or Action

Purpose

bfd address-family ipv4 destination ip-address

Specifies the primary IPv4 address assigned to the bundle
interface on a connected remote system, where ip-address
is the 32-bit IP address in dotted-decimal format (A.B.C.D).

Example:
RP/0/RP0/CPU0:router(config-if)# bfd address-family
ipv4 destination 10.20.20.1

Step 4

commit

Configuring the Minimum Thresholds for Maintaining an Active Bundle
The bundle manager uses two configurable minimum thresholds to determine whether a bundle can be brought
up or remain up, or is down, based on the state of its member links.
• Minimum active number of links
• Minimum active bandwidth available
Whenever the state of a member changes, the bundle manager determines whether the number of active
members or available bandwidth is less than the minimum. If so, then the bundle is placed, or remains, in
DOWN state. Once the number of active links or available bandwidth reaches one of the minimum thresholds,
then the bundle returns to the UP state.
To configure minimum bundle thresholds, complete these steps:
SUMMARY STEPS
1.
2.
3.
4.
5.

configure
interface Bundle-Ether bundle-id
bundle minimum-active bandwidth kbps
bundle minimum-active links links
commit

DETAILED STEPS
Command or Action
Step 1

configure

Step 2

interface Bundle-Ether bundle-id
Example:

Purpose

Enters interface configuration mode for the specified bundle
ID.

RP/0/RP0/CPU0:router(config)# interface
Bundle-Ether 1

Step 3

bundle minimum-active bandwidth kbps
Example:
RP/0/RP0/CPU0:router(config-if)# bundle
minimum-active bandwidth 580000

Sets the minimum amount of bandwidth required before a
bundle can be brought up or remain up. The range is from
1 through a number that varies depending on the platform
and the bundle type.
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Step 4

Command or Action

Purpose

bundle minimum-active links links

Sets the number of active links required before a bundle
can be brought up or remain up. The range is from 1 to 32.

Example:

Note
RP/0/RP0/CPU0:router(config-if)# bundle
minimum-active links 2

Step 5

When BFD is started on a bundle that is already
active, the BFD state of the bundle is declared
when the BFD state of all the existing active
members is known.

commit

Configuring BFD Packet Transmission Intervals and Failure Detection Times
on a Bundle
BFD asynchronous packet intervals and failure detection times for BFD sessions on bundle member links are
configured using a combination of the bfd address-family ipv4 minimum-interval and bfd address-family
ipv4 multiplier interface configuration commands on a bundle.
The BFD control packet interval is configured directly using the bfd address-family ipv4 minimum-interval
command. The failure detection times are determined by a combination of the interval and multiplier values
in these commands.
To configure the minimum transmission interval and failure detection times for BFD asynchronous mode
control packets on bundle member links, complete these steps:
SUMMARY STEPS
1.
2.
3.
4.
5.

configure
interface Bundle-Ether bundle-id
bfd address-family ipv4 minimum-interval milliseconds
bfd address-family ipv4 multiplier multiplier
commit

DETAILED STEPS
Command or Action
Step 1

configure

Step 2

interface Bundle-Ether bundle-id
Example:
RP/0/RP0/CPU0:router(config)# interface
Bundle-Ether 1

Step 3

bfd address-family ipv4 minimum-interval milliseconds
Example:
RP/0/RP0/CPU0:router(config-if)#bfd address-family
ipv4 minimum-interval 2000
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Purpose

Enters interface configuration mode for the specified bundle
ID.
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Command or Action
Note

Step 4

Purpose

Specifies the minimum interval, in milliseconds,
for asynchronous mode control packets on IPv4
BFD sessions on bundle member links. The
range is from 4 to 30000.

bfd address-family ipv4 multiplier multiplier
Example:
RP/0/RP0/CPU0:router(config-if)#bfd address-family
ipv4 multiplier 30

Specifies a number that is used as a multiplier with the
minimum interval to determine BFD control packet failure
detection times and transmission intervals for IPv4 BFD
sessions on bundle member links. The range is from 2 to
50. The default is 3.
Note

Step 5

Although the command allows you to configure
a minimum of 2, the supported minimum is 3.

commit

Configure BFD over Bundles IETF Mode Support on a Per Bundle Basis
To configure BFD over Bundles IETF mode support on a per bundle basis use these steps:
SUMMARY STEPS
1.
2.
3.
4.
5.
6.

configure
interface Bundle-Ether bundle-id
bfd mode ietf
bfd address-family ipv4 fast-detect
commit
show bundle bundle-ether bundle-id

DETAILED STEPS
Command or Action
Step 1

configure

Step 2

interface Bundle-Ether bundle-id
Example:

Purpose

Enters interface configuration mode for the specified bundle
ID.

RP/0/RP0/CPU0:router(config)# interface
Bundle-Ether 1

Step 3

bfd mode ietf
Example:

Enables IETF mode for BFD over bundle for the specified
bundle.

RP/0/RP0/CPU0:router(config-if)# bfd mode ietf

Step 4

bfd address-family ipv4 fast-detect

Enables IPv4 BFD sessions on the specified bundle.

Example:
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Command or Action

Purpose

RP/0/RP0/CPU0:router(config-if)# bfd address-family
ipv4
fast-detect

Step 5

commit

Step 6

show bundle bundle-ether bundle-id
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Displays the selected bundle mode.

