	Interface and Hardware Component Configuration Guide for Cisco NCS 5500 Series Routers, IOS XR Release 7.10.x
	Contents
	Preface
	Changes to This Document
	Obtaining Documentation and Submitting a Service Request

	New and Changed Feature Information
	Interface and Hardware Component Features Added or Modified in IOS XR Release 7.10.x

	YANG Data Models for Interfaces and Hardware Component Features
	Using YANG Data Models

	Preconfiguring Physical Interfaces
	Physical Interface Preconfiguration Overview
	Prerequisites for Preconfiguring Physical Interfaces
	Benefits of Interface Preconfiguration
	How to Preconfigure Physical Interfaces
	Information About Preconfiguring Physical Interfaces
	Use of the Interface Preconfigure Command


	Advanced Configuration and Modification of the Management Ethernet Interface
	Prerequisites for Configuring Management Ethernet Interfaces
	How to Perform Advanced Management Ethernet Interface Configuration
	Configuring a Management Ethernet Interface
	IPv6 Stateless Address Auto Configuration on Management Interface
	Modifying the MAC Address for a Management Ethernet Interface
	Verifying Management Ethernet Interface Configuration

	Information About Configuring Management Ethernet Interfaces

	Configuring Ethernet Interfaces
	Configuring Gigabit Ethernet Interfaces
	Information About Configuring Ethernet
	Default Configuration Values for 100-Gigabit Ethernet
	Network Interface Speed
	Configuring Network Interface Speed
	Using the speed command
	Using the negotiation auto command
	Using speed and negotiation auto command

	Ethernet MTU

	Link Layer Discovery Protocol (LLDP)
	Specifying User-Defined LLDP TLV Values
	Enabling LLDP Globally
	Enabling LLDP Per Interface
	Transmission of VLAN-Tagged LLDP Packets
	Configuration
	Verification


	Dense Wavelength Division Multiplexing Tunable Optics
	Configuring the DWDM Tunable Optics

	Priority Flow Control (PFC)
	Restrictions for PFC
	Configuring Priority Flow Control

	Optical Transport Networks
	Restrictions and Important Guidelines
	OTN Architecture
	Configuring OTN Interface

	How to Configure Interfaces in Breakout Mode
	Information About Breakout
	Configure Breakout in a Port
	Remove the Breakout Configuration
	Verify a Breakout Configuration

	How to Configure Interfaces in Breakout Mode
	Information About Breakout
	Configure Breakout in a Port
	Remove the Breakout Configuration
	Verify a Breakout Configuration


	Configuring Ethernet OAM
	Ethernet OAM
	Ethernet Link OAM
	Neighbor Discovery
	EFD
	MIB Retrieval
	Miswiring Detection (Cisco-Proprietary)
	SNMP Traps
	How to Configure Ethernet OAM
	Configuring Ethernet Link OAM
	Configuring an Ethernet Link OAM Profile
	Attaching an Ethernet Link OAM Profile to an Interface
	Configuring Ethernet Link OAM at an Interface and Overriding the Profile Configuration
	Verifying the Ethernet Link OAM Configuration


	Configuration Examples for Ethernet Link OAM Interfaces
	Configuring an Ethernet Link OAM Profile Globally: Example
	Configuring Ethernet Link OAM Features on an Individual Interface: Example
	Configuring Ethernet Link OAM Features to Override the Profile on an Individual Interface: Example
	Recovering from error-disable: Example
	Clearing Ethernet Link OAM Statistics on an Interface: Example


	Unidirectional Link Detection Protocol
	Types of Fault Detection
	UDLD Modes of Operation
	Configure UDLD

	Ethernet CFM
	Maintenance Domains
	Services
	Maintenance Points
	MIP Creation
	MEP and CFM Processing Overview
	CFM Protocol Messages
	Continuity Check (IEEE 802.1ag and ITU-T Y.1731)
	Loopback (IEEE 802.1ag and ITU-T Y.1731)
	Linktrace (IEEE 802.1ag and ITU-T Y.1731)
	Configurable Logging
	Flexible VLAN Tagging for CFM
	Configuring Ethernet CFM
	Configuring a CFM Maintenance Domain
	Configuring Services for a CFM Maintenance Domain
	Enabling and Configuring Continuity Check for a CFM Service
	Configuring Automatic MIP Creation for a CFM Service
	Configuring Cross-Check on a MEP for a CFM Service
	Configuring Other Options for a CFM Service
	Configuring CFM MEPs
	Configuring Y.1731 AIS
	Configuring AIS in a CFM Domain Service
	Configuring AIS on a CFM Interface
	Configuring Flexible VLAN Tagging for CFM
	Verifying the CFM Configuration
	Troubleshooting Tips

	Configuration Examples for Ethernet CFM
	Ethernet CFM Domain Configuration: Example
	Ethernet CFM Service Configuration: Example
	Flexible Tagging for an Ethernet CFM Service Configuration: Example
	Continuity Check for an Ethernet CFM Service Configuration: Example
	MIP Creation for an Ethernet CFM Service Configuration: Example
	Cross-check for an Ethernet CFM Service Configuration: Example
	Other Ethernet CFM Service Parameter Configuration: Example
	MEP Configuration: Example
	Ethernet CFM Show Command: Examples
	Ethernet CFM Command for flexible packet format: Examples
	MDID String format: Example
	MDID Invalid format: Example

	AIS for CFM Configuration: Examples
	AIS for CFM Show Commands: Examples
	show ethernet cfm interfaces ais Command: Example
	show ethernet cfm local meps Command: Examples
	show ethernet cfm local meps detail Command: Example


	CFM Adaptive Bandwidth Notifications
	Bandwidth Notification Messages
	Restrictions for CFM Bandwidth Notifications
	Bandwidth Reporting
	Damping Algorithm
	Conformance Testing Algorithm

	Embedded Event Manager
	Event Publishing

	Configure CFM Bandwidth Notifications

	CFM Over Bundles
	CFM with SAT and EDPL
	Y.1731 Performance Monitoring
	Two-Way Delay Measurement for Scalability
	Configuring Two-Way Delay Measurement

	Synthetic Loss Measurement
	Configuring Synthetic Loss Measurement


	CFM and Y 1731 on VPLS over BGP Signaling
	Configure CFM and Y 1731 on VPLS over BGP Signaling

	Ethernet SLA Statistics Measurement in a Profile
	Link loss forwarding
	Link state monitor and propagation by CFM
	Restrictions for link loss forwarding
	Configure link loss forwarding



	Configuring Integrated Routing and Bridging
	IRB Introduction
	Bridge-Group Virtual Interface
	Supported Features on a BVI
	Two-Pass Forwarding over BVI

	BVI Interface and Line Protocol States
	Prerequisites for Configuring IRB
	Restrictions for Configuring IRB
	How to Configure IRB
	Configuring the Bridge Group Virtual Interface
	Configuration Guidelines

	Configuring the Layer 2 AC Interfaces
	Configuring a Bridge Group and Assigning Interfaces to a Bridge Domain
	Associating the BVI as the Routed Interface on a Bridge Domain
	Displaying Information About a BVI

	Additional Information on IRB
	Packet Flows Using IRB
	Packet Flows When Host A Sends to Host B on the Bridge Domain
	Packet Flows When Host A Sends to Host C From the Bridge Domain to a Routed Interface
	Packet Flows When Host C Sends to Host B From a Routed Interface to the Bridge Domain

	Configuration Examples for IRB
	Basic IRB Configuration: Example
	IPv4 Addressing on a BVI Supporting Multiple IP Networks: Example
	IRB With BVI and VRRP Configuration: Example


	Configuring Link Bundling
	Limitations and Compatible Characteristics of Ethernet Link Bundles
	Configuring Ethernet Link Bundles
	Configuring LACP Fallback
	VLANs on an Ethernet Link Bundle
	Configuring VLAN over Bundles
	LACP Short Period Time Intervals
	Configuring the Default LACP Short Period Time Interval
	Configuring Custom LACP Short Period Time Intervals
	Bundle Consistency Checker
	Information About Configuring Link Bundling
	IEEE 802.3ad Standard
	Link Bundle Configuration Overview
	Link Switchover
	LACP Fallback


	Configuring Traffic Mirroring
	Introduction to Traffic Mirroring
	Traffic Mirroring Terminology
	Traffic Mirroring Types
	Characteristics of Source Port
	Characteristics of Destination Port
	Characteristics of Monitor Session
	Supported Scale
	Restrictions

	SPAN Types, Supported Features, and Configurations
	Local SPAN
	Remote SPAN
	Configure Remote Traffic Mirroring

	SPAN on Subinterfaces
	VLAN Subinterface as Ingress or Egress Source for Traffic Mirroring
	VLAN Subinterface as Ingress Source for Traffic Mirroring
	VLAN Interface as Egress Source for Traffic Mirroring

	Monitoring Traffic Mirroring on a Layer 2 Interface
	SPAN Filtering on Layer 2 Interface

	ACL-based SPAN
	Configuring Security ACLs for Traffic Mirroring
	Configuring UDF-Based Security ACL for Traffic Mirroring
	Verifying UDF-based Security ACL

	DSCP Bitmask to Filter Ingress SPAN Traffic
	Configure DSCP Bitmask to Filter Ingress SPAN Traffic

	SPAN Using 7-Tuples ACL
	Multiple SPAN ACL Sessions
	Multiple SPAN ACL Sessions in Single Interface
	Configure Multiple SPAN ACL Sessions


	Monitor Multiple SPAN ACL and Security ACL Sessions
	Configure Multiple SPAN ACL and Security ACL Monitor Sessions

	ACL-based Traffic Mirroring for Incoming (Rx) Traffic on Cisco NCS 5700 Series Line Cards
	Configure ACL-based Traffic Mirroring for Incoming (Rx) Traffic on Cisco NC57 Line Cards

	ACL-based Traffic Mirroring for Outgoing (Tx) Traffic on Cisco NCS 5700 Series Line Cards and Routers
	Prerequisites for ACL-based Traffic Mirroring for Outgoing (Tx) Traffic
	Configure ACL-based Traffic Mirroring for Outgoing (Tx) Traffic

	Attaching the Configurable Source Interface

	ERSPAN
	Introduction to ERSPAN Egress Rate Limit
	Topology
	Configure ERSPAN Egress Rate Limit

	ERSPAN Traffic to a Destination Tunnel in a Default VRF
	ERSPAN Traffic to a Destination Tunnel in a Non-Default VRF
	DSCP Marking on Egress GRE Tunnel in ERSPAN
	Configure DSCP Marking on Egress GRE Tunnel in ERSPAN


	SPAN over Pseudowire
	Configure SPAN over Pseudowire
	Verify SPAN over Pseudowire

	SPAN-to-File
	SPAN-to-File Enhancements
	Configure SPAN-to-File
	Action Commands for SPAN-to-File


	File Mirroring
	Configure File Mirroring

	Forward-Drop Packets Mirroring
	Mirror Forward-Drop Packets
	Configure Forward-Drop Mirroring



	Troubleshoot Traffic Mirroring

	Configuring Virtual Loopback and Null Interfaces
	Information About Configuring Virtual Interfaces
	Virtual Loopback Interface Overview
	Prerequisites for Configuring Virtual Interfaces
	Configuring Virtual Loopback Interfaces
	Null Interface Overview
	Configuring Null Interfaces
	Configuring Virtual IPv4 Interfaces


	Configuring GRE Tunnels
	Configuring GRE Tunnels
	Single Pass GRE Encapsulation Allowing Line Rate Encapsulation
	Configure GRE Single-Pass Entropy
	Running Configuration
	Verification



	Configuring IP-in-IP Tunnels
	IP-in-IP Decapsulation
	Decapsulation Using Tunnel Source Direct
	Guidelines and Limitations
	Configure Decapsulation Using Tunnel Source Direct



	Understand Generic UDP Encapsulation
	Restrictions
	Configure GUE
	Flexible Assignment of UDP Port Numbers for Decapsulation
	Guidelines for Setting up Decapsulation Using Flexible Port Numbers
	Outer-Header Hashing Support for IPoGREoGUE and MPLSoGREoUDP Flows
	Running Configuration
	Verification


	Configuring 400G Digital Coherent Optics
	Configuring Frequency
	Configuring Chromatic Dispersion
	Configuring Optical Transmit Power
	Configuring Muxponder Mode
	Configuring Modulation
	Configuring DAC Rate
	Configuring FEC
	Configuring Loopback
	Configuring Performance Monitoring
	Configuring PM Parameters
	Configuring Alarms Threshold
	Alarms Troubleshooting
	CD Alarm
	Clear the CD Alarm

	DGD Alarm
	Clear the DGD Alarm

	FLEXO_LOF
	Clear the FLEXO_LOF Alarm

	FLEXO_LOM
	Clear the FLEXO_LOM Alarm

	HI-LASERBIAS Alarm
	Clear the HI-LASERBIAS Alarm

	HI-RXPOWER Alarm
	Clear the HI-RXPOWER Alarm

	HI-RXPOWER Warn
	Clear the HI-RXPOWER Warn Alarm

	HI-TEMP Alarm
	Clear the HI-TEMP Alarm

	HI-TEMP Warn
	Clear the HI-TEMP Warn Alarm

	HI-TXPOWER Alarm
	Clear the HI-TXPOWER Alarm

	HI-TXPOWER Warn
	Clear the HI-TXPOWER Warn Alarm

	IMPROPER-REM
	Clear the IMPROPER-REM Alarm

	LOF
	Clear the LOF Alarm

	LOL
	Clear the LOL Alarm

	LOM
	Clear the LOM Alarm

	LO-RXPOWER Alarm
	Clear the LO-RXPOWER Alarm

	LO-RXPOWER Warn
	Clear the LO-RXPOWER Warn Alarm

	LOS
	Clear the LOS Alarm

	LOS-P
	Clear the LOS-P Alarm

	LO-TXPOWER Alarm
	Clear the LO-TXPOWER Alarm

	LO-TXPOWER Warn
	Clear the LO-TXPOWER Warn Alarm

	OOR_CD
	Clear the OOR_CD Alarm

	OSNR Alarm
	Clear the OSNR Alarm

	UNC-WORD Alarm
	Clear the UNC-WORD Alarm

	WVL-OOL
	Clear the WVL-OOL Alarm



	Configuring Controllers
	Optics Controllers
	Maintenance Mode
	Performance Monitoring
	Fibre Channel over PLE Transmission Using TTS Auto-Negotiation
	Restrictions and Usage Guidelines for FC over PLE transmission using TTS Auto-Negotiation
	Configure FC over PLE transmission using TTS Auto-Negotiation

	How to Configure Controllers
	Configuring Optics Controller
	Restrictions and Usage Guidelines for Port Modes
	Configure Port Mode Speed
	Configure Lower Port Speeds for Dual-Mode Optical Modules
	Configuring Wavelength
	Configuring Coherent DSP Controller
	Configuring Performance Monitoring

	Verify Controller Details
	Replace Optical Module

	Configuring QDD Optical Line System
	Configuring QDD Optical Line System
	Supported Routers and MPAs
	Supported Wavelength or Frequency Configuration
	Port mapping for QDD OLS pluggable (Reference)
	QDD OLS Configurations
	Configuring the Operational Mode, Amplifier Gain, and Amplifier Output Power
	Configuring the Low-Threshold Power
	Configuring the Optical Safety Remote Interlock (OSRI)
	Configuring Safety Control Mode

	Use Case for QDD OLS pluggable
	8-Channel Optical Line System (Reference)

	OLS Alarms Troubleshooting

	Global Navigation Satellite System
	Configuring the Global Navigation Satellite System
	Information About GNSS
	Overview of GNSS
	Operation of GNSS Module
	Prerequisites for GNSS
	Restrictions for GNSS

	Configure GNSS

	Configuring WAN-PHY Controllers
	WAN-PHY Controller
	Restrictions
	Configuring SONET Mode on an Interface
	Configuring SDH Mode on an Interface
	TSoP Smart SFP for SDH and SONET Encapsulation
	Prerequisites for TSoP
	Restrictions for TSoP
	Guidelines for TSoP Smart SFP
	De-jitter Buffer
	Configuration for TSoP

	Managing Router Hardware
	Clear the Memory and the Partitions of a Card
	Automatic Fabric Link Shutdown
	System Logs during RSP Switchover


