Exec Scripts

Cisco I0OS XR exec scripts are on-box scripts that automate configurations of devices in the network. The
exec scripts are written in Python using the Python libraries that Cisco provides with the base package. For
the list of supported packages, see Cisco 10S XR Python Packages. The scripts access the configuration and
retrieve the operational state of the network element. You can trigger the exec scripts manually via CLI
commands or an RPC over the NETCONF protocol. The script performs the operations that management
scripts perform from an external controller. The operations include connecting to NETCONF server on the
router, configuring the router, querying the operational data using data models, or CLI. You can download
scriptsto the disk, configure the scripts, and view the operational data. You can run a maximum of 10 scripts
simultaneously.

A script management repository on the router manages the exec scripts. This repository is replicated on both
RPs.

In10OS XR, AAA authorization controls the user access and privilegesto perform operations. To run the exec
script, you must have root user permissions.

Exec scripts provide the following advantages:
* Provides automation capabilities to ssmplify complex operations.
* Create customized operations based on the requirement.

« Provide flexibility in changing the input parametersfor every script run. Thisfosters dynamic automation
of operational information.

« Detect and display errors and warnings when executing an operation.

« Run multiple automated operations in parallel without blocking the console.

This chapter gets you started with provisioning your Python automation scripts on the router.

Note

This chapter does not delve into creating Python scripts, but assumes that you have basic understanding of
Python programming language. This section will walk you through the process involved in deploying and
using the scripts on the router.

 Workflow to Run an Exec Script, on page 2
« Manage Scripts, on page 11
» Example: Exec Script to Verify Bundle Interfaces, on page 12
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Workflow to Run an Exec Script

Compl ete the following tasks to provision exec scripts:

» Download the script—Add the script to the appropriate exec script directory on the router. using the
script add exec command.

* Configure checksum—Check script integrity and authenticity using the script exec <script.py> checksum
command.

« Run the script—Trigger changes to the router configuration. Include arguments, set the maximum time
for the script to run, setup log levels using the script run command.

* View the script execution details—Validate the script and retrieve the operational data using the show
script execution command.

The following image shows a workflow diagram representing the steps involved in using an exec script:
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Download the Script to the Router .

Download the Script to the Router

To manage the scripts, you must add the scripts to the script management repository on the router. A
subdirectory is created for each script type. By default, this repository stores the downloaded scriptsin the
appropriate subdirectory based on script type.

Script Type Download Location

config harddi sk: /mrror/script-mgnt/config
exec harddi sk: /mirror/script-ngnt/exec
process har ddi sk: /mirror/script-ngnt/process
eem harddi sk: /mrror/script-nmgnt/eem

The scripts are added to the script management repository using two methods:

* Method 1: Add script from a server

» Method 2: Copy script from external repository to harddisk using scp or copy command

In this section, you learn how to add exec- scri pt . py script to the script management repository.

Step 1 Add the script to the script management repository on the router using one of the two options:

» Add Script From a Server
Add the script from a configured HTTP server or the harddisk location in the router.

Rout er#scri pt add exec <script-location> <script.py>

The following example shows a config script exec- scri pt . py downloaded from an externa repository
http://192.0.2.0/scripts:

Rout er#script add config http://192.0.2.0/scripts exec-script.py
Fri Aug 20 05:03:40.791 UTC
exec-script.py has been added to the script repository

Note Therepository can belocal to therouter, or accessed remotely through TFTP, SCP, FTE, HTTP, or HTTPS
protocols. In addition to the default Virtual Routing and Forwarding (VRF), support is also extended for
non-default VRF.

You can add a maximum of 10 scripts simultaneously.
Rout er#scri pt add exec <script-location> <scriptl.py> <script2.py> ... <scriptl0.py>

You can also specify the checksum val ue while downloading the script. This value ensures that the file being copied
is genuine. You can fetch the checksum of the script from the server from where you are downloading the script.
However, specifying checksum while downloading the script is optional.

Note Only SHA 256 checksum is supported.

Rout er#script add exec http://192.0.2.0/scripts exec-script.py checksum SHA256 <checksum val ue>
For multiple scripts, use the following syntax to specify the checksum:

Rout er#scri pt add exec http://192.0.2.0/scripts <scriptl.py> <scriptl-checksunr <script2. py>
<scri pt 2- checksun»
. <script10. py> <scri pt 10- checksun»
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If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.
» Copy the Script from an External Repository

You can copy the script from the external repository to the routers harddisk and then add the script to the script
management repository.

a. Copy the script from aremote location to harddisk using scp or copy command.
Rout er #scp userx@92. 0. 2. 0:/scripts/exec-script.py /harddisk:/

b. Add the script from the harddisk to the script management repository.

Rout er #scri pt add exec /harddi sk:/ exec-script.py
Fri Aug 20 05:03:40.791 UTC
exec-script.py has been added to the script repository

Step 2 Verify that the scripts are downloaded to the script management repository on the router.

Example:

Rout er #show scri pt st atus
Wed Aug 25 23:10: 50.453 UTC

Nane | Type | Status | Last Action | Action Tine

exec-script.py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021

Script exec-script. py iscopied to har ddi sk: / m rror/scri pt-ngnt/ exec directory on the router.

Update Scripts from a Remote Server

Table 1: Feature History Table

Feature Name Release Information Description
Update Automation Scriptsfrom |Release 7.5.1 Thisfeature lets you update
Remote Server automation scripts across routers

by accessing the master script from
aremote site. This eases script
management, where you make
changes to the master script and
then copy it to routerswhereitis
deployed.

This feature introduces the
auto-updatekeyword inthescript
exec command.

You can maintain the latest copy of the scriptsin aremote location, and configure the routers to automatically
update the local copy with the latest copy on the server as required.

You can update the script using one of the following options.
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» Config CLI commands:

Update Scripts from a Remote Server .

a. Update the script on the router with the version on the remote server.

Rout er (confi g) #scri pt exec auto-update sanpl e3.py http://10.23. 255. 205
condition [manual | on-run | schedul €]

In this example, sanpl e3. py script isautomatically updated from the remote server at ht t p: // 10. 23. 255. 205.
You can set conditions when updating the script.

The repository can be accessed remotely through FTR, HTTP, HTTPS, TFTP or SCP protocols.

Condition

Description

manual

Update manually with an Exec CL1 (default). The following option
is supported:

» vrf—Specify the non-default Virtual Routing and Forwarding
(VRF) name.

* username—Enter the username.

* password—Enter the password.

on-run

Update the exec script during run time. The following options are
supported:

» on-fail—Specify one of the actions on failure.

* do-not-run—Do not run the script on failure.

« run-loca—Run the local copy of the script.

« vrf—Specify the non-default VRF name.
* username—Enter the username.

* password—Enter the password.

Note Only the exec scripts support the on-run option.

schedule

Update automatically at specified timeintervals. Thefollowing option
iS supported:

*» <60-262800>—Update interval in minutes
* username—Enter the username.

* password—Enter the password.

Note The schedule option does not support SCP protocol.

Note Do not specify the username and password inside the URL of the remote server.

b. Commit the configuration.

Rout er (confi g) #comi t
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c. Runthe script.

Rout er#scri pt run sanpl e3. py background

Tue Nov 16 12:50:33.512 UTC

sanpl e3. py has been added to the script repository
Script run schedul ed: sanpl e3.py. Request |ID 1624990452
You can specify additional options to the command:

e arguments: Script command-line arguments. The format is stringsin single quotes. Escape double quotes
inside string arguments.

« description: Description of script run.
« log-level: Script logging level. Default is INFO.
« log-path: Location to store script logs.

e max-runtime: Maximum run time of script.

* Exec CLI commands:
When you run the script, the script is downloaded and the checksum is automatically configured on the router.

* If on-run option is configured, running the script run command downloads the script.
« If manual option is configured, then you must run script update Exec command.

« If schedule option is selected, then the script is automatically updated after the specified interval.

a. Update the script on the router with the version on the remote server.

Rout er#scri pt update manual exec sanpl e2. py
Tue Nov 16 12:20:23.058 UTC
sanpl e2. py has been added to the script repository

You can set options when updating the script:

Option Description
WORD Script name.
all Update all scriptsin config.

Invoke Scripts from a Remote Server

You can directly run the script using the URL to the remote server and provide the checksum value. The
checksum is a mandatory parameter. The format of the URL is
[protocol]://[user:password@server[:port]/directory/file_nane.

Run the script from the remote server.

Example:

Rout er#script run http://10.23.255. 205/ sanpl el. py checksum
5103a843032505decc37f f 21089336e4bcc6al061341056ca8add3ac5d6620ef backgr ound
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Configure Checksum for Exec Script .

Tue Nov 16 12:12:08.614 UTC
Script run schedul ed: sanplel.py. Request ID: 1624990451

The repository can be accessed remotely through FTR, HTTP, HTTPS, TFTP or SCP protocols.
You can specify additional options to the command:

 arguments: Script command-line arguments. The format is strings in single quotes. Escape double quotesinside
string arguments.

* description: Description of script run.

* log-level: Script logging level. Default is INFO.
« log-path: Location to store script logs.

* max-runtime: Maximum run time of script.

« vrf: Specify the VRF for the network file system.

Configure Checksum for Exec Script

Step 1

Step 2

Every script is associated with a checksum value. The checksum ensures the integrity of the script that is
downloaded from the server or external repository isintact, and that the script is not tampered. The checksum
isastring of numbers and letters that act as a fingerprint for script. The checksum of the script is compared
with the configured checksum. If the values do not match, the script is not run and a syslog warning message
is displayed.

It is mandatory to configure the checksum to run the script.

Note Exec scripts support SHA256 checksum.

Before you begin

Ensure that the script is added to the script management repository. See Download the Script to the Router,
on page 3.

Retrieve the SHA 256 checksum hash value for the script. Ideally this action would be performed on atrusted device,
such as the system on which the script was created. This minimizes the possibility that the script is tampered with.

Example:

Ser ver $sha256sum sanpl el. py
94336f 3997521d6elaecOeebf aab0233562d53d4de7b0092e80b53caed58414b sanpl el. py

Make note of the checksum value.

View the status of the script.

Example:

Rout er #show script status detail
Fri Aug 20 05:04:13.539 UTC
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Step 3

Step 4

Step 5

Nane | Type | Status | Last Action | Action Tine
sanpl el. py | exec | Config Checksum | NEW | Fri Aug 20 05:03:41 2021
Scri pt Name . sanpl el. py
Hi story:
1. Acti on . NEW
Ti e : Fri Aug 20 05:03:41 2021

Description : User action IN_CLOSE_ WRI TE

The st at us shows that the checksum is not configured.

Enter global configuration mode.

Example:
Rout er #confi gur e

Configure the checksum.

Example:

Rout er (confi g) #scri pt exec sanpl el. py checksum SHA256

94336f 3997521d6elaecOeebf aab0233562d53d4de7b0092e80b53caed58414b
Rout er (confi g) #conmi t

Tue Aug 24 10: 23:10. 546 UTC

Rout er (confi g) #end

Verify the status of the script.

Example:

Rout er #show scri pt status detail
Fri Aug 20 05:06:17.296 UTC

Nane | Type | Status | Last Action | Action Tine
sanpl el. py | exec | Ready | NEW | Fri Aug 20 05:03:41 2021
Scri pt Name : cpu_l oad. py
Checksum © 94336f 3997521d6elaecOeebf aab0233562d53d4de7b0092e80b53caed58414b
Hi story:
1. Acti on : NEW
Ti me : Fri Aug 20 05:03:41 2021
Checksum © 94336f 3997521d6elaecOeebf aab0233562d53d4de7b0092e80b53caed58414b

Description : User action IN_CLOSE_ WRI TE

The status Ready indicates that the checksum is configured and the script is ready to be run. When the script is run, the
checksum valueis recalculated to check if it matches with the configured hash value. If the values differ, the script fails.
It is mandatory for the checksum values to match for the script to run.
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Run the Exec Script

Run the Exec Script .

To run an exec script, use the script run command. After the script isrun, arequest ID is generated. Each
script run is associated with a unique request ID.

Before you begin

Ensure the following prerequisites are met before you run the script:

1. Download the Script to the Router, on page 3

2. Configure Checksum for Exec Script, on page 7

Run the exec script.

Example:

Rout er #scri pt run sanpl el. py
Wed Aug 25 16:40:59. 134 UTC

Script run schedul ed:

sanpl el. py. Request | D 1629800603

Script sanpl el. py (exec) Execution conplete: (Reqg. |D 1629800603) : Return Value: 0 (Executed)

Scripts can be run with more options. The following table lists the various options that you can provide at run time;

Keyword Description

arguments Script command-line arguments. Syntax: Strings in single quotes. Escape double quotes
inside string arguments (if any).
For example:
Rout er#script run sanplel. py argunents 'hello world '-r' '-t' 'exec' '--sleep'

'5' description "Sanple exec script"

background Run script in background. By default, the script runsin the foreground.
When a script is run in the background, the console is accessible only after the script runis
complete.

description Description about the script run.
Rout er#script run sanplel.py argunents '-argl' 'reload' '-arg2' 'all'’
"description' "Script reloads the router”
When you provide both the argument and description ensure that the argumentsarein single
quote and description isin double quotes.

log-level Script logging level. The default valueis | NFO.
You can specifiy what information is to be logged. The log level can be set to one of these
options—Critical, Debug, Error, Info, or Warning.

log-path L ocation to store the script logs. The default log file location is in the script management
repository har ddi sk: /mirror/script-ngnt/| ogs.

max-runtime Maximum run-time of script can be set between 1-3600 seconds. The default value is 300.
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The script run is complete.

View the Script Execution Details

View the status of the script execution.

Before you begin

Ensure the following prerequisites are met before you run the script:
1. Download the Script to the Router, on page 3

2. Configure Checksum for Exec Script, on page 7

3. Run the Exec Script, on page 9

Step 1 View the status of the script execution.

Example:

Rout er #show scri pt execution
Wed Aug 25 18:32:12.351 UTC

Req. ID | Nane (type) | Start | Duration | Return | Status

1629800603| sanpl el. py (exec) | Wed Aug 25 16:40:59 2021 | 60.62s | O | Executed

You can view detailed or filtered data for every script run.

Step 2 Filter the script execution status to view the detailed output of a specific script run viarequest ID.

Example:

Rout er #show scri pt execution request-id 1629800603 detail output
Wed Aug 25 18:37:12.920 UTC

Req. ID | Nane (type) | Start | Duration |
Return | Status

1629800603| sanpl el. py (exec) | Wed Aug 25 16:40:59 2021 | 60.62s | O
| Executed

Script Name : sanplel. py
Log location : /harddisk:/mrror/script-ngnt/|ogs/sanplel. py_exec_1629800603

Ar gunent s
Run Options : Logging level - INFO Mx. Runtime - 300s, Mde - Foreground
Event s:
1. Event © New
Ti me : Wed Aug 25 16:40:59 2021
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Ti ne El apsed :

Descri ption
2. Event
Ti e

Ti ne El apsed :

Descri ption
3. Event
Ti e

Descri ption

Ti ne El apsed :

Manage Scripts .

0. 00s Seconds

None

Started

Wed Aug 25 16:40:59 2021

0. 03s Seconds

Script execution started. PID (20736)
Execut ed

Wed Aug 25 16:42: 00 2021

60. 62s Seconds

Script execution conplete

Qutput File : /harddisk:/mrror/script-nmgnt/|ogs/sanplel.py_exec_1629800603/ st dout .| og

Cont ent

Keyword Description

detail Display detailed script execution history, errors, output and deleted scripts.
Rout er #show scri pt execution detail [errors | output | show del]

last <number> Show last N (1-100) execution requests.

Rout er #show scri pt execution |last 10

Thisexample will display thelist of last 10 script runswith their request 1Ds, type of script,
timestamp, duration that the script was run, number of errrors, and the status of the script
run.

name <filename>

Filter operational data based on script name. If not specified, all scripts are displayed.

Rout er #show scri pt execution nane sanpl el. py

request-id <value>

Display summary of the script using request-1D that is generated with each script run.
Rout er #show scri pt execution request-1D 1629800603

reverse Display therequest | Dsfrom the script execution in reverse chronol ogical order. For example,
the request-1D from the latest run is displayed first, followed by the descending order of
request-1Ds.
Rout er#scri pt script execution reverse

status Filter data based on script status.

Rout er #[ st at us {Excepti on, Executed, Killed, Started, Stopped, Ti med-out}]

Manage Scripts

This section shows the additional operations that you can perform on a script.
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Delete Exec Script from the Router

Step 1

Step 2

Step 3

Delete the script from the script management repository using the script remove command. This repository
stores the downloaded scripts.

View thelist of scripts present in the script management repository.

Example:

Rout er #show scri pt st atus
Wed Aug 25 23:10:50.453 UTC

Nane | Type | Status | Last Action | Action Tine

sanpl el. py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021
sanpl e2. py | exec | Config Checksum | NEW | Wed Aug 25 23:44:53 2021
sanpl e3.py | config | Config Checksum| NEW | Wed Aug 25 23:44:57 2021

Ensure the script you want to delete is present in the repository.

Delete the script.

Example:

Rout er #scri pt renove exec sanpl e2. py
Wed Aug 25 231:46:38.170 UTC
sanpl e2. py has been del eted fromthe script repository

You can also del ete multiple scripts simulataneoul sy.

Verify the script is deleted from the subdirectory.

Example:

Rout er #show scri pt status
Wed Aug 25 23:48:50.453 UTC

Nane | Type | Status | Last Action | Action Tine
sanpl el. py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021
sanpl e3.py | config | Config Checksum| NEW | Wed Aug 25 10:44:57 2021

The script is deleted from the script management repository.

Example: Exec Script to Verify Bundle Interfaces

In thisexample, you create a script to verify the bandwidth usage of bundle interfaces on the router, and check
if it is beyond the defined limit. If usage is above the limit, the script generates a syslog indicating that the
bandwidth is above the limit, and additional interfaces must be added to the bundle.

Before you begin
Ensure you have completed the following prerequisites before you validate the script:

1. Create an exec script verify_bundl e. py. Store the script on an HTTP server or copy the script to the
harddisk of the router.
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Example: Exec Script to Verify Bundle Interfaces .

Bundl e i nterfaces bandw dth verification script

Verify bundle interfaces npls packets per sec is below threshold.
If pkts/sec is greater than threshold then print syslog nessage
and add list of newinterfaces to bundle

Argunent s:
-h, --help show this hel p message and exit
-n NAME, --name NAME Bundle interface nanme

-t THRESHOLD, --threshold THRESHOLD
Bandwi dt h t hreshol d
-m MEMBERS, --nenbers MEMBERS
interfaces (coma separated) to add to bundle
i nport re
i mport argparse
fromiosxr.xrcli.xrcli_helper inmport XrcliHel per
from cisco.script_ngnt inport xrlog

sysl og = xrlog. get SysLogger (' verify_bundle')
log = xrlog.getScriptLogger('verify_bundle')

def add_bundl e_nenber s(bundl e_nane, nenbers):

hel per = Xrcli Hel per ()
bundl e_pattern = re.conpile('[A-Z, a-z, ]1([0-9]+)")
mat ch = bundl e_pattern. search(bundl e_nane)
if match:
bundl e_id = match. group(1)
el se:
rai se Exception('lnvalid bundle name')
cfg ="'
for menber in nenbers:

cfg = cfg + "interface % \nbundle id % node active\nno shutdown\n' %\
(menber. strip(), bundle_id)

log.info("Configs to be added : \n%" % cfqg)
result = hel per.xr_apply_config_string(cfg)

if result['status'] == 'success':
msg = "Configuring new bundl e nenbers successful”
sysl og. i nfo(nmsg)
| 0g.info(msg)
el se:
msg = "Configuring new bundl e nenbers fail ed"

sysl og. war ni ng( nmsg)
| 0g. war ni ng( msg)

def verify_bundl e(script_args):

hel per = Xrcli Hel per ()
cmd = "show interfaces % accounting rates" % script_args. name
cmd_out = hel per.xrcli_exec(cnd)
if not cnd_out['status'] == 'success':
rai se Exception('lnvalid bundle or error getting interface accounting rates')

I 0og.info(' Conmand output : \n%' %cnd_out['output'])
rate_pattern = re.conmpile("MPLS +[0-9]+ +[0-9]+ +[0-9]+ +([0-9]+)")
match = rate_pattern.search(cnd_out[' output'])
if match:
pkt spersec = int(match. group(1l))
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i f pktspersec > int(script_args.threshold):
msg = 'Bundle % bandw dth of % pps is above threshold of % pps' %\
(script_args. name, pktspersec, script_args.threshold)
| og.info(msg)
sysl og. i nfo(nsg)
return Fal se
el se:
msg = 'Bundle % bandw dth of % pps is below threshold of % pps' %\
(script_args. name, pktspersec, script_args.threshold)
| og.info(msg)
return True

mai n

if __name__ ==

parser = argparse. Argument Par ser (description="Verify budle")
parser. add_argument ("-n", "--nane",
hel p="Bundl e i nterface name")
parser.add_argunment ("-t", "--threshol d",
hel p="Bandwi dt h t hreshol d")
parser.add_argunent ("-nm', "--menbers",
hel p="i nterfaces (coma separated) to add to bundl e")
args = parser.parse_args()
log.info('Script arguments :')
| og.info(args)
if not verify_bundl e(args):
sysl og. i nfo("Addi ng new menbers (%) to bundle interfaces %" %
(args. nenbers, args.nane))
add_bundl e_menbers(args. nane, args.nenbers.split(',"))

2. Add the script from HTTP server or harddisk to the script management repository. See Download the
Script to the Router, on page 3.

3. Configure the checksum to verify the authenticity and integrity of the script. See Configure Checksum
for Config Script.

Step 1 View the script status.

Example:

Rout er #show scri pt status
Sat Sep 25 00:10:11.222 UTC

Nane | Type | Status | Last Action | Action Tine

The status indicates that the script is ready to be run.
Step 2 Run the script.

Example:

Rout er#scri pt run verify_bundl e. py argunents '--nane' 'Bundl e- Et her6432" '-t'

' 400000' '-m ' FourHundredG gEO/ 0/ 0/ 2

Sat Sep 25 00: 11:14.183 UTC

Script run schedul ed: verify_bundle. py. Request |ID: 1632528674

[2021-09-25 00: 11: 14,579] INFO [verify_bundle]:: Script argunments :

[ 2021- 09- 25 00: 11: 14,579] INFO [verify_bundl e]:: Nanmespace(nmenbers='Four Hundr edG gEO/ 0/ 0/ 2,
Four Hundr edG gEO/ 0/ 0/ 3' , nane=' Bundl e- Et her 6432' , t hr eshol d=' 400000' )

[2021-09- 25 00: 11: 14, 735] INFO [verify_bundl e]:: Command out put
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Step 3

Bundl e- Et her 6432

Pr ot ocol

I PV4_UNI CAST
MPLS

ARP

| PV6_ND
CLNS

[2021-09- 25 00: 11: 14, 736]

show i

nt erfaces Bundl e-

Example: Exec Script to Verify Bundle Interfaces .

Et her 6432 accounting rates --------------

I ngress Egress
Bits/sec Pkt s/ sec Bi ts/sec Pkt s/ sec
22000 40 0 0
0 0 1979249000 430742
0 0 0 0
0 0 0 0
1000 1 26000 3

I NFO [verify_bundle]::

Bundl e Bundl e- Et her 6432 bandwi dt h

of 430742 pps is above threshold of 400000 pps

[2021-09-25 00: 11: 14, 737]

interface FourHundredG gEO/ 0/ 0/ 2
bundl e id 6432 node active

no shut down

interface FourHundredG gEO/ 0/ 0/ 3
bundl e id 6432 node active

no shut down

[2021-09-25 00: 11: 18, 254]
Script verify_bundle.py (exec) Execution conplete:

INFO [verify_bundle]::

I NFO [verify_bundle]::

Configs to be added :

Configuring new bundl e menbers successful
(Req. 1D 1632528674) Return Val ue: 0 (Executed)

View the detailed output based on request ID. A request ID is generated for each script run.

Example:

Rout er #show scri pt execution request-id 1632528674 det ai |

Sat Sep 25 00:11:58.141 UTC

out put

Name (type)

Dur ati on | Return | Status

1632528674|

verify_bundl e. py (exec)

| Sat Sep 25 00:11:14 2021 | 4.06s | 0 |

Scri pt Nane verify_bundl e. py
Log location : /harddisk:/mrror/script-mgnt/Iogs/verify_bundl e. py_exec_1632528674
Argument s : '--nane', 'Bundle-Ether6432', '-t', '400000', '-m, 'FourHundredd gEO/0/0/ 2,
Four Hundr edG gEO/ 0/ 0/ 3'
Run Options Logging level - INFO, Max. Runtine - 300s, Mdde - Foreground
Events:
1 Event New
Ti e Sat Sep 25 00: 11: 14 2021
Time El apsed : 0.00s Seconds
Descri ption None
2. Event Started
Ti e Sat Sep 25 00: 11: 14 2021
Time El apsed : 0.02s Seconds
Descri ption Script execution started. PID (29768)
3. Event Execut ed
Ti e Sat Sep 25 00: 11:18 2021
Time El apsed : 4.06s Seconds
Descri ption Script execution conplete

Qutput File
Cont ent

/' harddi sk: /mrror/script-ngnt/logs/verify_bundl e. py_exec_1632528674/ st dout . | og

[2021-09-25 00: 11:14,579] INFO [verify_bundle]:: Script argunments :

[2021-09- 25 00: 11: 14, 579]

I NFO [verify_bundle]::

Namespace( menber s=' Four Hundr edG gEQ/ 0/ 0/ 2,
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Step 4

Step 5

Four Hundr edG gEO/ 0/ 0/ 3'
name=' Bundl e- Et her 6432' , t hreshol d=' 400000')
[2021-09-25 00: 11: 14, 735] I NFO [verify_bundle]:: Command out put

-------------- show i nterfaces Bundl e- Et her6432 accounting rates --------------
Bundl e- Et her 6432

I ngress Egress
Pr ot ocol Bits/sec Pkt s/ sec Bits/sec Pkt s/ sec
| PV4_UNI CAST 22000 40 0 0
MPLS 0 0 1979249000 430742
ARP 0 0 0 0
| PV6_ND 0 0 0 0
CLNS 1000 1 26000 3

[2021-09-25 00: 11:14,736] INFO [verify_bundle]:: Bundle Bundl e- Et her 6432 bandwi dth of 430742 pps is
above threshol d

of 400000 pps

[ 2021-09-25 00: 11: 14, 737] INFO [verify_bundle]:: Configs to be added :

interface FourHundredG gEO/ 0/ 0/ 2

bundl e id 6432 node active

no shut down

interface FourHundredG gEO/ 0/ 0/ 3

bundl e id 6432 node active

no shut down

[2021-09-25 00: 11: 18, 254] INFO [verify_bundle]:: Configuring new bundl e nmenbers successful

View the running configuration for the bundle interfaces.

Example:

Rout er #show runni ng-confi g i nterface FourHundredG gEO/ 0/ 0/ 2
Sat Sep 25 00:12:30.765 UTC
interface FourHundredG gEO/ 0/ 0/ 2

bundl e id 6432 nbde active
!

Rout er #show runni ng-confi g i nterface FourHundredG gEO/ 0/ 0/ 3
Sat Sep 25 00: 12: 38.659 UTC
interface FourHundredG gEO/ 0/ 0/ 3

bundl e id 6432 nbde active
!

View thelatest logs for more detail s about the script run. Here, thelast 10 logs are displayed. Thelogs show that configuring
new bundle membersis successful.

Example:

Rout er #show | oggi ng | ast 10
Sat Sep 25 00: 13: 34.383 UTC
Sysl og | oggi ng: enabled (0 nmessages dropped, O flushes, 0 overruns)
Consol e 1 oggi ng: |evel warnings, 178 nessages | ogged
Moni tor 1 ogging: |evel debugging, 0 nessages | ogged
Trap logging: level informational, O nmessages | ogged
Buf fer | ogging: |evel debugging, 801 nessages | ogged

Log Buffer (2097152 bytes):

RP/ 0/ RPO/ CPU0: Sep 25 00: 10: 05. 763 UTC:. confi g[ 66385]: %vGBL- CONFI G- 6-DB_COWM T : Confi guration

committed by user 'cisco'.

Use 'show configuration commt changes 1000000045 to view the changes.

RP/ 0/ RPO/ CPUO: Sep 25 00: 10: 07.971 UTC. config[ 66385]: 9%VGBL- SYS-5-CONFIG | : Configured from consol e
by cisco on vty0 (6. 3.65.175)
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RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 14. 447 UTC. script_control _cli[66627]: %S- SCRI PT_MGMI-6- 1 NFO :

Script-control: Script run schedul ed:

verify_bundl e. py. Request ID 1632528674

RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 14. 453 UTC. script_agent _mai n[ 347]: %OS- SCRI PT_MGMT- 6- | NFO :

Script-script_agent: Script execution

verify_bundle.py (exec) Started : Request ID: 1632528674 :: PID: 29768

RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 14. 453 UTC. script_agent _mai n[ 347]: %OS- SCRI PT_MGMT- 6- | NFO :

Script-script_agent: Starting execution

verify_bundle.py (exec) (Req. ID 1632528674) : Logs directory:

/harddi sk: /mrror/script-mgnt/|ogs/verify_bundl e. py_exec_1632528674

RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 14. 736 UTC. pyt hon3_xr[ 66632] : %S SCR PT_MGAMVI-6- 1 NFO : Scri pt-verify_bundl e:
Bundl e Bundl e- Et her 6432

bandwi dt h of 430742 pps is above threshold of 400000 pps

RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 14. 736 UTC. pyt hon3_xr[ 66632] : %S SCR PT_MGAMVI-6- 1 NFO : Scri pt-verify_bundl e:
Addi ng new nenbers

(Four Hundr edG gEO/ 0/ 0/ 2, Four Hundr edG gEO/ 0/ 0/ 3) to bundl e interfaces Bundl e- Et her 6432

RP/ 0/ RPO/ CPU0: Sep 25 00: 11:16.916 UTC. confi g[ 66655]: %vGBL- CONFI G- 6-DB_COW T : Confi guration

committed by user 'cisco' . Use 'show

configuration conmt changes 1000000046' to view the changes.

RP/ 0/ RPO/ CPUO: Sep 25 00: 11: 18. 254 UTC. pyt hon3_xr[ 66632] : %S SCR PT_MGAMI-6- 1 NFO : Scri pt-verify_bundl e:
Confi guring new bundl e nmenbers

successful

RP/ 0/ RPO/ CPUO: Sep 25 00: 11:18.497 UTC. script_agent _nmai n[ 347]: %0S- SCRI PT_MGMT- 6- | NFO :

Script-script_agent: Script verify_bundle. py

(exec) Execution conplete: (Req. | D 1632528674) : Return Value: 0 (Executed)
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