Use NETCONF Protocol to Define Network
Operations with Data Models

Table 1: Feature History Table

Feature Name Release Information Description
Unified NETCONFV1.0andV1.1 | Release 7.3.1 Cisco |OSXR supportsNETCONF
1.0 and 1.1 programmable

management interfaces. With this
release, a client can choose to
establishaNETCONF 1.0 or 1.1
session using a separate interface
for both these formats. This
enhancement provides a secure
channel to operate the network with
both interface specifications.

XR devices ship with the YANG files that define the data models they support. Using a management protocol
such as NETCONF or gRPC, you can programmatically query adevice for thelist of modelsit supports and
retrieve the mode files.

Network Configuration Protocol (NETCONF) isastandard transport protocol that communicates with network
devices. NETCONF provides mechanismsto edit configuration dataand retrieve operational datafrom network
devices. The configuration data represents the way interfaces, routing protocols and other network features

are provisioned. The operational datarepresentsthe interface statistics, memory utilization, errors, and so on.

NETCONF uses an Extensible Markup Language (XML )-based data encoding for the configuration data, as
well as protocol messages. It uses a simple RPC-based (Remote Procedure Call) mechanism to facilitate
communication between a client and a server. The client can be a script or application that runs as part of a
network manager. The server is anetwork device such as arouter. NETCONF defines how to communicate
with the devices, but does not handle what data is exchanged between the client and the server.

To enable NETCONF, use the ssh server capability netconf-xml command to reach XML subsystem on
port 22.

NETCONF Session

A NETCONF session isthe logical connection between a network configuration application (client) and a
network device (router). The configuration attributes can be changed during any authorized session; the effects
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arevisibleinal sessions. NETCONF is connection-oriented, with SSH asthe underlying transport. NETCONF
sessions are established with ahel | o message, where features and capabilities are announced. At the end of
each message, the NETCONF agent sendsthe]]>] 1> marker. Sessions are terminated using cl ose or ki | |

messages.

Configure NETCONF Agent

To configureaNETCONF TTY agent, use the netconf agent tty command. In this example, you configure
the throttle and session timeout parameters:

net conf agent tty
throttle (nmenory | process-rate)
session tineout

To enable the NETCONF SSH agent, use the following command:

ssh server v2

net conf agent tty

NETCONF Layers

NETCONF protocol can be partitioned into four layers:

Figure 1: NETCONF Layers
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« Content layer: includes configuration and notification data

» Operationslayer: definesaset of base protocol operationsinvoked as RPC methodswith XM L-encoded

parameters

» Messages layer: provides a simple, transport-independent framing mechanism for encoding RPCs and

notifications

* Secure Transport layer: provides a communication path between the client and the server

For more information about NETCONF, refer RFC 6241.

Thisarticle describes, with a use case to configure the local time on arouter, how data models help in afaster

programmatic configuration as comapared to CL1I.

* NETCONF Operations, on page 3
* Retrieve Default Parameters Using with-defaults Capability, on page 7

* Retrieve Transaction ID for NSO Operations, on page 13

* Set Router Clock Using Data Model in a NETCONF Session, on page 15
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NETCONF Operations

NETCONF defines one or more configuration datastores and all ows configuration operations on the datastores.
A configuration datastoreis acomplete set of configuration datathat isrequired to get adevicefromitsinitial
default state into adesired operational state. The configuration datastore does not include state data or executive

commands.

NETCONF Operations ]

The base protocol includes the following NETCONF operations:

+- - get
+- -1 ock

+--unLock
+--cl ose- sessi on
+--kill-session

+--get-config
+--edit-Config
+- - mer ge
+--repl ace
+--create
+--delete
+--renove
+--defaul t-operations
+- - mer ge
+--repl ace
+--none

These NETCONF operations are described in the following table:

NETCONF
Operation

Description

Example

<get-config>

Retrievesall or part of aspecified
configuration from anamed data
store

Retrieve specific interface configuration details from
running configuration using filter option

<rpc message-i d="101"

xm ns="urn:ietf:parans: xm : ns: netconf: base: 1. 0" >|
<get - confi g>

<sour ce>

<runni ng/ >

</ sour ce>

<filter>

<interface-configurations
xnhns="http://ci sco. conins/ yang/ d sco- 1 G5 XR i f ngr- cf g"\
<i nterface-configurati on>
<active>act</active>

<i nt er f ace- nane>TenG gEO/ 0/ 0/ 2/ 0</ i nt er f ace- nanme>|
</interface-configuration>
</interface-configurations>
</filter>

</ get-config>

</rpc>
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NETCONF
Operation

Description

Example

<get>

Retrieves running configuration
and device state information

Retrieve all acl configuration and device state
information.

Request :

<get >

<filter>

<i pv4-acl -and- prefix-1ist

xnmns="http://ci sco. comins/ yang/ G sco- 1 G5 XR i pv4-acl - oper"/ >
</filter>

</ get >

<edit-config>

Loads all or part of a specified
configuration to the specified
target configuration

Configure ACL configs using M er ge operation

<rpc message-id="101"

xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >

<edit-config>

<t ar get ><candi dat e/ ></ t ar get >

<config

xm ns: xc="urn:ietf:paranms: xn : ns: net conf : base: 1. 0" >

<i pv4-acl -and-prefix-1list

xnhns="ht t p: // ci sco. comi ns/ yang/ G sco- |1 G5 XR i pv4-acl - cfg"
Xc: operation="nerge">

<accesses>

<access>

<access-| i st-name>acl v4- 1</ access-|i st - name>

<access-list-entries>

<access-list-entry>

<sequence- nunber >10</ sequence- nunber >

<r emar k>GUEST</ r emar k>

</ access-list-entry>

<access-list-entry>

<sequence- nunber >20</ sequence- nunber >

<grant >perm t </ grant >

<sour ce- net wor k>

<sour ce- address>172. 0. 0. 0</ sour ce- addr ess>

<sour ce-W | d-car d-bi t s>0. 0. 255. 255</ sour ce-wi | d- car d- bi t s

</ sour ce- net wor k>

</ access-list-entry>

</ access-list-entries>

</ access>

</ accesses>

</ipvé4-acl-and-prefix-list>

</ confi g>

</edit-config>

</rpc>

Commi t :

<rpc message-id="101"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<commi t/ >
</rpc>

[l Use NETCONF Protocol to Define Network Operations with Data Models



| Use NETCONF Protocol to Define Network Operations with Data Models

NETCONF Operations ]

NETCONF
Operation

Description

Example

<lock>

Allowsthe client to lock the
entire configuration datastore
system of adevice

Lock the running configuration.

Request :

<rpc nmessage-i d="101"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0" >
<l ock>

<t ar get >
<runni ng/ >
</target>
</l ock>
</rpc>

Response
<rpc-reply message-i d="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >|

<ok/ >
</rpc-reply>

<Unlock>

Releases a previously locked
configuration.

An <unlock> operation will not
succeed if either of thefollowing
conditionsistrue:

 The specified lock is not
currently active.

 The session issuing the
<unlock> operation is not
the same on that
obtained the lock.

Lock and unlock the running configuration from the
same session.

Request :

rpc nessage-id="101"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<unl ock>
<t ar get >
<runni ng/ >
</target>
</ unl ock>
</rpc>

Response -

<rpc-reply message-i d="101"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<ok/ >
</rpc-reply>

<close-session>

Closes the session. The server
releases any locks and resources
associated with the session and
closes any associated
connections.

Close a NETCONF session.

Request

<rpc nessage-id="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<cl ose- sessi on/ >
</rpc>

Response

<rpc-reply message-id="101"
xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<ok/ >
</rpc-reply>
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[l NETCONF Operations

NETCONF Description
Operation

Example

<kill-session> | Terminates operations currently
in process, releases locks and
resources associated with the
session, and close any associated
connections.

Terminate asession if the ID is other session ID.

Request :
<rpc message-i d="101"
xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0" >
<kill -session>
<sessi on-i d>4</ sessi on-i d>
</kill-session>
</rpc>

Response

<rpc-reply message-i d="101"

xm ns="urn:ietf:paranms: xm : ns: net conf: base: 1. 0" >
<ok/ >

</rpc-reply>

NETCONF Operation to Get Configuration

This example shows how a NETCONF <get-config> request works for CDP feature.

The client initiates a message to get the current configuration of CDP running on the router. The

router responds with the current CDP configuration.

Netconf Request (Client to Router)

Netconf Response (Router to Client)

<rpc message-id="101"
xm ns="urn:ietf:parans: xn : ns: net conf: base: 1. 0'

<get - confi g>

<sour ce><r unni ng/ ></ sour ce>

<filter>

<cdp

xnhns="htt p: // ci sco. com ns/ yang/ G sco- | G5 XR cdp-cf g"
</filter>

</ get - confi g>

</rpc>

<?xm version="1.0"?>
"> <rpc-reply message-id="101"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >|

<dat a>
<cdp
xnhns="htt p: // ci sco. cont ns/ yang/ d sco- | G5 XR cdp- cf g" >
/>
<tinmer>10</ti mer>
<enabl e>t r ue</ enabl e>
<l 0og- adj acency></ | og- adj acency>
<hol d-ti me>200</ hol d- ti ne>
<advertise-vl-only></advertise-vl-only>
</ cdp>
#22
</ dat a>

</rpc-reply>

The <rpc> element in the request and response messages enclose a NETCONF request sent between
the client and the router. The nessage- i d attribute in the <rpc> element is mandatory. This attribute
isastring chosen by the sender and encodes an integer. The receiver of the <rpc> element does not
decode or interpret this string but simply savesit to be used in the <rpc-reply> message. The sender
must ensure that the message- i d valueis normalized. When the client receivesinformation from the
server, the <rpc-reply> message contains the same nessage- i d.
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Retrieve Default Parameters Using with-defaults Capability

\}

You can retrieve the default parameters of a data node using a NETCONF protocol operation that includes
the <wi t h- def aul t > capability.

NETCONF servers report default data nodes in response to RPC requests in the following ways:
« report-all: All data nodes are reported

« trim: Data nodes set to the YANG default aren't reported
« explicit: Data nodes set to the YANG default by the client are reported

Cisco 10S XR routers support only the explicit basic mode. A server that uses this mode must consider any
datanodethat isn’t explicitly set to be the default data. As per RFC 6243, the routers support <wi t h- def aul t s>
capability for configuration and state data.

The <wi t h- def aul t s> capability indicates which default-handling basic mode is supported by the server. It
alsoindicates support for additional defaultsretrieval modes. Theseretrieval modes allow aNETCONF client
to control whether the server returns the default data.

By default, <wi t h- def aul t s> capability is disabled. To enable this capability, use netconf-yang agent
with-defaults command in Config mode. Once enabled, the capability isapplied to all netconf-yang requests.

Note

Currently, the <wi t h- def aul t s> capability is supported only for openconfi g-i nt er f ace. yang data model.

The<get >, <get - conf i g>, <copy- conf i g>and ,<edi t - conf i g> Operations support wi t h- def aul t s capability.
Example 1: Create Operation

A valid cr eat e operation attribute for a data node that is set by the server to its schema default value must
succeed. It is set or used by the device whenever the NETCONF client does not provide a specific value for
the relevant data node. In the following example, an edi t - conf i g request is sent to create a configuration:

<edit-config> request sent to the NETCONF agent:

<rpc xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0"
message-i d="urn: uui d: 43ef c290- c312- 4df 0- bblb- a6e0Obf 8aac50" >
<edi t-config>

<t ar get >

<candi dat e/ >

</target>

<config xm ns: xc="urn:ietf:parans: xn : ns: netconf: base: 1. 0" >
<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>

<nanme>TenG gEO0/ 0/ 0/ 0</ nane>

<subi nterfaces>

<subi nterface>

<i ndex>2</i ndex>

<config>

<enabl ed xc: operation="create">fal se</ enabl ed>

<i ndex xc:operation="create">2</index>

</ confi g>

</ subi nterface>

</ subi nterfaces>

</interface>

</interfaces>
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</ config>
</edit-config>
</rpc>

Response received from the NETCONF agent:

<?xm version="1.0"?>

<rpc-reply message-id="101" xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0">
<ok/ >

</rpc-reply>

Commit the configuration.

[host 172.x.x.x session-id 2985924161] Requesting ' Conmmit'

[host 172.x.x.x session-id 2985924161] Sendi ng:

<?xm version="1.0" encodi ng="UTF-8"?><nc: rpc

xm ns: nc="urn:ietf:parans: xm : ns: netconf: base: 1. 0"

message- i d="urn: uui d: 295ef f 87- 1f b6- 4f 84- bb7d- c40b268eablb" ><nc: conmmi t/ ></nc: r pc>

[host 172.x.x.x session-id 2985924161] Recei ved

<?xm version="1.0"?>

<rpc-reply nessage-i d="urn: uuid: 295ef f 87- 1f b6- 4f 84- bb7d- c40b268eabl1b"
xm ns: nc="urn:ietf:parans: xm : ns: netconf: base: 1. 0"

xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >

<ok/ >

</rpc-reply>

CREATE operation conpl eted

A creat e operation attribute for a data node that has been set by a client to its schema default value must fail
with adat a- exi st s error tag. The client can only create a default node that was not previously created by it.
Else, the operation is rejected with the dat a- exi st s message.

<rpc xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
message-i d="urn: uui d: 1f 29267f - 7593- 4a3c- 8382- 6ab9bec323ca" >
<edit-config>
<t ar get >
<candi dat e/ >
</target>
<config xm ns:xc="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>
<nanme>TenG gEO0/ 0/ 0/ 0</ nane>
<subi nterfaces>
<subi nterface>
<i ndex>2</i ndex>
<confi g>
<enabl ed xc: operation="create">fal se</ enabl ed>
<i ndex xc:operation="create">2</index>
</ config>
</ subi nterface>
</ subi nterfaces>
</interface>
</interfaces>

</ config>
</edit-config>
</rpc>

[host 172.x.x.x session-id 2985924161] Recei ved
<?xm version="1.0"?>
<rpc-reply nessage-id="urn: uuid: 1f 29267f - 7593- 4a3c- 8382- 6ab9bec323ca"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<rpc-error>
<error-type>application</error-type>
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<error-tag>data-exi sts</error-tag>
<error-severity>error</error-severity>
<error-path
xm ns: ns1="http://openconfig. net/yang/interfaces">nsl:interfaces/nsl:interface[name =
' TenG gEO/ 0/ 0/ 0' ]/ nsl: subinterfaces/nsl: subinterface[index = "'2']/nsl:config</error-path>
</rpc-error>
</rpc-reply>

Example 2: Delete Operation

A valid del et e operation attribute for a data node set by a client to its schema default value must succeed.
Whereas avalid del et e operation attribute for a data node set by the server to its schema default value fails
with adat a- mi ssi ng error tag.

<edit-config> request sent to the NETCONF agent:

<rpc xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
message-i d="urn: uui d: de95a248-29d7- 4030- 8351- cef 8b8d47cdb" >
<edit-config>

<t ar get >

<candi dat e/ >

</target>

<config xm ns:xc="urn:ietf:parans: xm : ns: netconf: base: 1. 0">
<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>

<nanme>TenG gEO0/ 0/ 0/ 0</ nane>

<subi nterfaces>

<subi nterface xc:operation="del ete">

<i ndex>2</i ndex>

</ subi nterface>

</ subi nterfaces>

</interface>

</interfaces>

</ config>

</edit-config>

</rpc>

Response received from the NETCONF agent:

<?xm version="1.0"?>

<rpc-reply nessage-i d="urn: uui d: de95a248-29d7- 4030- 8351- cef 8b8d47cdb"

xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >

<rpc-error>

<error-type>application</error-type>

<error-tag>dat a-m ssi ng</error-tag>

<error-severity>error</error-severity>

<error-path xmns:nsl="http://openconfig.net/yang/interfaces">nsl:interfaces/nsl:
interface[nane = ' TenG gEOQ/ 0/ 0/ 0' ]/ nsl: subinterfaces/nsl: subinterface[index =
"2']/nsl:config</error-path></rpc-error>

</rpc-reply>

Example 3: Copy Configuration
In the following example, acopy- confi g request is sent to copy a configuration.

<copy-config> request sent to the NETCONF agent:

<rpc nessage-i d="101" xm ns="urn:ietf:parans: xn : ns: netconf: base: 1. 0">
<copy-config>
<t ar get >
<candi dat e/ >
</target>
<source>
<confi g>
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<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>
<nanme>TenG gEO0/ 0/ 0/ 0</ nane>
<subi nt er f aces>
<subi nt erface>
<i ndex>2</i ndex>
<confi g>
<i ndex>2</i ndex>
</ config>
</ subi nt er f ace>
</ subi nt er f aces>
</interface>

</interfaces>
</ config>
</ sour ce>
<wi th-defaults
xm ns="urn:ietf:params: xm : ns:yang:ietf-netconf-w th-defaults">explicit</wth-defaults>
</ copy-config>
</rpc>
<rpc xm ns="urn:ietf:parans: xnl :ns: netconf: base: 1. 0" nessage-i d="102">
<commi t/>
</rpc>

The show run command shows the copied configuration.

Rout er #show run

<data and tine stanp>

Bui I di ng configuration...

11 1058 XR Configuration 7.2.1

I'l Last configuration change at <data and tine stanp> by root
!

interface TenG gEO/0/0/0. 2

!

end

Example 4: Get Configuration

The following example shows aget - conf i g request with expl i ci t mode to query the default parameters
from the oc-interfaces.yang data model. The client gets the configuration values of what it sets.

<get-config> request sent to the NET CONF agent:

<rpc xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0"
message-i d="urn: uui d: 63a49626- 9f 90- 4ebe- 89f d- 741410cddf 29" >
<get-config>
<sour ce>
<runni ng/ >
</ sour ce>
<wi th-defaults
xm ns="urn:ietf:params: xm : ns:yang:ietf-netconf-w th-defaults">explicit</wth-defaults>
<filter type="subtree">
<interfaces xm ns="http://openconfig.net/yang/interfaces"/>
</filter>
</ get-config>
</rpc>

<get-config> response received from the NETCONF agent:
<?xm version="1.0"?>
<rpc-reply nessage-i d="urn: uui d: 99d8b2d0- ab05- 474a- bc02- 9242ba511308"

xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<dat a>
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<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>
<nanme>TenG gEO0/ 0/ 0/ 0</ nane>
<subi nt er f aces>
<subi nt erface>
<i ndex>2</i ndex>
<confi g>
<i ndex>2</i ndex>
<enabl ed>f al se</ enabl ed>
</ config>
<i pv6 xm ns="http://openconfig.net/yang/interfaces/ip">
<confi g>
<enabl ed>f al se</ enabl ed>
</ config>
</ipv6>
</ subi nt er f ace>
</ subi nt er f aces>
</interface>
<interface>
<nanme>Mnt Et h0/ RSP0/ CPUO/ 0</ name>
<confi g>
<nanme>Mgnt Et h0/ RSP0/ CPUO/ 0</ name>
<type xm ns:idx="urn:ietf:params: xm :ns:yang:iana-if-type">i dx: et hernet Csmacd</type>

</ config>

<ethernet xm ns="http://openconfig.net/yang/interfaces/ethernet">
<confi g>
<aut o- negot i at e>f al se</ aut o- negoti at e>
</ config>

</ et her net >
<subi nterfaces>
<subi nterface>
<i ndex>0</i ndex>
<i pv4d xm ns="http://openconfig.net/yang/interfaces/ip">
<addr esses>
<addr ess>
<i p>172. xX. XX. Xx</i p>
<confi g>
<i p>172. xX. XX. Xx</i p>
<prefix-1ength>24</prefix-1ength>
</ config>
</ addr ess>
</ addr esses>
</ipv4d>
</ subi nterface>
</ subi nterfaces>
</interface>
<interface>
<nanme>Mgnt Et h0/ RSP1/ CPUO/ 0</ name>
<confi g>
<nanme>Mgnt Et h0/ RSP1/ CPUO/ 0</ name>
<type xm ns:idx="urn:ietf:paranms: xm :ns:yang:iana-if-type">i dx: et hernnet Csmacd</type>
<enabl ed>f al se</ enabl ed>

</ config>
<ethernet xm ns="http://openconfig.net/yang/interfaces/ethernet">
<confi g>
<aut o- negot i at e>f al se</ aut o- negot i at e>
</ config>

</ et her net >
</interface>
</interfaces>

</ dat a>
</rpc-reply>
READ oper ation conpl et ed
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Example 5: Get Operation

The following example shows aget request with expl i ci t mode to query the default parameters from the
oc-interfaces.yang data model.

<get-config> request sent to the NET CONF agent:

<rpc xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0"
message-i d="ur n: uui d: d8e52f Of - ceac- 4193- 89f 6- d377ab8292d5" >
<get >

<wi th-defaults

xm ns="urn:ietf:params: xm : ns:yang:ietf-netconf-w th-defaults">explicit</wth-defaults>
<filter type="subtree">

<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>

<nanme>TenG gEO0/ 0/ 0/ 0</ nane>

<subi nterfaces>

<subi nterface>

<i ndex>2</i ndex>

<state/>

</ subi nterface>

</ subi nterfaces>

</interface>

</interfaces>

</filter>

</ get>

</rpc>

<get> response received from the NETCONF agent:

<?xm version="1.0"?>
<rpc-reply nessage-id="urn: uuid: 933df 011- 191f - 4f 31- 9549- c4f 7f 6edd291"
xm ns="urn:ietf:params: xm : ns: net conf: base: 1. 0" >
<dat a>
<interfaces xm ns="http://openconfig.net/yang/interfaces">
<interface>
<nanme>TenG gEO0/ 0/ 0/ 0</ nane>
<subi nterfaces>
<subi nt erface>
<i ndex>2</i ndex>
<state>
<i ndex>2</i ndex>
<nane>TenG gEO0/ 0/ 0/ 0. 2</ nanme>
<enabl ed>f al se</ enabl ed>
<admi n- st at us>DOWN</ admi n- st at us>
<oper - st at us>DOWN</ oper - st at us>
<l ast - change>0</ | ast - change>
<count er s>
<i n-uni cast - pkt s>0</i n- uni cast - pkt s>
<i n- pkt s>0</ i n- pkt s>
<i n- br oadcast - pkt s>0</i n- br oadcast - pkt s>
<in-mul ticast-pkts>0</in-mnulticast-pkts>
<i n-oct et s>0</i n-oct et s>
<out - uni cast - pkt s>0</ out - uni cast - pkt s>
<out - br oadcast - pkt s>0</ out - br oadcast - pkt s>
<out-nmul ti cast - pkt s>0</ out - mul ti cast - pkt s>
<out - pkt s>0</ out - pkt s>
<out - oct et s>0</ out - oct et s>
<out - di scar ds>0</ out - di scards>
<i n-di scards>0</i n-di scards>
<i n- unknown- pr ot 0s>0</ i n- unknown- pr ot 0s>
<in-errors>0</in-errors>
<in-fcs-errors>0</in-fcs-errors>
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<out - errors>0</out-errors>
<carrier-transitions>0</carrier-transitions>
<l ast - cl ear >2020- 03- 02T15: 35: 30. 927+00: 00</ | ast - cl ear >
</ count er s>
<i findex>92</ifi ndex>
<l ogi cal >t rue</1 ogi cal >
</state>
</ subi nt er f ace>
</ subi nt er f aces>
</interface>
</interfaces>
</ dat a>
</rpc-reply>
READ oper ation conpl et ed

Retrieve Transaction ID for NSO Operations

Table 2: Feature History Table

Feature Name Release Information Description
Unigue Commit ID for Release 7.4.1 The network orchestrator isa
Configuration State central point of management for the

network and typical workflow
involves synchronizing the
configuration states of the routers
it manages. L oading configurations
for comparing the states involves
unnecessary data and subsequent
comparisons are load intensive.
This feature synchronizes the
configuration states between the
orchestrator and the router using a
unigue commit D that the router
maintains for each configuration
commit. The orchestrator retrieves
this commit ID from the router
using NETCONF Remote
Procedure Calls (RPCs) to identify
whether the router has the latest
configuration.

Cisco Network Services Orchestrator (NSO) is a data model -driven platform for automating your network
orchestration. NSO uses NETCONF-based Network Element Drivers (NED) to synchronizethe configuration
states of the routers it manages. NEDs comprise of the network-facing part of NSO and communicate over
the native protocol supported by the router, such as Network Configuration Protocol (NETCONF).

IOS XR configuration manager maintains commit 1Ds (also known as the transaction 1Ds) for each commit
operation. The manageability interfaces use these IDs. Currently, the operational data model provides alist
of up to 100 last commits for NETCONF requests. The YANG client querying the last commit ID collects
theentirelist and findsthe latest ID. Loading configurations for comparison to the orchestrator's configuration
state can involve huge redundant data. The subsequent comparisons are also load intensive.
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To overcome these limitations, the router maintains a unique last commit 1D that isideal for NSO operations.
This|D indicatesthelatest configuration state on the router. The ID provides aone-step operation and increases
the performance of configuration updates for the orchestrator.

An augmented configuration manageability model G sco- | 0S- XR- conf i g- cf gngr - exec- augnent ed- oper
providesasinglel ast - conmi t -i d for the unique commit state. This model is available as part of the base
package.

The following table lists the synchronization support between NSO and the |0S XR variants:

Entity 64-bit Routers (Releases Earlier | 64-bit Routers (Releases 7.4.1 and
than 7.4.1) Later)

cfgmgr Yes Yes

sysadmin Yes Yes

cfgmgr-aug No Yes

Leaf Data NA cfgmgr-aug

Check synchronization (NSO No Yes

functionality fromrelease 7.4.1 and

later)
Where:

« commit-id represents
ad sco- | G5 XR- conf i g- cf gngr - exec- oper : conf i g- manager / gl obal / confi g- comm t/ conm ts/ comm t/commit-id

« cfgmgr isthe XR configuration manager
* sysadmin represents the G sco- | 0S- XR- sysadni n- syst emdata model

« cfgmgr-aug representsthe G sco- |1 0S- XR- conf i g- cf gngr - exec- augment ed- oper data model

Thelast commit ID is obtained from the configuration manager. The following example shows a sample
NETCONF request and response to retrieve the commit ID:

Request :
<rpc nessage-id="test" xm ns="urn:ietf:parans: xn :ns: netconf:base: 1. 0">
<get >
<filter type="subtree">
<confi g- manager xm ns="http://cisco.conl ns/yang/ G sco-| OS- XR- confi g- cf gngr - exec- oper ">
<gl obal >
<config-commit >
<last-commit-id
xm ns="http://cisco.com ns/yang/ G sco- | OS- XR- confi g- cf gngr - exec- augnent ed- oper "/ >
</ config-commit>
</ gl obal >
</ confi g- manager >
</[filter>
</ get>
</rpc>

Response:
<rpc-reply nessage-id="test" xm ns="urn:ietf:parans: xn :ns: netconf:base: 1. 0">
<dat a>
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<confi g- manager xm ns="http://cisco.conl ns/yang/ G sco-| OS- XR-confi g- cf gngr - exec- oper ">
<gl obal >
<config-commi t>
<last-commit-id

xm ns="http://cisco.conl ns/yang/ C sco-| OS- XR- confi g- cf gngr - exec- augnent ed- oper" >

XR: 1000000009; Admi n: 1595- 891537-949905</ | ast-conmmi t-i d>
</ config-commt>
</ gl obal >
</ confi g- manager >
</ dat a>
</rpc-reply>

Set Router Clock Using Data Model in a NETCONF Session

NETCONF is an XML-based protocol used over Secure Shell (SSH) transport to configure a network. The
client applications use this protocol to request information from the router, and make configuration changes
to the router.

The process for using data models involves:
* Obtain the data models.

« Establish a connection between the router and the client using NETCONF communication protocol.

» Manage the configuration of the router from the client using data models.

Note

Configure AAA authorization to restrict usersfrom uncontrolled access. If AAA authorization isnot configured,
the command and data rules associated to the groups that are assigned to the user are bypassed. An IOS-XR
user can have full read-write access to the |OS-XR configuration through Network Configuration Protocol
(NETCONF), google-defined Remote Procedure Calls (gRPC) or any YANG-based agents. In order to avoid
granting uncontrolled access, enable AAA authorization using aaa authorization exec command before
setting up any configuration. For more information about configuring AAA authorization, seethe System
Security Configuration Guide for Cisco NCS5000 Series Routers.

The following image shows the tasks involved in using data models.
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Figure 2: Process for Using Data Models

Router Client Application
Load software image;
data models are
part of image
k.
Enable protocol for Make YANG models available.
transport > Download from Github or
(NETCONF, gRPC) use NETCOMF query

l

Connect to router
over NETCONF

i

For a configuration change

Configuration changes are made;
EILEJTCIONF rej? SRR - in the router, NETCONF request
is sent using <edit-config=

L

. Far aperational data,
NETCONF reply is sent T
i ration - NETCOMF request is sent

using <get= or <get-config=

AEEMN3A

In this section, you use native data models to configure the router clock and verify the clock state using a
NETCONF session.

Consider anetwork topology with four routers and one controller. The network consists of label edge routers
(LER) and label switching routers (L SR). Two routersLER1 and LER2 arelabel edge routers, and two routers
LSR1 and LSR2 are label switching routers. A host is the controller with a gRPC client. The controller
communicates with al routers through an out-of-band network. All routers except LER1 are pre-configured
with proper | P addressing and routing behavior. Interfaces between routers have a point-to-point configuration
with /31 addressing. Loopback prefixes use the format 172. 16. 255. x/ 32.

The following image illustrates the network topology:
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Figure 3: Network Topology for gRPC session

Controller Out-of-band network
(] netconf
NETCONF -
198.18.1.127/24
¥
198.18.1.11/24 198.18.1.111/24 198.18.1.112/24 198.18.1.12/24
) g0/0/0/0 % g0/0/0r2 e g0/0/0/0
00 172.16.1.0/31 lo0 172.16.2.4/31 lo0 172.16.2.0/31 lo0
LER1 LSR1 LSR2 LER2
3
2
g

You use Cisco 10S XR native models Gi sco- 1 GS- XR-i nf ra- cl ock- | i nux-cf g. yang and
Gi sco- | OX- XR-shel | uti | - oper to programmatically configure the router clock. You can explorethe structure
of the data model using YANG validator tools such as pyang.

Before you begin

Retrieve the list of YANG modules on the router using NETCONF monitoring RPC. For more information,
see Access the Data Models.

Configure Router Clock

Step 1

Step 2

Explore the native configuration model for the system local time zone.

Example:

control |l er:netconf$ pyang --format tree C sco-10S-XR-infra-infra-clock-Ilinux-cfg.yang
nmodul e: G sco-10S-XR-infra-infra-cl ock-1inux-cfg
+--rw cl ock
+--rw time-zone!
+--rw time-zone-nane string
+--rw area-nane string

Explore the native operational state model for the system time.

Example:

control l er:netconf$ pyang --fornmat tree C sco-1G0S-XR-shel |l util-oper.yang
nmodul e: Ci sco-10OS-XR-shel lutil -oper

+--ro systemtine

+--ro clock

+--ro year? uintlé
+--ro nmonth? uint8
+--ro day? uint8
+--ro hour? uint8
+--ro mnute? uint8
+--ro second? uint8
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. Configure Router Clock

Step 3

Step 4

Retrieve the current time on router LER1.

Example:

+--ro mllisecond? uintl6

+--ro wday? uintl6

I
I
| +--ro tine-zone? string

| +--ro time-source? Time-source
+

--ro uptine

+--ro host-nanme? string
+--ro uptine? uint32

Use NETCONF Protocol to Define Network Operations with Data Models |

controller:netconf$ nore xr-systemtine-oper.xm <systemtine

xm ns="http://cisco.com ns/yang/ C sco-1OS- XR-shel lutil -oper"/>

controller:netconf$ netconf get --filter xr-systemtime-oper.xn

198.18. 1. 11: 830

<?xm version="1.0" ?>

<systemtine xm ns="http://cisco.com ns/yang/Ci sco-10S-XR-shel lutil-oper">
<cl ock>

</ cl
<upt

<year >2019</ year >
<nmont h>8</ nont h>
<day>22</ day>

<hour >17</ hour >

<m nut e>30</ m nut e>
<second>37</ second>

<m | lisecond>690</nillisecond>

<wday>1</ wday>

<ti me-zone>UTC</ti ne-zone>
<ti me- sour ce>cal endar </ ti ne- sour ce>

ock>
i me>

<host - name>l er 1</ host - nane>
<upti me>851237</ upti me>

</ upti me>
</systemtime>

Notice that the timezone uTc indicates that alocal timezone is not set.

Configure Pacific Standard Time (PST) aslocal time zone on LERL.

Example:

controller:netconf$ nore xr-systemtine-oper.xm <systemtine
xm ns="http://cisco.conm ns/yang/ C sco-|0OS- XR-shel | util -oper"/>
controller:netconf$ get --filter xr-systemtine-oper.xm

<user nanme>: <passwor d>@98. 18. 1. 11: 830

<?xm version="1.0" ?>
<systemtine xm ns="http://cisco.com ns/yang/Ci sco-10S-XR-shel lutil-oper">
<cl ock>

</ cl
<upt

<year >2019</ year >
<nmont h>8</ nont h>
<day>22</ day>
<hour >9</ hour >

<m nut e>52</ m nut e>
<second>10</ second>

<m | lisecond>134</nm||isecond>

<wday>1</ wday>

<ti me-zone>PST</ti ne-zone>
<ti me- sour ce>cal endar </ ti nme- sour ce>

ock>
i me>

<host - name>l er 1</ host - nane>
<upti ne>852530</ upt i me>
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</ upti me>
</systemtime>

View the Router Clock

Verify that the router clock is set to PST time zone.

control |l er:netconf$ nore xr-systemtine-oper.xn
<systemtinme xm ns="http://cisco.com ns/yang/Ci sco-10S- XR-shel | util-oper"/>

control ler:netconf$ netconf get --filter xr-systemtime-oper.xn
<user nanme>: <passwor d>@98. 18. 1. 11: 830
<?xm version="1.0" ?>
<systemtine xm ns="http://cisco.com ns/yang/Ci sco-10S-XR-shel | util-oper">
<cl ock>
<year >2018</ year >
<nmont h>12</ nont h>
<day>22</ day>
<hour >9</ hour >
<m nut e>52</ m nut e>
<second>10</ second>
<m | lisecond>134</nm||isecond>
<wday>1</ wday>
<ti me-zone>PST</ti ne- zone>
<ti me- sour ce>cal endar </ ti me- sour ce>
</ cl ock>
<upti ne>
<host - nane>| er 1</ host - nane>
<upti ne>852530</ upt i me>
</ upti me>
</systemtine>

In summary, router LER1, which had no local timezone configuration, is programmatically configured using
data models.
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