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Use gRPC Protocol to Define Network Operations
with Data Models

XR devices ship with the YANG files that define the data models they support. Using a management protocol
such as NETCONF or gRPC, you can programmatically query adevice for thelist of modelsit supports and
retrieve the modd files.

gRPC is an open-source RPC framework. It is based on Protocol Buffers (Protobuf), which is an open source
binary serialization protocol. gRPC provides aflexible, efficient, automated mechanism for serializing
structured data, like XML, but is smaller and simpler to use. You define the structure using protocol buffer
messagetypesin . pr ot o files. Each protocol buffer messageisasmall logical record of information, containing
a series of name-value pairs.

gRPC encodes requests and responsesin binary. gRPC is extensible to other content types along with Protobuf.
The Protobuf binary data object in gRPC is transported over HTTP/2.

gRPC supports distributed applications and services between a client and server. gRPC provides the
infrastructure to build a device management service to exchange configuration and operational data between
aclient and a server. The structure of the datais defined by YANG models.

Note

All 64-hit 10S XR platforms support gRPC and TCP protocols. All 32-bit 10S XR platforms support only
TCP protocol.

Cisco grRPC IDL usesthe protocol buffersinterface definition language (I1DL) to define service methods, and
define parameters and return types as protocol buffer message types. The gRPC reguests are encoded and
sent to the router using JSON. Clients can invoke the RPC calls defined in the IDL to program the router.

The following example shows the syntax of the proto file for agRPC configuration:

syntax = "proto3";

package | OSXRExt ensi bl eManagabi i tyServi ce;

servi ce gRPCConfigOper {
rpc Get Config(ConfigGetArgs) returns(stream ConfigGetReply) {};
rpc MergeConfig(ConfigArgs) returns(ConfigReply) {};

rpc Del eteConfig(ConfigArgs) returns(ConfigReply) {};
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rpc Repl aceConfig(ConfigArgs) returns(ConfigReply) {};
rpc CiConfig(CiConfigArgs) returns(C i ConfigReply) {};
rpc Get Qper (Get Oper Args) returns(stream Get OperReply) {};

rpc Commi t Repl ace( Conmi t Repl aceArgs) returns(ConmmitRepl aceReply) {};
}
message ConfigGet Args {
int64 Reqld = 1;
string yangpat hjson = 2;

}

message ConfigGetReply {
int64 ResReqld = 1;
string yangjson = 2;
string errors = 3;

}

message Get Oper Args {
int64 Reqld = 1;
string yangpat hjson = 2;

}

message Get OperReply {
int64 ResReqld = 1;
string yangjson = 2;
string errors = 3;

}

message ConfigArgs {
int64 Reqld = 1;
string yangjson = 2;

}

message ConfigReply {
int64 ResReqld = 1;
string errors = 2;

}

message O i Confi gArgs {
int64 Reqld = 1;
string cli = 2;

}

message C i ConfigReply {
int64 ResReqld = 1;
string errors = 2;

}

message Conmit Repl aceArgs {
int64 Reqld = 1;
string cli = 2;
string yangjson = 3;

}

message Conmit Repl aceReply {
int64 ResReqld = 1;
string errors = 2;

}
Example for gRPCExec configuration:
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servi ce gRPCExec {
rpc ShowCndText Qut put ( ShowCndAr gs) returns(stream ShowCnmdText Reply) {};
rpc ShowCndJ SONCQut put ( ShowCndAr gs) returns(stream ShowCnmdJSONRepl y) {};

}

message ShowCndArgs {
int64 Reqld = 1;
string cli = 2;

}

message ShowCndText Reply {
int64 ResReqld =1;
string output
string errors

2;
3;

Example for OpenConfiggRPC configuration:

servi ce OpenConfi ggRPC {
rpc Subscri beTel enetry(Subscri beRequest) returns (stream Subscri beResponse) {};
rpc UnSubscri beTel emetry(Cancel Subscri beReq) returns (Subscri beResponse) {};
rpc Get Mbdel s(Get Model sl nput) returns (GetMdel sQutput) {};

}

message Get Mbdel sl nput {
uint64 requestld
string name
string nanmespace = 3
string version = 4;
enum MODLE_REQUEST_TYPE {
SUMVARY = O;
DETAIL = 1;

}
MODLE_REQUEST TYPE request Type = 5;
}

nmessage Get Mbdel sQut put  {
uint64 requestld = 1;
message Mdel Info {
string nane
string nanmespace
string version = 3
GET_MODEL_TYPE nodel Type = 4;
string nodel Data = 5;

1;
2;

}

repeat ed Model I nfo nodels = 2;
OC_RPC_RESPONSE_TYPE r esponseCode = 3;
string msg = 4;

}

This article describes, with a use case to configure interfaces on a router, how data models helpsin afaster
programmatic and standards-based configuration of a network, as comapared to CL .

* gRPC Operations, on page 4

» gRPC Network Management Interface, on page 5

» gRPC Network Operations Interface , on page 6

« Configure Interfaces Using Data Models in a gRPC Session, on page 9

Use gRPC Protocol to Define Network Operations with Data Models [JJj



Use gRPC Protocol to Define Network Operations with Data Models |
. gRPC Operations

gRPC Operations

You can issue the following gRPC operations:

gRPC Operation Description

GetConfig Retrieves a configuration

GetModels Gets the supported Yang models on the router
MergeConfig Appends to an existing configuration
DeleteConfig Deletes a configuration

ReplaceConfig Modifies a part of an existing configuration

CommitReplace

Replaces existing configuration with the new
configuration file provided

GetOper Gets operational data using JSON

CliConfig Invokes the CLI configuration
ShowCmdTextOutput Displays the output of show command
ShowCmdJSONOutput Displays the JISON output of show command

gRPC Operation to Get Configuration

This example shows how a gRPC GetConfig request works for CDP feature.

The client initiates a message to get the current configuration of CDP running on the router. The

router responds with the current CDP configuration.

gRPC Request (Client to Router)

gRPC Response (Router to Client)

rpc GetConfig
{
"Cisco- 1 0S-XR-cdp-cfg:cdp": [
"cdp": "running-configuration”
]
}

{
"Cisco-1 08 XR-cdp-cfg:cdp": {
"timer": 50,

"enabl e": true,
"l og- adj acency": [
nul |

I,
"hold-tinme": 180,
"advertise-vl-only": [
nul |
]
}
}
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gRPC Network Management Interface .

gRPC Network Management Interface

gRPC Network Management Interface (QNMI) isagRPC-based network management protocol used to modify,
install or delete configuration from network devices. It is also used to view operational data, control and
generatetelemetry streamsfrom atarget deviceto adatacollection system. It usesasingle protocol to manage
configurations and stream telemetry data from network devices.

The subscriptionin agNMI does not require prior sensor path configuration on the target device. Sensor paths
are requested by the collector (such as pipeline), and the subscription mode can be specified for each path.

gNMI uses gRPC asthe transport protocol and the configuration is same as that of gRPC. These gNMI RPCs
are supported:

ogNMI RPC ogNMI RPC Request Description

Capabilities Initial handshake between the
network device (server) and the
client to exchange capability
information such as supported data
models

Set message Set Request {} M odifies data associated with a
model on a network device from a
client

Get message Get Request {} Retrieves data from a network
device

Subscribe nmessage SubscribeRequest {} | Control datasubscriptionson server

oNMI defines 3 modes for a streaming subscription that indicates how the router must return datain a
subscription:

* A savpPLE mode is cadence-based subscription supported for all the operational models.

» An ON_CHANGE mode is event-based subscription. In this mode, only the state leaf supports on_change
events.

» A TARGET_DEFI NED mode allows the target to determine the best type of subscription to be created on a
per-leaf basis.

When aclient creates a subscription specifying the TARGET_DEFI NED mode, thetarget, here the router, determine
the best type of subscription to be created on a per-leaf basis. If the path specified within the message refers
to someleaves which are event-driven, then an ON_CHANGE subscription is created. Else, a SAMPLE subscription
is created.

Note

In Cisco |OS XR Release 6.3.1, the TARGET_DEFI NED subscription mode is supported only for sensor paths of
OpenConfig model; native model is not supported. The supported models are: OC Interfaces, OC Telemetry,
OC Shell Util, OC System NTP and OC Platform.

For more information about gNMI, see Github.
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gRPC Network Operations Interface

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based microservices for executing
operational commands on network devices. Extensible Manageability Services (EMS) gNOI isthe Cisco |OS
XR implementation of gNOI.

ogNOI uses gRPC as the transport protocol and the configuration is same as that of gRPC. These gNOI RPCs
are supported:

GNOI supports the following remote procedure calls (RPCs):
* System:
* Reboot
* RebootStatus
* SetPackage
* SetPackageRemote
* Ping
* Traceroute
* Time

» SwitchControl Processor

* File
* Get
* Remove
o Stat
* Put

 TransferToRemote

 Cert
* Rotate

* Install

* GetCertificates

* RevokeCertificates
» CanGenerateCSR

* Interface
* Setl oopbackMode
* GetL oopbackMode
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* ClearInterfaceCounters

» Layer2
¢ ClearLLDPInterface

* BGP
* ClearBGPNeighbor

* BERT
» StartBERT

» StopBERT
* GetBERTResult

The following examples show the representation of few gNOI RPCs:
Get RPC

Streams the contents of afile from the target.

RPC to 10.105.57.106: 57900

RPC start tine: 20:58:27.513638

--------------------- File Get Request---------------------
RPC start tine: 20:58:27.513668

remote_file: "harddi sk:/giso_i nage_repo/test.|og"

--------------------- File Get Response---------------------
RPC end tine: 20:58:27.518413
contents: "GNO \n\n"

hash {
met hod: MD5
hash: "D\ 002\ 375h\ 237\ 322\ 024\ 341\ 370\ 3619k\ 310\ 333\ 016\ 343"

}
Remove RPC

Remove the specified file from the target.

RPC to 10.105.57.106: 57900

RPC start tine: 21:07:57.089554

--------------------- File Renbve Request---------------------
remote_file: "harddi sk:/sanple.txt"

--------------------- Fil e Renbve Response---------------------
RPC end tine: 21:09:27.796217
Fil e renpval harddi sk:/sanpl e.txt successful

Reboot RPC

Reloads a requested target.

RPC to 10.105.57. 106: 57900

RPC start time: 21:12:49.811536

--------------------- Reboot Request---------------------
RPC start time: 21:12:49.811561
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met hod: COLD

nmessage: "Test Reboot"
subconponents {
origin: "openconfig-platfornt
el em {

nane: "conponents”

}

el em {

nane: "conponent”

key {

key: "nane"

val ue: "0/ RPO"

}

}

el em {

name: "state"

}

el em {

nane: "l ocation"

--------------------- Reboot Request---------------------
RPC end tine: 21:12:50.023604

Set Package RPC
Places software package on the target.

RPC to 10. 105.57. 106: 57900

RPC start tine: 21:12:49.811536

--------------------- Set Package Request---------------------
RPC start tine: 15:33:34.378745

Sendi ng Set Package RPC

package {

filenane: "harddi sk:/giso_i nage_repo/ <pl atform versi on>-gi so.i so"
activate: true

}

met hod: MD5

hash: "C\ 314\ 207\ 354\ 217\ 270=\ 021\ 341y\ 355\ 240\ 274\ 003\ 034\ 334"
RPC end tinme: 15:47:00.928361

Reboot Status RPC
Returns the status of reboot for the target.

RPC to 10.105.57.106: 57900

RPC start tine: 22:27:34.209473
--------------------- Reboot Status Request---------------------
subconponents {

origin: "openconfig-platfornt

el em{

nane: "conponents”

}

el em{

nane: "conponent”

key {

key: "nane"

val ue: "0/ RPO"

}

}

el em{

name: "state"

}

el em
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Configure Interfaces Using Data Models in a gRPC Session .

nane: "l ocation"

}
}

RPC end tinme: 22:27:34.319618

Active : False

Wait : 0
When : 0
Reason : Test Reboot
Count : O

To send gNOI RPC requests, user needs a client that implements the gNOI client interface for each RPC.

All messageswithin the gRPC service definition are defined as protocol buffers (proto files). gNOI OpenConfig
proto files are located in Github repository.

Configure Interfaces Using Data Models in a gRPC Session

Google-defined remote procedure call (gRPC) is an open-source RPC framework. gRPC supports |Pv4 and
IPv6 address families. The client applications use this protocol to request information from the router, and
make configuration changes to the router.

The process for using data models involves:
* Obtain the data models.

« Establish a connection between the router and the client using gRPC communication protocol.

» Manage the configuration of the router from the client using data models.

Note

Configure AAA authorization to restrict usersfrom uncontrolled access. If AAA authorization isnot configured,
the command and data rules associated to the groups that are assigned to the user are bypassed. An IOS-XR
user can have full read-write access to the |OS-XR configuration through Network Configuration Protocol
(NETCONF), google-defined Remote Procedure Calls (gRPC) or any YANG-based agents. In order to avoid
granting uncontrolled access, enable AAA authorization using aaa authorization exec command before
setting up any configuration. For more information about configuring AAA authorization, seethe System
Security Configuration Guide for Cisco NCS5000 Series Routers.

In this section, you use native data models to configure loopback and ethernet interfaces on arouter using a
gRPC session.

Consider anetwork topology with four routers and one controller. The network consists of label edge routers
(LER) and label switching routers (LSR). Two routersLER1 and LER2 arelabel edgerouters, and two routers
LSR1 and LSR2 are label switching routers. A host is the controller with a gRPC client. The controller
communicates with all routers through an out-of-band network. All routers except LER1 are pre-configured
with proper | P addressing and routing behavior. Interfaces between routers have a point-to-point configuration
with /31 addressing. Loopback prefixes use the format 172. 16. 255. x/ 32.

The following image illustrates the network topology:

Use gRPC Protocol to Define Network Operations with Data Models [JJj


https://github.com/openconfig/gnoi
b-programmability-cg-ncs5000-75x_chapter2.pdf#nameddest=unique_6

. Enable gRPC Protocol

Figure 1: Network Topology for gRPC session
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You use Cisco |I0S XR native model G sco- 1 0s- XR-i f mgr - ¢f g. yang to programmatically configure router
LERL.

Before you begin

* Retrievethelist of YANG moduleson therouter using NETCONF monitoring RPC. For moreinformation,
see Access the Data Models.

* Configure Transport Layer Security (TLS). Enabling gRPC protocol uses the default HTTP/2 transport
with no TLS. gRPC mandates AAA authentication and authorization for all gRPC requests. If TLSis
not configured, the authentication credentials are transferred over the network unencrypted. Enabling
TL S ensures that the credentials are secure and encrypted. Non-TL S mode can only be used in secure
internal network.

Enable gRPC Protocol

To configure network devices and view operational data, gRPC proptocol must be enabled on the server. In
this example, you enable gRPC protocol on LER1, the server.

N

Note

Cisco 10S XR 64-hit platforms support gRPC protocol. The 32-bit platforms do not support gRPC protocol.

Step 1 Enable gRPC over an HTTP/2 connection.

Example:

Rout er #confi gur e

[l Use gRPC Protocol to Define Network Operations with Data Models


b-programmability-cg-ncs5000-75x_chapter2.pdf#nameddest=unique_10

| Use gRPC Protocol to Define Network Operations with Data Models

Step 2

Configure Interfaces .

Rout er (confi g) #gr pc
Rout er (confi g- grpc) #port <port - nunber >

The port number ranges from 57344 to 57999. If a port number is unavailable, an error is displayed.

Set the session parameters.

Example:

Rout er (confi g) #grpc{ address-famly | dscp | nax-request-per-user | max-request-total | max-streans
I

max- streans-per-user | no-tls | service-layer | tls-cipher | tls-nutual | tls-trustpoint | vrf }
where:

* address-fanily: setthe addressfamily identifier type

* dscp: set QoS marking DSCP on transmitted gRPC

* max- r equest - per - user : Set the maximum concurrent requests per user
* max- request - t ot al : Set the maximum concurrent requests in total

* max- st reans: Set the maximum number of concurrent gRPC requests. The maximum subscription limit is 128
requests. The default is 32 requests

* max- st r eans- per - user : Set the maximum concurrent gRPC requests for each user. The maximum subscription
limit is 128 requests. The default is 32 requests

*no-tls: disabletransport layer security (TLS). The TLSis enabled by default.
* service-l ayer: enablethe grpc service layer configuration

e tls-cipher: enablethe gRPC TLS cipher suites

* tls-nutual : set the mutual authentication

e tls-trustpoint: configure trustpoint

e server-vrf: enableserver vrf

After gRPC is enabled, use the YANG data models to manage network configurations.

Configure Interfaces

In thisexample, you configure interfaces using Cisco |OS XR native model G sco-1 0S- XR-i f myr - ¢f g. yang.
You gain an understanding about the various gRPC operations while you configure the interface. For the
complete list of operations, see gRPC Operations, on page 4. In this example, you merge configurations
with mer ge- conf i g RPC, retreive operational statisticsusing get - oper RPC, and delete aconfiguration using
del et e- confi g RPC. You can explore the structure of the data model using YANG validator tools such as
pyang.

LER1 isthe gRPC server, and a command line utility gr pcc is used as a client on the controller. This utility
does not support YANG and, therefore, does not validate the data model. The server, LER1, validatesthe
data mode.
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Note The OC interface maps all |P configurations for parent interface under aVVLAN with index 0. Hence, do not
configure a sub interface with tag 0.

Step 1 Explore the XR configuration model for interfaces and its | Pv4 augmentation.

Example:

controller:grpc$ pyang --format tree --tree-depth 3 C sco-10S XR-ifngr-cfg.yang
Cisco-10S- XR-i pv4-io-cfg. yang
modul e: Cisco-10S-XR-ifngr-cfg
+--rw gl obal -i nterface-configuration
| +--rw link-status? Link-status-enum
+--rw interface-configurations
+--rw interface-configuration* [active interface-nane]
+--rw danpeni ng
| ...
+--rw ntus
| ...
+--rw encapsul ation
| ...
+--rw shutdown? enpty
+--rwinterface-virtual ? enpty
+--rw secondary-adm n-state? Secondary-adm n-state-enum
+--rw i nterface-node- non-physical ? Interface-nbde-enum
+--rw bandwi dt h? uint 32
+--rw |link-status? enpty
+--rw description? string
+--rw active Interface-active
+--rw interface-nanme xr:|nterface-nanme
+--rw i pvé4-io-cfg:ipvéd-network
| .

+--rw ipvéd-io-cfg:ipvd-network-forwarding ...

Step 2 Configure aloopback0 interface on LERL.
a) Configure loopback interface Loopback0 and assign an | P address.

Example:

controller:grpc$ nore xr-interfaces-100-cfg.json
{
"Cisco-10s-XR-ifngr-cfg:interface-configurations":
{ "interface-configuration": [

{
"active": "act",
"interface-nanme": "Loopback0",
"description": "LOCAL TERM NATI ON ADDRESS",
"interface-virtual": [
nul |
1.
"Cisco-105-XR-ipv4d-io-cfg:ipva-network": {
"addresses": {
"primary": {
"address": "172.16.255.1",
"net mask": "255.255. 255, 255"
}
}
}
}
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]
}
}

b) Merge the configuration.

Example:

controller:grpc$ grpcc -usernane adnmin -password admin -oper nerge-config
-server_addr 198.18.1.11:57400 -json_in_file xr-interfaces-100-cfg.json
emsMergeConfig: Sending Reqld 1

emsMergeConfig: Received Reqld 1, Response '

Step 3 Configure the ethernet interface on LERL.
a) Configure interface G gabi t Et her net 0/ 0/ 0/ 0 on LER1.

Example:

controller:grpc$ nore xr-interfaces-gi0-cfg.json

"Cisco-10s-XR-ifngr-cfg:interface-configurations": {
"interface-configuration": [

{
"active": "act",
"interface-nanme": "G gabitEthernet0/0/0/0",
"description": "CONNECTS TO LSR1 (g0/0/0/0)",
"Cisco-105-XR-ipv4d-io-cfg:ipva-network": {
"addresses": {
"primary": {
"address": "172.16.1.0",
"net mask": "255.255. 255, 254"
}
}
}
}
]
}
}

b) Merge the configuration.

Example:

controller:grpc$ grpcc -usernane admin -password admin -oper nerge-config
-server_addr 198.18.1.11:57400 -json_in_file xr-interfaces-gi0O-cfg.json
emsMergeConfig: Sending Reqld 1

emsMergeConfig: Received Reqld 1, Response '

Step 4 Enable the ethernet interface G gabi t Et hernet 0/ 0/ 0/ 0 on LER1 to bring up the interface. To do this, delete shut down
configuration for the interface.

Example:

control |l er:grpc$ grpcc -username admn -password adm n -oper del ete-config
-server_addr 198.18.1.11:57400 -yang_path "$(< xr-interfaces-gi 0-shutdown-cfg.json )"
ensDel et eConfig: Sending Reqld 1, yangJson {
"Cisco-10S-XR-ifngr-cfg:interface-configurations": {
"interface-configuration": [

{
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"active": "act",
"interface-name": "G gabitEthernet0/0/0/0",
"shutdown": [
nul |
]
}

]
}

ensDel et eConfi g: Received Reqld 1, Response ''

Verify the Interface State

Verify that the loopback interface and the ethernet interface on router LER1 are operational .

control ler:grpc$ grpcc -usernane adnmin -password admin -oper get-oper
-server_addr 198.18.1.11:57400 -oper_yang_path "$(< xr-interfaces-briefs-oper-filter.json
)"
ensCGet Oper: Sending Reqld 1, yangPath {

"Cisco-10sS-XR-pfi-imcend-oper:interfaces": {

"interface-briefs": [
nul |
]
}

{ "Cisco-105- XR-pfi-imcnd-oper:interfaces": {
"interface-briefs": {

"interface-brief": [

{
"interface-name": "G gabitEthernet0/0/0/0",
"interface": "G gabitEthernet0/0/0/0",
"type": "I FT_GETHERNET",
"state": "imstate-up",
"actual -state": "imstate-up",
"line-state": "imstate-up",
"actual -line-state": "imstate-up",
"encapsul ation": "ether",
"encapsul ati on-type-string": "ARPA",
"mu": 1514,
"sub-interface-ntu-overhead": O,
"l 2-transport”: false,
"bandw dt h": 1000000

"interface-nanme": "G gabitEthernet0/0/0/1",
"interface": "G gabitEthernet0/0/0/1",
"type": "I FT_GETHERNET",

"state": "imstate-up",

"actual -state": "imstate-up",
"line-state": "imstate-up",

"actual -line-state": "imstate-up",
"encapsul ation": "ether",

"encapsul ati on-type-string": "ARPA",
"mu": 1514,
"sub-interface-ntu-overhead": O,

"l 2-transport”: false,

"bandw dt h": 1000000
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"interface-name": "Loopback0",
"interface": "LoopbackQ",

"type": "IFT_LOOPBACK",

"state": "imstate-up",

"actual -state": "imstate-up",
"line-state": "imstate-up",
"actual -line-state": "imstate-up",
"encapsul ati on": "I oopback",
"encapsul ati on-type-string": "Loopback",
"mtu": 1500,
"sub-interface-ntu-overhead": 0,

"l 2-transport": false,

"bandwi dth": 0

"interface-name": "Mnt Et hO/ RPO/ CPUO/ 0",
"interface": "MntEth0/ RPO/ CPUO/ 0",
"type": "I FT_ETHERNET",

"state": "imstate-up",

"actual -state": "imstate-up",
"l'ine-state": "imstate-up",

"actual -line-state": "imstate-up",
"encapsul ation": "ether",

"encapsul ati on-type-string": "ARPA",
"mu": 1514,
"sub-interface-ntu-overhead": O,

"l 2-transport": false,

"bandw dt h": 1000000

"interface-nanme": "Null 0",
"interface": "Null 0",

"type": "IFT_NULL",

"state": "imstate-up",

"actual -state": "imstate-up",
"l'ine-state": "imstate-up",
"actual -line-state": "imstate-up",
"encapsul ation": "null",

"encapsul ati on-type-string": "Null",
"mtu": 1500,
"sub-interface-ntu-overhead": O,

"l 2-transport”: false,

"bandwi dth": 0

]
}
}

}
ensGet Oper: Reqld 1, byteRecv: 2325

In summary, router LER1, which had minimal configuration, is now programmatically configured using data
models with an ethernet interface and is assigned a loopback address. Both these interfaces are operational
and ready for network provisioning operations.
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