Provision Third-party Key Packages

Key packages are required for onboarding owner keys, customer consent tokens, and owner RPMs on the
router.

*» Key packages, on page 1
» Install key packages on the router, on page 4
» Handling key rotation, on page 6

Key packages

A key package is a Cryptographic Message Syntax (CMS [RFC5652]) that must be digitally signed with
private keys of the customer's Ownership Certificate (OC). Key packages can be used to

* add one or more keys to the router
* delete one or more keys from the router, and

» revoke one or more keys from the router.
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Feature Name

Release Information

Feature Description

Key package enhancements

Release 26.1.1

Introduced in this release on: Fixed
Systems (8200 [ASIC: Q100,
Q200, P100], 8700 [ASIC: P100,
K100], 8010 [ASIC: A100]);
Centralized Systems (8600
[ASIC:Q200]) ; Modular Systems
(8800 [LC ASIC: Q100, Q200,
P100])

This feature introduces you to the
version 3 key package. With the
version 3 key package, you can
create, validate, sign a key package
before the key package is
provisioned on the router.

Unlike the reserved customer
consent token name, CUS-CT, used
in version 1 and version 2 key
packages, you can now use any
name for the customer consent
token that you include in the key
package.

However, to enable the customer
consent token workflow, execute
the consent-token customer
command after the key package
installation.

A key package provides a secure mechanism to install owner or third-party public keys (GPG or X.509) on

the router.

Key package versions and 10S XR releases

You can create key packages using the GitHub script for different key package versions. These key packages

can be installed on the router based on the supported IOS XR releases.
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https://github.com/ios-xr/key-package-scripts
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Table 1: Key package versions and 10S XR releases

Prerequisites for key packages .

Key package version

10S XR release

Purpose

key-pkg-verl

Cisco IOS XR Release 7.6.x, Cisco
I10S XR Release 7.7.x

With key-pkg-verl, you can
perform the following operations:

* Create a single key package
with signed keys.

* Remove any existing key
package.

* Verify a key package.

The key request in the key package
supports ADD, DELETE, or
REVOKE action.

key-pkg-ver2

Cisco IOS XR Release 7.8.x —
Cisco IOS XR Release 25.4.x

With key-pkg-ver2, you can
perform the following operations:

* Create a super key package
with two or more key
packages or a single key
package containing signed
keys,

* Remove any existing key
package or super key package.

* Verify a key package or super
key package.

The key request in the key package
supports ADD, DELETE, or
REVOKE action.

key-pkg-ver3

Cisco IOS XR Release 26.1.1 and
later

With key-pkg-ver3, you can
perform the following operations:

* Create a single key package
JSON file containing signed
keys.

* Validate the key package.
* Sign the key package.

Key requests do not include action
(add, delete, revoke).

Prerequisites for key packages

Ensure that the following prerequisites are met before installing key packages on the router:
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https://github.com/ios-xr/key-package-scripts/blob/master/key-pkg-ver-1/README.md
https://github.com/ios-xr/key-package-scripts/blob/master/key-pkg-ver-2/README.md
https://github.com/ios-xr/key-package-scripts/blob/master/key-pkg-ver-3/README.md
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* Device ownership should be established.
* The router must be up and running.

* Any uncommitted install operations should not be in progress.

Restrictions for key packages

» Key packages to add, remove, revoke or unrevoke customer or Cisco keys must have a timestamp.

*» Key packages must be processed based on the timestamp order. Key packages with a timestamp earlier
than that of a processed key package are rejected.

* A key package to remove a key fails if there are any installed packages signed with this key.

Install key packages on the router

This procedure allows you to add or install a customer or third-party key package on the router.
Key package versions 1 and 2 support ADD, DELETE, and REVOKE actions in key requests.

Starting from Cisco IOS XR Release 26.1.1, the ADD, DELETE, and REVOKE actions should not be included
anymore in key requests to install, remove, and revoke keys respectively. Instead, if you want to add a new
key, include the new key with other installed keys in the new key request. Similarly, to remove an installed
key, exclude this key and include other installed keys in the new key request.

For example, if keys K1 and K2 are installed, and if you want to install key K3 on the router, include keys
K1, K2, and K3 in the new key request. If you want to remove key K2 from a list of keys K1, K2, and K3,
include keys K1 and K3 only in the new key request.

You can also use your keys to sign the consent token response.

To unrevoke a key by removing a key from the list of revoked keys using the clear device-owner ship
command. For more information, see Clear device ownership.

Figure 1: Workflow for installing a key package on the router
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Before you begin

Ensure that your device ownership is established.

Procedure

Step 1 On a Linux machine, use the standard openssl commands to generate an RSA/GPG key-pair.
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b-system-security-cg-cisco8000-26xx_chapter17.pdf#nameddest=unique_399
https://www.openssl.org/docs/man3.0/man1/
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Step 2
Step 3

Step 4

Note

Install key packages on the router .

Generate your own public-private key-pair (typically this key pair is a GPG key, but it could also be an X509 certificate).

Generate version 1, version 2, or version 3 key package using the script at https://github.com/ios-xr/key-package-scripts.

Install the key package on the router.

Copy the key package to router and execute the platform security key-package customer install key-package-file

command to install the key package.

RP/0/RP0/CPUO:router# platform security key-package customer install

disk0:/testing2/key-pkg/key_add.kpkg
Mon Jun 14 16:09:28.238 UTC

Key package successfully validated

Config file successfully parsed.
Successfully added key cust-ct.der to TPM
Successfully processed all keys.
RP/0/RPO/CPUO:router#

Verify that the key package is installed.

RP/0/RPO/CPUO:router# show platform security key-package customer allowed-list location 0/RP0/CPUO

Mon Jun 14 16:10:01.440 UTC

Key Name: D3CUS-CT1

Key:
MIIC7TCCAdUCAQIWDQYJKoZIhvcNAQELBQAWOZELMAKGA1UEBhMCVVMxDDAKBgNV
BAOMA3h6eTEMMAOGALIUECWWDYWJJMRAwWDgYDVQQODDAASTO9ULUNOMB4XDT IXMDYx
NDE1M7j kwOVoXDTIOMDMxMDE 1MjkwOVowPjELMAkKkGA1UEBhMCVVMxDDAKBgNVBAOM
A3h5ejEMMAOGAIUECWWDYWJIJMRMwEQYDVQQODDAPDVVNULUNULUNOMIIBIjJANBgkg
hkiG9w0OBAQEFAAOCAQ8AMI IBCGKCAQEAYOT2SGTuJcQlAHCSQN4gcoZGK+polA6g
LPV5AZOBcYOpfXV5eXoxf6S8gbmQP414v5MjsHzFTOuUouMmijpGYFJv7TORWI2XwW
weJ5aKbgsYTQ1SQSUZ1XxG7AOdHMshVRzy7vIATLLQIND0j1F1U2FoR15NhhY12L
wmYA4aPjlo+LoubAfjF1BV13vE8rfIOmzsXODJIks+oedJbsg4dHmyMbOAzLVdeucp
Tbu3S8kDlclph4zgm81BkDZgV1++2CoCBWROt 9dRZrp+ENW1GEHCcXgS6591ZpUm]j
JuGlnOW3Y6br8SE+EqghMgkAfSb0O8vaG02gYtTUNJIS5gkMcT1jCEDAQIDAQABMAOG
CSgGSIb3DQEBCWUAA4IBAQCDeJ50v2gG3rjSttpfibxiakpz1l706WicrjIePJkab
CWS7Y3nxt02+PGsBByECBPV7aU80H2GfKN4JNZHDChfzGN7rt fRE2CG+ttvTxJILC
Ba+LjzKFSveKgPRG/gAAkZYOhRmTe7FkgmKB4UCi+u0XP3U5V1IT5XRP3LGVoX0fC
rY4/GBKkG5e0F+VGD4iyPfOH]jrwduO/K2DgDXyUfalPXZDzatpnin07ShkCJIQoT+
u6ClSotI8mtrFJpePDUsa5W3020PROFHA4sGCivt40AbpaWECK+KLpKC+DogN+4 6
tMV79rpQOmtXo/XfY4UGirdweH9g/e2fctdg+Y2E/BD+

Key Name: D3CUS-CTX
Key:

PNM: APNAM, KNM: AKNAM,
RP/0/RPO/CPUO:router#

Note

Key packages can be also included in a GISO and installed on the router from the GISO. For more information, see Install

signed owner RPMs using GISO.
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https://github.com/ios-xr/key-package-scripts
https://www-author3.cisco.com/content/en/us/td/docs/iosxr/ncs5xx/system-setup/26xx/b-system-setup-cg-26xx-ncs540/m-install-owner-and-partner-rpms-using-xr-infrastructure.html#_be2f316e-f949-4308-bc6d-f24bdfd1c47d
https://www-author3.cisco.com/content/en/us/td/docs/iosxr/ncs5xx/system-setup/26xx/b-system-setup-cg-26xx-ncs540/m-install-owner-and-partner-rpms-using-xr-infrastructure.html#_be2f316e-f949-4308-bc6d-f24bdfd1c47d
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Handling key rotation

Summary

Key rotation is a process that allows you to install new keys on the router and delete installed keys from the
router using a single key package or mutiple key packages based on the key package version. key-pkg-ver-1
and key-pkg-ver-2 allow you to add and remove keys using multiple key packages. If you use
key-pkg-ver-3, you can use a single key package that include the keys to be installed on the router and
keys to be removed from the router.

Workflow
These are the stages in the key rotation process:

1. Ifyouare using key-pkg-ver-1 and key-pkg-ver-2, create two key packages, one to remove an
existing key, and the other to install a new key.

If you are using key-pkg-ver-3, create a single key package that includes new keys to be installed
on the router and omits existing keys that should be removed from the router.

2. Install the key package or key packages created in stage 1 using the platform security key-package
customer install<pkg-name>.kpkg command.
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