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Preface

This cumulative guide provides a single, continuously updated version that includes all the latest IOS XR
features and release updates. It simplifies your experience by letting you bookmark one link and access the
complete guide, instead of navigating through multiple release-specific versions.

Specific changes or updates tied to individual releases are clearly called out within the relevant sections. For
a list of features introduced in a specific release, refer to the Release Notes or the IOS XR Feature Finder.

The table lists the release numbers for which this document has been updated since its initial publication.

Table 1: Changes to this document

Date

Summary

October 2025

First published for Release 25.3.1
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CHAPTER 1

YANG data models for programmability features

This chapter provides information about the YANG data models for programmability features.

* Using YANG Data Models, on page 1

Using YANG Data Models

Cisco I0S XR supports a programmatic way of configuring and collecting operational data of a network
device using YANG data models. Although configurations using CLIs are easier and human-readable,
automating the configuration using model-driven programmability results in scalability.

The data models are available in the release image, and are also published in the Github repository. Navigate
to the release folder of interest to view the list of supported data models and their definitions. Each data model
defines a complete and cohesive model, or augments an existing data model with additional XPaths. To view
a comprehensive list of the data models supported in a release, navigate to the Available-Content.md file in
the repository.

You can also view the data model definitions using the YANG Data Models Navigator tool. This GUI-based
and easy-to-use tool helps you explore the nuances of the data model and view the dependencies between
various containers in the model. You can view the list of models supported across Cisco IOS XR releases and
platforms, locate a specific model, view the containers and their respective lists, leaves, and leaf lists presented
visually in a tree structure. This visual tree form helps you get insights into nodes that can help you automate
your network.

To get started with using the data models, see the Programmability Configuration Guide.
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CHAPTER 2

YANG data models

A YANG data model is a standardized network modeling language that
* defines the structure and constraints for configuration and operational data on network devices,
* enables automated setup and management of heterogeneous networks, and

* supports communication using protocols such as NETCONF and gRPC for scalable, consistent network
operations.

Model-driven programmability

Model-driven programmability uses YANG data models to provide a flexible, rich framework for device
automation. This framework offers multiple ways to interface with Cisco IOS XR devices via different
transports, protocols, and encodings, which are decoupled from the data models for greater flexibility.

Data model layers

YANG data models organize device functions and configurations into logical layers. For example, one layer
may define device interfaces, while another handles routing protocols. This separation simplifies automation
and standardizes management across device types.

Protocol operations

YANG data models work in conjunction with protocols such as Network Configuration Protocol (NETCONF)
and gRPC. These protocols use YANG models to access device capabilities, automate configuration, and
retrieve operational data across the network.

Benefits of YANG data models
Configuring routers with YANG data models overcomes traditional limitations because these models:

* Provide a common structure for both configuration and operational data, and support NETCONF actions.
* Enable protocols to get, manipulate, and delete network device configuration.

* Automate management and operation of multiple routers throughout a heterogeneous network.
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YANG data models |
Bl YANG data models

Additional information

Traditional CLI-based configuration is typically proprietary and highly text-based, making bulk configuration
challenging in complex networks. By contrast, YANG data models use industry-standard languages to facilitate
automation, interoperability, and operational consistency.

* YANG data models, on page 4
* Unified data models, on page 15

YANG data models

A YANG data model is a data modeling language specification that
* defines a standard, hierarchical structure for the configuration and operational data of network devices

* enables robust network communication by specifying data relationships, constraints, actions, and
notifications, and

* supports integration with network management protocols such as NETCONF and gRPC for automated
configuration and monitoring.

* YANG module: A file or group of files that together define a single data model. Each module is uniquely
identified by a namespace URL.

* NETCONF/gRPC: Protocols that use YANG data models for configuration and operational data exchange.

YANG data models must be obtained from the router. These models define a valid structure for the data

exchanged between the router and the client, and are consumed by NETCONF and gRPC-enabled applications
(gRPC supported only on 64-bit platforms). YANG models are categorized as follows:

* Cisco-specific models: Proprietary YANG models unique to Cisco devices. For details and representation,
see Native models.

» Common models (Open Config/OC): Industry-standard YANG models, typically from organizations
such as IETF and IEEE. OC models have separate YANG modules for configuration data, operational
data, and actions. See OC models for examples.

All YANG data models are stamped with semantic version 1.0.0 as the baseline from release 7.0.1 and later.
For more details on YANG, refer to RFC 6020 and RFC 6087.

YANG data model requirements

A YANG data model requirement is a specification that
* defines the types of data a router must expose for configuration and monitoring
« distinguishes between configuration data, operational state data, and supported actions, and

* ensures network protocols can interact with routers in a consistent, standardized manner.
Types of YANG data model requirements

* Configuration data: A set of writable data needed to transform a router from its initial state to an operational
state (for example, entries in the IP routing table or interface MTU settings).
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* Operational state data: Data obtained at runtime that reflects the router’s current status. This data is
typically transient and can change based on internal or external events (such as dynamic OSPF routing
entries).

* Actions: Transactions or commands, typically delivered via management protocols like NETCONF, that
carry out configuration operations or queries, ensuring consistency and atomic changes across devices.

Key considerations for YANG data model requirements

* YANG data model requirements are described in detail in RFC 6244.
* Actions supported by YANG models enable reliable, network-wide configuration transactions.

* Clear separation of configuration and operational data ensures effective management and simplifies
troubleshooting.

YANG model structure

A YANG model structure is a hierarchical framework that
* organizes data into a tree with top-level nodes and nested child nodes
» groups related data through containers, lists, and leaves, and

* enables clear representation, management, and extension of network configuration and state.

Hierarchical structure of YANG models

* Top-level nodes and their subtrees: YANG models are organized with primary (top-level) nodes that
represent major configuration or operational groupings. Each of these nodes may have nested subtrees
covering related data elements or functions.

* Subtrees that augment nodes in other YANG models: YANG allows modules to be extended by augmenting
existing nodes, enabling models to add additional information or capabilities to base structures defined
elsewhere.

* Custom RPCs (Remote Procedure Calls): Beyond static configuration and state data, YANG models can
define custom RPCs to perform operations or actions on managed devices, supporting automation and
advanced control tasks.

YANG node types

A YANG node type is a structural element that

* defines how data and groupings are represented in a YANG model
» provides distinct roles, such as value holders or containers for related information, and

* enables flexible modeling of configuration and operational data.

YANG node type definitions

» Leaf node: Holds a single, typed value (for example, an integer, string, or IP address).
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. Components of a YANG module

* Leaf-list node: Contains a list of multiple leaf values, all of the same type (such as a series of IP addresses).

+ List node: Stores an ordered sequence of entries, each uniquely identified by one or more key leaves—for
example, a set of interface configurations, where each entry represents a network interface.

* Container node: Groups related nodes together (including any of the above node types) into a logical
structure, such as general interface settings.

N

Note Each node is named and either defines a value or contains child nodes according
to its type.

Components of a YANG module
A YANG module component is a foundational element that
* specifies how the module imports and references data from other modules
* enables modular organization and extension through statements like include and augment, and

« applies conditional logic and naming conventions for robust and maintainable models.

Statements for building YANG modules

* Import statement: Incorporates definitions from external YANG modules, allowing reuse of established
schemas.

* Include statement: Pulls in sub-modules that contribute additional definitions or groupings to the main
module.

» Augment statement: Adds new nodes or definitions to an existing module or to specific locations within
another module’s hierarchy.

» When statement: Applies conditions, controlling whether a node is valid or included based on specific
criteria.

* Prefix statement: Assigns a shorthand reference to imported modules for clear, collision-free access to
their definitions.

A

Note The gRPC YANG path or JSON data is based on the YANG module name, not
the namespace.

Additional reference information for YANG

* All YANG data models from software release 7.0.1 and later are stamped with semantic version 1.0.0
by default.

* YANG model requirements and practices are specified in industry standards such as RFC 6020, RFC
6087, and RFC 6244,
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* For open, industry-standard YANG models, see the OpenConfig public repository.
* Tools like pyang can validate and visualize YANG models in tree format.

* Cisco-specific YANG model documentation and downloadable model files can be accessed on the Cisco
DevNet YANG Models page.

LLDP YANG data model

An LLDP YANG data model example is a representation that

* illustrates how LLDP configuration and state information are organized using YANG’s hierarchical,
tree-based structure

* demonstrates the use of containers, lists, and leaf nodes for global settings and per-interface parameters,
and

* enables automated device discovery, neighbor identification, and protocol management via network
tools.

Structure of LLDP data model
The Link Layer Discovery Protocol (LLDP) data model is represented in this structure:

$ cat Cisco-IO0S-XR-ethernet-1ldp-cfg.yang
module Cisco-IO0S-XR-ethernet-1ldp-cfg ({

/*** NAMESPACE / PREFIX DEFINITION ***/
namespace "http://cisco.com/ns"+
"/yang/Cisco-I0S-XR-ethernet-11dp-cfg";
prefix "ethernet-1lldp-cfg";
/*** LINKAGE (IMPORTS / INCLUDES) ***/
import cisco-semver { prefix "semver"; }
import Cisco-IOS-XR-ifmgr-cfg { prefix "al"; }
/*** META INFORMATION ***/
organization "Cisco Systems, Inc.";
contact
"Cisco Systems, Inc.

Customer Service

Postal: 170 West Tasman Drive
San Jose, CA 95134

Tel: +1 800 553-NETS
E-mail: cs-yang@cisco.com";
description

"This module contains a collection of YANG definitions
for Cisco IOS-XR ethernet-11dp package configuration.
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LLDP YANG data model

This module contains definitions
for the following management objects:
11ldp: Enable LLDP, or configure global LLDP subcommands

This YANG module augments the
Cisco-I0S-XR-ifmgr-cfg
module with configuration data.

Copyright (c) 2013-2019 by Cisco Systems, Inc.
All rights reserved.";

revision "2019-04-05" {
description
"Establish semantic version baseline.";
semver:module-version "1.0.0";

revision "2017-05-01" ¢{
description
"Fixing backward compatibility error in module.";

revision "2015-11-09" {
description
"IOS XR 6.0 revision.";

container 1ldp {
description "Enable LLDP, or configure global LLDP subcommands";

container tlv-select {
presence "Indicates a tlv-select node is configured.";
description "Selection of LLDP TLVs to disable";

container system-name {
description "System Name TLV";
leaf disable {
type boolean;
default "false";
description "disable System Name TLV";

container port-description {
description "Port Description TLV";
leaf disable {
type boolean;
default "false";
description "disable Port Description TLV";

.......................... (snipped) ..ttt e e
container management-address {
description "Management Address TLV";
leaf disable {
type boolean;
default "false";
description "disable Management Address TLV";

}

leaf tlv-select-enter {
type boolean;
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YANG data models
LLDP YANG data model [}

mandatory true;
description "enter 1lldp tlv-select submode";

}
leaf holdtime {
type uint32 {
range "0..65535";
}
description
"Length of time (in sec) that receiver must
keep this packet";

augment "/al:interface-configurations/al:interface-configuration" ({

container 1ldp {
presence "Indicates a 1lldp node is configured.";
description "Disable LLDP TX or RX";
.......................... (snipped) .ttt e e
description
"This augment extends the configuration data of
'Cisco-IO0S-XR-ifmgr-cfg'";

}

The structure of a data model can be explored using a YANG validator tool such as pyang and the
data model can be formatted in a tree structure.

LLDP configuration data model
This example shows the LLDP interface manager configuration model in tree format.

module: Cisco-IOS-XR-ethernet-1ldp-cfg
+--rw 1lldp
+--rw tlv-select!
| +--rw system-name

| | +--rw disable? boolean

| +--rw port-description

| | +--rw disable? boolean

| +--rw system-description

| | +--rw disable? boolean

| +--rw system-capabilities

| | +--rw disable? boolean

| +--rw management-address

| | +--rw disable? boolean

| +--rw tlv-select-enter boolean
+--rw holdtime? uint32
+--rw enable-priority-addr? boolean
+--rw extended-show-width? boolean
+--rw enable-subintf? boolean
+--rw enable-mgmtintf? boolean
+--rw timer? uint32
+--rw reinit? uint32
+--rw enable? boolean

module: Cisco-IOS-XR-ifmgr-cfg
+--rw global-interface-configuration
| +--rw link-status? Link-status-enum
+--rw interface-configurations
+--rw interface-configuration* [active interface-name]
+--rw dampening

| +--rw args? enumeration
|  +--rw half-1life? uint32
|  +--rw reuse-threshold? uint32
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[ LL0P YANG data model

+t--rw
+t--rw
+t--rw

suppress-threshold?
suppress-time?
restart-penalty?

+--rw mtu* [owner]

+-—-rw owner

|
|
|
+--rw mtus
|
|
|

+--rw mtu uint32
+--rw encapsulation

| +--rw
| +--rw

encapsulation?
capsulation-options?

+--rw shutdown?
+--rw interface-virtual?
+--rw secondary-admin-state?
+--rw interface-mode-non-physical? Interface-mode-enum
+--rw bandwidth?
+--rw link-status?
+--rw description?
+--rw active
+--rw interface-name
+--rw ethernet-1ldp-cfg:11ldp!
+--rw ethernet-lldp-cfg:transmit
| +--rw ethernet-lldp-cfg:disable? boolean
+--rw ethernet-1ldp-cfg:receive
| +--rw ethernet-lldp-cfg:disable? boolean

YANG data models |

uint32
uint32
uint32

xr:Cisco-ios-xr-string

string

uint32
empty
empty
Secondary-admin-state-enum

uint32

empty

string
Interface-active
xr:Interface-name

+--rw ethernet-1ldp-cfg:1lldp-intf-enter boolean
+--rw ethernet-1lldp-cfg:enable? Boolean
.......................... (snipped) ..ttt e e

LLDP operational data model

This example shows the Link Layer Discovery Protocol (LLDP) interface manager operational model

in tree format.

$ pyang -f tree Cisco-IOS-XR-ethernet-lldp-oper.yang
module: Cisco-IOS-XR-ethernet-lldp-oper

+--ro 1lldp

+--ro global-11ldp
| +--ro lldp-info

| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
+--ro nodes

chassis-id?
chassis-id-sub-type?
system-name?

timer?

hold-time?

re-init?

+--ro node* [node-name]

+--ro

neighbors

| +--ro devices

notifications:

+--ro device*

e (snipped) ...

+---n lldp-event
+--ro global-11ldp
| +--ro lldp-info

| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
| +--ro
+--ro nodes

chassis-id?
chassis-id-sub-type?
system-name?

timer?

hold-time?

re-init?

+--ro node* [node-name]

string
uint8

string
uint32
uint32
uint32

string
uint8

string
uint32
uint32
uint32
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+--ro neighbors
+--ro devices
|  +--ro device*
| +--ro device-id? string
| +--ro interface-name? xr:Interface-name
| +--ro lldp-neighbor*
| +--ro detail
| | +--ro network-addresses
| | | +--ro lldp-addr-entry*
| [ +--ro address
.......................... (snipped) ..ttt e e
+--ro interfaces
+--ro interface* [interface-name]

+--ro interface-name xr:Interface-name

+--ro local-network-addresses

| +--ro lldp-addr-entry*

| +--ro address

| | +--ro address-type? Lldp-13-addr-protocol
| |  +--ro ipvé4-address? inet:ipv4-address
|
|

|

|

|

|

|

|

|

| |  +--ro ipvé-address? In6-addr

| +--ro ma-subtype? uint8

| | +--ro if-num? uint32

| +--ro interface-name-xr? xr:Interface-name

| +--ro tx-enabled? uint8

| +--ro rx-enabled? uint8

| +--ro tx-state? string

| +--ro rx-state? string

| +--ro if-index? uint32

| +--ro port-id? string

| +--ro port-id-sub-type? uint8

| +--ro port-description? string
.......................... (snipped) .ttt e e

LLDP global and interface-level configuration enhancement

LLDP (Link Layer Discovery Protocol) global and interface-level configuration enhancement

* prevents LLDP global parameters configuration from automatically enabling LLDP on all interfaces,
and

» ensures that LLDP enablement is controlled explicitly at the interface level, maintaining granular control
over LLDP behavior.

Table 2: Feature History Table

Feature Name Release Information Feature Description
LLDP global and interface-level |Release 25.4.1 Introduced in this release on:
configuration enhancement Centralized Systems (8400 [ASIC:

K100])(select variants only*)

* This feature is now supported on
Cisco 8404-SYS-D routers.
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Feature Name Release Information Feature Description
LLDP global and interface-level |Release 25.1.1 Introduced in this release on: Fixed
configuration enhancement Systems (8200 [ASIC: Q200,

P100], 8700 [ASIC: P100, K100]);
Centralized Systems (8600
[ASIC:Q200]); Modular Systems
(8800 [LC ASIC: Q100, Q200,
P100])

You can now configure LLDP
(Link Layer Discovery Protocol)
global parameters without
automatically enabling LLDP on
all interfaces by default. This
feature provides a granular
operational control of the LLDP
interface-level configurations.

By aligning with OpenConfig
models, this feature introduces a
more efficient operational control
where LLDP is enabled on an
interface only when both global and
interface-level LLDP
configurations are enabled.

Previously, LLDP was enabled if
either configuration was present,
potentially leading to inconsistent
behavior.

The feature introduces these
changes:

CLI:

« lldp interface-only

YANG Data M odel:

® Cisco-IOS-XR-um-1lldp-cfg

(see GitHub, YANG Data Models
Navigator)

How doesthisfeature affect the OpenConfig and native YANG model behavior?

When you configure OpenConfig global LLDP parameters, the 11dp interface-only configuration is
automatically added to the native cisco-10S-xR-um-11dp-cfg YANG model to retain consistent OpenConfig
behavior. This ensures that modifying global LLDP parameters through OpenConfig does not unintentionally
enable LLDP on all interfaces. This behavior provides seamless alignment between OpenConfig and the native
YANG model, ensuring predictable and consistent LLDP behavior across interfaces.

What happenswhen LLDP isconfigured globally without using thisfeature?
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Configure LLDP global and interface-level configuration enhancement

Step 1

Configure LLDP global and interface-level configuration enhancement .

Without the [ldp interface-only option, enabling LLDP globally through OpenConfig adds the LLDP container
with global parameters in the native cisco-10S-xR-um-11dp-cfg YANG model, which in turn activates LLDP

on all interfaces. This can lead to inconsistent LLDP behavior, particularly when users expect interface-level
configurations to remain in control.

How does the new behavior differ from the old behavior?
Use the table to understand the difference in LLDP operational states between the old and new behaviors.

Table 3: OpenConfig LLDP behavior changes

If OpenConfig global LLDP | And OpenConfig Then the new LLDP And the old LLDP
is... interface-level LLDP is... |interface state is... interface state was...
enabled (default) container not added state | disabled enabled.
enabled enabled (default—after |enabled enabled.
adding the interface
container)
enabled disabled disabled enabled.
disabled enabled disabled enabled.
disabled disabled disabled disabled.

What isthe effect of global and interface-level LL DP configurations on interface states?

The table provides an overview of how different configurations affect the operational state of the LLDP

interfaces.

Table 4: LLDP state based on global and interface-level configuration

If global LLDP is... And interface-level LLDP Then the interface LLDP state is...
configuration is...

Ildp not configured enable.

Ildp interface-only not configured disable.

Ildp interface-only Ildp enable enable.

lIdp IIdp enable enable.

Use this procedure to configure the LLDP interface-only feature on your router, allowing global LLDP
parameters to be modified without automatically enabling LLDP on all interfaces.

Procedure

Configure the LLDP interface-only parameter.
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Example:

Router (config) # 1lldp

Router (config-11dp) # timer 60
Router (config-11ldp) # interface-only
Router (config-11dp) # exit

Step 2 Verify the LLDP interface-only parameter and global parameters are correctly applied.

Example:

Router# show run 1lldp

Tue Jan 28 05:43:11.868 UTC
11dp

timer 60

interface-only
|

CDP YANG data model example

A CDP YANG data model example is a representation that

» organizes CDP configuration settings and operational data using YANG’s hierarchical structure
* supports both global and interface-level parameters through augmentation
* enables automated discovery of Cisco devices and retrieval of neighbor details across the network.

module: Cisco-IOS-XR-cdp-cfg
+--rw cdp

+--rw timer? uint32
+--rw advertise-vl-only? empty
+--rw enable? boolean
+--rw hold-time? uint32
+--rw log-adjacency? empty

augment /al:interface-configurations/al:interface-configuration:
+--rw cdp
+--rw enable? empty

In the CDP YANG model, the augmentation is expressed as:

augment "/al:interface-configurations/al:interface-configuration" {
container cdp {
description "Interface specific CDP configuration";
leaf enable {
type empty;
description "Enable or disable CDP on an interface";
}
}
description
"This augment extends the configuration data of
'Cisco-IO0S-XR-ifmgr-cfg'";

CDP operational YANG
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The structure of a data model can be explored using a YANG validator tool such as pyang and the
data model can be formatted in a tree structure. The following example shows the CDP operational
model in tree format.

module: Cisco-IOS-XR-cdp-oper
+--ro cdp
+--ro nodes
+--ro node* [node-name]
+--ro neighbors
| +--ro details
|  +--ro detail*
+--ro interface-name? xr:Interface-name
+--ro device-id? string
+--ro cdp-neighbor*
+--ro detail
| +--ro network-addresses
| +--ro cdp-addr-entry*
+--ro address
+--ro address-type? Cdp-13-addr-protocol
+--ro ipvé4-address? inet:ipv4-address
+--ro ipvé-address? In6-addr
+--ro protocol-hello-list
|  +--ro cdp-prot-hello-entry*

| +--ro hello-message? yang:hex-string
+--ro version? string
+--ro vtp-domain? string
+--ro native-vlan? uint32
+--ro duplex? Cdp-duplex
| +--ro system-name? string
+--ro receiving-interface-name? xr:Interface-name
+--ro device-id? string
+--ro port-id? string
+--ro header-version? uint8
+--ro hold-time? uintlé
+--ro capabilities? string
+--ro platform? string

Unified data models

A unified data model is a configuration model that
» provides full coverage of router functionality
« offers a single abstraction for both YANG and CLI commands, and

* replaces native schema-based models in supported Cisco IOS XR releases.
Unified models are available in the pkg/yang directory on Cisco IOS XR devices. The presence of um in the
model name indicates the model is a unified model.

ForexanqﬂeiCisco—IOS—XR—um—<feature>—cfg.yang.

Accessing unified data models on the device

Use the mentioned shell command to access unified data models on the device

shell:Y
Router# run
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[node]$ cd /pkg/yang
[node:pkg/yangl$ 1s
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CHAPTER 3

Data Models for Network Automation

* YANG communication protocols, on page 17

* Access data models, on page 18

* YANG action, on page 24

* YANG input validators and Get requests, on page 26

* Pseudo-atomic commit capabilities , on page 28

 Automatic resynchronization of OpenConfig configurations, on page 31

YANG communication protocols

A YANG communication protocol is a set of rules that

» establishes standardized exchanges of information between network devices,
* enables reliable and secure communication between clients and routers, and
» facilitates automation and programmable operations across different platforms.

In YANG-based systems, communication protocols connect the router and the client. These protocols enable
clients to consume YANG data models, automating and programming network operations.
Supported protocols
YANG uses one of these protocols:
* Network Configuration Protocol (NETCONF)
* RPC framework (gRPC) by Google

)

Note gRPC is supported only on 64-bit platforms.

The transport and encoding mechanisms for these two protocols are shown in the table:

Table 5: Protocols and their supported transport and encoding or decoding mechanisms

Protocol Transport Encoding or Decoding

NETCONF SSH XML
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Protocol Transport Encoding or Decoding

gRPC HTTP/2 JSON

NETCONF protocols

A NETCONF protocol is a network management protocol family that

* enables installation, modification, and deletion of device configuration data,
* uses XML-based data encoding for both configuration and protocol messages, and
* supports client-server communication through a simple RPC (Remote Procedure Call) mechanism.

NETCONTF protocols provide standard tools for automating the management of network devices. Clients can
programmatically update or retrieve configuration and operational data by exchanging XML-formatted
messages with servers.

A NETCONF client issues an RPC call to configure a new interface, and the NETCONTF server responds with
an XML message confirming the change.

gRPC protocols

A gRPC protocol is a network communication framework that

* is based on Protocol Buffers (Protobuf), an open-source binary serialization format,
» enables flexible, efficient, and automated serialization of structured data for remote procedure calls
(RPCs), and

* requires you to define message types using .proto files, where each message contains a series of
name-value pairs for clear data structure.

Additional referenceinformation: gRPC is open source and offers a lightweight alternative to traditional
protocols like XML for transmitting data. Its design aims for both simplicity and high performance in
exchanging data between systems.

\)

Note gRPC is supported only on 64-bit platforms.

Examples:

* A network management system can use gRPC protocols to issue NETCONF RPCs and configure device
features using data models.

* Developers use .proto files to define the messages and service methods that gRPC clients and servers
exchange.

* REST APIs typically use JSON payloads and HTTP methods and do not rely on Protocol Buffers or
.proto definitions as gRPC does.

Access data models

You can access the data models using one of these options:

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



| Data Models for Network Automation

Access data models from router

Step 1

Step 2

Step 3

Step 4

To access data models directly from the router, you can use these steps:

Procedure

Enter the global configuration mode.

Example:

Router#configure

Configure the NETCONF network management protocol to remotely configure and manage the router using YANG data

models.

Example:

Router (config) #netconf-yang agent ssh

Commit the configuration.

Example:

Router (config) #commit

Establish a NETCONF session with the device and retrieve the capabilities information.

Example:

Router#show netconf-yang capabilities
Tue Sep 19 22:03:26.305 UTC
[Netconf capabilities]

D: Has deviations

Capability

urn:ietf:params:netconf:base:1.1
urn:ietf:params:netconf:capability:candidate:1.0
urn:ietf:params:netconf:capability:confirmed-commit:1.1
urn:ietf:params:netconf:capability:interleave:1.0
urn:ietf:params:netconf:capability:notification:1.0
urn:ietf:params:netconf:capability:rollback-on-error:1.0
urn:ietf:params:netconf:capability:validate:1.1

http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.
http://cisco.

com/ns/yang/Cisco-I0S-XR-8000-fib-platform-cfg
com/ns/yang/Cisco-I0S-XR-8000-1pts-oper
com/ns/yang/Cisco-I0S-XR-8000-platforms-npu-resources-oper
com/ns/yang/Cisco-I0S-XR-8000-gos—-oper
com/ns/yang/Cisco-I0S-XR-Ethernet-SPAN-act
com/ns/yang/Cisco-I0S-XR-Ethernet-SPAN-cfg
com/ns/yang/Cisco-I0S-XR-Ethernet-SPAN-datatypes
com/ns/yang/Cisco-I0S-XR-Ethernet-SPAN-oper
com/ns/yang/Cisco-I0S-XR-aaa-aaacore-cfg
com/ns/yang/Cisco-I0S-XR-aaa-ldapd-cfg
com/ns/yang/Cisco-I0S-XR-aaa-ldapd-oper
com/ns/yang/Cisco-I0S-XR-aaa-lib-cfg
com/ns/yang/Cisco-I0S-XR-aaa-lib-datatypes
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. Access data models from Cisco Feature Navigator

By examining the capabilities, you can view the available data models for the software version installed on the router.

Access data models from Cisco Feature Navigator

Step 1
Step 2

Step 3
Step 4

Step 5

To access data models from Cisco Feature Navigator, you can use these steps:

Procedure

Go to Cisco Feature Navigator.

If you have a Cisco.com account, click on the L ogin button and enter your credentials. If you don't have an account, you
can click Continue as Guest.

You will be directed to the Cisco Feature Navigator main page.

Click YANG Data Models.

Select the Product and Cisco |0S XR Release based on your requirement.

The data models are listed based on type—Cisco XR native models, Unified models and OpenConfig models.

You can use the search field to search for specific data model of interest.

Click the specific data model of interest to view more details.

The data model is displayed in a hierarchical tree structure making it easier to navigate and understand the relationships
between different YANG modules, containers, leaves and leaf lists. You can apply filters to further narrow down the data
model definitions for the selected platform and release based on status such as deprecated, obsolete and unsupported
nodes.

You can also click the Download icon to export the data model information in Excel format.
This visual tree form helps you get insights into the nodes that you can use to automate your network.

The data models on Cisco Feature Navigator is regularly updated based on IOS XR release. If you encounter any problem
or have suggestions for improvements, share your experience using Send us your feedback link.

Access data models from GitHub

Step 1

Step 2

To access the data models from GitHub repository, you can use these steps:

Procedure

Go to the GitHub repository for data models.
On the repository page, you will find a list of folders based on IOS XR releases.

Navigate to the release folder of interest to view the list of supported data models and their definitions. For example, if
you want to access the data models for IOS XR release 7.10.1, click on the folder named 7.10.1.
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Step 3

Step 4

CLI to Yang mapping tools .

Inside the folder, you will find a list of YANG files representing different data models.

Click on the YANG file you want to access to view its contents.

You can also click on the Raw button to see the raw code or use the Download button to download the file to your
computer.

Each data model defines a complete and cohesive model, or augments an existing data model with additional XPaths. To
view a comprehensive list of the data models supported in a release, navigate to the Available-Content.md file in the
repository. The unsupported sensor paths are documented as deviations. For example, openconfig-acl.yang provides
details about the supported sensor paths, whereas cisco-xr-openconfig-acl-deviations.yang shows the unsupported
sensor paths for openconfig-acl.yang model.

Repeat the above steps for other versions or data models of interest.

The GitHub repository for IOS XR data models is regularly updated based on release. You can also contribute to the
repository by submitting pull requests, opening issues if you encounter any problems or have suggestions for improvements.

CLI to Yang mapping tools

CLI to Yang mapping tools are software utilities that

* bridge the gap between traditional CLI commands and modern programmatic approaches,
» associate CLI commands with YANG data models, and

* streamline network management tasks by providing clear mappings.

\}

Note Starting from Release 7.11.1 , the command yang-describe in the Command Line Interface (CLI) is
deprecated.

CLI commands are widely used for configuring and extracting the operational details of a router. But bulk
configuration changes through CLIs are cumbersome and error-prone. These limitations restrict automation
and scale. To overcome these limitations, you need an automated mechanism to manage your network. Cisco
IOS XR supports a programmatic way of configuring and collecting operational data of a router using Yang
data models. However, owing to the large number of CLI commands, it is cumbersome to determine the
mapping between the CLI command and its associated data model.

The CLI to Yang describer tool is a component in the IOS XR software. It helps in mapping the CLI command
with its equivalent data models. With this tool, network automation using data models can be adapted with
ease.

The tool simulates the CLI command and displays the following data:
* Yang model mapping to the CLI command

» List of the associated sensor paths

To retrieve the Yang equivalent of a CLI, use the following command:

Router#yang-describe ?
configuration Describe configuration commands (cisco-support)
operational Describe operational commands (cisco-support)
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The tool supports description of both operational and configurational commands.

Configuration data

In the following example, the Yang paths for configuring the MPLS label range with minimum and maximum
static values are displayed:

Router#yang-describe configuration mpls label range table 0 34000 749999 static 34000 99999

YANG Paths:
Cisco-IOS-XR-um-mpls-1sd-cfg:mpls/label/range/table-0
Cisco-IOS-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range

Cisco-IO0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/minvalue
Cisco-IO0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-value

Cisco-IOS-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range/min-static-value

Cisco-IOS-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-static-value

In the following example, the Yang paths for configuring the gRPC address are displayed:

Router#yang-describe configuration grpc address-family ipv4
YANG Paths:
Cisco-IOS-XR-man-ems-cfg:grpc/enable
Cisco-IOS-XR-man-ems-cfg:grpc/address-family

Operational data
The operational data includes support for the show CLI commands.

The example shows the Yang paths to retrieve the operational data for MPLS interfaces:

Router#yang-describe operational show mpls interfaces
Mon May 10 12:34:05.198 UTC
YANG Paths:
Cisco-I0S-XR-mpls-lsd-oper:mpls-1lsd/interfaces/interface

The example shows the Yang paths to retrieve the operational data for Virtual Router Redundancy Protocol
(VRRP):
Router#yang-describe operational show vrrp brief

Mon May 10 12:34:38.041 UTC

YANG Paths:

Cisco-I0S-XR-ipvé4-vrrp-oper:vrrp/ipv4/virtual-routers/virtual-router
Cisco-I0S-XR-ipv4-vrrp-oper:vrrp/ipv6/virtual-routers/virtual-router

CLI commands are widely used for configuring and extracting the operational details of a router. But bulk
configuration changes through CLIs are cumbersome and error-prone. These limitations restrict automation
and scale. To overcome these limitations, you need an automated mechanism to manage your network.

CLI to Yang mapping tool

The CLI to Yang describer tool is a component in the IOS XR software. It helps in mapping the CLI command
with its equivalent data models. With this tool, network automation using data models can be adapted with
ease.
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Tool functionality
The tool simulates the CLI command and displays these data:

* Yang model mapping to the CLI command

+ List of the associated sensor paths

Retrieve Yang equivalent of CLI

This example shows how to retrieve the Yang equivalent of a CLI:

Router#yang-describe ?
configuration Describe configuration commands (cisco-support)
operational Describe operational commands (cisco-support)

Example: Configuration data

In this example, the Yang paths for configuring the MPLS label range with minimum and maximum static
values are displayed:

Router#
yang-describe configuration mpls label range table 0 34000 749999 static

34000 99999

Mon May 10 12:37:27.192 UTC

YANG Paths:
Cisco-I0S-XR-um-mpls-1lsd-cfg:mpls/label/range/table-0
Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range
Cisco-I0S-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range/minvalue
Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-value

Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/min-static-value

Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-static-value

Configuration data example for gRPC
In this example, the Yang paths for configuring the gRPC address are displayed:
Router#yang-describe configuration mpls label range table 0 34000 749999 static 34000 99999
Mon May 10 12:37:27.192 UTC
YANG Paths:
Cisco-I0S-XR-um-mpls-lsd-cfg:mpls/label/range/table-0
Cisco-IOS-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range
Cisco-I0S-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range/minvalue

Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-value

Cisco-I0S-XR-mpls-lsd-cfg:mpls-1sd/label-databases/label-database/label-range/min-static-value

Cisco-I0S-XR-mpls-1lsd-cfg:mpls-1sd/label-databases/label-database/label-range/max-static-value
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YANG action

A YANG action is a network management operation that

* is defined in a YANG model using an RPC statement

* enables execution of specific commands or operations (such as ping or reload) on a network device via
standardized management protocols like NETCONF or gRPC, and

* provides structured responses indicating the outcome of the requested operation.

YANG actions allow remote management systems to execute device-specific operations programmatically.
Each action is modeled as an RPC (Remote Procedure Call) statement within a YANG module, making it
accessible through automation tools and network controllers that communicate over NETCONF (using XML)
or gRPC (using JSON). When an action request is received, the device executes the operation and returns a

protocol-specific response. For example, common actions include "ping," "traceroute," "copy," and process
restart commands.

Supported YANG actions and models

The following table lists common YANG actions and the associated YANG models. For a complete list of
supported actions, refer to the YANG Data Models Navigator.

Table 6: YANG actions and models

Actions YANG Models

logmsg Cisco-IOS-XR-syslog-act

snmp Cisco-I0S-XR-snmp-test-trap-act
rollback Cisco-10S-XR-cfgmgr-rollback-act
clear isis Cisco-IOS-XR-isis-act

clear bgp Cisco-10S-XR-ipv4-bgp-act
PING NETCONF action

This example shows the IOS XR NETCONF action request to run the ping command on the router.

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ping xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ping-act">
<destination>
<destination>1.2.3.4</destination>
</destination>
</ping>
</rpc>

This section shows the NETCONF action response from the router.

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ping-response xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ping-act">
<ipv4>
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<destination>1.2.3.4</destination>
<repeat-count>5</repeat-count>
<data-size>100</data-size>
<timeout>2</timeout>
<pattern>0Oxabcd</pattern>
<rotate-pattern>0</rotate-pattern>
<reply-list>
<result>!</result>
<result>!</result>
<result>!</result>
<result>!</result>
<result>!</result>
</reply-list>
<hits>5</hits>
<total>5</total>
<success-rate>100</success-rate>
<rtt-min>1</rtt-min>
<rtt-avg>l</rtt-avg>
<rtt-max>1</rtt-max>
</ipvé>
</ping-response>
</rpc-reply>

XR process restart action

This example shows the process restart action sent to NETCONF agent.

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<sysmgr-process-restart xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-sysmgr-act">
<process-name>processmgr</process-name>
<location>0/RP0/CPUO</location>
</sysmgr-process-restart>
</rpc>

This example shows the action response received from the NETCONF agent.

<?xml version="1.0"?2>

<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

Copy action
This example shows the RPC request and response for copy action:

RPC request:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<copy xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-copy-act">
<sourcename>//root:<location>/100MB.txt</sourcename>
<destinationname>/</destinationname>
<sourcefilesystem>ftp:</sourcefilesystem>
<destinationfilesystem>harddisk:</destinationfilesystem>
<destinationlocation>0/RSP1/CPUO</destinationlocation>
</copy>
</rpc>

RPC response:

<?xml version="1.0"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
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<response xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-copy-act">Successfully
completed copy operation</response>
</rpc-reply>

8.261830565s elapsed

Delete action

This example shows the RPC request and response for delete action:

RPC request:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">

<delete xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-delete-act">

<name>harddisk:/netconf.txt</name>

</delete>

</rpc>

RPC response:

<?xml version="1.0"?2>

<rpc-reply message-i1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<response xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-shellutil-delete-act">Successfully
completed delete operation</response>

</rpc-reply>

395.099948ms elapsed

Supported protocols and operational restrictions

* NETCONF actions use XML formatting; gRPC actions use JSON.

* Some actions—such as installing software—may have restrictions (for example, deprecated commands
or maximum parameter limits).

* System admin models support only <get> and <get-config> operations; <edit-config> supports only
merge. Delete, remove, and replace are not supported for system admin models.

YANG actions and data elements

A YANG action acts like a remote control button: when pressed (invoked through a protocol), the device
performs the specified operation and returns the result, similar to how an ATM processes withdrawal commands
remotely.

Configuration containers or leaves in YANG are not actions—they only represent data to store or retrieve,
not executable operations.

YANG input validators and Get requests

A YANG input validator is a system component that:

» checks the validity of configuration data against OpenConfig YANG models
» verifies Get requests processed through protocols such as NETCONF or gNMI

» ensures that only explicitly configured OpenConfig leaves are returned in response to Get requests.
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A Get request is an operation that:
* retrieves configuration or operational data from a network device,
* uses management protocols like NETCONF or gNMI
» returns either OpenConfig leaves or Cisco native model items based on system settings and operational

modes.

YANG input validators and Get requests ensure configuration integrity and accurate state retrieval in Cisco
IOS XR devices. Recent enhancements to these components result in stricter input validation, with OpenConfig
models providing consistent handling of configuration queries. By default, Get requests now return only leaves
explicitly configured via OpenConfig, improving data accuracy and compliance.

Legacy mode remains available for limited releases, preserving previous behaviors where Get requests could
return all convertible Cisco native items.

Table 7: Feature History Table

Feature Name Release Information Description
Improved YANG Input Validator |Release 7.10.1 The OpenConfig data models
and Get Requests provide a structure for managing

networks via YANG protocols.
With this release, enhancements to
the configuration architecture
improve input validations and
ensure that the Get requests made
through gNMI or NETCONF
protocols return only explicitly
configured OpenConfig leaves.

Previously, Get requests returned
all the items in the Cisco native
data models that the system could
convert into OpenConfig items,
regardless of whether they were
initially configured via
OpenConfig. We have added a new
legacy mode option for a limited
number of releases which helps you
preserve this behaviour.

L egacy Mode Usage

* NETCONF: Add a legacy mode attribute to the <get-config> request tag:get-config
xmlns:xr-md=" http://cisco.com/nslyang/cisco-xr-metadata" xr-md:mode="legacy"

» gNMI: Set the origin to openconfig-legacy in the request.

By default, OpenConfig leaves now return default values consistently using Explicit Basic Mode (see RFC6243).
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YANG input validators usage guidelines and limitations

Use these best practices and follow the warnings when working with YANG input validators and OpenConfig
in Cisco I0S XR:

Usage guidelines

Consider the following usage guidelines:

» After upgrading to Cisco IOS XR Release 7.10.1 or later, always commit OpenConfig changes to ensure
OpenConfig leaves appear in Get requests.

* Use either gNMI or NETCONF as the management agent for OpenConfig, but do not use both
simultaneously. The first successful commit determines the active agent.

* Fully configure each feature via OpenConfig, native model, or CLI. Items overridden in native models
do not appear in the OpenConfig view.

Operational limitations
* Observe the same commitment requirements when downgrading or upgrading the software.

* The non-active agent can only configure native model items or perform Get requests. It cannot modify
OpenConfig items until all OpenConfig leaves are first removed by the active agent.

* Changes made using CLI or Config Scripts are not reflected in OpenConfig system views.

* During commits, you can issue Get requests only on the running datastore. Edits, commits, or Get requests
on candidate datastores belonging to other clients are rejected.

Warnings

* The command show running-config | (xml | json) openconfig displays the running OpenConfig
configuration but cannot be filtered using XR CLI configuration keywords. Starting from Cisco IOS XR
Release 2.4.4.1, this command is not supported.

* Do not use load rollback changes Or load commit changes for rollbacks or commits that include
OpenConfig leaves; these operations are not supported for OpenConfig data.

* System events, such as install operations or startup configuration failures, may remove configurations
from the system, leaving OpenConfig views temporarily unsynchronized. Watch for syslog messages
and reapply OpenConfig configurations when needed.

* Performing a Commit Replace operation through CLI removes all OpenConfig entries from the system.

Pseudo-atomic commit capabilities

A pseudo-atomic commit capability is a Cisco IOS XR configuration feature that

* ensures configuration changes are either fully applied or not applied at all,
 maintains synchronization between the system database and the OpenConfig datastore, and

* prevents partially committed configuration states in the event of commit failures.
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Pseudo-atomic commit capabilities were introduced to address issues where, during the commit process,
failures could result in the system database and OpenConfig datastore becoming out of sync.

From I0S XR Software Release 7.10.1 onwards, pseudo-atomic commit ensures that, if a commit failure
occurs, all configuration changes are rolled back in both the system database and OpenConfig datastore. This
prevents situations where only some changes take effect, thereby avoiding partial or inconsistent configurations.

Table 8: Feature history

Feature Name

Release Information

Description

Prevent Partial Pseudo-Atomic
Committed Configurations

Release 24.4.1

Introduced in this release on: Fixed
Systems (8200 [ASIC: P100], 8700
[ASIC: P100])(select variants
only*); Modular Systems (8800
[LC ASIC: P100])(select variants
only*)

*This feature is now supported on:

» 8212-48FH-M

» 8711-32FH-M

» 88-LC1-12TH24FH-E
+ 88-LC1-36EH

» 88-LC1-52Y8H-EM

Prevent Partial Pseudo-Atomic
Committed Configurations

Release 7.10.1

You can now prevent the
partially-committed configurations
on the router and thus ensure the
system database and OpenConfig
datastore stay in sync.

This feature changes how the
internal rollback error is handled
when a pseudo-atomic commit
fails. In such cases, the system
database always rolls back the
configuration in its datastore
thereby ensuring that there is no
partially-committed configuration.
If there is still inconsistency, the
system displays error messages to
notify you of various internal
rollback failure scenarios based on
which you must take rectification
action to re-synchronize the data.
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Behavior

Existing (before 7.10.1)

Enhanced (7.10.1 and later)

Commit success criteria

All changes in the commit must succeed
for operation to complete. Errors result
in complete rollback.

Same as existing behavior.

Partial rollback failure

If rollback fails (e.g., verifier rejects
changes), the system may end up with
some changes committed, resulting in
partial configuration.

The internal rollback process always
reverts changes, or issues error
messages for rectification, thus avoiding
partial configuration states.

Synchronization of
datastores

System database and OpenConfig
datastore may become out of sync if a
rollback fails.

System database and OpenConfig
datastore remain in sync, even after
internal rollback issues.

User notification and
action

Errors may become untraceable, leading
to inconsistent operation unless user
takes corrective action based on system
messages.

System provides specific error
messages, enabling the user to
re-synchronize data.

Examples: Internal rollback error scenarios

Verifier rejection:

When the verifier process rejects configuration during internal rollback, the system database displays an error

message such as:

$MGBL-VERIFIER-4-COMMIT ROLLBACK REJECTED

$MGBL-VERIFIER-4-COMMIT ROLLBACK REJECTED :

verify process incorrectly rejected rollback

of a failed commit to a previously accepted state. The rollback change has been made anyway.

(/cfg/gl/test/iteml,

Verifier timeout:

0x40828400)

When the verifier does not respond within 300 seconds, a timeout occurs and is indicated by:

$MGBL-VERIFIER-3-COMMIT ROLLBACK TIMEOUT

$MGBL-VERIFIER-3-COMMIT ROLLBACK TIMEOUT

long to verify the rollback of a failed commit

(cfg/if/act/GigabitEthernet0 0 0 2/a/test/item3).

Verifier failure:

verify process

(jid 68368, 0/0/CPU0O) took too

The rollback change has been made anyway.

When the verifier fails to apply the rollback or a timeout occurs, the following message is shown:

$MGBL-VERIFIER-3-COMMIT ROLLBACK FAILED

$MGBL-VERIFIER-3-COMMIT ROLLBACK FAILED
(/cfg/gl/test/iteml,

failed commit

0x40828400)

The process need to be restarted to rectify the error.

: verify process failed to apply the rollback of a
and may no longer operate as configured.
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Additional reference information

You can check for partial configurations by using the following command:
show config commit changes [commit id]

If error messages are displayed, follow the recommended actions to re-synchronize the system database and
the verifier process to maintain system consistency.

Automatic resynchronization of OpenConfig configurations

An OpenConfig resynchronization event is a Cisco IOS XR automation feature that

* automatically restores consistency between OpenConfig and running configurations after system events,

* generates system logs to notify administrators about synchronization issues and the status of
resynchronization attempts, and

* eliminates the need for manual replacement of OpenConfig configurations when discrepancies occur.

Table 9: Feature History Table

Feature Name Release Information Feature Description
Automatic resynchronization of | Release 7.11.1 OpenConfig infrastructure can now
OpenConfig configuration reapply all the OpenConfig

configurations automatically if
there are any discrepancies in the
running configuration.

With this feature, there is no need
for manual replacement of the
OpenConfig configuration using
Netconf or gNMI.

The re-sync operation is triggered
if the running configurations and
the OpenConfig configuration go
out of sync after any system event
that removes some running
configurations from the system. A
corresponding system log gets
generated to indicate the re-sync
status.

Automated OpenConfig synchronisation in Cisco 10S XR

In Cisco IOS XR, OpenConfig and running configurations can go out of sync during certain operations, such
as interface breakout, software installation, or new line card insertion. Previously, restoring sync required a
full replacement of the OpenConfig configuration using Netconf or gNMI.

From the Cisco IOS XR Software Release 7.11.1, if the OpenConfig configurations and running configurations
go out of sync, or any activities takes place which may result in the two configurations to go out of sync, the
system automatically reapplies all the OpenConfig configurations and resolve the sync issue. If there is a
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synchronization issue between the running configuration and the OpenConfig configuration, a corresponding
system log is generated to indicate it. Similarly, a corresponding system log is generated indicating the status
of the re-synchronization attempt.

This feature is enabled by default. This process is completely automated.

From the Cisco I0S XR Software Release 24.1.1, the new cisco-105-xR-yiny-oper YANG model displays
the OpenConfig configuration which is out of sync with the running configuration, including the error associated
with each out of sync configuration.

The cisco-10s-xR-yiny-oper operational data is a snapshot of the current system status, rather than a record
of all past failures. That is, if an item of configuration is out of sync and is later resolved, such as through a

resynchronization or another configuration operation, then this configuration is no longer considered out of

sync and is removed from the snapshot.

Automatic re-synchronization of OpenConfig and running configurations

Starting with Cisco I0OS XR Software Release 7.11.1, if OpenConfig and running configurations go out of
sync, the system automatically reapplies all OpenConfig configurations to resolve the issue. System logs are
generated to indicate any synchronization issues and re-synchronization attempts, which are performed
automatically by default.

Viewing out-of-sync OpenConfig configurations

From Cisco IOS XR Release 24.1.1, the Cisco-IOS-XR-yiny-oper YANG model allows viewing of any
OpenConfig configurations that are out of sync with the running configuration, including the associated errors.
The model provides a snapshot of the current system status, displaying only present inconsistencies rather
than a record of past sync issues.

Operations that remove running configuration

Here are three types of operation that can have the effect of removing running configuration from the system.
Running configurations are either affected because they directly remove configuration in the system or because
they result in configuration failing to be accepted by the system during start-up.

* Install operations: Running configuration can be removed during non-reload and reload install operations.
During non-reload install, running configuration is removed when it is incompatible with the new software.
In this case, it is directly removed by the Install infra. The configuration is removed during reload install
operations if the attempt to restore the startup configuration is partially successful.

* Breakout interfaces configuration: When breakout interfaces are configured or de-configured, all the
existing configuration on interfaces is affected. The affect may be creation or deletion of the parent and
child interfaces. This results in an inconsistency between the running configuration and the OpenConfig
datastore for any of the removed configurations that was mapped from OpenConfig configuration.

The automatic restoration of OpenConfig configuration resolves this inconsistency by re-adding that
removed configuration.

* New line card insertion: On insertion of a new line card into the system, any pre-configuration for that
card is verified for the first time and may be rejected, causing it to be removed. This results in an
inconsistency between the running configuration and the OpenConfig datastore.

In any of the above scenarios, if there is a sync issue, system logs are generated and the system tries to reapply
all the OpenConfig configurations. If the re-sync attempt is successful, the configurations which were removed
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earlier, are re-applied. If the re-sync attempt fails, this means that some of the OpenConfig configuration is
no longer valid.

\)

Note The above scenarios are invalid if there are no OpenConfig configuration present in the system.

System logs Indicating out-of-sync configuration

System log messages are generated due to the above operations that can lead to discrepancies in configurations
on the router. Listed are examples of system log messages raised if any such discrepancies occur.

Table 10: Examples of system log messages generated due to Out-of-Sync Configurations :

Event Name Displayed in the System Log Description

unexpected commit errors When an unexpected commit errors in case of a SysDB server
crash.

config rollback (to a commit 1D created When a configuration rollbacks back to a commit ID created
using a different software version) using a different software version.

inconsistent configuration This system log is generated when an inconsistency alarm is
raised due to failure in restoring the start-up configurations
after activities like system reload or insertion of a new line
card. Re-synchronization of the configuration is triggered
only after the alarm is cleared.

configuration removal (triggered on When interface configuration is removed in response to a
0/2/CPUO by thelast config operation for | change in interface breakout configuration.

interface GigabitEthernet0/2/0/0 and 6 other
interfaces)

configuration removal (to preparefor an | Configuration is removed from the system during a
install operation) non-reload install operation due to incompatibility with the
new software.

Alarms for out-of-sync OpenConfig configuration

* Inconsistency alarm: When a there is a failure in restoring the start-up configurations after a system
reload or insertion of a new line card, inconsistency alarm is raised. If the inconsistency alarm is raised,
you can see an informational system log is generated which indicates that the OpenConfig configuration
and running configuration may be out of sync. A re-sync attempt will be made when the configuration
inconsistency alarm is cleared. This system log is an early warning that the system is potentially out of
sync.

Inconsistency alarm message:

NMI OpenConfig configuration is potentially out of sync with the running configuration
(details: system configuration become inconsistent during OIR restore on 0/0/CPUO). An
automatic reapply of the OpenConfig configuration will be performed when the inconsistency

alarm is cleared.
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Missing item in the OpenConfig datastore alarm: If there are missing items in the configurations which
could not be added to the OpenConfig datastore while loading in a snapshot from disk, you can see an
error system log is raised which indicates that there are some items which are absent in the running
OpenConfig configuration. This scenario occurs when the yang schema is changed from the time the
snapshot was created.

Item missing alarm message:

gNMI OpenConfig configuration is potentially out of sync with the running configuration:
3 failed to be applied to the system (details: snapshot 2 was created with a different
schema version). The system may contain config items mapped from OC that no longer exist
in the OC datastore. Automatic attempts to reapply OC will not remove these items, even
if they otherwise succeed. Config should be replaced manually using a GNMI Replace

operation.

System logs from configuration resynchronization

When an attempt to re-apply OpenConfig (resynchronization) is complete, the following informational system

logs

are generated to indicate the user that the OpenConfig and running configuration were out of sync, and

whether the attempt to resolve this was successful.

Successful re-sync:

As a result of configuration removal (to prepare for an install operation), the gNMI

OpenConfig configuration has been successfully reapplied.
Unsuccessful re-sync:

As a result of configuration removal (to prepare for an install operation), an attempt
to reapply the gNMI configuration was made, but some items remain out of sync with the
running configuration. The configuration should be reapplied manually using a GNMI
Replace operation.

Re-sync failure during mapping of OpenConfig configurations to XR configurations:

As a result of configuration removal (to prepare for an install operation), the attempt
to reapply the gNMI OpenConfig configuration failed, and the out of sync configuration
could not be updated. gNMI OpenConfig configuration is potentially out of sync with the
running configuration. Configuration should be reapplied manually using a GNMI Replace

operation

Re-sync failure during mapping of OpenConfig configurations to XR configurations is a rare scenario. When
there is a failure in the re-sync process while mapping the OpenConfig configuration to XR items, it causes

the re-sync request to aborted. This scenario is only possible after an install which changes the OpenConfig

mappings such that some configuration is no longer supported.
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gRPC operations

gRPC operations are a set of remote procedure calls that enable clients to interact with Cisco IOS XR devices
for configuration and operational data retrieval.

* They support configuration retrieval and modification.
* They provide access to operational and model data.

* They allow CLI-based and structured output retrieval.

These operations are essential for automating and managing network devices programmatically using gRPC
clients.

Manageability service gRPC operations

This table defines the manageability service gRPC operations for Cisco I0S XR.

gRPC Operation Description

GetConfig Retrieves the configuration from the router.

GetModels Gets the supported Yang models on the router

MergeConfig Merges the input config with the existing device configuration.
DeleteConfig Deletes one or more subtrees or leaves of configuration.
ReplaceConfig Replaces part of the existing configuration with the input configuration.
CommitReplace Replaces all existing configuration with the new configuration provided.
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gRPC Operation Description

GetOper Retrieves operational data.

CliConfig Invokes the input CLI configuration.
ShowCmdTextOutput Returns the output of a show command in the text form
ShowCmdJSONOutput Returns the output of a show command in JSON form.

gRPC operation to Get configuration
The gRPC example shows how a gRPC GetConfig request works for feature.

The client initiates a message to get the current configuration of running on the router. The router responds
with the current configuration.

gRPC request (Client to Router) gRPC response (Router to Client)
rpc GetConfig {
{ "Cisco-I0S-XR-cdp-cfg:cdp": {
"Cisco-I0S-XR-cdp-cfg:cdp": [ "timer": 50,
"cdp": "running-configuration" "enable": true,
] "log-adjacency": [
} null

:| ’
"hold-time": 180,
"advertise-vl-only": [

t . null
"Cisco-I0S-XR-ethernet-1ldp-cfg:11ldp": [

"1ldp": "running-configuration" }
]
}

{
"Cisco-I0S-XR-ethernet-11ldp-cfg:11dp": {
"timer": 60,
"enable": true,
"reinit": 3,
"holdtime": 150

rpc GetConfig

gRPC over UNIX domain sockets

gRPC over UNIX domain sockets is a method that allows establishing gRPC connections using local containers
without the need for password rotations.

» Extends gRPC TCP-based connections to UNIX domain sockets for local communication.
* Eliminates the need for username/password authentication for local containers.

* Improves security and control using UNIX file permissions.

This method enhances inter-process communication and simplifies secure local access to gRPC services on
Cisco routers.
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Feature History Table

gRPC server initialization and service registration

When gRPC is configured on the router, the gRPC server starts and then registers services such as gNMI and
gNOI. After all the gRPC server registrations are complete, the listening socket is opened to listen to incoming
gRPC connection requests. Currently, a TCP listen socket is created with the IP address, VRF, or gRPC
listening port.

UNIX domain sockets and dual socket listening for gNMI

With this feature, the gRPC server listens over UNIX domain sockets that must be accessible from within the
container through a local connection by default. With the UNIX socket enabled, the server listens on both
TCP and UNIX sockets. However, if the UNIX socket is disabled, the server listens only on the TCP socket.
The socket file is located at the directory.

Configure gRPC over UNIX domain sockets

Step 1

Step 2

You can use local containers and scripts on the router to establish gRPC connections over UNIX domain
sockets.

Before you begin

Ensure that the router supports gRPC and that you have access to the CLI in configuration mode.

Procedure

Configure the gRPC server

Example:

Router (config) #grpc
Router (config-grpc) #local-connection
Router (config-grpc) #commit

To disable the UNIX socket use the no form of the command.
Router (config-grpc) #no local-connection

The gRPC server restarts after you enable or disable the UNIX socket. If you disable the socket, any active gRPC sessions
are dropped and the gRPC data store is reset.

The scale of gRPC requests remains the same and is split between the TCP and Unix socket connections. The maximum
session limit is 256. If you utilize the 256 sessions on Unix sockets, further connections on either TCP or UNIX sockets
are rejected.

Verify that the local-connection is successfully enabled

Example:

Router#show grpc status
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Thu Nov 25 16:51:30.382 UTC

*************************Show gRPC Status**********************

transport : grpc

access-family : tcpéd

TLS : enabled

trustpoint

listening-port : 57400
local-connection : enabled
max-request-per-user : 10
max-request-total : 128
max-streams : 32
max-streams-per-user : 32
vrf-socket-ns-path : global-vrf
min-client-keepalive-interval : 300

A gRPC client must dial into the socket to send connection requests.

Here is an example of a Go client connecting to a UNIX socket.

const sockAddr =
" /misc/app_host/ems/grpc.sock" // for ncs_ 5500
/var/lib/docker/ems/grpc.sock" // for cisco8000

"

func UnixConnect (addr string, t time.Duration) (net.Conn, error) {
unix_addr, err := net.ResolveUnixAddr ("unix", sockAddr)
conn, err := net.DialUnix("unix", nil, unix_ addr)

return conn, err

func main() {

opts = append(opts, grpc.WithTimeout (time.Second*time.Duration (*operTimeout)))
opts = append(opts, grpc.WithDefaultCallOptions (grpc.MaxCallRecvMsgSize (math.MaxInt32)))

opts = append(opts, grpc.WithDialer (UnixConnect))
conn, err := grpc.Dial (sockAddr, opts...)

The gRPC server is configured to accept connections over UNIX domain sockets, and clients can connect
using the specified socket path.

What to do next

Monitor the gRPC sessions and ensure that the session count does not exceed the maximum limit of 256.

IANA port numbers for gRPC services

TANA port numbers for gRPC services is a configuration capability that
» enables assignment of standardized ports to gRPC-based services like gNMI, gRIBI, and P4ART

* supports both IANA-assigned and user-defined port numbers for service-level customization
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* improves service isolation, routing accuracy, and protocol compliance across IPv4 and IPv6 networks.

This feature ensures secure and efficient communication by allowing precise control over port assignments
for each gRPC service.

Table 11: Feature History Table

Feature Name Release Information Description
IANA Port Numbers For gRPC Release 24.1.1 You can now efficiently manage and customize
Services port assignments for gNMI, gRIBI, and PART

services without port conflicts. This is possible
because Cisco IOS XR now supports the
Internet Assigned Numbers Authority
(IANA)-assigned specific ports for PART (Port
9559), gRIBI (Port 9340), and gNMI (Port
9339). You can now use both IANA-assigned
and user-specified ports for these gRPC
services across any specified IPv4 or IPv6
addresses. As part of this support, a new
submode for gNMI in gRPC is introduced.

CLI:
* port (gRPC)

e gnmi

IANA port allocation and service identification

The Internet Assigned Numbers Authority (IANA) port numbers for gRPC services is a crucial aspect of
network management that manages the allocation of port numbers for various protocols. These port numbers
help in distinguishing different services on a network. Service names and port numbers are used to distinguish
between different services that run over transport protocols such as TCP, UDP, DCCP, and SCTP. Port numbers
are allocated in:

* System ports (0-1023)

* User ports (1024-49151)

* Dynamic or private ports (49152—65535)
Earlier, the gRPC server configuration on IOS-XR allowed a usable port range of 10000—57999, with a default
listening port of 57400 and all services registered to the gRPC server utilized this port for connectivity.
Service-based filtering of requests on any of the ports was unavailable. Hence, the request for a specific service
sent on a port designated to another service (for example, gRIBI request on gNMI port) was accepted.
Service-level port customization

From Cisco IOS XR release 24.1.1, a new submode for gNMI is introduced in the configuration model to
allow for service-level port customization. The existing gRPC configuration model includes submodes for
P4RT and gRIBI. This submode enables you to configure specific ports for gNMI, gRIBI, and P4RT services
independently. You can configure gNMI, gRIBI, and PART services using the gRPC submode command to
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set the default port for each service. The port command under service submode, allows you to modify the
port as needed, while adhering to the defined port range.

Disabling the port command causes the service to use the default or JANA port.

Service port customization

You can set custom ports for gNMI, gRIBI, and P4RT services within the defined range, including default
TANA ports like 9339, 9340, and 9559 (respectively). The gRPC service will continue to maintain its default
port within the specified range (57344-57999). Any changes made to the gRPC default port do not impact
the service port configurations for gNMI, gRIBI, and P4RT. Requests which are sent on a port designated for
a specific service (example, gRIBI request on gNMI port) are accepted. This flexibility allows for seamless
communication across different service ports and the general gRPC port.

Multiple gRPC servers

The Extensible Manageability Services daemon (EMSd) is a mechanism that
* enables support for both OpenConfig and proprietary gRPC services
* handles network device management services, particularly streaming telemetry and gRPC, and

* provides the infrastructure to exchange configuration and operational data between a client and the
network device using standardized data models.

Table 12: Feature History Table

EMSd can now host up to 16 independently configurable gRPC servers within the same process. Each server
can have its own services, ports, TLS profiles, VRF assignments, DSCP settings, and listener types such as
TCP or UDS. Earlier, the EMSd supported only one gRPC server. All services—OpenConfig, proprietary
services, and various telemetry protocols—had to coexist on this single server, which limited flexibility. You
could not isolate services with different security needs, VRFs, DSCP values, or listener types. Incompatible
services could not be separated cleanly.

Benefits of multiple gRPC servers

Multiple gRPC servers within a single EMSd process provide significant benefits. This setup enables highly
flexible and isolated configurations.

» Tailored service grouping: Configure specific sets of gRPC services on individual servers, allowing
flexible grouping based on operational needs or compatibility rules.

* Independent network contexts: Assign each gRPC server to a distinct virtual routing and forwarding
(VRF) instance, enabling simultaneous in-band paths and out-of-band communication paths.

* Granular QoS and security: Apply unique DSCP values and separate SSL profiles to each server. This
enables fine-tuned traffic prioritization and robust security management.

* Flexible client connectivity: You can support diverse client requirements by configuring independent
listening addresses, ports, and transport types (TCP or Unix Domain Sockets) for each server.

» Enhanced operational isolation: Isolate services, security, and network contexts on distinct gRPC servers
and manage them in a single EMSd process to meet deployment needs.
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Best practices for deploying multiple gRPC servers

Strategic Server Creation: Create a dedicated gRPC server in these situations:

* Services are incompatible: Separate services that cannot coexist on the same server (such as gNMI and
P4RT).

* Security requirements differ: If different client groups or applications need distinct SSL profiles, certificate
chains, or mutual TLS configurations, create a separate server.

» Network contexts vary: If services need to operate in different Virtual Routing and Forwarding (VRF)
instances (such as in-band and out-of-band management), use separate servers.

* QoS prioritization is required: If different DSCP values are necessary for traffic prioritization, apply
DSCP settings at the server level.

* Client connectivity needs differ: When varied client connection types or unique listening addresses or
ports are required, create a separate server.

» Group compatible services: To improve efficiency and management, group compatible gRPC services
that share operational requirements onto a single server.

* Plan for scalability: When planning your deployment, keep in mind that you can configure up to 16 gRPC
servers.

* Migration from legacy: When transitioning from a single default gRPC server, use the
disable-default-server option to prevent its creation and adopt the named server configuration model.

» Naming convention: Do not use DEFAULT as a name for any custom gRPC server because it is reserved
for the legacy default server.

Restrictions for deploying multiple gRPC servers

* Maximum server count: You can configure up to 16 gRPC servers within a single EMSd process.

* Incompatible service combinations: These gRPC services cannot be configured together on the same
server:

* gNMI, gNOI, and cNMI
* gRIBI, SL-API, and SR
* PART and gNPSI

* Deprecated configurations: Do not use the legacy default gRPC server configuration that registers all
services. Define services explicitly for each new server configuration.

* Deprecated commands: Do not use the following deprecated commands:
« config grpc gribi port
« config grpc gnmi port

« config grpc p4rt port
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¢ Default server naming: Starting with Cisco IOS XR Release 25.4.1, do not use the config grpc name
command for the default server because it performs no operation.

Configure multiple gRPC servers

Starting with Cisco I0S XR Release 25.4.1, you can deploy and manage multiple gRPC servers within a
single EMSd process. This feature enables these capabilities:

* You have granular control and isolation for each gRPC server.

* You can independently configure listening ports, TLS profiles, network instances (VRFs), and DSCP
values.

» Enhanced operational flexibility and security for telemetry services.

The primary configuration attributes that can be customized include:

* Services: Select which telemetry or gRPC services each server supports.
* Listener types: Configure TCP, TLS, or other listener types per server.

» Network contexts: Assign servers to specific VRFs or network instances.
* Ports: Define listening ports individually per server.

* Security: Specify distinct TLS profiles and authentication settings per server.

This capability supports advanced deployment scenarios and improves maintainability compared to single-server
models.
To configure multiple gRPC servers, follow these configuration tasks:

* Configure a new gRPC server with compatible services

* Configure a new gRPC server with incompatible services

* Disable the default gRPC server for migration

* Configure UDS and TCP listeners for gRPC servers

* Configure only UDS listeners for gRPC servers

Configure a new gRPC server with compatible services

Configure a new gRPC server by defining it under the grpc configuration mode, specifying its services, and
assigning a listening port. You can create multiple named servers, each tailored to specific operational
requirements.

Use this task to add a new named gRPC server. You can specify compatible services and the port. The default
server remains available.

Use these steps to configure a new gRPC server with compatible services.
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Procedure

Step 1 Enter configuration mode for gRPC.

Example:

Router#config
Router (config) #grpc

Step 2 Create new named servers and add services.
You can specify compatible services and the port for each server. The system allows for multiple distinct servers.

Example:
Conﬁgureserverlandserver2

ROUTER (config-grpc) ##server serverl

ROUTER (config-grpc-server) #services P4RT
ROUTER (config-grpc-server) #services gNPSI
ROUTER (config-grpc-server) #port 9559
ROUTER (config-grpc-server) #exit

ROUTER (config-grpc) #server server2
ROUTER (config-grpc-server) #services gNMI
ROUTER (config-grpc-server) #port 9340
ROUTER (config-grpc-server) #fexit

This configuration assigns PART and gNPSI services to server1 on port 9559 and assigns gNMI to server2 on port
9340.

Example:
Configure server3 with a specific VRF

To assign a gRPC server to a distinct Virtual Routing and Forwarding (VRF) instance, use the network-instance
command within the server's configuration mode.

ROUTER (config-grpc) ##server server3
ROUTER (config-grpc-server) #services gNMI
ROUTER (config-grpc-server) #port 9341
ROUTER (config-grpc-server) #vrf Mgmt-VRF
ROUTER (config-grpc-server) #exit

This example configures server3 for gNMI on port 9341 within the Mgmt-VRF instance.

Step 3 Commit the configuration.
Example:
ROUTER (config-grpc) #commit
Step 4 Verify the configuration.

Example:

ROUTER (config-grpc) #show running-config grpc

Your device now hosts the configured gRPC servers. Each server is ready to receive compatible service
requests on its specified port.
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Configure a new gRPC server with incompatible services

Step 1

Step 2

The system does not allow you to configure incompatible gRPC services on a server.

Certain gRPC services cannot coexist on the same server due to functional conflicts. If you configure
incompatible services, the system returns an error. Some examples of incompatible service combinations
include the following:

* gNMI, gNOI, and cNMI
* gRIBI, SL-API, and SR
* P4RT and gNPSI

Use these steps to configure a new gRPC server with incompatible services.

Enter configuration mode for gRPC.

Router#config

ROUTER (config) #grpc

Create a new server with incompatible services.

ROUTER (config-grpc) #server server-incompatible

ROUTER (config-grpc-server) #services P4RT
ROUTER (config-grpc-server) #services gNMI

You receive an error because PART and gNMI services cannot coexist. When you add a new service or service
list in the OpenConfig model, it replaces the existing one. If the new list contains incompatible services, the
system returns an error.

What to do next

Review the error details and remove incompatible services as needed to complete the configuration.

Disable the default gRPC server for migration

Step 1

When you transition to a named server configuration model from a single default gRPC server, disable the
automatic creation of the legacy default server. This action ensures only your configured gRPC servers are
active.

Create a new server and remove the default server using these steps.

Enter configuration mode for gRPC.
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Step 2

Step 3

Step 4

Configure UDS and TCP listeners for gRPC servers

Step 1

Step 2

Step 3

Step 4

Example:
ROUTER (config) #grpe

Disable the default server.

Example:

ROUTER (config-grpc) #disable-default-server
Create your new named server.

Example:

ROUTER (config-grpc) #server serverl
ROUTER (config-grpc-server) #services gNMI
ROUTER (config-grpc-server) #port 9340
ROUTER (config-grpc-server) #exit

Commit the configuration.

Example:

ROUTER (config-grpc-server) fcommit

Configure UDS and TCP listeners for gRPC servers .

The system creates only server1 (or any named servers you configure). The default gRPC server is not active.

Configure gRPC servers to listen on Transmission Control Protocol (TCP) and Unix Domain Sockets (UDS),
or only on UDS. This configuration supports a range of client connectivity requirements.

Enable both TCP and UDS listeners for gRPC servers using these steps.

Procedure

Enter configuration mode for gRPC.
Example:

ROUTER (config) #grpe

Enable global local connection (UDS).

Example:

ROUTER (config-grpc) #local-connection

Create a server, or select an existing one, and configure the server’s services and port.

Example:

ROUTER (config-grpc) #server serverl
ROUTER (config-grpc-server) #services gNMI
ROUTER (config-grpc-server) #port 9340

Enable local connection specifically for this server.

Example:

ROUTER (config-grpc-server) #local-connection
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Step 5 Commit the configuration.

Example:

ROUTER (config-grpc-server) fcommit

This configuration creates both TCP and UDS listeners for serveri. The UDS listener for server1 will use
the socket at /var/lib/docker/ems/serverl.

Configure only UDS listeners for gRPC servers
You configure a gRPC server to use only UDS.

Procedure

Step 1 Enter configuration mode for gRPC.
Example:
ROUTER (config) #grpc
Step 2 Enable global local connection (UDS).
Example:
ROUTER (config-grpc) #local-connection
Step 3 Disable global remote connection (TCP).
Example:
ROUTER (config-grpc) #remote-connection disable
Step 4 Create a server or select an existing server. Then configure the server’s services and port.

Example:

ROUTER (config-grpc) #server serverl
ROUTER (config-grpc-server) #services gNMI
ROUTER (config-grpc-server) #port 9340

Step 5 Enable local connection and disable remote connection specifically for this server.

Example:

ROUTER (config-grpc-server) #local-connection
ROUTER (config-grpc-server) #remote-connection disable

Step 6 Commit the configuration.

Example:

ROUTER (config-grpc-server) #commit

When you complete the configuration, serverl with the gNMI service becomes available. Only UDS listeners
remain active.
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Transceliver optics resets

Transceiver optics reset is a optics management operation that
* remotely power-cycles an optical transceiver module on a Cisco router
» restores normal operation or resolves faults without manual intervention, and

» allows execution using a single CLI command or remotely using gNOI RPC.

Table 13: Feature History Table

Feature Name Release Information Feature Description

Transceiver optics resets Release 25.4.1 Introduced in this release on: Fixed
Systems (8200 [ASIC: Q200,
P100], 8700 [ASIC: P100, K100],
8010 [ASIC: A100]); Centralized
Systems (8600 [ASIC: Q200]);
Modular Systems (8800 [LC ASIC:
Q100, Q200, P1007)

You can now achieve rapid,
automated recovery of optical
modules, significantly reducing
manual intervention and improving
network uptime. With this feature,
you can remotely power-cycle
transceiver optics using a single
gNOI Reboot RPC API call or CLI
command, ensuring optimal
performance and quick fault
resolution at scale.

Restoring optimal operation in optical modules

Optical transceivers in modern routers, especially those operating at 400G and above, can experience degraded
performance or errors due to their complex internal components. These issues may occasionally require
resetting the optics modules to restore optimal operation. Providing the capability to reset optics modules with
a single command or through network automation interfaces enables operators to troubleshoot and maintain
transceivers.

Usage guidelines for optics reset
Preconditions

Do not attempt an optics reset using the CLI action or gNOI reboot if the transceiver is disabled from the
config namespace, as the operation will fail.

Removal Procedure
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* Use the Optics R/S/I/P naming convention to reload transceivers through the CLI.

» For gNOI-based optics reload, use the Speed R/S/I/P naming convention for grey optics and the Optics
R/S/I/P naming convention for ZR/ZRP optics.

Request Scope

Submit a gNOI reboot request for only one optic at a time.

Transceiver optics reset using gNOI Reboot RPC

Remotely reset an optical transceiver module using the gNOI Reboot RPC API for automation or integration
with network management systems.

Use this method for automated, large-scale, or remote operations where CLI access is not practical.
Before you begin

* Ensure the correct optics module is installed in the desired port.

Procedure

Step 1 Send the RebootRequest using your gNOI client or automation system to the router.

Example:

> python src/gnoi DT client.py reboot 172.26.228.212 9589 --user ***** ——passwd ******
--slot=0ptics0/0/0/6 --rebootmethod COLD --reboot message "GNOI demo" --reboot delay 1000000000
FHAF AR

RPC to 172.26.228.212:9589

RPC start time: 10:27:59.755231

RPC start time: 10:27:59.755309
Reboot method set is 1

method: COLD

delay: 1000000000

message: "GNOI demo"
subcomponents {
elem {
name: "openconfig-platform"
}
elem {
name: "components"
}
elem {
name: "component"
key {

key: "name"
value: "Optics0/0/0/6"
}
}

elem {
name: "state"
}
elem {
name: "location"

}
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RPC end time: 10:28:00.513444

Step 2 Use the gNOI RebootStatus RPC with the transceiver path/identifier to check the progress or result.

Example:

> python src/gnoi DT client.py rebootstatus 172.26.228.212 9589 --user ***** —-—passwd *****
--slot=0Optics0/0/0/6

FHEHH AR

RPC to 172.26.228.212:9589

RPC start time: 10:30:51.100883

RPC start time: 10:30:51.100945

========Reboot-Status Request==============

subcomponents {
elem {
name: "openconfig-platform"
}
elem {
name: "components"
}
elem {
name: "component"
key {

key: "name"
value: "Optics0/0/0/6"

}

elem {
name: "state"
}
elem {
name: "location"

RPC end time: 10:30:51.819921

Active : False

Wait : O

When : 1765256281641617310
Reason : GNOI demo

Count : 1

Method : COLD

Status : STATUS SUCCESS

Transceiver optics reset using CLI

Restore normal operation or recover from a fault by power-cycling an optical transceiver module directly
from the command line.

Use this task if a transceiver module is not functioning correctly or as part of standard troubleshooting
procedures.
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Step 1

Step 2

Procedure

Identify the controller-name (r/g/i/p) of the transceiver you want to reset and enter the reset controller command.

Example:

Router#reload transceiver optics 0/0/0/4

Verify the reload from the syslog.

Example:

RP/0/RPO/CPUO:Dec 9 04:58:01.644 UTC: optics driver[349]: $L2-OPTICS-6-TRANS RELOAD STATUS
Transceiver reload started for Optics0/0/0/6

RP/0/RPO/CPUO:Dec 9 04:58:01.644 UTC: optics driver[349]: $L2-OPTICS-6-TRANSCEIVER DISABLED :

module FourHundredGigE0/0/0/6 type QSFPDD 400G ZRP serial number 201800148 disabled
RP/0/RPO/CPUO:Dec 9 04:58:07.007 UTC: optics driver[349]: $L2-OPTICS-6-TRANSCEIVER ENABLED
module FourHundredGigE0/0/0/6 type QSFPDD 400G ZRP serial number 201800148 enabled
RP/0/RPO/CPUO:Dec 9 04:58:07.054 UTC: optics driver[349]: $L2-OPTICS-6-TRANS RELOAD STATUS
Transceiver reload done for Optics0/0/0/6

gNOI RemoveContainer RPC

The RemoveContainer RPC is a remote procedure call that

» allows users to remove containers managed by App Manager through the Containerz workflow

* supports both standard and forced removal of containers, and

* integrates with the gNOI protocol for automation and remote operations.

Optics

: Optics

Users can use this RPC to remove containers that are no longer needed or to automate container lifecycle

management in integration with external systems.
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Table 14: Feature History Table

Feature Name Release Information Feature Description

gNOI RemoveContainer RPC Release 25.4.1 Introduced in this release on: Fixed
Systems (8200 [ASIC: Q200,
P100], 8700 [ASIC: P100, K100],
8010 [ASIC: A100]); Centralized
Systems (8600 [ASIC: Q200]);
Modular Systems (8800 [LC ASIC:
Q100, Q200, P1007)

We have introduced support for
RemoveContainer RPC to give you
direct, automated control over the
removal of application containers
managed by App Manager,
allowing you to efficiently
decommission unneeded or
malfunctioning containers and
maintain a clean,
resource-optimized system.

Usage guidelines for removing containers
I dentification and Selection

* Always specify the container name when removing containers; do not use image IDs or other identifiers.

* Always use the ListContainer RPC to retrieve the correct container name before performing a removal.

Removal Procedure

* Do not attempt to remove a running container unless you specify the force option; otherwise, removal
will fail and the RPC returns an error.

* Always review the status codes and messages returned by the RemoveContainer RPC to diagnose removal
issues.

* You cannot remove Docker images directly by image ID using the RemoveContainer RPC.

CLI guidelines

» The App Manager CLI has been updated to support additional sub-configuration and new sensitive host
paths under the unified docker hierarchy.

* The a11ow-sensitive-paths CLI grants containers managed by the Containerz workflow access to
sensitive host paths, including the Docker socket (for example, /var/run/docker.sock or
/misc/app_host/docker.sock, depending on the platform), as well as other paths such as /tmp and

/var/run.
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* The appmgr docker vrf <vrf-name> CLI starts the Docker daemon in the specified non-default VRF,
so previously running containers and any new containers managed by AppMgr/Containerz use that VRF

for their network connectivity.

Containerz.proto restrictions

* Plugin support defined in the v0.6.1 containerz.proto is not available for this feature. Plugin-related

fields and workflows are not supported.

* The devices field in startContainerRequest is not supported. If you use this field, the RPC returns an

error indicating this option is not available.

Configure RemoveContainer RPC

Step 1

Step 2

Step 3

Remove a running or stopped container using the RemoveContainer RPC workflow.

Use this task to manage the lifecycle of third-party, partner, or customer application containers using the gNOI

APIL.
Before you begin

* Ensure that the container is stopped before removing. If the container is running, set the force option to

true to forcibly stop and remove it

Procedure

Use the ListContainer RPC to verify the name and status of the target container.

Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container list
ID Name Image State Labels HASH

14412 alp-1 alpine:3.20 RUNNING map|] method:SHA256 hash:"...
15e35 alp-2 alpine:3.20 RUNNING map|] method:SHA256 hash:"...

Specify the container name using RemoveContainer RPC.

Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container remove --instance alp-2 --force

Successfully removed alp-2

Use ListContainer RPC to verify that the container is removed from the list.

Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container list
ID Name Image State Labels HASH

14d12 alp-1 alpine:3.20 RUNNING map/|] method:SHA256 hash:"...
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Configure Docker access for Containerz containers

Step 1

Step 2

Step 3

Configure App Manager to grant containers managed by the Containerz workflow access to sensitive host
paths, including the Docker socket, and optionally run Docker in a non-default VRF.

Use this task to enable access to host resources such as /var/run/docker.sock, /misc/app_host/docker.sock,
/tmp, and /var/run for trusted containers, and to place the Docker daemon in a non-default VRF.

Procedure

Enter App Manager docker configuration mode.

Example:

RP/0/RPO/CPUO:router# configure
RP/0/RPO/CPUO:router (config) # appmgr
RP/0/RPO/CPUO:router (config-appmgr) # docker

Enable access to sensitive host paths for Containerz-managed containers.
Example:
RP/0/RPO/CPUO:router (config-appmgr-docker)# allow-sensitive-paths

The allow-sensitive-paths CLI grants containers managed by the Containerz workflow access to sensitive host paths,
including the Docker socket (for example, /var/run/docker.sock Or /misc/app host/docker.sock, depending on the
platform), as well as other paths such as /tmp and /var/run.

Optionally, start the Docker daemon in a non-default VRF.

Example:

RP/0/RP0/CPUO:router (config-appmgr-docker) # vrf <vrf-name>

The appmgr docker vrf <vrf-name>command starts the Docker daemon in the specified non-default VRF instead of
the default global VRF. When this configuration is present, previously running containers and any new containers managed
by AppMgtr/Containerz use that VRF for their network connectivity.
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gRPC Authentication

* gRPC authentication modes, on page 55

* Certificate common-name for dial-in using gRPC protocol, on page 62

» SPIFFE ID-based authentication and authorization services for gRPC services, on page 64
* gRPC network security interface , on page 66

* Bootconfig Password Security Requirements, on page 90

gRPC authentication modes

A gRPC authentication mode is a security mechanism for gRPC communication that

* provides different methods to verify the identity of clients and servers,
* supports both metadata-based and certificate-based approaches for authentication, and

* enables compliance with varying security requirements through configurable settings such as TLS, Mutual
TLS, and non-TLS options.

This section details the authentication modes supported by gRPC to secure communication and ensure
authorized access to services.

gRPC supports multiple authentication modes to secure communication between clients and servers. These
modes ensure that only authorized entities can access gRPC services such as gNOI, gRIBI, and P4RT. Upon
receiving a gRPC request, the device authenticates the user and performs authorization checks.

The following table lists the authentication types and their configuration requirements:

Table 15: gRPC authentication modes and configuration requirements

Type Authentication Authorization Configuration Requirement From
Method Method Requirement Client
Metadata with TLS |username, password | username grpc username, password,
and CA
Metadata without | username, password | username grpc no-tls username, password
TLS
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Type Authentication Authorization Configuration Requirement From
Method Method Requirement Client

Metadata with username, password | username grpc tlsmutual username, password,

Mutual TLS client certificate,

client key, and CA

Certificate based client certificate's | username from grpc tls-mutual client certificate,
Authentication common name field | client certificate's client key, and CA
common name field and

grpc certificate
authentication

Certificate-based authentication

In Extensible Manageability Services (EMS) gRPC, certificates play a vital role in ensuring secure and
authenticated communication. The EMS gRPC utilizes these certificates for authentication:
/misc/config/grpc/ems.pem

/misc/config/grpc/ems.key
/misc/config/grpc/ca.cert

Note The gRPC server advertises TLS 1.2 as the maximum TLS version when using a SUDI-based SSL profile.

Note To rotate and update the default certificates, execute the ems grpc tls-credentialsrotate filepath <path>
command. You should not modify these files manually.

These certificates are typically generated using a Certificate Authority (CA) by the device. The EMS certificates,
including the server certificate (ems.pem), public key (ems.key), and CA certificate (ca.cert), are generated
with specific parameters like the common name ems.cisco.com to uniquely identify the EMS server and
placed in the /misc/config/grpc/ location.

The default certificates that are generated by the server are Server-only TLS certificates and by using these
certificates you can authenticate the identity of the server.

\}

Note Starting with Cisco IOS XR Release 25.4.1, certificates are managed using SSL profiles. Certificates stored
in /misc/config/grpc will be deprecated in a future Cisco IOS XR Release. Once deleted, certificates in
/misc/config/gr pc will not be regenerated.

These certificates are used for enabling secure communication through Transport Layer Security (TLS) between
gRPC clients and the EMS server. The client should use ems.pem and ca.cert to initiate the TLS authentication.

To update the certificates, ensure to copy the new certificates that have been generated earlier to the location
and restart the server.

If you want to use your own certificates for EMS gRPC communication, then you can follow a workflow to
generate custom certificates with the required parameters and then configure the EMS server to use these
custom certificates. This process involves replacing the default EMS certificates with the custom ones and
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ensuring that the gRPC clients also trust the custom CA certificate. For more information on how to customize
the common-name, see Certificate Common-Name For Dial-in Using gRPC Protocol.

Configure authentication for gRPC services

This task explains how to configure different types of authentication for gRPC services, including TLS and

Step 1

Step 2

AAA-based authentication.

Before you begin

Ensure that the router supports gRPC and that you have access to the CLI in configuration mode. TLS and
AAA configurations must be available if required by the authentication method.

Starting from release 24.4.1, the gRPC server supports TLS version 1.3

Procedure

Configure your preferred authentication method:

* Configure authentication using metadata with TLS

Router#config
Router (config) #grpec
Router (config-grpc) fcommit

Configure authentication using metadata without TLS

Router#config

Router (config) #grpe

Router (config-grpc) #no-tls
Router (config-grpc) #commit

Configure authentication using metadata with mutual TLS

Router#config

Router (config) #grpc

Router (config-grpc) #tls-mutual
Router (config-grpc) #commit

Configure certificate-based authentication

Router (config) #grpe

Router (config-grpc) #tls-mutual

Router (config-grpc) #certificate-authentication
Router (config-grpc) #commit

Verify the configuration.

Example:

Router# show grpc
Tue Jul 30 09:54:23.001 UTC

Server name : DEFAULT
Address family : dual
Port : 57400

Service ports
gNMI ¢ none
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P4RT
gRIBI

DSCP
TTL
VRF
Server
TLS

TLS mutual

Trustpoint

Certificate Authentication
Certificate common name

TLS v1.0

Maximum
Maximum
Maximum
Maximum
Maximum

requests

requests per user
streams

streams per user
concurrent streams

Memory limit (MB)
Keepalive time
Keepalive timeout

Keepalive enforcement minimum time

TLS cipher suites
Default
Default TLS1.3

Enable

Disable

Operational enable

Operational disable
Listen addresses

none
none

Default

64
global-vrf
enabled
enabled
disabled
none
disabled
ems.cisco.com
enabled
128

10

32

32

32

1024

30

20

300

none
aes_ 128 gcm sha256
aes_256_gcm sha384
chacha20 polyl305 sha256

none
none

ecdhe-rsa-chacha20-polyl1305
ecdhe-ecdsa-chacha20-polyl1305
ecdhe-rsa-aesl28-gcm-sha256
ecdhe-ecdsa-aesl28-gcm-sha256
ecdhe-rsa-aes256-gcm-sha384
ecdhe-ecdsa-aes256-gcm-sha384
ecdhe-rsa-aesl28-sha
ecdhe-ecdsa-aesl28-sha
ecdhe-rsa-aes256-sha
ecdhe-ecdsa-aes256-sha
aesl28-gcm-sha256
aes256-gcm-sha384

aesl28-sha

aes256-sha

none

ANY
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The gRPC service is configured with the selected authentication method and is ready to accept secure client

connections.

What to do next

Verify the gRPC connection and monitor authentication logs to ensure proper access control.
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gRPC servers with TLS version 1.3 support

gRPC servers with TLS version 1.3 support are network security solutions that

* provide end-to-end encrypted communication between clients and servers,

* use modern cryptographic protocols for stronger security and performance, and

* allow administrators to configure minimum and maximum TLS versions for compliance and
interoperability.

Table 16: Feature History Table

Feature Name

Release
Information

Description

gRPC Server TLS Release 24.4.1
Version 1.3 Support

You can now enhance the security of your network
connections with stronger protection against vulnerabilities
by enabling TLS 1.3 support over gRPC services. This update
improves performance with faster connection times and
reduced latency by reducing the number of round trips
required to establish a connection and removing outdated
ciphers. Additionally, it complies with internal security
mandates, providing a more robust and future-proof solution
for your network management needs.

Previously, gRPC server supported TLS version 1.2.
The feature introduces these changes:
CLI:

* tlsmin-version

* tlssmax-version

Security benefits of TLS 1.3

The gRPC Remote Procedure Calls (gRPC) server Transport Layer Security (TLS) version 1.3 support is a
security feature that:

* Provides end-to-end communications security over networks

* Prevents unauthorized access and eavesdropping

* Protects against tampering and message forgery

The TLS private key is encrypted before being stored on the disk. For more details on SSL or TLS version
certificates, keys, and communication parameters, see Manage certificates using Certz.proto.

Guidelines and limitations for TLS configuration

TLS version configuration limitations

* Ensure that the t1s-min-version value is not greater than the t1s-max-version value.
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« Starting in Release 2.4.4.1, the t1sv1-disable command is deprecated. Avoid using this command in
new configurations.

* If you use the t1svi-disable command, do not use the t1s-min-version Of t1s-max-version commands.

* [f you use the t1s-min-version and t1s-max-version commands, do not use the t1svi-disable
command.

Best practice for disabling TLS 1.0

To disable TLS version 1.0, set the t 1sv1-disable command. Alternatively, you can set the t1s-min-version
to a value greater than 1.0.

Configure gRPC TLS version

Configuring gRPC TLS version enables you to control which TLS protocol versions are permitted for secure
gRPC communication between the router and clients. This can be important for maintaining compatibility
and achieving desired security standards.

Before you begin

* Verify that gRPC is enabled on the router.

* Determine which TLS versions (1.0, 1.1, 1.2, or 1.3) your environment and clients require.

Procedure

Step 1 Configure gRPC TLS minimum, maximum, or both versions.

Example:
* Configure gRPC TLS maximum version.

Router# config
Router (config) # grpc
Router (config-grpc)# tls-max-version 1.2
Router (config-grpc)# commit

tlssmax-version can be 1.0, 1.1, 1.2, or 1.3. The default maximum version for TLS is 1.3.

Step 2 Verify the gRPC TLS minimum and maximum versions.

Example:

Router# show grpc
Thu Aug 29 00:49:24.428 UTC

Server name : DEFAULT
Address family : dual
Port : 57400

Service ports

gNMI : none
P4RT : none
gRIBI : none
DSCP : Default
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TTL 64
VRF global-vrf
Server disabled (Unknown)
TLS enabled
TLS mutual disabled
Trustpoint none
Certificate Authentication disabled
Certificate common name ems.cisco.com
TLS v1.0 enabled
Maximum requests 128
Maximum requests per user 10
Maximum streams 32
Maximum streams per user 32
Maximum concurrent streams 32
Memory limit (MB) 1024
Keepalive time 30
Keepalive timeout 20
Keepalive enforcement minimum time 300
TLS Minimum Version TLS 1.0
TLS Maximum Version TLS 1.2
TLS cipher suites
Default none

Default TLS1.3
aes_256_gcm_sha384
chacha20_polyl305_sha256

Enable
Disable

Operational enable

: ecdhe-ecdsa-chacha20-polyl1305
ecdhe-rsa-aesl28-gcm-sha256
ecdhe-ecdsa-aesl28-gcm-sha256
ecdhe-rsa-aes256-gcm-sha384
ecdhe-ecdsa-aes256-gcm-sha384
ecdhe-rsa-aesl28-sha
ecdhe-ecdsa-aesl28-sha
ecdhe-rsa-aes256-sha
ecdhe-ecdsa-aes256-sha
aesl28-gcm-sha256
aes256-gcm-sha384
aesl28-sha

: aes256-sha

Operational disable

Listen addresses

aes_128 gcm_sha256

none
none

ecdhe-rsa-chacha20-polyl305

none
ANY

The TLS 1.3 cipher suites are not configurable, they are either fixed or static.

After completing this task, the router will use the specified TLS version for gRPC communication.

Example

For example, enabling only TLS 1.3 ensures that gRPC connections use the most secure protocol
version supported by the router.
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What to do next

gRPC Authentication |

After configuring the TLS version, verify the gRPC server status and test connectivity using a gRPC client

to ensure compatibility.

Certificate common-name for dial-in using gRPC protocol

A certificate common-name for dial-in using gRPC protocol is a security configuration that:

» allows the router to generate certificates with a user-defined common-name,

* enables gRPC clients to verify the server identity using a matching hostname, and
* prevents certificate verification failures caused by fixed or mismatched common-names.

This feature enhances TLS authentication flexibility and supports secure, hostname-based validation for gRPC

dial-in sessions.

Table 17: Feature History Table

Feature Name

Release Information

Description

Certificate common-name for
dial-in using gRPC protocol

Release 24.1.1

You can now specify a
common-name for the certificate
generated by the router while using
gRPC dial-in. Earlier, the
common-name in the certificate
was fixed as ems.cisco.comand was
not configurable. Using a specified
common-name avoids potential
certification failures where you may
specify a hostname different from
the fixed common name to connect
to the router.

The feature introduces these
changes:

CLI:
* grpc certificate
common-name
YANG Data Mode!:

* New XPath for
Cisco-IOS-XR-um—grpc-cfg.yang

* New XPath for

Cisco-IOS-XR-man-ems-cfg

(see GitHub, YANG Data Models
Navigator)
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gRPC dial-in certificate common-name configuration

When using gRPC dial-in on Cisco IOS-XR routers, the common-name associated with the certificate generated
by the router was previously fixed as ems.cisco.com, causing failures during certificate verification if a different
hostname was used. From Cisco IOS XR 24.11, you can now specify the common-name in the certificate
using the grpc certificate common-name command, allowing gRPC clients to more flexibly and securely
verify the server’s domain name.

Configure certificate common name for dial-in

Step 1

Step 2

Step 3

Configure a common name to be used in EMSD certificates for gRPC dial-in.

Before you begin
Before you begin, ensure the following:

* The router is running with the correct OS image.

* gRPC is enabled and properly configured on the device.

Procedure

Configure a common name.

Example:

Router#config

Router (config) #grpc

Router (config-grpc) #certificate common-name cisco.com
Router (config-grpc) #commit

Use the show command to verify the common name:

Router#show grpc
Certificate common name : cisco.com

Note
For the above configuration to be successful, ensure to regenerate the certificate so that the new EMSD certificates include
the configured common name.

Note

Starting with Cisco IOS XR Release 25.4.1, certificates are managed using SSL profiles. Certificates stored in
/misc/config/gr pc will be deprecated in a future Cisco IOS XR Release. Once deleted, certificates in /misc/config/gr pewill
not be regenerated.

In the Linux prompt, create the TLS bundle PEM and copy it to the router.

Example:

cat ‘cert.pem’ ‘private key.pem® ‘CA.A474pem’ > tls bundle.pem
scp -P 27577 tls_bundle.pem cisco@router:/harddisk:

Execute the ems grpc tls-credentialsrotate filepath command to rotate the certificate for use.

Example:
Router# ems grpc tls-credentials rotate filepath /harddisk:/tls_bundle.pem
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You can now use the new certificate for the gRPC client.

The common name is successfully configured and reflected in the regenerated EMSD certificate used for
gRPC dial-in.

Example

For example, after configuring certificate common-name cisco.comand regenerating the certificate,
the output of show grpc displays: Certificate common name : cisco.com.

What to do next
After completing this task:

* Ensure the gRPC client trusts the new certificate and can establish a secure connection using the updated
common name.

SPIFFE ID-based authentication and authorization services for
gRPC services

A SPIFFE ID (Secure Production Identity Framework for Everyone) based authentication and authorization
service is a standardized framework that:

* enables secure identification and authorization of services communicating over gRPC,

» provides interoperability for authentication and access control across diverse and distributed environments,
and

» leverages SPIFFE IDs and Verifiable Identity Documents (SVIDs) to enforce mutual TLS (mTLS) and

authorization policies.

SPIFFE ID-Based authentication and authorization services for gRPC services uses SPIFFE IDs and SPIFFE
Verifiable Identity Documents (SVIDs) to authenticate and authorize gRPC traffic. This is especially useful
in distributed systems where workloads span multiple platforms.

* Authentication: Performed via mutual TLS (mTLS) using SVIDs
* Authorization: Based on mapping SPIFFE IDs to XR usernames
* Identity format: SVIDs can be encoded as X.509 certificates or JWTs

* Integration: Enables EMS and gRPC services to enforce access control

Workflow for SPIFFE ID-based authentication and authorization for gRPC services
Mapping initialization and configuration

1. The EMS starts searching for the spiffe-user-map.json file at the location
/misc/config/grpc/gnsi/credentialz/spiffe-user-map.json.
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2. [Ifthe file exists, it is parsed, and the mapping is stored globally in the aaa/auth package.
3. [If the file does not exist or parsing is unsuccessful, the mapping will be empty.

4. The EMS registers with the configuration manager to receive updates for the aaa configuration.

Authentication and authorization Flow

1. When processing requests in the Authentication interceptor, the spiffe-user mapping API checks for the
SPIFFE ID mapping.

2. If the mapping exists, the API responds with the corresponding username.

3. If the mapping does not exist but the aaa configuration exists, the API responds with the configured
username.

4. If neither the mapping nor the aaa configuration is present, the API responds with an empty string.

5. Upon a client connecting to the server, the server interceptor extracts the SPIFFE ID from the client's
certificate and uses the mapping stored in the aaa/auth package to find the corresponding username.

6. The username identifies it and then includes the metadata into the context.

7. gRPCservices that require XR Authorization will later verify the access rights for the username identified
in the previous step when handling the request.

8. If the mapping is unsuccessful, the request is passed to the relevant service, such as gNMI, which then
decides whether to grant or deny access based on its authorization requirements.

Authenticate and authorize gRPC service requests using the SPIFFE standard

Step 1

Procedure

This task describes how to authenticate and authorize gRPC service requests using the SPIFFE standard by
mapping SPIFFE IDs to usernames and evaluating authorization policies.

Before you begin

Before authenticating and authorizing gRPC service requests using the SPIFFE standard, ensure the following
prerequisites are met:

» Enable mutual TLS authentication with the t1s-mutual command.

* Enable certificate authentication with the certificate-authentication command to facilitate SPIFFE
ID recognition. For more information, see Configure authentication for gRPC services, on page 57.

* Configure the gNSI Authz policy by setting the principal to the SPIFFE-ID for service-level authorization
(gNSI AuthZ).

After establishing the connection, the gRPC server extracts the SPIFFE ID from the client's certificate.

To authenticate and authorize gRPC service requests using the SPIFFE standard, follow these steps:

Configure the username in the system.
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Example:

Router#show running-config aaa
Thu Oct 12 11:43:15.771 UTC
username cisco
group root-lr
group cisco-support
password 7 104D000A061843595F
|

Step 2 Map the SPIFFE ID to a username using the aaa map-to user name command. This command assigns a default username
to any SPIFFE ID.

Router (config) #aaa map-to username cisco spiffe-id any
Router (config) #commit

Note
Each SPIFFE ID supports only one username.

Step 3 Evaluate the client's SPIFFE ID against the service-level authorization policy (gNSI AuthZ). For more information about
gNSI authz policies.

The gRPC service request is authenticated and authorized using the SPIFFE ID mapped to a system username
and evaluated against the gNSI AuthZ policy.

Example

For example, after mapping the SPIFFE ID to the username cisco, the system uses this identity to
authorize access based on the configured gNSI AuthZ policy.

What to do next
After completing this task:

* Monitor gRPC logs to verify successful authentication and authorization events using SPIFFE IDs.

gRPC network security interface

The gRPC Network Security Interface (gNSI) is a repository that contains essential security infrastructure
services for the safe operation of an OpenConfig platform.

« Authorization protocol buffer: Defines gNSl.authz policies to restrict access to gRPC services based
on client permissions.

» Policy enforcement: Enables configuration of RPC service access on routers and restricts unauthorized
updates to sensitive RPCs.

» Fallback behavior: In the absence of a valid policy, the system defaults to zero-policy mode, allowing
access to all services for configured users.

* Secure ZTP integration: Default gRPC-level authorization policies can be provisioned using Secure
Zero Touch Provisioning (ZTP).
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* CLI support: Includes commands to load and view authorization policies on supported platforms.

Table 18: Feature History Table

Feature Name Release Information Feature Description
gRPC Network Release 24.4.1 Introduced in this release on: Fixed Systems (8200, 8700
Security Interface )(select variants only*); Modular Systems (8800 [LC ASIC:

P100])(select variants only*).
*This feature is now supported on:
* 8212-32FH-M
* 8711-32FH-M
* 88-LC1-12TH24FH-E

gRPC Network Release 7.11.1 This release implements authorization mechanisms to
Security Interface restrict access to gRPC applications and services based on
client permissions. This is made possible by introducing
an authorization protocol buffer service for gRPC Network
Security Interface (gNSI).

Prior to this release, the gRPC services in the gNSI systems
could be accessed by unauthorized users.

This feature introduces the following change:
CLI:

To view the specification of gNSI, see Github repository.

The gRPC network security interface (gNSI) contains security infrastructure services for the OpenConfig
platform operation. These services manage a network device's certificates and authorization policies, including
an authorization protocol buffer.

gNSI authorization protocol buffer under gRPC contains gNSI.authz policies to prevent unauthorized access
to sensitive information and defines an API for configuring RPC services on a router, controlling user access,
and restricting authorization to update specific RPCs

gRPC default and zero-policy mode authorization

By default, gRPC-level authorization policy is provisioned using Secure ZTP. In zero-policy mode, or when
no policy is present, gRPC authorization policy configuration can be used to restrict access to specific users.
The default policy allows access to all RPCs, except for gNSI.authz RPCs.

Policy fallback and management commands

In the absence of a specified policy or if the policy is invalid, the router defaults to zero-policy mode, granting
access to all gRPC services for users with configured profiles. To revert an invalid policy, use the exec
command gnsi load service authorization policy. For creating user profiles and updating authorization
policies. The show gnsi service authorization policy command displays the active policy on a router.

We have introduced these commands in this release :
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* gnsi load service authorization policy: To load and update the gRPC-level authorization policy in a
router.

» show gnsi service authorization policy: To view the active policy in a router.

Precedence of gNSI over gNOI

When both gNSI and gNOI are configured, gNSI takes precedence over gNOI. If niether gNSI nor gNOI is
configured, then tls trsutpoint's data is considered for certificate management.

gNSI RPCs

These RPCs are used to perform key operations at the system level such as updating and displaying the current
status of the authorization policy in a router.

The table lists the gNSI RPC operations and their description.

Table 19: Operations

gNSI RPC Operation Description
gNSIauthz.Rotate() Updates the gRPC-level authorization policy.
gNSl.authz.Probe() Verifies the authenticity of a user based on the defined policy

of the gRPC-level authorization policy engine.

gNSlLauthz.Get() Shows the current instance of the gRPC-level authorization
policy, including the version and date of creation of the policy.

gRPC-level authorization policies

gRPC-level authorization policies are configuration rules that control access to gRPC services on the router
based on user identity and permissions.

* Defined during secure ZTP deployment
* Can be updated post-deployment using CLI or configuration

* Affect access to gRPC services like gNMI and gNSI

By default, the gRPC-level authorization policy is configured at the time of router deployment using secure
ZTP. You can update the same gRPC-level authorization policy using any of these two methods:

* gRPC-level authorization policy update using gNSI client, on page 68

* gRPC-level authorization policy update using Exec command, on page 71

gRPC-level authorization policy update using gNSI client

You can update gRPC-level authorization policy using gNSI authz streaming RPCs.

Before you begin

When a router boots for the first time, it should have these prerequisites:

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



| 9RPC Authentication

gRPC-level authorization policy update using gNSI client .

* The gNSI.authz service is up and running.
* The default gRPC-level authorization policy is added for all gRPC services.

* The default gRPC-level authorization policy allows access to all RPCs.

SUMMARY STEPS

1. Initiate the gNSl.authz.Rotate() streaming RPC. This step creates a streaming connection between the
router and management application (client).

Upload new gRPC-level authorization policy using the UploadRequest message.

The router activates the gRPC-level authorization policy.

The router sends the Uploadresponse message back to the client after activating the new policy.

The client verifies the new gRPC-level authorization policy using separate gNSI .authz.Probe() RPCs.

The client sends the FinalizeReguest message, indicating the previous gRPC-level authorization policy
is replaced.

o0k wnN

7. Example

DETAILED STEPS

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Procedure

Initiate the gN Sl .authz.Rotate() streaming RPC. This step creates a streaming connection between the router and
management application (client).

Note
Only one gNST.authz.Rotate () must be in progress at a time. Any other RPC request is rejected by the server.

Upload new gRPC-level authorization policy using the UploadRequest message.

Note
* There must be only one gRPC-level authorization policy in the router. All the policies must be defined in the same
gRPC-level authorization policy which is being updated. As gNST.authz.Rotate () method replaces all previously
defined or used policies once the finalize message is sent.

* The upgrade information is passed to the version and the created on fields. These information are not used by the
gNSlLauthz service. It is designed to help you to track the active gRPC-level authorization policy on a particular
router.

The router activates the gRPC-level authorization policy.

The router sends the uploadresponse message back to the client after activating the new policy.

The client verifies the new gRPC-level authorization policy using separate gNSI .authz.Probe() RPCs.

The client sends the FinalizeRequest message, indicating the previous gRPC-level authorization policy is replaced.

Note
It is not recommended to close the stream without sending the finalize message. It results in the abandoning of the
uploaded policy and rollback to the one that was active before the gNsI.authz.Rotate () RPC started.

Example
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Example:

This gRPC-level authorization policy grants admins, V1, V2, V3, and V4 access to all RPCs defined by the gNSI.ssh
interface, while denying access to all other users.

{
"version": "version-1",
"created_on": "1632779276520673693",
"policy": {
"name": "gNSI.ssh policy",
"allow rules": [{
"name": "admin-access",
"source": {

"principals": [
"spiffe://company.com/sa/VvV1l",
"spiffe://company.com/sa/v2"

]

}I
"request": {

"paths": [

"/gnsi.ssh.Ssh/*"

}
I
"deny rules": [{

"name": "sales-access",
"source": {
"principals": [

"spiffe://company.com/sa/V3",
"spiffe://company.com/sa/vV4"
]
}I
"request": {
"paths": [
"/gnsi.ssh.Ssh/MutateAccountCredentials",
"/gnsi.ssh.Ssh/MutateHostCredentials™"

Example:
{

"version": "version-1",
"created on": "1632779276520673693",
"policy": {
"name": "gNSI.ssh policy",
"allow_rules": [{
"name": "admin-access",
"source": {

"principals": [
"spiffe://company.com/sa/VvV1l",
"spiffe://company.com/sa/V2"

]

}!
"request": {

"paths": [

"/gnsi.ssh.Ssh/*"

}
11y
"deny rules": [{
"name": "sales-access",
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"source": {

"principals": [
"spiffe://company.com/sa/V3",
"spiffe://company.com/sa/v4"

]

}I
"request": {

"paths": [
"/gnsi.ssh.Ssh/MutateAccountCredentials",
"/gnsi.ssh.Ssh/MutateHostCredentials"

After completing this task, the updated gRPC-level authorization policy is applied to the router configuration.

Example

For example, you can verify the updated policy using the 'show grpc authorization policy' command.

What to do next

After updating the policy, monitor gRPC access logs to ensure the new rules are enforced as expected.

gRPC-level authorization policy update using Exec command

Use this task to update the default gRPC-level authorization policy configured during secure ZTP deployment
using the exec command.

Before you begin

Ensure you have access to the router CLI with sufficient privileges to execute configuration commands.

SUMMARY STEPS
1. Create user profiles for those to be added to the authorization policy.
2. Enable tlsmutual to establish the secure mutual between the client and the router.
3. Define the gRPC-level authorization policy
4. Copy the gRPC-level authorization policy to the router
5. Activate the gRPC-level authorization policy to the router.
6. Verification
DETAILED STEPS
Procedure
Step 1 Create user profiles for those to be added to the authorization policy.

You can skip this step if you have already defined the user profiles.
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Example:

Router (config) #username V1
Router (config-un) #group root-1lr
Router (config-un) #group cisco-support
Router (config-un) #secret x
Router (config-un) #exit
Router (config) #username V2
Router (config-un) #group root-lr
Router (config-un) #password x
Router (config-un) fexit
Router (config) #username V3
Router (config-un) #group root-1lr
Router (config-un) #password x

(

Router (config-un) #commit

Step 2 Enable tlsmutual to establish the secure mutual between the client and the router.

Example:

Router (config) #grpc

Router (config-grpc) #port 0

Router (config-grpc) #tls-mutual

Router (config-grpc) #certificate-authentication
Router (config-grpc) #commit

Step 3 Define the gRPC-level authorization policy

Example:

{

"name": "authz",
"allow_rules": [
{

"name": "allow all gNMI for all users",
"source": {
"principals": [
wxn

]

}I

"request": {
"paths": [

wxm
]

}

}

]I

"deny rules": [

{

"name": "deny gNMI set for oper users",
"source": {

"principals": [

ny

]

}I

"request": {

"paths": [

"/gnmi.gNMI/Get".

]

}
}I
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Step 4

Step 5

Step 6

gRPC-level authorization policy update using Exec command .

{

"name": "deny gNMI set for oper users",
"source": {

"principals": [

"v2 "

]

}I

"request": {

"paths": [

"/gnmi.gNMI/Get"

v

name": "deny gNMI set for oper users",
"source": {

"principals": [

"v3"

]

}I

"request": {

"paths": [

"/gnmi.gNMI/Set"

Copy the gRPC-level authorization policy to the router

Example:

-bash-4.2$ scp test.json V1@192.0.2.255:/disk0:/

Password:
test.json

100% 993 161.4KB/s 00:00
-bash-4.2$

Activate the gRPC-level authorization policy to the router.

Example:

Verification

Example:

Router (config) #gnsi load service authorization policy /diskO:/test.json
Successfully loaded policy

Router#show gnsi service authorization policy

Wed Jul 19 10:56:14.509 UTC{

"version": "1.0",

"created on": 1700816204,

"policy": {

"name": "authz",

"allow_rules": [

{

"name": "allow all gNMI for all users",
"request": {

"paths": [
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wkn

]

}I

"source": {
"principals": [

wxm
]

}

}

]I

"deny rules": [

{

"name": "deny gNMI set for oper users",
"request": {

"paths": [

"/gnmi.gNMI/*"

]

}I

"source": {

"principals": [

"Userl"

In this example, Userl user tries to access the get RPC request for which the permission is denied in the above authorization
policy.
bash-4.2$ ./gnmi_cli -address 198.51.100.255 -ca_crt

certs/certs/ca.cert -client crt certs/certs/Userl.pem -client_key
certs/certs/Userl.key -server name ems.cisco.com -get -proto get-oper.proto

Output

E0720 14:49:42.277504 26473 gnmi cli.go:195]
target returned RPC error for Get ("path:{origin:"openconfig-interfaces"
elem: {name:"interfaces"}
elem: {name:"interface" key:{key:"name" value:"HundredGigE0/0/0/0"}}}
type:OPERATIONAL encoding:JSON IETFE"):

rpc error: code = PermissionDenied desc = unauthorized RPC
request rejected

After completing this task, the gRPC-level authorization policy is updated and active on the router.

Example

For example, after executing the update command, you can verify the policy using the 'show grpc
authorization policy' command.

What to do next

After updating the policy, validate the configuration by checking the gRPC service behavior and authorization
logs.
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gNSI Credentialz updates

A gNSI Credentialz update is a process in a network using gNSI that allows you to change or update SSH
credentials while the router is operational. These credentials include:

* Passwords
* Keys

* Certificates

Table 20: Feature History Table

Feature Name Release Description
Information
gNSI Credentialz Update | Release 24.2.11 To improve communication confidentiality and security, you

can now update or rotate account-specific and host-specific
SSH credentials on a router. You can access the latest SSH
credentials through the gNSI credentialz RPC. The updated
SSH credentials encompass passwords, host keys, and
certificates.

To view the specification of gNSI credentialz RPCs and
messages, see the GitHub repository.

This update mechanism improves communication confidentiality and security by enabling real-time credential
rotation without requiring a router reboot.

* Live credential rotation: Credentials can be updated while the router is running.
+ Account and host-specific updates: Supports both user account and host-level SSH credential changes.

* gNSI credentialz RPC: Provides the interface to perform credential updates securely.

gNSI Rotate Credentialz RPC

Starting from Release 24.2.1, Cisco IOS XR supports four gNSI RPCs to rotate SSH credentials securely.
These RPCs allow administrators to manage authentication policies and key material on network devices.

* RotateAccountCredentials: Replaces the existing SSH authentication service policy with a new one if
valid.

» RotateHostPar ameters: Updates the Certificate Authority (CA) public key and the SSH server’s key
and certificate.

» CanGenerateKey: Checks whether the target device can generate a public/private key pair.

» GetPublicKeys: Retrieves the current public keys configured on the host.
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gNSI Rotate Credentialz RPC support in Cisco 10S XR

Table 21: gNSI Rotate Credentialz RPC support in Cisco 10S XR

gRPC Authentication |

gNSI Rotate Credentialz RPC

Run This When

For More Information

RotateAccountCredentials

You want to specify an SSH
authentication service policy for the
network element.

If the policy is valid, it replaces the
existing policy.

See RotateAccountCredentials

RotateHostParameters

You want to change both the
Certificate Authority (CA) public
key and the key and certificate used
by the SSH server.

See RotateHostParameters

CanGenerateKey

You want to check whether the
target can generate a public or
private key pair.

See CanGenerateKey

GetPublicKeys

You want to get the current public
keys from the host. It returns each
configured key in the provided list.

See GetPublicKey

Rotate account credentials

Credential rotation using gNSI is a security automation feature that updates user credentials on routers through

RPC-based operations.

» Updates user-specific authorized keys and authorized principals for SSH access.

* Invalidates old credentials and logs credential rotation activities.

* Notifies stakeholders and enforces secure access policies across the network.

This enhances overall network security by ensuring credentials are rotated regularly and securely.

Prerequisites

* Configure a user account on your router.

* Configure SSH Version 2.

The table outlines the messages that Rotate Account Credentials RPC supports, along with their descriptions.
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Table 22: Rotate Account Credentials RPC Messages

Message Description

AuthorizedKeysRequest This message defines the authorized key list for password-less SSH accepted
by the router's SSH service.

The gNSI client dispatches an aAuthorizedKeysRequest to the router to
update or replace credentials on the SSH service. The router responds with
a AuthorizedKeysResponse message to the gNSI client.

It supports these keys:
* RSA 2048, RSA 4096 bits
* ECDSA-p-256, ECDSA-p-521
« Ed25519

AuthorizedUsersRequest This message performs a user authorization check. User authorization can
be done using both static and dynamic methods.

Static Authorization: You can perform static authorization based on a
principal name (unique identifier for a user) using Cisco SSH. For static
authorization, use the AuthorizedUsersRequest message.

Dynamic Authorization: For dynamic authorization, use the
AuthorizedPrincipalCheckRequest message. For details, see Rotate host
parameters, on page 77.

CiscoSSH supports the user authorization using AuthorizedPrincipalsFile.
AuthorizedPrincipalsFile contains pairs of account names and their
corresponding principal names that the router recognizes for certificate-based
authentication. For more details, see AuthorizedPrincipalsFile.

Rotate host parameters

Rotate host parameters is a gNSI RPC-based mechanism that manages SSH host credentials and authentication
policies on routers.

* Updates and verifies host account credentials to maintain secure SSH access.
 Automatically reverts to old credentials if validation fails to prevent lockouts.

* Supports dynamic and static authorization using OpenSSH and CiscoSSH mechanisms.

This ensures secure, automated credential rotation and policy enforcement across network devices.

Prerequisites

» Configure a user account on your router.

* Configure SSH Version 2.

The table outlines the messages that Rotate Host Parameters RPC supports, along with their descriptions.
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Table 23: Rotate host parameters RPC support in Cisco 10S XR

Message

Description

CA public key

The SSH server uses the ca public key message to verify the gNSI client
certificates presented during connection establishment.

Without Host Identity Based Authorization (HIBA), these keys are supported:
* RSA 2048, RSA 4096 bits

« ECDSA-p-256, ECDSA-p-521
« Ed25519

Server keys

The server keys message includes host keys and router certificates that
serve as credentialz for the gNSI client.

If the host keys are generated externally, they must be specified in the server
keys request.

It supports these keys:
* RSA 2048, RSA 4096 bits

« ECDSA-p-256, ECDSA-p-521
« Bd25519

It supports these router certificates:
* Router certificates with HIBA Support

* ssh-rsa-cert-v01@openssh.com

* Router certificates without HIBA support:
* ecdsa-sha2-nistp256-cert-v0 1 @openssh.com

* ecdsa-sha2-nistp521-cert-v01@openssh.com
* ssh-ed25519-cert-v01@openssh.com
* rsa-sha2-256-cert-v01@openssh.com

* rsa-sha2-512-cert-v01@openssh.com

Generate key

The Generate Key message is used for host key management in SSH. When
the host keys are generated by the router, this message triggers the creation
of new host keys for SSH host key management. The Generate key message
supports these keys:

* RSA 2048, RSA 4096 bits
* ECDSA-p-256, ECDSA-p-521
» Ed25519
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Message Description

AllowedAuthenticationRequest | The a11owedAuthenticationRequest message specifies the permissible
authentication methods for the gNSI client authentication.

The supported authentication methods are as follows:
» Keyboard interactive
* Password-based
* Pubkey-based
* OpenSSH certificate-based
* Public key-based

By default, the SSH server allows all authentication methods.

AuthorizedPrincipalCheckRequest | The aAuthorizedPrincipalCheckRequest message supports the dynamic
authorization of the user against the principal name using the OpenSSH or
CiscoSSH.

Setting the TOOL_HIBA DEFAULT flag prompts the router to use the
HIBA binary for dynamic authorization. Un setting the HIBA DEFAULT
flag switches the router to use a static authorization.

Dynamic Authorization: You can enforce the user for authorization check
using HIBA.

Note
The support is only for ssh-rsa-cert-v01@openssh.com

CiscoSSH supports AuthorizedPrincipalCheck using
AuthorizedPrincipalsCommand and AuthorizedPrincipalsCommandUser
AuthorizedPrincipalsCommand:

This command generates the list of allowed certificate principals by executing
a HIBA binary (By setting the TOOL HIBA DEFAULT flag).
AuthorizedPrincipalsCommandUser:

This command specifies the user account under which the system executes
the AuthorizedPrincipalsCommand. For more details on the specification,
see AuthorizedPrincipalsCommandUser

CanGenerateKey

The canGeneratekey RPC is a capability check that determines whether a router can generate a public or
private key pair.

« RSA 2048, RSA 4096 bits
« ECDSA-p-256, ECDSA-p-521
« Ed25519
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B cetPublickey

GetPublicKey

The cetrublickey RPC gets the available public keys from the router and displays them. It supports these
keys:

« RSA 2048, RSA 4096 bits
« ECDSA-p-256, ECDSA-p-521
- Ed25519

Manage certificates using Certz.proto

Manage certificates using Certz.proto is a gRPC-based certificate management framework that:

* Provides a single Rotate RPC to upload certificates, keys, CA bundles, and CRLs.
* Supports SSL profile creation, deletion, and listing through dedicated RPCs.

* Enables secure and flexible certificate lifecycle operations using standard cryptographic algorithms.

This approach simplifies certificate handling and enhances security by associating all certificate entities with
unique SSL profiles.

Table 24: Feature History Table

Feature Name Release Information Feature Description
Manage Certificates using Release 24.1.1 Instead of using multiple RPCs,
Certz.proto Certz.proto provides a bidirectional

Rotate RPC to replace, revoke, or
load a certificate. It also provides
additional APIs to install Public
Key Infrastructure (PKI) entities
such as like identity certificates,
trust-bundles, and Certificate
Revocation Lists (CRLs) for a
gRPC Server.

This feature introduces the
following changes:

CLI:

e grpcgnsi servicecertz
sdl-profile-id

« show grpc certificate

Yang Data Models:

* Cisco-IOS-XR-man-ems-cfg.yang
(see Github, YANG Data
Models Navigator)
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Manage certificates using Certz.proto .

The Manage certificates using Certz.proto handles certificate operations on target devices, utilizing Certz
RPCs. The certz.proto file is available in the Github repository.

Certzs certificate identification and management

cert.proto: A certificate identifier differentiates between leaf certificates. However, the certificate authority
(CA) bundle lacks an identifier, meaning a new request to load a bundle could overwrite the existing one.
Separate RPCs are used to replace, load, and revoke a certificate.

certz.proto: Entities like Certificate, CA bundle, key, CRL, and authentication policy to a unique SSL profile.

A single rotate () RPC uploads all entities at once, including the certificate, the key, the CA bundle, and the
CRL.

These are the supported certz.proto cryptographic algorithms:
* Rivest-Shamir-Adleman (RSA)
* Elliptic Curve Digital Signature Algorithm (ECDSA)

* ED25519, a public-key signature system

Certz.proto offers unified certificate management, unique SSL profile association, and support for multiple
cryptographic algorithms, making it a comprehensive solution for managing SSL profiles.

)

Note If neither cert.proto nor certz.proto is configured, then tls trustpoint data is considered for certificate

management.

The table describes the RPCs supported under Certz.proto.

Table 25: Certz RPCs

RPC Description

AddProfile Addprofile is part of SSL profile management. It allows adding a new SSL
profile. When an SSL profile is added, all its elements, that is, certificate,
CA trusted bundle and a set of certificate revocation lists are NULL or
Empty. So, before an SSL profile can be used these entities have to be
'rotated' using the ‘Rotate()” RPC.

Note
An attempt to add an already existing profile is rejected with an error.

Rotate Rotate function replaces or adds an existing device certificate, CA
certificates (trust bundle), or a certificate revocation list (CRL) bundle on
the target.. The new device certificate can be created from a target-generated
or client-generated CSR (Certificate Signing Request). In the latter case,
the client must provide the corresponding private key with the signed
certificate.
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RPC Description

DeleteProfile DeleteProfile is part of SSL profile management. It allows for removing
an existing SSL profile.

Note

An attempt to delete a not existing profile results in an error. The profile
used by the gRPC server can’t be deleted and an attempt to remove it will
be rejected with an error.

GetProfileList GetProfileList is part of SSL profile management. It allows for retrieving
a list of IDs of SSL profiles present on the target.

CanGenerateCSR An RPC to ask a target if it can generate a CSR.

SSL profile

An SSL profile is a named set of SSL settings that determine how end-user systems connect to or from
SSL-based applications or interfaces. The settings in an SSL profile include information about the version of
SSL or TLS to be used, certificates, keys, and other parameters related to SSL or TLS communication. By
using profiles, administrators can manage and apply these settings more easily across multiple applications
or connections.

SSL profile characteristics

« Logical Grouping: SSL profiles logically group certificates, private keys, Certificate Authority (CA)
chain of certificates (a.k.a. a CA trust bundle), and a list of Certificate Revocation Lists (CRLs) into a
single set that can be assigned to a gRPC server.

* Default Profile: There’s at least one profile present on a target—the one used by the gRPC server. Its
ID is gnx1. When the ss1_profile id field in the RotateCertificateRequest message isn’t set (or is
set to an empty string), it refers to this SSL profile by default.

» Non-Removable Profile: You can’t remove the gRPC SSL profile (gnx1).

Configure gNSI Certz

This task guides you through configuring gNSI Certz by creating, rotating, and activating SSL profiles, and
verifying the certificate configuration using gRPC.

Before you begin
Before you begin, ensure the following:

* Ensure you've created and stored SSL-Profile at cd/misc/config/grpc/gnsi/certz/ssl profiles/

Procedure

Step 1 Create SSL-Profile using AddProfile RPC.
Step 2 Rotate SSL-profile using Rotate RPC. You can't rotate SSL-profile using a command line interface.
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Step 3

Step 4

Activate the profile using grpc gnsi service certz sd-profile-id.

Example:

Configure gNSI Certz .

Router (config-grpc) #gnsi service certz profile ssl-profile id <ssl-profile-name>

Verify that certz.proto is configured using the show grpc certificate.

Example:

Router#show grpc certificate

Certificate:
Data:

Version: 3 (0x2)

Serial Number:

32

(0x20)

Signature Algorithm:
Issuer: CN=localhost,O=OpenConfig, C=US

Validity
Not Before:
Not After

Nov

sha256WithRSAEncryption

8 08:49:38 2023 GMT

Public Key Algorithm:
RSA Public-Key:
Modulus:

00:ea:6a:
3b:
:d8:
tad:
:87:
:de:
tab:
To:
tald:
:cf:
6d:
:43
la:
13:
:b2:

Ob:
e’7
27
71
Se
97:
e3:
8c:
41:
cc:
51
1f:
81:
fa:
ed:
74
Sa:
03:
57:
ds:
12:
2c:
6d:
fc:
lc:
ae
Tf:
93:
de:
dl:
57
ab:
82:
11

26

08:

86

la:
3a:
rac:
0f:
0d:
24:
69:
:68:
8a:
27:
04:
Sa:
ca:
83:
Oa:
a0:
1b:
:f9:
ef:
2b:
:dd:
da:
9d:
4d:
4d:

8e

5b:
:b6:
bO:
66:
:95:

Exponent:

X509v3 extensions:
X509v3 Key Usage:

de

16

Tc:

20

£5

d9g:
2c:
6a:

96

ce:
37:
tde
:c0
6d:
:a’l:
3a:

50
do

6

bc:
:70
red:
172
9a:
Se:

77
93
06

19

c0:
:23:
6c:
c2:
69:

02

37

6c:
:58
28:
:cf:
40:
: 54

98

el
51
£3

bl

6a:
re7:

£5

fc:
148
HVACH
:c4
83:
98:
126

45

60

14
78

65537

critical

rsaEncryption

(4096 bit)

25

:a8
:35
3c:
Oc:
:5b:
:5f:
:c9
:b3

3e
46

d3

22

176
dé:
81:
:bl

8e

9d:
rae
:ch:
98:

12

66:
22:
:da:
:4b:

(0x10001)

Digital Signature

X509v3 Extended Key Usage:

:be:

HS

:bd:

e3

f4
53

:5d:
277

:a0
:25
:c4

:35

£8

:a8
c2

£7
03
13

ea:
94 :
0f:
t4f:

3e:
:0f:
83:
rac
02:
37:

14:
:db:
:dc:
:5d:
ab:

9f:
:28
35:
:28:
dd:
:2f:
:3c:
aa:

124
1f:

10

62

06

89

81

15

:b8

60

30

9f:

fl

6d:
:72
:d8:
:b0:
:b7:
72

17
£9
96
6e

£7

46:
15:
fd:
fd:
:45
:b0

14

87
9e

:ab
:b3
db:
de:
:5a:
cel
:c6

58
97
10

:d3
:bd:

:71
:cf:
:avl:
69:
rea:
19:
a2
eb:
:a9
:db
98:
de:
:21:
Tc:

re’7
:d6
:3b:
:3e:
274
:2b:
d3:
3b:
:5f:
12:
34:

ce

:4b:
8b:
66:

71
fl

:dc:
:be
:79:
83:
:df:
22:
67:
1e6:
:52
90:
rea:
6a:

90

86:
a2
a7
66:
:46:
:e6
HE
14d:
:ch:
124

14

66

TLS Web Client Authentication,

: Mar 22 08:49:38 2025 GMT
Subject: CN=ems,O=OpenConfig, C=US
Subject Public Key Info:

ice
b3:
de:
9c:
dc:
6f:
:c3:

99

90

:3c:
6b:
1b:
9a:
:30:
raa
0f:
:3f:
fa:
:cl:
89:
:32:
red:
HACH

le

:c4:
3c:
:59:
:bc:
:bd:
:2f:

99
96

:cl:
:a9:

274
82:
277
22:

£8

40

71:
14:
tad:
:3b:
:53:
fa:
:a6
05:
de:
:bd:
4d:
:7c:
:b8
:29:

4e

ee

62:

01
13

£9
87

6f:

72
43
19
06

:a4d
de:

66

£2
83

89:
:b4
02:
:e3
93:
:28:
01:

91

le

tca:

61

f4:
08:
fc:
86:
:98:
:ab:
fb:
32:
cf:
3b:
37:
:b7:
:cl
£9:
8c:
ab:

2f

8e

:de:
:df:
1f:
:5b:
:54:
:35
:e8
6d:
:20
8f:
:c4:
9f:
rca:
40:
:29:

a6

58

03

97

38:

49

36
03

:c8:
re2:
:c3:
:52:

85

38:

24

15

rec:
:5c:

46

:52:

00

26
f4

1f

32

TLS Web Server

ef:
42

:5f:

96:

:54:
69:
90:
:d3:
65:
:a3
09:
36:
:df:
:d9:
ac:
60:
tel:
16:
163
le:
Se:
ee:
:78:
:55
17:
91:
0f:
£8:
1a6:
96:
:al:
96:
:20:

3d:
la:
72
3d:

:dc:

08:
1f:

ab6:
30:

98:

tac:

b6:
47:
06:
1b:

:bd:

de:
fl:
8b:
93:
ff:
44 :
4a:
Oe:

Te:

Authentication
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Signature Algorithm:
rec:
:eb:
tda:
dd:
:cf:
:eb:
1f:

b9:
:ba:
: f6
8d:

97

d7:
48:

81
23

cd:
bf:
cb:
5d:
:d8
1b:
bc:
:20:
Ta:
c4d:

72

03:
6c:

11

38:
8b:
3f:
:37
61:
:d8
eb:
:2e
46:
:79:
04:
1d:
ec:
Oa:
65:

b8

74

bc:

19

18:

e3

b7:
e7:
ab:
65:
64 :

X509v3 Authority Key Identifier:

keyid:0A:A8:9A:6A:23:34:AE:CA:96:00:2C:F3:04:38:14:E3:D4:8D:77:BD

X509v3 Subject Alternative Name:
DNS,

89

55

86:
:db:
el
cf:
rea:
Oe:
:35:
:5f:
6d:
£7:
86:
63:
fc:
:5a:
:a0
:cf:
rea:
83:
148

89

66:

08

a4
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The gNSI Certz SSL profile is successfully configured, activated, and verified using gRPC certificate inspection.

Example

For example, after activating the profile with gnsi service certz profile ssl-profile id
<ssl-profile-name>,the show grpc certificate command displays the certificate details including

issuer, subject, and validity period.

What to do next

After completing this task:

gNOI Cert to gNSI Certz Migration

* Ensure the gNSI client trusts the activated certificate and can securely communicate with the router.

With Cisco IOS XR Release 25.4.1, the gNSI/Certz framework replaces the deprecated gNOI/Cert service
for managing gRPC certificates. This migration provides enhanced security and aligns certificate management

with OpenConfig standards.
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Migrate certificates from gNOI Cert to gNSI Certz .

Key Changes and Mapping Logic

* The legacy grpc certificate-id configuration is now mapped to:

gnsi
service certz ssl-profile-id

* The underlying storage and management mechanisms for certificates have changed.

» Non-default certificates previously installed with the gNOI/Cert service will no longer function after
migration.

Why Migration Is Required
When adopting the gNSI/Certz framework:

* The router requires certificates to be associated with an SSL profile ID.

* The default certificates under /misc/config/grpc will be migrated to gNSI/Certz automatically. Also,
certificate-id (default server)/ssl-profile-id (non-default server) should be configured explicitly to
system_default profile for using the default certificate.

* Existing certificates stored in legacy directories (such as /misc/config/grpc/gnoi/cert/) must be
bundled and re-imported into the gNSI/Certz infrastructure to maintain secure gRPC communication.

* [f migration is not performed, gRPC services that rely on non-default certificates will fail to authenticate.

Migrate certificates from gNOI Cert to gNSI Certz
You can migrate certificates manually through the gNSI/Certz service. This enables secure, standards-based
certificate management.
Before you begin
* Ensure you are running Cisco IOS XR Release 25.4.x or later.
* Confirm you have administrative access to the router CLI or a gRPC client configured for gNSI/Certz.

* Identify the certificate files for migration.

Procedure

Step 1 Add a new profile to the target router using the gNSI/Certz AddProfile RPC.
Step 2 Install certificates by issuing the gNSI/Certz Rotate RPC for the new profile.

Step 3 Verify certificate migration with: show grpc certificate
Step 4 To associate a non-default server with a ssl profile id:
grpc

server sl
services GNOI
ssl-profile-id id2

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



gRPC Authentication |
Il onsiEnroliz and Attestz

To use the default certificates, the ssl-profile-id should be configured with system_default profile explicitly.

gNSI EnrollZ and AttestZ

gNSI EnrollZ and AttestZ are TPM-based services that enhance device security through cryptographic identity
verification and boot-time integrity checks.

* EnrollZ handles TPM 2.0 enrollment and provisioning of TLS and attestation certificates.

* AttestZ performs TPM 2.0 attestation by validating Platform Configuration Register (PCR) values during
boot.

* These services eliminate the need for vendor Certificate Authorities and align with Trusted Computing
Group (TCGQG) specifications.

They ensure that only verified devices receive sensitive credentials and are fully controlled by the device
owner.

Table 26: Feature History Table

The EnrollZ service handles the TPM 2.0 enrollment workflow, involving cryptographic verification of the
device's TPM-rooted identity and provisioning of attestation and Transport Layer Security (TLS) certificates
by the device owner. This ensures that the device is under the control of the owner and not dependent on
external vendor Certificate Authorities (CAs) during the attestation process.

The AttestZ service manages the TPM 2.0 attestation workflow, confirming the device's integrity throughout
the boot process by comparing observed Platform Configuration Register (PCR) values against expected ones
to verify the device's boot state.

This approach simplifies the TPM enrollment process for device owners, enhances control over certificate
management, and eliminates external dependencies, while aligning with Trusted Computing Group (TCG)
specifications.

Enroll a TPM 2.0 on network devices

The Trusted Platform Module (TPM) 2.0 enrollment workflow is a secure process for network devices to
obtain the necessary credentials and configurations for TPM management.

This workflow is initiated after the device boot process and involves interaction with various gRPC API
endpoints.

Before you begin

* Device has completed the Bootz workflow.

* Device is equipped with a default SSL profile using the Secure Unique Device Identifier (SUDI) key
pair and certificate.

* EnrollZ service is available and ready to enroll the TPM on the control card.

* Router owner has access to the trust bundle/anchor from the router vendor.
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Enroll a TPM 2.0 on network devices .

Procedure

Step 1 Prepare device for TPM enrollment: Ensure the device has completed the Bootz workflow and is ready to serve TPM
enrollment gRPC API endpoints on the required port.

Step 2 Trigger EnrollZ service: Use the cetIakcert API to retrieve the Initial Attestation Key (IAK) and IDevID certificates.
Step 3 Verify and validate certificates:

* Verify the signature over the IAK certificate using the trust bundle/anchor from the router vendor.

* Root Certificate: Cisco ECC Root CA

MIIByDCCAU6gAWIBAgGIBAZAKBggghkjOPQQDAZASMQ4wDAYDVQQKEWVDaXNjbzEa
MBgGA1UEAXMRQ21zY28gRUNDIFJvb3QgQO0EwWIBCcNMTMWwNDAOMDgxXNTQOWhgPMjAS
OTAS5MDcxNjI0MDdaMCwxDjAMBgGNVBAOTBUNpc2NVvMROWGAYDVQQDEXFDaXNjbyBF
Q0MgUm9vdCBDQTB2MBAGByqGSM4 9AGEGBSUBBAAI A2 IABHTAWT7zYG8bzZ5FN1niM
5rV10QR/L/5g0Kx3KtNtAKFFVGewWLcZv8y9SzZceluDOOyml00wImGzS4urXgdVv
JjtMiKsCcMkiNwJIQdeDV1Eg0x79YU/ 6uy4 9z I PUGWxKHYgNCMEAWDgYDVROPAQH/
BAQDAGEGMA8GA1UJEWEB/wQFMAMBAf8wHQYDVROOBBYEFKRFt1i+jMbF2FbAKGDPK
9g1PPSgEMAOGCCGGSM4 9BAMDA2gAMGUCMQODwm3Hce0BiWn/ 9hqTq6bfEZEERP PmA
/6WGbx0JyB110Z40tuiFu58GDQcxEbgAVYysCMALIS54FIpj4kUhCjHI4AdmHPglyxr
MeOEt6xIsdzZUlUk1VMpmJ4969uKxHjirigXzhg==

MIIDETCCApagAwIBAgGIBBTAKBggqhkjOPQQDAZASMQ4wDAYDVQQKEWVDaXNjbzEa
MBgGA1UEAXMRQ212zY28gRUNDIFJvb3QgQOEWIBCNMTMWNDAOMDgyNjEzWhgPMjAS
OTASMDcxNjIOMDZaMCsxDjAMBgNVBAOTBUNpc2NVMRkwEwYDVQQDExBBQ1QyIEVD
QyBTVURJIENBMHYWEAYHK0ZIzj0CAQYFK4AEEACIDYgAE]jGHc+nnSMQr4zuARzDxH
F6TD197f7eGgSdDK5misVpoBPONwwcmazs+GTiT+Us52/BKuo4Jlaz74cnlzzBIn
kPwtuag2bXSCeYVJIhcB3sVuVvYiSKVEi10Igx85dtXdwo4IBiTCCAYUwDgYDVROP
AQH/BAQDAGEGMBIGAIUJEWEB/wQIMAYBAf8CAQAWEQYIKwYBBQUHAQEECTBVMD8G
CCsGAQUFBzAChjNodHRwO1i8vd3d3LmNpc2NvLmNvbS9zZWN1cml0eSOwa2kvY2Vy
dHMVZWNjcm9OvdC5]jZXIwLAY IKwYBBQUHMAGGIGhOdHAG6LYSwa21jdnMuY21zY28u
Y29tL3BraS9vY3NwMB8GALUdIWQYMBaAFKRFti+jMbF2FbAKGDPKIql PPSgEMEFWG
AlUdIARVMFMwUQYKKwYBBAEJFQETADBDMEEGCCsGAQUFBWIBFEFjVodHRwO18vd3d3
LmNpc2NvImNvbS9zZWN1cmlO0eS9wa2kvecG9saWNpZXMvaWbkZXguaHRtbDBCBgNV
HR8EOzA5MDegNaAzhjFodHRwO18vd3d3LmNpc2NvLmNvbS9zZWN1cml0eS9wa2kv
Y3JsL2ViY3Jvb3QuY3JIsMBOGALUADgQWBBSWhzrYi YGRQRUZzv+AO] yCPwrvD1jAK
BggghkjOPQQDAWNPADBmMAjEAZzye9v1h5m/1bAUSUOMQOwShDDCRIHXsc+1TtbgOJR
1cZMmhsIzNNy/AskkBoIgNNtAJEAk3DAKxkBx3DYyzS4Uz3B50MpbrzwpxPTUCGW
m7gExCM7m1FjIg981tfdltPHggP/

Use these certificates as the trust anchors when verifying the IAK certificate signature for devices using the
ECC P384 algorithm.

* Confirm that the device identity fields in the IAK and IDevID certificates meet the expected criteria.

* Confirm that the device identity fields in the IAK and IDevID certificates meet the expected criteria.

Step 4 Request and install owner certificates:

* Request the router owner CA to issue the Owner IAK (0IAK) and Owner IDevID (oIDevID) certificates based on
the public keys.

 Use the rotateoIakcert API to install the olAK and oIDevID certificates on the control card.
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. TPM 2.0 attestation

Step 5

Step 6

Step 7
Step 8

Verify and Store certificates:
» Verify that the public keys in the olAK and oIDevID certificates match with respective IAK and SUDI public key.

* Store the oIAK and olDevID certificates in non-volatile memory for presentation during the TPM attestation (attestz)
workflow.

Update SSL profile: Update the SSL profile to use the trust bundle and rotate the certificates to the Owner IDevID
certificate.

Enroll secondary control card: Repeat the enrollment workflow for the secondary control card, if present.

Obtain the attestation result from the device and verify that the Platform Configuration Register (PCR) values match the
expected known-good values, confirming that the device has securely booted with the approved firmware and software
artifacts.

The TPM 2.0 is successfully enrolled and ready for attestation workflows using the installed certificates.

Example

For example, after enrollment, the device presents the olAK and oIDevID certificates during attestation
to prove its identity and integrity.

What to do next
After completing this task:

* Monitor the attestation logs to ensure the enrolled certificates are used and validated successfully.

TPM 2.0 attestation

Step 1

The TPM 2.0 attestation workflow ensures the integrity and identity of network devices by verifying their
configurations and credentials.

This process involves interaction with gRPC TPM 2.0 attestation endpoints and requires the device to be
booted with the correct OS image and configurations.

Before you begin

* Device must be booted with the correct OS image.
* Correct configurations and credentials must be applied.

* Primary/active control card is responsible for all RPCs directed to the secondary/standby control card.

Procedure

Serve gRPC TPM 2.0 Attestation Endpoints: Ensure the device serves gRPC TPM 2.0 attestation endpoints on port 9339,
the same port as gNOI/gNSI/gNMI.

The device must be booted with the correct OS image and configurations.
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Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

TPM 2.0 attestation .

Authenticate Standby Control Card: Perform an authentication handshake between the active and standby control cards
using the IDevID key pair/cert.

The active control card is responsible for this handshake as the router owner cannot directly TLS authenticate the standby
card.

Secure Initial Attestation RPCs: Use the active control card’s IDevID private key and oIDevID cert to secure TLS for
the initial attestation RPCs.

Call AttestZ Service: AttestZ service calls the device’s Attest endpoint for a given control card (and a random nonce) to
get back:

* An olAK cert signed by the router owner’s CA.
* Final observed PCR hashes/values.
* PCR Quote structure and signature over it signed by IAK private key.

* (Optional) oIDevID cert of the standby control card.

Verify Certificates and Signatures:

* AttestZ service uses the trust bundle/anchor from the router owner CA to verify the olAK cert and its
validity/revocation status.

 Ensure that the control card serial number in the oIAK cert and oIDevID cert is the same.

Compare PCR Values: The AttestZ service compares the PCR values against the known PCR values provided by the
OEM vendor specific to a release.

Compare PCR Values and Record Attestation Status: AttestZ service fetches expected final PCR values from its database
and compares them to the observed ones reported by the device.

AttestZ service records a successful attestation status for the given control card and repeats the workflow for the
secondary/standby control card if one is available.

The TPM 2.0 attestation process completes successfully, verifying the device's integrity and recording the
attestation status for each control card.

Example

For example, if the standby control card is present, the AttestZ service will repeat the attestation
steps to verify its identity and configuration using the same process as for the active control card.

What to do next
After completing this task:

* Monitor the attestation logs and ensure that both control cards have passed the verification process.
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. Bootconfig Password Security Requirements

Bootconfig Password Security Requirements

Starting from I0S-XR software release Cisco IOS XR Software Release 25.4.2, ensure all user passwords in
bootconfig payloads submitted through the gNOI SetBootConfig and Bootz workflows are provided in a
hashed form. Plaintext credentials are rejected, and the boot configuration will not be applied.

Bootconfig Password Validation Details

This section describes the supported password formats, validation behavior, and error reporting for bootconfig
payloads.

Supported password formats include:

» CLI Format (vendor_config): User credentials must use password type 10, 9, or 8; plaintext and type 0
(cleartext) passwords are rejected.

* OpenConfig Format (oc_config): User credentials must be specified using the password-hashed leaf; the
plaintext password leaf is rejected.
Accepted CLI examples (vendor_config):
* secret 10 $6$saltshash... (Type 10, SHA-512)
* secret 9 $9$salt$hash... (Type9, scrypt)
* secret 8 $8%$saltshash... (Type 8, PBKDF2/SHA-256)

Rejected CLI examples:
* secret userl23 (plaintext)

* secret 0 user123 (type 0, cleartext)

Accepted OpenConfig example (oc_config):

® "password-hashed": "$6$salt$Shash..."

Rejected OpenConfig example:

® "password": "userl23"

Validation Errors

Validation errors occur when plaintext credentials are detected, rejecting the request with descriptive error
messages indicating the format, field, line number, and acceptable alternatives.

Example syslog message:

$MGBL-EMS-3-EMSD FAILURE : emsd failure: Failed loading bootconfig: invalid boot config:
bootconfig contains plaintext credentials: vendor config validation failed: plaintext
credential detected in CLI format at line 3: type 0 (cleartext) password not allowed, use

type 10, 9, or 8 with hashed password (field: secret, context: username) .

The error message indicates the format that failed validation (vendor_config or oc_config), the line number
(for CLI format) or field (for OpenConfig), the offending password type, and the acceptable alternatives.
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gRPC Applications and Configuration

» gRPC operations, on page 91

* Certificate common-name for dial-in using gRPC protocol, on page 101
* gRPC over UNIX domain sockets, on page 104

* gRPC network management interface, on page 106

* gRPC network packet sampling interface, on page 173

* gRIBI default route resolution without recirculation, on page 177

gRPC operations

gRPC operations are a set of remote procedure calls that enable clients to interact with Cisco IOS XR devices
for configuration and operational data retrieval.

* They support configuration retrieval and modification.
* They provide access to operational and model data.

* They allow CLI-based and structured output retrieval.

These operations are essential for automating and managing network devices programmatically using gRPC
clients.

Manageability service gRPC operations

This table defines the manageability service gRPC operations for Cisco I0S XR.

gRPC Operation Description

GetConfig Retrieves the configuration from the router.

GetModels Gets the supported Yang models on the router

MergeConfig Merges the input config with the existing device configuration.
DeleteConfig Deletes one or more subtrees or leaves of configuration.
ReplaceConfig Replaces part of the existing configuration with the input configuration.
CommitReplace Replaces all existing configuration with the new configuration provided.
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gRPC Operation Description

GetOper Retrieves operational data.

CliConfig Invokes the input CLI configuration.
ShowCmdTextOutput Returns the output of a show command in the text form
ShowCmdJSONOutput Returns the output of a show command in JSON form.

gRPC operation to Get configuration

The gRPC example shows how a gRPC GetConfig request works for feature.

The client initiates a message to get the current configuration of running on the router. The router responds

with the current configuration.

gRPC request (Client to Router)

gRPC response (Router to Client)

rpc GetConfig
{
"Cisco-I0S-XR-cdp-cfg:cdp": [
"cdp": "running-configuration"

]

rpc GetConfig
{
"Cisco-I0S-XR-ethernet-11ldp-cfg:11dp":
"1ldp": "running-configuration"

]

[

{
"Cisco-IOS-XR-cdp-cfg:cdp": {
"timer": 50,
"enable": true,
"log-adjacency": [
null
:| ’
"hold-time": 180,
"advertise-vl-only": [
null
]
}
}

{
"Cisco-I0S-XR-ethernet-11ldp-cfg:11dp": {
"timer": 60,
"enable": true,
"reinit": 3,
"holdtime": 150

gRPC authentication modes

A gRPC authentication mode is a security mechanism for gRPC communication that

» provides different methods to verify the identity of clients and servers,
* supports both metadata-based and certificate-based approaches for authentication, and
* enables compliance with varying security requirements through configurable settings such as TLS, Mutual

TLS, and non-TLS options.

This section details the authentication modes supported by gRPC to secure communication and ensure

authorized access to services.

gRPC supports multiple authentication modes to secure communication between clients and servers. These
modes ensure that only authorized entities can access gRPC services such as gNOI, gRIBI, and P4RT. Upon
receiving a gRPC request, the device authenticates the user and performs authorization checks.
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The following table lists the authentication types and their configuration requirements:

Table 27: gRPC authentication modes and configuration requirements

Type Authentication Authorization Configuration Requirement From
Method Method Requirement Client

Metadata with TLS |username, password | username grpc username, password,

and CA

Metadata without | username, password | username grpc no-tls username, password

TLS

Metadata with username, password | username grpc tlsmutual username, password,

Mutual TLS client certificate,

client key, and CA

Certificate based client certificate's | username from grpc tlsmutual client certificate,
Authentication common name field | client certificate's client key, and CA
common name field and

grpc certificate
authentication

Certificate-based authentication
In Extensible Manageability Services (EMS) gRPC, certificates play a vital role in ensuring secure and
authenticated communication. The EMS gRPC utilizes these certificates for authentication:

/misc/config/grpc/ems.pem
/misc/config/grpc/ems.key
/misc/config/grpc/ca.cert

N\

Note For clients to use the certificates, ensure to copy the certificates from /misc/config/grpc/

The gRPC server advertises TLS 1.2 as the maximum TLS version when using a SUDI-based SSL profile.

Generation of certificates

These certificates are typically generated using a Certificate Authority (CA) by the device. The EMS certificates,
including the server certificate (ems.pem), public key (ems.key), and CA certificate (ca.cert), are generated
with specific parameters like the common name ems.cisco.com to uniquely identify the EMS server and
placed in the /misc/config/grpc/ location.

The default certificates that are generated by the server are Server-only TLS certificates and by using these
certificates you can authenticate the identity of the server.

Usage of certificates

These certificates are used for enabling secure communication through Transport Layer Security (TLS) between
gRPC clients and the EMS server. The client should use ems.pem and ca.cert to initiate the TLS authentication.

To update the certificates, ensure to copy the new certificates that have been generated earlier to the location
and restart the server.

Custom certificates
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If you want to use your own certificates for EMS gRPC communication, then you can follow a workflow to
generate custom certificates with the required parameters and then configure the EMS server to use these
custom certificates. This process involves replacing the default EMS certificates with the custom ones and
ensuring that the gRPC clients also trust the custom CA certificate. For more information on how to customize
the common-name, see Certificate Common-Name For Dial-in Using gRPC Protocol.

Configure authentication for gRPC services

Step 1

Step 2

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases

This task explains how to configure different types of authentication for gRPC services, including TLS and

AAA-based authentication.

Before you begin

Ensure that the router supports gRPC and that you have access to the CLI in configuration mode. TLS and
AAA configurations must be available if required by the authentication method.

Procedure

Configure your preferred authentication method:

* Configure authentication using metadata with TLS

Router#config
Router (config) #grpc
Router (config-grpc) #commit

Configure authentication using metadata without TLS

Router#config

Router (config) #grpec

Router (config-grpc) #no-tls
Router (config-grpc) #commit

Router#config

Router (config) #grpec

Router (config-grpc) #tls-mutual
Router (config-grpc) #commit

Configure certificate-based authentication

Router (config) #grpc

Router (config-grpc) #tls-mutual

Router (config-grpc) #certificate-authentication
Router (config-grpc) #commit

Verify the configuration.

Example:

Router# show grpc
Tue Jul 30 09:54:23.001 UTC

Server name : DEFAULT
Address family : dual
Port : 57400

Service ports

Configure authentication using metadata with mutual TLS
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gNMI
P4RT
gRIBI

DSCP

TTL

VRF

Server

TLS

TLS mutual

Trustpoint

Certificate Authentication
Certificate common name
TLS v1.0

Maximum requests

Maximum requests per user
Maximum streams

Maximum streams per user
Maximum concurrent streams
Memory limit (MB)
Keepalive time

Keepalive timeout

Keepalive enforcement minimum time

TLS cipher suites
Default
Default TLS1.3

Enable
Disable

Operational enable

Operational disable
Listen addresses

The gRPC service is configured with the selected authentication method and is ready to accept secure client

connections.

What to do next

Verify the gRPC connection and monitor authentication logs to ensure proper access control.
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none
none
none

Default

64
global-vrf
enabled
enabled
disabled
none
disabled
ems.cisco.com
enabled
128

10

32

32

32

1024

30

20

300

none
aes_ 128 gcm sha256
aes_256_gcm sha384
chacha20 polyl305 sha256

none
none

ecdhe-rsa-chacha20-polyl1305
ecdhe-ecdsa-chacha20-polyl1305
ecdhe-rsa-aesl28-gcm-sha256
ecdhe-ecdsa-aesl28-gcm-sha256
ecdhe-rsa-aes256-gcm-sha384
ecdhe-ecdsa-aes256-gcm-sha384
ecdhe-rsa-aesl28-sha
ecdhe-ecdsa-aesl28-sha
ecdhe-rsa-aes256-sha
ecdhe-ecdsa-aes256-sha
aesl28-gcm-sha256
aes256-gcm-sha384

aesl28-sha

aes256-sha

none

ANY
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gRPC servers with TLS version 1.3 support
gRPC servers with TLS version 1.3 support are network security solutions that
* provide end-to-end encrypted communication between clients and servers,
* use modern cryptographic protocols for stronger security and performance, and
» allow administrators to configure minimum and maximum TLS versions for compliance and

interoperability.

Table 28: Feature History Table

Feature Name Release Description
Information

gRPC Server TLS Release 24.4.1 You can now enhance the security of your network

Version 1.3 Support connections with stronger protection against vulnerabilities
by enabling TLS 1.3 support over gRPC services. This update
improves performance with faster connection times and
reduced latency by reducing the number of round trips
required to establish a connection and removing outdated
ciphers. Additionally, it complies with internal security
mandates, providing a more robust and future-proof solution
for your network management needs.

Previously, gRPC server supported TLS version 1.2.
The feature introduces these changes:
CLI:

* tlssmin-version

* tlssmax-version

Security benefits of TLS 1.3

The gRPC Remote Procedure Calls (gRPC) server Transport Layer Security (TLS) version 1.3 support is a
security feature that:

* Provides end-to-end communications security over networks
* Prevents unauthorized access and eavesdropping

* Protects against tampering and message forgery

The TLS private key is encrypted before being stored on the disk. For more details on SSL or TLS version
certificates, keys, and communication parameters, see Manage certificates using Certz.proto.

Guidelines and limitations for TLS configuration

TLS version configuration limitations

* Ensure that the t1s-min-version value is not greater than the t1s-max-version value.
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* Starting in Release 2.4.4.1, the t1sv1-disable command is deprecated. Avoid using this command in
new configurations.

* If you use the t1sv1-disable command, do not use the t1s-min-version Of t1s-max-version commands.

* [f you use the t1s-min-version and t1s-max-version commands, do not use the t1svi-disable
command.

Best practice for disabling TLS 1.0
To disable TLS version 1.0, set the t 1sv1-disable command. Alternatively, you can set the t1s-min-version
to a value greater than 1.0.

Configure gRPC TLS version

Configuring gRPC TLS version enables you to control which TLS protocol versions are permitted for secure
gRPC communication between the router and clients. This can be important for maintaining compatibility
and achieving desired security standards.

Before you begin

* Verify that gRPC is enabled on the router.

* Determine which TLS versions (1.0, 1.1, 1.2, or 1.3) your environment and clients require.

Procedure

Step 1 Configure gRPC TLS minimum, maximum, or both versions.
Example:
* Configure gRPC TLS maximum version.

Router# config
Router (config) # grpc
Router (config-grpc) # tls-max-version 1.2
Router (config-grpc) # commit

tlss-max-version can be 1.0, 1.1, 1.2, or 1.3. The default maximum version for TLS is 1.3.

Step 2 Verify the gRPC TLS minimum and maximum versions.

Example:

Router# show grpc
Thu Aug 29 00:49:24.428 UTC

Server name : DEFAULT
Address family : dual
Port : 57400

Service ports

gNMI : none
P4RT : none
gRIBI : none
DSCP : Default
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TTL

VRF

Server

TLS

TLS mutual

Trustpoint

Certificate Authentication
Certificate common name
TLS v1.0

Maximum requests

Maximum requests per user
Maximum streams

Maximum streams per user
Maximum concurrent streams
Memory limit (MB)
Keepalive time

Keepalive timeout

Keepalive enforcement minimum time

TLS Minimum Version
TLS Maximum Version

TLS cipher suites

Default

Default TLS1.3
aes_256_gcm_sha384
chacha20_polyl305_sha256

Enable
Disable

Operational enable

: ecdhe-ecdsa-chacha20-polyl1305
ecdhe-rsa-aesl28-gcm-sha256
ecdhe-ecdsa-aesl28-gcm-sha256
ecdhe-rsa-aes256-gcm-sha384
ecdhe-ecdsa-aes256-gcm-sha384
ecdhe-rsa-aesl28-sha
ecdhe-ecdsa-aesl28-sha
ecdhe-rsa-aes256-sha
ecdhe-ecdsa-aes256-sha
aesl28-gcm-sha256
aes256-gcm-sha384
aesl28-sha

: aes256-sha

Operational disable

Listen addresses
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64
global-vrf
disabled (Unknown)
enabled
disabled
none
disabled
ems.cisco.com
enabled
128
10
32
32
32
1024
30
20
300
TLS 1.0
TLS 1.2

none
aes_128 gcm_sha256

none
none

ecdhe-rsa-chacha20-polyl305

none
ANY

The TLS 1.3 cipher suites are not configurable, they are either fixed or static.

After completing this task, the router will use the specified TLS version for gRPC communication.

Example

For example, enabling only TLS 1.3 ensures that gRPC connections use the most secure protocol
version supported by the router.
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What to do next

After configuring the TLS version, verify the gRPC server status and test connectivity using a gRPC client
to ensure compatibility.

SPIFFE ID-based authentication and authorization services for gRPC services

A SPIFFE ID (Secure Production Identity Framework for Everyone) based authentication and authorization
service is a standardized framework that:

* enables secure identification and authorization of services communicating over gRPC,

* provides interoperability for authentication and access control across diverse and distributed environments,
and

» leverages SPIFFE IDs and Verifiable Identity Documents (SVIDs) to enforce mutual TLS (mTLS) and
authorization policies.

SPIFFE ID-Based authentication and authorization services for gRPC services uses SPIFFE IDs and SPIFFE
Verifiable Identity Documents (SVIDs) to authenticate and authorize gRPC traffic. This is especially useful
in distributed systems where workloads span multiple platforms.

« Authentication: Performed via mutual TLS (mTLS) using SVIDs
* Authorization: Based on mapping SPIFFE IDs to XR usernames
« Identity format: SVIDs can be encoded as X.509 certificates or JWTs

* Integration: Enables EMS and gRPC services to enforce access control

Workflow for SPIFFE ID-based authentication and authorization for gRPC services
Mapping initialization and configuration

1. The EMS starts searching for the spiffe-user-map.json file at the location
/misc/config/grpc/gnsi/credentialz/spiffe-user-map.json.

2. Ifthe file exists, it is parsed, and the mapping is stored globally in the aaa/auth package.
3. [Ifthe file does not exist or parsing is unsuccessful, the mapping will be empty.

4. The EMS registers with the configuration manager to receive updates for the aaa configuration.

Authentication and authorization Flow

1. When processing requests in the Authentication interceptor, the spiffe-user mapping API checks for the
SPIFFE ID mapping.

2. If the mapping exists, the API responds with the corresponding username.

3. If the mapping does not exist but the aaa configuration exists, the API responds with the configured
username.

4. If neither the mapping nor the aaa configuration is present, the API responds with an empty string.

5. Upon a client connecting to the server, the server interceptor extracts the SPIFFE ID from the client's
certificate and uses the mapping stored in the aaa/auth package to find the corresponding username.

6. The username identifies it and then includes the metadata into the context.
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. Authenticate and authorize gRPC service requests using the SPIFFE standard

7. gRPCservices that require XR Authorization will later verify the access rights for the username identified
in the previous step when handling the request.

8. If the mapping is unsuccessful, the request is passed to the relevant service, such as gNMI, which then
decides whether to grant or deny access based on its authorization requirements.

Authenticate and authorize gRPC service requests using the SPIFFE standard

Step 1

Step 2

Step 3

This task describes how to authenticate and authorize gRPC service requests using the SPIFFE standard by
mapping SPIFFE IDs to usernames and evaluating authorization policies.

Before you begin

Before authenticating and authorizing gRPC service requests using the SPIFFE standard, ensure the following
prerequisites are met:

» Enable mutual TLS authentication with the t1s-mutual command.

* Enable certificate authentication with the certificate-authentication command to facilitate SPIFFE
ID recognition. For more information, see Configure authentication for gRPC services, on page 94.

* Configure the gNSI Authz policy by setting the principal to the SPIFFE-ID for service-level authorization
(gNSI AuthZ).

After establishing the connection, the gRPC server extracts the SPIFFE ID from the client's certificate.

To authenticate and authorize gRPC service requests using the SPIFFE standard, follow these steps:

Procedure

Configure the username in the system.

Example:

Router#show running-config aaa
Thu Oct 12 11:43:15.771 UTC
username cisco
group root-lr
group cisco-support
password 7 104D000A061843595F
|

Map the SPIFFE ID to a username using the aaa map-to user name command. This command assigns a default username
to any SPIFFE ID.

Router (config) #aaa map-to username cisco spiffe-id any
Router (config) #commit

Note
Each SPIFFE ID supports only one username.

Evaluate the client's SPIFFE ID against the service-level authorization policy (gNSI AuthZ).
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The gRPC service request is authenticated and authorized using the SPIFFE ID mapped to a system username
and evaluated against the gNSI AuthZ policy.

Example

For example, after mapping the SPIFFE ID to the username cisco, the system uses this identity to
authorize access based on the configured gNSI AuthZ policy.

What to do next
After completing this task:

* Monitor gRPC logs to verify successful authentication and authorization events using SPIFFE IDs.

Certificate common-name for dial-in using gRPC protocol

A certificate common-name for dial-in using gRPC protocol is a security configuration that:

« allows the router to generate certificates with a user-defined common-name,
* enables gRPC clients to verify the server identity using a matching hostname, and
* prevents certificate verification failures caused by fixed or mismatched common-names.

This feature enhances TLS authentication flexibility and supports secure, hostname-based validation for gRPC
dial-in sessions.
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Table 29: Feature History Table

Feature Name Release Information Description
Certificate common-name for Release 24.1.1 You can now specify a
dial-in using gRPC protocol common-name for the certificate

generated by the router while using
gRPC dial-in. Earlier, the
common-name in the certificate
was fixed as ems.cisco.comand was
not configurable. Using a specified
common-name avoids potential
certification failures where you may
specify a hostname different from
the fixed common name to connect
to the router.

The feature introduces these
changes:

CLI:
* grpc certificate
common-name
YANG Data Model:

* New XPath for
Cisco-IOS-XR-um-grpc-cfg. yang

* New XPath for

Cisco-IOS-XR-man-ems-cfg

(see GitHub, YANG Data Models
Navigator)

gRPC dial-in certificate common-name configuration

When using gRPC dial-in on Cisco IOS-XR routers, the common-name associated with the certificate generated
by the router was previously fixed as ems.cisco.com, causing failures during certificate verification if a different
hostname was used. From Cisco IOS XR 24.11, you can now specify the common-name in the certificate
using the grpc certificate common-name command, allowing gRPC clients to more flexibly and securely
verify the server’s domain name.

Configure certificate common name for dial-in

Configure a common name to be used in EMSD certificates for gRPC dial-in.

Before you begin
Before you begin, ensure the following:

* The router is running with the correct OS image.
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Step 1

Step 2

Step 3

Configure certificate common name for dial-in .

* gRPC is enabled and properly configured on the device.

Procedure

Configure a common name.

Example:

Router#config
Router (config) #grpc
Router (config-grpc) #certificate common-name cisco.com
Router (config-grpc) #commit

Use the show command to verify the common name:

Router#show grpc
Certificate common name : cisco.com

Note
For the above configuration to be successful, ensure to regenerate the certificate so that the new EMSD certificates include
the configured common name.

To regener ate the self-signed certificate, perform the following steps.

Remove the certificates: /misc/config/grpc/ems.pem, /misc/config/grpc/ems.key, and /misc/config/grpc/ca.cert
from /misc/config/grpc file.

Example:

Router#run 1ls -ltr /misc/config/grpc/

total 16

drwx------ . 2 root root 4096 Feb 14 09:17 dialout
-rw-rw-rw-. 1 root root 1505 Feb 14 10:58 ems.pem
—rw--————--- . 1 root root 1675 Feb 14 10:58 ems.key
-rw-r--r--. 1 root root 1505 Feb 14 10:58 ca.cert

Router#run rm -rf /misc/config/grpc/ems.pem /misc/config/grpc/ems.key

Router#run 1ls -ltr /misc/config/grpc/

total 8
drwx------ . 2 root root 4096 Feb 14 09:17 dialout
-rw-r--r--. 1 root root 1505 Feb 14 10:58 ca.cert

Restart gRPC server by toggling the TLS configuration.
Configure gRPC with non TLS and then re-configure with TLS.

Example:

Router#config
Router (config) #grpc
Router (config-grpc) #no-tls
Router (config-grpc) #commit

Router#run 1ls -ltr /misc/config/grpc/

total 8
drwx------ . 2 root root 4096 Feb 14 09:17 dialout
-rw-r--r--. 1 root root 1505 Feb 14 10:58 ca.cert
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. gRPC over UNIX domain sockets

Router#config

Router (config) #grpe
Router (config-grpc) #no no-tls
Router (config-grpc) #commit

Router#run 1ls -ltr /misc/config/grpc/

total 16

drwx------ . 2 root root 4096 Feb 14 09:17 dialout
-rw-rw-rw-. 1 root root 1505 Feb 14 14:23 ems.pem
—rW-—————— . 1 root root 1675 Feb 14 14:23 ems.key
-rw-r--r—--. 1 root root 1505 Feb 14 14:23 ca.cert

Copy the newly generated /misc/config/grpc/ems.pen certificate in this path (from the device) to the gRPC client.

gRPC over

The common name is successfully configured and reflected in the regenerated EMSD certificate used for
gRPC dial-in.

Example

For example, after configuring certificate common-name cisco.comand regenerating the certificate,
the output of show grpc displays: Certificate common name: cisco.com.

What to do next
After completing this task:

* Ensure the gRPC client trusts the new certificate and can establish a secure connection using the updated
common name.

UNIX domain sockets

gRPC over UNIX domain sockets is a method that allows establishing gRPC connections using local containers
without the need for password rotations.

*» Extends gRPC TCP-based connections to UNIX domain sockets for local communication.
* Eliminates the need for username/password authentication for local containers.

* Improves security and control using UNIX file permissions.

This method enhances inter-process communication and simplifies secure local access to gRPC services on
Cisco routers.

Feature History Table

gRPC server initialization and service registration

When gRPC is configured on the router, the gRPC server starts and then registers services such as gNMI and
gNOI. After all the gRPC server registrations are complete, the listening socket is opened to listen to incoming
gRPC connection requests. Currently, a TCP listen socket is created with the IP address, VRF, or gRPC
listening port.
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Configure gRPC over UNIX domain sockets .

UNIX domain sockets and dual socket listening for gNMI

With this feature, the gRPC server listens over UNIX domain sockets that must be accessible from within the
container through a local connection by default. With the UNIX socket enabled, the server listens on both
TCP and UNIX sockets. However, if the UNIX socket is disabled, the server listens only on the TCP socket.
The socket file is located at the directory.

Configure gRPC over UNIX domain sockets

Step 1

Step 2

You can use local containers and scripts on the router to establish gRPC connections over UNIX domain
sockets.

Before you begin

Ensure that the router supports gRPC and that you have access to the CLI in configuration mode.

Procedure

Configure the gRPC server

Example:

Router (config) #grpc
Router (config-grpc) #local-connection
Router (config-grpc) #commit

To disable the UNIX socket use the no form of the command.

Router (config-grpc) #no local-connection

The gRPC server restarts after you enable or disable the UNIX socket. If you disable the socket, any active gRPC sessions
are dropped and the gRPC data store is reset.

The scale of gRPC requests remains the same and is split between the TCP and Unix socket connections. The maximum
session limit is 256. If you utilize the 256 sessions on Unix sockets, further connections on either TCP or UNIX sockets
are rejected.

Verify that the local-connection is successfully enabled

Example:

Router#show grpc status
Thu Nov 25 16:51:30.382 UTC

*************************Show gRPC Status**********************
transport : grpc

access—-family : tcp4

TLS : enabled

trustpoint :

listening-port : 57400

local-connection : enabled

max-request-per-user : 10

max-request-total : 128
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max-streams : 32
max-streams-per-user : 32
vrf-socket-ns-path : global-vrf
min-client-keepalive-interval : 300

A gRPC client must dial into the socket to send connection requests.
Here is an example of a Go client connecting to a UNIX socket.
const sockAddr =

" /misc/app_host/ems/grpc.sock" // for ncs_ 5500
" /var/lib/docker/ems/grpc.sock" // for cisco8000

func UnixConnect (addr string, t time.Duration) (net.Conn, error) {
unix_addr, err := net.ResolveUnixAddr ("unix", sockAddr)
conn, err := net.DialUnix("unix", nil, unix_ addr)

return conn, err

}

func main() {

opts = append(opts, grpc.WithTimeout (time.Second*time.Duration (*operTimeout)))
opts = append(opts, grpc.WithDefaultCallOptions (grpc.MaxCallRecvMsgSize (math.MaxInt32)))

opts = append(opts, grpc.WithDialer (UnixConnect))
conn, err := grpc.Dial (sockAddr, opts...)

The gRPC server is configured to accept connections over UNIX domain sockets, and clients can connect
using the specified socket path.
What to do next

Monitor the gRPC sessions and ensure that the session count does not exceed the maximum limit of 256.

gRPC network management interface

The gRPC Network Management Interface (gNMI) is a gRPC-based network management protocol used to
modify, install or delete configuration from network devices. It is also used to view operational data, control
and generate telemetry streams from a target device to a data collection system. It uses a single protocol to
manage configurations and stream telemetry data from network devices.

* Supports configuration management and telemetry streaming.

* Uses gRPC as the transport protocol.

* Enables real-time data collection without prior sensor path configuration.
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gNMI subscription model and transport protocol

The subscription in gNMI does not require prior sensor path configuration on the target device. Sensor paths
are requested by the collector (such as pipeline), and the subscription mode can be specified for each path.
gNMI uses gRPC as the transport protocol and the configuration is same as that of gRPC.

gNMI operations

gNMI (gRPC Network Management Interface) operations define how clients interact with network devices
to retrieve or modify configuration and operational data. These operations are part of the gNMI specification
and are supported in Cisco IOS XR.

The gNMI operations include:
« Capabilities: Retrieves metadata about the network device
* Get: Retrieves state, configuration, and operational data
* Set: Modifies or deletes configuration data
* Subscribe: Subscribes to real-time updates for specific data paths

» Release support: Most operations are supported from release 7.0.1; Subscribe is supported from release
24.2.1

The following table lists the gNMI operations and their support in Cisco IOS XR:

Table 30: gNMI operations and their support in Cisco 10S XR

gNMI
Operation

Supported
Release

Description Additional Details

Release 7.0.1 Retrieves the metadata of the —

network device.

Capabilities

Get Release 7.0.1 | Retrieve state data, configuration,
and operational information from a

network device

Set Release 7.0.1 | You can modify the state of a —
network device such as router's
configuration, replace router's entire
configuration sections, or delete
specific parts of the configuration

using the Set operation.

Subscribe Release 24.2.1

Subscribes to a stream of updates for
specific paths within the device's
data model.

Stream Telemetry Data for LLDP
Statistics

)

Note

The gNMI Get operation is not supported for Sysadmin YANG models.
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gNMI wildcard schema is a method that supports the use of wildcards to represent all elements within a given

subtree in the schema.

The gNMI wildcards are used for telemetry subscriptions or gNMI cet requests. The path is encoded in a
structured format consisting of elements such as the path name and keys, which are represented as string

values regardless of their type within the schema.

gNMI Wildcard Search Types
The table shows the gNMI wildcard search types.

Table 31: Single and multi-level wildcards

Single-level wildcard

Multi-level wildcard

The name of a path element is specified as an asterisk
(*). The sample shows a wildcard as the key name.
This operation returns the description for all interfaces
on a device.

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "*"
}
}
elem {
name: “config"
}
elem {
name: "description"

}
}

The name of the path element is specified as an ellipsis
(...). The example shows a wildcard search that
returns all fields with a description available under
/interfaces path.

path {

elem {
name:

}

elem {
name:

}

elem {
name:

}

"interfaces"

"description"

}

gNMI Get request path to a leaf

The table shows the gNMI Get request and response messages in the schema path to fetch the operational

state of an interface.

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



| 9RPC Applications and Configuration

gNMI wildcards in schema path .

Message Type

gNMI Get Request

gNMI Get Response

gNMI operation to
fetch operational
state of an interface

path: <
origin: "Cisco-IOS-XR-pfi-im-cmd-oper"
elem: <
name: "interfaces"
>
elem: <
name: "interface-xr"
>
elem: <
name: "interface"
key: <
key: "interface-name"
value: "\"GigabitEthernet0/0/0/0\""
>
>
elem: <
name: "state"
>
>

type: OPERATIONAL
encoding: JSON_ IETF

notification: <
timestamp:
1597974202517298341
update: <
path: <
origin:
"Cisco-I0S-XR-pfi-im—cmd-oper"

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <
name:
"interface"
key: <
key:
"interface-name"
value:
"\"GigabitEthernet0/0/0/0\""

>
>
elem: <
name: "state"
>
>
val: <
json_ietf val:
im-state-admin-down

>
>
>
error: <
>
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Message Type

gNMI Get Request

gNMI Get Response

gNMI operation
without a key
specified in the
schema path

path: <
origin: "Cisco-IOS-XR-pfi-im-cmd-oper"
elem: <
name: "interfaces"
>
elem: <
name: "interface-xr"
>
elem: <
name: "interface"
>
elem: <
name: "state"
>
>

type: OPERATIONAL
encoding: JSON_ IETF
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Message Type gNMI Get Request gNMI Get Response

path: <
origin:
"Cisco-IOS-XR-pfi-im-cmd-oper"

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <
name:
"interface"
>
elem: <

name: "state"

>
>
type: OPERATIONAL
encoding: JSON_IETF
notification: <
timestamp:
1597974202517298341
update: <
path: <
origin:
"Cisco-I0S-XR-pfi-im-cmd-oper",

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <

name: "interface"

key: <
key:
"interface-name"
value:
"\"GigabitEthernet0/0/0/0\""

>
>
elem: <
name: "state"
>
>
val: <
json ietf val:
im-state-admin-down

>
>
update: <
path: <
origin:
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Message Type

gNMI Get Request

gNMI Get Response

"Cisco-IOS-XR-pfi-im-cmd-oper"

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <

name: "interface"

key: <
key:
"interface-name"
value:
"\"GigabitEthernet0/0/0/1\""

>
>
elem: <
name: "state"
>
>
val: <
json ietf val:
im-state-admin-down

>

>

update: <
path: <

origin:
"Cisco-IOS-XR-pfi-im-cmd-oper"

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <

name: "interface"

key: <
key:
"interface-name"
value:
"\"GigabitEthernet0/0/0/2\""

>
>
elem: <
name: "state"
>
>
val: <
json ietf val:
im-state-admin-down
>
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Message Type

gNMI Get Request

gNMI Get Response

>
update: <
path: <
origin:
"Cisco-IOS-XR—pfi-im-cmd-oper"

elem: <
name:
"interfaces"
>
elem: <
name:
"interface-xr"
>
elem: <

name: "interface"

key: <
key:
"interface-name"
value:
"\"MgmtEth0/RP0/CPUO/O\""

>
>
elem: <
name: "state"
>
>
val: <
json ietf wval:
im-state-admin-down
>
>
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Message Type

gNMI Get Request

gNMI Get Response

gNMI operation with
unique path to a CLI

path: <
origin: "cli"
elem: <
name: "show version"
>
>
type: ALL

encoding: ASCII

path: <
origin: "cli"
elem: <
name: "show
version"
>
>
type: ALL
[
{
"source":

"unix:///var/run/test env.sock",

"timestamp":
1730123328800447525,

"time":
"2024-10-28106:48:48.800447525-07:00",

"updates": [
{
"Path": "show
version",
"values": {

"show version":
”

show version

Cisco I0S XR Software,
Version 24.4.1.371I
Copyright (c) 2013-2024
by Cisco Systems, Inc.
Build Information:\n
Built By : swtools
Built On : Mon Oct 21
03:16:32 PDT 2024

Built Host
iox-1nx-121\n Workspace

Ao rsdhai %41 3T MAE =
Version : 24.4.1.37I\n
Location
/opt/cisco/XR/packages/
Label
24.4.1.37I-EFT2LabOnly
cisco NCS-5500 ()
processor

System uptime is 3 days
22 hours 54
minutes\n\n\n"

Gr
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gNMI bundling of telemetry updates

The gNMI bundling of telemetry updates is a method that
* optimizes bandwidth, and

* bundles multiple gNMI update messages for the same client and sends them together.

Table 32: Feature History Table

Feature Name Release Description
Information

gNMI bundling size Release 7.8.1 With gRPC Network Management Interface (gNMI) bundling,
enhancement the router internally bundles multiple gNMI update messages
meant for the same client into a single gNMI notification
message and sends it to the client over the interface.

You can now optimize the interface bandwidth utilization by
accommodating more gNMI updates in a single notification
message to the client. We have now increased the gNMI

bundling size from 32768 to 65536 bytes, and enabled gNMI
bundling size configuration through Cisco native data model.

Prior releases allowed only a maximum bundling size of
32768 bytes, and you could configure only through CLI.

The feature introduces new XPaths to the
Cisco-I0S-XR-telemetry-model-driven-cfg.yang Cisco
native data model to configure gNMI bundling size.

To view the specification of gNMI bundling, see Github
repository.

The router internally bundles multiple gNMI update messages into a single gNMI Notification message
within a gNMI subscribeResponse message. This approach reduces the number of bytes sent over the gNMI
interface. I0S-XR software release Release 7.8.1 supports gNMI bundling size up to 65536 bytes.

Bundling instances of the client

This table shows how the router handles bundling instances for the same or different clients.

Bundling instances of the same client Bundling instances of the different client

The router bundles multiple instances of the same | The router does not bundle messages of different
client. For example, a router bundles interfaces clients into a single gNMI Notification message. For
MgmtEthO0/RP0O/CPU0/0, FourHundredGigE0/0/0/0, example:

FourHundredGigE0/0/0/1, and so on, of this path.

Data under the container of the client path cannot be split into different bundles.
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Timestamp assignment in gNMI notification messages

The gNMI Notification message contains a timestamp indicating when an event occurred or a sample was
taken. The bundling process assigns a single timestamp for all bundled update values, which is the timestamp
of the first message in the bundle.

Exceptions to gNMI bundling size enforcement
The ON-CHANGE subscription mode does not support gNMI bundling.

The router does not enforce the bundling size in these scenarios:

+ At the end of (N-1) message processing, if the notification message size is less than the configured
bundling size, the router allows one extra instance, which could result in exceeding the bundling size.

* Data of a single instance exceeding the bundling size.

* The XPath network-instances/network-instance/afts does not support bundling.

Configure gNMI bundling size

Procedure

Use this task to enable gNMI bundling and configure the bundling size for all gNMI subscribe sessions.
gNMI bundling is disabled by default and the default bundling size is 32,768 bytes. gNMI bundling size ranges
from 1024 to 65536 bytes. Prior to IOS-XR software release Release 7.8.1 the range was 1024 to 32768 bytes.
You can enable gNMI bundling to all gNMI subscribe sessions and specify the bundling size.

Before you begin

Ensure that you are in configuration mode and have access to the telemetry model-driven configuration context.

Step 1 Enable gNMI bundling and configure bundling size

Example:

Router# configure

Router (config) # telemetry model-driven
Router (config-model-driven) # gnmi
Router (config-gnmi) # bundling

Router (config-gnmi-bdl) # size 2000
Router (config-gnmi-bdl) # commit

Step 2 Verify the running configuration

Example:

Router# show running-config
telemetry model-driven

gnmi

bundling

size 2000
|
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gNMI bundling is enabled and the bundling size is set as configured. The configuration is visible in the running
configuration.

Example

This configuration is useful when optimizing telemetry data transmission by controlling the size of
gNMI message bundles.

What to do next

Monitor the gNMI telemetry performance to ensure the configured bundling size meets operational requirements.

Replace router configurations at sub-tree level using gNMI

The gNMI replace operation at the sub-tree level is a configuration management capability that enables targeted
updates to specific sections of a router’s configuration hierarchy. This operation uses a SetRequest RPC
message to replace existing configurations with new ones, offering a model-aware and efficient approach to
configuration management.

The gNMI replace operation provides:

 Granular scope: Operates at the sub-tree level within the same YANG model, allowing precise updates.

* Structured targeting: Accepts a structured path (with elements and key values) to define the root of the
replace operation.

* Behavioral logic:

* Reverts omitted elements with default values to their defaults.

* Deletes omitted elements without defaults, returning them to an unconfigured state.

Table 33: Feature History Table

Feature Name Release Information | Description

Replace Router Release 7.8.1 Using the gNMI setRequest message, you can replace
Configuration at Sub-tree the router's existing configuration with a new set of
Level Using gNMI configurations at the subtree level within the same model.

Earlier you could replace router configurations at the
data tree root level.

To view the specification of gNMI replace, see Github
repository.

The replace operation either includes all the path elements which are defined under the root or only a few of
them. If the omitted path elements are configured with default values, they are reverted to their default values
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during the replace operation. If the omitted path elements are not configured with default values, they are
deleted from the data tree during the replace operation and returned to their original unconfigured state.

gNMI replace operation in data tree schema

root +
|
+ a -——-+
| |
| +-- b
| |
| +-- ¢
|
|
+ d --+
+-- e
|
+-- f

In this data tree schema, b has a default value of true and ¢ has no default value. Both b and c are set as False.

When a replace operation is performed with e and f as set, and all other elements are omitted, b is reverted to
its default setting true, and c is deleted from the tree, and returned to its original unconfigured state.

gNMI replace example

This example shows the gNMI replace request and response messages.

gNMI Replace Request

gNMI Replace Response

Request Message:
replace: <

path: <
elem: <
name: "system"
>
elem: <
name: "config"
>
elem: <

name: "hostname"
>
>
val: <

>

json_ietf val: "\"testingl23\""

Response Message:

path: <
elem: <
name: "system"
>
elem: <
name: "config"
>
elem: <

name: "hostname"
>

>

op: REPLACE
>
message: <
>
timestamp: 1662873319202107537

gNMiI union replace operations

gNMI union replace operations are a category of configuration update methods that:

« allow full replacement of router configurations in a single operation,

* support merging of multiple schema types including OpenConfig, CLI, and native YANG, and

* ensure alignment between intended and actual router configurations using a unified SetRequest RPC

message.
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Supported schema types

gNMI union-replace operation guidelines and limitations .

The gNMI union replace operation is a method that allows you to update your router's entire configuration in
one go, ensuring that the actual settings of your network operating system align with the intended setup. To
directly replace the existing router settings, this operation enables the merging of different schemas including:

* native YANG models,
» command-line interface (CLI), and

* OpenConfig YANG models.

Feature History Table

Table 34: Feature History Table

Feature Name Release
Information

Description

gNMI Union Replace | Release 24.2.11
Operation

You can now update your router's entire configuration in one
go to ensure that the actual settings of your network operating
system align with the intended setup. The update includes
OpenConfig (OC), Native YANG (NY), and CLI
configurations and is done using the gRPC Network
Management Interface (gNMI). The update is possible with
the gNMI union-replace operation in a gN\MI SetRequest RPC
message which supports mixing of the configuration schemas.
The supported schema combinations are:

* OpenConfig (OC) and CLI
* OC and native YANG (NY)

To view the specification of gNMI union-replace, see the
Github repository.

Supported schema combinations

gNMI union-replace operation in a gN\MI setRequest RPC message supports these two schema combinations:

* OC and CLI
* OC and NY

gNMI union-replace operation guidelines and limitations

gNMI union-replace operation guidelines are a category of configuration rules that:

« ensure the target router's state is updated only after all changes are successfully accepted,

* define how path-values are replaced, deleted, or defaulted based on their presence in the request and

schema, and

» restrict the use of delete, replace, and update operations in union_replace RPC messages.
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Operational behavior and constraints

Using gNMI when a client sends the ghMT setRequest RPC message with union-replace operations to a target
router:

* The state of the target router must not be changed until all the changes have been accepted successfully.

» If a particular path-value is specified in the gNMI request, the value replaces the current value in the
target router.

* If a particular path-value isn’t specified in the gNMI request and the path doesn’t have a default value
in the corresponding schema, it’s deleted.

» If a path-value isn’t specified in the gNMI request and the path does have a default value, the default
value is applied on the target router.

* A gnMT setRequest RPC message containing union_replace operations must not contain delete, replace,
and update operations.

Origin field handling
The origin field in the path message of a gNMI union-replace operation is set to one of these options:

» openconfig: Path and content are part of OC YANG models.
* cisco_native: Path and content are part of Cisco’s network operating system YANG models.

» cisco_cli: This origin represents an ASCII text or CLI configuration defined as command-line interface
(CLI) text.

If the origin field is unspecified, the origin value is set to OpenConfig.

gNMI union replace operation examples
gNMI union replace operation examples are a category of schema combination use cases that:

 demonstrate how union_replace operations are structured in gNMI SetRequest RPC messages,
* illustrate the use of different origin schemas such as CLI, OC, and native YANG, and

serve as references for implementing configuration merging strategies across schema types.
. fi f 1 t fi t trat h t

Schema combination examples
The schema combination examples show the union_replace operation in the gNMI setRequest RPC message:

* OC and CLI origin, on page 120
* OC and NY origin, on page 122

0C and CLI origin
OC and CLI origin configurations are a category of gNMI union_replace schema combinations that:

+ allow merging of configuration data from both OC and CLI origins,

» replace the router's existing configuration with the merged result, and
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* prioritize CLI configuration values when overlapping with OC values.

Example of union_replace with 0C and CLI origin

0C and CLI origin .

gNMI union_replace operation in gNMI SetRequest RPC message with OC and CLI origin schema combination

example is as follows:

union replace:

path: {

origin: "cisco cli"

}

val: {

ascii val: "hostname myhost"

}

}

union replace:
path: {

elem: {

{

{

name: "interfaces"

}

elem: {

name: "interface"

key: |
key: "name"

value: "FourHundredGigE0/0/0/0"

}
}

elem: {

name: "config"

}

elem: {

name: "description"
}

}

val: {

json_ietf val:
}
}

Replacement sequence for the OC and CLI origin schema combination

"\"true\""

The configurations from both the schemas are merged and the merged configuration replaces the router's

existing configuration.

\)

Note Ifthe CLI and OC configuration values overlap, the CLI configuration takes higher precedence and overwrites

the value set by OC.

Guidelines for OC and CLI origin

Ensure that you don't use a union-replace operation with an empty path under OC or CLI origins. Doing so

removes all the content of the respective origin on the target router.

A union-replace operation with OC and CLI schema combination containing bootz configuration, the processing

order of the configuration application on the target router is as follows: OC — CLI — bootz.
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OC and NY origin configurations are a category of gNMI union_replace schema combinations that:

» merge configuration data from both OC and Cisco native YANG origins,

» replace the router's existing configuration with the merged result, and

* prioritize NY configuration values when overlapping with OC values.

Example of union_replace with OC and NY origin

A gNMI union_replace operation in the gnMr setRequest RPC message with OC and NY origin schema

combination example is as follows.

union_replace: {
path: {

origin: "cisco_native"

elem: {

name: "Cisco-IOS-XR-shellutil-cfg:host-names"

}

elem: {

name: "host-name"

}

}

val: {

json ietf wval: "\"abc\""

}

}

union_replace: {
path: {

elem: {

name: "interfaces"
}

elem: {

name: "interface"
key: {

key: "name"

value: "FourHundredGigE0/0/0/0"

}
}

elem: {

name: "config"

}

elem: {

name: "description"

}

}

val: {

json_ietf val: "\"true\""

}
}

Guidelines for 0C and NY origin

The configurations from both the schemas are merged and the merged configuration replaces the router's

existing configuration.

If the OC and NY schema configuration values overlap, the NY configuration takes higher precedence and

overwrites the value set by OC.
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If an OC and NY union-replace request explicitly sets configuration items that are overlapping, the RPC
doesn't return INVALID ARGUMENT.

RPC error scenarios
RPC error scenarios are a category of gNMI SetRequest validation conditions that:

* occur when one of the origins from the supported schema combinations is missing or when the
union_replace operation lacks a specified path value for one of the origins,

EEINTY

» arise when union-replace operations for all three origins (“cisco_native”, “cisco_cli”, and “openconfig”)
are present in the gNMI setRequest RPC message, and

* result from a gnm1 SsetrRequest RPC message with union_replace operations that contain delete, replace,

or update operations.

These conditions must be avoided to ensure successful processing of the RPC message.

gNMI XPath-based authorizations

A gNMI XPath-based authorization is a process where, upon receiving a gNMI SetRequest message for a
configuration change, the router applies an XPath-based pathz policy to determine the request's authorization.
The pathz policy originates from a gNSI RPC within the router. The policy configurations can be established
during the router's boot process or dynamically adjusted while the router is operational.

* Authorization is based on XPath rules defined per user or group.

* Policies can be loaded securely during boot or dynamically.

* Authorization decisions result in PERMIT or DENY outcomes.
The router securely receives the initial pathz policy either through Secure Zero Touch Provisioning (sZTP)
or a secure bootstrapping protocol like bootz when booting up. The policy includes the user or group name

and a list of rules defining XPaths and their associated access permissions. The policy is enforced before
processing any gNMI requests.

Authorization by the gNSI pathz policy is granted or denied based on user or group credentials, permitting
or declining the gNMI SetRequest accordingly.
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Table 35: Feature History Table

Feature Name Release Description
Information

gNMI XPath-based Release 24.2.11 We’ve introduced gNMI authorization through the gNSI pathz
authorization policy which is adding authorization of a user or a group to
access a specified YANG XPath through gNMI. The policy
configurations can be done on the router either when the router
boots up or dynamically when the router is up and running.
When a user or a group sends a gNMI SetRequest message
using a certain XPath, the system validates the request against
the permissions specified in the policies associated with that
user or the group.

To view the specification of gNSI for the OpenConfig
XPath-based Authorization, see the Github repository.

This feature introduces these changes:

CLI:
* show gnsi path authorization policy
+ show gnsi path authorization counters
* show gnsi trace pathz
* show gnsi path authorization statistics
* show tech-support gnsi

* clear gnsi path authorization counters

The router securely receives the initial pathz policy either through Secure Zero Touch Provisioning (sZTP)
or a secure bootstrapping protocol like bootz when booting up. The policy includes the user or group name
and a list of rules defining XPaths and their associated access permissions. The policy is enforced before
processing any gNMI requests.

Authorization by the gNSI pathz policy is granted or denied based on user or group credentials, permitting
or declining the gNMI SetRequest accordingly.

gNMI authorization using gNSI pathz policy
Starting from release 24.2.11, you can perform gNMI XPath-based authorization using gNSI pathz policies.

The gnsi-pathz YANG model defines these counters and timestamps for each configured rule READ, WRITE,
PERMIT, and DENY:

* access-rejects: 64-bit
* last-access-reject: timestamp
* access-accepts: 64-bit

» last-access-accept: timestamp

The counters get incremented per accepted or rejected XPath (e.g., per gNMI request).
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Define Authorization Policy for a gNSI Pathz

The authorization policy for gNSI Pathz consists of three components.

The table lists the gNSI authorization policy components.

Table 36: Authorization Policy Components

Authorization Policy
Component

Details

Users

Individuals named in rules or group definitions.

Groups of users

A group of users in the administrative domain, such as operators or administrators.
» The matching policy gives precedence to a specific user over a group.

» Match rules enable authorization against either a user or a group, but not
both simultaneously.

Policy rules

Each rule defines a single authorization policy.

* Authorization (how the policy is defined) is performed for a specific user
in a predefined group of users on a specific gNMI path and a specific access
methodology (example: READ or WRITE).

¢ The wildcard character (*):

* Replaces the missing keys in keyed path elements. Absence of
keys implies a wildcard by default.

» Masks all the values entirely, it doesn’t permit partial value

masking (Example: /this/is/a/keyed[name=Ethernet1/*/3]/things
is invalid).

How Authorization Policy Matching Rules Work

Policy Matching Rule

Description

Multiple rules

The authorization process evaluates the rule with the longest
match when granting access, rather than defaulting to the
first rule encountered.

A defined KEY and wildcard in a keyed path | The defined KEY in the keyed path is preferred over the

wildcard.

For example, the router prefers /a/b[key=FOQ]/c/d over
/a/b[key="*]/c/d due to its more precise key match.

A user-specific rule and a corresponding group | The rule that corresponds to a specific user is prioritized
rule for the same user

over the one that matches with a user's group.

Permission mode

A mode that matches with the request (READ or WRITE)
is considered.
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Policy Matching Rule Description

DENY or PERMIT DENY takes priority over PERMIT when other conditions
are equal, and multiple matching rules are present.

Policy evaluation results with a single best match rule for the provided {user, path, or mode}. If multiple best
matches emerge, an error is logged, and the evaluation fails.

If no matching rule is found, an implicit DENY is applied and detailed in a log entry.

The authorization evaluation process results in a PERMIT or DENY decision, along with the version of the
policy and the identifier of the rule applied.

Scenario for Authorization Policy Rules

Rule |User Group Path Action Mode

1 Bob — /interfaces/interface[ FourHundredGigE0/0/0/0] | PERMIT |READ
2 Bob — /interfaces/interface[FourHundredGigE0/0/0/0] | PERMIT | WRITE
3 Bob — /interfaces/interface[FourHundredGigE1/1/1/1] | DENY WRITE
4 — Admin /interfaces/interface[*] PERMIT | WRITE
5 Bob — /interfaces PERMIT |READ
6 — Admin /interfaces/interface[FourHundredGigE0/0/0/0] | PERMIT | WRITE
7 Jim — /interfaces/interface[FourHundredGigE0/0/0/0] | DENY WRITE

For user Bob, these authorization ruless apply:

* READ or WRITE (gNMI request) access to the XPath /interfaces/interface[FourHundredGigE0/0/0/0]
is granted under rules 1 and 2.

* READ access to the XPath /interfaces/interface[FourHundredGigE1/1/1/1] is granted under rule 5 due
to the longest match criterion, which specifies READ mode. WRITE access to this path is denied by rule
3.

» WRITE access to the XPath /interfaces/interface[ FourHundredGigE2/2/2/2] is granted being a member
of the Admins group as specified by rule 4. Without the Admin membership, access is denied by the
default deny all rule.

* READ access to the XPath /interfaces/interface[FourHundredGigE2/2/2/2] is granted under rule 5,
independent of group affiliation.
For user Jim, these authorization rules apply:

* Access to the XPath /interfaces/interface[FourHundredGigE0/0/0/0] is controlled by a policy that favors
personal user permissions over group permissions. As a result, although the admins group is allowed
access, Jim is individually denied access because the policy emphasizes user-specific rules.
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gNSI Pathz authorization policy configuration

The gNSI pathz authorization policy configuration defines how access control policies are applied to gRPC
services using the gNSI pathz mechanism. These policies determine which users or groups are permitted or
denied access to specific RPCs or data paths.

» Policy-based access control: Enables fine-grained authorization for gRPC services based on user or
group identity.

* Flexible deployment: Policies can be configured either during initial setup or dynamically through
rotation.

» gNSI integration: Uses the gNSI pathz service to enforce authorization rules across the network
infrastructure.

Configuration methods
To set a gNSI pathz authorization policy, you can perform either of these methods:
* Initial policy loading

* Policy rotation

Load gNSI Pathz policies at boot-time

gNSI Pathz policy boot-time loading is a configuration mechanism that enables routers to apply authorization
policies automatically during system startup.

* Supports loading via Secure Zero Touch Provisioning (sZTP).

* Supports loading via bootstrapping configuration workflows.

This ensures that path authorization policies are enforced immediately after boot, improving security and
automation in deployment workflows.

To load gNSI pathz policies at boot-time into the router, you can use either sZTP or bootstrapping.

For details on loading gNSI pathz policy through sZTP, refer to Secure Zero Touch Provisioning section of
Cisco 10S XR Setup and Upgrade Guide for Cisco 8000 Series Routers guide.

Rotate, finalize, and get the gNSI Pathz policy

gNSI Pathz policy rotation overview

gNSI Pathz policy rotation is a mechanism that allows dynamic management of authorization policies on a
running router using gRPC operations.

* Supports rotating (updating) a candidate policy instance for testing.
* Allows finalizing (committing) the candidate policy to become the active policy.

* Enables retrieving (getting) the current active or candidate policy for inspection.

This mechanism ensures secure and flexible policy updates without requiring router reloads.
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When the router is up and running, you can rotate (update), finalize (commit), and get (read) the gNSI pathz
policy using the gNSI pathz gRPC operations. To view the specification of gNSI pathz policy rotation, see
the Github repository.

gNSI pathz supports these policy instances:
* Active policy—Used for authorizing gNMI requests.

* Potential or candidate policy—Used to test a policy before rotation.

Rules for authorization policy rotation
* The node holds on to the candidate policy indefinitely until either:

* The candidate is committed or again rotated, or

» The RPC session is closed (this event removes the candidate instance).

* A single policy rotation RPC can be active at any given time. Concurrent RPC requests for policy rotation
is rejected with the gRPC error code UNAVAILABLE.

» gNMI allows different encodings, including JSON. IOS XR applies the gNSI pathz policy based
on each leaf of the flattened JSON model for authorizing the gNMI request.

OpenConfig metadata for configuration annotations
OpenConfig metadata for configuration annotations is a YANG extension mechanism that:
* Allows tagging of configuration elements with metadata such as status, support, or intent.
* Enables tooling and documentation systems to interpret and display annotations.

* Improves clarity and consistency across OpenConfig models.

This extension enhances the semantic richness of YANG models by enabling structured metadata tagging.

Table 37: Feature History Table

Feature Name Release Description
OpenConfig metadata for | Release 7.10.1 You can annotate the OpenConfig-metadata as
configuration annotations part of the OpenConfig edit-config request to the

Cisco IOS XR router and later fetch using the
OpenConfig get-config request or delete through
gNMI request only.

The set or Get operations can be performed
through gNMI only; not through Netconf RPCs.

An OpenConfig Metadata feature allows you to set or delete OpenConfig-metadata at the root level node
through gNMI requests only, and it can be read back while retrieving or verifying the device configuration.
Netconf RPC requests are not supported.
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\)

Note The usage guidelines in this document provides the OpenConfig YANG support for a specific metadata
annotation based on RFC7952 requirements for configuration commits only.

This solution is intended for the requirements of the OpenConfig-metadata annotation use case only and not
intended to be changed for any other use beyond the scope of this document.

Here is an example for the item.

{
"@": {
"openconfig-metadata:config-metadata": "xyz" // xyz is base64 encoded string per RFC7951
encoding rules
}
// Rest of configurations
}

The OpenConfig-metadata annotation is persistent across system restart. The latest OpenConfig-metadata
annotation is preserved and it overwrites all the previous data. Also, the previous or old OpenConfig-metadata
annotations cannot be retrieved with any operation (including configuration rollback). If the commit action
fails, then the OpenConfig-metadata annotation is not updated. During startup failures resulting in removal
of running configurations, the OpenConfig-metadata annotation at the time of last commit shall persist.

Example: Set request

This is a sample set request for OpenConfig-metadata:

Request:
update: {

path: {

}

val: {

json_ietf val: "{\"openconfig-1lldp:1ldp\":{\"config\":{

\"enabled\":true, \"system-description\":\"test-replace\"}},
\"@\":{\"openconfig-metadata:protobuf-metadata\":
\"012345678901234567890123456789012345678901234567890
1234567890123456789012345678901234567890123456789\"}}"

}
}

Response:

response: <
path: <
>
op: UPDATE
>
message: <
>
timestamp: 1662150302538441219

Example: Get request

This is a sample cet request for OpenConfig-metadata:

Request:
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elem: {
name: "@"
}
elem: {
name: "protobuf-metadata"

}

}
type: CONFIG
encoding: JSON_IETF

Response:

notification: <
timestamp: 1662869232324390815
update: <
path: <
origin: "openconfig"
elem: <
name: "@"
>
elem: <
name: "protobuf-metadata"
>
>
val: <
json_ietf wval: "\"0123456789012345678901234567890
12345678901234567890123456789012345678901234567890
1234567890123456789\""

Verification

The OpenConfig-metadata annotations are stored persistently in the router and are opaque (not visible) to
the IOS XR routers. However, the show command displays the presence and size of the OpenConfig-metadata
annotation.

This example displays the show command output:

Router#show cfgmgr commitdb

last-commit-metadata-len
[UINT32] 100000 (Ox186A0)

)

Note The show command displays only the presence and size of the OpenConfig-metadata annotation. If there
is no OpenConfig-metadata annotation stored in the persistent database, then the output of the show command
will not contain this entry.
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Metrics of gNSI authorization rules

gNSI authorization rule metrics are operational diagnostics that provide visibility into the behavior and
performance of path-based access control in IOS XR.

* They include statistics and counters for policy enforcement and access attempts.
* They provide trace data for debugging authorization flows.

* They support tech support outputs for comprehensive diagnostics.

These metrics help administrators monitor, troubleshoot, and validate gNSI-based access control configurations.

10S-XR pathz supports these statistics, counters, diagnostics, and trace data commands for the gNSI
authorization rules:

* Pathz Policy and Statistics
 Path Authorization Counters
* Traces for Pathz

* gNSI Tech Support

gNSI path authorization counters

gNSI path authorization counters are diagnostic statistics that help monitor access control decisions for
gRPC-based network services.

* They display read and write access attempts for all or specific XPaths on a gRPC server.
* They include accept and reject counts for each path, along with timestamps of the last access attempts.

* They support optional filtering by server name and XPath for targeted inspection.

These counters are useful for auditing authorization behavior and verifying policy enforcement across network
paths.

The gNSI path authorization counters show the counters for a given gRPC server-name for all XPaths, or the
specified XPath. Providing the XPath and server-name is optional. To view the gNSI Path Authorization
counters, use the show gnsi path authorization counters command.

®* Router# show gnsi path authorization counters
Mon Apr 1 08:05:46.297 UTC

/system/config/hostname:

Read Write

Rejects : 0 0

Last : N/A N/A

Accepts : 0 3

Last : N/A Mon, 01 Apr 2024 08:05:25 +0000
Total path records received 1

Router# show gnsi path authorization counters server-name 64.103.223.33
Mon Apr 1 08:33:25.194 UTC

Read Write
Rejects : 0 2
Last : N/A Mon, 01 Apr 2024 08:32:37 +0000
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Accepts : 0 0

Last : N/A N/A

/system/config/hostname:

Read Write

Rejects : 0 6

Last : N/A Mon, 01 Apr 2024 08:32:36 +0000
Accepts : 0 0

Last : N/A N/A

Total path records received 2

Router#

Router# show gnsi path authorization counters path /system/config/hostname
Mon Apr 1 08:32:46.468 UTC

/system/config/hostname:

Read Write

Rejects : 0 6

Last : N/A Mon, 01 Apr 2024 08:32:36 +0000
Accepts : 0 0

Last : N/A N/A

Total path records received 1

Router#

* To clear the gNSI path authorization counters, use the clear gnsi path authorization counterscommand.

Router# clear gnsi path authorization counters
Router#

gNSI Pathz policy and statistics

gNSI Pathz policy and statistics are operational tools used to inspect and monitor path-based authorization
behavior in gRPC-enabled systems.

* They allow you to view the active and sandbox policies configured for gNSI path authorization.

* They provide detailed counters and error metrics related to policy evaluation, gNMI path access, and
internal engine operations.

* They help in troubleshooting and validating policy enforcement through CLI-based inspection commands.
These tools are essential for administrators to verify policy deployment and monitor authorization activity in
real time.

To display the configured gNSI policy and statistics, use these commands:
* show gnsi path authorization policy — Shows the running gNSI path authorization policy.

* show gnsi path authorization statistics— Shows gNSI path authorization statistics.

Router# show gnsi path authorization policy
Mon Apr 1 04:29:37.905 UTC
version:"1" created on:1711946719670313 policy:{rules:{user:"cafyauto"
path:{origin:"openconfig" elem: {name:"system"} elem: {name:"config"} elem:{name:"hostname"}}
action:ACTION PERMIT mode:MODE WRITE} }
Router#

Router# show gnsi path authorization statistics
Mon Apr 1 04:29:23.259 UTC
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Engine:

State:

Active Policy:
Version : 1
Created On
Sandbox
Version N/A
Created On (UT
Policy Rotatio

(UT

Stats:
Rotations in P
Policy Rotatio
Policy Rotatio
Policy Upload
Policy Upload
Policy Finaliz
Policy Finaliz
Probe Requests
Probe Errors
Get Requests
Get Errors : 0
Policy Unmarsh
Sandbox Policy

Counters:

No Policy Auth
gNMI Path Leav
gNMI Authoriza
gNMI Set Path

gNMI Set Path

gNMI Get Path

gNMI Get Path

Errors:

Path To String
Origin Type
Bad Mode : O
Bad Action : O
JSON Flatten
String To Path
Join Paths : 0
Nil Path : O
Nil SetRequest
Empty User : 0
Probe Internal
Path Counters:

Increment : O
Find : O
Clear : 0
Walk : O

gNSI Pathz trace data .

C) Wed, 09 Dec 54251401 07:58:33 +0000

Policy:

C) N/A

n in Progress: False

rogress Count: 0O
ns : 0
n Errors : 0
Requests : 0
Errors : O
e : 0
e Errors : 0
0

0

0
all Errors : O
Errors : O

Requests : 0
es : 0

tions : O
Permit : O
Deny : 0
Permit : O
Deny : 0

0
0

0

gNSI Pathz trace data is a diagnostic output that captures real-time authorization events and policy evaluations
for gNSI path-based access control.

* Provides visibility into policy loading, sandboxing, and activation events.

* Logs authorization decisions including denied and permitted paths.

* Helps troubleshoot issues related to policy application and access control enforcement.
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This trace data is essential for auditing and debugging gNSI path authorization behavior on IOS XR devices.

To trace the configured gNSI policy, use the show gnsi trace pathz command.

Router# show gnsi trace pathz all
Mon Apr 1 04:31:26.689 UTC
61 wrapping entries (21760 possible, 512 allocated, 0 filtered, 61
total)
Apr 1 04:07:09.681 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code(178) 'Trying
to load policy' '/mnt/rdsfs/ems/gnsi/pathz policy.txt'
Apr 1 04:07:09.685 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code(173) 'Set
Sandbox policy' '1(54251382-02-18 11:34:58 +0000 UTC) "'
Apr 1 04:07:09.685 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code(179) 'Set
Policy from' '/mnt/rdsfs/ems/gnsi/pathz policy.txt'
Apr 1 04:07:09.685 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code(249) 'Pathz
Policy Clearing Counters' ' '
Apr 1 04:07:09.685 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code (79): 'Engine
Initialized’
Apr 1 04:08:05.761 gnsi/pathz 0/RPO/CPUO t11794 Pathz: Code (63)
'Pathz.Get ()" '5.38.4.111:52126"'
Apr 1 04:08:05.761 gnsi/pathz _err 0/RPO/CPUO t11794 Pathz ERROR: Code
(65): 'Nil Policy'
Apr 1 04:08:05.788 gnsi/pathz 0/RPO/CPUO t11480 Pathz: Code (63)
'Pathz.Get ()" '5.38.4.111:52126"'
Apr 1 04:08:05.788 gnsi/pathz 0/RPO/CPUO t11480 Pathz: Code(176) 'Get'
'POLICY INSTANCE ACTIVE 1(1711946094752098)"'
Apr 1 04:08:05.791 gnsi/pathz deny 0/RP0O/CPUO t11481 Pathz DENY: Code (235)
'Upd/Rep Denied path' 'cafyauto@/system/config/hostname, 1,1711946094752098"'
Apr 1 04:08:05.808 gnsi/pathz deny 0/RP0O/CPUO t11383 Pathz DENY: Code (234)
'Del Denied path' 'cafyauto@/system/config/hostname, 1,1711946094752098"'
Apr 1 04:08:05.821 gnsi/pathz deny 0/RP0O/CPUO t11480 Pathz DENY: Code (235)
'Upd/Rep Denied path' 'cafyauto@/system/config/hostname, 1,1711946094752098"'
Apr 1 04:08:07.348 gnsi/pathz deny 0/RP0O/CPUO t11383 Pathz DENY: Code (235)
'Upd/Rep Denied path' 'cafyauto@/lldp/config/enabled, 1,1711946094752098"'
Apr 1 04:08:08.205 gnsi/pathz 0/RPO/CPUO t11383 Pathz: Code (63)
'Pathz.Get ()" '5.38.4.111:52126"'
Apr 1 04:08:08.205 gnsi/pathz_err 0/RPO/CPUO t11383 Pathz ERROR: Code
(65): 'Nil Policy'
Apr 1 04:08:08.221 gnsi/pathz 0/RPO/CPUO t11480 Pathz: Code (63)
'Pathz.Get ()" '5.38.4.111:52126"'
Apr 1 04:08:08.221 gnsi/pathz 0/RPO/CPUO t11480 Pathz: Code(176) 'Get'
'POLICY INSTANCE ACTIVE 1(1711946094752098)"'
Apr 1 04:08:08.238 gnsi/pathz deny 0/RP0O/CPUO t11481 Pathz DENY: Code (235)
'Upd/Rep Denied path' 'cafyauto@/system/config/hostname, 1,1711946094752098"'
Apr 1 04:08:08.281 gnsi/pathz deny 0/RP0O/CPUO t11480 Pathz DENY: Code (234)
'Del Denied path' 'cafyauto@/system/config/hostname, 1,1711946094752098"'
Router#

gNSI state details

The show tech-support gnsi command is used to collect diagnostic information related to the gRPC Network
Security Interface (gNSI). This command helps in troubleshooting and analyzing the state of gNSI services
on the router.

* Purpose: Gathers detailed technical data for gNSI diagnostics.
*» Output: Saves the collected data in a compressed file on the router's storage.

» Usage: Useful for support and debugging purposes during gNSI-related issues.
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Command usage

To collect diagnostic information of gNSI, use the following command:

Router# show tech-support gnsi

Mon Apr 1 06:55:51.482 UTC

++ Show tech start time: 2024-Apr-01.065551.UTC ++

Mon Apr 1 06:55:52 UTC 2024 Waiting for gathering to complete

Mon Apr 1 06:56:01 UTC 2024 Compressing show tech output

Show tech output available at Router#:
/harddisk:/showtech/showtech-mtb sf2-gnsi-2024-Apr-01.065551.UTC.tgz

++ Show tech end time: 2024-Apr-01.065601.UTC ++

The show tech-support gnsi command places the collected diagnostic information in a file, for example:
Router#: /harddisk:/showtech/showtech-mtb_sf2-gnsi-2024-Apr-01.065551.UT C.tgz

gRPC network operations interface

gNOI RPCs

The gRPC Network Operations Interface (gNOI) is a set of gRPC-based microservices for executing operational
commands on network devices. These services are used in conjunction with the gRPC Network Management
Interface (gNMI) to manage both target and operational state across the network.

» Modular services: gNOI provides modular services for specific operational tasks such as rebooting,
certificate management, and file operations.

* RPC-driven operations. Each gNOI service is implemented as a Remote Procedure Call (RPC), enabling
precise and efficient execution of operational commands.

* Integration with gNM1: gNOI complements gNMI by handling operational state and actions, while
gNMI manages configuration and telemetry.

* Transport via gRPC: gNOI uses gRPC as its transport protocol, ensuring secure, high-performance
communication.

» OpenConfig standard compliance: gNOI services and messages are defined using OpenConfig protocol
buffers (proto files), ensuring interoperability and vendor neutrality.

For more information about gNOI, see the GitHub repository.

To send gNOI RPC requests, you need a client that implements the gNOI client interface for each RPC.

All messages within the gRPC service definition are defined as protocol buffer (.proto) files. gNOI OpenConfig
proto files are located in the Github repository.

Table 38: Feature History Table

Feature Name Release Information | Description

gNOI System Proto Release 7.8.1 You can now avail the services of cancelReboot
to terminate outstanding reboot request, and
KillProcess RPCs to restart the process on
device.
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gNOI supports these remote procedure calls (RPCs).

Table 39: gNOI RPC Types, RPC Names, and Description
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RPC Type |Purpose RPC Name Description

System System RPCs | Reboot Reboots the target. The router
e n a b 1l e supports these reboot options:
(S)};Set er r:t— lieovnei *« COLD = 1; Shutdown and
including software restart OS and all hardware
upgrades, device * POWERDOWN = 2; Halt and
reboots, and power down
network
troubleshooting. * HALT = 3; Halt
For more details on « POWERUP = 7; Apply power
thesystem.proto,
see the Github
repository. RebootStatus Returns the status of the target

reboot.

SetPackage Places a software package including
bootable images on the target
device.

Ping Pings the target device and streams
the results of the ping operation.

Traceroute Runs the traceroute command on the
target device and streams the result.
The default hop count is 30.

Time Returns the current time on the

target device.

SwitchControlProcessor

Switches from the current route
processor to the specified route
processor. If the target does not
exist, the RPC returns an error
message.

CancelReboot

Cancels any pending reboot request.

KillProcess

Stops an OS process and optionally
restarts it.
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RPC Type | Purpose RPC Name Description
File File RPCs facilitate | Get Reads and streams the contents of a
file-level file from the target device. The RPC
operations, streams the file as sequential
including reading messages with 64 KB of data.
file contents and
metadata. Remove Removes the specified file from the
target device. The RPC returns an
For more details on error if the file does not exist or
the file.proto, see permission is denied to remove the
the Github file.
repository.
Stat Returns metadata about a file on the
target device.
Note
gNOI File.Stat returns only the
filename in the response, which can
cause incorrect handling, especially
during recursive processing, as the
file might be mistakenly treated as
a directory.
Put Streams data into a file on the target
device.
TransferToRemote Transfers the contents of a file from

the target device to a specified
remote location. The response
contains the hash of the transferred
data. The RPC returns an error if the
file does not exist, the file transfer
fails or an error when reading the
file. This is a blocking call until the
file transfer is complete.
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RPC Type | Purpose RPC Name Description
Certificate [Certificate|Rotate Replaces an existing certificate on
Management | Management RPCs the target device by creating a new
(Cert) handle certificate CSR request and placing the new
operations on the certificate on the target device. If
target device. the process fails, the target rolls
. back to the original certificate.
For more details on
the cert.proto, see | fgtall Installs a new certificate on the
the ] Github target by creating a new CSR
repository. request and placing the new
certificate on the target based on the
CSR.
GetCertificates Gets the certificates on the target.
RevokeCertificates Revokes specific certificates.
CanGenerateCSR Asks a target if the certificate can
be generated.
LoadCertificateAuthorityBundle Loads a bundle of CA certificates
on the target. This CA certificate
bundle is used to verify the client
certificate when mutual TLS is
enabled.
Interface Interface RPCs | SetLoopbackMode Sets the loopback mode on an
manage operations interface.
on the interfaces.
GetLoopbackMode Gets the loopback mode on an
Fore more details interface.
o n the
inter face.proto, | ClearInterfaceCounters Resets the counters for the specified
see the Github interface.
repository.
Layer2 Layer2 RPCs | ClearLLDPInterface Clears all the LLDP adjacencies on
facilitate the specified interface.
operations on the
Link Layer
Discovery Protocol
(LLDP) for layer 2
neighbor
discovery.
For more details on
the layer2.proto,
see the Github
repository.
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RPC Type |Purpose RPC Name Description

BGP BGP RPCs manage | ClearBGPNeighbor Clears a BGP session.
operations for the
Link Layer
Discovery Protocol
(LLDP) and layer
2 neighbor
discovery
For more details on
the bgp.proto, see
the Github
repository.

Diagnostic | Diagnostic RPCs | StartBERT Starts BERT on a pair of connected

(Diag) execute diagnostic ports between devices in the
tests on the target network.
device, utilizing
unique IDs to | StopBERT Stops an already in-progress BERT
manage each bit on a set of ports.
error _ rate .test GetBERTResult Gets the BERT results during the
(BERT) operation. .

BERT or after the operation is
For more details on complete.
the diag.proto, see
the Github
repository.

MPLS MPLS RPCs | MPLSPing Checks basic connectivity using
execute MPLS ping operation. See RFC
MPLS-related 4379.

?;)re?[tld(gsicgn the In Cisco IOS XR Release 7.5.4, the
& ‘ RPC supports 1dp_fec and
For more details on rsvpte_ lsp_name destination types.
the mpls.proto, see The destination types fec129 pwe
the Github and rsvpte 1sp are not supported.
repository.
ClearLSP Clears a single tunnel.
ClearLSPCounters Clears the MPLS counters for the
specified Label Switched Path (LSP)
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RPC Type |Purpose RPC Name Description
Operating |The OS service | Install Transfers an OS package onto the
System offers an interface target.
(0S) for installing the Note
0S ona target Only Golden ISO installation is
device, with RPCs ) . .
supported; RPM installation is not
used to update the supported
router software and '
upgrade the - -
system. Activate Sets the requested OS version as the
version that is used at the next
C oncurren t reboot. If booting up the requested
installations on the OS version fails, the system
same target are not recovers by rolling back to the
permitted. previously running OS package.
Formore details on Verify Verifies the running OS version.
the os.proto, use
the Github
repository.

These examples shows the gNOI supported RPCs.

Table 40: gNOI RPC Name, Purpose, and Example

RPC Name

Purpose

Example

Get

Streams the contents of a file from the
target.

RPC to 10.105.57.106:57900
RPC start time: 20:58:27.513638

Request-—-——-==-=====-—=————-—-
RPC start time: 20:58:27.513668
remote file:

"harddisk:/giso_image repo/test.log'|

Response-—-—-=-=--—-—--——-———————-
RPC end time: 20:58:27.518413
contents: "GNOI \n\n"

hash {

method: MD5

hash:
"DORASTNNZEAZ\RAAINSTONGLHK\IO\ZB\OL6\3A3)
}
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RPC Name Purpose Example

Remove Remove the specified file from the target. | RPC to 10.105.57.106:57900
RPC start time: 21:07:57.089554

_____________________ File Remove
Request—-—-———————————————————
remote file:
"harddisk:/sample.txt"

Response—-—-—-—-—=-——-—————-—----
RPC end time: 21:09:27.796217
File removal
harddisk:/sample.txt successful

Reboot Reloads a requested target. RPC to 10.105.57.106:57900
RPC start time: 21:12:49.811536
————————————————————— Reboot
Request--—---—--------———————-

RPC start time: 21:12:49.811561
method: COLD

message: "Test Reboot"
subcomponents {
origin: "openconfig-platform"
elem {

name: "components"

}

elem {

name: "component"

key {

key: "name"

value: "O/RPO"

}

}

elem {

name: "state"

}

elem {

name: "location"

}

}

Set Package Places software package on the target. RPC to 10.105.57.106:57900
RPC start time: 21:12:49.811536

————————————————————— Set Package]
Request----———7-——---"—--"---—-
RPC start time: 15:33:34.378745

Sending SetPackage RPC

package {

filename:

"rerdtisk: /giso dnege repo/<platfomersia-giso.isd|
activate: true

}

method: MD5

hash:

"C\ZIAIABAZINZ IBAZINAIAENANZ7AN OB\ BA A
RPC end time: 15:47:00.928361
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RPC Name

Purpose

Example

Reboot Status

Returns the status of reboot for the target.

RPC to 10.105.57.106:57900

RPC start time: 22:27:34.209473
————————————————————— Reboot
Status
Request---———-----------———-
subcomponents {

origin: "openconfig-platform"
elem {

name: "components"
}

elem {

name: "component"
key {

key: "name"
value: "O/RPO"
}

}

elem {

name: "state"

}

elem

name: "location"

RPC end time: 22:27:34.319618

Status
Response--————-----------——————
Active : False

Wait : O

When : O

Reason : Test Reboot

Count : O

CancelReboot RPC

Cancels any outstanding reboot

Request

CancelRebootRequest
subcomponents {

origin: "openconfig-platform"
elem {

name: "components"
}

elem {

name: "component"
key {

key: "name"

value: "O0/RPO/CPUO"
}

}

elem {

name: "state"

elem {
name: "location"
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RPC Name Purpose Example
CancelRebootResponse | Cancels any outstanding reboot (rhel7-22.24.10) -bash-4.25%
KillProcess Kills the executing process. Either a PID | KillProcessRequest

pid: 3451

or process name must be specified, and a | "
signal: SIGNAL TERM

termination signal must be specified.

KillProcessResponse
-bash-4.2$

gNOI packet link qualifications

The gRPC network operations interface (gNOI) packet link qualification is a link qualification service which
provides a way to certify link quality between a generator and a reflector device.

* Provides a method to check link quality using test traffic between generator and reflector devices.
* Supports RPC-based diagnostics to assess packet transmission and reception metrics.

* Includes capabilities to fetch transmission rate and link capacity via gNSI RPCs.

Additional information such as supported roles, timing configurations, and RPC specifications are available
through the gNOI protocol documentation.

Table 41: Feature History Table

Feature Name Release Feature Description
Information

gNOI Packet Link Release 24.2.11 | You can now check and assess the reliability of the link speed
Qualification and packet drops between the two network devices (generator
and the reflector) by performing the gNOI packet-based link
qualification service.

This can be achieved by sending the packets from the generator
to the reflector, and receiving the looped back packets from
the reflector within a certain tolerance limit.

Packet link qualification overview

The gRPC network operations interface (gNOI) packet link qualification provides a method to check the link
quality between a generator and a reflector device. The generator device generates test traffic and sends it out
of the requested interface, maintaining counters of the sent, received, errored, and dropped packets. The
reflector device loops back the traffic on the requested interface. The packet-based link qualification service
verifies that the packets are sent and received on the requested interface. You can obtain the transmission rate
and the link's capacity range for that interface from the gNSI Packet Link Qualification RPC messages:
Capabilities and Get.

To view the packet link qualification specification, see the Github repository.

This table lists the packet link qualification RPCs.
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Table 42: Packet link qualification (PLQ) RPCs

RPC

Description

Capabilities

Fetches the capabilities of the device as a link qualification service. The
capabilities result includes:

* The roles supported on the device (Packet generator, Physical Medium
Dependent (PMD) loopback reflector)

* Information on whether the NTP synchronization is supported or not

* Information on whether the current device time is synchronized through
NTP or not.

» The Maximum number of results stored per interface

Create

Creates a set of link qualifications on the device.
Each element in a create message specifies these parameters:
* A unique qualification ID
* The interface on which to run the qualification
* The endpoint type (the role of the device)
* Role-specific configuration

* Timing information in the form of either NTP-based or RPC-based
timing For more information, see Link Qualifications Based on
Timing table.

Note
Packet generator and PMD loopback roles are supported

The packet injector and ASIC loopback roles are not supported.

Delete

Deletes a set of qualifications by their IDs.

Stops all the running qualification tests listed and deletes their records from
the device.

The qualifications are automatically deleted from the device 24 hours either
after successful completion or in the event of any error.

Get

Gets the status of each of the unique qualification IDs that you specify. For
generator qualifications, it returns the number of packets sent, received,
errored, dropped, and the expected and achieved rate in bytes per second.
This data isn’t present for reflector qualifications.

List

This RPC lists all the qualifications on the device.

Link qualifications based on timing

When you run the create RpC (see table Packet Link Qualification (PLQ) RPCs), it creates a set of link
qualifications based on either it’s NTP-based or RPC-based timing.
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gNoI Healthz [Jj

For both NTP-based and RPC-based timings, the qualification start time must be set no earlier than the
minimum setup duration from the current time, as specified in the capabilities RPC (see table packet Link
Qualification (PLQ) RPCs)response message.

The table lists the NTP-based and RPC-based link qualification timing.

Table 43: Link qualification timing

NTP-based Timing RPC-based Timing

NTP-based timing specifies: RPC-based timing specifies:

* Specific start time * Presync duration (duration from the current time to when
) ) the setup should start)
* Specific end time

. * Setup duration
» Teardown time

* Qualification duration

* Postsync duration (duration from the end of the
qualification to when the teardown should start)

» Teardown duration

gNOI Healthz

The gRPC Network Operations Interface (gNOI) Healthz is a gRPC service that focuses on the health check
and monitoring of the network devices. It determines whether all the nodes of a network are fully functional,
degraded, or must be replaced. The gNOI Healthz process involves:

» Waiting for the health status data from various subsystem components

* Inspecting and analyzing health status data to identify any unhealthy entities

* Collecting logs
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Table 44: Feature History Table

Feature Name Release Information Feature Description

gNOI Healthz Release 24.4.1 Introduced in this release on: Fixed
Systems (8200 [ASIC: Q200,
P100], 8700 [ASIC: P100, K100]);
Centralized Systems (8600
[ASIC:Q200]); Modular Systems
(8800 [LC ASIC: Q100, Q200,
P100])

With gNOI Healthz, you can
monitor and troubleshoot device
health by collecting logs and
conducting root-cause analysis on
detected issues. This proactive
approach enables early
identification and resolution of
system health problems, thereby
reducing downtime and enhancing
reliability.

For the specification on
gNOl healthz, see the GitHub
repository.

Health Monitoring with gNOI Healthz
gNOI Healthz, in conjunction with gNMI telemetry, monitors the health of network components.

When a component becomes HEALTHY or UNHEALTHY, a telemetry update is sent for that health event.

For more details about the health event, see gNOI Healthz RPCs. When a system component changes its state
to UNHEALTHY, the intended artifacts (debug logs, core file, and so on) are generated automatically at the
time of the health event.

Router Health Status Updates Workflow

1. The client subscribes to the component's OpenConfig path with an ON_CHANGE request and waits for
a health event to occur. When a health event is detected in the router for that component, the client receives
a notification. The client monitors these parameters:

« status: Health, Unhealthy, or Unknown
* last-unhealthy time: Timestamp of last known healthy state

+ unhealthy-count: Number of times the particular component is reported unhealthy

2. When the router receives gNOI Healthz RPCs from gNOI client, it performs these actions and responds
to the gNOI client.
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Table 45: gNOI healthz RPCs

When the gNOI client sends... | The Router...

Get RPC Retrieves the latest set of health statuses that are associated with a specific
component and its subcomponents.

List RPC Returns all events that are associated with a device.

Artifact RPC Retrieves specific artifacts that are listed by the target system in the List()
or Get() RPC.

Acknowledge RPC Acknowledges a series of artifacts that are listed by the Acknowledge()
RPC.

Check RPC Performs intensive health checks that may impact the service, ensuring

they are done intentionally to avoid disruptions.

Verify router health using gNOI RPCs

Step 1

Step 2

Monitor health status telemetry of a router using gNOI healthz RPC.

Procedure

Monitor health state of the router.

Example:

Router# show health status
SNo Component name Health status
1 0_RPO_CPUO-appmgr healthy
2 0_RPO_CPUO-ownershipd healthy

Monitor router health with gNOI List RPC by tracking all the events.
Example:

Router# /auto/appmgr/xrhealth/bin/gnoic -a ${MGMT_IP} --port 57400 --insecure -u
cisco -p <password> healthz

list --path "openconfig:/components/component[name=${OC_COMP}]"

WARN[0000] "192.0.1.0" could not lookup hostname: lookup
198.51.100.0.in-addr.arpa. on

171.70.168.183:53: no such host

target "192.0.1.0:57400":

| Target Name \ ID \
Path | Status |
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Step 3

| 192.0.1.0:57400 | 1721815320614225976 |
openconfig:components/component [name=0 RPO CPUO-appmgr] | STATUS_UNHEALTHY |

| 192.0.1.0:57400 | 1721815320614225976 |
openconfig:components/component [name=0 RPO CPUO-appmgr] | STATUS_UNHEALTHY |

| 192.0.1.0:57400 | 1721815321290718105 |
openconfig:components/component [name=0 RP0 CPUO-appmgr] | STATUS HEALTHY \

I | | | |
T T T T T

Created At
Artifact ID

2024-07-24 10:02:00.614225976 +0000 UTC |
0 RPO_CPUO-appmgr-1721815320614225976-58c4d59%¢caf2e8bd971715eca491048673bflaf290fadel12adl0ece654e285568 |

2024-07-24 10:02:00.614225976 +0000 UTC |
0 RPO_CPUO-appmgr-1721815320614225976-85£%ab33ecct4e48373865£00d8£d24£4e8e490104% 78092976941 Tb57864ea |

2024-07-24 10:02:01.290718105 +0000 UTC |

Monitor router health with gNOI Get RPC for specific components.

Example:

Router# /auto/appmgr/xrhealth/bin/gnoic -a ${MGMT_IP} --port 57400 --insecure -u
cisco -p <password>
healthz get --path "openconfig:/components/component[name=${0OC_COMP}]"

WARN[0000] "192.0.1.0" could not lookup hostname: lookup
198.51.100.0.in-addr.arpa.

on 171.70.168.183:53: no such host

target "192.0.1.0:57400":

path : openconfig:components/component [name=0 RPO CPUO-appmgr]
status : STATUS_ HEALTHY

id : 1721815321290718105

acked : false

created : 2024-07-24 10:02:01.290718105 +0000 UTC

expires : 2024-07-31 10:02:01.000290718 +0000 UTC

Router# cd /tmp/

Router/tmp#

Router/tmp# /auto/appmgr/xrhealth/bin/gnoic -a ${MGMT IP} --port 57400
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--insecure -u cisco -p <password>
healthz artifact --id 0 _RPO_CPUO-appmgr-1721815320614225976-
58c4d59caf2e8bd971715eea491048673bflaf290fadell2adlece654e285568
WARN[0000] "192.0.1.0" could not lookup hostname: lookup
198.51.100.0.in-addr.arpa.
on 171.70.168.183:53: no such host
INFO[0000] 192.0.1.0:57400: received file header for artifactID:
0 RPO CPUO-appmgr-1721815320614225976-
58c4d59caf2e8bd971715eea491048673bflaf290fadell2adlece654e285568
id:
"0 RPO_CPUO-appmgr-1721815320614225976-58c4d59%¢caf2e80bd971 71 5eead 91048673bflaf290fadel 12ad0ece654e285568"

file: {
name: "procmgr event 20240724100205.tar.gz"
path:
"/harddisk:/eem ac logs/xrhealth/artifacts/procmgr event 20240724100205.tar.gz"
mimetype: "application/gzip"
size: 3825
hash: {
method: SHA256
hash:

"M\xf5\xa5\xfe] \xcl~Y\xbc-\xed\xfcI\xe9r\xbd \x8e\xd2\xeb6\x0fvk\x90\x£52\r\xe6\xda\x94\x83\x80\xcO\xf "
}
}
INFO[0000] received 3825 bytes for artifactID:

0 RPO CPUO-appmgr-1721815320614225976-58c4d59caf2e80bd971715eea491048673bflaf290fadel12adlece654e285568
INFO[0000] 192.0.1.0:57400: received trailer for artifactID:

0 RPO CPUO-appmgr-1721815320614225976-58c4d59caf2e80bd971715eea491048673bflaf290fadel12adlece654e285568
INFO[0000] 192.0.1.0:57400: received 3825 bytes in total

INFO[0000] 192.0.1.0:57400: comparing file HASH
INFO[0000] 192.0.1.0:57400: HASH OK

The router health status is successfully monitored using gNOI healthz RPCs including List, Get, and artifact
retrieval.

Example

For example, use the gNOI healthz artifact RPC to retrieve logs related to a specific health event
using the artifact ID.

What to do next
After completing this task:

* Review the health status and logs to identify and resolve any component issues.
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The gRPC Routing Information Base Interface (gRIBI) is a gRPC service that allows an external client to
programmatically manage the routes in the Routing Information Base (RIB) of the router.

« Traffic engineering: Enables route control independent of traditional routing protocols.
 External client support: Clients can be local or remote and interact with the router via gRIBI RPCs.
» OpenConfigintegration: Uses OpenConfig AFT YANG models and protobufs for route management.

* Telemetry support: Supports Event-driven Telemetry (EDT) for route monitoring.

Using he external client application, programatically you can add, edit, or remove the routing entries in the
routing table. The client can be local to the router or hosted externally in the network management station.

gRIBI and OpenConfig protobuf files

All messages within the gRPC service definition are defined as protocol buffer (.proto) files. gRIBI OpenConfig
proto file gribi.proto is located in the Github repository.

gRIBI's use of OpenConfig AFT for RIB management

The OpenConfig Abstract Forwarding Table (openconfig-aft.yang) data model defines a common abstraction
of the RIB information and describes the forwarding entries installed on a network element. The AFT definitions
are auto-generated from the OpenConfig AFT YANG schema. The protocol buffer (protobuf) representation
of the OpenConfig AFT schema is available as the gribi_aft.proto file in the Github repository. gRIBI leverages
this data model and the proto file to manage the RIB entries. This data model supports streaming Event-driven
telemetry (EDT) data to check the installed routes in the Forwarding Information Base (FIB).

Routing preference hierarchy in gRIBI

The routes configured using static configuration have the highest preference, followed by routes configured
using gRIBI, and then those configured using other protocols such as BGP or ISIS.

gRIBI RPCs
gRIBI supports these remote procedure calls (RPCs) to manage the routes in the RIB:

» Modify Operation: Provides a bidirectional streaming RPC that is used to issue modifications to the
AFT in the form of a Modi fyRequest message. The network element responds asynchronously with a
ModifyResponse message based on each request.

M essages:

Supports route modifications on IPv4Entry, next hop group (NHG), next hop (NH) key objects. The
traffic engineering controller ensures that specific ordering of gRIBI transactions is met—NH and NHG
entries are sent before IPv4Entries. The NHGs and NHs are sent in a single Modi fyRequest as repeated
AFTOperation messages. The controller expects that the NHG or NH transactions are acknowledged
before programming the corresponding IPv4Entry transactions. In the next hop entries,

decapsulate_ header, encapsulate header, interface ref, ip address, ip in_ ip and
network_instance attributes are supported.
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A

griBl i

Note

operations are not supported.

IP forwarding, encapsulation and decapsulation operations are supported. MPLS

SessionPar ameters:

* For client redundancy, only sTNGLE PRIMARY is supported. The primary client is designated based
on the client with the highest election ID. Each AFTOperation carries an election ID. The server
processes the AFTOperation if the election ID is the last advertised ID and is the highest ID on the
server. If the election ID is less than the current election ID, the ID is ignored. If the election ID is
equal, the client sending the message is accepted as a new master.

For client persistence, only the PRESERVE option is supported, wherein the network device preserves
the routes programmed by the gRIBI server's RIB, the system RIB, and the system FIB when the
primary client disconnects.

When gRIBI restarts, the configuration in the gRIBI server’s cache are sent to the router to reprogram
the RIB. The election ID is reset to 0 upon restart.

The table shows the request and response messages exchanged between the client and server for the
Modify RPCs.

Table 46: Request and Response Messages of Client-Server Exchange for Modify RPCs

Operation

Request (Client to Server)

Response (Server to Client)

Session setup

Message ModifyResponse
SessionParameters

}

Message ModifyResponse{
SessionParametersResult

}

repeated AFTOperation
}

Election ID Message Modify Request { Message Modify Request {
election_id (int128) election_id (int128)
} }

[\FT{)peraﬁon Message ModifyResponse { Message ModifyResponse {

operation

repeated AFTResult result
}

» Get Operation: Retrieves the content of the installed AFTs from the gRIBI daemon. The client requests
for information using a GetRequest message, and the server responds with the set of currently installed
entries via the GetrResponse message. Once all entries have been sent, the server closes the RPC.

Supports all operations defined in the gribi.proto file.

A

Note

IPv4Entry.metdata is supported only in cet RPC, and not in AFT telemetry.

The table shows the request and response messages exchanged between the client and server for the cet

RPCs.
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Table 47: Request and Response Messages of Client-Server Exchange for Get RPCs

Operation

Request (Client to Server)

Response (Server to Client)

Get entries

Message GetRequest {
network instance
name [string]
all

AFTType aft

}

Message GetResponse {
repeated AFTEntry entry
}

* Flush Operation: Removes all AFT entries that are currently installed on the server using gRIBI RPCs.
The client sends a FlushRequest message to remove all the entries, and the server responds with a

FlushResponse message after the operation is complete.

Supports all operations defined in the gribi.proto file.

The table shows the request and response exchanged between the client and server for the F1ush RPCs.

Table 48: Request and Response Messages of Client-Server Exchange for Flush RPCs

Operation

Request (Client to Server)

Response (Server to Client)

Flush entries

Message FlushRequest {
election
id [uint 128]
override [bool]
network instance
name [string]
all

Message FlushResponse {
timestamp [int64]
}

gRIBI configuration to modify routing entries

Configure gRIBI protocol to directly interact with the routers' RIB using RPCs. The gRIBI client sends
messages to the RIB to add a route, delete a route, register next hop and next hop groups to manage the routes.

Before you begin

Ensure that you have configured the gRIBI client application.

Procedure

Step 1 Enable gRPC protocol on the router.

Example:

Router#configure

Router (config) #grpc

Step 2 Configure the port number and address family.

Example:

Router (config-grpc) #port 57345
Router (config-grpc) #address-family ipv4
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The port number ranges from 57344 to 57999. The default port is 57400. If a port number is unavailable, an error is

displayed.
Step 3
Example:
Router#show grpc
Step 4

address 192.0.2.0.

Verify that gRPC is enabled on the router.

Thu Feb 2 22:03:17.004 UTC

Address family

Port

DSCP

TTL

VRF

Server

TLS

TLS mutual

Trustpoint

Certificate Authentication
TLS v1.0

Maximum requests

Maximum requests per user
Maximum streams

Maximum streams per user

TLS cipher suites

Default : no
Enable : no
Disable : no

Operational enable : ec
: ecdhe-ecdsa-chacha20-polyl30
ecdhe-rsa-aesl28-gcm-sha256
ecdhe-ecdsa-aesl28-gcm-sha25
ecdhe-rsa-aes256-gcm-sha384
ecdhe-ecdsa-aes256-gcm-sha38

ecdhe-rsa-aesl28-sha
ecdhe-ecdsa-aesl28-sha
ecdhe-rsa-aes256-sha
ecdhe-ecdsa-aes256-sha
aesl28-gcm-sha256
aes256-gcm-sha384
aesl28-sha

dual
57777
Default
64
global-vrf
enabled
enabled
disabled
none
disabled
enabled
128

10

32

32

ne
ne
ne

dhe-rsa-chacha20-polyl1305
5

6

4

: aes256-sha

Operational disable : none
Listen address suites

Listen to Address : ANY

a) Configure the next hop parameters for the AFT message.

Example:

NextHop {

ip_address 192.0.2.

InterfaceRef {
interface [string]
subinterface [uint]
}

IPnIP {

dst_ip [string]

Manage the routing entries using gRIBI RPCs. In this example, you use the Modi fy RPC to add a next hop entry with IP

0;
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src_ip [string]
}
}

b) Set the next hop entry in the AFTOperation. In this example, you add the next hop IP address.

Example:

Message AFTOperation ({
id
network instance
Operation op
ADD
entry
Afts.NextHopKey next hop
}

¢) Initiate the Modi fyrRequest RPC using the AFTOperation message.

Example:

Message ModifyRequest {
repeated AFTOperation operation

}

The NHs are sent in a single Modi fyRequest RPC as repeated AFTOperation messages.
d) View that the request is acknowledged in the gRIBI client.

Example:

gRIBIClient sent Modify message operation:{id:1 network instance:"DEFAULT"
op:ADD next hop:{index:1000
next hop:{ip address:{value:"192.0.2.0"}}} election id:{low:3}}

Step 5 Verify the configuration performed using gRIBI RPC.

Example:

In this example, you verify the next hop IP address that you sent to the server through the Modify RPC is configured
successfully.

Router#show gribi aft next-hop-groups
Thu Feb 2 00:34:08.104 UTC
100, Backup NHG: 1111
[100, 2]: 192.0.2.40
[200, 2]: 192.0.2.42
[1111, 100]: (vrf REPAIR) (!)
1000
[1100, 30]: 192.0.2.10
[1200, 10]: 192.0.2.14
[1000, 60]: 192.0.2.0
1111
[1111, 100]: (vrf REPAIR)
2000
[2000, 50]: 192.0.2.18
[2100, 50]: 192.0.2.22
3000
[3000, 10]: 192.0.2.26
4000
[4000, 10]: Decapsulate IPv4 (vrf DEFAULT)
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After completing this task, the gRIBI service is configured and operational. You can verify its status using
CLI commands.

Example

For example, after enabling the gRIBI service and configuring the port, you can use the 'show gribi'
command to verify the service is running and listening on the expected port.

What to do next

After configuration, monitor the gRIBI service periodically to ensure it remains active and reachable. Adjust
port settings or restart the service if issues are detected.

P4Runtime is a protocol and framework that provides a control plane API for

* programming, and

» managing network devices.
A P4Runtime to manage traffic operations is a control plane specification to manage the data plane elements
of a device. It defines the navigation and management of packets through data plane blocks using PARuntime

APIs. These data plane blocks can be managed to perform a set of traffic operations between the PARuntime
controller and the router:

* Send or receive packets using PacketOut and PacketIn I/O messages—streamMessageRequest,
StreamMessageResponse and StreamError IMeSsages.

* Elect the primary controller using the MasterArbitrationUpdate message.

* Read and write forwarding table entries, protocol headers, counters, and other P4 entities.

For more information about how controllers can connect to the router and program P4-defined functionalities,
see PART specification.

Configure P4RT to manage packets

Procedure

Configure PART to send or receive packets between one or more controllers and the router.

Before you begin

Ensure that the device supports P4RT and that you have administrative access to the CLI.

Step 1 Enable P4Runtime.

Example:

Router#config
Router (config) #grpc
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Step 2

Step 3

Router (config-grpc) #pdrt
Router (config-grpc-p4rt) #commit

Assign a unique P4 numeric identifier to the required physical port on the router. The controller uses this port ID as an
alias to identify the interface through which the packets are sent or received with ingress or egress metadata.

Example:

Router (config-grpc-p4drt) #interface HundredGigE0/0/0/24 port-id 3
Router (config-grpc-pdrt) #interface HundredGigE0/0/0/25 port-id 6
Router (config-grpc-p4rt) #interface HundredGigE0/0/0/26 port-id 7

The port-id is a unique 32-bit identifier. The range is 1 to 4294967039.

Assign a unique P4 device identifier to each Network Processing Unit (NPU) in the system.

Example:

Router (config-grpc-p4rt) #location 0/0/CPUO npu-id 0 device-id 1000000
Router (config-grpc-p4rt) #location 0/0/CPUO npu-id 1 device-id 1000001
Router (config-grpc-p4rt) #location 0/1/CPUO npu-id 0 device-id 1000002
Router (config-grpc-p4rt) #location 0/1/CPUO npu-id 1 device-id 1000011
Router (config-grpc-p4rt) #commit

Router (config-grpc-p4rt) #end

The device-id is a unique 64-bit identifier. The range is 1 to 18446744073709551615. The npu-id represents a NPU
identifier within a line card and the value ranges from 0 to 7.

The controller or the PARuntime agent, which can be external or internal to the router, can use the port-id and device-id
to inject packets and request to send certain packet types. For example, P4Runtime supports the ability to configure
Access Control Lists (ACLs) in order to redirect packets with TTL value 1 to the controller. When the router receives a
packet with that TTL value, the packet is sent to the controller with the details such as packet received from device-id
%, port-id y and the packet is being sent to port-id z.

For more information about programming the router using P4Runtime, see P4RT specification.

P4RT is successfully configured and operational on the device.

What to do next

Verify PART telemetry and monitor the session status to ensure continued operation.

gNSI Acctz loggings

The gNSI accounting (Acctz) protocol collects and transfers AAA accounting records from a router to a remote
collection service over a gRPC transport connection. It enhances visibility into user activity and service usage
for improved network performance and security.

* Protocol: gNSI Acctz over gRPC
* Purpose: Logs CLI and gRPC service activity for AAA accounting
» Transport: gRPC-based streaming to remote collectors

» Monitoring: Real-time and historical record tracking
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Table 49: Feature History Table

Feature | Release Feature Description
Name |Information

gNSI  |Release 24.3.1 You can now log and monitor AAA (Authentication, Authorization, and
Acctz Accounting) accounting of gRPC operations and CLI accounting data through
Logging gNSI Acctz for effective management of network for better performance and
resource utilization. You can also configure the number of gNSI accounting
records that can be streamed.

Previously, you could monitor the AAA accounting data through syslog only.
The feature introduces these changes:

CLI:

To view the specification of gNSI Accounting (Acctz) RPCs and messages,
see the Github repository.

Starting from IOS XR software release 24.3.1, you can log gRPC AAA accounting data through gNSI
accounting (Acctz). The gNSI Acctz data is logged, stored in accounting records, and send to gNSI client for
monitoring purposes. These gNSI Acctz accounting records contain

» users' login or logout times,
* network access resources such as interface IP and port, and

* duration of each session.

The gNSI Acctz logging can be done using the RecordSubscribe() gRPC request to a router. For more
information on the RecordSubscribe() RPC, see the GitHub repository.

gNSI Acctz Logging Stream Capacity

The gNSI Acctz logs are recorded in a queue, maintaining a history of the 10 most recent records. When the
accounting queue is full and no gNSI Acctz collectors are connected, the stream drops the records. Besides
the 10 records stored for streaming, up to 512 additional records are stored during processing. As new records
arrive, the data stream continues until the gNSI session ends or an error occurs, such as a client disconnection
due to network issues or the server going down. If the server's output buffer remains full for an extended
period, new records are dropped until the collector starts receiving them.

When the queue reaches its full capacity, the system automatically replaces the oldest records with the newest
ones. The router then transmits this logged information through gNSI to gNSI client for real-time monitoring
purposes. You can configure the queue size using the grpc aaa accounting queue-size command.

Supported Records for gNSI Acctz Logging
eNSI Acctz logging system supports Command and gRPC service records.
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Table 50: CLI and gRPC Accounting Records
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Command Services Accounting Records

gRPC Services Accounting Records

The command accounting records are generated for
the commands executed in CLI mode and sent to gNSI
Acctz collectors. The details logged include:

» Session I nfo: remote/local IP addresses,
remote/local ports, and channel ID.

« Authentication details: Identity, privilege level,
authentication status (PERMIT/DENY), and the
cause of denial (if applicable).

» Command and Command status: authentication
status (PERMIT/DENY).

» Timestamp: The time when the event was
generated.

The gRPC accounting records are generated for the
RPCs executed by gRPC services and sent to gNSI
Acctz collectors. The details logged include:

» Session I nfo: remote/local IP addresses,
remote/local ports, and channel ID.

* Authentication details: Identity and privilege
level.

* RPC Service Request: Service type, RPC name,
payload, and configuration metadata.

* gRPC Service Status: PERMIT/DENY.

» Timestamp: The time at which the event was
generated.

Default Behavior and Verification of gNSI Acctz Logging

By default, gNSI Acctz records are logged when the configuration is enabled. You can verify the gNSI Acctz
using show gnsi state, show gnsi acctz statistics, and show aaa accounting statistics commands.

Configure gNSI Acctz logging

Step 1

Step 2
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Monitor AAA information through gNSI Acctz logs.

Procedure

Monitor gNSI state in the router.

Example:

Router# show gnsi state
Wed Jun 26 09:26:39.035 UTC

———————————————— GNSI state--———————-----

Global:

Main Thread cerrno : Success
Acctz Thread cerrno : Success
State : Active

RDSFS State : Active

Obtain gRPC port number.

Example:

show grpc
Tue Aug 13 14:21:50.995 IST

Server name : DEFAULT
Address family : dual
Port : 57400


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/b-system-security-cr-cisco8000/authentication-authorization-and-accounting-commands.html#wp2834182384
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Service ports

gNMI : none

P4RT : none

gRIBI : none

DSCP : Default
TTL : 64

VRF

Server : enabled
TLS : disabled
TLS mutual : disabled
Trustpoint : none
Certificate Authentication : disabled
Certificate common name : ems.cisco.com
TLS v1.0 : disabled
Maximum requests : 128
Maximum requests per user : 10
Maximum streams : 32
Maximum streams per user : 32
Maximum concurrent streams : 32
Memory limit (MB) : 1024
Keepalive time : 30
Keepalive timeout : 20
Keepalive enforcement minimum time : 300

TLS cipher suites

Default : none

Default TLS1.3 : aes_128 gcm_sha256
aes_256_gcm sha384
chacha20 polyl305 sha256

Enable : none
Disable : none
Operational enable : none
Operational disable : none
Listen addresses : ANY

Step 3 Configure gNSI queue size.

Example:

Router# configure
Router (config) # grpc aaa accounting queue-size 30
Router (config) # end

Step 4 Monitor gNSI Acctz statistics in the router.

Example:

Router# show gnsi acctz statistics
Tue Aug 13 05:57:24.210 UTC
SentToAAA Queue:
Grpc services:

GNMT : 4998 sent, 0 dropped
GNOTI: 0 sent, 0 dropped
GNSI: 2 sent, 0 dropped
GRIBI: 0 sent, 0 dropped
P4RT: 0 sent, 0 dropped
UNSPECIFIED: 0 sent, 0 dropped
Stats:

Total Sent: 5000
Total Drops: 0
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Streams:

Grpc services:

GNMT : 4996 sent, 2 dropped
GNOTI: 0 sent, 0 dropped
GNSI: 1 sent, 0 dropped
GRIBI: 0 sent, 0 dropped
P4RT: 0 sent, 0 dropped
UNSPECIFIED: 0 sent, 0 dropped
Stats:

Total Sent: 4997

Total Drops: 2

Cmd services:

CLI: 3 sent, 0 dropped
Stats:

Total Sent: 3

Total Drops: 0

Router#

Step 5 Provide port and IP address to the Acctz gNSI client.

Example:
acctz collector -server addr 192.0.2.111:57400 -username <user name> -password <passwod> -dieafter
600
——————————————— gSNI Remote Collector —-—-----———-----——-
2024/08/25 22:59:13 Connecting to gNSI Server.
2024/08/25 22:59:13 gNSI Server connected.
2024/08/25 22:59:13 Started new acctz client.
2024/08/25 22:59:13 Initiate Acctz RecordSubscribe with server
2024/08/25 22:59:13 Stream started
2024/08/25 22:59:13 Waiting for response from server.
Step 6 Verify the accounting record from the router.
Example:

gNSI Acctz RPC RecordSubscribe() responseto the Acctz grRPC client

session_info:

{

local address:"192.0.2.111"

local port:57400

remote address:"192.0.2.1"

remote port:44374

ip proto:6

user:

{

identity:"lab"

}

}

timestamp:

{

seconds:1718971022 nanos:105825300
}

grpc_service:

{

service type:GRPC SERVICE TYPE GNSI
rpc_name:"/gnsi.acctz.vl.AcctzStream/RecordSubscribe" payload istruncated:true
authz:

{

status:AUTHZ STATUS PERMIT
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}
}

AAA Accounting Statistics

Router# show aaa accounting statistics
Sat Aug 17 17:10:43.055 UTC
Successfully logged events:
Total events: 0
XR CLI: O
XR SHELL: O
GRPC:

GNMI: 0
GNSI: 2
GNOI: 0
GRIBI: 0
P4RT: O
SLAPI: O
NETCONF: 0
SysAdmin:
CLI: O
SHELL: O
Host:
SHELL: O

Errors:
Invalid requests: 0

Max. records in buffer: 100

Total records in buffer: 0
Router#

After completing this task, gNSI Acctz logging is enabled and operational. The router streams accounting
records to the Acctz gNSI client, and you can verify successful transmission and logging using CLI and gRPC
responses.

Example

For example, after configuring the queue size and starting the Acctz client, the router streams
accounting records such as user login sessions. You can verify this using the show gnsi acctz
statistics and show aaa accounting statistics commands.

What to do next

After completing the configuration, monitor the gNSI Acctz logs periodically to ensure accounting records
are being received without drops.

* Adjust the queue size if you observe dropped records in the statistics.

* Ensure the Acctz client remains connected and responsive.

Data logging with gNSI AcctzStream service

The data logging with gNSI AcctzStream is a service that allows clients to receive a continuous stream of
accounting records from a target network device to track the changes made on that device.
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* Replaces the existing bi-directional data streaming service, AccCtz, with the new server-streaming service,
AcctzStream.

* Ensures effective network optimization and resource utilization.

* Allows configuration of maximum memory allocated for cached accounting history records using the
grpc aaa accounting history-memomy command.

Provides CLI enhancements and integration with gNSI AcctzStream RPCs and messages.

Table 51: Feature History Table

Feature Name Release Feature Description
Information

Data logging with |Release 24.4.1 | This feature replaces the existing bi-directional data streaming service,
gNSI AcctzStream Acctz, with the new server-streaming service, AcCtzStream and ensures
service effective network optimization and resource utilization.

With this feature, you can configure the maximum memory allocated
for cached accounting history records using the grpc aaa accounting
history-memomy command.

The feature introduces these changes:
CLI:

For the specification on the gNSI Accounting (AcctzStream) RPCs and
messages, see the Github repository.

gNSI AcctzStream service

Starting from Cisco IOS XR Release 24.4.1, the gNSI AcctzStream server-streaming service is used to collect
and transfer accounting records from a router to a remote collection service over a gRPC transport connection,
similar to the deprecated gNS| Acctz protocol.

The collectors request for logs using the RecordSubscribe() gRPC from the gNSI AcctzSteam service running
on the router. The logs are sent to the collectors through the RecordResponse() gRPC.

This feature has introduced the new gr pc aaa accounting history-memomy command used to configure the
maximum memory allocated for cached accounting history records. Use this command with the grpc aaa
accounting queue-size configuration to effectively limit the EMSD memory used by cached accounting
history records.

Configure gNSI AcctzStream logging

Monitor AAA information through gNSI AcctzStream logs.

Procedure

Step 1 Monitor gNSI state in the router.

Example:
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Step 2

Step 3

Router# show gnsi state

Thu Sep 12 12:06:44.035 UTC

Global:

Main Thread cerrno
Acctz Thread cerrno
State

RDSFS State

Obtain gRPC port number.

Example:

show grpc

Thu Sep 12 13:23:06.022 UTC

Server name
Address family
Port

Service ports
gNMI
P4RT
gRIBI

DSCP

TTL

VRF

Server

TLS

TLS mutual

Trustpoint

Certificate Authentication
Certificate common name
TLS v1.0

Maximum requests

Maximum requests per user
Maximum streams

Maximum streams per user
Maximum concurrent streams
Memory limit (MB)
Keepalive time

Keepalive timeout

Keepalive enforcement minimum time

TLS cipher suites

Default

Default TLS1.3
aes_256_gcm_sha384
chacha20_polyl305 sha256

Enable
Disable

Operational enable
Operational disable
Listen addresses

Configure gNSI history memory.

Example:

Success
Success

DEFAULT
dual
57400

none
none
none

Default
64

enabled
disabled
disabled
none
disabled
ems.cisco.com
disabled
128

10

32

32

32

1024

30

20

300

none

aes_128 gcm sha256

none
none

none
none
ANY

Configure gNSI AcctzStream logging .
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Router# configure
Router (config) #
Router (config) #

grpc aaa accounting history-memory 20
end

gRPC Applications and Configuration |

Step 4 Configure gNSI queue size.
Example:
Router# configure
Router (config) # grpc aaa accounting queue-size 30
Router (config) # end
Step 5 Monitor gNSI Acctz statistics in the router.
Example:
Router# show gnsi acctz statistics
Thu Sep 12 13:56:18.043 UTC
SentToAAA Queue:
Grpc services:
GNMT : 4998 sent, 0 dropped
GNOTI: 0 sent, 0 dropped
GNSI: 2 sent, 0 dropped
GRIBI: 0 sent, 0 dropped
P4RT: 0 sent, 0 dropped
UNSPECIFIED: 0 sent, 0 dropped
Stats:
Total Sent: 5000
Total Drops: 0
Streams:
Grpc services:
GNMT : 4996 sent, 2 dropped
GNOT: 0 sent, 0 dropped
GNSI: 1 sent, 0 dropped
GRIBI: 0 sent, 0 dropped
P4RT: 0 sent, 0 dropped
UNSPECIFIED: O sent, 0 dropped
Stats:
Total Sent: 4997
Total Drops: 2
Cmd services:
CLI: 3 sent, 0 dropped
Stats:
Total Sent: 3
Total Drops: O
Router#
Step 6 Provide port and IP address to the Acctz gNSI client.
Example:
acctz collector -server addr 192.0.2.111:57400 -username <user name> -password <passwod> -dieafter
600
——————————————— gSNI Remote Collector —--—--—-—-—-—-—--—--
2024/08/25 22:59:13 Connecting to gNSI Server.
2024/08/25 22:59:13 gNSI Server connected.
2024/08/25 22:59:13 Started new acctz client.
2024/08/25 22:59:13 Initiate Acctz RecordSubscribe with server
2024/08/25 22:59:13 Stream started
2024/08/25 22:59:13 Waiting for response from server.
Step 7 Verify the accounting record from the router.
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Example:
NSl AcctzStream RPC RecordSubscribe() response to the Acctz grRPC client

session_info:

{

local address:"192.0.2.111"

local port:57400

remote address:"192.0.2.1"

remote port:44374

ip proto:6

user:

{

identity:"lab"

}

}

timestamp:

{

seconds:1718971022 nanos:105825300
}

grpc_service:

{

service type:GRPC_SERVICE TYPE GNSI
rpc_name:"/gnsi.acctz.vl.AcctzStream/RecordSubscribe" payload istruncated:true
authz:

{

status:AUTHZ_ STATUS_PERMIT

}

}

AAA Accounting Statistics

Router# show gnsi accounting statistics
Acctz History Buffer:
Total record: 200
Total history truncation: 10

Cmd service records:
Shell: 0
Cli: 0
Netconf: 0
Grpc service records:

GNMI: 0
GNOTI: 0
GNSTI: 0
GRIBI: 0
P4RT: 0

History Snapshot:

Max Memory size: 200 MB

Memory used: 8 MB

Max number of records: 100

Total number of records present: 16

gRPC Accounting Queue:
Grpc services:

GNMI : 0 sent, 0 dropped, 0 truncated
GNOI: 0 sent, 0 dropped, 0 truncated
GNSI: 0 sent, 0 dropped, 0 truncated
GRIBI: 0 sent, 0 dropped, 0 truncated
P4RT: 0 sent, 0 dropped, 0 truncated
Stats:

Queue buffer size: 100 MB
Queue buffer used: 0 MB
Queue size: 1
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Queue
Queue
Queue
Queue
Queue
Queue
Queue

used: 0

enqueue: 0
dequeue: 0
drops: O

max time: 0 usec
min time: 0 usec
avg time: 0 usec

Errors:

Queue
Queue
Queue
Queue
Queue
Queue

init failure: 0
update failure: 0
dequeue failure: 0
invalid parameters:
memory limit: O
size limit: O

0

SendtoAAA Accounting Queue:
Grpc services:

GNMI :
GNOTI:
GNSTI:
GRIBI
P4RT:
Stats
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

0 sent, 0 dropped,
0 sent, 0 dropped,
0 sent, 0 dropped,
0 sent, 0 dropped,
0 sent, 0 dropped,

buffer size: 100 MB
buffer used: 0 MB
size: 1

used: 0

enqueue: 0

dequeue: 0

drops: O

max time: 0 usec
min time: 0 usec
avg time: 0 usec

Errors:

Queue
Queue
Queue
Queue
Queue
Queue

init failure: 0
update failure: 0
dequeue failure: 0
invalid parameters:
memory limit: O
size limit: O

Cmd Accounting Queue:
Cmd services:

0 sent, 0 dropped,
0 sent, 0 dropped,
Netconf: 0 sent, 0 dropped,

Shell:
Cli:

Stats:
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue
Queue

buffer size: 100 MB
buffer used: 0 MB
size: 1

used: 0

enqueue: 0

dequeue: 0

drops: O

max time: 0 usec
min time: 0 usec
avg time: 0 usec

Errors:

Queue
Queue
Queue
Queue
Queue
Queue
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init failure: 0
update failure: 0
dequeue failure: 0
invalid parameters:
memory limit: O
size limit: O

0

0

O O O O o

truncated
truncated
truncated
truncated
truncated

truncated
truncated
truncated
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After completing this task, the router streams accounting records to the Acctz gNSI client. You can verify

successful transmission and logging using CLI and gRPC responses.

Example

For example, after configuring the queue size and starting the Acctz client, the router streams
accounting records such as user login sessions. You can verify this using the 'show gnsi acctz statistics'
and 'show aaa accounting statistics' commands.

What to do next

After completing the configuration, monitor the gNSI Acctz logs periodically to ensure accounting records

are being received without drops.

* Adjust the queue size if you observe dropped records in the statistics.

* Ensure the Acctz client remains connected and responsive.

gNOI Containerz

The Containerz - gNOI Container Service on series routers introduces a workflow to onboard and manage
third-party applications using gNOI RPCs.

Table 52: Feature History Table

Feature Name

Release Information

Feature Description

gNOI Containerz

Release 25.4.1

Introduced in this release on:
Centralized Systems (8400 [ASIC:
K100])(select variants only*)

* This feature is now supported on
Cisco 8404-SYS-D routers.

gNOI Containerz

Release 25.1.1

The Containerz - gNOI service
enables the onboarding and
management of third-party
applications via gNOI RPCs.
Applications can be deployed using
Docker images, ensuring easy
integration and management. The
service offers operations such as
starting, stopping, updating
containers, and managing docker
volumes. This feature simplifies
application deployment and
management, enhancing operational
efficiency.

For the specification on
gNOI.containerz, see the GitHub
repository.
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The Containerz - gNOI Container Service on series routers introduces a workflow to onboard and manage

third-party applications using gNOI RPCs.

Containerz offers an interface that facilitates the deployment of containers onto network devices from an
external client. Through this interface, you can perform essential operations such as deploying, starting,
stopping, and listing containers. Additionally, it provides functionality to retrieve logs for containers running
on the target systems, ensuring seamless monitoring and management of the containerized environments.

Prerequisites

Before utilising the Containerz service, ensure that the router supports gNOI and has the capability to handle

gNOI requests.

gNOI Containerz APls

1. Deploy Applications: Use the Deploy() RPC to place docker images on the target and load them into the

registry.

2. Manage Containers: Use StartContainer (), StopContainer (), and UpdateContainer () RPCs to handle

the lifecycle of containers.

3. Volume Management: Create, list, and remove docker volumes with CreateVolume(), ListVolume(),
and RemoveVolume() RPCs.

Table 53: gNOI Containerz RPCs

When the gNOI client sends... | The Router...

Deploy RPC deploys a container image on the target device, loading it into the registry
upon successful reception.

ListImage RPC returns all container images that match the request specification.

Removelmage RPC deletes specified container images, returning an error if associated with a
running container.

ListContainer RPC lists all containers that match the request specifications.

StartContainer RPC starts a container, returning an error if the image does not exist or if the
instance name is already running.

StopContainer RPC stops a running container, optionally forcing a kill, and returns an error if
the container does not exist or is not running.

UpdateContainer RPC updates a running container to a specified image with synchronous or
asynchronous modes.

Log RPC streams logs from a running container, returning the latest logs if it is not
running.

CreateVolume RPC creates a volume, returning an error if it already exists.

RemoveVolume RPC removes a specified volume with no operation if the volume does not exist.

ListVolume RPC lists all volumes that match the specification in the filter.
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Deploy and Manage Containers Using ContainerZ RPCs

Use ContainerZ RPCs to deploy images, start containers, and manage volumes.

* Deploy an Image: Streaming

Router# ContZ Client --addr 192.168.122.174:57400 image push
--file /auto/tftp-blr-users4/user/vrf-relay.tar.gz --image vrf-relay --tag 3.10

Pushed vrf-relay/3.10
* Deploy an Image: Download

Router# ContZ Client --addr 10.77.132.103:57400 image pull
--path 64.104.151.152:8080/nginx.tar.gz --image nginx --tag 1.4

Pulled nginx /1.4

* Remove an Image:

Router# ContZ Client --addr 192.168.122.174:57400 image remove
--image vrf-relay --tag 3.10

Image vrf-relay:3.10 has been removed.

« Start a Container:

Router# ContZ Client --addr 192.168.122.174:57400 container
start --command sh --env --net=host --instance vrf-one --image vrf-relay --tag 3.10

Container started with id - vrf-one

+ Update Container:

Router# ContZ Client --addr 192.168.122.174:57400 container
update --instance vrf-one --image vrf-relay --tag 3.20

Container updated with id - vrf-one

* Create a Volume:

Router# ContZ Client --addr 192.168.122.174:57400 volume create
--name Userl

Volume "Userl" created!

* List Images:

Router# ContZ Client --addr 192.168.122.174:57400 image list

Images:
- Name: vrf-relay, Tag: 3.10
- Name: vrf-helper, Tag: 2.5

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



gRPC Applications and Configuration |
. gNOI Containerz

« List Containers:

Router# /auto/tftp-blr-usersd4/user/ContZz Client --addr
192.168.122.174:57400 container list --all

Containers:

- ID: abcl23, Name: vrf-one, Status: RUNNING
- ID: def456, Name: vrf-two, Status: STOPPED

* List Volumes:

Router# /auto/tftp-blr-usersd/user/ContZ Client --addr
192.168.122.174:57400 volume list

Volumes:

- Name: Userl, Driver: DS _LOCAL
- Name: Data Store 2, Driver: DS CUSTOM

* Stop a Container:

Router# /auto/tftp-blr-users4/user/ContZz Client --addr
192.168.122.174:57400 container stop --instance vrf-one

Container "vrf-one" stopped.

* Stream Logs:

Router# /auto/tftp-blr-users4/user/ContZz Client --addr
192.168.122.174:57400 container log --instance vrf-one --follow

Logs:

- [2023-10-01 10:00:00] Starting process...
- [2023-10-01 10:01:00] Process running smoothly.

* Remove a Volume:

Router# /auto/tftp-blr-usersd4/user/ContZz Client --addr
192.168.122.174:57400 volume remove --name Userl

Volume "Userl" removed.

A

Note  All RPCs responses are based on containerz client implementation, this can differ
based on your specific containerz client implementation

Show Commands for Containerz

Show App Manager Source Table

Router#show appmgr source-table
Sno Name File Installed By
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1 alpine-3.20 Streaming CONTAINERZ
2 nginx-1.4 http://64.104.151.152:8080/nginx.tar.gz CONTAINERZ
Router#

Show App Manager Application Table

Router#show appmgr application-table

Name Type Config State Status Workflow
alpine-cz Docker Activated Up 19 seconds containerz
nginx-cz Docker Activated Up 10 seconds containerz
Router#

GISO Workflow for Migration from Legacy Systems

The GISO workflow is designed to facilitate the seamless migration of third-party applications from legacy
systems to Containerz environment. This process ensures that applications are onboarded efficiently and
managed effectively, leveraging both config-driven and containerz workflows. Here are the key aspects of
the GISO workflow for migration:

Migrating TPA with Service Files
You can migrate your existing TPAs from legacy environment to containerz environment using these steps

1. Post GISO Upgrade: Post GISO Upgrade: After the GISO upgrade, the app manager will bring the container
up based on the set of parameters specified in the service file part of TPA RPM.

Sample Service File:

type: docker
source: bonnet

application:
- name: "bnt-one"
run-opts: "-it"
run-cmd: "sh"
- name: "bnt-two"
run-opts: "-it --restart=always"
run-cmd: "sh"

2. Container Image Runtime Operations: Further runtime operations on the container or image can be
performed by the containerz workflow

Migrating TPA without Service Files

The life cycle of such third-party applications will continue to be supported via the legacy app manager config
workflow.

gNOI RemoveContainer RPC

The RemoveContainer RPC is a remote procedure call that

« allows users to remove containers managed by App Manager through the Containerz workflow
* supports both standard and forced removal of containers, and

* integrates with the gNOI protocol for automation and remote operations.

Users can use this RPC to remove containers that are no longer needed or to automate container lifecycle
management in integration with external systems.
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Feature Name Release Information

Feature Description

gNOI RemoveContainer RPC Release 25.4.1

Introduced in this release on: Fixed
Systems (8200 [ASIC: Q200,
P100], 8700 [ASIC: P100, K100],
8010 [ASIC: A100]); Centralized
Systems (8600 [ASIC: Q200]);
Modular Systems (8800 [LC ASIC:
Q100, Q200, P100])

We have introduced support for
RemoveContainer RPC to give you
direct, automated control over the
removal of application containers
managed by App Manager,
allowing you to efficiently
decommission unneeded or
malfunctioning containers and
maintain a clean,
resource-optimized system.

Configure RemoveContainer RPC

Remove a running or stopped container using the RemoveContainer RPC workflow.

Step 1

Step 2

Step 3

Use this task to manage the lifecycle of third-party, partner, or customer application containers using the gNOI

APL
Before you begin

* Ensure that the container is stopped before removing. If the container is running, set the force option to

true to forcibly stop and remove it

Procedure

Use the ListContainer RPC to verify the name and status of the target container.

Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container
ID Name Image State Labels HASH

14d12 alp-1 alpine:3.20 RUNNING map[] method:SHA256 hash:
15e35 alp-2 alpine:3.20 RUNNING map[] method:SHA256 hash:

Specify the container name using RemoveContainer RPC.

Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container
Successfully removed alp-2

Use ListContainer RPC to verify that the container is removed from the list.

remove --instance alp-2 --force
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Example:

[user@host ~]$ ContZ Client --addr 192.168.122.254:57400 container list
ID Name Image State Labels HASH

14d12 alp-1 alpine:3.20 RUNNING map[] method:SHA256 hash:"..."

gRPC network packet sampling interface

The gNPSI (gRPC Network Packet Sampling Interface) protocol is a network protocol that

» replaces UDP transport for flow data
* uses gRPC for reliable and secure transmission, and

« improves flow data reliability and security.

Table 55: Feature History Table

Feature name Release information Description
gRPC Network Packet Sampling | Release 25.4.1 Introduced in this release on: Fixed
Interface Systems (8200 [ASIC: Q200,

P100], 8700 [ASIC: P100, K100],
8010 [ASIC: A100]); Centralized
Systems (8600 [ASIC: Q200]);
Modular Systems (8800 [LC ASIC:
Q100, Q200, P100])

gNPSI offers more reliable and
secure flow data transport by
replacing traditional UDP with
encrypted, authenticated gRPC
connections, reducing packet loss
and simplifying secure
deployments. gNPSI uses gRPC to
transmit flow data between routers
and controllers. After you configure
NetFlow or sFlow with gNPSI
settings, the export process of the
router starts and waits for a
streaming request from a controller.
Flow data is securely streamed
using gNPSI once a connection is
established.

To view the specification of gNMI
union-replace, see the Github
repository.

Challenges with traditional methods

Traditional UDP-based flow-data transport has several challenges:
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» UDP transport can cause packet loss during network stress.

» UDP channels lack encryption and authentication, which can cause security risks.

* Discovery using VIP affects a large area if issues occur.

* The dial-out approach does not work when security policies require the collector to initiate connections.

* Encryption and proxy deployment are complex with UDP and multiple wire protocols.

Improved flow export with the gNPSI streaming model

Flow data was exported using traditional UDP-based mechanisms before the introduction of the gRPC Network
Packet Sampling Interface (gNPSI) feature. These mechanisms can lose packets under network stress and do
not provide built-in encryption or authentication.

This complexity makes secure deployment more difficult, especially when you use proxies, and reduces
flexibility because dial-out models conflict with environments where collectors need to initiate connections.

With gNPSI, you can carry flow data over encrypted and authenticated gRPC sessions. This approach provides
better reliability and security, lets your collectors initiate connections, and helps you deploy secure solutions
with proxies more easily.

The new workflow uses a controller-driven streaming model. In this model, EMSd coordinates with your
linecard export processes to give you more control, resiliency, and visibility for flow data delivery.

\)

Note Only version 0.1.0 of the gNPSI protocol is supported.

Benefits of gNPSI

gNPSI provides these benefits:

* Reduces packet loss during network stress.

* Encrypts and authenticates the data channel.

* Limits the impact area during failures or changes.
* Supports secure, collector-initiated connections.

* Simplifies the deployment of encrypted and proxy based solutions.

Usage guidelines for gNPSI
To use gNPSI effectively, follow these best practices:
* Apply the NetFlow or sFlow configuration with explicit gNPSI settings on the router.
» Use the correct export process (nfsvr).
* Ensure that controllers connect with the gNPSI protocol to start streaming.
* Monitor your controller connections for streaming status.

* Use supported show commands to view export and drop statistics.
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Restrictions for gNPSI

gNPSI has these limitations:

* You can use only version 0.1.0 of the gNPSI protocol.
* Use the trace commands and the show commands. You cannot use the debug commands.

* You can use only the published OpenConfig gNPSI telemetry model.

How gNPSI data and control flow work

Summary

Use the gNPSI data and control flow process to collect, manage, and stream network flow data from routers
to controllers efficiently. Configure routers for NetFlow or sFlow using gNPSI. Initiate export and streaming
operations.

Establish communication between linecards and the Route Processor (RP), and manage packet flow through
the EMSd service to external controllers. You can start and stop streaming based on controller connections
and system events. This approach provides reliable and controlled data delivery for your network monitoring
and analysis tasks.

Workflow

1

The gNPSI protocol processes flow data using these steps:
* The router applies NetFlow or sFlow configuration with gNPSI settings.
* The export process (nfsvr) starts on the linecards.

* The export process establishes a TCP connection to the EMSd process on the RP using a new
backplane VLAN.

» Sampling begins, but packets are dropped until a gNPSI request is received.

* When EMSd on the RP receives a gNPSI streaming request from a controller, it instructs the NetFlow
process on the linecards to start streaming.

* The NetFlow process streams packets to EMSd.

* EMSd encapsulates the packets in gNPSI gRPC messages and streams them to all connected
controllers.

« If all controllers disconnect, EMSd tells the NetFlow process to stop streaming.

* After a RP failover or EMSd restart, the NetFlow process re-establishes the session.

Use gNPSI to manage code and control flow in these ways:
* EMSd creates new external gNPSI gRPC Service code to encapsulate flow packets.
* EMSd creates new internal gNPSI TCP Service code to listen for flow packets from linecards.

* NetFlow or sFlow configuration triggers the appropriate export and control processes.
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* EMSd and NetFlow processes coordinate the start and stop of packet streaming based on controller

connections.

Configure gNPSI

Collect and export traffic data using NetFlow or sFlow with gNPSI. After enabling the required router services,
apply your flow-export settings, confirm that the export process is active, and verify that EMSd and controller

Step 1

connections are operating correctly.

gNPSI allows you to monitor and export traffic on routers with NetFlow and sFlow. You can manage
configurations by using CLI or YANG models. EMSd and controller integration support efficient streaming

and telemetry.
Before you begin

* Decide whether to use the CLI or YANG models for configuration.

* Confirm EMSd process is running and that the appropriate port is available for NetFlow or sFlow packets.

Follow these steps to configure gNPSI:

Procedure

Configure NetFlow or sFlow with gNPSI settings by using the CLI or supported YANG models.

a)

b)

c)

Apply your required gRPC configuration.

Example:

Add/edit any other grpc config required
Define the flow exporter, sampler, and monitor maps.

Example:

flow exporter-map EXP-1
version sflow v5

export protocol gnpsi
exit

sampler-map Sample
random 1 out-of 8000
exit

flow monitor-map fmm
record sflow

exporter EXP-1

Apply the monitor and sampler to the intended interface.

Example:

int FourHundredGigEO0O/0/0/0
! 1link towards peer where netflow is enabled
no shutdown
ipv4d address 192.0.2.1/24
ipv6 address 2001:DB8::20:0:0:1/120
flow datalink monitor fmm sampler Sample ingress

Refer to the OpenConfig gNPSI (OC-gNPSI) model if telemetry support is needed.
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Step 2 Apply and activate the configuration on the router.

Step 3 Verify that the export process starts successfully on the router linecards.

Step 4 Ensure the EMSd process is running and listens for incoming export packets.

Step 5 Establish a controller connection to the router to initiate streaming if required by your architecture.

Step 6 Use available show commands on the RP and linecards to monitor export statistics and packet drop counts.

« show flow gnpsi session

« show flow gnpsi statistics
« show gnpsi connections

« show gnpsi sessions

« show gnpsi stats

Step 7 Extend trace in EMSd and NetFlow or sFlow processes as needed for monitoring.

gNPSI is configured and operational. The router exports monitored traffic data using NetFlow or sFlow. You
can monitor export and drop statistics with show commands. Telemetry is enabled based on your configuration.
EMSd and controller processes run as required.

gRIBI default route resolution without recirculation

A gRIBI default route resolution without recirculation is a routing mechanism that

 maintains default route behavior within the same VRF
* eliminates bandwidth impact by removing the recycle process, and

* uses controller-driven programming instead of configuration changes.
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Table 56: Feature History Table

Feature Name Release Information Description
gRIBI default route resolution Release 25.4.1 Introduced in this release on: Fixed
without recirculation Systems (8200 [ASIC: Q200,

P100], 8700 [ASIC: P100, K100],
8010 [ASIC: A100]); Centralized
Systems (8600 [ASIC: Q200]);
Modular Systems (8800 [LC ASIC:
Q200, P100])

You can now resolve gRIBI default
routes in VRF without using
recirculation, eliminating extra
internal traffic that reduces
available bandwidth during route
lookups. The router marks next-hop
addresses and actions at route
programming, ensuring clear
routing decisions with minimal
memory usage and no effect on
performance. You configure the
router dynamically using
controllers instead of relying on
static settings, which provides
greater flexibility.

Benefits of gRIBI default route resolution without recirculation

These are the benefits of gRIBI default route resolution without recirculation:

* Prevents bandwidth reduction that previously resulted from the recycle process.
* Maintains the original behavior of default routing in your network.
* Enables control by moving from static configuration to controller-driven programming.

* Requires only minimal additional memory for an action type attribute.

Usage guidelines for gRIBI default route resolution without recirculation

* Use controller-driven programming to manage default routes.

* Use controller-driven programming to remove bandwidth impact instead of configuration-based changes.

Restrictions for gRIBI default route resolution without recirculation

* This feature is not supported on Q100 hardware due to lack of VRF redirect support.
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* The Platform Independent (PI) Forwarding Information Base (FIB) applies the special LOOKUP action
only when the LOOKUP next hop is the primary path.

* The PI FIB does not apply the special LOOKUP action if the LOOKUP next hop is a backup path, even
after a switchover.

How gRIBI default route resolution without recirculation works

When default route lookups cross VRF boundaries, you may experience reduced bandwidth and degraded
performance due to recirculation. You can use static route or VRF fallback configurations to look up default
routes without recirculation, but these options do not provide flexibility at runtime.

Summary

gRIBI default route resolution enhances routing performance. It eliminates the need for packet recirculation
when default route lookups cross VRF boundaries. This process uses a controller-driven architecture and
runtime flags to achieve bandwidth-efficient default routing.

This process involves these key components:

* The initial VRF: This VRF contains the packet’s prefix and is the initial point of route lookup.

* The user network uses default routes that previously required a recirculation step, leading to bandwidth
degradation.

* Controller (gRIBI): Manages routing behavior through events and runtime programming.

* PI FIB handles prefix and next-hop group (NHG) creation or update events. It also programs flags and
manages LOOKUP actions.

» PD FIB: Processes static and controller-driven configurations to manage VRF resolution and redirect
objects.

» SHLDI (Shared Local Device Interface) facilitates the transfer of action types, attributes, and VRF
information to PD FIB.

* TEP (Tunnel End Point) delivers redirect VRF information and is involved in LOOKUP actions.

» RIB (Routing Information Base) initiates prefix and NHG events for processing via the Service Layer
Application Programming Interface (SL-API).

Workflow
The process includes these stages:
1. Prefix lookup and default route evaluation:
* The system checks the incoming packet’s prefix in the initial VRF.

* If no route exists for the prefix, the default route is used, which triggers a lookup into another
VRF.

2. User requirement identification:

* The user setup uses default routes that previously required a recycle step and that suffered bandwidth
degradation.
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* The user’s objective is to maintain default routing efficiency and ensure the solution is

controller-driven.

3. Controller-driven architecture deployment:

* The design employs controller-driven programming using gRIBI to manage routing behavior.

* Runtime flags and actions replace the previous static configuration approach.

4. PIFIB event processing:
* PI FIB receives prefix and NHG creation/update events from RIB via the SL API and the gRIBI

controller.
* PI FIB sends flags for prefix and NHG events to PD FIB.
* The system sets an explicit DEFAULT flag for default routes.
* [f an NHG is marked with a LOOKUP action, the LOOKUP next hop becomes the primary path.

5. PD FIB handling for VRF resolution:

« In static configurations, PD FIB identifies parent objects with a table resolution flag, saves the VRF
table value, and creates or resolves VRF redirect objects in hardware.

* In controller-driven flows, PD FIB obtains equivalent information via SHLDI and TEP.

 [f SHLDI uses a TEP with a LOOKUP action, PD FIB replicates the behavior of the static
configuration in hardware.

6. Runtime action and memory impact:

* The action type variable is stored in SELDI FIB HAL attribute and uses only 8 bits, resulting in minimal

memory impact.

7. Detailed controller-driven route programming;:

* PD FIB receives the SHLDI object instead of LWLDI.

« After PI FIB programs SHLDI, PD FIB stores the action type. It then retrieves redirect VRF
information from the next-hop TEP.

* During route programming, PD FIB accesses the action type and redirect VRF from SHLDI only if
the route is a default route and the SHLDI action is LOOKUP.

* During SDK operation, PD FIB programs the default route to use the redirect VRF, avoiding the

recycle process.

Configure gRIBI default route resolution without recirculation

Set up gRIBI to resolve default routes without using recirculation.

This task shows you how to configure gRIBI to resolve default routes without using recycle. The configuration
works with supported platforms and programs both routes and next-hop groups (NHG).

Before you begin
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* Verify that your platform supports VRF redirect.
* Make sure your system does not use Q100 hardware.

» Make sure you can access the gRIBI controller and SDK.

Follow these steps to configure gRIBI default route resolution without recirculation:

Procedure

Step 1 Program a default route using the gRIBI controller.

Example:

! Enable gRIBI on the device
router static
gribi
admin-state enable
mode all-primary
persistence true
fib-ack true
exit
|

! Configure gRIBI controller session
grpc
service-layer
gribi
controller GRIBI-CTRL
address 203.0.113.10 port 57400
admin-state enable
exit
exit
exit
|

! (Optional) Ensure interface is ready for next-hop reachability
interface HundredGigEO/0/0/1
ipv4 address 192.0.2.254 255.255.255.0
no shutdown
exit
|

This default route should point to a primary NHG.

Step 2 Configure the next-hop within this primary NHG to include a LOOKUP action.

Example:

grpc
service-layer
gribi
admin-state enable
mode all-primary
fib-ack true
exit
exit
|

! Optional: ensure local interface for recursion/lookup
interface HundredGigE0/0/0/0
ipv4 address 192.0.2.254 255.255.255.0
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Step 3
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exit
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This LOOKUP action should specify the target VRF where the default route resolution should occur.

Validate the configuration to ensure that the default route resolves to the specified redirect VRF without packet recirculation.

Example:

Router#show fib vrf Blue 203.0.113.0/24 detail

FIB entry for VRF: Blue
Prefix: 203.0.113.0/24
Route State: Active
Route Type: Connected
Flags: 0x0

Nexthop (s) :
e Nexthop 1:
e IP Address: 203.0.113.1
e Interface: GigabitEthernet0/0/0/0
e Afi: IPv4
e Weight: 0
e Flags: Direct, Hardware-Programmed

Nexthop 2:

e IP Address: 198.51.100.1

e Interface: GigabitEthernet0/0/0/1
e Afi: IPv4

e Weight: 0

e Flags: Direct, Hardware-Programmed

Load-split: 1/1
Packets Forwarded: 0
Bytes Forwarded: O
Updated: 00:03:17 ago

You configure gRIBI default routing to resolve default routes without recirculation by using redirect VRF on

compatible hardware and software.

What to do next

* Confirm that the VRF redirect is functioning and that no recirculation path is used.

* Review any logs or system reports to ensure that configuration changes have taken effect.



CHAPTER 7

Manage automation scripts using Yang RPCs

 Automation scripts using YANG RPCs, on page 183
» Common script actions, on page 184

* Exec scripts , on page 189

* EEM scripts using RPCs , on page 196
* Operational model for EEM script, on page 200

Automation scripts using YANG RPCs

An automation script is a software tool that

* interacts with network devices using standardized APIs such as NETCONF or gNMI,

* executes remote procedure calls (RPCs) defined by YANG data models to retrieve or edit device
configuration, and

» enables automated, repeatable, and scalable management operations for network infrastructure.

To use automation scripts for remote management, you must establish an SSH session between the client (the
script or application) and the network device (the server). For example, enabling the NETCONF SSH agent

on a router requires these configuration commands:

® ssh server v2

®* netconf agent tty

Once connected, the client sends one or more RPC requests such as get-config to retrieve device configuration
or edit-config to modify it. The server processes each request and sends a response.

Table 57: Feature History Table

Feature Name

Release
Information

Description

Manage Automation Scripts | Release 7.3.2
Using YANG RPCs

This feature enables you to use remote procedure calls
(RPCs) on YANG data models to perform the same
automated operations as CLIs, such as edit
configurations or retrieve router information.
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A Python script uses the NETCONF protocol to automatically update interface settings on multiple
routers by sending edit-config RPCs. An automation tool retrieves system status from a network
device using gNMI and YANG-defined telemetry models.

Common script actions

A common script action is a network automation operation that
* uses YANG remote procedure calls (RPCs) to manage automation scripts,
« supports multiple script types such as config, exec, process, and Embedded Event Manager (EEM), and

* produces output responses that describe the result of each action and indicate success or failure.

YANG RPCs (Remote Procedure Calls) enable centralized and programmatic management of automation
scripts within a network device or system. The Cisco-10S-XR-infra-script-mgmt-act.yang model allows
users to add scripts to the repository, remove scripts, execute scripts, and stop running scripts. Each RPC

provides a response that includes an operation status (True for success, False for failure) and a descriptive
message.

Table 58: Feature History Table

Feature Name Release Description

Information
Manage Common Script Release 7.5.1 This feature enables you to use YANG remote procedure
Actions Using YANG RPCs calls (RPCs) on

Cisco-I0S-XR-infra-script-mgmt-act.yang data model
to perform actions on the automation scripts such as add
or remove script from the script repository, run, or stop
script from running.

Add a script

Add scripts to the device script repository to automate configuration, execution, or monitoring processes. You
can add up to 10 scripts at a time and specify optional checksum values for script integrity.

Use this procedure to add configuration, exec, process, or EEM scripts to your device repository. Adding
scripts with checksums ensures the integrity and authenticity of scripts before execution.

Before you begin
Before you begin:
* Ensure you have access to the device with the required administrative privileges.

* Prepare your script files and confirm their locations.

* Optionally, compute and have ready the checksum value(s) for your scripts if you want to verify integrity.
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Step 1

Step 2

Step 3

Step 4

Add a script .

Procedure

To add a single script to the repository, use the following RPC call with the script type, source, and script name:

Example:

<add xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<vrf></vrf>
<source>/harddisk:/</source>
<script-name>sample.py</script-name>
</add>

The specified script is added to the repository.

To add multiple scripts at the same time, list each script name within the same RPC request:

Example:

<add xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<source>/harddisk:/</source>
<script-name>sample2.py</script-name>
<script-name>sample3.py</script-name>
</add>

All specified scripts are added to the repository in a single operation.

To add a script with a checksum value for integrity validation, use the following RPC request:

Example:

<add-checksum xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<source>/harddisk:/</source>
<script-checksums>
<script-name>sample.py</script-name>
<checksum>e3b0c44298fclcl49afbf4c8996fb92427ae41e46490934cad495991b7852b855</checksum>
</script-checksums>
</add-checksum>

The script is added to the repository with its checksum recorded for future validation.

To add multiple scripts with their respective checksum values, include multiple script-checksums blocks:

Example:

<add-checksum xmlns="http://cisco.com/ns/yang/Cisco-IO0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<source>/harddisk:/</source>
<script-checksums>
<script-name>sample.py</script-name>
<checksum>e3b0c44298fclcl49afbf4c8996fb92427ae41e46490934ca495991b7852b855</checksum>
</script-checksums>
<script-checksums>
<script-name>sample2.py</script-name>
<checksum>e3b0c44298fclcl49afbf4c8996fb92427ae41e46490934ca495991b7852b855</checksum>
</script-checksums>
</add-checksum>

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



Manage automation scripts using Yang RPCs |

. Remove a script

All specified scripts are added with their checksums for verification.

Scripts are successfully added to the repository and are available for management or execution. Scripts with
checksums are validated for integrity.

What to do next

After adding scripts, verify script availability and correct checksum status using the script management tools
or commands available on your device.

Remove a script

Step 1

Step 2

Step 3
Step 4

Use this task to remove a script or multiple scripts from the repository by sending an RPC request with the
script type and name.

Removing obsolete or unnecessary scripts helps maintain a clean and secure repository environment.

Perform this task when you need to delete scripts that are no longer required or must be replaced in the Cisco
IOS XR script repository. This applies to both single and multiple script removals.

Before you begin

Before you begin, ensure you have the required access privileges to send RPC requests to the device and know
the exact script type and script names you want to remove.

Procedure

Provide the script type and script name(s) for each script to remove.

Example:

<remove xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<script-name>sample.py</script-name>
</remove>

If removing multiple scripts, include each script name within the request (up to 10).

Example:

<remove xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-type>exec</script-type>
<script-name>sample2.py</script-name>
<script-name>sample3.py</script-name>
</remove>

Send the RPC request to the device for processing.

Verify the RPC response to ensure the scripts were removed successfully.

Example:

<responses>
<script-name>sample.py</script-name>
<response>sample.py has been removed from the script repository</response>
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Stop a script .

<status>True</status>
</responses>

The response indicates the status of each script removal.

Stop a script

SUMMARY STEPS

DETAILED STEPS

Procedure

The specified scripts are removed from the repository. Confirmation is provided in the RPC response.

What to do next

Review the list of scripts in the repository to confirm that only the required scripts remain.

Use this task to halt an active script on the device. This is useful if you need to interrupt a script that is currently
running or if you need to recover from potential script-related issues.

Stopping a script requires the request ID assigned when the script was started. You must send an API request
using the documented XML format to instruct the system to terminate the specific script instance.

Before you begin
Before you begin:

* Identify the request ID for the script you want to stop.

* Ensure you have access and permission to send API requests to the target device.

1. Send a stop request using the required XML payload, replacing with the script's actual request ID.
2. Verify that the API response includes <status>True</status>, confirming the script has stopped.

Step 1 Send a stop request using the required XML payload, replacing with the script's actual request ID.

Example:

<stop xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">

<request-1d>1622058854</request-id>
<description></description>
</stop>

Step 2 Verify that the API response includes <status>True</status>, confirming the script has stopped.

Example:

<script-stop-response>

<response></response>
<status>True</status>
</script-stop-response>

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



Manage automation scripts using Yang RPCs |

. Run a script

If the status is not True, confirm the request ID is correct and that the script is currently running.

The script has successfully stopped when status returns True.

The specified script instance is stopped and can no longer perform any operations.

What to do next

You may submit new scripts or manage script instances as needed now that the prior script has been terminated.

Run a script

Step 1

Step 2

Step 3

Step 4

Execute a specified script file on the device. Optionally, configure logging options for monitoring and
troubleshooting.

Running a script automates management or operational tasks and may require different logging levels for
troubleshooting. Perform this task when you need to automate a workflow, gather data, or perform custom
operations via scripting.

Before you begin
Before you begin, ensure:

* The script file is uploaded and accessible on the device.

* You have the correct permissions to execute scripts.

Procedure

Specify the script name to run.

Example:

<run xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<script-name>sample.py</script-name>
</run>

(Optional) Set the desired logging level. Available levels include critical, debug, error, info, or warning.

Example:

<log-level>Info</log-level>

(Optional) Define other parameters such as log path, maximum runtime, or add script arguments as required.

Example:

<argument-list>--verbose</argument-list>
<log-path>/var/logs</log-path>
<max-runtime>300</max-runtime>

Submit the run command to execute the script.

The device schedules and initiates script execution.
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Example:

<run/>

The system displays an RPC response confirming the script has been scheduled. For example:

<script-run-response>
<response>Script run scheduled</response>
<request-id>1622058854</request-id>
<status>True</status>
</script-run-response>

The script runs successfully. Monitor log files and system status as needed to verify completion and review
outputs.

What to do next

After running the script, review its output, address any errors, and archive logs for future reference if necessary.

Exec scripts

An exec script is a network automation feature that

* enables users to execute predefined actions or sequences on network devices,
» makes use of remote procedure calls (RPCs) to interface with device data models, and

* supports integration with configuration, action, and operational data models.

Supported use cases for exec scripts

Exec scripts allow automation for common operational tasks, such as configuration backup, data collection,
or network health monitoring.

Example of an exec script

For instance, an exec script can be triggered to periodically back up the device running configuration
by calling an RPC on the cisco-I0S-xR-infra-script-mgmt-act data model.

Add an exec script

Use this task to upload an exec script from an external source to the router’s
harddisk:/mirror/script-mgmt/exec SCript management repository for execution via script management
features.

This task is used when you need to add a new executable script to automate operations or perform custom
actions on a Cisco IOS XR device. You can use either the YANG data model interface or equivalent CLI
commands based on your operational preference.

The script add exec script-location script.py is the equivalent command for
Cisco-I0S-XR-infra-script-mgmt-act.yang.
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. Configure checksum

Step 1

Step 2

Before you begin
Before you begin, ensure:

* You have the required exec script (for example, samplel.py) available on your file system or accessible
from your management device.

* You have NETCONF/YANG or CLI access with sufficient privileges to execute script management
operations.

Procedure

Use the YANG data model to add the exec script via NETCONF RPC.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<script-add-type-source xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">

<type>exec</type>
<source>/harddisk:/</source>
<file-name-1>samplel.py</file-name-1>

</script-add-type-source>
</rpc>

Upon completion, the system logs a message indicating that the script has been successfully added.

Router: script manager[66762]: %0S-SCRIPT MGMT-6-INFO :
Script-script manager: samplel.py has been added to the script repository

Alternatively, use the CLI to add the exec script directly.

Example:
script add exec harddisk:/samplel.py

The system confirms successful upload in the CLI output.

The exec script is now present in the script repository (harddisk:/mirror/script-mgmt/exec). It can be managed
and executed as required.

What to do next

Optional: Verify the script is available by listing scripts in the repository using appropriate CLI command or
NETCONF get operation.

* To list scripts via CLI:

script list exec

Configure checksum

Ensure the integrity of script files by associating a checksum value, such as SHA-256, with the script.
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Step 1

Step 2

Step 3

Configure checksum .

Associating a checksum with a script protects against file tampering or corruption. You can configure the
checksum using YANG data models or through the CLI, depending on your management preference.

Before you begin

Before you begin, ensure that:
* The script file you want to secure (.py, .sh, etc.) is present on the device.
* The calculated checksum value (for example, SHA-256 digest) is available.
* You have administrative access via CLI or NETCONF/YANG APL

Calculate the checksum value for your script file using a utility such as sha256sum.

sha256sum samplel.py

Associate the checksum with the script using one of the following methods:

* CLI Method: Enter the following command from configuration mode::

script exec samplel.py checksum SHA256
5103a843032505decc37££21089336e4bcc6al061341056ca8add3ac5d6620ef

* NETCONF/YANG Method: Send an edit-config RPC to configure the checksum for the script file:

<rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="uuid">

<nc:edit-config>

<nc:target>

<nc:candidate/>

</nc:target>

<nc:config>

<scripts xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-cfg">
<exec-script>

<scripts>

<script>

<script-name>samplel.py</script-name>

<checksum>

<checksum-type>sha256</checksum-type>
<checksum>5103a843032505decc37££21089336e4bcc6al061341056ca8add3ac5d6620ef</checksum>

</checksum>
</script>
</scripts>
</exec-script>
</scripts>
</nc:config>
</nc:edit-config>
</rpc>

If using NETCONEF, verify that the response contains <ok/> to confirm successful configuration.

<rpc-reply message-id="uuid" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
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. Run an exec script

Step 4

</rpc-reply>

Verify that the checksum is applied by displaying the script properties using the appropriate CLI or YANG command.

Example:

Router# show script exec
The selected script now has an associated checksum value, protecting it against unauthorized modification or
corruption.

What to do next

After configuring the checksum, test execution of the script to ensure proper operation and integrity verification.

Run an exec script

Step 1

Step 2

Use this task to execute a Python script (such as samplel.py) on the router for automation or system
management functions.

You can run Python scripts from the router using either the CLI command or an RPC request through
NETCONF/YANG interfaces. Successful execution provides operational insights or enables automation
workflows.

Before you begin
* Ensure the Python script (samplel.py) is uploaded to the router's script directory.

» Verify you have sufficient privileges to execute scripts on the router.

Procedure

Run the script using the CLI command.

Example:

script run samplel.py
A successful command schedules the script for execution and logs the activity in syslog.

The router executes the script and displays status output.

Alternatively, run the script via NETCONF/YANG RPC request.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<script-run xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-act">
<name>samplel.py</name>

</script-run>

</rpc>

A successful execution returns an <ok/> response in NETCONF.
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Step 3

Stop an exec script .

The script runs and the completion status is returned via RPC reply.

Verify execution using syslog messages.

Example:

Router: UTC: script_control cli[67858]: %$0S-SCRIPT MGMT-6-INFO : Script-control: Script
run scheduled: samplel.py. Request ID: 1631795207
Router: script agent main[248]: $0S-SCRIPT MGMT-6-INFO : Script-script agent: Script
execution samplel.py (exec) Started : Request ID : 1631795207 :: PID: 18710

Confirm that syslog entries show script scheduling and execution status for traceability.

The selected Python script executes successfully on the router. You can view output and confirmation in CLI,
NETCONF response, or syslog entries.

What to do next
» Review script output and logs to ensure the script completed as intended.

* Address any errors or exceptions recorded in syslog.

Stop an exec script

Step 1

Step 2

Terminate a currently running exec script.

Use this task when you need to manually halt a script that is currently executing on the device. This action
helps prevent unintended consequences if a script behaves unexpectedly or must be stopped for operational
reasons.

Before you begin

Ensure you have administrative access to the device via CLI or NETCONF.

Procedure

In the CLI, enter the following command to stop the exec script:

Example:

script stop <script-name>

Replace <script-name> with the name or identifier of the running script you want to stop.

Alternatively, if you are using NETCONF, send an RPC request as shown:

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<script-stop-request xmlns="http://cisco.com/ns/yang/Cisco-IOS-XR-infra-script-mgmt-act">
<request>SCRIPT-ID</request>
</script-stop-request>
</rpc>
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. Remove an exec script

Replace SCRIPT-ID with the identifier for the script you want to stop.

The specified exec script is stopped.

What to do next

Verify the script has stopped by checking the script status. Restart or perform additional troubleshooting if
required.

Remove an exec script

Step 1
Step 2
Step 3

Step 4

Remove an exec script from the script management repository to free up space or eliminate scripts that are
no longer needed. This does not delete the script's management or execution history data.

Use this task when you want to remove a specific exec script from the repository. The removed script cannot
be run unless you add it back again. The equivalent CLI for cisco-I0S-XR-infra-script-mgmt-act.yang
is script remove exec <script_name.py>

Before you begin

Ensure you have administrative access to the device or system where the script repository is managed.

Procedure

Access the script management tool or command-line interface.
List the available exec scripts to identify the script you want to remove.

Remove the target exec script using the appropriate command or menu option.

For command-line removal, use:Script remove exec <script_name.py>

Verify that the script has been removed from the repository.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<script-remove-type xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XR-infra-script-mgmt-act">
<type>exec</type>
<file-name-1>load modules ut.py</file-name-1>
</script-remove-type>
</rpc>

The selected exec script is removed from the repository and cannot be executed unless re-added.

What to do next

If needed, add a different script to the repository or clean up additional scripts as required.
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View the script execution status .

View the script execution status

Step 1

Step 2

Step 3

Check the progress and results of script execution on the device to confirm operational status or diagnose
issues.

Network administrators may need to verify the status, logs, and outcomes of scripts that run on the device for
troubleshooting or operational monitoring.

You can use either the CLI command or NETCONF RPC calls to view script execution status.
Before you begin

Ensure you have the required access privileges to run operational commands on the device (CLI or NETCONF),
and that at least one script has been executed.

Procedure

Use the CLI command to display script execution status and details.

Example:
show script execution [request-id <value>] [name <filename>] [status {Exception | Executed | Killed
| Started | Stopped | Timed-out}] [reverse] [last <number>]

Replace options in brackets as needed to filter specific execution results by request ID, script name, or status.

The command displays script execution entries, including request ID, script name, current status, execution duration, and
log path.

Alternatively, send a NETCONF RPC request to retrieve script execution details programmatically.

Example:

<rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="unique-id">
<get>
<filter>
<script xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-infra-script-mgmt-oper">
<execution>
<requests>
<request>
<request-id><your-request-id></request-id>
<detail>
<execution-detail/>
</detail>
</request>
</requests>
</execution>
</script>
</filter>
</get>
</rpc>

Replace <your-request-id> with the actual ID of the script execution you want to query.

A successful response returns execution summary, duration, log path, run options, and event history for the specified
script execution.

If more detail is needed, review the log path shown in the output.
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Use the displayed log file path to access detailed execution logs for troubleshooting.

You have successfully retrieved the script execution status and details, which can now be used for monitoring
or troubleshooting purposes.

What to do next

Ifissues are detected, use the log files or event details to further diagnose and resolve script execution problems.

EEM scripts using RPCs

EEM scripts using RPCs are automated network management tools that

* leverage Remote Procedure Calls (RPCs) to interact with device configuration and status
* support dynamic, event-based automation through the Cisco IOS XR event manager framework, and

* integrate programmable operations with data models such as
Cisco-I0S-XR-um-event-manager-policy-map-cfg.yang and Cisco-IOS-XR-um-event-manager-cfg.yang.

Relevant data models and protocols
The following YANG data models support EEM scripts with RPC functionality:
* Cisco-IOS-XR-um-event-manager-policy-map-cfg.yang

* Cisco-IOS-XR-um-event-manager-cfg.yang (augmented for advanced programmability)

Using NETCONF or gNMI protocols, EEM scripts can launch device configuration changes or collect telemetry
in response to specific network events.

Example of EEM script using RPCs

A sample EEM script is configured to monitor interface status. When an interface goes down, the
script automatically triggers an RPC call to reset the interface and log the event for future auditing.

Configure event actions using the data model

Configure actions that automatically respond to specific network events by defining triggers and corresponding
scripts using the YANG data model and NETCONF RPC.

Use this process to automate proactive handling of events (like syslog patterns) on NETCONF-enabled Cisco
I0S XR devices. Event triggers and actions ensure operational responses are consistent and timely.

Before you begin
* Confirm NETCONF access and administrative credentials for your device.

* Ensure the device supports Cisco-IOS-XR-um-event-manager features.
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Configure event actions using the data model .

* Prepare the event criteria (name, trigger pattern, severity) and action details (script, username, timeout,
checksum).

Procedure

Step 1 Access the NETCONF configuration interface for your Cisco IOS XR device.
Step 2 Define an event trigger by setting these parameters.

a) Specify event-name (e.g., "event 1").

b) Set occurrence count and period in seconds.

c¢) Choose type as syslog, and provide the pattern and severity level.

Step 3 Configure an event action.
a) Enter action-name (e.g., "action 1").
b) Set type to script, with script-name, maxrun (timeout), and checksum values.
¢) Provide username for script execution.

Step 4 Send the configuration using a NETCONTF edit-config RPC request.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target><candidate/></target>
<config>
<event xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-event-manager-cfg">
<manager>
<event-trigger
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-event-manager-policy-map-cfg">

<event>
<event-name>event 1</event-name>
<occurrence>2</occurrence>
<period><seconds>60</seconds></period>
<type>

<syslog>
<pattern>"Syslog for EEM script"</pattern>
<severity><warning/></severity>
</syslog>

</type>

</event>

</event-trigger>
<actions xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-event-manager-policy-map-cfg">

<action>
<action-name>action 1</action-name>
<type>
<script>
<script-name>event script 1.py</script-name>
<maxrun><seconds>30</seconds></maxrun>

<checksum><sha256>bbl9%a7a286db72aa7c7bd75ad5f224eeal062b7cdaaecec06f11f0£86£976831d</sha256></checksum>

</script>
</type>
<username>eem user 1</username>
</action>
</actions>
</manager>
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</event>
</config>
</edit-config>
</rpc>

Step 5 Commit your configuration using the NETCONF commit RPC request.

Example:
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="102">
<commit/>
</rpc>

Step 6 Verify a successful NETCONF response includes <ok/>.

Example:

<rpc-reply message-id="urn:uuid:16fa22ed-3£f46-4369-806a-3bccdlaefcaf"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>

</rpc-reply>

Your event-driven actions are now active and scripts are launched automatically when a matching event
occurs.
What to do next

* Test the configuration by producing a matching syslog event on the device.

* Review system logs to confirm script execution and troubleshoot if needed.

Create a policy map for events and actions with a data model

You use a data model to create a policy map that defines actions for specific network events.
This enables automation and centralized management of event policies on supported devices.

Policy maps provide a reusable model for associating events with actions. By using the YANG data model,
you can configure these policies programmatically and ensure consistent behavior across devices.

Before you begin
Before you begin, ensure the following:
* You have administrator access to the device.

* NETCONEF is enabled on the device.

* You have the syntax details for the required YANG module and CLI commands.
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Step 1

Step 2

Step 3

Create a policy map for events and actions with a data model .

Procedure

Use the YANG data model cisco-10S-XR-um-event-manager-policy-map-ctg or the CLI to define a new policy map

for event management.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>

<target>

<candidate/>

</target>

<config>

<event xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XR-um-event-manager-cfg">

<manager>

<policy-maps xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-event-manager-policy-map-cfg">

<policy-map>
<policy-map-name>policy 1</policy-map-name>
<trigger>

<event>event 1</event>

</trigger>

<actions>

<action>

<action-name>action 1</action-name>
</action>

</actions>

</policy-map>

</policy-maps>

</manager>

</event>

</config>

</edit-config>

</rpc>

Alternatively, configure the equivalent policy map and event-action relationship using the CLI:
event manager policy-map policy-name
action action-name

trigger event event-name

Commit the changes to apply the configuration.

Example:

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="102">
<commit/>
</rpc>

Verify successful configuration.

If the RPC reply contains an <ok/> message, the configuration is successful.
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The device is now configured with a policy map that assigns actions to specific events. Event policies are
active and managed according to your definitions in the data model or CLI.

What to do next

Review policy operation and monitor event actions to ensure expected behavior. Adjust policy maps or event
triggers as needed based on operational requirements.

Operational model for EEM script

An operational model is a framework that

* describes how a system, process, or component behaves under various conditions,
» defines the roles, actions, and interactions among different parts or actors during operation, and

* enables prediction, analysis, or management of real-world operational scenarios.

Table 59: Feature History Table

Feature Name Release Description

Information
Operational Data Model | Release 7.5.2 You can programmatically retrieve the operational status of
for EEM Script events, actions, and policy maps using the YANG data model.

In earlier releases, you used the show event manager command
to view the operational status of event scripts.

This release introduces
Cisco-I0S-XR-ha-eem-policy-oper.yang and
Cisco-I0S-XR-event-manager-policy-map-oper.yang data
models.

Retrieve actions using the operational data model

The purpose of this task is to allow you to retrieve detailed information about specific IOS XR actions
configured on the router by querying the operational data model with NETCONF. Action details are useful
for validating scripts, troubleshooting, and monitoring operational status.

Actions in IOS XR are RPC statements that trigger operations or execute scripts. By querying the operational
YANG model, you can programmatically view action attributes, recent status, run counts, and associations
with policy maps.

This task is typically performed by network administrators or automation engineers managing [0S XR devices
in programmable environments.

Before you begin
Before you begin, ensure these prerequisites are met:

* NETCONEF is enabled and accessible on the IOS XR router.

* You have valid credentials to access the router via NETCONF.
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Step 1

Step 2

Step 3

Retrieve actions using the operational data model .

* The target action name (for example, action2) is known.

Procedure

Prepare a NETCONF RPC <get> request targeting the YANG module Cisco-l OS-XR-ha-eem-policy-oper and specify
the action name you want to retrieve.

Example:

<rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:example-message-id">
<get>
<filter>
<eem xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ha-eem-policy-oper">
<action-names xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-event-manager-policy-map-oper">

<action-name>
<action-name>action2</action-name>
</action-name>

</action-names>

</eem>

</filter>

</get>

</rpc>

Replace action2 with the actual action name you want to query.

Send the NETCONF RPC request to your IOS XR device using your preferred NETCONF client or automation tool
(such as ncclient or YANG Suite).

If using command-line tools, ensure the session is authenticated and the device supports the required YANG modules.

Review the RPC response details to verify the action attributes and operational status.

Example:

<rpc-reply message-id="urn:uuid:example-message-id"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<eem xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ha-eem-policy-oper">
<action-names xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-event-manager-policy-map-oper">

<action-name>
<action-name>action2</action-name>
<action-name-xr>action2</action-name-xr>
<script-name>event script 2.py</script-name>
<action-type>script</action-type>
<triggered-count>7</triggered-count>
<policy-count>1</policy-count>
<max-run>20</max-run>
<checksum-enabled>SHA256</checksum-enabled>
<last-run-status>Success</last-run-status>
<user-name>eem user</user-name>

<checksum-string>270b9730e77c90d6£5784084ed21e29d8d7b8edaf8£98a4513879a1631c493ad</checksum-string>
<action-policy-map>
<policy-name>policy3</policy-name>
</action-policy-map>
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</action-name>
</action-names>
</eem>

</data>
</rpc-reply>

Verify fields such as script-name, last-run-status, triggered-count, and policy associations for troubleshooting or
validation purposes.

You have successfully retrieved the action details from the operational data model.

The system returns the operational attributes of the specified action in the NETCONF RPC response. This
data allows you to automate monitoring, troubleshooting, or auditing of IOS XR actions and associated scripts.

What to do next

Optionally, repeat the query for other action names or use the retrieved output to update your automation
records or configuration monitoring dashboards.

Retrieve a policy map using the operational data model

Step 1

Step 2

Retrieve the configuration and operational status of a policy map by submitting a NETCONF RPC request
based on the Cisco-IOS-XR-ha-eem-policy-oper YANG model.

Use this task when you need to audit, troubleshoot, or verify the state and details of policy maps on Cisco
IOS XR devices programmatically. This method provides a structured XML response containing policy
actions, status, and event triggers.

Before you begin
» Ensure NETCONTF is enabled on the target device.
» Have appropriate user credentials with permission to access operational data.

* Know the policy map name you want to retrieve.

Connect to the device via a NETCONF-capable client.
Connection to the device is established.

Submit an RPC request using the Cisco-IOS-XR-ha-eem-policy-oper YANG model with the specific policy map name
in your filter.

<rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="urn:uuid:3cec3£f3a-395b-4763-b1al-1053149da60c">

<get>

<filter>

<eem xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ha-eem-policy-oper">
<policy-map-names

xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XR-event-manager-policy-map-oper">
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<policy-map-name>
<policy-name>policy4</policy-name>
</policy-map-name>
</policy-map-names>

</eem>

</filter>

</get>

</rpc>

The device returns a detailed XML response containing the policy map's configuration and operational status.

Step 3 Review the RPC response and verify details for the specified policy map, such as status, event map, action map, and
occurrence counters.

Example:

<rpc-reply message-id="urn:uuid:3cec3f3a-395b-4763-b1al-1053149da60c"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<data>

<eem xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ha-eem-policy-oper">

<policy-map-names
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-event-manager-policy-map-oper">

<policy-map-name>

<policy-name>policy4</policy-name>

<policy-status>active</policy-status>

<policy-occurrence>2</policy-occurrence>

<event-count>2</event-count>

<policy-event-map>

<event-name>event5</event-name>

<event-status>active</event-status>

</policy-event-map>

<policy-action-map>

<action-name>action4</action-name>

<checksum-enabled>SHA256</checksum-enabled>

</policy-action-map>

</policy-map-name>

</policy-map-names>

</eem>

</data>

</rpc-reply>

The requested policy map details are available and can be used for verification or troubleshooting purposes.

The specified policy map's operational details are successfully retrieved and displayed in XML format.

What to do next

* Optionally, store or export the policy map details for audit or ongoing monitoring.

« If further analysis is needed, reference the YANG model documentation for available attributes.

Retrieve events with trigger conditions using the operational data model

Retrieve and review event details by using the YANG operational data model to monitor event manager trigger
conditions.
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Use this procedure when you need to verify or troubleshoot event triggers registered via the event manager
subsystem. This enables programmatic monitoring without relying solely on CLI output.

Before you begin
* Ensure you have NETCONF or RESTCONF access enabled on the target Cisco IOS XR device.
* Obtain device credentials with appropriate read privileges.

* Have the desired event trigger name(s) ready.

Procedure

Step 1 Establish a NETCONF session with the device using your preferred YANG management tool.

Step 2 Send a get operation with a filter that targets the event trigger data for the specific event name.

Example filter (replace event4 with your event name):

Example:

<rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<nc:get>
<filter>

<eem xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ha-eem-policy-oper">

<event-trigger-names
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-event-manager-policy-map-oper">

<event-trigger-name>

<event-name>event4</event-name>

</event-trigger-name>

</event-trigger-names>

</eem>

</filter>

</nc:get>

</rpc>

Step 3 Review the returned RPC response for event status, type, details, and policy mapping.
Key fields: event-status, event-type, event-policy-map, event-triggered-count.

Example:

<event-name>eventd4</event-name>
<event-status>active</event-status>
<event-type>syslog</event-type>
<event-policy-map>
<policy-name>policy4</policy-name>
</event-policy-map>

Step 4 Optionally, use the CLI for equivalent information if needed.

CLI command:

Router# show event manager event-trigger event-trigger-name detailed

For more details, refer to the View Operational Status of Event Scripts topic.
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You have retrieved and verified the operational status and configuration of event triggers using the YANG
data model or CLI.

What to do next

» Use the collected data for further troubleshooting, policy adjustment, or monitoring automation as needed.
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Precommit Scripts

* Precommit scripts, on page 207
* Restrictions of precommit script, on page 208
* Run the precommit script, on page 208

Precommit scripts

A precommit script is a configuration management tool that

* executes custom python logic automatically during configuration commit operations,
» validates proposed configuration changes against administrator-defined policies, and

* determines whether to allow or block the commit based on script evaluation results.

Table 60: Feature History Table

Feature Name Release Information Description
Precommit script to validate Release 7.5.4 With this feature, you can deploy
configuration change custom Python scripts. These

scripts are executed automatically
during a configuration commit
operation. They process the
configuration change and act as a
deciding factor to either proceed
with applying the configuration or
stop the commit operation in the
event of an error.

Cisco IOS XR precommit scripts play a crucial role in validating configurations during commit operations.
These scripts are invoked automatically when a configuration change is committed. Device administrators
use them to enforce custom validation rules and simplify repetitive configuration tasks.

During a configuration commit, precommit scripts are automatically initiated to validate changes. If the
changes are valid, the script permits the commit. If not, it alerts the administrator to the mismatch and blocks
the commit, maintaining device parameters and reducing human error.
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Functions of precommit script
Precommit scripts are automatically invoked during a commit operation and can perform several functions.

* The system automatically invokes precommit scripts during a commit operation to validate configuration
changes.

* The precommit scripts validate your proposed configuration to ensure it meets the required standards.
* These scripts ensure that any changes to the target configuration stay within system or software boundaries.

* The scripts can estimate the number of Ternary Content Addressable Memory (TCAM) slots that your
configuration will require.

* The scripts verify that TCAM usage does not exceed the defined threshold.

* The scripts check that your commit operation follows the required execution rules, such as allowing
configuration changes that affect traffic only during specified time intervals.

* If your configuration is invalid, the scripts block the commit operation and display a detailed error
message.

* The scripts generate system log messages to help you analyze and troubleshoot failed commit operations.

Restrictions of precommit script

These restrictions apply when using precommit scripts.

* Precommiit scripts cannot modify a configuration.

* Configuration validation before a commit operation is supported only using CLI commands. Operations
using NETCONF, gNMI and XML are not supported even if the precommit script is enabled.

Run the precommit script

The following image shows a workflow diagram representing the steps involved in using a precommit script:
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Figure 1: Workflow to run precommit scripts

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



Precommit Scripts |

. Download the script to the router

Step 1
Step 2
Step 3

Before you begin

Precommit scripts can be written in Python 3.9 (and earlier) programming language using the packages that
Cisco supports. For more information about the supported packages, see Script Infrastructure and Sample
Templates.

This chapter gets you started with provisioning your precommit automation scripts on the router.

\)

Note This chapter does not delve into creating Python scripts, but assumes that you have basic understanding of

Python programming language. This section walks you through the process involved in deploying and using
the precommit scripts on the router.

Download the script to the router.
Configure checksum for precommit script.
Activate precommit script.

A precommit script is invoked automatically when you commit a configuration change to modify the router configuration.
You can view the result from the script execution on the console.

Download the script to the router

Store the precomit script on a remote server or copy to the harddisk of the router. Add the precommit script
from the server to the script management repository (hardisk:/mirror/script-mgmt) on the router using the
script add precommit command.

Before you begin

To manage the scripts, you must add the scripts to the script management repository on the router. A
subdirectory is created for each script type. By default, this repository stores the downloaded scripts in the
appropriate subdirectory based on script type.

Script Download Location
Type

precommit | harddisk:/mirror/script-mgmt/precommit

config harddisk:/mirror/script-mgmt/config

exec harddisk:/mirror/script-mgmt/exec

process | harddisk:/mirror/script-mgmt/process

eem harddisk:/mirror/script-mgmt/eem
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Step 1

Step 2

Download the script to the router .

Procedure

Add the script to the script management repository on the router using one of the two options:

* Add the script from a server.
* Copy the script from an external repository.

a) Add the script from a configured remote server (HTTP, HTTPS, FTP or SCP) or the harddisk location in the router.

Example:

Router#script add precommit script-location script.py

You can add a maximum of 10 scripts simultaneously. You can also specify the checksum value while downloading the
script. This value ensures that the file being copied is genuine. You can fetch the checksum of the script from the server
from where you are downloading the script. However, specifying checksum while downloading the script is optional.

Note
Only SHA256 checksum is supported.
For multiple scripts, use the following syntax to specify the checksum:

Router#script add precommit http://192.0.2.0/scripts scriptl.py scriptl-checksum script2.py
script2-checksum... scriptlO.py scriptlO-checksum

If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.
a) Copy the script from a remote location to harddisk using scp or copy command.

Example:
Router#scp userx@192.0.2.0:/scripts/precommit-bgp.py /harddisk:/

b) Add the script from the harddisk to the script management repository.

Example:

Router#script add precommit /harddisk:/ precommit-bgp.py
Copying script from /harddisk:/precommit-bgp.py
precommit-bgp.py has been added to the script repository

Verify that the script is downloaded to the script management repository on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

precommit-bgp.py | precommit | Config Checksum | NEW | Tue Jan 24 05:10:18 2023

Script precommit-bgp.py is copied to harddisk:/mirror/script-mgmt/precommit directory on the router.
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Configure checksum for the precommit script

Step 1

Step 2

Step 3

The checksum is a string of numbers and letters that act as a fingerprint for script. The checksum of the script
is compared with the configured checksum. If the values do not match, the script is not run and a syslog
warning message is displayed. Every script is associated with a checksum hash value. This value ensures the
integrity of the script, and that the script is not tampered with.

It is mandatory to configure the checksum to run the script.

\}

Note Precommit scripts support SHA256 checksum.

Procedure

Retrieve the SHA256 checksum hash value for the script. Ideally this action would be performed on a trusted device,
such as the system on which the script was created. This minimizes the possibility that the script is tampered with.
However, if the router is secure, you can retrieve the checksum hash value from the IOS XR Linux bash shell.
Example:

Router#run

[node0 RPO CPUO:~]$sha256sum /harddisk:/mirror/script-mgmt/precommit/precommit-bgp.py
6bb460920a694a0f91a27892£457203090e7a6391ab7d2£f8656f477af17f9%edl
/harddisk:/mirror/script-mgmt/precommit/precommit-bgp.py

Make note of the checksum value.

View the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time

precommit-bgp.py | precommit | Config Checksum | NEW | Tue Jan 24 05:19:41

2023

Script Name : precommit-bgp-script.py

History:

1. Action : NEW
Time : Tue Jan 24 05:19:41 2021
Description : User action IN _CLOSE WRITE

The status shows that the checksum is not configured.

You can view the details of the specific script using the show script status name script detail command.

Configure the checksum and set the priority.

Example:
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Router#configure

Router (config) #script precommit precommit-bgp.py checksum SHA256
6bb460920a694a0£91a27892£f457203090e7a6391ab7d2£8656£477af17f9%9edl priority 20
Router (config) #commit

If you are configuring multiple scripts, the system decides an appropriate order to run the scripts. However, you can
control the order in which scripts execute using a priority value. For more information on configuring the priority value,
see Control Priority When Running Multiple Scripts.

Step 4 Verify the status of the script.

Example:

Routerf#show script status detail

Name | Type | Status | Last Action | Action Time
precommit-bgp.py | precommit | Ready | NEW | Tue Jan 24 06:17:41 2023
Script Name : precommit-bgp.py
Checksum : 6bb460920a694a0f91a27892f457203090e7a6391ab7d2f8656f477af17£f9%edl
History:
1. Action : NEW

Time : Tue Jan 24 06:17:41 2023

Checksum : 6bb460920a694a0f91a27892£f457203090e7a6391ab7d2f8656f477af17f9%edl

Description : User action IN_CLOSE _WRITE

The status rReady indicates that the checksum is configured and the script is ready to be run. When the script is run, the
checksum value is recalculated to check if it matches with the configured hash value. If the values differ, the script is not
run, and the commit operation that triggered the script is rejected. It is mandatory for the checksum values to match for
the script to run.

Activate precommit scripts

Activate the precommit script to validate a configuration change on the set of active configuration including
any scripts newly activated as part of the configuration change before committing the changes.

)

Note If the precommit script rejects one or more items in the configuration change, the entire configuration is
rejected before committing the change.

Before you begin
Ensure that the following prerequisites are met before you run the script:

1. Download the Script to the Router

2. Configure Checksum for Precommit Script
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. Activate precommit scripts

Step 1

Step 2

Procedure

Activate the precommit script for the configuration validation to take effect.

Example:

Router (config) #script precommit precommit-bgp.py activate

Commit the changes and verify that the precommit script is automatically initiated. You can choose to perform one of
the following options based on the requirement:

» Commit the changes to automatically initiate the precommit verification script.

Router (config-bgp-nbr) #commit
Precommit Script Report Start

Pre-commit Verification Result: Pass
Pre-commit Verification Script precommit-bgp.py (reg id 1656378102): Pass

Precommit Script Report Done

* Ignore the result of the precommit script execution and proceed to the next step in the commit process using
ignore-results keyword. Use this keyword if you want to bypass the commit verification. The precommit script is
still executed, but the result is ignored.

Router (config-bgp-nbr) #commit script-verification ignore-results

* View all the logs generated by the commit script on the console using ver bose keyword. If this keyword is not
specified, only the result of the script verification is displayed on the console.

Router (config-bgp-nbr) #commit script-verification verbose

An execution report from the script is displayed on the console. If the script displays an error message, rectify the error
and rerun the commit operation. If there are no validation errors, the commit operation is successful indicating that the
configuration change is valid.
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* Config scripts, on page 215

* Restrictions for config scripts, on page 216

* Run config scripts , on page 216

* Delete config script from the router , on page 225
* Set script execution priority, on page 226

Config scripts

A config script is an automated script that

» validates, enforces rules, and can modify device configuration changes during the commit process,

» analyzes proposed configuration changes, blocks invalid configurations, or issues warnings as needed,
and

* can automatically adjust or supplement configuration items to ensure compliance and reduce repetitive
manual tasks.

Config scripts generate system log messages that aid in auditing and troubleshooting configuration changes.

Functions of config scripts

When you commit or validate a configuration change, the system invokes each of the active scripts to validate
that change. Config scripts can perform these actions:

* Analyze the proposed new configuration.

» If the configuration is invalid, block the commit by returning an error message along with the set of
configuration items to which it relates.

* Return a warning message with the related details but does not block the commit operation.

* Modify the configuration to be included in the commit operation to make the configuration valid, or to
simplify certain repetitive configuration tasks. For example, where a value needs duplicating between
one configuration item and another configuration item.

* Generate system log messages for in-depth analysis of the configuration change. This log also helps in
troubleshooting a failed commit operation.
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Restrictions for config scripts

Configuration and software restrictions when using config scripts include:

* Config scripts cannot modify configuration protected by the CCV process. This includes script checksum
configuration and other sensitive security settings, such as AAA configuration.

* Config scripts do not support importing helper modules or custom imports for shared functionality. While
you can configure these imports, they may introduce a security risk because there is no checksum validation
on imported modules. Changes to these imported modules are not automatically detected. To have scripts
recognize changes, you must manually unconfigure and reconfigure the affected scripts.

Run config scripts

Automate router configuration validation by enabling and executing configuration scripts.

Use this task to provision, validate, and apply Python-based configuration scripts on a router to ensure
configuration changes meet organizational and operational standards.
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Figure 2: Workflow to run config scripts:
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Note A config script is invoked automatically when you validate or commit a configuration change to modify the
candidate configuration.

Before you begin

* Ensure your configuration script is written in Python 3.5 using only Cisco-supported packages.
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* Store the script on an HTTP server accessible to the router or on the router’s local hard disk.

* Ensure you have privileges to run configuration and validation commands on the router.

Procedure

Step 1 Enable the config scripts feature.
Step 2 Download the script.

Step 3 Configure the checksum.

Step 4 Validate the script.

Step 5 Validate the configuration.

Step 6 View the script execution details.

Enable config scripts

Config scripts are driven by commit operations. To run the config scripts, you must enable the feature on the
router. You must have root user privileges to enable the config scripts.

\}

Note  You must commit the configuration to enable the config scripts feature before committing any script checksum
configuration.

Procedure

Step 1 Enable the config scripts.

Example:

Router (config) #configuration validation scripts
Step 2 Commit the configuration.

Example:

Router (config) #commit

Download script to the router

To manage the scripts, you must add the scripts to the script management repository on the router. A
subdirectory is created for each script type. By default, this repository stores the downloaded scripts in the
appropriate subdirectory based on script type.
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Download script to the router .

Table 61: Script download locations

Script Download location
type

config harddisk:/mirror/script-mgmt/config

exec harddisk:/mirror/script-mgmt/exec

process | harddisk:/mirror/script-mgmt/process

eem harddisk:/mirror/script-mgmt/eem

Procedure

Add the script to the script management repository on the router using one of the two options:

* Add script from a server.

* Copy the script from an external repository.

Example:
Add the script from a configured HTTP server or the harddisk location in the router.

Router#script add config <script-location> <script.py>

The following example shows a config script config-script.py downloaded from an external repository
http://192.0.2.0/scripts:

Router#script add config http://192.0.2.0/scripts config-script.py
config-script.py has been added to the script repository

You can add a maximum of 10 scripts simultaneously.
Router#script add config <script-location> <scriptl.py> <script2.py> ... <scriptlO.py>

You can also specify the checksum value while downloading the script. This value ensures that the file being copied is
genuine. You can fetch the checksum of the script from the server from where you are downloading the script. However,
specifying checksum while downloading the script is optional.

Router#script add config http://192.0.2.0/scripts config-script.py checksum SHA256 <checksum-value>
For multiple scripts, use the following syntax to specify the checksum:

Router#script add config http://192.0.2.0/scripts <scriptl.py> <scriptl-checksum> <script2.py>
<script2-checksum>
. <scriptlO.py> <scriptlO-checksum>

If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.
Note
Only SHA256 checksum is supported.

Example:

You can copy the script from the external repository to the routers' harddisk and then add the script to the script management
repository.

a. Copy the script from a remote location to harddisk using scp or copy command.
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Step 2

Router#scp userx@192.0.2.0:/scripts/config-script.py /harddisk:/

b. Add the script from the harddisk to the script management repository.

Router#script add config /harddisk:/ config-script.py
config-script.py has been added to the script repository

Verify that the scripts are downloaded to the script management repository on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

CpuCheck Netconf RPC_Agent.py | process| Ready | NEW | Fri Sep 2 20:24:58 2022
config ssh script.py | config | Ready | MODIFY | Tue Aug 30 14:11:25 2022
eem script action gshut.py | eem | N/A | MODIFY | Thu Sep 1 14:37:58 2022
:23 2021

Router# show appmgr process-script CpuCheck Netconf RPC_Agent Process_App info
Application: CpuCheck Netconf RPC Agent Process App
Activated configuration:

Executable : CpuCheck Netconf RPC Agent.py
Run arguments : 15
Restart policy : On Failure
Maximum restarts : 3
Execution status and info:
Activated : Yes
Status : Started
Executable Checksum : ee3c32a7d95b398a7eeea9b0d39d4d414338cc9fca739462b8ed49069d28d83¢c
Restart count H

Log location :
/harddisk:/mirror/script-mgmt/logs/CpuCheck Netconf RPC Agent.py process CpuCheck Netconf RPC Agent Process App

Last started Time : Fri Sep 2 21:13:33 2022
Script config ssh script.py is copied to harddisk:/mirror/script-mgmt/config directory on the router.

Configure checksum to the router

Every script is associated with a checksum hash value. This value ensures the integrity of the script, and that
the script is not tampered with. The checksum is a string of numbers and letters that act as a fingerprint for
script. The checksum of the script is compared with the configured checksum. If the values do not match, the
script is not run and a syslog warning message is displayed.

It is mandatory to configure the checksum to run the script.

)

Note Config scripts support SHA256 checksum.
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Step 1

Step 2

Step 3

Step 4

Configure checksum to the router .

Procedure

Retrieve the SHA256 checksum hash value for the script. Ideally this action would be performed on a trusted device,
such as the system on which the script was created. This minimizes the possibility that the script is tampered with.
However, if the router is secure, you can retrieve the checksum hash value from the IOS XR Linux bash shell.
Example:

Router#run

[node0 RPO CPUO:~]$sha256sum /harddisk:/mirror/script-mgmt/config/config-script.py
94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b
/harddisk:/mirror/script-mgmt/config/config-script.py

Make note of the checksum value.

View the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time
config-script.py | config | Config Checksum | NEW | Fri Aug 20 05:03:41 2021
Script Name : config-script.py
History:
1. Action : NEW

Time : Fri Aug 20 05:03:41 2021

Description : User action IN_CLOSE WRITE

The status shows that the checksum is not configured.

Configure the checksum.

Example:

Router#configure

Router (config) #script config config-script.py checksum SHA256
94336£3997521d6elaeclee6faab0233562d53d4de7b0092e80b53caed58414b
Router (config) #commit

Router (config) #end

Note

When you commit this configuration, the script is automatically run to validate the resulting running configuration. If
the script returns any errors, this commit operation fails. This way, the running configuration always remains valid with
respect to all currently active scripts with checksums configured.

If you are configuring multiple scripts, the system decides an appropriate order to run the scripts. However, you can
control the order in which scripts execute using a priority value. For more information on configuring the priority value,
see Control Priority When Running Multiple Scripts.

Verify the status of the script.

Example:
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Router#show script status detail

Name | Type | Status | Last Action | Action Time
config-script.py | config | Ready | NEW | Fri Aug 20 05:03:41 2021
Script Name : config-script.py
Checksum : 94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b
History:
1. Action : NEW

Time : Fri Aug 20 05:03:41 2021

Checksum : 94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b

Description : User action IN CLOSE WRITE

The status rReady indicates that the checksum is configured and the script is ready to be run. When the script is run, the
checksum value is recalculated to check if it matches with the configured hash value. If the values differ, the script is not
run, and the commit operation that triggered the script is rejected. It is mandatory for the checksum values to match for
the script to run.

Configuration change validation

A configuration change validation is a network integrity mechanism that

» ensures that changes comply with predefined conditions set in active configuration scripts,

» evaluates both newly activated scripts and those previously active to catch any new or cumulative errors,
and

* helps network administrators refine and update the target configuration before committing changes.

Pre-configuration validation

You can also validate pre-configuration during a commit operation. Pre-configuration is any configuration
specific to a particular hardware resource such as an interface or a line card that is committed before that
resource is present. For example, commit configuration for a line card before it is inserted into the chassis.
Any active config scripts can read and validate (accept, reject or modify) the pre-configuration. However,
when the configuration is committed, the pre-configuration is not applied to the system. Later, when the
relevant hardware resource is available, the pre-configuration becomes active and is applied to the system.
The config scripts are not run to validate the configuration at this point as the scripts have already validated
this configuration.
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Table 62: Feature History Table

Feature Name Release Information Description

Validate Pre-configuration Using | Release 25.1.1 Introduced in this release on: 8700

Config Scripts [ASIC: K100](select variants
only*)

*This feature is now supported on
Cisco 8712-MOD-M routers.

Validate Pre-configuration Using |Release 24.1.1 Introduced in this release on: Fixed
Config Scripts Systems (8200 [ASIC: P100], 8700
[ASIC: P100(select variants

only*)Modular Systems (8800 [LC
ASIC: P100])(select variants only*)

*This feature is now supported on:

* 8212-48FH-M

» 8711-32FH-M

» 88-LC1-12TH24FH-E
» 88-LC1-36EH+A8:B12
* 88-LC1-52Y8H-EM

Validate Pre-configuration Using | Release 7.5.1 This feature allows you to use
Config Scripts config scripts to validate
pre-configuration during a commit
or validate operation. Any active
config scripts can read and validate
(accept, reject or modify)
pre-configuration. The
pre-configuration is only applied to
the system later on, when the
relevant hardware is inserted, and
does not require further script
validation at that point. Previously,
config scripts did not allow
validating configuration until the
corresponding hardware was
present.

\)

Note Ifthe config script rejects one or more items in the commit operation, the entire commit operation is rejected.

Validate or commit configuration to invoke config script

Ensure that configuration changes meet policy conditions and are correctly applied using a config script before
committing them.
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Step 1

Step 2

Step 3

Step 4

Use this task when you want to validate and commit router configuration changes using a config script on
I0S XR, ensuring modifications are applied as per policy.

Before you begin
* Confirm that your config script is available and properly installed on your device.

* Ensure you know the script’s filename and checksum value if required.

Procedure

Validate the configuration with the conditions in the config script.
Example:
Router (config) #validate config-scripts apply-policy-modifications

% Policy modifications were made to target configuration, please issue 'show configuration'
from this session to view the resulting configuration

The output shows that there are no errors in the changed configuration. You can view the modifications made to the target
configuration.

Note
If you do not want the config buffer to be updated with the modifications, omit the apply-policy-modifications keyword
in the command.

The script validates the configuration changes with the conditions set in the script. Based on the configuration, the script
stops the commit operation, or modifies the configuration.

View the modified target configuration.

Example:

Router (config) #show configuration

Tue Aug 31 08:30:56.833 UTC

Building configuration...

'l IOS XR Configuration 7.3.2

script config config-script.py checksum SHA256

94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b
d342adb35cbc8alcd4bbeal063d0eda2d58

........... configuration details

Commit the configuration.

Example:

Router (config) #commit

If the script returns an error, use the show configuration failed if-committed command to view the errors. If there are
no validation errors, the commit operation is successful including any modifications that are made by config scripts.

You can view the recent commit operation that the script modified, and display the original configuration changes before
the script modified the values using show configuration commit changes original last-modified command.

If the commit operation is successful, you can check what changes were committed including the script modifications
using show configuration commit changeslast 1 command.

After the configuration change is successful, view the running configuration and logs for details.
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Example:

Router (config) #show logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: Disabled
Monitor logging: level debugging, 0 messages logged
Trap logging: level informational, 0 messages logged
Buffer logging: level debugging, 13 messages logged

Log Buffer (2097152 bytes):

———————————————————— snipped for brevity ------------"""""-"-"--——-————————————————
Configuration committed by user 'cisco'. Use 'show configuration commit changes
1000000006"' to view the changes.

Delete config script from the router

Step 1

Step 2

You can delete a config script from the script management repository using the script remove command.
Before you begin

Verify that you know the name of the script you intend to delete.

Procedure

View the active scripts on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

ssh _config script.py | config | Ready | NEW | Tue Aug 24 09:18:23 2021

Ensure the script that you want to delete is present in the repository.

Alternatively you can also view the list of scripts from the IOS XR Linux bash shell.

[node0 RPO CPUO:/harddisk:/mirror/script-mgmt/config]$ls -1lrt
total 1
-rw-rw-rw-. 1 root root 110 Aug 24 10:44 ssh config script.py

Delete script ssh_config_script.py

Example:

Router#script remove config ssh _config_script.py
ssh _config script.py has been deleted from the script repository

You can also delete multiple scripts simultaneously.

Router#script remove config samplel.py sample2.py sample3.py
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Step 3

Verify that the script is deleted from the subdirectory.

Example:

Router#show script status
### No scripts found ###

The script is deleted from the script management repository.

If a config script is still configured when it is removed, subsequent commit operations are rejected. So, you must also
undo the configuration of the script:

Router (config) #no script config ssh_config_script.py
Router (config) #commit

Set script execution priority

Step 1

Step 2

Step 3

Ensure multiple scripts modifying the same configuration items are executed in the required order.

When more than one script can change the same configuration item, execution order determines which script's
change is applied last. Using priorities helps prevent unwanted dependencies and ensures correct validation.

Before you begin

Ensure all scripts are loaded and accessible on the router.

Procedure

Assign a lower numerical priority value to scripts that should run first.

Example:

Router (config) #script config samplel.py checksum sha256
2b061fllede3clc0cl8flee97269fd342adb35cbc8alcd4bbeal063d0eda2d58
priority 10

Assign a higher numerical priority value to scripts that should run later.

Example:

Router (config) #script config sample2.py checksum sha256
2fa34b64542£f005ed58dcaalf3560e92a03855223e130535978£8c35bc21290¢
priority 20

Commit the configuration.

Example:

Router (config) #commit

The system checks the priority values, and runs the one with lower priority first samp1e1.py, followed by the one with
the higher priority value sample2.py.
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Exec Scripts

* Exec scripts, on page 227

* Provision an exec script , on page 227

* Download the script to the router, on page 229

» Update scripts from a remote server, on page 230

* Invoke scripts from a remote server , on page 234

* Configure the checksum for an exec script , on page 234
* Run an exec script, on page 236

* View the script execution details, on page 237

* Delete exec scripts from the router, on page 239

Exec scripts

Exec scripts are on-box scripts that

* automate device configurations throughout the network,
* are written in Python using libraries provided by Cisco with the base package, and

» execute within the Cisco IOS XR operating system.

* A script management repository on the router manages exec scripts and is replicated on both route
processors (RPs).

* InIOS XR, AAA authorization determines user permissions required to run exec scripts; root privileges
are necessary.

)

Note This chapter does not delve into creating Python scripts, but assumes that you have basic understanding of
Python programming language. This section will walk you through the process involved in deploying and
using the scripts on the router.

Provision an exec script

Set up and execute an exec script on a router to automate administrative or configuration tasks.
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Figure 3: Steps involved in provisioning an exec script.

Procedure

Cri

Option 1

Y

Add script to script
management repository

eate script

Option 2

¥
SCP / Copy script

— Checksum N\“x

Stop

script run

CLI command

i Internal operation

S

!

to harddisk
scp

Verify that the script is
added successfully

!

Configure checksum

| script exec <script> checksum ‘

|

Yes

Run the script

Script
changed
after rectifying
errors?

!

View the status of the script

| show script execution |

Step 1 Download the script.
Step 2 Configure checksum.
Step 3 Run the script.

Step 4

View the script execution details.

Script run
complete

‘ Rectify errors ‘
A

View the script log ‘

522052

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



| Exec Scripts
Download the script to the router .

Download the script to the router

To manage the scripts, you must add the scripts to the script management repository on the router. A
subdirectory is created for each script type. By default, this repository stores the downloaded scripts in the
appropriate subdirectory based on script type.

Table 63: Script download locations

Script Download Location

Type

config harddisk:/mirror/script-mgmt/config
exec harddisk:/mirror/script-mgmt/exec

process | harddisk:/mirror/script-mgmt/process

eem harddisk:/mirror/script-mgmt/eem

Procedure

Step 1 Add the script to the script management repository on the router using one of the two options:
* Add script from a server.
Router#script add exec <script-location> <script.py>

The following example shows a config script exec-script.py downloaded from an external repository
http://192.0.2.0/scripts:

Router#script add config http://192.0.2.0/scripts exec-script.py
Fri Aug 20 05:03:40.791 UTC
exec-script.py has been added to the script repository

Note

The repository can be local to the router, or accessed remotely through TFTP, SCP, FTP, HTTP, or HTTPS protocols.
In addition to the default Virtual Routing and Forwarding (VRF), support is also extended for non-default VRF.
You can add a maximum of 10 scripts simultaneously.

Router#script add exec <script-location> <scriptl.py> <script2.py> ... <scriptlO.py>

You can also specify the checksum value while downloading the script. This value ensures that the file being copied
is genuine. You can fetch the checksum of the script from the server from where you are downloading the script.
However, specifying checksum while downloading the script is optional.

Router#script add exec http://192.0.2.0/scripts exec-script.py checksum SHA256 <checksum-value>
For multiple scripts, use the following syntax to specify the checksum:

Router#script add exec http://192.0.2.0/scripts <scriptl.py> <scriptl-checksum> <script2.py>
<script2-checksum>
. <scriptlO.py> <scriptlO-checksum>

If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.
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Step 2

* Copy the script from an external repository.
You can copy the script from the external repository to the routers' harddisk and then add the script to the script
management repository.
a) Copy the script from a remote location to harddisk using scp or copy command.
Example:
Router#scp userx@192.0.2.0:/scripts/exec-script.py /harddisk:/
b) Add the script from the harddisk to the script management repository.

Example:

Routerfscript add exec /harddisk:/ exec-script.py
exec-script.py has been added to the script repository
Verify that the scripts are downloaded to the script management repository on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

exec-script.py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021

Script exec-script.py is copied to harddisk:/mirror/script-mgmt/exec directory on the router.

Update scripts from a remote server

A remote script update capability is a script management feature that

* enables routers to synchronize automation scripts from a master script stored at a remote repository,

* automates the update process by applying changes based on predefined triggers such as manual requests,
scheduled intervals, or execution events, and

« supports multiple transfer protocols and configurable authentication to ensure reliable and secure
distribution of script updates.

You can maintain the latest copy of the scripts in a remote location, and configure the routers to automatically
update the local copy with the latest copy on the server as required.

Table 64: Feature History Table

Feature Name Release information Description

Update Automation Scripts from |Release 25.1.1 Introduced in this release on: 8700

Remote Server [ASIC: K100](select variants
only*)

*This feature is now supported on
Cisco 8712-MOD-M routers.
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Feature Name

Release information

Description

Update Automation Scripts from
Remote Server

Release 24.4.1

Introduced in this release on: Fixed
Systems (8200 [ASIC: P100], 8700
[ASIC: P100(select variants

only*)Modular Systems (8800 [LC
ASIC: P100])(select variants only*)

*This feature is now supported on:

* 8212-48FH-M

« 8711-32FH-M

» 88-LC1-12TH24FH-E
» 88-LC1-36EH+A8:B12
* 88-LC1-52Y8H-EM

Update Automation Scripts from
Remote Server

Release 7.5.1

This feature lets you update
automation scripts across routers
by accessing the master script from
a remote site. This eases script
management, where you make
changes to the master script and
then copy it to routers where it is
deployed.

This feature introduces the
auto-updatekeyword in the script
exec command.

Update scripts from a remote server

You can update script from a remote server using one of the following options:

* Config CLI commands

» Exec CLI commands

Exec CLI commands:

When you run the script, the script is downloaded and the checksum is automatically configured on the router.

« If on-run option is configured, running the script run command downloads the script.

+ If manual option is configured, then you must run script update Exec command.

« If schedule option is selected, then the script is automatically updated after the specified interval.
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Procedure

Step 1 Update the script on the router with the version on the remote server.

Example:

Router (config) #script exec auto-update sample3.py http://10.23.255.205
condition [manual | on-run | schedule]

In this example, sample3.py script is automatically updated from the remote server at http://10.23.255.205. You can
set conditions when updating the script.

The repository can be accessed remotely through FTP, HTTP, HTTPS, TFTP or SCP protocols.

Table 65: Script update methods and options

Condition Description

manual Update manually with an Exec CLI (default). The following
option is supported:

* vrf—Specify the non-default Virtual Routing and
Forwarding (VRF) name.

 username—Enter the username.

* password—Enter the password.

on-run Update the exec script during run time. The following
options are supported:

+ on-fail—Specify one of the actions on failure.

¢ do-not-run—Do not run the script on failure.

» run-local—Run the local copy of the script.

* vrf—Specify the non-default VRF name.
+ username—Enter the username.

* password—Enter the password.

Note
Only the exec scripts support the on-run option.
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Step 2

Step 3

Step 4

Update scripts from a remote server .

Condition Description

schedule Update automatically at specified time intervals. The
following option is supported:

* <60-262800>—Update interval in minutes
+ username—Enter the username.

* password—Enter the password.

Note
The schedule option does not support SCP protocol.

Note
Do not specify the username and password inside the URL of the remote server.

Commit the configuration.
Example:

Router (config) #commit
Run the script.

Example:

Router#script run sample3.py background
sample3.py has been added to the script repository
Script run scheduled: sample3.py. Request ID: 1624990452

You can specify additional options to the command:

* arguments: Script command-line arguments. The format is strings in single quotes. Escape double quotes inside
string arguments.

* description: Description of script run.
* log-level: Script logging level. Default is INFO.
* log-path: Location to store script logs.

* max-runtime: Maximum run time of script.

Update the script on the router with the version on the remote server.
Example:

Router#script update manual exec sample2.py
sample2.py has been added to the script repository

You can set options when updating the script:

Table 66: Description of various keywords

Option Description

WORD Script name.
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Option Description

all Update all scripts in config.

Invoke scripts from a remote server

Execute a script remotely using a specified protocol URL and checksum for verification.

Use aremote server URL to run Python scripts. The checksum is required to ensure script integrity. Supported
protocols include FTP, HTTP, HTTPS, TFTP, and SCP. Additional command options are available:

* arguments: Script command-line arguments, as strings in single quotes.
» description: Description of the script run.

* log-level: Script logging level (default: INFO).

* log-path: Location to store script logs.

* max-runtime: Maximum runtime for the script.

» vrf: Specify the VRF for the network file system.

Procedure

Run the script from the remote server.

Example:

Router#script run http://10.23.255.205/samplel.py checksum
5103a843032505decc37££21089336e4bcc6al061341056ca8add3ac5d6620ef background
Tue Nov 16 12:12:08.614 UTC

Script run scheduled: samplel.py. Request ID: 1624990451

Configure the checksum for an exec script

Ensure the integrity of exec scripts by configuring and verifying a SHA256 checksum, preventing tampering.

Every exec script requires a configured checksum. SHA256 is supported. The router verifies the checksum
before executing the script. If the values do not match, the script will not run and a syslog warning is displayed.

Before you begin

* Ensure that the script is added to the script management repository. See Download the Script to the
Router.

* Retrieve the SHA256 checksum value for your script on a trusted device.
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Procedure

Step 1 Retrieve the SHA256 checksum hash value for the script. Ideally this action would be performed on a trusted device,
such as the system on which the script was created. This minimizes the possibility that the script is tampered with.

Example:

Router#sha256sum samplel.py
94336£3997521d6elaecOee6£aab0233562d53d4de7b0092e80b53caed58414b samplel.py

Make note of the checksum value.

Step 2 View the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time
samplel.py | exec | Config Checksum | NEW | Fri Aug 20 05:03:41 2021
Script Name : samplel.py
History:
1. Action : NEW
Time : Fri Aug 20 05:03:41 2021
Description : User action IN_CLOSE WRITE

The status shows that the checksum is not configured.

Step 3 Enter global configuration mode.

Example:

Router#configure

Step 4 Configure the checksum.

Example:

Router (config) #script exec samplel.py checksum SHA256
94336£3997521d6elaeclOeeb6faab0233562d53d4de7b0092e80b53caed58414b

Router (config) #commit
Router (config) #end

Step 5 Verify the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time
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Script Name

Checksum

History:

1. Action
Time
Checksum
Description

Exec Scripts |

cpu_load.py
94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b

: NEW

Fri Aug 20 05:03:41 2021
94336£3997521d6elaecOeeb6faab0233562d53d4de7b0092e80b53caed58414b
User action IN_CLOSE WRITE

The status rReady indicates that the checksum is configured and the script is ready to be run. When the script is run, the
checksum value is recalculated to check if it matches with the configured hash value. If the values differ, the script fails.
It is mandatory for the checksum values to match for the script to run.

Run an exec script

Execute an exec script on the router using the script run command and receive a unique request ID for tracking
the execution.

Scripts allow automation of functions on your router. You can specify various runtime options such as
arguments, descriptions, logging level, and maximum runtime when running a script.

To run an exec script, use the script run command. After the script is run, a request ID is generated. Each
script run is associated with a unique request ID.

Scripts can be run with more options. This table lists the various options that you can provide at run time:

Table 67: Runtime configuration options

Keyword

Description

arguments

Script command-line arguments. Syntax: Strings in single quotes. Escape double quotes inside
string arguments (if any).

For example:

Router#script run samplel.py arguments 'hello world' '-r' '-t' 'exec' '--sleep'

'5' description "Sample exec script"

background

Run script in background. By default, the script runs in the foreground.

When a script is run in the background, the console is accessible only after the script run is
complete.

description

Description about the script run.

Router#script run samplel.py arguments '-argl' 'reload' '-arg2' ‘'all’
'description' "Script reloads the router"

When you provide both the argument and description ensure that the arguments are in single
quote and description is in double quotes.
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Keyword |Description

log-level | Script logging level. The default value is 1nFo.

You can specifiy what information is to be logged. The log level can be set to one of these
options—Ceritical, Debug, Error, Info, or Warning.

log-path Location to store the script logs. The default log file location is in the script management
repository harddisk:/mirror/script-mgmt/logs.

max-runtime | Maximum run-time of script can be set between 1-3600 seconds. The default value is 300.

The script run is complete.

Before you begin

Ensure the following prerequisites are met before you run the script:
1. Download the Script to the Router

2. Configure Checksum for Exec Script

Procedure

Run the exec script.

Example:

Router#script run samplel.py
Script run scheduled: samplel.py. Request ID: 1629800603
Script samplel.py (exec) Execution complete: (Reg. ID 1629800603) : Return Value: 0 (Executed)

What to do next

Review the script execution results and logs as needed. Use the request ID to track or troubleshoot any issues
with the script run.

View the script execution details

View the status of the script execution.
Before you begin
Ensure you have completed these tasks.

» Download the script to the router.
* Configure checksum for exec script.

* Run the exec script.
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. View the script execution details

Step 1

Step 2

Procedure

Example:

View the status of the script execution.

Router#show script execution

Exec Scripts |

Log location
Arguments
Run Options
Events:
1. Event
Time
Time Elapsed
Description
2. Event
Time
Time Elapsed
Description
3. Event
Time
Time Elapsed
Description

Logging level - INFO,

New

Wed Aug 25 16:40
0.00s Seconds
None

Started

Wed Aug 25 16:40
0.03s Seconds
Script execution
Executed

Wed Aug 25 16:42:

60.62s Seconds
Script execution

Max.

:59 2021

:59 2021

started.
00 2021

complete

PID

Runtime - 300s,

(20736)

/harddisk:/mirror/script-mgmt/logs/samplel.py exec 1629800603

Mode - Foreground

Reg. ID | Name (type) | Start | Duration | Return | Status
1629800603 | samplel.py (exec) | Wed Aug 25 16:40:59 2021 | 60.62s | 0 | Executed
You can view detailed or filtered data for every script run.
Filter the script execution status to view the detailed output of a specific script run via request ID.
Example:
Router#show script execution request-id 1629800603 detail output

Reg. ID | Name (type) | Start | Duration
Return | Status

1629800603 | samplel.py (exec) | Wed Aug 25 16:40:59 2021 | 60.62s | 0

| Executed
Execution Details:
Script Name samplel.py

Script Output:

Output File
Content

/harddisk:/mirror/script-mgmt/logs/samplel.py exec 1629800603/stdout.log
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Table 68: Description of various keywords

Keyword

Description

detail

Display detailed script execution history, errors, output and deleted scripts.

Router#show script execution detail [errors | output | show-del]

last <number>

Show last N (1-100) execution requests.
Router#show script execution last 10

This example will display the list of last 10 script runs with their request IDs, type of script, timestamp,
duration that the script was run, number of errrors, and the status of the script run.

name <filename>

Filter operational data based on script name. If not specified, all scripts are displayed.

Router#show script execution name samplel.py

request-id Display summary of the script using request-ID that is generated with each script run.

<value> Router#show script execution request-ID 1629800603

reverse Display the request IDs from the script execution in reverse chronological order. For example, the
request-ID from the latest run is displayed first, followed by the descending order of request-1Ds.
Router#script script execution reverse

status Filter data based on script status.

Router#[status {Exception,Executed, Killed, Started, Stopped, Timed-out}]

Delete exec scripts from the router

Remove exec scripts from the router’s script management repository.

Step 1

Use this task to delete unwanted exec scripts stored in the script management repository using the script
remove command. The repository stores downloaded scripts available for use on the router.

Procedure

View the list of scripts present in the script management repository.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

samplel.py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021
sample2.py | exec | Config Checksum | NEW | Wed Aug 25 23:44:53 2021
sample3.py | config | Config Checksum | NEW | Wed Aug 25 23:44:57 2021

Ensure the script you want to delete is present in the repository.
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Step 2 Delete the script.

Example:

Router#script remove exec sample2.py
sample2.py has been deleted from the script repository

You can also delete multiple scripts simulataneoulsy.

Step 3 Verify the script is deleted from the subdirectory.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time
samplel.py | exec | Config Checksum | NEW | Tue Aug 24 10:18:23 2021
sample3.py | config | Config Checksum | NEW | Wed Aug 25 10:44:57 2021

The script is deleted from the script management repository.
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Process Script

* Process scripts, on page 241
* Run the process script, on page 241
» Manage actions on process script , on page 250

Process scripts

A process script is a persistent automation script that
» runs continuously on Cisco IOS XR as long as it is activated,
* is managed by the AppMgr, which controls startup, monitoring, and restart, and

* registers as an application instance for operational monitoring and status retrieval.
Process scripts, also referred to as daemon scripts, are designed to execute on Cisco IOS XR platforms without
manual intervention. The AppMgr is responsible for starting, stopping, monitoring, and retrieving the status

of these scripts. AppMgr ensures that scripts automatically restart if they terminate depending on the configured
restart policy and manages startup dependencies with other processes on the router.

Process scripts support Python 3.5 as their programming language. For information on supported Python
packages, refer to Cisco IOS XR Python Packages.

This chapter gets you started with provisioning your Python automation scripts on the router.

Run the process script

Run a process script to automate a specific set of system tasks.
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. Run the process script

Figure 4: Workflow of Process script

Create script and store the script in an
HTTP server or copy to routers’ harddisk

y

Add script from HTTP server or harddisk
to the script management repository

| script add |

y

Verify that the script is added successfully

| show script status |

y

Configure checksum

‘ script process <script> checksum ‘

,

Register the process as an application

‘ appmgr process-script ‘

y

Activate the registered application

‘ appmgr process-script activate ‘

Checksum

Investigate and No match?
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mismatch
Activation -
successful? Rectify error
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Before you begin
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Procedure

Step 1 Download the script.

Step 2 Configure the checksum.

Step 3 Register the script.

Step 4 Activate the script.

Step 5 View the script execution details.

What to do next

Download the script to the router

Add a script to the script management repository on the router to enable script execution and management.

To manage the scripts, you must add the scripts to the script management repository on the router. A

subdirectory is created for each script type. By default, this repository stores the downloaded scripts in the
appropriate subdirectory based on script type.

Table 69: Location to download the script

Script Download Location

Type

config harddisk:/mirror/script-mgmt/config
exec harddisk:/mirror/script-mgmt/exec

process | harddisk:/mirror/script-mgmt/process

eem harddisk:/mirror/script-mgmt/eem

The scripts are added to the script management repository using two methods:

* Method 1: Add script from a server
» Method 2: Copy script from external repository to harddisk using scp or copy command

Before you begin
* Confirm you have access to the script file(s) and to the router’s CLI.

» If copying from an external repository, ensure required network connectivity and protocol support (HTTP,
HTTPS, FTP, TFTP, SCP).

Procedure

Step 1 Add the script to the script management repository on the router using one of the two options:
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Step 2

* Add script from a server
Add the script from any server or the harddisk location in the router.
Router#script add process <script-location> <script.py>
The following example shows a process-script.py downloaded from an external repository http://192.0.2.0/scripts:

Router#script add process http://192.0.2.0/scripts process-script.py
process-script.py has been added to the script repository

The script add process supports the HTTP, HTTPS, FTP, TFTP, and SCP protocols for copying a script.You
can add a maximum of 10 scripts simultaneously.

Router#script add process <script-location> <scriptl.py> <script2.py> ... <scriptlO.py>

You can also specify the checksum value while downloading the script. This value ensures that the file being copied
is genuine. You can fetch the checksum of the script from the server from where you are downloading the script.
However, specifying checksum while downloading the script is optional.

Router#script add process http://192.0.2.0/scripts process-script.py checksum SHA256
<checksum-value>

For multiple scripts, use the following syntax to specify the checksum:

Routerfscript add process http://192.0.2.0/scripts <scriptl.py> <scriptl-checksum> <script2.py>
<script2-checksum>
. <scriptl0.py> <scriptlO-checksum>

If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.

Note
Only SHA256 checksum is supported.

Copy the Script from an External Repositor

You can copy the script from the external repository to the routers' harddisk and then add the script to the script
management repository.

Copy the script from a remote location to harddisk using scp or copy command.
Router#scp userx@192.0.2.0:/scripts/process-script.py /harddisk:/

Add the script from the harddisk to the script management repository.

Router#script add process /harddisk:/ process-script.py
process-script.py has been added to the script repository
Verify that the scripts are downloaded to the script management repository on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

process-script.py | process | Config Checksum | NEW | Tue Aug 24 10:44:53 2021

Script process-script.py is copied to harddisk:/mirror/script-mgmt/process directory on the router.
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Configure checksum for the process script

Step 1

Step 2

Step 3

Ensure script integrity by configuring a checksum that verifies the script has not been tampered with before
execution.

Each process script is associated with a SHA256 checksum value, which acts as a fingerprint to ensure the
script’s integrity. If the configured checksum does not match the calculated value during script execution, the
script will not run, and a warning is displayed. Configuring the checksum is mandatory for running the script.

It is mandatory to configure the checksum to run the script.

\}

Note  Process scripts support the SHA256 checksum hash.

Before you begin

Ensure that the script is added to the script management repository. See Download the Script to the Router
for detailed instructions.

Procedure

Retrieve the SHA256 checksum hash value for the script from the IOS XR Linux bash shell.

Example:

Router#run

[node0 RPO CPUO:~]$sha256sum /harddisk:/mirror/script-mgmt/process/process-script.py
94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b
/harddisk:/mirror/script-mgmt/process/process-script.py

Make note of the checksum value.

View the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time
process-script.py | process | Config Checksum | NEW | Fri Aug 20 05:03:41 2021
Script Name : process-script.py
History:
1. Action : NEW
Time : Fri Aug 20 05:03:41 2021
Description : User action IN CLOSE WRITE

The status shows that the checksum is not configured.

Configure the checksum.

Example:

Router#configure
Router (config) #script process process-script.py checksum SHA256
94336£3997521d6elaecOee6faab0233562d53d4de7b0092e80b53caed58414b
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Router (config) #commit
Router (config) #end

Step 4 Verify the status of the script.

Example:

Router#show script status detail

Name | Type | Status | Last Action | Action Time
process-script.py | process | Ready | NEW | Fri Aug 20 05:20:41 2021
Script Name : process-script.py
Checksum : 94336£3997521d6elaeclee6faab0233562d53d4de7b0092e80b53caed58414b
History:
1. Action : NEW
Time : Fri Aug 20 05:20:41 2021
Checksum : 94336£3997521d6elaeclee6faab0233562d53d4de7b0092e80b53caed58414b
Description : User action IN_CLOSE WRITE

The status rReady indicates that the checksum is configured and the script is ready to be run. When the script is run, the
checksum value is recalculated to check if it matches with the configured hash value. If the values differ, the script fails.
It is mandatory for the checksum values to match for the script to run.

Register the process script as an application

Enable and manage a process script on your router by registering it as an application, ensuring it runs under
the app manager and applies the desired execution settings.

Registering the process script with the app manager is a required step before you can use the script on the
router. This process allows you to define application parameters and control restart policies for continuous
operation or error handling.

Before you begin
Ensure that the following prerequisites are met before you register the script:

» Download the Script to the Router

* Configure Checksum for Process Script

Procedure

Step 1 Register the script with an application (instance) name in the app manager.

Example:

Router#configure
Router (config) fappmgr process-script my-process-app
Router (config-process) #executable process-script.py

Here, my-process-app is the application for the executable process-script.py script.

Step 2 Provide the arguments for the script.
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Example:
Router (config-process) #run-args --host <host-name> --runtime 3 --log script
Step 3 Set a restart policy for the script if there is an error.

Example:

Router (config-process) #restart on-failure max-retries 3
Router (config-process) #commit

Here, the maximum attempts to restart the script is set to 3. After 3 attempts, the script stops.

Table 70: Options to restart the process

Keyword Description
always Always restart automatically. If the process exits, a scheduler queues the script and restarts the script.
Note

This is the default restart policy.

never Never restart automatically. If the process exits, the script is not rerun unless you provide an action
command to invoke the process.

on-failure Restart on failure automatically. If the script exits successfully, the script is not scheduled again.

unless-errored | Restart script automatically unless errored.

unless-stopped | Restart script automatically unless stopped by the user using an action command.

Step 4 View the status of the registered script.

Example:

Router#show appmgr process-script-table

Name Executable Activated Status Restart Policy Config Pending
my-process-app process-script.py No Not Started On Failure No

The script is registered but is not active.

Activate the process script
Activate the process script that you registered with the app manager.
Before you begin
Ensure that the following prerequisites are met before you run the script:

* Download the Script to the Router
* Configure Checksum for Process Script

* Register the Process Script as an Application
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. Obtain operational data and logs

Step 1

Step 2

Procedure

Activate the process script.

Example:

Router#appmgr process-script activate name my-process-app

The instance my-process-app is activated for the process script.

View the status of the activated script.

Example:

Router#show appmgr process-script-table

Name Executable Activated Status
my-process-app process-script.py Yes Running

The process script is activated and running.

Note

Process Script |

Restart Policy Config Pending

On Failure No

You can modify the script while the script is running. However, for the changes to take effect, you must deactivate and
activate the script again. Until then, the configuration changes are pending. The status of the modification is indicated in
the config Pending option. In the example, value No indicates that there are no configuration changes that must be

activated.

Obtain operational data and logs

Step 1

Retrieve and review operational data and logs for a process script on the router.

Use this task when you need to monitor process script health, analyze performance, or troubleshoot errors on
your router. This ensures accurate status information and supports problem resolution.

Before you begin

Ensure that the following prerequisites are met before you obtain the operational data:

* Download the Script to the Router
* Configure Checksum for Process Script
* Register the Process Script as an Application

* Activate the Process Script

Procedure

View the registration information, pending configuration, execution information, and run time of the process script.

Example:
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Router#show appmgr process-script my-process-app info
Application: my-process-app

Registration info:

Executable : process-script.py

Run arguments : —-host <host-name> --runtime 3 --log script
Restart policy : On Failure

Maximum restarts : 3

Pending Configuration:
Run arguments : —-host <host-name> --runtime 3 --log script
Restart policy : Always

Execution info and status:

Activated : Yes

Status : Running

Executable Checksum : 94336£3997521d6elaecOeeb6faab0233562d53d4de7b0092e80b53caed58414b
Last started time : Fri Aug 20 06:20:21.947

Restarts since last activate : 0/3

Log location :
/harddisk:/mirror/script-mgmt/logs/process-script.py process my-process-app
Last exit code 1

Step 2 View the logs for the process scripts. App manager shows the logs for errors and output.
The following example shows the output logs:

Example:

Router#show appmgr process-script my-process-app logs output

[2021-08-20 06:20:55,609] INFO [sample-process]:: Beginning execution of process..
[2021-08-20 06:20:55,609] INFO [sample-process] Connecting to host '<host-name>'
[2021-08-20 06:20:56,610] INFO [sample-process]:: Reading database..

[2021-08-20 06:20:58,609] INFO [sample-process] Listening for requests..

The following example shows the error logs with errors:

Example:

Router#show appmgr process-script my-process-app logs errors
—————————— Run ID:1632914459 Fri Aug 20 06:30:20 2021--------—-
Traceback (most recent call last):
File "/harddisk:/mirror/script-mgmt/process/process-script.py", line 121, in <module>
main (args)
File "/harddisk:/mirror/script-mgmt/process/process-script.py", line 97, in main

printer ()
File "/harddisk:/mirror/script-mgmt/process/process-script.py", line 37, in wrapper
result = func(*args, **kwargs)

File "/harddisk:/mirror/script-mgmt/process/process-script.py", line 88, in printer
time.sleep (1)
File "/harddisk:/mirror/script-mgmt/process/process-script.py", line 30, in handle timeout
raise TimeoutError (error message)
~_main .TimeoutError: Timer expired
—————————— Run ID:1632914460 Fri Aug 20 06:31:03 2021--------—-

This example shows the log without errors:

Example:

Router#show appmgr process-script my-process-app logs errors

—————————— Run ID:1624346220 Fri Aug 20 10:46:44 2021----—-—-—-
—————————— Run ID:1624346221 Fri Aug 20 10:47:50 2021----—-—-—-
—————————— Run ID:1624346222 Fri Aug 20 10:52:39 2021----—--—-—-
—————————— Run ID:1624346223 Fri Aug 20 10:53:45 2021----—-—-—-
—————————— Run ID:1624346224 Fri Aug 20 11:07:17 2021----—--—-—-
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—————————— Run ID:1624346225 Fri Aug 20 11:08:23 2021-----—-----
—————————— Run ID:1624346226 Fri Aug 20 11:09:29 2021----------
—————————— Run ID:1624346227 Fri Aug 20 11:10:35 2021-----—-----
—————————— Run ID:1624346228 Fri Aug 20 11:11:41 2021-----—-----

Manage actions on process script

The process script runs as a daemon continuously. You can, however, perform these actions on the process
script and its application.

Table 71: Supported actions for process script applications

Action Description

Deactivate Clears all the resources that the application uses.

Router#appmgr process-script deactivate name
my-process-app

You can modify the script while the script is running.
However, for the changes to take effect, you must
deactivate and activate the script again. Until then,
the configuration changes do not take effect.

Kill Terminates the script if the option to stop the script
is unresponsive.

Router#appmgr process-script kill name
my-process-app

Restart Restarts the process script.

Router#appmgr process-script restart name
my-process-app

Start Starts an application that is already registered and
activated with the app manager.

Router#appmgr process-script start name
my-process-app

Stop Stops an application that is already registered,
activated, and is currently running. Only the
application is stopped; resources that the application
uses is not cleared.

Router#appmgr process-script stop name
my-process-app
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EEM scripts

* EEM scripts , on page 251

* Manage eem scripts on the router , on page 252

» Download script to the router, on page 254

* Define trigger conditions for events , on page 255

* Create actions for events, on page 257

* Policy maps, on page 258

* View operational status of eem components, on page 260

EEM scripts

A EEM script is an automation tool that
* monitors real-time system activity and events,
» executes defined actions when specific conditions are met, and
» streamlines troubleshooting and operational workflows.
EEM scripts act based on significant system occurrences—such as log messages, interface states, or telemetry

changes—not limited to errors. For example, you can automate actions like enforcing LACP dampening if a
bundle interface flaps multiple times within seconds by temporarily disabling the interface.

Administrators can define events and actions separately, then link them together using policy maps. A single
event and action pair can be reused across multiple policies, and a policy map can contain up to five actions.
EEM scripts may be written in Python 3.5 or TCL; script policies can be configured using either Command
Line Interface (CLI) or NETCONF RPCs.

* Scripts are stored and managed in subdirectories based on type within the router's script management
repository.

* You can map the same event and action in up to 64 policy maps for extensive automation reuse.

* For python scripting, only specific packages are supported; TCL scripts are also an option for event
managers.
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. Manage eem scripts on the router

Table 72: Feature History Table

EEM scripts |

Feature Name

Release
Information

Feature Description

EEM script
execution logs

Release
26.1.1

Introduced in this release on: Fixed Systems (8200 [ASIC: Q100, Q200,
P100], 8700 [ASIC: P100, K100], 8010 [ASIC: A100]); Centralized Systems
(8600 [ASIC: Q200]); Modular Systems (8800 [LC ASIC: Q100, Q200,
P100])

Timely and successful execution of an EEM script ensures that intended
network actions are effectively carried out, allowing the network to respond
appropriately to changing conditions.

A newly added syslog entry now indicates the start of an EEM script
execution, including the script's name and process ID.

EEM scripts

Release
25.4.1

Introduced in this release on: Fixed Systems (8700 [ASIC: K100])(select
variants only*)

This feature enables you to automate system monitoring and responses using
EEM scripts, streamlining troubleshooting and operational workflows.

EEM scripts monitor real-time events—such as log messages, interface
changes, or telemetry updates—and execute predefined actions when specific
conditions are met. Events and actions are defined separately and linked in
policy maps, with each map supporting up to five actions. You can reuse the
same event-action pair in up to 64 policy maps. Scripts are stored by type on
the router and can be written in Python 3.5 or TCL, managed via CLI or
NETCONF RPCs.

This feature is now supported on:

* 8711-48Z-M

Manage eem scripts on the router

Complete these steps to provision eem scripts on the router.
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Procedure

Figure 5: Workflow to run events script
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Manage eem scripts on the router .

v
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An eem script is invoked automatically when the event occurs. With the event, the event-trigger invokes the corresponding
policy-map to implement the actions in response to the event.
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Step 5

EEM scripts |

View operational status of the event.

Download script to the router

Step 1

To manage the scripts, you must add the scripts to the script management repository on the router. A
subdirectory is created for each script type. By default, this repository stores the downloaded scripts in the
appropriate subdirectory based on script type.

Table 73: Script download locations

Script Download location
type

config harddisk:/mirror/script-mgmt/config

exec harddisk:/mirror/script-mgmt/exec

process | harddisk:/mirror/script-mgmt/process

eem harddisk:/mirror/script-mgmt/eem

Procedure

Add the script to the script management repository on the router using one of the two options:

* Add script from a server.

* Copy the script from an external repository.

Example:
Add the script from a configured HTTP server or the harddisk location in the router.

Router#script add eem <script-location> <script.py>

The following example shows a config script eem-script.py downloaded from an external repository
http://192.0.2.0/scripts:

Router#script add eem http://192.0.2.0/scripts eem-script.py
eem-script.py has been added to the script repository

You can add a maximum of 10 scripts simultaneously.
Router#script add eem <script-location> <scriptl.py> <script2.py> ... <scriptlO.py>

You can also specify the checksum value while downloading the script. This value ensures that the file being copied is
genuine. You can fetch the checksum of the script from the server from where you are downloading the script. However,
specifying checksum while downloading the script is optional.

Routerfscript add eem http://192.0.2.0/scripts eem-script.py checksum SHA256 <checksum-value>

For multiple scripts, use the following syntax to specify the checksum:
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Define trigger conditions for events .

Router#script add eem http://192.0.2.0/scripts <scriptl.py> <scriptl-checksum> <script2.py>
<script2-checksum>
. <scriptlO.py> <scriptlO-checksum>

If you specify the checksum for one script, you must specify the checksum for all the scripts that you download.
Note
Only SHA256 checksum is supported.

Example:

You can copy the script from the external repository to the routers' harddisk and then add the script to the script management
repository.

a. Copy the script from a remote location to harddisk using scp or copy command.

Router#scp userx@192.0.2.0:/scripts/eem-script.py /harddisk:/

b. Add the script from the harddisk to the script management repository.

Router#script add eem /harddisk:/ eem-script.py
eem-script.py has been added to the script repository
Step 2 Verify that the scripts are downloaded to the script management repository on the router.

Example:

Router#show script status

Name | Type | Status | Last Action | Action Time

eem-script.py | eem | Config Checksum | NEW | Tue Aug 24 10:44:53 2021

Define trigger conditions for events

Configure system criteria so specific events are automatically triggered when defined conditions are met.

* The keywords occurrence (number of matches before event raises) and period (interval for above) can
be used with syslog events only.

* To verify a telemetry sensor path or query before configuring an event trigger, use:
Router# event manager telemetry sensor-path <sensor-path> json-query <query>

» Example for syslog trigger with severity:

Router (config) # event manager event-trigger eventTl0 type syslog pattern "L2-BM-6-ACTIVE"
severity info

The event triggers if both pattern and severity match a syslog message.

Before you begin

Ensure the relevant script is added to the script management repository.
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. Define trigger conditions for events

Step 1

Step 2

Procedure

Register the event.
Example:

Router (config) #event manager event-trigger eventT10

Configure the trigger type and its options for the event.
Syslog event

Router (config) # event manager event-trigger eventTl0 type syslog pattern "<pattern-to-match>" [severity
<value>]

* Specify a pattern that matches the syslog message.
* Optionally, add a severity value (alert, critical, debug, emergency, error, info, notice, warning).

* The event triggers only when both pattern and severity match, or if severity is not set, any severity matches the
pattern.

Timer event

Watchdog timer

Router (config) # event manager event-trigger <event-name> type timer watchdog value <seconds>

Cron timer

Router (config) # event manager event-trigger <event-name> type timer cron cron-entry "<cron string>
Track event

Router (config) # event manager event-trigger <event-name> type track name <track-name> status {up |
down | any}

Triggers when the specified track object's status changes.
Telemetry event:

Match criteria as exact match

Router (config) # event manager event-trigger <event-name> query json-path <query> match-criteria
exact-match value <value> type telemetry sensor-path <sensor-path> sample-interval <seconds>

Match criteria as threshold

Router (config) # event manager event-trigger <event-name> query Jjson-path <query> match-criteria
threshold {equal-to | greater-equal-to | greater-than | less-equal-to | less-than | not-equal-to}
<value> type telemetry sensor-path <sensor-path> sample-interval <seconds>

Match criteria as rate:

Router (config) # event manager event-trigger <event-name> query Jjson-path <query> match-criteria rate
direction {any | decreasing | increasing} value {equal-to| greater-equal-to | greater-than |
less-equal-to | less-than | not-equal-to} <value> type telemetry sensor-path <sensor-path>
sample-interval <seconds>

Before creating a telemetry event, enable model-driven telemetry:

Router# telemetry model-driven
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Create actions for events .

The router or system will now automatically trigger the event when the specified conditions are matched.

Create actions for events

Step 1

Step 2

Step 3

Step 4

Step 5

Define the actions that must be taken when an event occurs.
Before you begin

* Define trigger conditions for an event.

Procedure

Set the event action.

Example:

Router (config) #event manager action actionl

Define the type of action. For example, the action is a Python script.

Example:

Router (config) #event manager action actionl type script actionl.py
Configure the maximum run time of the script for the event.

Example:

Router (config) #event manager action actionl type script actionl.py maxrun seconds 30

The default value is 20 seconds.

Configure the checksum for the script. This configuration is mandatory. Every script is associated with a checksum hash
value. This value ensures the integrity of the script, and that the script is not tampered. The checksum is a string of numbers
and letters that act as a fingerprint for script.

a) Retrieve the SHA256 checksum hash value for the script from the IOS XR Linux bash shell.

Example:

Router#run

[node0 RPO CPUO:~]$sha256sum /harddisk:/mirror/script-mgmt/eem/actionl.py
407ce32678ab5fc4b0ad49e83acad6453adld47e8dad9501cf139daa75d53e3dd
/harddisk:/mirror/script-mgmt/eem/actionl.py

b) Configure the checksum for the script.

Example:

Router (config) #event manager action actionl type script actionl.py checksum
sha256 407ce32678a5fc4bl0ad49e83acadé6453adld47e8dad9501cf139daa75d53e3dd

Enter the username for the script to execute.

Example:

Router (config) #event manager action actionl username eem user
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If you load the event manager action commands using configuration files, for example, by using the load
har ddisk:config.txt command, you must make sure that the commands in the configuration files are properly indented
and aligned with the running configuration.

In this example, the username eem and type script commands in the config.txt configuration file are properly indented
and aligned with the running configuration.

event manager action action_all
username eem

type script script-name eem.py Marx seconds 7200 checksum
sha256fb2elf7c4b135c296abb7149cf5fb96£052d3876c35a8422d44£78b9b6d3e452

Policy maps
Policy map is a configuration object that
* enables the association of multiple actions with one or more events,
* supports boolean logic (AND or OR) for correlating multiple events, and

« allows conditional triggering based on event occurrences within a specified period.

With a policy map, you can configure the system to execute an EEM (Embedded Event Manager) script only
when certain combinations of events happen, such as requiring both a specific status threshold and a timer
event before taking action. Optional parameters like occurrence and period control how frequently or under
what time constraints the policy is triggered.

Table 74: Feature History Table

Feature Name Release Description
Information

Add Multiple Events In a Release 25.1.1 |Introduced in this release on: 8700 [ASIC: K100](select
Policy Map With a Single variants only*)

EEM Script *This feature is now supported on Cisco 8§712-MOD-M

routers.

Add Multiple Events In a Release 24.4.1 |Introduced in this release on: Fixed Systems (8200 [ASIC:
Policy Map With a Single P100], 8700 [ASIC: P100(select variants only*)Modular
EEM Script Systems (8800 [LC ASIC: P100])(select variants only*)

*This feature is now supported on:

+ 8212-48FH-M

* 8711-32FH-M

» 88-LC1-12TH24FH-E
» 88-LC1-36EH+A8:B12
* 88-LC1-52Y8H-EM
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Associate events and actions with a policy map .

Feature Name Release Description
Information

Add Multiple Events In a Release 7.5.1 | With this feature, you can add multiple events to a policy
Policy Map With a Single map with boolean (AND or OR) correlation. EEM triggers
EEM Script the script when the correlation defined in the policy map for
the events is true. Using EEM scripts, you can create a logical
correlation of events in the policy map and configure multiple
actions for detectors such as timer, object-tracking, and
telemetry events via sensor path.

Associate events and actions with a policy map

Step 1

Step 2

Step 3

Configure a policy map to link network events with automated actions using Embedded Event Manager
(EEM).

Policy maps allow you to define which events trigger specific actions on your router. You can use Boolean
logic to correlate multiple events, specify how many occurrences trigger the action, and set a time period for
event evaluation.

Before you begin
* Ensure you are in global configuration mode on the router.

* Identify the EEM events and actions you want to associate.

Procedure

Start a policy map configuration.

Example:

Router (config) fevent manager policy-map policyl
Define event triggers.

For a single event

Example:

Router (config-policy-map) #trigger event eventl

For multiple events with Boolean logic, enclose the logic in double quotes:

Example:

Router (config-policy-map) #trigger multi-event "<eventl> AND (<event2> OR <event3>
(Optional) Set occurrence count.

Specify how many times the total correlation must occur before the event is raised

Example:

Router (config-policy-map) # occurrence 2

* Acceptable values: 1 to 32.
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* If not specified, the policy map triggers on every occurrence

Step 4 (Optional) Set evaluation period.

Define the time interval (in seconds) during which the events must occur.

Router (config-policy-map) # period 60

Acceptable values: 1 to 429496729.

Step 5 Specify actions.

Map actions to the policy map (maximum of 5).

Router (config-policy-map)# action action-2

EEM scripts |

The policy map is configured. When defined events occur according to your logic, the router automatically

executes the associated action.

View operational status of eem components

Retrieve the operational status of events, actions and policy maps.

Before you begin

Procedure

Step 1 Run the show
configured.

Example:

Router#show event manager event-trigger all

=z
o

. Name
eventl
event?2
event3
event4d
eventb
evento6
event?
events
event9

W o Jo U b WN

* Define trigger conditions for an event

* Create actions for events

* Create a policy map of events and actions

event manager event-trigger all command to view the summary of basic data of all events that are

esid
1008
1009
1010
1011
1012
1013
1014
1015
1016

Type

syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog
syslog

Occurs

NN NN NDDNDDNDDNDDNDN

Period
1800
1800
1800
1800
1800
1800
1800
1800
1800

Trigger-Count Policy-Count Status

1

[N N N N N N N NS
[ T S SR SRR SR S S

active
active
active
active
active
active
active
active
active

Use the show event manager event-trigger all detailed command to view the details about the match criteria that you
configured, severity level, policies mapped to the events and so on.
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Step 2

View operational status of eem components .

Use the show event manager event-trigger <event-name> detailed command to view the details about the individual
events.

Router#show event manager event-trigger eventl detailed

Event trigger name: eventl
Event esid: 107

Event type: timer

Event occurrence: NA
Event period: NA

Event rate-limit: NA
Event triggered count: 12861
Event policy reg count: 1
Event status: active

Timer type: watchdog

Timer value: 10

Policy mapping info
1 eventl policyl

Run the show event manager policy-map all command to view the summary of all the configured policy maps.

Example:

Router#show event manager policy-map all

No. Name Occurs period Trigger-Count Status
1 policyl NA NA 1 active
2 policy2 NA NA 1 active
3 policy3 NA NA 1 active
4 policy4 NA NA 1 active

Use the show event manager policy-map all detailed command to view the details about mapping of associated events
and actions in the policy maps.

Router#show event manager policy-map policyl all detailed

Policy name: policyl
Policy occurrence: 3
Policy period: 120

Policy triggered count: 0
Policy status: active
Multi event policy: FALSE

Events mapped to the policy
No. Name Status
1 event?2 active

Actions mapped to the policy
No. Name Checksum
1 actionl SHA256

Use the show event manager policy-map <policy-map-name> detailed command to view the details about the individual
policy maps.

Router#show event manager policy-map policyl detailed

Policy name: policyl

Policy occurrence: 2

Policy period: 60

Policy triggered count: O

Policy status: active

Multi event policy: TRUE

Multi event string : "eventl OR (event4 AND event2)"
Current Correlation State : FALSE
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Events mapped to the policy

No. Name Status Corr Status Reset time (sec)
1 eventl active 0 0
2 event2 active 0 0
3 event4 active 0 0
Actions mapped to the policy
No. Name Checksum
1 action2 SHA256
Step 3 Run the show event manager action <action-name> detailed commad to view the details of an action.
Example:

Router#show event manager action actionl detailed

Tue Aug 24 16:05:44.298 UTC

Action name: actionl

Action type: script

EEM Script name: event script 1.py
Action triggered count: 1

Action policy count: 1

Username: eem user

Checksum: 407ce32678a5fc4b0ad49e83acad6453adld47e8dad9501cf139daa75d53e3dd

Last execution status: Success

Policy mapping info

1 actionl policyl

EEM scripts |

Use the show event manager action all and show event manager action all detailed command to view the summary

and details about all the configured actions.

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



CHAPTER 1 3

Model Driven Command Line Interface

* Model-driven CLI features for data model visualization, on page 263
* Model-Driven CLI to display running configuration in XML and JSON formats , on page 268

Model-driven CLI features for data model visualization

A model-driven CLI feature is a programmability capability in Cisco IOS XR software that

* enables users to display YANG data model structures and operational data directly via CLI commands,

* provides configuration and operational output in both XML and JSON formats for easier parsing and
automation, and

* introduces specialized CLI commands that help transition between traditional CLI and model-driven
approaches.

Model-driven CLI features are designed to bridge the gap between legacy command-line workflows and
modern, programmatic network management. By leveraging YANG-based models, these features allow
network operators to view, query, and retrieve data in structured formats, streamlining the integration with
external tools and automation systems.

Table 75: Feature History Table

Feature Name Release Description

Information
Model-driven CLI to Show | Release 7.3.2 This feature enables you to use a traditional CLI
YANG Operational Data command to display YANG data model structures on the

router console and also obtain operational data from the
router in JSON or XML formats. The functionality helps
you transition smoothly between CLI and YANG models,
easing data retrieval from your router and network.

This feature introduces the show yang operational
command.

Model-driven CLI to Show | Release 25.2.1 This feature is deprecated.
YANG Operational Data
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. Structure of data model

Cisco I0S XR Software provides a rich set of show commands and data models to access data from the router
and network. Show commands present unstructured data, while data models provide structured data in XML
or JSON formats; however, both methods can show different views. The model-driven CLI feature addresses
adoption challenges by allowing operators to use the familiar CLI while accessing structured, model-driven
output. This enables easier integration with parsing scripts and automation tools.

Structure of data model

The structure of a data model organizes configuration and operational data in a hierarchical format. Each data
model consists of these primary components:

* Model: The highest-level YANG file that defines a data schema e.g., ietf-interfaces.yang.
* Module: A logical collection of related definitions within the model e.g., ietf-interfaces.
* Container: A grouping node that organizes related nodes together e.g., interfaces, interfaces-state.

* List/Node: An array or list element within a container, often representing multiple items e.g., interface*

[name].

* Leaf: A single value node containing configuration or state data e.g., name, description, type, enabled,

admin-status.

Table 76: Summary table of data model structure:

Component | Description Example

Model YANG file containing schema definitions ietf-interfaces.yang
Module | Group of related schema nodes ietf-interfaces

Container | Grouping node for related lists and leaves interfaces, interfaces-state
List/Node | Multiple entries identified by unique key interface* [name]

Leaf Single data value node under a container or list | name, type, enabled, etc.

CLI and navigation notes:

» Use the show yang oper ational command to explore down to the leaf level in a data model, similar to
navigating hierarchical data.

* Data model structure guides how CLI outputs and configurations map to YANG-defined nodes.

The image show a mapping between CLI and data model, and how the structured data is displayed on the
console.
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Figure 6: Mapping between CLI and Data model

RP/0/RSPQ/CPU@:vkg4# show yang 7
aaa
acl
arp

inventory

RP/@/RSP/CPU@: vkgd#show yang inventory ?
entities Entities Table
racks Rack Table

module: Cisco-I0S-XR-invagr-oper
+—ro inventory
+—ro entities

+—ro racks

Yang module: Cisco-I0S-XR-invmgr-oper
+—ro inventory
+—ro entities
+—ro entityx [name]
+—ro attributes

Navigating YANG operational data models via CLI commands .

xml Output in XML format.
| Output Modifiers
<cr>

RP/B/RSPB/CPUB:vKg4# show yang inventory entities ?
enitity Actual entity name

RP/0/RSPO/CPU@:vkg4# show yang inventory entities
[Cisco-I0S-XR-invmgr-oper inventory entities]
entity/name=Rack @
attributes
inv-basic-bag
description: ASR-9984 AC Chassis
vendor-type: 1.3.6.1.4.1.9.12.3.1.3.1301
name: Rack @
hardware-revision: Vo1
software-revision: 7.2.1.241
serial-number: FOX2012GA1)
manufacturer-name: CISCO SYSTEMS, INC
model-name: ASR-9904-AC
is-field-replaceable-unit: true
composite-class-code: 65536
ized-fru: false
8384513
inv-asset-bag
part-number: E@
manufacturer-assembly-number: 68-4854-81
manufacturer-assembly-revision: E@
manufacturer-common-language-equipment-identifier: IPMWD@@ARA

+—ro inv-basic-bag
+—ro description? string
+—ro vendor-type? string
+—ro name? string
+—ro hardware-revision? string
+—ro firmware-revision? string
+—ro software-revision? string
+—ro chip-hardware-revision? string
+—r0 serial-number? string
+=—ro manufacturer-name? string
+—ro model-name? string
+—ro asset-id-str? string
+--ro asset-identification? int32
+—ro is-field-replaceable-unit? boolean
+—ro manufacturer-asset-tags? int32
+—ro composite-class—code? int32
+—ro memory-size? int32
+—ro environmental-monitor-path? string
+—ro alias? string
+—ro group-flag? boolean
+—ro new-deviation-number? int32
+—ro physical-layer-interface-module-type?  int32
+—ro unrecognized-fru? boolean
+—ro redundancystate? int32
+—ro ceport? boolean
4+——ro xr-scoped? boolean
+-—ro unique-id?
int32

+—ro inv-asset-bag
+—ro part-number?
+=—ro manufacturer-assembly-number?
+—ro manufacturer-assembly-revision?
+—ro manufacturer-firmware-identifier?
+—ro manufacturer-software-identifier?
+—ro manufacturer-common-language-equipment-identifier?
+—ro original-equipment-manufacturer-string?

522068

Navigating YANG operational data models via CLI commands

YANG operational data models can be queried and explored using various CLI commands on Cisco network
devices. These commands help you efficiently access operational state data, identify container and node
structures, and retrieve detailed model attributes for troubleshooting and monitoring. Below are the main
features, queries, outputs, and usage instructions for navigating YANG operational data.

Table 77: Key queries for YANG operational data

Operational Query

Description

Search specific
top-level nodes

Search and produce the output of keywords from top-level nodes.
Router#show yang operational

Router#show yang operational | include <component>

The following example shows the search result for interfaces:

Router#show yang operational | include interface
drivers-media-eth-oper:ethernet-interface
ifmgr-oper:interface-dampening
ifmgr-oper:interface-properties
interface-cem-oper:cem
l12vpn-oper:generic-interface-list-v2
pfi-im-cmd-oper:interfaces
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Operational Query | Description

All the instances | Lists all the models at the root level container and its container name.

of the container Router#show yang operational ?

You can also see the containers for a partially typed keyword. For example, keyword
search for mp1s- displays all the containers with mp1s :

Router#show yang operational mpls-
mpls-io-oper-mpls-ea mpls-io-oper-mpls-ma
mpls-ldp-mldp-oper:mpls-mldp

mpls-lsd-oper:mpls-1sd mpls-lsp-oper:mpls—-lsd-nodes
mpls-ldp-mldp-oper:mpls-mldp

mpls-vpn-oper:13vpn mpls-te-oper:mpls-tp
mpls-te-oper:mpls-te

View the container data. The output of the command is in-line with the structure of the
data model.

Router#show yang operational mpls-static-oper:mpls-static
Request datatree:
filter
mpls-static (ka)
{
"Cisco-IOS-XR-mpls-static-oper:mpls-static": {
"vrfs": {
"vrf": [
{
"vrf-name": "default"
}
]
by
"summary": |
"lsp-count": O,
"label-count": 0,

"label-error-count": 0,
"label-discrepancy-count": 0,
"vrf-count": 1,

"active-vrf-count": 1,
"interface-count": O,
"interface-forward-reference-count": 0,
"lsd-connected": true,
"ribv4-connected": false,
"ribvé-connected": false
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Navigating YANG operational data models via CLI commands .

Operational Query

All the nodes of
the container

Description
Router#show yang operational mpls-static-oper:mpls-static ?
JSON Output in JSON format
XML Output in XML format
local-labels
summary
vrfs

| Output Modifiers
<cr>

Output in JSON Format:

Router#show yang operational man-netconf-oper:netconf-yang clients JSON
Mon Sep 27 11:38:27.158 PST
Request datatree:
filter
netconf-yang (ka)
clients
{

"Cisco-IOS-XR-man-netconf-oper:netconf-yang": {

"clients": {

"client": [
{
"session-id": "1396267443",
"version": "1.1",
"connect-time": "52436839",
"last-op-time": "1545",
"last-op-type": "get",

"locked": "No"

Output in XML Format:

Router#show yang operational man-netconf-oper:netconf-yang clients XML
Mon Sep 27 11:38:34.218 PST
Request datatree:
filter
netconf-yang (ka)
clients
<netconf-yang
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-man-netconf-oper">
<clients>
<client>
<session-id>1396267443</session-id>
<version>1l.1</version>
<connect-time>52443884</connect-time>
<last-op-time>1545</last-op-time>
<last-op-type>get</last-op-type>
<locked>No</locked>
</client>
</clients>
</netconf-yang>
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Operational Query | Description

PJavigaK:unﬁlthe Router#show yang operational mpls-static-oper:mpls-static summary ?
last leaf level JSON Output in JSON format
XML Output in XML format
active-vrf-count

im-connected

interface-count

interface-forward-reference-count
mpls-enbled-interface-count

vrf-count

| Output Modifiers
<cr>

View data specific to the leaf value. The read only (ro) leaves in a YANG model are
considered as the state data (operational).

Router#show yang operational mpls-static-oper:mpls-static summary
active-vrf-count
Request datatree:
filter
mpls-static (ka)
summary
active-vrf-count
{
"Cisco-IOS-XR-mpls-static-oper:mpls-static": {
"summary": {
"active-vrf-count": [

}

Model-Driven CLI to display running configuration in XML and
JSON formats

A model-driven CLI display format is a configuration output method that

* presents device running configuration in structured XML and JSON formats,
* leverages native, OpenConfig, and unified YANG data models to organize configuration data, and

* enables granular filtering and flexible retrieval of configuration for specific components or hierarchies.

Table 78: Feature History Table

Feature Name Release Description
Information

Model-driven CLI to Display Release 25.1.1 |Introduced in this release on: Fixed Systems (8700
Running Configuration in XML [ASIC: K100])(select variants only*)

and JSON Formats *This feature is now supported on Cisco 8§712-MOD-M

routers.
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Model-Driven CLI to display running configuration in XML and JSON formats .

Feature Name Release Description
Information

Model-driven CLI to Display Release 24.4.1 | Introduced in this release on: Fixed Systems (8200
Running Configuration in XML [ASIC: P100], 8700 [ASIC: P100])(select variants
and JSON Formats only*); Modular Systems (8800 [LC ASIC:
P100])(select variants only*)

*This feature is now supported on:

» 8212-48FH-M

» 8711-32FH-M

» 88-LC1-12TH24FH-E
» 88-LC1-36EH+A8:B12
» 88-LC1-52Y8H-EM

Model-driven CLI to Display Release 7.3.2 | This feature enables you to display the configuration
Running Configuration in XML data for Cisco IOS XR platforms in both JSON and
and JSON Formats XML formats.

This feature introduces the show run | [xml | json]
command.

The show run | [xml | json] command uses native, OpenConfig and unified models to retrieve and
display data.

Use the following variations of the command to generate output:
« show run | [xml | json] —Shows configuration in YANG XML or JSON tree.
+ show run | [xml | json] openconfig —Shows configuration in OpenConfig YANG XML tree.
« show run | [xml | json] unified —Shows configuration in unified model YANG XML tree.

* show run component | [xml | json] —Shows configuration in YANG XML or JSON tree for
the top-level component. For example, show run interface | xml

» show run component | [xml | json] unified —Shows configuration in unified model YANG
XML or JSON tree for the top-level component. For example, show run interface|json unified

* show run component subcomponent | [xml | json] —Shows configuration in YANG XML or
JSON tree for the granular-level component. For example, show run router bgp 12 neighbor
12.12.12.12 | xml

* show run component subcomponent | [xml | json] unified —Shows configuration in unified
model YANG XML or JSON tree for the granular-level component. For example, show run
router bgp 12 neighbor 12.12.12.12 | json unified

Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco 10S XR Releases .



Model Driven Command Line Interface |
. XML output for the show run command

XML output for the show run command

The show run | xml command produces the router’s running configuration in XML format. This enables
automation and integration with software that can parse device settings through a standard XML schema.

Router#show run | xml
Building configuration...

<data>

<interface-configurations xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-ifmgr-cfg">
<interface-configuration>
<active>act</active>
<interface-name>GigabitEthernet0/0/0/0</interface-name>
<shutdown></shutdown>
</interface-configuration>
<interface-configuration>
<active>act</active>
<interface-name>GigabitEthernet0/0/0/1</interface-name>
<shutdown></shutdown>
</interface-configuration>
<interface-configuration>
<active>act</active>
<interface-name>GigabitEthernet0/0/0/2</interface-name>
<shutdown></shutdown>
</interface-configuration>

</interface-configurations>

<interfaces xmlns="http://cisco.com/ns/yang/Cisco-I0S-XR-um-interface-cfg">
<interface>
<interface-name>GigabitEthernet0/0/0/0</interface-name>
<shutdown/>
</interface>
<interface>
<interface-name>GigabitEthernet0/0/0/1</interface-name>
<shutdown/>
</interface>
<interface>
<interface-name>GigabitEthernet0/0/0/2</interface-name>
<shutdown/>
</interface>

</interfaces>

</data>

JSON output for show run command

he show run | json command on Cisco IOS XR displays the device's running configuration in JSON format,
making it easier for automation tools, scripts, or APIs to parse and manipulate the configuration data
programmatically.

A typical output includes:

* Interface configuration details, such as interface name, state, and protocol.
* Netconf/YANG agent configuration, such as SSH status.

Router#show run | json
Building configuration...
{
"data": {
"Cisco-I0S-XR-ifmgr-cfg:interface-configurations": {
"interface-configuration": [

"active": "act",
"interface-name": "GigabitEthernet0/0/0/0",
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Granular level component output for show run command .

"shutdown": [
null
1
}I
{
"active": "act",
"interface-name": "GigabitEthernet0/0/0/1",
"shutdown": [
null
1
}I
{
"active": "act",
"interface-name": "GigabitEthernet0/0/0/2",
"shutdown": [
null

]
}
]I
"Cisco-IOS-XR-man-netconf-cfg:netconf-yang": {
"agent": {
"ssh": true
}
}I
}

Granular level component output for show run command

The output of the show run router bgp <as-number > neighbor <neighbor-address> | json unified command
provides a structured, highly detailed view of BGP configuration for a specified neighbor in JSON format.
This reference explains how to interpret each component of the output and highlights key attributes.

Router#show run router bgp 12 neighbor 12.12.12.12 | json unified
{
"data": {
"Cisco-IOS-XR-um-router-bgp-cfg:router": {
"bgp": {
"as": [
{
"as-number": 12,
"neighbors": {
"neighbor": [
{
"neighbor-address": "12.12.12.12",
"remote-as": 12,
"address-families": {
"address-family": [
{

"af-name": "ipv4-unicast"
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Unified model output for show run command

The following sample output demonstrates the unified model XML structure produced by the show run router
bgp 12 | xml unified command:

Router#sh run router bgp 12 | xml unified
<data>
<router xmlns=http://cisco.com/ns/yang/Cisco-I0S-XR-um-router-bgp-cfg>
<bgp>
<as>
<as-number>12</as-number>
<bgp>
<router-id>1.1.1.1</router-id>
</bgp>
<address-families>
<address-family>
<af-name>ipv4-unicast</af-name>
</address-family>
</address-families>
<neighbors>
<neighbor>
<neighbor-address>12.12.12.12</neighbor-address>
<remote-as>12</remote-as>
<address-families>
<address-family>
<af-name>ipv4-unicast</af-name>
</address-family>
</address-families>
</neighbor>
</neighbors>
</as>
</bgp>
</router>
</data>

This output helps you identify the XML element hierarchy and data structure when configuring BGP settings
using the unified model on Cisco IOS XR devices.
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Automation Scripts

* Operational simplicity using automation scripts , on page 273

Operational simplicity using automation scripts

An automation script is a software program that

* automates configuration and operational tasks on network devices,

« interacts with network operating systems through standard interfaces such as NETCONEFE, SNMP, and

SSH, and

* can be executed either externally or directly on the network device.

* On-box automation scripts: Scripts that reside and execute directly on the router, eliminating the need
for external controllers.

* Off-box automation scripts: Scripts that run on external controllers and interact with network devices
through APIs over the network.

Table 79: Feature History Table

Feature Name Release Description
Information
Operational Simplicity | Release Introduced in this release on: Fixed Systems (8700 [ASIC:
Using Automation 25.1.1 K100])(select variants only*)
Seripts *This feature is now supported on Cisco 8§712-MOD-M routers.
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Automation Scripts |

Scripts

Feature Name Release Description

Information
Operational Simplicity | Release Introduced in this release on: Fixed Systems (8200 [ASIC: P100],
Using Automation 2441 8700 [ASIC: P100])(select variants only*); Modular Systems (8800

[LC ASIC: P100])(select variants only*)
*This feature is now supported on:

» 8212-48FH-M

» 8711-32FH-M

» 88-LC1-12TH24FH-E
» 88-LC1-36EH+A8:B12
» 88-LC1-52Y8H-EM

Operational Simplicity
Using Automation
Scripts

Release 7.3.2

This feature lets you host and execute your automation scripts directly
on a router running I0OS XR software, instead of managing them on
external controllers. The scripts available on-box can now leverage

Python libraries, access the underlying router information to execute
CLI commands, and monitor router configurations continuously. This
results in setting up a seamless automation workflow by improving

connectivity, access to resources, and speed of script execution.

The following categories of on-box scripts are used to achieve
operational simplicity:

* Config scripts—Implement custom configuration rules, and
notify the user to take action when the configuration conditions
are not met.

* Exec scripts—Automate operational tasks and network
troubleshooting.

* Process scripts—Monitor the system continuously using
daemons.

* EEM scripts—Respond to a predefined set of events.

Types of automation scripts

There are four types of on-box automation scripts that you can leverage to automate your network operations:

* Configuration (Config) scripts

* Execution (Exec) scripts

* Process scripts

* EEM scripts

This table provides the scope and benefit of on-box scripts.
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Table 80: On-Box Automation Scripts

Types of automation scripts .

Config Scripts Exec Scripts Process Scripts EEM Scripts
Whatis |Enforce contextual and | Run operational Daemonize to Run operational
the scope | conditional changes to | commands or RPCs, | continuously run as | commands or RPCs,
of the configurations, validate | process the output, an agent on the generate, and determine
script? | configurations before generate syslogs, router to execute the next steps like
committing the changes | configure system, additional checks |logging the root cause
to detect and notify perform system action | outside traditional |or changing device
potential errors. If commands such as ZTP. Daemonized |configuration. Event
configuration does not | system reload, process | scripts are similar to | policies can upload the
comply with the rules that | restarts, and collect exec scripts but run | output of event scripts
are defined in the script, |logs for further continuously. The |to an on-box or off-box
an action can be invoked. | evaluation. script executes location for further
For example, generate a operational analysis.
warning, syslog message, commands on the
or halt a commit router and analyzes
operation. the output.
How to | All config scripts are Exec script is invoked | Process script is Event scripts are
invoke |processed automatically |manually via CLI activated via invoked by defined
the when commit command | command or RPC. configuration CLI |event policies in
script? | is executed on the router. command. response to a system
event and allow for
immediate action to take
effect.
What are | Simplifies complex Collects operational | Runs scripts as a Automates log
the main | configurations and averts | information, and daemon to collection upon
benefits | potential errors before a | decreases the time that | continuously detecting error
of using | configuration is is involved in perform tasks that | conditions that are
the committed. troubleshooting issues. | are not transient. defined by event
seript? Ensures that the network | Provides flexibility in policies.
configuration complies | changing the input Uploads the output of

with rules and policies
that are defined in the
script.

parameters for every
script run. This fosters
dynamic automation of
operational
information.

event scripts to an
on-box or off-box
location for further
analysis.
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Service Layer-API

* Get to Know Service Layer API, on page 277

* Enable the service layer, on page 279

» Write Your Service Layer Client API, on page 280
* Intra-AFI RIB route prioritization, on page 281

Get to Know Service Layer API

A service layer API is a model-driven network communication protocol that

» uses Google-defined remote procedure call (gRPC) to enable programmatic control of network devices,
* provides direct access to network infrastructure layers for high performance, and
« supports multiple programming languages for integration with various clients, controllers, and protocols.

Benefits

Service layer APIs provide direct access to the Network Infrastructure Layer (Service-Adaptation Layer),
resulting in:

* High Performance: Access bypasses intermediary network-state databases, enabling faster operations
than typical management APIs. For example, batch updates go directly to the Label Switching Data Base
(LSDB) and Routing Information Base (RIB) over gRPC.

* Flexibility: Developers can bring custom protocols or controllers in a variety of languages (C++, Python,
Go, etc.) using gRPC.

* Offloading of Low-Level Tasks: IOS XR infrastructure handles conflict resolution, transactional
notifications, and data plane abstraction, allowing you to focus on higher-layer protocols and logic.

Components of Service Layer API
* Functionality Verticals/Domains: These categorize API capabilities. Supported verticals include:

« Initialization (event notifications, heartbeats)
* Route (RIB) manipulation (IPv4, IPv6)

* MPLS (label allocation and mapping)

* Interface (state event subscription)

* BFD (session management and notifications)
* Policy-Based Routing (PBR)
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. Get to Know Service Layer API

* Protobuf schema/model: APIs are defined using gRPC and Google Protocol Buffers (GPB) for

model-driven communication.
» gRPC: Handles serialization and encoding/decoding requests/responses between clients and routers, with

bindings generated for various languages.

* Service layer gRPC clients: Can run on-box (agents in containers) or off-box (controllers or open-source

tools).

» gRPC authentication modes: Secure communication between clients and servers using different methods.

* The following table lists the authentication type and configuration requirements:

Table 81: Types of Authentication with Configuration

Type Authentication Authorization Configuration Requirement From
Method Method Requirement Client

Metadata with TLS | username, username grpc username,

password password, and CA

Metadata without |username, username grpc no-tls username,

TLS password password

Metadata with username, username grpctlsmutual  |username,

Mutual TLS password password, client
certificate, client
key, and CA

Certificate based | client certificate's |username from grpctlsmutual | client certificate,

Authentication common name field | client certificate's and client key, and CA

common name field
grpc certificate
authentication
Figure 7: Components of Service Layer APl
Request =
EAl Off-Box Client
E)
On-Box Client gRPC Python, C++, go
stub
Python, C++, go
Response

Initizlizaticn RIB MPLS Interface BFD
RPCs RPCs RPCs RPCs RPCs o
3
< SL-API Functionality Verticals S @
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Bring your controller

To bring your controller on I0S XR, first, enable the service layer on the router and then write your Service
Layer Client APL

1. Enable the service layer, on page 279

2. Write Your Service Layer Client API.

Enable the service layer

Enable the service layer for gRPC, allowing for efficient service communication and enhanced network
operations.

Enabling the service layer activates network functions related to gRPC and gNMI/gRIBI protocols. It is
required for programmatic configuration, monitoring, and service integration.

* You can use this task when enabling service integration and programmatic control on your router.

Perform these steps to enable the service layer on your router.

Before you begin
* Ensure you have access to the router CLI.
* Confirm that you have administrative privileges.

* Identify the preferred gRPC port for your deployment.

Procedure

Step 1 Enable the service layer.

Example:

Router# configure

Router (config) # grpc

Router (config-grpc) # port 57777
Router (config-grpc) # service-layer
Router (config-grpc) # no-tls

Router (config-grpc) # commit

The default gNMI service port is 9339. Valid gNMI service port values range from 57344 to 57999. The default gRIBI
service port is 9340. Valid gRIBI service port values range from 57344 to 57999.

The service layer is enabled.

Step 2 Verify that the service layer is operational.

Example:

Router# show running-config grpc
Mon Nov 4 04:19:14.044 UTC
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grpc
port 57777
no-tls

service-layer
|

The running configuration displays the service layer settings.

Step 3 Verify the gRPC state.

Example:

Service Layer-APl |

Router# show service-layer state

Mon Feb 24 04:18:40.055 UTC

config on:

standby connected :
idt done:

blocked on ndt:

connected to RIB for IPv4:
connected to RIB for IPv6:

Initialization state:
pending requests:

BFD Connection:

MPLS Connection:
Interface Connection:
Objects accepted:
interface registered:
bfd registered for IPv4:
bfd registered for IPv6:

Service layer and related protocol connections are displayed.

YES
NO
NO
NO
YES
YES
estab sync
0
UP
UP
UP
NO
NO
NO
NO

The service layer is enabled and operational, allowing the router to communicate using gRPC and related

services.

What to do next

* If needed, verify integration with network management systems or initiate application communications

using the configured service layer.

Write Your Service Layer Client API

The Service Layer API enables you to design and implement clients tailored to specific business requirements.
Developing a Service Layer API client involves understanding how to import the generated client bindings,
establish communication channels, register with the gRPC server, and utilize remote procedure calls (RPCs)

for various functionality verticals.

Key aspects of developing a Service Layer API client include:

* Importing Bindings: After generating the necessary bindings from provided specifications, you must

import these into your codebase to enable interaction with the AP

* Opening Notification Channels: Initialization requires creating a notification channel, which allows your

client to register with the gRPC server running on the router.

. Programmability Configuration Guide for Cisco 8000 Series Routers, Cisco I0S XR Releases



| Service Layer-API
Intra-AFl RIB route prioritization .

* Registering with Functionality Verticals: The registration RPC must be used to declare the specific
vertical (set of functionality) your client will work with. Any attempts to make calls without prior

registration will be rejected by the system.
» Using RPCs: After registration, you can select and use available RPCs by populating the relevant object

fields in the gRPC stub.
The diagram below illustrates the typical workflow when developing a Service Layer API client:

Figure 8: Service Layer APl Workflow

l Select SL-API Set up a Notification | Open Notification .
vartical and import channel to the gRPC Channel Client
genarated bindings server (must stay up)

Import Bindings
Register against a Select the RPC of
vertical [RIB, LSD, choice and fill out | Use RPCs
BFD etc.) the ohject felds
GRPC Stub

- Register against
. Created in the client code usin i
g Vertical Request

the generated bindings | mEEERS K
Response Server

. Used to send requests to the
grpc server (router)

Interface
RPCs

Initialization
RPCs

520431

«€——  5SL-API Functionality Verticals =~ ——=

)

Note Removing VRF or interface configurations referenced by SL-API objects is not supported and may impact
network traffic. Before making such changes, ensure that Service Layer API clients have rerouted traffic and

updated routing information.

Intra-AFl RIB route prioritization

Intra-AFI RIB route prioritization is an architectural enhancement that
» maps SL-API route priorities to the internal RIB Bulk Content Downloader (BCDL) priority queues for
ordered processing,

« ensures critical controller-programmed route updates received via SL-API are processed and programmed
into the forwarding plane ahead of lower-priority updates,

* improves convergence time during link failures and control-plane contention, and

« allows SL-API clients to assign explicit route priorities.
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Table 82: Feature History Table

Feature Name Release Information Feature Description

Intra-AFI RIB route prioritization | Release 26.1.1 Introduced in this release on: Fixed
Systems (8200 [ASIC: Q200,
P100], 8700 [ASIC: P100]);
Centralized Systems (8600
[ASIC:Q200]); Modular Systems
(8800 [LC ASIC: Q200, P100])

Intra-AFI RIB route prioritization
improves routing visibility and
convergence for
controller-programmed route
updates received through SL-API.
The feature allows controllers to
assign priorities to routes so that
the router processes and programs
critical updates into the forwarding
plane before lower-priority routing
updates.

Intra-AFl route processing enhancements

The feature prioritizes controller-programmed route updates received via SL-API during the RIB to FIB
download process, ensuring that time-sensitive controller operations program the forwarding plane before
lower-priority routing updates. The solution extends the existing Label Switching Database (LSD) prioritization
model to the RIB.

The following enhancement is introduced:
* Route priority mapping in RIB

The router allows the controller-programmed route updates via SL-API, to assign explicit priorities to
route updates. The RIB maps these priorities to internal BCDL queues and programs the FIB based on
priority.

Benefits of intra-AFl route prioritization
The benefits of intra-AFI route prioritization include:

* The router prioritizes critical controller-programmed route updates via SL-API, reducing convergence
delays during link failures and topology changes.

* The router processes controller-programmed route updates via SL-API based on priority, preventing
important updates from being delayed during control-plane contention.

* Controllers can assign priorities to routes and program time-sensitive route updates via SL-API into the
FIB ahead of lower-priority updates.
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SL-API priority routing model

The SL-API priority model is a routing update category that allows SL-API clients to assign priority levels
to route updates so that the router programs critical routes before lower-priority updates.

During route programming, the controller assigns priorities and passes them to the RIB through SL-API. The
RIB honors these priorities when processing route update operations.

The feature defines four distinct priority levels to ensure ordered and predictable route programming.

Table 83: SL-API priority mapping

SL-API priority RIB queue
Critical BCDLO
High BCDLI
Medium BCDL2
Low BCDL3

Verify intra-AFl route prioritization

Follow the steps to verify the intra-AFI route prioritization.

Procedure

Run the show service-layer route <ipv4|ipv6> detail command to verify the SL-API RIB priority.
Example:

The highlighted lines in the show output confirm that the priority assigned by the controller via SL-API is correctly
recognized and applied in the RIB.

Router# show service-layer route ipv4 100.2.1.2/32 detail
Output received:
Sun Jan 25 08:41:51.177 UTC

VRF: default, Client 0

100.2.1.2/32, tag: 0, distance: 2, metric: 3824949353, priority: critical
path: 1, 102.1.4.4 via Bundle-Ether1402
remote labels: 24001, 17000,
load metric: 11, path flags: 0
id: 0, protected bitmap: 0xO0
ref count: 1
path: 2, 103.1.4.4 via Bundle-Ether1403
remote labels: 24001, 17000,
load metric: 11, path flags: 0
id: 0, protected bitmap: 0xO0
ref count: 1
path: 3, 104.1.4.4 via Bundle-Ether1404
remote labels: 24001, 17000,
load metric: 10, path flags: 0
id: 0, protected bitmap: 0xO0
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ref count: 1
Update TimeStamp: Jan 25 08:41:27.072483
Client:0, Session:31, Operation ID:2065, Operation Result: 0x0
RIB:Programmed, FIB:Unavailable, Ack Type:Rib, FIB Version:0
Ack Cadence:Continuous, Ack PermitGate/Status: ALL/Open
Network 100.2.1.2/32: RIB priority = 'rib_ priority slapi_critical (5) svd type rib_svd type_local',
SL priority = 'critical'
Network 100.2.1.2/32: Priority match confirmed - SL priority 'critical' found in RIB priority

Example:

Router# show service-layer route ipvé6 2002::6402:101/128 detail
Sun Jan 25 08:41:52.675 UTC

VRF: default, Client 0

2002::6402:101/128, tag: 0, distance: 2, metric: 4189176100, priority: critical
path: 1, ::ffff:102.1.4.4 via Bundle-Ether1402
remote labels: 24500, 16062,
load metric: 11, path flags: O
id: 0, protected bitmap: 0x0
ref count: 1
path: 2, ::ffff:103.1.4.4 via Bundle-Ether1403
remote labels: 24500, 16062,
load metric: 11, path flags: O
id: 0, protected bitmap: 0x0
ref count: 1
path: 3, ::ffff:104.1.4.4 via Bundle-Ether1404
remote labels: 24500, 16062,
load metric: 10, path flags: O
id: 0, protected bitmap: 0x0
ref count: 1
Update TimeStamp: Jan 25 08:41:27.207009
Client:0, Session:32, Operation ID:2667, Operation Result: 0x0
RIB:Programmed, FIB:Unavailable, Ack Type:Rib, FIB Version:O0
Ack Cadence:Continuous, Ack PermitGate/Status: ALL/Open
Network 2002::6402:101/128: RIB priority = 'rib priority slapi_critical (5) svd type
rib_svd type local', SL priority = 'critical'
Network 2002::6402:101/128: Priority match confirmed - SL priority 'critical' found in RIB priority
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