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NetFlow Essential Concepts and Terms
• Data source: Specific locations within the router, such as physical interfaces and VLANs, where traffic
measurements can be taken.

• Flow: Indicates a collection of IP orMPLS packets traversing the router during a time period. All packets
belonging to a particular Flow share common attributes derived from the packet's data

• Flow record: Is a set of key and non-key NetFlow field values used to characterize flows in the NetFlow
cache. It is generated by examining packet headers, and adding a description of packet details in the
NetFlow cache.

• Exporter: Positioned within the router that has NetFlow enabled, an Exporter monitors incoming packets,
and generates Flows from them. The Exporter transmits information derived from these Flows, encapsulates
as Flow Records, to the NetFlow Collector.

• Collector: An external device designed to receive Flow Records from one or multiple Exporters. The
Collector processes the incoming export packets, and stores the associated Flow record details. Optionally,
Flow records can undergo aggregation before storing it onto the hard disk.

NetFlow Configuration for Traffic Monitoring and Analysis
1



• NetFlow Cache: The Cache is a segment of memory that stores flow entries prior to their exportation
to an external collector. This includes two cache types: the normal cache and the permanent cache.

• Netflow Analyser: Is an external device or an application responsible for collecting and scrutinizing
flow records to furnish valuable insights.

• Collector address: This comprises the IP address and a UDP port number. By default, the designated
destination port number is 2055.

How NetFlow works
NetFlow serves as a network monitoring protocol that facilitates the logging of metadata for each flow that
traverses the router, both entering or leaving it. This protocol provides comprehensive insights into network
flows, including details such as source and destination IP addresses, ports, and packet counts. It's commonly
applied for traffic analysis, capacity planning, and network troubleshooting.

Cross AFI BGP NH information elements

Cross AFI BGPNH information elements specifies the next hop IP address for different network layer protocols
in BGP routing. These elements ensure

• proper routing across diverse network environments by indicating the appropriate next hop based on the
Address Family Identifier (AFI) and

• its Subsequent Address Family Identifier (SAFI).
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Table 1: Feature History Table

DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems(8200, 8700)(select variants only*);
Modular Systems (8800 [LC ASIC:
P100])(select variants only*).

IPv4 or IPv6 flows in BGP can now handle
next-hop Information Element (IE) across
different address families, such as IPv4 and
IPv6. This is particularly useful in scenarios
where IPv4 and IPv6 networks need to
interoperate.

These IEs are added to the existing NetFlow
or IPFIX template for record ipv4 and all
the IPv4 variant record types:

• BgpNextHopIPv6Address (IE 63)

• IpNextHopIPv6Address (IE 62)

• IpNextHopIPv4Address (IE 15)

These IEs are added to the existing NetFlow
or IPFIX template for record ipv6 and all
the IPv6 variant record types:

• BgpNextHopIPv4Address (IE 18)

• IpNextHopIPv6Address (IE 62)

• IpNextHopIPv4Address (IE 15)

These IEs provide a detailed and structured
data that is essential for various network
operations and analyses.

*This feature is now supported on:

• 8212-48FH-M

• 8711-32FH-M

• 88-LC1-12TH24FH-E

• 88-LC1-52Y8H-EM

• 88-LC1-36EH

The feature uses the exiting CLI commands.
Formore information see, IPFIXEnablement
for SRv6 and Services over SRv6 Core.

Release 25.1.1Cross AFI BGPNH Information
Element
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DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems(8200, 8700)(select variants only*);
Modular Systems (8800 [LC ASIC:
P100])(select variants only*).

NetFlow enhances the system's traffic
monitoring capabilities by allowing you to
track and analyze IP traffic flows in
real-time, offering improved visibility into
network utilization and aiding in
troubleshooting.

*This feature is now supported on:

• 8212-48FH-M

• 8711-32FH-M

• 88-LC1-12TH24FH-E

• 88-LC1-52Y8H-EM

• 88-LC1-36EH

Release 24.4.1Netflow support

Recording of Packet Flows in NetFlow
The packet in NetFlow is recorded as follows:
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Figure 1: Packet Flows in NetFlow

1 Flow Creation
2 Datagram Generation
3 Data Export
4 Analysis and Reporting

In NetFlow, the focus is on recording and collecting full packet flows in the network traffic data. When
NetFlow is configured on the router, the router collects flow data by extracting key field attributes from the
packet streams, and generates a flow record. This record, along with accounting information, is stored in the
database or NetFlow Cache. The extracted records, once sampled, are exported to one or more NetFlow
collectors via the UDP transport layer protocol. This exported data has several purpose: enterprise accounting
and ISP billing, and so on.

Here's how NetFlow handles the recording of packet flows:

1. Flow Creation: NetFlow creates flow records by monitoring network traffic passing through the router.
As a packet stream traverses a router interface, the packets are collected and an internal header is appended.
These packets are dispatched to the line card's CPU, which generate a flow record. The router extracts
pertinent header details from the packets and creates cache entries. The packets are subject to a policer,
which helps protect the internal control plane. With each subsequent arrival of a packet from the same
flow, the cache entry is updated. Flow records persist within the line card's cache until they age out due
to timer expiration.

When the expiry of the set timer occurs, the NetFlow is generated. There are timers (two of them) running
for flow aging.

• The active timer signifies the maximum allowable duration for a particular cache entry's existence,
even if matched by received sampled packets.
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• The inactive timer represents the duration without receipt of a sampled packet corresponding to a
specific cache entry.

2. Datagram Generation: The NetFlow agent generates NetFlow datagrams that contain information about
the packets. These datagrams include details such as source and destination IP addresses, port numbers,
protocol information, and various flow statistics.

3. Data Export: The NetFlow datagrams are periodically exported from the NetFlow agent to a designated
NetFlow collector or analyzer. The export can be done using protocols like UDP or TCP, and the datagrams
are typically sent in a structured format like IPFIX or JSON.

A flow record is sent to the NetFlow collector in the following scenarios:

• The flow has been inactive or active for an extended period.

• The user triggers the export of the flow.

• The flow concludes, which is particularly relevant when TCP connections are terminated.

4. Analysis and Reporting: Upon receiving the NetFlow data, the NetFlow collector or analyzer processes
and analyzes the information. It aggregates the sampled data to provide statistical insights into network
traffic, including top talkers, protocol distribution, traffic patterns, and other metrics.

Collect additional BGP information elements for MPLS IPv4 and
IPV6 using IPFIX

Table 2: Feature History Table

DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed Systems
(8010 [ASIC: A100])

This feature is now supported on:

• 8011-4G24Y4H-I

Release 25.1.1Collect additional BGP
information elements for MPLS
IPv4 and IPV6 using IPFIX
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DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems(8200, 8700)(select variants only*);
Modular Systems (8800 [LC ASIC:
P100])(select variants only*).

This feature helps you monitor and optimize
your network more effectively with IPFIX,
which enhances the collection of BGP
Information Elements (IEs) in IPFIX records.

*This feature is now supported on:

• 8212-48FH-M

• 8711-32FH-M

• 8712-MOD-M

• 88-LC1-12TH24FH-E

• 88-LC1-52Y8H-EM

• 88-LC1-36EH

Release 24.4.1Collect additional BGP
information elements for MPLS
IPv4 and IPV6 using IPFIX

This feature is specifically designed to improve congestion mitigation in core-edge link scenarios, this update
introduces support for gathering eight additional BGP fields in IPFIX MPLS IPv4/IPv6 records. With this
feature, you can efficiently monitor and optimize your network.

Additionally, two new Information Elements, namely Minimum Time-to-Live (TTL) and Maximum TTL,
are recorded. These elements provide information about theminimumTime to Live for a flow and themaximum
Time to Live for a flow.

Table 3: Information Elements

IE NumberIE Field

16BgpSourceAsNumber

17BgpDestinationAsNumber

18BgpNextHopIPv4Address

63BgpNextHopIPv6Address

13DestinationIPv4PrefixLength

30DestinationIPv6PrefixLength

15IpNextHopIPv4Address

62IpNextHopIPv6Address

52Minimum TTL

53Maximum TTL
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IE number, or Information Element Number, is a unique identifier assigned to specific elements within network
communication protocols, facilitating standardized interpretation and management. For more information
refer IP Flow Information Export (IPFIX) Entities.

Configuration

The following example shows how to collect MPLS traffic with both IPv6 and IPv4 fields.

Configuring Monitor map:
Router(config)#flow monitor-map mpls-1
Router(config-fmm)#record mpls ipv4-ipv6-fields
Router(config-fmm)#commit
Router(config-fmm)#exit

Configuring Sampler map:
Router(config)#sampler-map fsm1
Router(config-sm)#random 1 out-of 4000
Router(config-sm)#commit
Router(config-sm)#exit

Apply a Monitor Map and a Sampler Map to a physical interface
Router(config)#interface HundredGigE 0/0/0/24
Router(config-if)#flow mpls monitor mpls-1 sampler fsm1 ingress
Router(config-if)#exit

Verification

Verify the flow monitor stats statistics using the show flow monitor cache location command.
Router#show flow monitor mpls-1 cache summary location 0/0/CPU0========== Record number: 1
==========
========== Record number: 1 ==========
LabelType : Unknown
Prefix/Length : 20.1.1.0/24
Label1-EXP-S : 16001-0-1
Label2-EXP-S : -
Label3-EXP-S : -
Label4-EXP-S : -
Label5-EXP-S : -
Label6-EXP-S : -
InputInterface : FH0/0/0/1
OutputInterface : FH0/0/0/0
ForwardStatus : Fwd
FirstSwitched : 00 08:28:52:189
LastSwitched : 00 08:28:57:649
ByteCount : 2352
PacketCount : 56
Dir : Ing
SamplerID : 1
IPV4SrcAddr : 30.1.1.1
IPV4DstAddr : 20.1.1.1
IPV4TOS : 0
IPV4Prot : udp
L4SrcPort : 2025
L4DestPort : 2500
L4TCPFlags : 0
IPV4SrcPrfxLen : 24
IPV4DstPrfxLen : 24
BGPNextHopV4 : 192.168.10.10
BGPNextHopV6 : ::
BGPSrcOrigAS : 2000

NetFlow Configuration for Traffic Monitoring and Analysis
8

NetFlow Configuration for Traffic Monitoring and Analysis
Collect additional BGP information elements for MPLS IPv4 and IPV6 using IPFIX

https://www.iana.org/assignments/ipfix/ipfix.xhtml


BGPDstOrigAS : 1000
IPV4NextHop : 192.168.10.10
IPV6NextHop : ::
MinimumTTL : 90
MaximumTTL : 110
InputVRFID : default
OutputVRFID : default

========== Record number: 1 ==========
LabelType : Unknown
Prefix/Length : ::/0
Label1-EXP-S : 16001-0-1
Label2-EXP-S : -
Label3-EXP-S : -
Label4-EXP-S : -
Label5-EXP-S : -
Label6-EXP-S : -
InputInterface : FH0/0/0/1
OutputInterface : FH0/0/0/0
ForwardStatus : Fwd
FirstSwitched : 00 08:27:38:692
LastSwitched : 00 08:27:47:572
ByteCount : 5580
PacketCount : 90
Dir : Ing
SamplerID : 1
IPv6SrcAddr : 50::1
IPv6DstAddr : 40::1
IPv6TC : 0
IPv6FlowLabel : 0
IPv6OptHdrs : 0x0
IPV6Prot : udp
L4SrcPort : 2025
L4DestPort : 2500
L4TCPFlags : 0
IPV6SrcPrfxLen : 64
IPV6DstPrfxLen : 64
BGPNextHopV4 : 0.0.0.0
BGPNextHopV6 : ::ffff:192.168.10.10
BGPSrcOrigAS : 2000
BGPDstOrigAS : 1000
IPV4NextHop : 192.168.10.10
IPV6NextHop : ::
MinimumTTL : 195
MaximumTTL : 205
InputVRFID : default
OutputVRFID : default
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When processing the ICMP Layer 4 header, the destination port is determined based on the ICMPv6 message
type, instead of being set to zero. This behavior is specific to ICMPv6 and does not apply to ICMP for IPv4.

For example, in the following output, the L4DestPort value corresponds to ICMPv6 Msg Type 3 (Time
Exceeded). See https://www.iana.org/assignments/icmpv6-parameters/
icmpv6-parameters.xhtml#icmpv6-parameters-codes-4
IPv6SrcAddr : 1700::2
IPv6DstAddr : 1800::2
BGPDstOrigAS : 0
BGPSrcOrigAS : 0
BGPNextHopV6 : fcbb:bb00:3::
IPv6TC : 8
IPv6FlowLabel : 4
IPv6OptHdrs : 0x0
IPV6Prot : icmpv6
MinimumTTL : 120
MaximumTTL : 120
L4SrcPort : 0
L4DestPort : 3
L4TCPFlags : 0
IPV6DstPrfxLen : 64
IPV6SrcPrfxLen : 128
InputInterface : Hu0/0/0/1
OutputInterface : Hu0/0/0/0
ForwardStatus : Fwd
BGPNextHopV4 : 0.0.0.0
IPV4NextHop : 0.0.0.0
IPV6NextHop : ::
FirstSwitched : 04 02:36:55:363
LastSwitched : 04 02:37:19:963
ByteCount : 25190
PacketCount : 229
Dir : Ing
SamplerID : 4
SrcMacAddr : 00:ca:ff:ee:00:01
DstMacAddr : 04:00:00:07:1d:04
EthType : 34525
Dot1qPriority : 0
Dot1qVlanId : 0
CustVlanId : 0
InputVRFID : vrf_1
OutputVRFID : default

Note

Monitor Traffic Within Your Network
NetFlow extends its support to IPv4, IPv6, MPLS, BGP, SRv6, and GTP-U flow types, providing the capacity
to monitor a diverse range of packet information.

Monitor IP Traffic
NetFlow can be used to collect traffic data for both IPv4 and IPv6 networks. The data collected includes
information such as source and destination IP addresses, protocol types, port numbers, and bandwidth usage.
This data can be used to identify network trends, detect security threats, and optimize network performance.
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Key IP traffic attributes monitored:

• Source and Destination IP Addresses

• Source and Destination MAC Addresses

• Source and Destination Ports for TCP/User Datagram Protocol (UDP) ports

• Differentiated Services Code Point (DSCP)

• Layer 3 Protocol

• Type of Service (ToS) Byte

• Traffic receiving Interface

• Complete IPv4 Header fields, including IP-ID and TTL, among others

• Counts for Packets and Bytes

• Full Spectrum of IPv6 Header fields, encompassing Flow Label and Option Header, among others

• Flow timestamps

Monitor MPLS Traffic
NetFlow can be used to collect traffic data for MPLS traffic in a networks. NetFlow provides detailed visibility
into MPLS traffic, allowing you to identify anomalies, detect cyber threats, and respond quickly to potential
security incidents

Key MPLS traffic attribute monitored:

• MPLS Labels

Monitor BGP Traffic
NetFlow can be used to monitor BGP traffic in your network. NetFlow can capture BGP packets and provide
information on their frequency, direction, and content. This information can be used to identify potential
security threats and monitor BGP router behavior. BGP is used by network routers to exchange routing
information and establish optimal paths for data to travel through a network. Bymonitoring BGP communication
with NetFlow, you can gain valuable insights into their network's performance and ensure that their routing
strategies are effective.

Key BGP traffic attributes monitored:

• Next-hop address

• Source autonomous system (AS) number

• Destination autonomous system (AS) number

• Source prefix mask

• Destination prefix mask

• BGP Next Hop

• BGP Policy Accounting traffic index
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Monitor SRv6 Traffic
During the transition from conventional IP/MPLS networks to SRv6-based networks, the requirement for
information elements specific to SRv6 traffic flow in the core arises. To address this requirement, we have
introduced support for SRv6 monitoring using Netflow.

Starting from IOS-XR software release 7.10.1, you can monitor the performance of SRv6-based core networks
using IPFIX.

Restriction and Limitation

• SRv6 traffic monitoring using IPFIX is supported only on P-nodes; decapsulation nodes are not supported.

Monitor GTP-U Traffic in 5G Network
Cisco 8000 routers introduces the capability to monitor the performance of GTP-U traffic in 5G networks.
This feature utilizes Netflow and IPFIX to collect and analyze traffic data, offering valuable insights into
network performance and facilitating effective management of 5G network traffic.

Starting from IOS-XR software release 24.2.1, three newGTP-U related information elements can be gathered
in Netflow and IPFIX records for both IPv4 and IPv6 traffic. This advancement allows administrators to
optimize the performance and security of their 5G networks.

The newly introduced information elements are as follows:

IE NumberIE Field

507GTP_TEID

509GTP_QFI

510GTP_SESS_DIR

IE number, or Information Element Number, is a unique identifier assigned to specific elements within network
communication protocols, facilitating standardized interpretation and management. For more information,
refer IP Flow Information Export (IPFIX) Entities.

Benefits of GTP-U Traffic Monitoring

The following are some of the key benefits of enabling GTP-U traffic monitoring on your router.

• Monitor Network Slicing: 5G network slicing enables the creation of dedicated virtual networks with
specific functionalities. By exporting GTP traffic records, you can conduct detailed analysis of the traffic
within each slice, ensuring optimal performance and resource allocation.

• Flexible Deployment: GTP-Umonitoring can be implemented on any network node where the outermost
traffic encapsulation utilizes the GTP protocol. This capability can be activated to monitor traffic at
various strategic points across the network infrastructure.

• IPv6 Support for 5G Deployments: With the expansion of 5G networks, there’s an increasing use of
IPv6, especially in scenarios where 5G base stations (gNodeBs) connect to User Plane Functions (UPFs)
using IPv6. This feature ensures that flow records for such IPv6 GTP-U traffic can be captured and
exported effectively.
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GTP-U Traffic Record Templates

This section provides you with all the record template options available for monitoring GTP-U traffic.

IPv4-GTP-IPv4 Record

This record captures GTP-U traffic details between IPv4 interfaces, essential for monitoring and optimizing
IPv4 5G network performance.

NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

2V9_ETH_TYPE2562V9_ETH_TYPE25646

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24347

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24548

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24449

128V9_AS_PATH4448IN_BYTES_DELTA19850

4V9_IN_PKTS28V9_IN_PKTS21

4V9_IN_BYTES18V9_IN_BYTES12

4V9_INPUT_SNMP104V9_INPUT_SNMP103

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP144

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED225

4V9_LAST_SWITCHED214V9_LAST_SWITCHED216

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS897

1V9_DIRECTION611V9_DIRECTION618

2V9_FLOW_SAMPLER_ID484SELECTOR_ID3029

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23410

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23511

1V9_POST_QOS_TOS551V9_POST_QOS_TOS5512

4V9_IPV4SRCADDR84V9_IPV4SRCADDR813

4V9_IPV4DSTADDR124V9_IPV4DSTADDR1214

2V9_SRC_PORT72V9_SRC_PORT715

2V9_DST_PORT112V9_DST_PORT1116

1V9_SRC_MASK91V9_SRC_MASK917

1V9_DST_MASK131V9_DST_MASK1318

1V9_PROT41V9_PROT419

1V9_TCP_FLAGS62V9_TCP_FLAGS620

1V9_TOS51V9_TOS521
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

1V9_MIN_TTL521V9_MIN_TTL5222

1V9_MAX_TTL531V9_MAX_TTL5323

4V9_IP_IDENT544V9_IP_IDENT5424

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19725

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8826

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18427

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2528

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2629

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50330

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50431

4GTP_TEID5074GTP_TEID50732

1GTP_QFI5091GTP_QFI50933

1GTP_SESS_DIR5101GTP_SESS_DIR51034

4V9_IPV4SRCADDR84V9_IPV4SRCADDR835

4V9_IPV4DSTADDR124V9_IPV4DSTADDR1236

1V9_TOS51V9_TOS537

4V9_SRC_AS164V9_SRC_AS1638

4V9_DST_AS174V9_DST_AS1739

4V9_BGP_IPV4_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1840

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6341

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1542

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6243

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5644

6V9_IN_DST_MAC806V9_IN_DST_MAC8045

2V9_ETH_TYPE2562V9_ETH_TYPE25646

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24347

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24548

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24449

128V9_AS_PATH4448IN_BYTES_DELTA19850

128V9_STD_COMM44551

NetFlow Configuration for Traffic Monitoring and Analysis
14

NetFlow Configuration for Traffic Monitoring and Analysis
Monitor GTP-U Traffic in 5G Network



IPv4-GTP-IPv6 Record

This record monitors GTP-U traffic that starts in an IPv4 network and transitions into an IPv6 network, aiding
in cross-network compatibility analysis.

NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_PKTS28V9_IN_PKTS21

4V9_IN_BYTES18V9_IN_BYTES12

4V9_INPUT_SNMP104V9_INPUT_SNMP103

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP144

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED225

4V9_LAST_SWITCHED214V9_LAST_SWITCHED216

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS897

1V9_DIRECTION611V9_DIRECTION618

2V9_FLOW_SAMPLER_ID484SELECTOR_ID3029

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23410

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23511

1V9_POST_QOS_TOS551V9_POST_QOS_TOS5512

16V9_IPV6_SRC_ADDR2716V9_IPV6_SRC_ADDR2713

16V9_IPV6_DST_ADDR2816V9_IPV6_DST_ADDR2814

3V9_FLOW_LABEL314V9_FLOW_LABEL3115

4V9_IPV6_OPTION_HEADERS644V9_IPV6_OPTION_HEADERS6416

2V9_SRC_PORT72V9_SRC_PORT717

2V9_DST_PORT112V9_DST_PORT1118

1V9_IPV6_DST_MASK301V9_IPV6_DST_MASK3019

1V9_IPV6_SRC_MASK291V9_IPV6_SRC_MASK2920

1V9_PROT41V9_PROT421

1V9_TCP_FLAGS62V9_TCP_FLAGS622

1V9_TOS51V9_TOS523

1V9_MIN_TTL521V9_MIN_TTL5224

1V9_MAX_TTL531V9_MAX_TTL5325

4V9_IP_IDENT544V9_IP_IDENT5426

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19727

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8828
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18429

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2530

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2631

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50332

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50433

4GTP_TEID5074GTP_TEID50734

1GTP_QFI5091GTP_QFI50935

1GTP_SESS_DIR5101GTP_SESS_DIR51036

4V9_IPV4SRCADDR84V9_IPV4SRCADDR837

4V9_IPV4DSTADDR124V9_IPV4DSTADDR1238

1V9_TOS51V9_TOS539

4V9_SRC_AS164V9_SRC_AS1640

4V9_DST_AS174V9_DST_AS1741

4V9_BGP_IPV4_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1842

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6343

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1544

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6245

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5646

6V9_IN_DST_MAC806V9_IN_DST_MAC8047

2V9_ETH_TYPE2562V9_ETH_TYPE25648

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24349

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24550

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24451

128V9_AS_PATH4448IN_BYTES_DELTA19852

128V9_STD_COMM44553

IPv6-GTP-IPv4 Record

This record monitors GTP-U traffic moving from an IPv6 network to an IPv4 network, ensuring seamless
data flow across different network types.
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_PKTS28V9_IN_PKTS21

4V9_IN_BYTES18V9_IN_BYTES12

4V9_INPUT_SNMP104V9_INPUT_SNMP103

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP144

4V9_LAST_SWITCHED214V9_LAST_SWITCHED215

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED226

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS897

1V9_DIRECTION611V9_DIRECTION618

2V9_FLOW_SAMPLER_ID484SELECTOR_ID3029

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23410

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23511

1V9_POST_QOS_TOS551V9_POST_QOS_TOS5512

4V9_IPV4SRC4ADDR84V9_IPV4SRCADDR813

4V9_IPV4DSTADDR124V9_IPV4DSTADDR1214

2V9_SRC_PORT72V9_SRC_PORT715

2V9_DST_PORT112V9_DST_PORT1116

1V9_SRRC_MASK91V9_SRC_MASK917

1V9_DST_MASK131V9_DST_MASK1318

1V9_PROT41V9_PROT419

1V9_TCP_FLAGS62V9_TCP_FLAGS620

1V9_TOS51V9_TOS521

1V9_MIN_TTL521V9_MIN_TTL5222

1V9_MAX_TTL531V9_MAX_TTL5323

4V9_IP_IDENT544V9_IP_IDENT5424

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19725

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8826

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18427

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2528

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2629

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50330
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50431

4GTP_TEID5074GTP_TEID50732

1GTP_QFI5091GTP_QFI50933

1GTP_SESS_DIR5101GTP_SESS_DIR51034

16V9_IPV6_SRC_ADDR2716V9_IPV6_SRC_ADDR2735

16V9_IPV6_DST_ADDR2816V9_IPV6_DST_ADDR2836

1V9_TOS51V9_TOS537

3V9_FLOW_LABEL314V9_FLOW_LABEL3138

4V9_SRC_AS164V9_SRC_AS1639

4V9_DST_AS174V9_DST_AS1740

4V9_BGP_IPV4_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1841

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6342

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1543

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6244

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5645

6V9_IN_DST_MAC806V9_IN_DST_MAC8046

2V9_ETH_TYPE2562V9_ETH_TYPE25647

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24348

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24549

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24450

128V9_AS_PATH4448IN_BYTES_DELTA19851

128V9_STD_COMM44552

IPv6-GTP-IPv6 Record

This record provides insights into GTP-U traffic within IPv6 networks, crucial for maintaining the integrity
and efficiency of modern 5G infrastructures.

NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_PKTS28V9_IN_PKTS21

4V9_IN_BYTES18V9_IN_BYTES12
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_INPUT_SNMP104V9_INPUT_SNMP103

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP144

4V9_LAST_SWITCHED214V9_LAST_SWITCHED215

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED226

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS897

1V9_DIRECTION611V9_DIRECTION618

2V9_FLOW_SAMPLER_ID484SELECTOR_ID3029

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23410

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23511

1V9_POS_QOS_TOS551V9_POST_QOS_TOS5512

16V9_IPV6_SRC_ADDR2716V9_IPV6_SRC_ADDR2713

16V9_IPV6_DST_ADDR2816V9_IPV6_DST_ADDR2814

3V9_FLOW_LABEL314V9_FLOW_LABEL3115

4V9_IPV6_OPTION_HEADERS644V9_IPV6_OPTION_HEADERS6416

2V9_SRC_PORT72V9_SRC_PORT717

2V9_DST_PORT112V9_DST_PORT1118

1V9_IPV6_DST_MASK301V9_IPV6_DST_MASK3019

1V9_IPV6_SRC_MASK291V9_IPV6_SRC_MASK2920

1V9_PROT41V9_PROT421

1V9_TCP_FLAGS62V9_TCP_FLAGS622

1V9_TOS51V9_TOS523

1V9_MIN_TTL521V9_MIN_TTL5224

1V9_MAX_TTL531V9_MAX_TTL5325

4V9_IP_IDENT544V9_IP_IDENT5426

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19727

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8828

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18429

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2530

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2631

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50332
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50433

4GTP_TEID5074GTP_TEID50734

1GTP_QFI5091GTP_QFI50935

1GTP_SESS_DIR5101GTP_SESS_DIR51036

16V9_IPV6_SRC_ADDR2716V9_IPV6_SRC_ADDR2737

16V9_IPV6_DST_ADDR2816V9_IPV6_DST_ADDR2838

1V9_TOS51V9_TOS539

3V9_FLOW_LABEL314V9_FLOW_LABEL3140

4V9_SRC_AS164V9_SRC_AS1641

4V9_DST_AS174V9_DST_AS1742

4V9_BGP_IPV4_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1843

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6344

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1545

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6246

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5647

6V9_IN_DST_MAC806V9_IN_DST_MAC8048

2V9_ETH_TYPE2562V9_ETH_TYPE25649

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24350

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24551

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24452

128V9_AS_PATH4448IN_BYTES_DELTA19853

128V9_STD_COMM44554

Extended Template Records

IPv4 Peering Extended Record

This record extends monitoring capabilities to include detailed peering information for IPv4 traffic, enhancing
traffic management and security measures.

NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_PKTS28V9_IN_PKTS21
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_BYTES18V9_IN_BYTES12

4V9_IPV4SRCADDR84V9_IPV4SRCADDR83

4V9_IPV4DSTADDR124V9_IPV4DSTADDR124

4V9_INPUT_SNMP104V9_INPUT_SNMP105

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP146

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED227

4V9_LAST_SWITCHED214V9_LAST_SWITCHED218

2V9_SRC_PORT72V9_SRC_PORT79

2V9_DST_PORT112V9_DST_PORT1110

4V9_SRC_AS164V9_SRC_AS1611

4V9_DST_AS174V9_DST_AS1712

4V9_BGP_IPV6_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1813

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6314

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1515

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6216

1V9_SRC_MASK91V9_SRC_MASK917

1V9_DST_MASK131V9_DST_MASK1318

1V9_PROT41V9_PROT419

1V9_TCP_FLAGS62V9_TCP_FLAGS620

1V9_TOS51V9_TOS521

1V9_POST_QOS_TOS551V9_POST_QOS_TOS5522

1V9_DIRECTION611V9_DIRECTION6123

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS8924

2V9_FLOW_SAMPLER_ID484SELECTOR_ID30225

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23426

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23527

1V9_MIN_TTL521V9_MIN_TTL5228

1V9_MAX_TTL531V9_MAX_TTL5329

4V9_IP_IDENT544V9_IP_IDENT5430

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19731
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8832

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18433

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2534

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2635

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50336

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50437

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5638

6V9_IN_DST_MAC806V9_IN_DST_MAC8039

2V9_ETH_TYPE2562V9_ETH_TYPE25640

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24341

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24542

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24443

128V9_AS_PATH4448IN_BYTES_DELTA19844

128V9_STD_COMM44545

IPv6 Peering Extended Record

This record offers comprehensive peering data for IPv6 traffic, supporting advanced traffic analysis and
network optimization strategies.

NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

4V9_IN_PKTS28V9_IN_PKTS21

4V9_IN_BYTES18V9_IN_BYTES12

16V9_IPV6_SRC_ADDR2716V9_IPV6_SRC_ADDR273

16V9_IPV6_DST_ADDR2816V9_IPV6_DST_ADDR284

4V9_INPUT_SNMP104V9_INPUT_SNMP105

4V9_OUTPUT_SNMP144V9_OUTPUT_SNMP146

4V9_FIRST_SWITCHED224V9_FIRST_SWITCHED227

4V9_LAST_SWITCHED214V9_LAST_SWITCHED218

3V9_FLOW_LABEL314V9_FLOW_LABEL319

4V9_IPV6_OPTION_HEADERS644V9_IPV6_OPTION_HEADERS6410
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

2V9_SRC_PORT72V9_SRC_PORT711

2V9_DST_PORT112V9_DST_PORT1112

4V9_SRC_AS164V9_SRC_AS1613

4V9_DST_AS174V9_DST_AS1714

4V9_BGP_IPV6_NEXT_HOP184V9_BGP_IPV4_NEXT_HOP1815

16V9_BGP_IPV6_NEXT_HOP6316V9_BGP_IPV6_NEXT_HOP6316

4V9_IPV4_NEXT_HOP154V9_IPV4_NEXT_HOP1517

16V9_IPV6_NEXT_HOP6216V9_IPV6_NEXT_HOP6218

1V9_IPV6_DST_MASK301V9_IPV6_DST_MASK3019

1V9_IPV6_SRC_MASK291V9_IPV6_SRC_MASK2920

1V9_PROT41V9_PROT421

1V9_TCP_FLAGS62V9_TCP_FLAGS622

1V9_TOS51V9_TOS523

1V9_POST_QOS_TOS551V9_POST_QOS_TOS5524

1V9_DIRECTION611V9_DIRECTION6125

1V9_FORWARDING_STATUS894V9_FORWARDING_STATUS8926

2V9_FLOW_SAMPLER_ID484SELECTOR_ID30227

4V9_VRF_ID_INPUT2344V9_VRF_ID_INPUT23428

4V9_VRF_ID_OUTPUT2354V9_VRF_ID_OUTPUT23529

1V9_MIN_TTL521V9_MIN_TTL5230

1V9_MAX_TTL531V9_MAX_TTL5331

4V9_IP_IDENT544V9_IP_IDENT5432

1IPFIX_FRAG_FLAGS1971IPFIX_FRAG_FLAGS19733

2V9_FRAGMENT_OFFSET882V9_FRAGMENT_OFFSET8834

4IPFIX_TCP_SEQ_NUM1844IPFIX_TCP_SEQ_NUM18435

8V9_MIN_PKT_LEN258V9_MIN_PKT_LEN2536

8V9_MAX_PKT_LEN268V9_MAX_PKT_LEN2637

2IPFIX_L4_CHECKSUM5032IPFIX_L4_CHECKSUM50338

8IPFIX_ICMP_8_BYTES5048IPFIX_ICMP_8_BYTES50439

6V9_IN_SRC_MAC566V9_IN_SRC_MAC5640
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NetFlow V9IPFIXS.No

Size

(Bytes)

FieldIE #Size

(Bytes)

FieldIE #

6V9_IN_DST_MAC806V9_IN_DST_MAC8041

2V9_ETH_TYPE2562V9_ETH_TYPE25642

2V9_DOT1Q_VLAN_ID2432V9_DOT1Q_VLAN_ID24343

2V9_DOT1Q_CUST_VLAN_ID2452V9_DOT1Q_CUST_VLAN_ID24544

1V9_DOT1Q_PRIORITY2441V9_DOT1Q_PRIORITY24445

128V9_AS_PATH4448IN_BYTES_DELTA19846

128V9_STD_COMM44547

Monitor PWHE Interface Traffic
Table 4: Feature History Table

Feature DescriptionRelease InformationFeature Name

Introduced in this release on:
Modular Systems (8800 [LCASIC:
P100]) (select variants only*)

NetFlow is now supported on
Pseudowire Headend (PWHE)
interfaces, enhancing traffic
congestionmonitoring and network
operation efficiency. This feature
enables monitoring of IP traffic
transmitted through PWHE
interfaces, which facilitates the
termination and encapsulation of
legacy non-IP traffic into IP
packets.

This feature is supported on:

• 88-LC1-52Y8H-EM

• 88-LC1-12TH24FH-E

Release 24.3.1Monitor PWHE Interface Traffic

NetFlow now effectively monitors and manages traffic on Pseudowire Headend (PWHE) interfaces. These
interfaces are essential for monitoring legacy services within modern IP/MPLS networks. A PWHE router,
located at the network's edge, is designed to terminate pseudowire connections from various legacy non-IP
traffic sources. It then encapsulates this traffic into native IP packets. This enhancement provides network
administrators with comprehensive visibility, enabling them to make well-informed decisions for maintaining
optimal network performance.
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Before Cisco IOS XR Release 24.3.1, NetFlow was not supported on PWHE interfaces. The latest update
extends NetFlow's functionality to include both IPv4 and IPv6 traffic flows on PWHE interfaces.

Benefits of PWHE Traffic Monitoring

The following are some of the key benefits of monitoring traffic on PWHE interface.

• Detailed traffic insights: NetFlow on PWHE interfaces provides visibility into traffic types, volumes,
and patterns, essential for network analysis.

• Enhanced network management: Enables comprehensive traffic analysis for accurate accounting, billing
and effective troubleshooting.

• Comprehensive monitoring: Offers both ingress and egress traffic monitoring on PWHE main and
sub-interfaces for a complete network performance view.

Interface Types Supported with NetFlow
• Physical main interfaces

• L3 interfaces

• L3 subinterfaces

• L2 interfaces

• Bundle interfaces

• Bundle sub-interfaces

• PW-Ether interfaces

• BVI interfaces

NetFlow Guidelines and Limitations
General

• NetFlow is supported in the ingress direction for all routers.

• NetFlow supports export format Version 9 and IPFIX.

• The configuration of the sampler rate as 1 out of 1 is supported.

• You can configure only one active sampler per system.

• Netflow does not cache forMPLSDecap, GREDecap, and SRv6Decap nodes when these are configured
on sub-interfaces. It is only supported on main interfaces.

• Ingress L2 netflow or IPFIX is not supported.
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Features not Supported

• Egress NetFlow and Internet Protocol Flow Information Export (IPFIX) are not supported.

• The full Packet Capture (FPC) feature is not supported.

• Destination-based NetFlow accounting is not supported.

• NetFlow filtering using ACL is not supported.

• The Post-QoS Data Monitoring feature is not supported on Q100 ASIC-based line cards.

Flow Exporter

• Netflow exporter packet does not support TCP.

• A source interface or source address must be configured to enable the exporter. If you do not configure
a source interface, the exporter remains in a disabled state. If both a source interface and a source address
are configured, the source address takes precedence.

Flow Monitor

• A valid record type such as IPv4, IPv6, or MPLS must be configured for every flow monitor map

Interfaces

• NetFlow is not supported on Bridge Virtual Interface (BVI).

• The data and flow records for GRE transit traffic do not have the output interface, source, and destination
prefix lengths fields set.

• We do not recommend using the management interface to export the NetFlow packets.

• The output interface field is not updated in data and flow records when the traffic is routed through
ACL-based forwarding (ABF).

IPFIX 315

• If IPFIX 315 is enabled on a line card, then all the ports on that line card should have IPFIX315 configured.

• Enable the IPFIX 315 configuration on a sub interface explicitly if the traffic for that sub interface is
required to be exported.

• The incoming and outgoing interface information will point to sub-interface if routed via sub-interface.

• For IPFIX 315, the outgoing interface informationmay not be correct incase of packets that are multicasted
or broadcasted on multiple ports.

• On a dual RP centralized system, IPFIX 315 or sFlow has to be enabled on both RP's respectively.
Otherwise, the system displays an error message during configuration.

BGP Attributes - MPLS Record Types on Cisco 8010 Series Routers

• On edge nodes, only ingress direction is supported.
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• The MPLS record types, such as mpls ipv4-fields, mpls ipv6-fields, and mpls ipv4-ipv6-fields, are only
supported.

• At the edge node on MPLS or SR-MPLS core with Penultimate Hop Popping (PHP) or Ultimate Hop
Popping (UHP) disabled, the packets that are sampled should contain the MPLS label to fetch the BGP
attributes.

Comparative Overview of NetFlow Version 9 and Version 10
(IPFIX)

Multiple versions of the NetFlow protocol exist. This section provides a comprehensive overview of the
distinct versions within the NetFlow monitoring protocol, including NetFlow v9 and NetFlow v10 (IPFIX).
It highlights the variations between these protocols.

NetFlow Version 9
NetFlow Version 9 is a template-based approach that provides flexibility in the record format. It enables
enhancements to NetFlow services without concurrently altering the basic flow-record format.

NetFlow Options Template
The NetFlow Options Template serves as a distinctive template record designed to communicate the format
of data associated with the NetFlow operation. Instead of sharing details about IP flows, these options serve
the purpose of providingmetadata pertaining to the NetFlow process itself. There are distinct options templates:
the sampler options template and the interface options template. The NetFlow process exports these two tables.
Furthermore, the NetFlow process also exports the VRF (Virtual Routing and Forwarding) table.

Sampler Table
The Sampler Table and Interface Option Templates play a significant role in organizing information.

The Sampler Options Template consists of a sampler table, while the Interface Option Templates consists of
an interface table. Enabling these options for the sampler and interface tables simplifies the process for the
collector to determine data flow information.

The sampler table offers insights into active samplers. Its primary purpose is to aid the collector in estimating
the sampling rate for individual data flows. The sampler table provides the following information for each
sampler:

ValueField NameElement ID

This ID is assigned to the sampler. It is used by the
collector to retrieve information about the sampler for
a data flow record.

SamplerID48

This field indicates the mode in which the sampling has
been performed.

SamplerMode49
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ValueField NameElement ID

This field indicates the rate at which the sampling is
performed.

SamplerRandomInterval50

This field indicates the name of the sampler.SamplerName84

Interface Table
The interface table, contains data about interfaces that are monitored for data flow.With this data, the collector
derives the interface names linked to the data flow. The interface table contains the following information:

ValueField Name

This field indicates the SNMP index assigned to the interface. By matching
this value to the Ingress interface in the data flow record, the collector is able
to retrieve the name of the interface.

ingressInterface

This field indicates the name of the interface.interfaceDescription

VRF Table
TheVRF table consists mapping of VRF IDs to the VRF names. Using this information, the collector determines
the name of the required VRF.

The VRF table is exported at intervals specified by the optional timeout keyword that can be configured
manually. The default value is 1800 seconds.

The VRF table consists of the following information:

ValueField Name

The identifier of the VRF with the name in the VRF-Name field.ingressVRFID

TheVRF name has the VRFID value ingressVRFID. The value "default" indicates
that the interface is not assigned explicitly to a VRF.

VRF-Name

The data records contain ingressVRFID as an extra field in each record. The values of these fields are used
to lookup the VRF Table to find the VRF names. A value of 0 in these fields indicates that the VRF is unknown.

Configure NetFlow Version 9
Let's consider the following topology to configure NetFlow.
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Figure 2: NetFlow Version 9 Configuration

To monitor traffic, you must configure one or more Flow Exporter and associate it to a Flow Monitor Flow
Monitor and enable NetFlow on the interface either in egress or ingress direction. Optionally, you can configure
a Flow Sampler to set the sampling rate for flow samples.

Before you begin

First, let's gather the required details to enable NetFlow on a router:

• The IP address of the source is : 2001:db8::0003

• The IP address of the NetFlow Collector (Destination address): 2001:db8::0002

• Interface of the router where you want to enable Netflow: HundredGigE 0/0/0/24

• The NetFlow version used to transport the data to the collector: version 9

Procedure

Step 1 Configure a Flow Exporter using the flow exporter-map command to specify where and how the packets should be
exported.

Example:
Router# configure
Router(config)# flow exporter-map Expo1
Router(config-fem)# source-address 2001:db8::0003
Router(config-fem)# destination 2001:db8::0002
Router(config-fem)# transport udp 1024
Router(config-fem)# version v9
Router(config-fem-ver)# options interface-table
Router(config-fem-ver)# commit
Router(config-fem-ver)# root
Router(config)#exit
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Step 2 Create a Flow Monitor using the flow monitor-map command to define the type of traffic to be monitored. You can
include one or more exporter maps in the monitor map. A single flow monitor map can support up to eight exporters.

The record type specifies the type of packets that are sampled as the packets pass through the router. MPLS, IPv4, and
IPv6 packet sampling is supported.

Example:

Here are the examples to record IP packets, MPLS packets, BGP packets, SRv6, and GTP-U packets.

•
Router#configure
Router(config)# flow monitor-map fmm-ipv6
Router(config-fmm)# record ipv6
Router(config-fmm)# cache entries 500000
Router(config-fmm)# cache timeout active 60
Router(config-fmm)# cache timeout inactive 20
Router(config-fmm)# exporter Expo1
outer(config-fmm)# commit
Router(config-fmm)# root
Router(config)#exit

• MPLS Packet Monitoring: In this example, you create a flow monitor map to record the MPLS packets.

Router(config)#flow monitor-map fmm-mpls-ipv6
Router(config-fmm)#record mpls ipv6-fields labels 3
Router(config-fmm)#exporter Expo1
Router(config-fmm)#cache entries 2000000
Router(config-fmm)#exit

• BGP Packet Monitoring: In this example, you create a flow monitor map to record the BGP packets with the
permanent cache.

Router(config)#router bgp 50
Router(config-bgp)#address-family ipv6 unicast
Router(config-bgp-af)#bgp attribute-download
Router(config-bgp-af)#root
Router(config)#flow monitor-map fmm-bgp
Router(config-fmm)#record ipv6 peer-as
Router(config-fmm)#exporter Expo1
Router(config-fmm)#cache entries 2000000
Router(config-fmm)#exit

• SRv6 Packet Monitoring: Starting from Cisco IOS-XR release 7.10.1, you can create a flowmonitor map to record
the SRv6 packets.
Router#configure
Router(config-fem)# flow monitor-map MON
Router(config-fmm)# record ipv6 srv6
Router(config-fmm)# exporter EXPRouter(config-fmm)# cache timeout inactive 5
Router(config-fmm)# !
Router(config-fmm)# sampler-map SAMP
Router(config-fmm)# random 1 out-of 1000
Router(config-fmm)# !
Router(config-fmm)# interface GigabitEthernet0/1/0/0
Router(config-fmm)# ipv6 address 2002:1::1/64
Router(config-fmm)# flow ipv6 monitor M1 sampler SAMP ingress

• GTP-U Packet Monitoring: Starting from Cisco IOS-XR release 24.2.1, you can create a flow monitor map to
record the GTP-U packets.
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Router(config)#flow monitor-map ipv6
Router(config-fmm)#record ipv6 gtp
Router(config-fmm)#exporter Expo1
Router(config-fmm)#option bgpattr
Router(config-fmm)#cache timeout active 30

Router(config-fmm)#cache timeout inactive 5

Router(config-fmm)#exit

Step 3 Configure a Flow Sampler using the sampler-map command to define the rate at which the packet sampling should be
performed at the interface where NetFlow is enabled. Use the same sampler map configuration on the sub-interfaces and
physical interfaces under a port.

Example:
Router(config)# configure
Router(config)# sampler-map fsm1
Router(config-sm)# random 1 out-of 262144
Router(config)# exit
Router(config)#commit
Router(config)#exit
Router#

Step 4 Apply a Flow Monitor Map and a Flow Sampler to a physical interface using the flow command to enable NetFlow on
the router. You can choose to enable IPv4, IPv6, MPLS-aware NetFlow on the interface. Enable NetFlow in the ingress
direction to monitor the incoming packets.

Note
Consider these points before applying the sampler map:

• Remove any existing Netflow or sFlow configurations before applying a new Flow sampler on an interface using
the no form of the command.

• Use the same sampler map configuration on the sub-interfaces and physical interfaces under a port.

Example:

Router#configure
Router(config)#interface HundredGigE 0/0/0/24
Router(config-if)#flow ipv6 monitor fmm-ipv6 sampler fsm1 ingress
Router(config-if)#commit
Router(config-if)#root
Router(config)#exit

• Netflow on PWHE Interface - Apply a Monitor Map and a Sampler Map to a physical interface using the flow
command to enable NetFlow on the ingress and egress of the Pseudowire Headend interface router.
Router(config)# interface PE1313
Router(config-if)# flow ipv6 monitor IPv6-MONITOR-MAP sampler
FNF-SAMPLER-MAP ingress
Router(config-if)# flow ipv6 monitor IPv6-MONITOR-MAP sampler
FNF-SAMPLER-MAP egress

Step 5 View the running configuration to verify the configuration that you have configured.

Example:

Router# show run
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flow exporter-map Expo1
version v9
options interface-table
!
transport udp 1024
source-address 2001:db8::3
destination 2001:db8::2
!
flow monitor-map fmm-ipv6
record ipv6
exporter Expo1
cache entries 500000
cache timeout active 60
cache timeout inactive 20
!
sampler-map fsm1
random 1 out-of 262144
!

interface HundredGigE0/0/0/24
shutdown
flow ipv6 monitor fmm-ipv6 sampler fsm1 ingress
!
end

Step 6 You can verify the the above configurations using the following steps:
a) Verify the Flow Exporter configuration using the show flow exporter-map command.

Example:

Router#show flow exporter-map Expo1
Flow Exporter Map : Expo1
-------------------------------------------------
Id : 1
Packet-Length : 1468
DestinationIpAddr : 2001:db8::2
VRFName : default
SourceIfName :
SourceIpAddr : 2001:db8::3
DSCP : 0
TransportProtocol : UDP
TransportDestPort : 1024
Do Not Fragment : Not Enabled

Export Version: 9
Common Template Timeout : 1800 seconds
Options Template Timeout : 1800 seconds
Data Template Timeout : 1800 seconds
Interface-Table Export Timeout : 1800 seconds
Sampler-Table Export Timeout : 0 seconds
VRF-Table Export Timeout : 0 seconds

b) Verify the Flow Monitor configuration using the show flow monitor-map command.

Example:
Router#show flow monitor-map fmm-ipv6

Flow Monitor Map : fmm-ipv6
-------------------------------------------------
Id: 1
RecordMapName: ipv6
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ExportMapName: Expo1
CacheAgingMode: Normal
CacheMaxEntries: 500000
CacheActiveTout: 60 seconds
CacheInactiveTout: 20 seconds
CacheUpdateTout: N/A
CacheRateLimit: 2000
HwCacheExists: False
HwCacheInactTout: 50

c) Verify the sampler map configuration using the show sampler-map command.

Example:
Router#show sampler-map fsm1

Sampler Map : fsm1
-------------------------------------------------
Id: 1
Mode: Random (1 out of 262144 Pkts)
Router#

What to do next

You can now analyse the exported data using a NetFlowAnalyser.

Verify NetFlow Version 9

Procedure

Verify the flows captured using the show flow monitor name cache command.

• Cache Summary

In the following example, you can verify the amount of flows added and exported.

Router#show flow monitor fmm-ipv6 cache summary location 0/0/CPU0
Cache summary for Flow Monitor monitor1:
Cache size: 1000000
Current entries: 295
Flows added: 184409
Flows not added: 0
Ager Polls: 9824
- Active timeout 183855
- Inactive timeout 259
- Immediate 0
- TCP FIN flag 0
- Emergency aged 0
- Counter wrap aged 0
- Total 184114
Periodic export:
- Counter wrap 0
- TCP FIN flag 0
Flows exported 184114

• Cache Record for SRv6 L2 services
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This example shows the complete recorded data for SRv6 L2 services
Router#show flow monitor fmm-ipv6 cache record location 0/0/CPU0
========== Record number: 1 ==========
IPv6SrcAddr : 2::2
IPv6DstAddr : bbbb:bc00:88:e000::
BGPDstOrigAS : 0
BGPSrcOrigAS : 0
BGPNextHopV6 : fe80::232:17ff:fe7e:1ce1
IPv6TC : 0
IPv6FlowLabel : 50686
IPv6OptHdrs : 0x0
IPV6Prot : 143
L4SrcPort : 0
L4DestPort : 0
L4TCPFlags : 0
IPV6DstPrfxLen : 48
IPV6SrcPrfxLen : 128
InputInterface : Hu0/0/0/10
OutputInterface : BE111.1
ForwardStatus : Fwd
FirstSwitched : 01 18:51:25:797
LastSwitched : 01 18:51:25:797
ByteCount : 61004304
PacketCount : 113814
Dir : Ing
SamplerID : 1
InputVRFID : default
OutputVRFID : default
InnerIPV4SrcAddr : 0.0.0.0
InnerIPV4DstAddr : 0.0.0.0
InnerIPv6SrcAddr : ::
InnerIPv6DstAddr : ::
InnerL4SrcPort : 0
InnerL4DestPort : 0
SrcMacAddr : 00:0c:29:0e:d8:32
DstMacAddr : 00:0c:29:0e:d8:3c
EthType : 2048
Dot1qPriority : 0
Dot1qVlanId : 2001
RecordType : SRv6 L2 Service Record
SRHFlags : 0x0
SRHTags : 0x0
SRHSegmentsLeft : 0
SRHNumSegments : 0

• Cache Record for QoS services

In the following example, you can verify the QoS value from the IPv6TC field and post QoS type of service
(TOS)/DSCP from the IPv6PostTC field.

Router#show flow monitor fmm-ipv6 cache record location 0/0/CPU0
========== Record number: 1 ==========
IPv6SrcAddr : 2001:db8::3
IPv6DstAddr : 2001:db8::2
BGPDstOrigAS : 0
BGPSrcOrigAS : 0
BGPNextHopV6 : 1000:1::2
IPv6TC : 0
IPv6PostTC : 48
IPv6FlowLabel : 0
IPv6OptHdrs : 0x10
IPV6Prot : 59
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L4SrcPort : 0
L4DestPort : 0
L4TCPFlags : 0
IPV6DstPrfxLen : 128
IPV6SrcPrfxLen : 128
InputInterface : FH0/0/0/0
OutputInterface : FH0/0/0/12
ForwardStatus : Fwd
FirstSwitched : 00 00:59:02:416
LastSwitched : 00 00:59:02:416
ByteCount : 46
PacketCount : 1
Dir : Ing
SamplerID : 1
InputVRFID : default
OutputVRFID : default

• Cache Record for GTP-U services

In the following example, you can verify the GTP tunnel ID, QoS flow identifier, and GTP session details from the
GTPTeid, GTPQFI and GTPSESSDIR field.
Router#show flow monitor fmm-ipv6 cache format record location 0/0/CPU0
========== Record number: 1 ==========
RecordType : GTP Tunneled Record
IPV4SrcAddr : 0.0.0.0
IPV4DstAddr : 0.0.0.0
IPv6SrcAddr : 2001:db8:1::1
IPv6DstAddr : 2001:db8:2::2
L4SrcPort : 0
L4DestPort : 0
IPV4Prot : icmpv6
IPV4TOS : 0
InputInterface : Gi0/2/0/0
OutputInterface : 0
L4TCPFlags : 0
ForwardStatus : Fwd
FirstSwitched : 00 00:08:59:286
LastSwitched : 00 00:08:59:286
ByteCount : 1296
PacketCount : 1
Dir : Ing
GTPTeid : 11
GTPQFI : 0
GTPSESSDIR : 0
IPv6TC : 0
IPv6FlowLabel : 690680
MinimumTTL : 64
MaximumTTL : 64
IPFragFlags : 0
IPFragOffset : 181
IPIdentification : 0
IPV6Ident : 1546089621
L4SequenceNum : 0
L4Checksum : 0
MinPktLen : 100
MaxPktLen : 100
ICMPBytes : 0x8000cf945edf0002
OuterIPV4SrcAddr : 100.100.100.1
OuterIPV4DstAddr : 200.200.200.2
OuterIPv6SrcAddr : ::
OuterIPv6DstAddr : ::
BGPNextHopV4 : 0.0.0.0
BGPNextHopV6 : ::
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BGPSrcOrigAS : 0
BGPDstOrigAS : 0
IPV4NextHop : 0.0.0.0
IPV6NextHop : ::
SrcMacAddr : 00:00:3f:11:50:20
DstMacAddr : 45:00:00:62:00:00
EthType : 2048
Dot1qPriority : 0
Dot1qVlanId : 0
CustVlanId : 0
InputVRFID : default
OutputVRFID : default
========== Record number: 2 ==========
RecordType : GTP Tunneled Record
IPV4SrcAddr : 192.168.12.2
IPV4DstAddr : 192.168.12.1
IPv6SrcAddr : ::
IPv6DstAddr : ::
L4SrcPort : 0
L4DestPort : 0
IPV4Prot : icmp
IPV4TOS : 0
InputInterface : Gi0/2/0/0
OutputInterface : 0
L4TCPFlags : 0
ForwardStatus : Fwd
FirstSwitched : 00 00:08:54:244
LastSwitched : 00 00:08:54:244
ByteCount : 64
PacketCount : 1
Dir : Ing
GTPTeid : 11
GTPQFI : 0
GTPSESSDIR : 0
IPv6TC : 0
IPv6FlowLabel : 0
MinimumTTL : 255
MaximumTTL : 255
IPFragFlags : 0
IPFragOffset : 97
IPIdentification : 4
IPV6Ident : 0
L4SequenceNum : 0
L4Checksum : 0
MinPktLen : 100
MaxPktLen : 100
ICMPBytes : 0xabcdabcdabcdabcd
OuterIPV4SrcAddr : 100.100.100.1
OuterIPV4DstAddr : 200.200.200.2
OuterIPv6SrcAddr : ::
OuterIPv6DstAddr : ::
BGPNextHopV4 : 0.0.0.0
BGPNextHopV6 : ::
BGPSrcOrigAS : 0
BGPDstOrigAS : 0
IPV4NextHop : 0.0.0.0
IPV6NextHop : ::
SrcMacAddr : 00:00:3f:11:50:20
DstMacAddr : 45:00:00:62:00:00
EthType : 2048
Dot1qPriority : 0
Dot1qVlanId : 0
CustVlanId : 0
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InputVRFID : default
OutputVRFID : default

What to do next

You can now analyse the exported data using a NetFlowAnalyser.

Modify NetFlow Configuration
You can modify only the following flow attributes that is already applied to an interface for a monitor map,
exporter map, or a sampler map.

Note that when you modify the flow attributes, the cache counters are cleared and results in resetting of the
counters. As a result there could be flow accounting mismatch.

Table 5: Flow Entities and Flow Attributes that can be altered

CommandFlow AttributeFlow Entity

cache timeoutcache timeout

• active

• inactive

• update

• rate-limit

Monitor map

exporterexporter

cache entriescache entries

cache permanentcache permanent

optionsoptions outphysint | bgpattr |
filtered | outbundlemember

sourcesource <source interface>Exporter Map

destinationdestination <destinaiton address>

dscpdscp <dscp_value>

version ipfixversion v9 | ipfix

sampling intervalsampling intervalSampler Map
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IPFIX (NetFlow version 10)
Table 6: Feature History Table

Feature DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems (8010 [ASIC: A100])

This feature is now supported on:

• 8011-4G24Y4H-I

Release 25.1.1IPFIX flow record enhancements
for L2 and L3 traffic

Introduced in this release on: Fixed
Systems(8200, 8700)(select
variants only*); Modular Systems
(8800 [LC ASIC: P100])(select
variants only*).

The IPFIX flow record
enhancements for L2 and L3 traffic
introduced in Cisco IOS XR
Release 7.2.12 to ensure scalability
and adaptability to diverse network
environments are now supported
on the following hardware.

*This feature is now supported on:

• 8212-48FH-M

• 8711-32FH-M

• 8712-MOD-M

• 88-LC1-12TH24FH-E

• 88-LC1-52Y8H-EM

• 88-LC1-36EH

Release 24.4.1IPFIX flow record enhancements
for L2 and L3 traffic

This release introduces:

• Support for flow-based IPFIX
protocol version 10(v10), for
L2 interfaces. Only L3
interfaces were supported in
previous releases.

• A new record-type,
MPLS-IPv4, to capture BGP
next-hop information.

Release 7.2.12IPFIX flow record enhancements
for L2 and L3 traffic
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Internet Protocol Flow Information Export (IPFIX) has been standardized by the Internet Engineering Task
Force (IETF) as an export protocol for transmitting NetFlow packets. Building upon NetFlow version 9, IPFIX
introduces efficient flow data formatting through templates, ensuring scalability and adaptability to diverse
network environments. Utilizing UDP as the transport protocol, IPFIX facilitates the seamless transfer of
NetFlow information from exporters to collectors. With native support for IPv6 flow records, the inclusion
of optional data fields, and the ability to send data to multiple collectors, IPFIX proves to be a versatile and
powerful solution for network administrators, enabling comprehensive traffic analysis, monitoring, and
enhanced visibility into network behavior.

IPFIX 315

The Internet Engineering Task Force (IETF) has standardized Internet Protocol Flow Information Export
(IPFIX) as an export protocol for sending IP flow information. Router supports the IPFIX 315 format for
exporting flow information. The IPFIX 315 format enables the transmission of 'n' octets of frame information
starting from the Ethernet header up to the transport header of the traffic flow over the network. IPFIX 315
supports the sending of variable-sized packet records with variable payload information, such as IPv4, IPv6,
MPLS, and nested packets like OuterIP-GRE-InnerIP, and more. The process involves sampling and exporting
the traffic flow information. Also, along with the Ethernet frame information, the IPFIX 315 format exports
the information of the incoming and outgoing interfaces of the sampled packet.

The information of the packets flowing through a device is used for a variety of purposes, including network
monitoring, capacity planning, traffic management, and more.

When exporting packets, a special cache-type called Immediate Aging is used. Immediate Aging ensures that
the flows are exported as soon as they are added to the cache.

Sampling and Exporting Information

To sample the traffic flow information, configure a sampler-map that specifies the rate at which packets (one
out of every 'n' packets) are sampled. Not all packets flowing through a device are exported; only the packets
selected based on the sampling rate are exported.

The size of the exported packet depends on the sampled packet size and the location of the L4 header. The
exported packet size is determined as follows:

• If the sampled packet size is more than 160 bytes and the L4 header is not obtained within the first 160
bytes, the exported packet size is 160 bytes.

• If the L4 header is within the first 160 bytes, the exported packet size is equal to the length of the sampled
packet until the L4 header.

• If the packet size is less than 160 bytes and the L4 header isn’t within the first 160 bytes, the exported
packet size is equal to the length of the packet.

This figure IPFIX 315 Export Packet Format shows exported packet information.
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Figure 3: IPFIX 315 Export Packet Format

Monitoring Post-QoS data in NetFlow and IPFIX
Table 7: Feature History Table

DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed Systems
(8010 [ASIC: A100])

This feature is now supported on:

• 8011-4G24Y4H-I

Release 25.1.1Monitoring post-QoS data in
NetFlow and IPFIX

Introduced in this release on: Fixed
Systems(8200, 8700)(select variants only*);
Modular Systems (8800 [LC ASIC:
P100])(select variants only*).

This feature which empowers you to verify
that QoS policies are applied as required,
obtain a comprehensive view of your
network's performance, and gain detailed
insights into how QoS policies influence
traffic is now supported on the following
hardware.

*This feature is now supported on:

• 8212-48FH-M

• 8711-32FH-M

• 8712-MOD-M

• 88-LC1-12TH24FH-E

• 88-LC1-52Y8H-EM

• 88-LC1-36EH

Release 24.4.1Monitoring post-QoS data in
NetFlow and IPFIX
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DescriptionRelease InformationFeature Name

You now have the capability to obtain a
comprehensive view of your network's
performance, gaining detailed insights into
how QoS policies influence traffic. This
empowers you to verify that QoS policies
are applied as expected and assess the
effectiveness of QoS mechanisms in
prioritizing critical traffic. Access to this
information is made possible by enabling the
export of post-QoS information in both
Netflow and IPFIX, supported by the
incorporation of Post-QoS Information
Elements.

Release 24.1.1Monitoring post-QoS data in
NetFlow and IPFIX

You can now monitor information on QoS policies through the post-QoS information element field export
for NetFlow and IPFIX. This improvement focuses on the analysis of packet-level information by incorporating
the export of Post-QoS details, specifically the Differentiated Services Code Point (DSCP) in IPv4 and Traffic
Class in IPv6. This enhancement facilitates in-depth monitoring of sampled packets, emphasizing their
post-processing QoS characteristics.

In NetFlow v9 or IPFIX packets, the post-QoS field utilizes the information element postIpClassOfService
(IE55) for collecting post-QoS data. Moreover, this feature brings added visibility to both pre- and post-QoS
Type of Service (TOS)/DSCP values within the show command, providing youwith the data to assess network
performance comprehensively.

The ingress QoS (i.e., pre-QoS) parameters are already exported in prior IOS-XR software releases.Note

• ipClassOfService - For IPv4, it represents the value of the Type of Service (TOS) field in the IPv4 packet
header. For IPv6 packets, it signifies the value of the Traffic Class field in the IPv6 packet header. This
information element is available prior to IOS-XR software release 24.1.1.

• postIpClassOfService - The definition of this information element is identical to the above mentioned
definition of 'ipClassOfService,' except that it reports a potentially modified value caused by a router
function after the packet has passed the observation point. This information element is introduced in
IOS-XR software release 24.1.1.

NetFlow v9 and NetFlow v10 (IPFIX)
This section helps you understand the NetFlow v9 and NetFlow v10 (IPFIX) based on the following factors:

Table 8: NetFlow v9 and NetFlow v10 (IPFIX)

NetFlow v10 (IPFIX)NetFlow v9Factor

Supports both UDP and TCP transport
protocols

Typically uses UDPTransport
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NetFlow v10 (IPFIX)NetFlow v9Factor

Backward-compatible with NetFlow v9Compatible with older NetFlow
versions

Compatibility

More flexible with variable-length
information elements and custom-defined
attribute

Fixed set of predefined fieldsFlexibility

Extensive list of predefined elementsLimited set of predefined fieldsInformation Elements

Configure IPFIX
Let's consider the following topology to configure IPFIX:

Figure 4: NetFlow IPFIX Configuration

To monitor traffic, you must configure one or more Flow Exporter and associate it to a Flow Monitor and
enable IPFIX on the interface either in egress or ingress direction. Optionally, you can configure a Flow
Sampler to set the sampling rate for flow samples.

Procedure

Step 1 First, let's gather the required details to enable IPFIX on a router:

• The IP address of the source : 2001:db8::0001

• The IP address of the IPFIX Collector (Destination address): 2001:db8::0002

• Interface of the router where we will enable IPFIX: HundredGigE 0/0/0/24

• NetFlow version used to transport the data to the collector: IPFIX
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Step 2 Configure a Flow Exporter using the flow exporter-map command to specify where and how the packets should be
exported.
Router(config)# flow exporter-map fem_ipfix
Router(config-fem)# destination 2001:db8::0002
Router(config-fem)# source Loopback 0
Router(config-fem)# transport udp 9001
Router(config-fem)# version ipfix
Router(config-fem-ipfix)# template data timeout 600
Router(config-fem-ipfix)# options interface-table
Router(config-fem-ipfix)# exit

Verify the Flow Exporter configuration using the show flow exporter-map command.

Router#show flow exporter-map fem_ipfix
Flow Exporter Map : fem_ipfix
-------------------------------------------------
Id : 1
Packet-Length : 1468
DestinationIpAddr : 2001:db8::2
VRFName : default
SourceIfName :
SourceIpAddr : 2001:db8::3
DSCP : 0
TransportProtocol : UDP
TransportDestPort : 1024
Do Not Fragment : Not Enabled

Export Version: IPFIX
Common Template Timeout : 1800 seconds
Options Template Timeout : 1800 seconds
Data Template Timeout : 1800 seconds
Interface-Table Export Timeout : 1800 seconds
Sampler-Table Export Timeout : 0 seconds
VRF-Table Export Timeout : 0 seconds

Step 3 Create a Flow Monitor using the flow monitor-map command to define the type of traffic to be monitored. You can
include one or more exporter maps in the monitor map. A single flow monitor map can support up to eight exporters.

The record type specifies the type of packets that are sampled as the packets pass through the router. MPLS, IPv4, and
IPv6 packet sampling is supported.

Router(config)# flow monitor-map fmm1
Router(config-fmm)# record ipv6
Router(config-fmm)# option filtered
Router(config-fmm)# exporter fem_ipfix
Router(config-fmm)# cache entries 65535
Router(config-fmm)# cache timeout active 1800
Router(config-fmm)# cache timeout inactive 15
Router(config-fmm)# exit

Verify the Flow Monitor configuration using the show flow monitor-map command.
Router#show flow monitor-map fmm1

Flow Monitor Map : fmm1
-------------------------------------------------
Id: 1
RecordMapName: ipv6
ExportMapName: Expo1
CacheAgingMode: Normal
CacheMaxEntries: 500000
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CacheActiveTout: 60 seconds
CacheInactiveTout: 20 seconds
CacheUpdateTout: N/A
CacheRateLimit: 2000
HwCacheExists: False
HwCacheInactTout: 50

Step 4 Configure a Flow Sampler using the sampler-map sampler-map command. .Use the same sampler map configuration on
the sub-interfaces and physical interfaces under a port.
Router(config)# configure
Router(config)# sampler-map fsm1
Router(config-sm)# random 1 out-of 4000
Router(config)# exit
Router(config)#commit
Router(config)#exit
Router#

Verify the sampler map configuration using the show sampler-map show sampler-map command.
Router#show sampler-map fsm1

Sampler Map : fsm1
-------------------------------------------------
Id: 1
Mode: Random (1 out of 4000 Pkts)
Router#

Step 5 View the running configuration to verify the configuration that you have configured.

Router#show run
Thu Nov 9 06:40:07.296 UTC
Building configuration...

flow exporter-map fem_ipfix
version ipfix
options interface-table
template data timeout 600
!
transport udp 9001
source Loopback0
destination 2001:db8::2
!
flow monitor-map fmm1
record ipv6
option filtered
exporter fem_ipfix
cache entries 65535
cache timeout active 1800
cache timeout inactive 1
!
sampler-map fsm1
random 1 out-of 4000
!
interface FourHundredGigE0/0/0/1
shutdown
!
interface HundredGigE0/0/0/24
shutdown
flow ipv4 monitor fmm1 sampler fsm1 ingress
flow ipv6 monitor fmm-ipv6 sampler fsm1 ingress
!
end
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Step 6 Apply a Monitor Map and a Sampler Map to a physical interface using the flow command to enable IPFIX on the router.

Router(config)#interface HundredGigE 0/0/0/24
Router(config-if)#flow ipv4 monitor fmm1 sampler fsm1 ingress
Router(config-if)#exit

IPFIX enablement for SRv6 and services over SRv6 core
IP Flow Information Export (IPFIX) is a protocol designed for exporting flow information from routers,
switches, and other network devices to a collector for analysis.
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Table 9: Feature History Table

DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems (8000 [ASIC:Q200](select
variants only*), 8200 [ASIC:
Q200](select variants only*), 8200
[ASIC: Q200](select variants
only*); Modular Systems (8800
[LC ASIC: Q200])(select variants
only*)

This feature introduces support for
simultaneous L2 and L3 flow
monitoring. You can configure IP
Flow Information Export (IPFIX)
to actively monitor and record
end-to-end L2 and L3 flow
information elements from network
devices. Previously, you could only
monitor L2 or L3 flow.

CLI:

• The l2-l3 keyword is
introduced in the record ipv4
command.

• The l2-l3 keyword is
introduced in the record ipv6
command.

*This feature is supported on:

• 8101-32-FH

• 8102-64H

• 8201-32FH

• 88-LC0-34H14FH

• 88-LC0-36FH

• 88-LC0-36FH-M

Release 25.2.1Simultaneous L2 and L3 flow
monitoring using IPFIX
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DescriptionRelease InformationFeature Name

During the transition from
conventional IP/MPLS networks to
SRv6-based networks, the necessity
for monitoring SRv6 traffic flow
becomes crucial. This feature
enables IPFIX to effectively
monitor SRv6 IP traffic flow from
network devices.

The feature introduces these
changes:

CLI:

• The srv6 keyword is
introduced in therecord ipv6
command.

Release 7.10.1IPFIX Enablement for SRv6 and
Services over SRv6 Core

Monitoring SRv6 traffic flow is crucial during the transition from conventional IP/MPLS networks to
SRv6-based networks.

To address this requirement:

• The srv6 keyword is introduced within the ipv6 command.

• Information related to SRv6 payload, such as L2VPN and L3VPN services are exported as part of the
IPFIX record.

Key benefits of IPFIX

These are the key features of IPFIX:

• Exports Flow Information: IPFIX exports information about IP flows, which are sequences of packets
sharing common attributes such as source and destination IP addresses, ports, and protocol.

• Uses Data and Template Records: IPFIX uses Data Records to convey flow information and Template
Records to define the structure of Data Records, allowing flexible and extensible data representation.

• Defines Information Elements: IPFIX defines a set of Information Elements that describe the attributes
of flows, including packet counts, byte counts, flow start and end times, and many others.

• Collects Data at Observation Points: IPFIX collects data at observation points within the network,
such as interfaces on routers or switches.

• Ensures Compatibility: IPFIX ensures compatibility with Cisco's NetFlow, allowing interoperability
and ease of transition for network operators.

Limitations and guidelines of IPFIX enablement for SRv6 and services over SRv6 core
These are the limitations and guidelines of IPFIX enablement for SRv6 and services over SRv6 core

• IPFIX with multiple SRH is not supported in IOS XR Release 7.10.1
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• The maximuim packet length that gets punbted is limited to 383bytes on Q100 or Q200 and 192 bytes
on later ASICs. However, you can run the hw-module profile netflow fpc-enable location <lc> command
to overcome this packet limitation. Note that you must reload the line card for the configuration to be
successful. Run the show hw-module profile netflow location 0/0/CPU0 command to verify the same.

Configure IPFIX enablement for SRv6 and services over SRv6 Core

Before you begin

Ensure the routers are working and has the latest Cisco IOS-XR software running on it.

Procedure

Step 1 Run the record ipv6 srv6 command to configure the IPFIX enablement for SRv6.

Note
This step of the feature is available starting from Cisco IOS-XR Release 7.10.1.

Example:

Router# configure
Router(config-fem)# flow monitor-map MON
Router(config-fmm)# record ipv6 srv6
Router(config-fmm)# exporter EXP
Router(config-fmm)# cache timeout inactive 5
Router(config-fmm)# !
Router(config-fmm)# sampler-map SAMP
Router(config-fmm)# random 1 out-of 1000
Router(config-fmm)# !
Router(config-fmm)# interface GigabitEthernet0/1/0/0
Router(config-fmm)# ipv6 address 2002:1::1/64
Router(config-fmm)# flow ipv6 monitor M1 sampler SAMP ingres

Step 2 Run the record ipv4 l2-l3 command to configure the IPFIX enablement for SRv6 and services over SRv6 Core.

Note
This step of the feature is available starting from Cisco IOS-XR Release 25.2.1.

Example:

Router# configure
Router(config-fem)# flow monitor-map M-IPv4
Router(config-fmm)# record ipv4 l2-l3
Router(config-fmm)# exporter EXP-ipfix
Router(config-fmm)# !
Router(config-fmm)# flow monitor-map M-IPv6
Router(config-fmm)# record ipv6 l2-l3
Router(config-fmm)# exporter EXP-ipfix
Router(config-fmm)# !
Router(config-fmm)# sampler-map SAMP
Router(config-fmm)# random 1 out-of 1000
Router(config-fmm)# !
Router(config-fmm)# interface GigabitEthernet0/1/0/0
Router(config-fmm)# description CE-PE Interface
Router(config-fmm)# ipv4 address 1.1.1.1 255.255.255.0
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Router(config-fmm)# ipv6 address 2001:DB8:c18:1::/64
Router(config-fmm)# flow ipv4 monitor M-IPv4 sampler SAMP ingres
Router(config-fmm)# flow ipv6 monitor M-IPv6 sampler SAMP ingress
Router(config-fmm)# !

Verify IPFIX enablement for SRv6 and services over SRv6 Core

Before you begin

Ensure the routers are working and it is the same router you have configured IPFIX enablement.

Procedure

Step 1 Enter the show flow monitor-map MON command to display SRv6 monitor-map data for a specific flow.

Example:

Router# show flow monitor-map MON

Flow Monitor Map : MON
-------------------------------------------------
Id: 1
RecordMapName: srv6
ExportMapName: EXP
CacheAgingMode: Normal
CacheMaxEntries: 65535
CacheActiveTout: 1800 seconds
CacheInactiveTout: 5 seconds
CacheUpdateTout: N/A
CacheRateLimit: 2000
HwCacheExists: False
HwCacheInactTout: 50

Step 2 Enter the show run flow monitor-map command to display IPv4 monitor-map data for a specific flow.

Example:

Router# show run flow monitor-map

flow monitor-map M-IPv4
record ipv4 l2-l3
exporter EXP
!
flow monitor-map M-IPv6
record ipv6 l2-l3
exporter EXP
!

Step 3 Enter the show flow monitor-map M-IPv4 command to display IPv4 l2-l3 monitor-map data for IPv4 specific flow.

Example:

Router# show flow monitor-map M-IPv4
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Flow Monitor Map : M-IPv4
-------------------------------------------------
Id: 3
RecordMapName: ipv4-l2-l3
ExportMapName: EXP
CacheAgingMode: Normal
CacheMaxEntries: 65535
CacheActiveTout: 1800 seconds
CacheInactiveTout: 15 seconds
CacheUpdateTout: N/A
CacheRateLimit: 2000
HwCacheExists: False
HwCacheInactTout: 50

Step 4 Enter the show flow monitor-map M-IPv6 command to display IPv6 l2-l3 monitor-map data for IPv6 specific flow.

Example:

Router# show flow monitor-map M-IPv6

Flow Monitor Map : M-IPv6
-------------------------------------------------
Id: 4
RecordMapName: ipv6-l2-l3
ExportMapName: EXP
CacheAgingMode: Normal
CacheMaxEntries: 65535
CacheActiveTout: 1800 seconds
CacheInactiveTout: 15 seconds
CacheUpdateTout: N/A
CacheRateLimit: 2000
HwCacheExists: False
HwCacheInactTout: 50

Step 5 Enter the show flow monitor M-IPv6 location 0/0/CPU0 command to display the complete recorded data for IPv6
L2-L3 services.

Example:

Router# show flow monitor M-IPv6 location 0/0/CPU0

RP/0/RP0/CPU0:router# show flow monitor MON-MAP-v6 location 0/0/CPU0
Thu Apr 28 11:36:47.622 IST
…
========== Record number: 1 ==========
IPv6SrcAddr : 151:1::1
IPv6DstAddr : ff02::1:ff00:2
BGPDstOrigAS : 0
BGPSrcOrigAS : 0
BGPNextHopV6 : ::
IPv6TC : 224
IPv6FlowLabel : 0
IPv6OptHdrs : 0x0
IPV6Prot : icmpv6
MinimumTTL : 255
MaximumTTL : 255
L4SrcPort : 0
L4DestPort : 135
L4TCPFlags : 0
IPV6DstPrfxLen : 0
IPV6SrcPrfxLen : 0
InputInterface : BE999.1
OutputInterface : 0
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ForwardStatus : FwdNoFrag
FirstSwitched : 01 18:51:25:797
LastSwitched : 01 18:51:25:797
ByteCount : 104
PacketCount : 1
Dir : Ing
SamplerID : 1
InputVRFID : default
OutputVRFID : default
SrcMacAddr : 00:0c:29:0e:d8:32
DstMacAddr : 00:0c:29:0e:d8:3c
EthType : 2048
Dot1qPriority : 0
Dot1qVlanId : 100
CustVlanId : 200

Configure IPFIX 315
This section provides you instructions to enable IPFIX 315 on Cisco IOS XR Software.

Procedure

Step 1 Enable IPFIX 315 for flow monitoring.
Router(config)# hw-module profile netflow ipfix315-enable

Step 2 Configure an exporter mapwith IPFIX as the exporter version using the flow exporter-map command in global configuration
mode to specify where and how the packets should be exported.
Router(config)# flow exporter-map ipfix_exp
Router(config-fem)# version ipfix
Router(config-fem-ipfix)# template data timeout 10
Router(config-fem)# dscp 63
Router(config-fem)# transport udp 12000
Router(config-fem)# source Loopback 0
Router(config-fem)# destination 100.10.1.159
Router(config-fem)# exit

Step 3 Create a flow monitor using the flow monitor-mapcommand in global configuration mode to define the type of traffic to
be monitored. You can include one or more exporter maps in the monitor map.

Router(config)# flow monitor-map ipfix_mon
Router(config-fmm)# record datalinksectiondump
Router(config-fmm)# exporter ipfix_exp
Router(config-fmm)# cache immediate
Router(config-fmm)# exit

Step 4 Configure a sampler map using the sampler-mapcommand to define the rate at which the packet sampling should be
performed at the interface where IPFIX is enabled.
Router# sampler-map ipfix_sm
Router(config-sm)# random 1 out-of 32000
Router(config)# exit

Step 5 Apply a monitor map and a Sampler Map to a physical interface using the flowcommand to enable IPFIX on the router.
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Router(config)#interface TenGigE0/0/0/5
Router(config-if)#ipv4 address 192.1.108.2 255.255.255.0
Router(config-if)#ipv6 address 1:108::2/64
Router(config-if)#flow datalinkframesection monitor ipfix_mon sampler ipfix_sm ingress
Router(config-if)#encapsulation dot1q 139

Step 6 Verify the sampled and exported flow statistics using the show flow platform producer statistics location command.

In this show output, you can see that the system has actively received andmonitored a total of 630,478 IPFIX 315 packets.
Router#show flow platform producer statistics location 0/0/0/5
Netflow Platform Producer Counters:
IPv4 Ingress Packets: 0
IPv4 Egress Packets: 0
IPv6 Ingress Packets: 0
IPv6 Egress Packets: 0
MPLS Ingress Packets: 0
MPLS Egress Packets: 0
IPFIX315 Ingress Packets: 630478
IPFIX315 Egress Packets: 0
Drops (no space): 0
Drops (other): 0
Unknown Ingress Packets: 0
Unknown Egress Packets: 0
Worker waiting: 2443

Step 7 Verify the flow monitor stats statistics using the show flow monitor cache location command.

This example shows that there were 50399 flows added to the cache and exported.
Router#show flow platform producer statistics location 0/0/0/5
Cache summary for Flow Monitor ipfix_mon:
Cache size: 65535
Current entries: 0
Flows added: 50399
Flows not added: 0
Ager Polls: 2784
- Active timeout 0
- Inactive timeout 0
- Immediate 50399
- TCP FIN flag 0
- Emergency aged 0
- Counter wrap aged 0
- Total 50399
Periodic export:
- Counter wrap 0
- TCP FIN flag 0
Flows exported 50399
Matching entries: 0
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Revision History
Table 10: Feature History Table

Feature DescriptionRelease InformationFeature Name

Introduced in this release on: Fixed
Systems (8200 (P100), 8700
(P100); Modular Systems (8800
[LC ASIC: P100])

You now get a comprehensive view
of your 5G network's performance
and gain detailed insights into the
slice utilization, QoS policies
applied, and their impact on traffic.

Release 24.4.1Monitor GTP-U Traffic in 5G
Network

You now get a comprehensive view
of your 5G network's performance
and gain detailed insights into the
slice utilization, QoS policies
applied, and their impact on traffic.
This includes verifying the QoS
policies of the deployed slices,
assessing the effectiveness of 5G
slice mechanisms and tracking
GTP-U endpoints for specific
applications or services. This
information is available because
we've enabled the exporting of
GTP-U related Information
Elements.

This feature introduces these
changes:

CLI:

• The gtp keyword is introduced
in the record ipv4 and record
ipv6 commands.

Release 24.2.11Monitor GTP-U Traffic in 5G
Network
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Feature DescriptionRelease InformationFeature Name

You can now collect insights into
how MPLS traffic is flowing
through the network, assess the
performance of your traffic
engineering policies and make
informed adjustments, pinpoint
where in your MPLS network
packets are being misrouted or
dropped for swift troubleshooting,
and also enable accurate billing for
your users' customers because of
insights into accurate resource
usage. This is made possible
because we have enabled the
collection of BGP information
elements for MPLS IPv4 and IPv6
traffic using IPFIX.

This feature modifies the output of
the show flow monitor command.

Release 24.1.1Collect Additional BGP
Information Elements for MPLS
IPv4 and IPV6 Using IPFIX

You now have the capability to
obtain a comprehensive view of
your network's performance,
gaining detailed insights into how
QoS policies influence traffic. This
empowers you to verify that QoS
policies are applied as expected and
assess the effectiveness of QoS
mechanisms in prioritizing critical
traffic. Access to this information
is made possible by enabling the
export of post-QoS information in
both Netflow and IPFIX, supported
by the incorporation of Post-QoS
Information Elements.

Release 24.1.1Monitoring Post-QoS Data in
NetFlow and IPFIX
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Feature DescriptionRelease InformationFeature Name

During the transition from
conventional IP/MPLS networks to
SRv6-based networks, the necessity
for monitoring SRv6 traffic flow
becomes crucial. This feature
enables IPFIX to effectively
monitor SRv6 IP traffic flow from
network devices in the core.

The feature introduces these
changes:

CLI:

• The srv6 keyword is
introduced in the record ipv6
command.

Release 7.10.1IPFIX Enablement for SRv6 and
Services over SRv6 Core
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