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C H A P T E R 1
About General Administration Documentation

Welcome to the remodeled General Administration on Cisco ASR 9000 Series Routers for all Cisco IOS XR
releases.

Release-agnostic Document

This remodeled content experience helps you navigate or search the content of interest with ease. To enhance
your experience of our product knowledge base, we have restructured the previous release-specific System
Management Configuration Guide for Cisco ASR 9000 Series Routers to General Administration on Cisco
ASR 9000 Series Routers, Cisco IOS XR Releases. This document serves as your comprehensive compilation
of information related to the general administration of your router right after you setup your router.

To ensure continued relevance, we will regularly update this document to align with the latest features and
releases.

Where to begin

To initiate explorating General Administration, we recommend you to review the Product and Release
Information Matrix. This resource offers valuable insights into features supported not only on the ASR 9000
Series Routers but across other IOS XR routing products, facilitating a comprehensive understanding and
navigation across our documents.

• Releases Supported, on page 1

Releases Supported
The document is relevant for the following releases:

• IOS XR Release 26.1.1

• IOS XR Release 25.4.1

• IOS XR Release 25.3.1

• IOS XR Release 25.2.1

• IOS XR Release 25.1.1

• IOS XR Release 24.4.1

• IOS XR Release 24.3.1

• IOS XR Release 24.2.1
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• IOS XR Release 24.1.1

• IOS XR Release 7.11.1

• IOS XR Release 7.10.1

• IOS XR Release 7.9.2

• IOS XR Release 7.9.1

• IOS XR Release 7.8.2

• IOS XR Release 7.8.1

• IOS XR Release 7.7.2

• IOS XR Release 7.7.1

• IOS XR Release 7.5.3

• IOS XR Release 7.5.2

• IOS XR Release 7.5.1

• IOS XR Release 7.4.2

• IOS XR Release 7.4.1

• IOS XR Release 7.3.4

• IOS XR Release 7.3.3

• IOS XR Release 7.3.2

• IOS XR Release 7.3.1

• IOS XR Release 6.9.2

• IOS XR Release 6.9.1

• IOS XR Release 6.8.2

• IOS XR Release 6.8.1

Cisco IOS XR Releases prior to those listed here have reached the End of Extended Software Maintenance
Date. To access the notification, please visit the End-of-Life and End-of-Sale Notices page.
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C H A P T E R 2
Features Introduced in Cisco IOS XR Products
and Releases

This table summarizes the features enhanced and introduced for General Administration.

• Feature, Release, and Platform Matrix for General Administration, on page 3

Feature, Release, and Platform Matrix for General
Administration

Use this ready reckoner to locate features you're interested in and map their availability across platforms and
releases.

Table 1: Feature, Release, and Platform Matrix

Other XR Routing PlatformsASR 9000 Series RoutersFeature Name

¯¯ASR 9000, R25.4.1Dynamic iTCAMpartitioning
for a higher BVI scale for
ASR 9000 third generation
Ethernet line cards

¯¯ASR 9000, R24.4.1Dynamic iTCAMpartitioning
for a higher BVI scale for
A99-12X100GE and
A9K-4X100GE line cards

Cisco 8000, R24.2.1

NCS 5500, R24.2.1

ASR 9000, R24.2.1Increasing Commit Limit

Cisco 8000, R7.10.1

NCS 5500, R7.10.1

ASR 9000, R7.10.1Auto-Save and Copy Router
Configuration Using Public
Key Authentication
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Other XR Routing PlatformsASR 9000 Series RoutersFeature Name

Cisco 8000, R7.9.1

NCS 5500, R7.9.1

ASR 9000, R7.9.1Support for SFTP (Secure
File Transfer Protocol) and
SCP (Secure Copy Protocol)
options in the Copy command

Cisco 8000, R7.9.1

NCS 5500, R7.9.1

ASR 9000, R7.9.1Auto-Save with Secure
File-Transfer and Additional
Configurable Parameters
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C H A P T E R 3
Scale Profiles and Feature Profiles

Scale profiles in routers optimize performance by allowing customization for different network demands,
such as high Layer 2 scale or a large number of Layer 3 routes. Feature profiles determine available software
features, with the default profile supporting all features except PBB and the Layer 2 profile including PBB
support but lacking IPv6, RPF, or Netflow.

TCAM is a critical resource in Cisco routers, and router profiles determine how this resource is allocated to
optimize the router's performance for specific tasks. By selecting the appropriate profile, network administrators
can ensure that the router operates efficiently and meets the specific needs of their network.

TCAM, scale profiles, and feature profiles optimize router performance, scalability, and security in diverse
networking environments.

• Scale Profiles, on page 5
• Feature Profiles, on page 7
• Relationship Between Scale and Feature Profiles, on page 8
• Verify Scale Profile or Feature Profile Configurations, on page 9
• TCAM Profile, on page 9
• L2 TCAM Profile, on page 18

Scale Profiles
Scale profiles help you tune your router that is running Cisco IOS XR software. Profiles help you run the
router more efficiently based on your requirements.

Market segment types or network architectures can place different scale demands on the router. Therefore,
it’s important to configure the scale profile so that your router works efficiently.

These are some requirements when setting a scale profile:

• Use of the router as a Layer 2 transport device requires high Layer 2 scale numbers.

• Use of the router primarily as a Layer 3 device that provides Layer 3 virtual private network (VPN)
services requires a high number of Layer 3 routes.

Scale Profile Types
There are three scale profiles available on your router:
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5



Default Scale Profile
The default scale profile supports deployments that require large Layer 2 MAC tables (up to 512,000 entries)
and a relatively small number of Layer 3 routes (less than 512,000).

Layer 3 Scale Profile
The Layer 3 Scale Profile supports deployments that require smaller Layer 2 MAC tables (less than 128,000
entries) and relatively higher Layer 3 routes (up to 1 million).

Layer 3 XL Scale Profile
The Layer 3 XL Scale Profile supports deployments that require minimal Layer 2 functionality and a large
number of Layer 3 routes (up to 1.3 million).

Note that the support for up to 1.3 million routes is split into IPv4 scaled support and IPv4/IPv6 scaled support.
You can configure up to 1.3 million IPv4 routes, or up to 1 million IPv4 routes with 128,000 IPv6 routes.

Restrictions with Layer 3 XL Scale Profile

• Video monitoring isn’t supported with the Layer 3 XL scale profile.

Configure Scale Profile

Recommendations and Guidelines
• We recommend that you configure scale profiles in the administration configuration mode and remove
any L3 scale profiles committed via the global configuration mode.

• Scale profile settings in the administration configuration override scale profile settings in the global
configuration.

• If the scale profile is set only in the global configuration, the setting takes effect.

• Once you configure the scale profile, you must use the reload location all command to reload the device,
or the line cards to enable the profile.

• You can increase the memory available for BGP if you configure Layer 3 XL profile on the router.

• Configuring the layer 3 XL profile reduces the memory available for other processes.

• To activate the new profile, you must manually reboot the system.

Set Scale Profile
The tasks in this module describes how to set the scale profile on your router.

Procedure

Step 1 To set the scale profile on the router, use the hw-module profile scale command in the Administration Configuration
mode.

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
6

Scale Profiles and Feature Profiles
Default Scale Profile



Example:

This example shows how to configure Layer 3 profile on the router.
Router# admin
Router(admin)# configure
Router(admin-config)# hw-module profile scalel xl
Router(admin-config)# commit

You can configure the Layer 3 XL profile on the router for BGP using the scale l3xl keyword to increase the memory.

Step 2 Reload the line cards to enable the profile
Router# reload location all

Step 3 To verify that the configured scale profile is enabled, use the show hw-module profile scale command which displays
the active scale profile. If the active scale profile is different from what was configured, then the line cards were not
reloaded as required.
Router# show hw-module profile scale

You can verify the memory for BGP and the other processes using the following commands before and after the
configuration:

• show processes memory detail

• show bgp process performance-statistics: This command is available only from Cisco IOS XR Release 6.1.x
onwards.

Feature Profiles
To allow sufficient computation capabilities within the router, the available features within the Cisco IOS XR
software image are bundled. A feature profile determines which bundle of features is available for you to use.

Feature Profile Types

Default Profile
Supports all Cisco IOS XR software features except for IEEE 802.1ah provider backbone bridge (PBB).

Layer 2 Profile
Layer 2 Profile supports all Cisco IOS XR software features including IEEE 802.1ah PBB.

Restrictions with Layer 2 Profile

• Doesn’t support IPv6, reverse-path forwarding (RPF) or Netflow.

• This feature profile is supported only on 1st Generation ASR 9000 Series Line Cards- Ethernet Line
Cards, and 4th Generation ASR 9000 Series Line Cards - High Density Ethernet Line Cards. Therefore,
this limitation is applicable only on those line cards; not on 2nd generation line cards and 3rd generation
line cards.

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
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Configure Feature Profile

Prerequisites and Recommendations
• Before deploying your router you should determine that the feature profile is consistent with the features
that you need to use. If it is not, use this task to configure a different profile.

• If the feature profile that you have configured on your router does not support a feature that you have
configured, warning messages are displayed on the console, and the feature does not work.

• A configured feature profile takes effect only after you reload all the line cards on the router.

Set Feature Profile
The tasks in this module describes how to set the feature profile on your router.

Procedure

Step 1 To set the feature profile on your router, use the hw-module profile feature command in the Administration Configuration
mode.

Example:
Router# admin
Router(admin)# configure
Router(admin-config)# hw-module profile feature l2
Router(admin-config)# commit

Step 2 You must reload the router or line cards to enable the profile.
Router# reload location all

Step 3 To verify that the configured feature profile is enabled, use the show hw-module profile feature command which displays
the active feature profile. If the active feature profile is different than what was configured, the line cards or router were
not reloaded as required.

Relationship Between Scale and Feature Profiles
While there are no restrictions on your choice of scale and feature profiles in relation to one another, we
suggest using them together, as outlined here.

Table 2: Relationship Between Scale and Feature Profiles

Layer 2 Feature ProfileDefault Feature Profile

Provider backbone bridgeUp to 512 K Layer 3 Cisco Express
Forwarding (CEF) scale

Default Scale Profile

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
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Layer 2 Feature ProfileDefault Feature Profile

Not RecommendedUp to 1.0 M Layer 3 CEF scale

Less than 128 K MAC entries

Layer 2 Scale Profile

Not RecommendedUp to 1.3 M Layer 3 CEF scaleLayer 3 XL Scale Profile

Other pairs are not recommended. Note that the Layer 3 XL scale profile does not support video monitoring.

Verify Scale Profile or Feature Profile Configurations
To verify the configured scale profile or feature profile, you may perform the following steps:

Procedure

Step 1 If you see warning messages in the console indicating that the active feature profile does not match the configured profile,
you must reload the affected line card so that the configured profile matches the active profile.

Example:
Router# Nov 5 02:50:42.732 : prm_server[236]: Configured 'hw-module profile feature l2' does not
match active 'hw-module profile feature default'.
You must reload this line card in order to activate the configured profile on this card or you must
change the configured profile.

Step 2 If you see warning messages in the console indicating that some features do not match the feature profile, you should
either change the feature profile configuration, or remove the non-supported features.

Example:
Router# Nov 5 02:50:42.732 : prm_server[236]: Active 'hw-module profile feature l2' does not support
IPv6, RPF, or Netflow features. Please remove allunsupported feature configurations.

TCAM Profile
The TCAM (Ternary Content Addressable Memory) profile is a configuration setting that determines how
TCAM resources are allocated for various functions such as routing, access control lists (ACLs), and Quality
of Service (QoS) policies. These profiles help optimize the router's performance by prioritizing TCAM usage
based on the specific needs of the network. Administrators can select or customize TCAM profiles to ensure
efficient handling of critical operations, thereby enhancing the overall efficiency and reliability of the network.
Proper TCAM profile management is essential for maintaining high performance in large-scale and complex
network environments.

A TCAM consists of three tables namely L2, V4, and V6.

The L2 table is divided into five partitions. The various services listed against each partition use the allocated
TCAM resources.
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Table 3: L2 Table Structure

UsagePartition ID

Double VLAN, MAC Source Address (SA), Subscribers, Bridge Virtual
Interface (BVI)

4

Single tag, Subscribers, Pseudowire Headend (PW-HE)3

Encapsulation - Untagged, Encapsulation - Any2

Encapsulation - Default1

Physical ports, Bundles0

iTCAM profile recarving
iTCAM profile recarving is a feature supported on the A99-12X100GE and A9K-4X100GE line cards. This
feature allows dynamic repartitioning of the internal TCAM partitions, specifically in the L2 table, to increase
the scale of Bridge Virtual Interface (BVI) entries. Recarving the iTCAM profile adjusts the internal TCAM
partitions for an efficient utilisation of the available memory and supports a higher BVI scale.

Table 4: Feature History Table

Feature DescriptionRelease InformationFeature Name

This feature optimizes the memory
usage by recarving the internal
TCAM partitions to support higher
BVI scale values.

This feature now allows you to set
a new profile, to-profile-se4, to
recarve the internal TCAMpartition
for BVI up to 4K entries in the L2
table for A99-12X100GE and
A9K-4X100GE line cards

The feature introduces these
changes:

CLI:

The to-profile-se4 keyword is
introduced in the hw-module
profile itcam command.

Release 25.4.1Dynamic iTCAM partitioning for
a higher BVI scale for ASR 9000
third generation Ethernet line cards
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Feature DescriptionRelease InformationFeature Name

This feature enables you to recarve
the internal TCAM partition for
BVI in the L2 table for
A99-12X100GE and
A9K-4X100GE line cards thus
facilitating a higher BVI scale.
Recarving of the TCAM partition
helps in the optimal and efficient
utilisation of the available memory.

This feature allows to set the two
new profiles, to-profile-se2 and
to-profile-se3 so that the scale of
the partition where BVI exists in
the internal TCAM increases to
2.5K entries with to-profile-se2
and 3K entries with to-profile-se3
in the L2 table for A99-12X100GE
and A9K-4X100GE line cards.

The feature introduces these
changes:

CLI:

The to-profile-se2 and
to-profile-se3 keywords are
introduced in the hw-module
profile itcam command.

Release 24.4.1Dynamic iTCAM partitioning for
a higher BVI scale for ASR 9000
third generation Ethernet line cards

Supported iTCAM profiles
Both the A99-12X100GE and A9K-4X100GE line cards have an internal TCAM of 5MB. You can recarve
internal TCAM partition at a Global Configuration level to modify entries in the L2, V4 and V6 tables.

Starting with Cisco IOS XR 24.4.1, two new profiles, to-profile-se2 and to-profile-se3, have been introduced
to support dynamic TCAM partitioning in the L2 table thus ensuring a higher scale value for BVI.

Set the to-profile-se2 profile to recarve the internal TCAM partition 3 and partition 4 in the L2 table allocated
with an overall scale of 4K entries. This profile modifies the partition 3 scale to 1.5K entries and partition 4
scale to 2.5K entries.

Similarly, set the to-profile-se3 profile to recarve the internal TCAM partition 3 and partition 4 in the L2
table so that the partition 3 scale is modified to 1K entries and partition 4 scale is modified to 3K entries.

Starting from Cisco IOS XR 25.4.1, a new profile, to-profile-se4 has been introduced. This profile, when
configured, recarves the internal TCAM partition 3 and partition 4 in the L2 table with an overall scale of 6K
entries and modifies the partitition 3 scale to 2K entries and partition 4 scale to 4K entries. Also, the V4 table
scale is reduced to 13K entries. For limitations introduced as part of the new to-profile-se4 profile, see
Restrictions.
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Table 5: Recarve iTCAM profile

Recarving limit

(to-profile-se4)

Recarving limit

(to-profile-se3)

Recarving limit

(to-profile-se2)

Recarving limit

(to-profile-se1)

Default
limit

(to-default)

Supported on

• Overall
scale: 6K
entries

• Partition 4
scale: 4K
entries

• Partition 3
scale: 2K
entries

• Overall
scale: 4K
entries

• Partition 4
scale: 3K
entries

• Partition 3
scale: 1K
entries

• Overall
scale: 4K
entries

• Partition 4
scale: 2.5K
entries

• Partition 3
scale: 1.5K
entries

4K entries1K entriesL2 table

13K entries15K entries15K entries15K entries24K
entries

V4 table

3.25K entries3.25K entries3.25K entries3.25K entries1.75K
entries

V6 table

Restrictions
The internal TCAM profile configuration is:

• Supported only on the A99-12X100GE and A9K-4X100GE line cards.

• Enabled only if you reload the A99-12X100GE and A9K-4X100GE line cards after you have configured
the profile.

• When switching between the to-default, to-profile-se1, to-profile-se2, to-profile-se3, and to-profile-se4
profiles, if the current iTCAM usage on the L2, V4, and V6 tables exceeds the maximum supported scale
of the target profile, then the configuration of the target profile is rejected.

These sections provide the configuration for the supported iTCAM profiles.

Configure iTCAM to-profile-se1 profile
This configuration recarves the internal TCAM partition of the A99-12X100GE and A9K-4X100GE line
cards and sets the scale to 4K entries in the L2 table, 15K entries in the V4 table, and 3.25K entries in the V6
table.

Procedure

Step 1 Enter the global configuration mode to configure the iTCAM profile to-profile-se1 for the A99-12X100GE and
A9K-4X100GE line cards.

Example:
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Router# configure
Router(config)#

Step 2 Set the to-profile-se1 profile to recarve the TCAM partition in the line cards so that the scale in the L2, V4, and V6 tables
are modified to 4K entries, 15K entries, and 3.25K entries respectively.

Example:
Router(config)# hw-module profile itcam to-profile-se1 location 0/0/CPU0
In order to activate this new internal tcam partition profile, you must manually reload the line
card.
Router(config)# commit

Note
Configure the default iTCAM profile, to-default, to enable default TCAM entries present in the line cards.

Step 3 Reload the line cards to enable the profile.

Example:
Router# reload location 0/0/CPU0

Step 4 Run the show prm server tcam summary all all detail all location location command to verify the modified scale in
the L2, V4, and V6 tables.

Example:
Router# show prm server tcam summary all all detail np3 location 0/0/CPU0

Node: 0/0/CPU0:
----------------------------------------------------------------

TCAM summary for NP3:

TCAM Logical Table: TCAM_LT_L2 (1)
Partition ID: 0, valid entries: 2, free entries: 22
Partition ID: 1, valid entries: 0, free entries: 24
Partition ID: 2, valid entries: 0, free entries: 24
Partition ID: 3, valid entries: 0, free entries: 2012
Partition ID: 4, valid entries: 2, free entries: 2010

TCAM Logical Table: TCAM_LT_ODS2 (2), max entries: 15360, num free: 15237
Application ID: NP_APP_ID_IFIB (0).
VMR ID: 1, used entries: 45, allocated entries: 123
Total vmr_ids per app id: 1, Total used entries per app id: 45 Total allocated entries: 123

Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_AFMON (3)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_LI (4)
VMR ID: 2, used entries: 0, allocated entries: 0
Total vmr_ids per app id: 1, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

TCAM Logical Table: TCAM_LT_ODS8 (3), max entries: 3328, num free: 3295
Application ID: NP_APP_ID_IFIB (0).
VMR ID: 1, used entries: 33, allocated entries: 33
Total vmr_ids per app id: 1, Total used entries per app id: 33 Total allocated entries: 33

Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
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Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_EDPL (6)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Here, the scale has increased to 4K entries in the L2 table, 15K entries in the V4 table, and 3.25K entries in the V6 table.

Configure iTCAM to-profile-se2 profile
This configuration recarves the internal TCAM partition 3 and partition 4 in the L2 table (with an overall
scale of 4K entries) of the A99-12X100GE and A9K-4X100GE line cards so that the partition 3 scale is set
to 1.5K entries and partition 4 scale is set to 2.5 K entries.

Procedure

Step 1 Enter the global configuration mode to configure the iTCAM profile to-profile-se2 for the line cards.

Example:
Router# configure
Router(config)#

Step 2 Set the to-profile-se2 profile to recarve the TCAM partition of the line cards so that the partition 3 and partition 4 scale
in the L2 table are modified to 1.5K entries and 2.5K entries respectively.

Example:

Router(config)# hw-module profile itcam to-profile-se2 location 0/0/CPU0
In order to activate this new internal tcam partition profile, you must manually reload the line
card.
Router(config)# commit

Note
Configure the default iTCAM profile, to-default, to enable default TCAM entries present in the line cards.

Step 3 Reload the line cards to enable the profile.

Example:
Router# reload location 0/0/CPU0

Step 4 Run the show prm server tcam summary all all detail np0 location 0/0/CPU0 command to verify the modified scale
in partition 3 and partition 4 in the L2 table.

Example:
Router# show prm server tcam summary all all detail np0 location 0/0/CPU0

Node: 0/0/CPU0:
----------------------------------------------------------------

TCAM summary for NP0:

TCAM Logical Table: TCAM_LT_L2 (1)
Partition ID: 0, valid entries: 2, free entries: 22
Partition ID: 1, valid entries: 0, free entries: 24
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Partition ID: 2, valid entries: 0, free entries: 24
Partition ID: 3, valid entries: 0, free entries: 1512
Partition ID: 4, valid entries: 2, free entries: 2510

TCAM Logical Table: TCAM_LT_ODS2 (2), max entries: 15360, num free: 15237
Application ID: NP_APP_ID_IFIB (0)
VMR ID: 1, used entries: 35, allocated entries: 123
Total vmr_ids per app id: 1, Total used entries per app id: 35 Total allocated entries: 123

Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_AFMON (3)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_LI (4)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Here, out of the overall 4K scale in the L2 table, 2.5K entries have been allocated to partition 4 and 1.5K entries have
been allocated to partition 3 on the NP0 node.

Configure iTCAM to-profile-se3 profile
This configuration recarves the internal TCAM partition 3 and partition 4 in the L2 table (with an overall
scale of 4K entries) of the A99-12X100GE and A9K-4X100GE line cards so that the partition 3 scale is set
to 1K entries and partition 4 scale is set to 3K entries.

Procedure

Step 1 Enter the global configuration mode to configure the iTCAM profile to-profile-se3 for the A99-12X100GE and
A9K-4X100GE line cards.

Example:
Router# configure
Router(config)#

Step 2 Set the to-profile-se3 to recarve the TCAM partition of the line cards so that the partition 3 and partition 4 scale in the
L2 table are modified to 1K entries and 3K entries respectively.

Example:
Router(config)# hw-module profile itcam to-profile-se3 location 0/0/CPU0
In order to activate this new internal tcam partition profile, you must manually reload the line
card.
Router(config)# commit

Note
Configure the default iTCAM profile, to-default, to enable default TCAM entries present in the line cards.

Step 3 Reload the line cards to enable the profile.

Example:
Router# reload location 0/0/CPU0

Step 4 Run the show prm server tcam summary all all detail np0 location 0/0/CPU0 command to verify the modified scale
in partition 3 and partition 4 in the L2 table.
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Example:
Router# show prm server tcam summary all all detail np0 location 0/0/CPU0

Node: 0/0/CPU0:
----------------------------------------------------------------
TCAM summary for NP0:
TCAM Logical Table: TCAM_LT_L2 (1)
Partition ID: 0, valid entries: 2, free entries: 22
Partition ID: 1, valid entries: 0, free entries: 24
Partition ID: 2, valid entries: 0, free entries: 24
Partition ID: 3, valid entries: 0, free entries: 1012
Partition ID: 4, valid entries: 2, free entries: 3010
TCAM Logical Table: TCAM_LT_ODS2 (2), max entries: 15360, num free: 15237
Application ID: NP_APP_ID_IFIB (0)
VMR ID: 1, used entries: 37, allocated entries: 123
Total vmr_ids per app id: 1, Total used entries per app id: 37 Total allocated entries: 123
Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_AFMON (3)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_LI (4)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
TCAM Logical Table: TCAM_LT_ODS8 (3), max entries: 3328, num free: 3285
Application ID: NP_APP_ID_IFIB (0)
VMR ID: 1, used entries: 43, allocated entries: 43
Total vmr_ids per app id: 1, Total used entries per app id: 43 Total allocated entries: 43
Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_LI (4)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_EDPL (6)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Here, out of the overall 4K scale in the L2 table, 3K entries have been allocated to partition 4 and 1K entries have been
allocated to partition 3 on the NP0 node.

Configure iTCAM to-profile-se4 profile
This configuration recarves the internal TCAM partition 3 and partition 4 in the L2 table (with an overall
scale of 6K entries) of the A99-12X100GE and A9K-4X100GE line cards so that the partition 3 scale is set
to 2K entries and partition 4 scale is set to 4K entries.

Procedure

Step 1 Enter the global configuration mode to configure the iTCAM profile to-profile-se4 for the line cards.

Example:
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Router# configure
Router(config)#

Step 2 Set the to-profile-se4 profile to recarve the TCAM partition of the line cards so that the partition 3 and partition 4 scale
in the L2 table are modified to 2K entries and 4K entries respectively. The V4 table scale is reduced to 13K entries. For
limitations introduced as part of the new to-profile-se4 profile, see Restrictions.

Example:

Router(config)# hw-module profile itcam to-profile-se4 location 0/0/CPU0
In order to activate this new internal tcam partition profile, you must manually reload the line
card.
Router(config)# commit

Note
Configure the default iTCAM profile, to-default, to enable default TCAM entries present in the line cards.

Note
The to-profile-se4 configuration is rejected and an error is thrown, if the V4 scale is more than 13K entries.

Step 3 Reload the line cards to enable the profile.

Example:
Router# reload location 0/0/CPU0

Step 4 Run the show prm server tcam summary all all np0 location 0/0/CPU0 command to verify the modified scale in
partition 3 and partition 4 in the L2 table.

Example:
Router# show prm server tcam summary all all np0 location 0/0/CPU0

Node: 0/0/CPU0:
----------------------------------------------------------------

TCAM summary for NP0:

TCAM Logical Table: TCAM_LT_L2 (1)
Partition ID: 0, valid entries: 2, free entries: 22
Partition ID: 1, valid entries: 0, free entries: 24
Partition ID: 2, valid entries: 0, free entries: 24
Partition ID: 3, valid entries: 0, free entries: 2036
Partition ID: 4, valid entries: 2, free entries: 4034

TCAM Logical Table: TCAM_LT_ODS2 (2), max entries: 13312, num free: 13189
Application ID: NP_APP_ID_IFIB (0)
VMR ID: 1, used entries: 35, allocated entries: 123
Total vmr_ids per app id: 1, Total used entries per app id: 35 Total allocated entries: 123

Application ID: NP_APP_ID_QOS (1)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_AFMON (3)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_LI (4)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

TCAM Logical Table: TCAM_LT_ODS8 (3), max entries: 3328, num free: 3285
Application ID: NP_APP_ID_IFIB (0)
VMR ID: 1, used entries: 43, allocated entries: 43
Total vmr_ids per app id: 1, Total used entries per app id: 43 Total allocated entries: 43

Application ID: NP_APP_ID_QOS (1)
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Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0
Application ID: NP_APP_ID_ACL (2)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_LI (4)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_PBR (5)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Application ID: NP_APP_ID_EDPL (6)
Total vmr_ids per app id: 0, Total used entries per app id: 0 Total allocated entries: 0

Here, out of the overall 6K scale from the TCAM usage in the L2 table on the NP0 node, 4K entries have been allocated
to partition 4 and 2K entries have been allocated to partition 3 in the 0/0/CPU0 location.

L2 TCAM Profile
Table 6: Feature History Table

Feature DescriptionRelease InformationFeature Name

This feature allows you to
configure the L2 TCAMprofile that
facilitates higher scale capacity for
single-tagged VLAN subinterfaces
on the Cisco ASR 9000 Series 5th
generation high-density multi-rate
line cards.

With this configuration, the feature
supports up to 40,000 Single-tagged
Layer 2 VLAN subinterfaces.

CLI: This feature introduces the
hw-module profile itcam
lightspeed l2tcam command.

Release 24.2.1Higher Single-Tagged VLAN
Subinterface Capacity with Layer
2 TCAM Profile on Cisco ASR
9000 Series 5th Generation
High-Density Multi-Rate Line
Cards

The hw-module profile itcam lightspeed l2tcam profile1-dot1q profile supports up to 40,000 single-tagged
Layer 2 VLAN subinterfaces.

To revert to the default configuration that supports up to 40,000 double-tagged (Q-in-Q) Layer 2 VLAN
subinterfaces, use the no form of the hw-module profile itcam lightspeed l2tcam profile1-dot1q command.

Scale Considerations for VLAN Range Encapsulation

When encapsulation dot1q is configured with a VLAN range (for example, dot1q 100 second-dot1q A-B or
dot1q A-B), the supported number of Layer 2 subinterfaces per Network Processor (NP) varies depending on
the VLAN range values used. Ranges are programmed into a dedicated per-NP hardware region whose
consumption depends on the specific start and end values of the range, so achievable sub-interface scale differs
from one VLAN range to another.
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How to configure the L2 TCAM Profile

Procedure

Step 1 configure

Example:
RP/0/RSP0/CPU0:router# configure

Enters global configuration mode.

Step 2 hw-module profile itcam lightspeed l2tcam profile1-dot1q location location

Example:
RP/0/RSP0/CPU0:router(config)# hw-module profile itcam lightspeed l2tcam profile1-dot1q location
0/2/CPU0

In order to activate this internal tcam partition configuration, you must manually reload the line
card.
This command must be used with caution and only when recommended by Cisco.

Specifies the l2tcam profile for the router.

• profile1-dot1q—Enables the configuration that supports 40,000 single-tagged Layer2 VLAN sub-interfaces in the
specified location.

Important
The profile-dot1q profile supports 40,000 single-tagged Layer 2 VLAN sub-interfaces and 16,000 double-tagged
Layer 2 VLAN sub-interfaces.

• location node-id—Specifies a configured location.

Important
You must reload the line card for this configuration to take effect.

Use the no form of the profile-dot1q profile to revert to the default configuration that supports up to 40,000 double-tagged
(Q-in-Q) Layer 2 VLAN sub-interfaces and 16,000 single-tagged Layer 2 VLAN sub-interfaces.

Step 3 Use the commit or end command.

commit —Saves the configuration changes and remains within the configuration session.

end —Prompts user to take one of these actions:

• Yes — Saves configuration changes and exits the configuration session.

• No — Exits the configuration session without committing the configuration changes.

• Cancel —Remains in the configuration mode, without committing the configuration changes.

Step 4 show running-config

Example:
RP/0/RSP0/CPU0:router#show running-config | i l2tcam
hw-module profile itcam lightspeed l2tcam profile1-dot1q location 0/2/CPU0
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Displays the configured l2tcam profile.

Step 5 reload location node-id

Example:
RP/0/RSP0/CPU0:router# reload location 0/2/CPU0

Reloads the specified location on the line cards in the chassis.
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C H A P T E R 4
XML Manageability

XML Manageability in Cisco IOS XR Software enables XML agent services for parsing, generating, and
validating XML documents. It supports programmatically working with XML, allows custom functions for
XML tags, and validates document types using DTD. The XML API provides a programmable interface for
router configuration and monitoring, accessible via TCP, SSL, or VRF instances. Configuration involves
enabling XML agents, specifying request method (TCP or SSL), setting iteration size and idle timeout,
configuring processing capabilities, and enabling VRF for communication.

• XML Manageability Overview, on page 21

XML Manageability Overview
You can enable Extensible Markup Language (XML) agent services on the routers running Cisco IOS XR
Software. The XML Parser Infrastructure provides parsing and generation of XML documents with Document
Object Model (DOM), Simple API for XML (SAX), and Document Type Definition (DTD) validation
capabilities:

• DOM allows customers to programmatically create, manipulate, and generate XML documents.

• SAX supports user-defined functions for XML tags.

• DTD allows for validation of defined document types.

The Cisco IOS XR XML API provides a programmable interface to the router by external management
applications. This interface provides amechanism for router configuration andmonitoring usingXML-formatted
request and response streams. The XML interface is built on top of the Management Data API (MDA), which
provides a mechanism for Cisco IOS XR components to publish their data models through MDA schema
definition files.

Cisco IOS XR software provides the ability to access the router via XML using a dedicated TCP connection,
Secure Socket Layer (SSL), or a specific VPN routing and forwarding (VRF) instance.

Configure XML Manageability
To configure XML manageability, you must configure an XML SSL agent to communicate through VRFs.
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Procedure

Step 1 Enable the XML requests over a dedicated TCP connection or a Secure Socket Layer (SSL) for the dedicated XML agent,
using the xml agent command. You can also configure the iteration on size, session timeout, and throttle memory.

Example:
Router:# config
Router(config):# xml agent ssl
Router(config-xml-agent)# iteration on size 500
Router(config-xml-agent)# session timeout 5
Router(config-xml-agent)# throttle memory 300
Router(config-xml-agent)# commit

Similarly, you can use the xml agent tcp command to enable the XML requests over a dedicated TCP connection."

Step 2 In this example, we've configured the XML agent to receive and send messages via VRF1 and VRF2.

Example:
Router# config
Router(config)# xml agent
Router(config-xml-agent)# vrf VRF1
Router(config-xml-agent)# vrf VRF2
Router(config-xml-agent)# commit
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C H A P T E R 5
Physical and Virtual Terminals

You can access and manage the configuration and settings of a router using Physical and Virtual Terminals.

Physical terminals on routers are the physical ports or interfaces that provide connectivity for devices. Ethernet
Ports, Serial Ports, Console Ports and USB ports are few examples of physical terminal. The physical terminal
lines for the console port is identified by its location, expressed in the format of rack/slot/module, on the active
or standby route processor (RP) where the respective console port resides.

Virtual terminals or vty lines are virtual lines that allow connecting to the device using telnet or Secure Shell
(SSH). These virtual terminals can be accessed remotely over a network. The Cisco IOS XR software assigns
a vty identifier to vtys according to the order in which the vty connection has been established.

• Physical Terminals, on page 23
• Virtual Terminals, on page 23
• Line Templates, on page 24
• Configure Physical and Virtual Terminals, on page 25

Physical Terminals
The physical terminal lines for the console port is identified by its location, expressed in the format of
rack/slot/module, on the active or standby route processor (RP) where the respective console port resides.

Virtual Terminals
Virtual terminal lines are used to allow remote access to the router. The virtual terminal or vty lines are virtual
lines that allow connecting to the device using telnet or Secure Shell (SSH).

Physical location is not applicable for virtual terminals. The Cisco IOS XR software assigns a vty identifier
to vtys according to the order in which the vty connection has been established.

vty Pools
Each virtual line is a member of a pool of connections using a common line template configuration. Multiple
vty pools may exist, each containing a defined number of vtys as configured in the vty pool.
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vty Pools Supported by Default
The Cisco IOS XR software supports the following vty pools by default:

Default vty Pools
The default vty pool consists of five vtys (vtys 0 through 4) that each reference the default line template.

Default Fault Manager Pool
The default fault manager pool consists of six vtys (vtys 100 through 105) that each reference the default line
template.

User-defined vty Pool
In addition to the default vty pool and default fault manager pool, you can also configure a user-defined vty
pool that can reference the default template or a user-defined template.

Guidelines for vty Pools
• The vty range for the default vty pool must start at vty 0 and must contain a minimum of five vtys.

• The vty range from 0 through 99 can reference the default vty pool.

• You can resize the default vty pool by increasing the range of vtys that compose the default vty pool.

• The vty range from 5 through 99 can reference a user-defined vty pool.

• If the range of vtys for the default vty pool has been resized, use the first range value free from the default
line template. For example, if the range of vtys for the default vty pool has been configured to include
10 vtys (vty 0 through 9), the range value for the user-defined vty pool must start with vty 10.

• The vty range from 100 is reserved for the fault manager vty pool.

• The vty range for fault manager vty pools must start at vty 100 and must contain a minimum of six vtys.

• A vty can be a member of only one vty pool. A vty pool configuration will fail if the vty pool includes
a vty that is already in another pool.

• If you attempt to remove an active vty from the active vty pool when configuring a vty pool, the
configuration for that vty pool will fail

Line Templates
Configuration templates allow you to create a name that represents a group of configuration commands.
Likewise, line templates represent a set of attributes that can be applied to multiple terminal lines. It greatly
reduces the time and simplifies the process of configuring multiple terminal lines.

Line templates define standard attribute settings for incoming and outgoing transport over physical and virtual
terminal lines (vtys). Vty pools are used to apply template settings to ranges of vtys.
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Line Templates Types
The following line templates are available in the Cisco IOS XR software.

Default Line Template
The default line template that applies to a physical and virtual terminal lines.

Console Line Template
The line template that applies to the console line.

User-defined Line Template
User-defined line templates that can be applied to a range of virtual terminal lines.

Line Template Guidelines
• Modify the templates for the physical terminal lines on the router (the console port) from line template
configurationmode. Use the line console command fromGlobal Configurationmode to enter line template
configuration mode for the console template.

• Modify the template for virtual lines by configuring a user-defined template with the line template-name
command, configuring the terminal attributes for the user-defined template from line template
configuration, and applying the template to a range of virtual terminal lines using the vty pool command.

• The default EXEC timeout for the default line template is 10 minutes.

• The default width for the default line template is 80 characters.

• The default length for the default line template is 24 lines.

• Attributes not defined in the console template, or any virtual template, are taken from the default template.

• The default session-limit for line template is applicable to Telnet sessions only. It is not applicable for
SSH sessions.

Configure Physical and Virtual Terminals
To modify the terminal attributes for the console and default line templates, follow these steps in Global
configuration mode

You can use the console or default options while configuring the line templates

Modify Console Line Template
This configuration example shows how to modify the terminal attribute settings for the console line template:
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Procedure

Step 1 Example:
Router# configure
Router(config)# line console
Router(config-line)# exec-timeout 0 0
Router(config-line)# escape-character 0x5a
Router(config-line)# session-limit 10
Router(config-line)# disconnect-character 0x59
Router(config-line)# session-timeout 100
Router(config-line)# transport input telnet
Router(config-line)# transport output telnet
Router(config-line)# commit

Step 2 To verify that the terminal attributes for the console line template have been applied to the console, use the show line
command:

Example:
Router# show line console location 0/0/CPU0

Modify Default Template
This configuration example shows how to override the terminal settings for the default line template:

Procedure

Example:
Router# configure
Router(config)# line default
Router(config-line)# exec-timeout 0 0
Router(config-line)# width 512
Router(config-line)# length 512
Router(config-line)# commit

Create or Modify vty Pools
The two primary steps in working with templates are creating templates and applying templates.

Before you begin

Before creating or modifying the vty pools, enable the telnet server using the telnet server command in Global
Configuration mode. See IP Addresses and Services Configuration Guide for Cisco ASR 9000 Series Routers
and IP Addresses and Services Command Reference for Cisco ASR 9000 Series Routers for more information.
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Procedure

Step 1 Configure number of allowable telnet servers, upto a maximum of 100 telnet servers.

Example:
Router# configure
Router#(config) telnet ipv4 server max-servers 10
Router#(config) line template 1
Router#(config-line) exit
Router#(config) vty-pool default 0 5 line-template default
Router#(config) commit

Step 2 Example:

Monitor Terminals and Terminal Sessions
The optional tasks in this module describes how to monitor terminals and terminal sessions on your router.

Procedure

Step 1 Display the terminal parameters of terminal lines.

Example:
Router# show line

Step 2 Display the terminal attribute settings for the current terminal line

Example:
Router# show terminal

Step 3 Displays information about the active lines on the router.

Example:
Router# show users
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C H A P T E R 6
Cisco Discovery Protocol

Cisco Discovery Protocol (CDP) is a media and protocol-independent protocol that runs on all
Cisco-manufactured equipment including routers, bridges, access and communication servers, and switches.
Using CDP, you can view information about all the Cisco devices that are directly attached to the device.

• CDP Overview, on page 29
• CDPv2, on page 29
• MIB: CISCO-CDP-MIB, on page 30
• TLV Definitions for CDPv2 Advertisements, on page 30
• Enable CDP, on page 31
• Monitor CDP, on page 31

CDP Overview
CDP is primarily used to obtain protocol addresses of neighboring devices and discover the platform of those
devices. CDP can also be used to display information about the interfaces your router uses. CDP is media-
and protocol-independent, and runs on all equipment manufactured by Cisco, including routers, bridges, access
servers, and switches.

CDP runs on all media that support the Subnetwork Access Protocol (SNAP), including LAN, Frame Relay,
and ATM physical media. CDP runs over the data link layer only. Therefore, two systems that support different
network-layer protocols can learn about each other.

Each device configured for CDP sends periodic messages, known as advertisements, to a multicast address.
Each device advertises at least one address at which it can receive SNMP messages. The advertisements also
contain time-to-live, or hold-time, information, which indicates the length of time a receiving device holds
CDP information before discarding it. Each device also listens to the periodic CDP messages sent by others
to learn about neighboring devices and determine when their interfaces to the media go up or down.

CDPv2
CDP Version-2 (CDPv2) is the most recent release of the protocol and provides more intelligent device
tracking features. These features include a reporting mechanism for more rapid error tracking, ultimately
reducing costly downtime. The console or a logging server receives the reported error messages. These
messages can cover instances of unmatching native VLAN IDs (IEEE 802.1Q) on connecting ports, and
unmatching port duplex states between connecting devices.
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By default, when CDP is enabled, the router sends CDPv2 packets. CDP also sends and receives CDPv1
packets if the device with which CDP is interacting doesn’t process CDPv2 packets.

MIB: CISCO-CDP-MIB
The CDP MIB facilitates these benefits:

• Permit network management applications to learn the device type.

• Enable network management applications to ascertain the SNMP agent address of neighboring devices.

• Send SNMP queries to these devices.

TLV Definitions for CDPv2 Advertisements
Type-length-valuefields (TLVs) are blocks of information embedded in CDP advertisements. This table
summarizes the TLV definitions for CDP advertisements.

Table 7: Definitions of TLV

DefinitionTLV

Identifies the device name in the form of a character string.Device-IDTLV

Contains a list of network addresses of both receiving and
sending devices.

AddressTLV

Identifies the port on which the CDP packet is sent.Port-IDTLV

Describes the functional capability for the device in the form
of a device type; for example, a switch.

CapabilitiesTLV

Contains information about the software release version on
which the device is running.

Version TLV

Describes the hardware platform name of the device, for
example, Cisco 4500.

PlatformTLV

Advertises the system’s configured VTP management domain
name-string.Used by network operators to verify VTP domain
configuration in adjacent network nodes.

VTPManagement Domain TLV

Indicates,per interface, the assumedVLAN for untagged packets
on the interface. CDP learns the native VLAN for an interface.
This feature is implemented only for interfaces that support the
IEEE 802.1Q protocol.

NativeVLAN TLV

Indicates status (duplex configuration) of CDP broadcast
interface. Used by network operators to diagnose connectivity
problems between adjacent network elements.

Full/HalfDuplex TLV
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Enable CDP
Perform the following steps to enable CDP.

Procedure

Step 1 Check if CDP is installed on your router by using show install active summary.show install active summary.CDP is
an optional package.
Router#show install active summary
Label : 7.3.1.28I
Active Packages: 1
asr9k-xr-7.3.1.28I version=7.3.1.28I [Boot image]

Step 2 Enable CDP on a router using the cdp command. You must first enable CDP globally on the router and then enable CDP
on a per-interface basis.
Router#configure
Router(config)#cdp
Router(config)#int TenGigE 0/5/0/11/1
Router(config-if)#cdp
Router (config-if)#commit

Step 3 Modify the default attributes of CDP such as default version, hold-time setting, and timer settings.
Router#configure
Router(config)#cdp advertise v1
Router(config)#cdp holdtime 30
Router(config)#cdp timer 20
Router(config)#commit

Monitor CDP
Monitoring CDP is crucial for network administrators to maintain an accurate network topology, ensure device
inventory accuracy, troubleshoot network connectivity issues, enhance network security, and optimize network
performance. You can monitor CDP with the following tasks:

View Neighbours Discovered Through CDP
You can display information about a specific neighboring device or all neighboring devices discovered using
show cdp entry command.

Procedure

In this example, the optional entry argument is used to display entry information related to a specific CDP neighbor.
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Router#show cdp entry asr9k-rtr1
-------------------------
Device ID: asr9k-rtr1
SysName : asr9k-rtr1
Entry address(es):
IPv4 address: 192.0.2.1
Platform: cisco ASR9K Series, Capabilities: Router
Interface: TenGigE 0/5/0/11/3
Port ID (outgoing port): TenGigE 0/1/0/11
Holdtime : 173 sec

Version :
Cisco IOS XR Software, Version 5.3.1.10I[Default]
Copyright (c) 2015 by Cisco Systems, Inc.

advertisement version: 2
Duplex: full

-------------------------
Device ID: asr9k-rtr1
SysName : asr9k-rtr1
Entry address(es):
IPv4 address: 192.0.2.1
Platform: cisco ASR9K Series, Capabilities: Router
Interface: TenGigE 0/5/0/11/2
Port ID (outgoing port): TenGigE 0/1/0/10
Holdtime : 169 sec

Version :
Cisco IOS XR Software, Version 5.3.1.10I[Default]
Copyright (c) 2015 by Cisco Systems, Inc.

advertisement version: 2
Duplex: full

-------------------------
Device ID: asr9k-rtr1
SysName : asr9k-rtr1
Entry address(es):
IPv4 address: 192.0.2.1
Platform: cisco ASR9K Series, Capabilities: Router
Interface: TenGigE 0/5/0/11/1
Port ID (outgoing port): TenGigE 0/1/0/10
Holdtime : 165 sec

Version :
Cisco IOS XR Software, Version 5.3.1.10I[Default]
Copyright (c) 2015 by Cisco Systems, Inc.

advertisement version: 2
Duplex: full

Learn Interface Enabled with CDP
You can display information about the interface on which CDP is enabled using the show cdp interface
command.
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Procedure

In this example, CDP information related to Packet over SONET/SDH (POS) interface 0/5/0/11/1 is displayed.
Router#show cdp interface TenGigE 0/5/0/11/1

TenGigE 0/5/0/11/1 is Up
Encapsulation ether
Sending CDP packets every 20 seconds
Holdtime is 30 seconds

Display Information About Neighbours Using CDP
You can display detailed information about neighboring devices discovered using CDP.

Procedure

Step 1 In the following example, you can see the detailed information displayed about neighboring devices using CDP.
Router#show cdp neighbors

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
asr9k-rtr1 Te0/5/0/11/1 152 R ASR9K Ser Te0/1/0/9
asr9k-rtr1 Te0/5/0/11/2 156 R ASR9K Ser Te0/1/0/10
asr9k-rtr1 Te0/5/0/11/3 160 R ASR9K Ser Te0/1/0/11

Step 2 The following is sample output for the show cdp neighbors command. In this example, the optional type instance
arguments are used in conjunction with the detail optional keyword to display detailed information about a CDP neighbor.
The output includes information on both IPv4 and IPv6 addresses.
Router#show cdp neighbors TenGigE 0/5/0/11/1 detail
Device ID: asr9k-rtr1 SysName : asr9k-rtr1 Entry address(es):

IPv4 address: 192.0.2.1

Platform: cisco ASR9K Series, Capabilities: Router Interface: TenGigE 0/5/0/11/1

Port ID (outgoing port): TenGigE 0/1/0/9 Holdtime : 155 sec

Version :

Cisco IOS XR Software, Version 5.3.1.10I[Default] Copyright (c) 2015 by Cisco Systems, Inc.

advertisement version: 2 Duplex: full
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Display Traffic Gathered Between Devices
You can display information about the traffic gathered between devices using CDP by using the show cdp
traffic command.

Procedure

Step 1 In the following example, you can see the information displayed about the traffic gathered between devices using CDP.
Router#show cdp traffic

CDP counters :

Packets output: 250, Input: 120

Hdr syntax: 0, Chksum error: 0, Encaps failed: 0

No memory: 0, Invalid packet: 0, Truncated: 0

CDP version 1 advertisements output: 0, Input: 0

CDP version 2 advertisements output: 250, Input: 1

Unrecognize Hdr version: 0, File open failed: 0

Step 2 The following is sample output for the show cdp traffic command. In this example, the optional location keyword and
node-id argument are used to display information about the traffic gathered between devices using CDP from the specified
node.
Router#show cdp traffic 0/5/CPU0
CDP counters :

Packets output: 318, Input: 141

Hdr syntax: 0, Chksum error: 0, Encaps failed: 0

No memory: 0, Invalid packet: 0, Truncated: 0

CDP version 1 advertisements output: 0, Input: 0

CDP version 2 advertisements output: 318, Input: 141 Unrecognize Hdr version: 0, File open failed:
0
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C H A P T E R 7
Disk Mirroring

We recommend using the disk mirroring feature only on routers with route processors (RPs) or route switch
processors (RSPs) that use hard disk drive (HDD); not on the ones with RPs or RSPs that use solid-state drive
(SSD).

Note

The Route Switch Processor (RSP) card has a primary storage device that is used to store installation packages
and configuration files. This primary storage device is referred to as the primary boot device and is essential
for booting the RSP and its normal operation.

Disk mirroring replicates the critical data on the primary boot device onto another storage device on the same
RSP, henceforth referred to as the secondary device. If the primary boot device fails, applications continue
to be serviced transparently by the secondary device, hence avoiding a switchover to the standby RSP. The
failed primary storage device can be replaced or repaired without disruption of service.

Disk mirroring should only mirror critical data on the primary boot device onto a secondary storage device.
Disk Mirroring shouldn’t mirror any noncritical data such as logging data.

• Partitioning Disk Devices , on page 35
• Disk Partition Size, on page 36
• Configure Disk Mirroring, on page 36
• Replace the Secondary Mirroring Device, on page 38
• Replace the Primary Mirroring Device, on page 39

Partitioning Disk Devices
To separate critical data from noncritical data, the disk devices need to be partitioned.

• disk0 is partitioned to disk0: and disk0a:

• disk1is partitioned to disk1: and disk1a:

Disk0: and disk1: are used for critical data whereas, disk0a: and disk1a: are used to store logging data and
other noncritical data.
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Disk Partition Size
Before you can configure disk mirroring on the RSP, you must have partitioned the secondary storage device.
The sizes of disk partitions are related to the total disk size, and are provided in the following table.

Table 8: Size of Disk Partitions in Relation to Size of Disk

Secondary Partition PercentagePrimary Partition PercentageSize of Disk

Partitioning not supportedPartitioning not supportedLess than 900MB

20%80%900 MB to 1.5
GB

40%60%1.5 GB to 3 GB

50%50%More than 3 GB

The primary partition on the secondary storage device must be large enough to contain all data on the primary
boot device. This can be an issue if the primary boot device hasn’t yet been partitioned. For example, in the
situation where both the primary boot device and the secondary storage device are 1 GB in size. The primary
boot device contains 950 MB of data, and the secondary storage device is already partitioned to 800 MB in
the primary partition and 200 MB in the secondary partition. In such cases, the 950 MB of data from the
primary boot device doesn’t fit on the secondary storage device because of the partition. Such a configuration
is rejected and an error is displayed. Replace the secondary storage device with a higher capacity device.

Note

Configure Disk Mirroring

Procedure

Step 1 Before enabling disk mirroring, the following conditions must be met:

• You must be in a user group associated with a task group that includes the proper task IDs. The command reference
guides include the task IDs required for each command. If you suspect a user group assignment is preventing you
from using a command, contact your AAA administrator for assistance.

• The secondary storage device specified for the mirroring must be installed in the same node as the primary boot
device. The supported storage devices are disk0: and disk1:

• The secondary storage device must be the same size or larger than the designated primary storage device.

• The secondary storage device must be partitioned.

If you don't partition the primary boot device, the following occurs:

• The contents of the primary device are replicated to the secondary device.

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
36

Disk Mirroring
Disk Partition Size



• Control of the mirroring server switches to the secondary storage device.

• The primary device is partitioned.

• Data is replicated back to the primary boot device.

Note
Although compactflash: can be used as the secondary device on a Performance Route Processor (PRP–2), there’s an issue
with the ROM Monitor not being able to boot the minimum boot image (MBI) from the secondary device if the device
isn’t disk0: or disk1:. In such a situation, you would need to go into ROMMONmode and boot the PRP-2 manually using
the MBI on the compactflash:.

Step 2 Partition the secondary storage device into two partitions. If the device is already partitioned, then you do not need to
perform the following configuration:
Router#format disk1: partition

Step 3 Remove any noncritical data from the primary boot device. The primary boot device should contain installation packages
and configuration files only. Log files can be copied to the a partition of the secondary device, for example disk1a:

Step 4 Enable disk mirroring of the primary device to the secondary device using the mirror command.
Router#configure
Router(config)#mirror location 0/rsp0/cpu0 disk0:disk1:

After disk mirroring is configured, if there’s a fault on the primary boot drive or it can’t be accessed for any reason, then
control is automatically transferred to the secondary storage device.

Step 5 Verify disk mirroring is enabled for an RSP node or all locations using the show mirror location all command. This
command also provides the status of the synchronization between the primary and secondary devices.
Router(admin)#show mirror location all

Mirror Information for 0/RSP0/CPU0.
========================================================
Mirroring Enabled
Configured Primary: disk0:
Configured Secondary: disk1:

Current Mirroring State: Redundant
Current Physical Primary: disk0:
Current Physical Secondary: disk1:

Mirroring Logical Device: disk0:
Mirroring Logical Device2: disk1:

Physical Device State Flags
--------------------------------------------------------
disk0: Available Enabled
disk1: Available Enabled
compactflash: Available
(null) Available
disk0a: Available
disk1a: Available
compactflasha: Not Present
harddisk: Available

Mirroring Rommon Variable
BOOT_DEV_SEQ_CONF = disk0:;disk1:
BOOT_DEV_SEQ_OPER = disk0:;disk1:
MIRROR_ENABLE = Y
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Step 6 Verify that disk synchronization is enabled for disk mirroring using the mirror verify command.
Router#mirror verify

Mirror Verify Information for 0/0/CPU0.
========================================================
Primary device and secondary device are fully synchronized.

Replace the Secondary Mirroring Device
The secondary disk mirroring device is typically replaced in any of the following scenarios:

• The disk fails or becomes unreliable.

• Upgrading to a larger or faster disk or expanding storage capacity.

• During a hardware refresh cycle to ensure compatibility and leverage newer technology.

• As part of a maintenance strategy or scheduled replacement.

• When configuration changes require aligning with new requirements.

Procedure

Step 1 Verify the mirroring state. In the output, the current mirroring state must be redundant.

Router#show mirror

Step 2 Pause the Mirroring using the mirror pause command.
Router#mirror pause

Step 3 Verify that mirroring has paused using the show mirror command. In the output, the current mirroring State should be
paused.

Router#show mirror

Step 4 Unmount the device using the unmount command.
Router#unmount disk1:

Step 5 Physically remove the device and insert a new device.
Step 6 Format the disk using the format command.

Router# format disk1: partition

Step 7 Verify that the device is formatted using the show media command. Then, resume the mirroring.
Router# show media

Step 8 Resume the mirroring using the mirror resume command.
Router# mirror resume
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Step 9 Verify that the mirroring has restarted using the show mirror command. In the output, the current mirroring state should
be syncing. It can take 15–30 minutes for the mirroring process to complete. The exact time depends on the number of
packages or files on the boot device. When the mirroring is complete, the current mirroring state should be redundant.
Router# show mirror

Replace the Primary Mirroring Device
The secondary disk mirroring device is typically replaced in any of the following scenarios:

• The disk fails or becomes unreliable.

• Upgrading to a larger or faster disk or expanding storage capacity.

• During a hardware refresh cycle to ensure compatibility and leverage newer technology.

• As part of a maintenance strategy or scheduled replacement.

• When configuration changes require aligning with new requirements.

Procedure

Step 1 Verify the mirroring state using the show mirror command. In the output, the current mirroring state must be redundant.

Router#show mirror

Step 2 Pause the mirroring using the mirror pause command.
Router#mirror pause

Step 3 Verify that mirroring has paused using the show mirror command. In the output, the current mirroring State should be
paused.

Router#show mirror

Step 4 Unmount the device using the unmount command.
Router#unmount disk1:

Step 5 Physically remove the device and insert a new device.
Step 6 Format the disk using the format command.

Router#format disk1: partition

Step 7 Verify that the device is formatted using the show media command. Then, resume the mirroring.
Router#show media

Step 8 Resume the mirroring using the mirror resume command.
Router#mirror resume
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Step 9 Verify that the mirroring has restarted using the show mirror command. In the output, the current mirroring state should
be syncing. It can take 15–30 minutes for the mirroring process to complete. The exact time depends on the number of
packages or files on the boot device. When the mirroring is complete, the current mirroring state should be redundant.
Router#show mirror
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C H A P T E R 8
Call Home

Cisco's Call Home feature facilitates email and http/https notifications for critical system policies. It supports
different message formats for compatibility with pager services or XML-based applications, enabling paging
of support engineers, emailing Network Operations Centers, and generating Technical Assistance Center
cases. Call Home delivers alerts with diagnostic and environmental information, offering customizable
destination profiles and formats such as short text, full text, and XML machine-readable.

• Call Home Overview, on page 41
• Obtaining Smart Call Home, on page 44
• Anonymous Reporting , on page 45
• Configure Call Home, on page 45
• Configure Call Home Features, on page 46

Call Home Overview
Call Home provides an email and http/https-based notification for critical system policies. A range of message
formats are available for compatibility with pager services or XML-based automated parsing applications.
You can use this feature to page a network support engineer, email a Network Operations Center, or use Cisco
Smart Call Home services to generate a case with the Technical Assistance Center. The Call Home feature
can deliver alert messages containing information about diagnostics and environmental faults and events.

The Call Home feature can deliver alerts to multiple recipients, referred to as Call Home destination profiles.
Each profile includes configurable message formats and content categories. A predefined destination is
provided for sending alerts to the Cisco TAC, but you can also define your own destination profiles. When
you configure Call Home to sendmessages, the appropriate CLI show command is executed and the command
output is attached to the message. Call Home messages are delivered in the following formats:

• Short text format which provides a 1-2 line description of the fault that is suitable for pager or printed
reports.

• Full text format which provides a fully formatted message with detailed information that is suitable for
human reading.

• XMLmachine-readable format that uses Extensible Markup Language (XML) and Adaptive Messaging
Language (AML) XML schema definition (XSD). The AML XSD is published on the Cisco.com. The
XML format enables communication with the Cisco Systems Technical Assistance Center.
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Destination Profiles
A destination profile includes the following information:

• One or more alert groups—The group of alerts that trigger a specific Call Home message if the alert
occurs.

• One or more e-mail or http destinations—The list of recipients for the Call Home messages generated
by alert groups assigned to this destination profile

• Message format—The format for the Call Home message (short text, full text, or XML)

• Message severity level—The Call Home severity level that the alert must meet before a Call Home
message is sent to all e-mail and http url addresses in the destination profile. An alert isn’t generated if
the Call Home severity level of the alert is lower than the message severity level set for the destination
profile.

You can also configure a destination profile to allow periodic inventory update messages by using the inventory
alert group that sends out periodic messages daily, weekly, or monthly.

The following predefined destination profiles are supported:

• CiscoTAC-1—Supports the Cisco-TAC alert group in XML message format.

Call Home Alert Groups
An alert group is a predefined subset of alerts or events that Call Home detects and reports to one or more
destinations. Alert groups allow you to select the set of alerts that you want to send to a predefined or custom
destination profile. Alerts are sent to e-mail destinations in a destination profile only if that alert belongs to
one of the alert groups associated with that destination profile and if the alert has a Call Homemessage severity
at or above the message severity set in the destination profile.

The following table lists supported alert groups and the default CLI command output included in Call Home
messages generated for the alert group.

Executed CommandsDescriptionAlert Group

• show environment

• show logging

• show inventory

• show environment trace

• show diag

Events related to power, fan, and
environment-sensing elements such as
temperature alarms.

Environmental

• admin show platform

• admin show version

• admin show diag

• admin show inventory oid

Inventory status that is provided whenever
a unit is cold booted, or when FRUs are
inserted or removed. This alert is considered
a noncritical event, and the information is
used for status and entitlement.

Inventory
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• admin show version

• admin show logging

• admin show inventory

Events generated by specific interesting
syslog messages

Syslog

• show version

• show running config all

• show inventory

• show configuration history last 30

• show configuration commit changes last
1

User-generated request for configuration or
configuration change event.

Configuration

By default, this alert group has no commands
to be run. You can add the required commands
that need to be run.

This alert group can be configured for
periodic notifications

Snapshot

Call Home maps the syslog severity level to the corresponding Call Home severity level for syslog port group
messages.

Call Home Message Levels
Call Home allows you to filter messages based on their level of urgency. You can associate each destination
profile (predefined and user-defined) with a Call Home message level threshold. The Call Home message
level ranges from 0 (lowest level of urgency) to 9 (highest level of urgency). Call Homemessages are generated
if they have a severity level equal to or greater than the Call Home message level threshold for the destination
profile.

Call Home messages that are sent for syslog alert groups have the syslog severity level mapped to the Call
Home message level.

Call Home doesn’t change the syslog message level in the message text.Note

The following table lists each Call Home message level keyword and the corresponding syslog level for the
syslog port alert group.

Descriptionsyslog LevelKeywordCall Home
Level

Network-wide catastrophic failure.N/ACatastrophic9

Significant network impact.N/ADisaster8

System is unusable.Emergency (0)Fatal7

Critical conditions that indicate that immediate attention is
needed.

Alert (1)Critical6
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Major conditions.Critical (2)Major5

Minor conditions.Error (3)Minor4

Warning conditions.Warning (4)Warning3

Basic notification and informational messages. Possibly
independently insignificant.

Notice (5)Notification2

Normal event signifying return to normal state.Information
(6)

Normal1

Debugging messages.Debug (7)Debugging0

Obtaining Smart Call Home
If you have a service contract directly with us, you can register your devices for the Smart Call Home service.
Smart Call Home provides fast resolution of system problems by analyzing Call Home messages sent from
your devices and providing background information and recommendations. For issues that can be identified
as known, particularly GOLD diagnostics failures, Automatic Service Requests are generated with the
Cisco-TAC.

Smart Call Home offers the following features:

• Continuous device health monitoring and real-time diagnostic alerts

• Analysis of Call Home messages from your device and, where appropriate, Automatic Service Request
generation, routed to the appropriate TAC team, including detailed diagnostic information to speed
problem resolution.

• Secure message transport directly from your device or through a downloadable Transport Gateway (TG)
aggregation point. You can use a TG aggregation point in cases that require support for multiple devices
or in cases where security requirements mandate that your devices may not be connected directly to the
Internet.

• Web-based access to Call Homemessages and recommendations, inventory, and configuration information
for all Call Home devices. Provides access to associated field notices, security advisories, and end-of-life
information

You need the following items to register:

• The SMARTnet contract number for your device

• Your e-mail address

• Your Cisco.com ID

For more information about Smart Call Home, see the Smart Call Home page at this URL:
https://supportforums.cisco.com/community/netpro/solutions/smart_services/smartcallhome
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Anonymous Reporting
Smart Call Home is a service capability included with many Cisco service contracts and is designed to assist
you in resolving problems more quickly. If you decide not to use Smart Call Home, you can still enable
Anonymous Reporting to allow Cisco to securely receive minimal error and health information from the
device. If you enable Anonymous Reporting, your identity remains anonymous, and no identifying information
is sent.

When Call Home is configured for anonymous reporting, only, inventory, and test messages are sent to Cisco.
No identifying information is sent.

When you enable Anonymous Reporting, you acknowledge your consent to transfer the specified data to
Cisco or to vendors operating on behalf of Cisco (including countries outside the United States). We maintain
the privacy of all customers. For information about how we treat personal information, see the Cisco Privacy
Statement.

Note

Configure Call Home
The tasks in this module describes how to configure the sending of Call Home messages.

Procedure

Step 1 Each router must include a contact e-mail address. You can optionally include other identifying information for your
system installation. Here, apart from customer email-id, contract-id, customer-id, customer phone number, customer
address are configured.
Router#configure
Router(config)#call-home
Router(config-call-home)#contact-email-addr user1@cisco.com
Router(config-call-home)#contract-id Contract-identifier
Router(config-call-home)#customer-id Customer1
Router(config-call-home)#phone-number +405-123-4567
Router(config-call-home)#street-address "300 E. Tasman Dr. San Jose, CA 95134"
Router(config-call-home)#site-id SJ-RouterRoom1

If you include spaces in your entry, the entry must be quoted "".

You can use the show call home command to display information about the configured system contacts.

Step 2 You must have at least one activated destination profile for Call Home messages to be sent. The CiscoTAC-1 profile
exists by default but is not active. The range of Call Home messages size is from 50 to 3145728 characters.
Router#configure
Router(config)#call-home
Router(config-call-home)#profile my_profile
Router(config-call-home-profile)#destination address email support_me@cisco.com
Router(config-call-home-profile)#destination message-size-limit 1000
Router(config-call-home-profile)#destination preferred-msg-format xml
Router(config-call-home-profile)#destination transport-method email
Router(config-call-home-profile)#active
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You can use the show call-home profile to verify that destination profile is activated.

Step 3 An alert is sent only to destination profiles that have subscribed to the Call Home alert group. Before configuring alert-group
with a destination profile, use the show call-home alert-group command to view available alert groups.
Router#configure
Router(config)#call-home
Router(config-call-home)#profile my_profile
Router(config-call-home-profile)#subscribe-to-alert-group environment severity major
Router(config-call-home-profile)#subscribe-to-alert-group inventory periodic monthly 1 10:00
Router(config-call-home-profile)#subscribe-to-alert-group syslog severity major pattern
Router(config-call-home-profile)#subscribe-to-alert-group snapshot severity major pattern
Router(config-call-home-profile)#subscribe-to-alert-group configuration severity major pattern

You can use the show call-home profile command to display information about destination profile.

Step 4 Call Home messages are sent via email. You must configure your email server before Call Home messages can be sent.
You can specify upto 5 mail servers with their priroity. The mail server with the lower priority is tried first.
Router#configure
Router(config)#call-home
Router(config-call-home)#sender from my_email@cisco.com
Router(config-call-home)#mail-server 198.51.100.1 priority 1
Router(config-call-home)#rate-limit 4

You can use the show call-home mail-server status to display the status of the specified mail server.

Step 5 Before enabling Call-Home, you must configure the source interface for http over IPv6. However, for http over IPv4,
Call-Home works without the source interface. In the case of a dual-stack call-home configuration on the device, the
IPv4 address is preferred over the IPv6 address. This may result in IPv6 resolution failure. Due to this limitation, the IPv6
device registration with the licensing server may only be done with a single mode, that is, IPv6 only configuration. Use
the http client source-interface ipv6 command to configure the source interface.

Step 6 By default the sending of Call Homemessages is disabled. Perform this task to enable the sending of Call Homemessages.
Ensure that you've enabled destination profile for any Call Home messages before enabling the sending of Call Home
messages.
Router#configure
Router(config)#call-home
Router(config-call-home)#service active

Configure Call Home Features

Configure Smart Call Home (Single Command)
This task enables all call home basic configurations using a single command.

Procedure

Configure all call home basic configurations using the call-home reporting command.

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
46

Call Home
Configure Call Home Features



Router#configure
Router(config)#call-home reporting contact-email email@company.com

Configure Call Home Data Privacy
This task enables you to scrub data from the call-home message to protect the privacy of the user. The default
data-privacy level is normal.

• Normal - scrubs all normal level commands, such as password/ username/ ip/ destination.failure.

• High - scrubs all normal level commands plus the IP domain name and IP address commands.

• Hostname - scrubbing the hostname from call-home messages may cause Smart Call Home processing

failure.

Enabling the data-privacy command can affect CPU utilization when scrubbing a large amount of data.Note

Procedure

Configure data privacy to scrub data from the call-home messages using the data-privacy command.
Router#configure
Router(config)#call-home
Router(config-call-home)#data-privacy level high
Router(config-call-home)#commit

Configure Call Home Syslog Throttling
This task enables or disables the call home syslog message throttling and avoid sending repetitive call home
syslog messages. By default, syslog message throttling is enabled.

Procedure

Use syslog-throttling to enable or disable call home syslog message throttling.
Router#configure
Router(config)#call-home
Router(config-call-home)#syslog-throttling
Router(config-call-home)#commit
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Enable AAA Authorization for Call Home Messages
This task helps you enable AAA Authorization for call home messages.

Procedure

Enable AAA Authorization for call home messages using the aaa-authorization command.
Router#configure
Router(config)#call-home
Router(config-call-home)#aaa-authorization username u1
Router(config-call-home)#commit

Manually Send Call Home Alert Group Messages
Manually triggering Call Home alert group messages is subjected to the following guidelines:

• Only the snapshot, configuration, and inventory alert groups can be sent manually. Syslog alert groups
can’t be sent manually.

• When you manually trigger a snapshot, configuration, or inventory alert group message and you specify
a destination profile name, a message is sent to the destination profile regardless of the profile’s active
status, subscription status, or severity setting.

• When you manually trigger a snapshot, configuration, or inventory alert group message and don’t specify
a destination profile name, a message is sent to all active profiles that have either a normal or periodic
subscription to the specified alert group.

Procedure

Configure manually triggering of call home alert group messages using the call-home send command. In the following
example, snapshot , configuration, and inventory alert group messages are sent to one destination profile. You can also
send call home alert group messages to all the profiles, if specified.
Router#call-home send alert-group snapshot profile p1
Router#call-home send alert-group configuration profile p1
Router#call-home send alert-group inventory profile p1
Router#commit

Manually Send Command Output Message for a Command List
Manually sending command output message for a command list is subjected to the following guidelines:

• The specified command or list of commands can be any run command, including commands for all
modules. The command must be contained in quotes (“”).
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• If the email option is selected using the “email” keyword and an email address is specified, the command
output is sent to that address.

• If neither the email nor the HTTP option is specified, the output is sent in long-text format with the
specified service request number to the Cisco TAC (attach@cisco.com).

• If neither the “email” nor the “http” keyword is specified, the service request number is required for both
long-text, and XML message formats and is provided in the subject line of the email.

• If the HTTP option is specified, the CiscoTAC-1 profile destination HTTP or HTTPS URL is used as
the destination. The destination email address can be specified so that Smart Call Home can forward the
message to the email address. The user must specify either the destination email address or an SR number
but they can also specify both.

Procedure

Use the call-home send command to execute a command or a list of commands and send the command output through
the HTTP or email protocol.
Router#call-home send “show version;show running-config;show inventory” email support@example.com
msg-format xml

Configure an HTTP Proxy Server for Call Home
This task enables you to configure HTTP Proxy Server for call home. You can configure HTTP Proxy Server
in the range of 1 to 65535.

Procedure

Configure port for the HTTP Proxy Server for call home using the http-proxy command.
Router#configure
Router(config)#call-home
Router(config)#http-proxy p1 port 100
Router(config)#commit

Configure Snapshot Alert Group on Call Home
This task enables you to configure snapshot alert group on Call Home.
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Procedure

Configure a command to the snapshot alert group using the alert-group-configuration snapshot command. In the
following example, show ver command is added.
Router#configure
Router(config-call-home)#alert-group-configuration snapshot
Router(config-call-home-snapshot)#add-command "show ver"
Router(config-call-home-snapshot)#commit

Configure Anonymous Reporting on Call Home
This task enables you to configure anonymous reporting on call home. When anonymous-reporting-only is
set, only inventory and test messages are sent.

Procedure

Configure an anonymous mode profile by using the anonymous-reporting-only command.
Router#configure
Router(config)#call-home
Router(config-call-home)#profile ciscotac
Router(config-call-home-profile)#anonymous-reporting-only
Router(config-call-home-profile)#commit

Configure Call Home to use VRF
This task enables you to configure call home for the specified VRF. VRF works only for the http transport
method. It does not work for the email transport method.

Procedure

Configure call home to for the specified vrf by using the vrf command.
Router#configure
Router(config)#call-home
Router(config)#vrf v1
Router(config)#commit
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Configure Call Home to use Source Interface
This task enables you to configure call home to use source interface. Source-interface supports email and
HTTP messages.

Procedure

Configure call-home to use source interface using the source-interface command.
Router#configure
Router(config)#call-home
Router(config)#source-interface tengige 192.0.2.1
Router(config)#commit
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C H A P T E R 9
Configuration Groups

A configuration group includes a series of configuration statements that can be used in multiple hierarchical
levels in the router configuration tree. By using regular expressions in a configuration group,you can create
generic commands that can be applied in multiple instances.

This module describes how to configure and use command line interface (CLI) configuration groups.

• Configuration Groups Overview, on page 53
• Guidelines and Restrictions for Configurations Group, on page 53
• Create a Configuration Group, on page 55
• Verify Configuration Groups Creation, on page 57
• Priority Inheritance for Configuration Groups, on page 58
• Regular Expressions in Configuration Groups , on page 62
• Use Cases of Configuration Groups, on page 72
• Replacing Configuration Elements, on page 83

Configuration Groups Overview
Configuration groups provide the ability to minimize repetitive configurations by defining a series of
configuration statements in a configuration group, and then applying this group to multiple hierarchical levels
in the router configuration tree.

Configuration groups utilize regular expressions that are checked for a match at multiple submodes of the
configuration tree based on where the group is applied within the hierarchy. If a match is found at a
configuration submode, the corresponding configuration defined in the group is inherited within the matched
submode.

Configuration groups also provide an auto-inheritance feature. Auto-inheritance means that any change done
to a CLI configuration group is automatically applied to the configuration in any matched submodes that have
an apply-group at that hierarchical level. This allows you to make a configuration change or addition once,
and have it applied automatically in multiple locations, depending on where you have applied the configuration
group.

Guidelines and Restrictions for Configurations Group
These are the restrictions for configuration groups:
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• Configuration groups aren’t supported in administration configurations. And corresponding apply-groups
aren’t supported in administration configurations.

• Use of preconfigured interfaces in configuration groups isn’t supported.

• Downgrading from an image that supports configuration groups to an image that doesn’t support them
isn’t supported.

• Access lists (ACLs), Quality of Service (QoS) and route policy configurations don’t support the use of
configuration groups. Configurations such as these aren’t valid:

group g-not-supported ipv4 access-list ...
!
ipv6 access-list ...
!
ethernet-service access-list ...
!
class-map ...
!
policy-map ...
!
route-policy ...
!
end-group

You can, however, reference such configurations, as shown in this example:
group g-reference-ok
router bgp 6500
neighbor 7::7
remote-as 65000
bfd fast-
detect
update-source Loopback300
graceful-restart disable
address-family ipv6
unicast
route-policy test1 in
route-policy test2
out
soft-reconfiguration inbound always
!

!
!

interface Bundle-Ether1005
bandwidth 10000000
mtu 9188
service-policy output input_1
load-interval 30
!
end-group

• Configuration groups are not available through the XML interface.

• Commands that require a node identifier for the location keyword aren’t supported. For example, this
configuration isn’t supported:
lpts pifib hardware police location 0/0/CPU0

• Overlapping regular expressions within a configuration group for the same configuration aren’t supported.
For example:
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group G-INTERFACE interface 'gig.*a.*'
mtu 1500
!
interface 'gig.*e.* ' mtu 2000
!
end-group

interface gigabitethernet0/4/1/0 apply-group G-INTERFACE

This configuration isn’t permitted because it can’t be determined whether the interface gigabitethernet0/4/1/0
configuration inherits mtu 1500 or mtu 2000. Both expressions in the configuration group match gigabit
ethernet 0/4/1/0.

• Up to eight configuration groups are permitted on one apply-group command.

• Use a multiline configuration style to configure configuration groups (like group or apply-group
commands) by entering each configuration mode in a separate line, one configuration per line. Using a
multiline configuration style helps configuration properties to be fully inherited and provides better
readability during troubleshooting.

An example for a correct configuration style is:
Router# configure
Router(config)# router isis IGP
Router(config-isis)# interface Ten 0/4/0/0
Router(config-isis-if) # address-family ipv4 unicast
Router(config-isis-if-af) # metric 123

Create a Configuration Group
The steps of creating a configuration group involves two sub-tasks:

• Creating a configuration group

• Applying a configuration group

Use the following steps to create a configuration group:

Procedure

Step 1 Enter global configuration mode.

Example:
Router# configure

Step 2 Specify a name for a configuration group and enter group configuration mode to define the group.The group-name
argument can have up to 32 characters and cannot contain any special characters.

Example:
Router(config)# group g-interf

Step 3 Specify the configuration statements that you want included in this configuration group. For more information regarding
the use of regular expressions, see Regular Expressions in Configuration Groups , on page 62. This example is applicable
to all Gigabit Ethernet interfaces.
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Example:
Router(config-GRP)# interface 'GigabitEthernet.*'
Router(config-GRP-if)# mtu 1500

Step 4 Complete the configuration of a configuration group and exits to global configuration mode.

Example:
Router(config-GRP-if)# end-group

Step 5 Add the configuration of the configuration group into the router configuration applicable at the location that the group
is applied. Groups can be applied in multiple locations, and their effect depends on the location and context. The MTU
value from the group g-interf is applied to the interface GigabitEthernet0/2/0/0. If this group is applied in global
configurationmode, theMTU value is inherited by all Gigabit Ethernet interfaces that don't have anMTU value configured.

Example:
Router(config)# interface GigabitEthernet0/2/0/0
Router(config-if)# apply-group g-interf

Simple Configuration Group:Example

Procedure

This example shows how to use configuration groups to add a global configuration to the system:

Example:
Router(config)# group g-logging
Router(config-GRP)# logging trap notifications
Router(config-GRP)# logging console debugging
Router(config-GRP)# logging monitor debugging
Router(config-GRP)# logging buffered 10000000 R
Router(config-GRP)# end-group
Router(config)# apply-group g-logging

When this configuration is committed, all commands contained in the g-logging configuration group are committed.

Configuration Group Applied to Different Places:Example
Configuration groups can be applied to different locations, and their effect depends on the context within
which they are applied.

Procedure

Step 1 Consider this configuration group:

Example:
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Router(config)# group g-interfaces
Ruter(config-GRP)# interface 'FastEthernet.*'
Router(config-GRP-if)# mtu 1500
Router(config-GRP-if)# exit
Router(config-GRP)# interface 'GigabitEthernet.*'
Router(config-GRP-if)# mtu 1000
Router(config-GRP-if)# exit
Router(config-GRP)# interface 'POS.*'
Router(config-GRP-if)# mtu 2000
Router(config-GRP-if)# end-group

Step 2 This group can be applied to Fast Ethernet, Gigabit Ethernet or POS interfaces, and in each instance the applicable MTU
is applied. For instance, in this example, the Gigabit Ethernet interface is configured to have an MTU of 1000:

Example:
Router(config)# interface GigabitEthernet0/2/0/0
Router(config-if)# apply-group g-interfaces
Router(config-if)# ipv4 address 192.0.2.1

Step 3 In this example, the Fast Ethernet interface is configured to have an MTU of 1500:

Example:
Router(config)# interface FastEthernet0/2/0/0
Router(config-if)# apply-group g-interfaces
Router(config-if)# ipv4 address 192.0.2.1

Step 4 The same configuration group is used in both cases, but only the applicable configuration statements are used.

Verify Configuration Groups Creation
To verify the router configuration using configuration groups:

Procedure

Step 1 Use the show running-config group command to display the contents of a specific or all configured configuration groups.

Example:
Router# show running-config group
group g-int-ge
interface 'GigabitEthernet.*'
mtu 1000
negotiation auto

!

Step 2 Use the show running-config command to display the running configuration. Any applied groups are displayed. There
is no indication as to whether these configuration groups affect the actual configuration or not. In this example, although
the group G-INTERFACE-MTU is applied to POS0/4/1/1, the configuredMTU value is 2000 and not 1500. This happens
if the commandmtu 2000 is configured directly on the interface. An actual configuration overrides a configuration group
configuration if they are the same.

Example:
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Router# show running-config
group G-INTERFACE-MTU
interface ‘POS.*’
mtu 1500
!

end-group

interface POS0/4/1/0
apply-group G-INTERFACE-MTU
!

interface POS0/4/1/1
apply-group G-INTERFACE-MTU
mtu 2000
!

Step 3 You can use the show running-config inheritance command to check the inherited configurationwhereever a configuration
group has been applied.

Example:
Router# show running-config inheritance
.
.
group G-INTERFACE-MTU
interface ‘POS.*’ mtu 1500
!
end-group
.
.

interface POS0/4/1/0
## Inherited from group G-INTERFACE-MTU
mtu 1500

!

interface POS0/4/1/1
mtu 2000
!
.
.

Step 4 Use the show running-config interfcae inheritance command to verify inherited configuration for a specific configuration
command.

Example:
Router# show running-config interface pos0/4/1/0 inheritance [detail]

interface POS0/4/1/0
## Inherited from group G-INTERFACE-MTU
mtu 1500

Priority Inheritance for Configuration Groups
The configuration groups inheritance is supported according to the priority.
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Apply groups priority inheritance helps configuration groups handle common configuration statements between
groups. When multiple configuration groups have common configuration statements, the inheritance priority
is that configuration statements present in inner groups have precedence over configuration statements present
in outer groups. The tiebreaker is determined by the system order (lexicographical) of the regular expressions.
User-defined order of commands isn’t accepted.

For example, a configuration statement in configuration group ONE has precedence over any other group. A
configuration statement in configuration group SEVEN is used only if it’s not contained in any other group.
Within a configuration group, inheritance priority is the lengthiest match.
apply-group SIX SEVEN

router ospf 0
apply-group FOUR FIVE
area 0

apply-group THREE
interface GigabitEthernet 0/0/0/0
apply-group ONE TWO

!
!
!

This example states two scenarios. Inner most group (apply-group ONE TWO) has the highest priority.

Case 1

In the first scenario it shows which group gets the first priority. The example states which group is applied
between different configuration groups (different groups- nothing in common between them).While applying
the group one (ONE TWO), all the seven groups that matches to the interface interface GigabitEthernet

0/0/0/0 are applied.

Case 2

In the case when all these groups (as mentioned in the example) have the same (common) configuration, group
one is active. The apply-group ONE TWO is active. If group ONE is deleted, then group TWO is active.

From the Cisco IOSXRSoftware Release 6.3.1 onwards, you’re able to enter the configuration group definition,
apply-group and exclude-group command in any order as long as the entire commit has all the group
definitions needed.

Note

Exclude-group command can be used to exclude a configuration group (or groups) to be inherited by the
router configuration, in the appropriate configuration mode.

Configuration Group Precedence

Procedure

Step 1 When similar configuration statements are contained inmultiple configuration groups, groups applied in inner configuration
modes take precedence over groups applied in outer modes. This example shows two configuration groups that configure
different cost values for OSPF.

Example:
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Router(config)# group g-ospf2
Router(config-GRP)# router ospf '.*'
Router(config-GRP-ospf)# area '.*'
Router(config-GRP-ospf-ar)# cost 2
Router(config-GRP-ospf-ar)# end-group

Router(config)# group g-ospf100
Router(config-GRP)# router ospf '.*'
Router(config-GRP-ospf)# area '.*'
Router(config-GRP-ospf-ar)# cost 100
Router(config-GRP-ospf-ar)# end-group

Step 2 If these configuration groups are applied as follows, the cost 2 specified in g-ospf2 is inherited by OSPF area 0 because
the group is applied in a more inner configuration mode. In this case, the configuration in group g-ospf100 is ignored.

Example:
Router(config)# router ospf 0
Router(config-ospf)# apply-group g-ospf100
Router(config-ospf)# area 0
Router(config-ospf-ar)# apply-group g-ospf2

Precedence for Local Configuration
This example illustrates that local configurations take precedence when there is a discrepancy between a local
configuration and the configuration inherited from a configuration group.

Procedure

Step 1 Configure a local configuration in a configuration submode with an access list:

Example:
Router# show running interface gigabitEthernet 0/0/0/39

interface GigabitEthernet0/0/0/39
ipv4 access-group smany ingress
ipv4 access-group smany egress
!

Router# show running interface gigabitEthernet 0/0/0/38
interface GigabitEthernet0/0/0/38
!

Router# show running ipv4 access-list smany
ipv4 access-list smany
10 permit ipv4 any any
!

Router# show running ipv4 access-list adem
ipv4 access-list adem
10 permit ipv4 21.0.0.0 0.255.255.255 host 55.55.55.55
20 deny ipv4 any any
!

Step 2 Configure and apply the access list group configuration:

Example:
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Router# show running group acref
group acref
interface 'GigabitEthernet0/0/0/3.*'
ipv4 access-group adem ingress
ipv4 access-group adem egress
!
end-group

Router# show running | inc apply-group

Building configuration...
apply-group isis l2tr isis2 mpp bundle1 acref

Step 3 Check the concise and inheritance views for the matching interface where the access list reference is configured locally:

Example:
Router# show running interface gigabitEthernet 0/0/0/39
interface GigabitEthernet0/0/0/39 ipv4 access-group smany ingress ipv4 access-group smany egress
!

Router# show running inheritance interface gigabitEthernet 0/0/0/39
interface GigabitEthernet0/0/0/39 ## Inherited from group l2tr
mtu 1500
ipv4 access-group smany ingress
ipv4 access-group smany egress << no config inherited, local config prioritized
!

Router# show running interface gigabitEthernet 0/0/0/38
interface GigabitEthernet0/0/0/38
!

Router# show running inheritance interface gigabitEthernet 0/0/0/38
interface GigabitEthernet0/0/0/38 ## Inherited from group l2tr
mtu 1500
## Inherited from group acref ipv4
access-group adem ingress
## Inherited from group acref
ipv4 access-group adem egress
!

Step 4 Use a traffic generator to verify that the traffic pattern for interface GigabitEthernet0/0/0/39 gets acted on by the access
list in the local configuration (smany) and not according to the inherited referenced access list (adem).

Automatic Inheritance of Modifications to Configuration Group

Procedure

Step 1 When you make changes to a configuration group that is committed and applied to your router configuration,the changes
are automatically inherited by the router configuration. For example, assume that this configuration is committed:

Example:
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group g-interface-mtu
interface ‘POS.*’
mtu 1500
!
end-group

interface POS0/4/1/0
apply-group g-interface-mtu
!

Step 2 Now you change the configuration group as in this example:

Example:
Router(config)# group g-interface-mtu
Router(config-GRP)# interface 'POS.*'
Router(config-GRP-if)# mtu 2000
Router(config-GRP-if)# end-group

When this configuration group is committed, the MTU configuration for interface POS0/4/1/0 is automatically updated
to 2000.

Regular Expressions in Configuration Groups
Regular expressions are used in configuration groups to make them widely applicable. Portable Operating
System Interface for UNIX (POSIX) 1003.2 regular expressions are supported in the names of configuration
statements. Single quotes must be used to delimit a regular expression.

Restrictions for Regular Expressions in Configuration Groups
The following are the restrictions for regular expressions:

• Some regular expressions aren’t supported within groups. For example, ‘?’, ‘|’ and ‘$,’ aren’t supported
within groups. Also some characters such as /d and /w aren’t supported.

• The choice operator “|” to express multiple match expressions within a regular expression isn’t supported.
For example, these expressions aren’t supported:

Gig.*|Gig.*\..*—Tomatch on either Gigabit Ethernet main interfaces or Gigabit Ethernet subinterfaces.

Gig.*0/0/0/[1-5]|Gig.*0/0/0/[10-20]—To match on either Gig.*0/0/0/[1-5] or Gig.*0/0/0/[10-20].

'TenGigE.*|POS.*—To match on either TenGigE.* or POS.*

• Not all POSIX regular expressions are supported.

• If the system can’t determine from the regular expression what the configuration should be, the expression
is not considered valid.

• The regular expression ‘.*’ isn’t allowed when referring to an interface identifier. You must begin the
regular expression for an interface identifier with an unambiguous word, followed by the regular
expression.
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Regular Expressions for Interface Identifiers
Configuration groups don’t accept exact interface identifiers. You must use a regular expression to identify
a group of interfaces that are applicable to the configuration group. The regular expression ‘.*’ isn’t allowed.
You must begin the regular expression for an interface identifier with an unambiguous word, followed by the
regular expression. For example, to configure Gigabit Ethernet interfaces, use the regular expression
'GigabitEthernet.*'.

Procedure

Step 1 Display a list of available interface types for your router configuration, use the interface? at the configuration group
prompt:

Example:
Router(config-GRP)# interface ?
ATM 'RegExp': ATM Network Interface(s)
BVI 'RegExp': Bridge-Group Virtual Interface Bundle-Ether
'RegExp': Aggregated Ethernet interface(s) Bundle-POS
'RegExp': Aggregated POS interface(s)
GigabitEthernet 'RegExp': GigabitEthernet/IEEE 802.3 interface(s) IMA
'RegExp': ATM Network Interface(s)
Loopback 'RegExp': Loopback interface(s)
MgmtEth 'RegExp': Ethernet/IEEE 802.3 interface(s) Multilink
'RegExp': Multilink network interface(s) Null
'RegExp': Null interface
POS 'RegExp': Packet over SONET/SDH network interface(s) PW-Ether
'RegExp': PWHE Ethernet Interface
PW-IW 'RegExp': PWHE VC11 IP Interworking Interface Serial
'RegExp': Serial network interface(s)
tunnel-ip 'RegExp': GRE/IPinIP Tunnel Interface(s)
tunnel-mte 'RegExp': MPLS Traffic Engineering P2MP Tunnel interface(s) tunnel-te '
RegExp': MPLS Traffic Engineering Tunnel interface(s) tunnel-tp
'RegExp': MPLS Transport Protocol Tunnel interface

Step 2 To specify a subinterface, prefix the expression with the characters \. (Backslash period). For example, use interface
'GigabitEthernet.*\..*' to configure all Gigabit Ethernet subinterfaces. You can specify Layer 2 transport interfaces
or point-to-point interfaces as shown in this example:

Example:

group g-l2t
interface 'Gi.*\..*' l2transport
.
.
end-group group g-ptp
interface 'Gi.*\..*' point-to-point
.
.
end-group

Note
Although you’re required to enter only enough characters for the interface type to be unique, it’s recommended that you
enter the entire phrase. All interface types used in regular expressions are case-sensitive.
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Regular Expressions for an OSPF Configuration

Procedure

Step 1 Exact router process names and OSPF areas can’t be used. You must use a regular expression to specify a process name
or group of OSPF areas. To specify that the OSFP area can be either a scalar value or an IP address, use the regular
expression ‘.*’, as in this example:

Example:
group g-ospf router ospf '.*' area '.*'
mtu-ignore enable
!
!
end-group

Step 2 Use the expression '\.', to specify that the OSPF area must be an IP address.

Example:
group g-ospf-ipaddress router ospf '.*\..*\..*\..*' area '.*'
passive enable
!
!
end-group

Step 3 Use the expression '1.*', to specify that the OSPF area must be a scalar value.

Example:
group g-ospf-match-number router ospf '.*'
area '1.*' passive enable
!
!
end-group

Regular Expressions for ISIS Configuration

Procedure

Step 1 This example shows the definition of a configuration group for configuring Gigabit Ethernet interfaces with ISIS routing
parameters, using regular expressions for the exact interface:

Example:
RP/0/RSP0/CPU0:router(config)# group g-isis-gige
RP/0/RSP0/CPU0:router(config-GRP)# router isis '.*'
RP/0/RSP0/CPU0:router(config-GRP-isis)# interface 'GigabitEthernet.*'
RP/0/RSP0/CPU0:router(config-GRP-isis-if)# lsp-interval 20
RP/0/RSP0/CPU0:router(config-GRP-isis-if)# hello-interval 40
RP/0/RSP0/CPU0:router(config-GRP-isis-if)# address-family ipv4 unicast
RP/0/RSP0/CPU0:router(config-GRP-isis-if-af)# metric 10
RP/0/RSP0/CPU0:router(config-GRP-isis-if-af)# end-group
RP/0/RSP0/CPU0:router(config)#
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Step 2 To illustrate the use of this configuration group, assume that you want to configure these Gigabit Ethernet interfaces with
the ISIS routing parameters:

Example:
router isis green
interface GigabitEthernet0/0/0/0
lsp-interval 20
hello-interval 40
address-family ipv4 unicast
metric 10
!
!

interface GigabitEthernet0/0/0/1
lsp-interval 20
hello-interval 40
address-family ipv4 unicast
metric 10
!
!

interface GigabitEthernet0/0/0/2
lsp-interval 20
hello-interval 40
address-family ipv4 unicast
metric 10
!
!

interface GigabitEthernet0/0/0/3
lsp-interval 20
hello-interval 40
address-family ipv4 unicast
metric 10
!
!
!

Step 3 There are three possible ways to use the configuration group to configure these interfaces. The first is by applying the
group within the interface configuration, as shown here:

Example:
router isis green
interface GigabitEthernet0/0/0/0
apply-group g-isis-gige
!
!
interface GigabitEthernet0/0/0/1
apply-group g-isis-gige
!

!
interface GigabitEthernet0/0/0/2
apply-group g-isis-gige
!

!
interface GigabitEthernet0/0/0/3
apply-group g-isis-gige
!

!
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Step 4 In this situation, only the interfaces to which you apply the configuration group inherit the configuration.The second way
to configure these interfaces using the configuration group is to apply the configuration group within the router isis
configuration, as shown here:

Example:
router isis green
apply-group g-isis-gige
interface GigabitEthernet0/0/0/0
!
interface GigabitEthernet0/0/0/1
!
interface GigabitEthernet0/0/0/2
!
interface GigabitEthernet0/0/0/3
!
!

Step 5 In this way, any other Gigabit Ethernet interfaces that you configure in the ISIS green configuration also inherit these
configurations. The third way to configure these interfaces using the configuration group is to apply the group at the
global level as shown here:

Example:
apply-group g-isis-gige
router isis green
interface GigabitEthernet0/0/0/0
!
interface GigabitEthernet0/0/0/1
!
interface GigabitEthernet0/0/0/2
!
interface GigabitEthernet0/0/0/3
!
!

In this example, the configuration of the group is applied to all Gigabit Ethernet interfaces configured for ISIS.

Regular Expressions for a BGP AS
Exact BGP AS values can’t be used in configuration groups. Use a regular expression to specify either AS
plain format, or AS dot format as in the format X.Y. To match AS plain format instances, use a simple regular
expression.

Procedure

Use two regular expressions separated by a dot, to match AS dot format instances as shown in this example:

Example:
group g-bgp router
bgp '*'.'*'
address-family ipv4 unicast
!
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!
end-group

Regular Expressions for ANCP
Exact Access Node Control Protocol (ANCP) sender-name identifiers cannot be used in configuration groups.
Because the sender name argument can be either an IP address or a MAC address, you must specify in the
regular expression which one is being used. Specify an IP address as '.*\..*\..*\..*'; specify a MAC
address as '.*\..*\..*'.

Resolving Regular Expressions to a Uniform Type

Procedure

Regular expressions must resolve to a uniform type. This is an example of an illegal regular expression:

Example:
group g-invalid
interface ‘.*’
bundle port-priority 10
!
interface ‘.*Ethernet.*’
bundle port-priority 10
!
end-group

In this example, the bundle command is supported for interface type GigabitEthernet but not for interface type
‘FastEthernet’. The regular expressions ‘.*’ and ‘.*Ethernet.*’ match both GigabitEthernet and FastEthernet types.
Because the bundle command isn’t applicable to both these interface types, they don’t resolve to a uniform type and
therefore the system doesn’t allow this configuration.

Overlapping Regular Expressions
Regular expressions are used in the names of configuration statements within a configuration group. This
permits inheritance by the configuration when applied to matching names. Single quotes are used to delimit
the regular expression. Overlapping regular expression within a configuration group for the same configuration
is permitted.

Procedure

Step 1 The example, given below, illustrates the process of creating and applying multiple configuration groups:

Example:
Router(config)#group FB_flexi_snmp
Router(config-GRP)# snmp-server vrf '.*'
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Router(config-GRP-snmp-vrf)# host 10.0.0.1 traps version 2c group_1
Router(config-GRP-snmp-vrf)# host 10.0.0.1 informs version 2c group_1
Router(config-GRP-snmp-vrf)# context group_1
Router(config-GRP-snmp-vrf)#commit

Router(config-GRP-snmp-vrf)#root
Router(config)#snmp-server vrf vrf1
Router(config-snmp-vrf)#snmp-server vrf vrf10
Router(config-snmp-vrf)#!
Router(config-snmp-vrf)#snmp-server vrf vrf100
Router(config-snmp-vrf)#commit

Router(config-snmp-vrf)#root
Router(config)#apply-group FB_flexi_snmp
Router(config)#do sh running-config group
group FB_flexi_snmp
snmp-server vrf '.*'
host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1
!
end-group

apply-group FB_flexi_snmp
snmp-server vrf vrf1
!
snmp-server vrf vrf10
!
snmp-server vrf vrf100
!

Router#show running-config inheritance detail

group FB_flexi_snmp
snmp-server vrf
'.*'
host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1
!

end-group

snmp-server vrf vrf1

## Inherited from group FB_flexi_snmp host 10.0.0.1 traps version 2c group_1 ## Inherited from group
FB_flexi_snmp host 10.0.0.1 informs version 2c group_1 ## Inherited from group FB_flexi_snmp context
group_1

!

snmp-server vrf vrf10

## Inherited from group FB_flexi_snmp host
10.0.0.1 traps version 2c group_1
## Inherited from group FB_flexi_snmp host
10.0.0.1 informs version 2c group_1
## Inherited from group FB_flexi_snmp
context group_1
!

snmp-server vrf vrf100
## Inherited from group FB_flexi_snmp
host 10.0.0.1 traps version 2c group_1
## Inherited from group FB_flexi_snmp
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host 10.0.0.1 informs version 2c group_1 ##
Inherited from group FB_flexi_snmp context group_1

Step 2 The example given below demonstrates the regular expression. In this example snmp-server vrf '.*’ and snmp-server
vrf '[\w]+ are two different regular expressions.

Example:
group FB_flexi_snmp
snmp-server vrf
'.*’
host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1
!

snmp-server vrf '[\w]+’
host 172.16.0.1 traps version 2c group_2
host 172.16.0.1 informs version 2c group_2
context group_2
!
end-group

Step 3 This individual regular expression gets combined to all the three expressions - snmp-server vrf vrf1, snmp-server
vrf vrf10 and snmp-server vrf vrf100 as given below.

Example:
apply-group FB_flexi_snmp
snmp-server vrf vrf1
!
snmp-server vrf vrf10
!
snmp-server vrf vrf100
!

Step 4 In a configuration group, there can be instances of regular expressions overlap. In such cases, the regular expression with
the highest priority is activated and inherited, when applied. It has that regular expression, which comes first in the
lexicographic order that has the highest priority. The following example shows how to use overlapping regular expressions
and how the expression with higher priority is applied:

Example:
group FB_flexi_snmp
snmp-server vrf
'.*’
host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1
!

snmp-server vrf '[\w]+’

host 172.16.0.1 traps version 2c group_2
host 172.16.0.1 informs version 2c group_2
context group_2
!
end-group

Step 5 The expression shown below has the highest priority:

Example:
group FB_flexi_snmp snmp-server vrf '.*’
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host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1

Step 6 The examples given above, show two different regular expression snmp-server vrf '.*’ and snmp-server vrf

'[\w]+'. The expression below, shows how these two expressions get merged together:

Example:
apply-group FB_flexi_snmp
snmp-server vrf vrf1
!
snmp-server vrf vrf10
!
snmp-server vrf vrf100
!

Step 7 Any change in a regular expression with lower priority will not affect the inheritance.Any changes made to an existing
regular expression, which is of less (non-top) priority, it will not have any effect on the inheritance.

Example:
snmp-server vrf '[\w]+’
host 172.16.0.1 traps version 2c group_2
host 172.16.0.1 informs version 2c group_2
context group_2

Step 8 The expression with the higher priority gets inherited, as shown below:

Example:
group FB_flexi_snmp
snmp-server vrf
'.*’
host 10.0.0.1 traps version 2c group_1
host 10.0.0.1 informs version 2c group_1
context group_1

Configuration Group Inheritance with Regular Expressions
The following guidelines apply to configuration group inheritance with regular expressions:

• Local configuration has precedence over configuration group

An explicit configuration takes precedence over a configuration applied from a configuration group. For
example, assume that this configuration is running on the router:
router ospf 100
packet-size 1000
!

You configure this configuration group, apply it, and commit it to the configuration.
Router(config)# group g-ospf
Router(config-GRP)# router ospf '.*'
Router(config-GRP-ospf)# nsf cisco
Router(config-GRP-ospf)# packet-size 3000
Rrouter(config-GRP-ospf)# end-group
Router(config)# apply-group g-ospf

The result is effectively this configuration:
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router ospf 100
packet-size 1000
nsf cisco

Note that packet-size 3000 is not inherited from the configuration group because the explicit local
configuration has precedence.

• Compatible configuration is inherited

The configuration in the configuration groupmust match the configuration on the router to be inherited.If
the configuration does not match,it is not inherited. For example, assume that this configuration is running
on the router:
router ospf 100
auto-cost
disable

!

You configure this configuration and commit it to the configuration.
Router(config)# group g-ospf
Router(config-GRP)# router ospf '.*'
Router(config-GRP-ospf)# area '.*'
Router(config-GRP-ospf-ar)# packet-size 2000
Router(config-GRP-ospf)# end-group
Router(config)# apply-group g-ospf
Router(config)# router ospf 200
Router(config-ospf)# area 1

The result is effectively this configuration:
router ospf 100
auto-cost
disable

router ospf 200
area 1
packet-size 2000

The packet size is inherited by the ospf 200 configuration, but not by the ospf 100 configuration because
the area is not configured.

Layer 2 Transport Configuration Group

This example shows how to configure and apply a configuration group with Layer 2 transport subinterfaces:
Router(config)# group g-l2trans-if
Router(config-GRP)# interface 'TenGigE.*\..*' l2transport
Router(config-GRP)# mtu 1514
Router(config-GRP)# end-group
Router(config)# interface TenGigE0/0/0/0.1 l2transport
Router(config-if)# apply-group g-l2trans-if

When this configuration is committed, the Ten Gigabit Ethernet interface 0/0/0/0.1 inherits the 1514 MTU
value. This is the output displayed from the show running-config inheritence command for the Ten Gigabit
Ethernet interface:
interface TenGigE0/0/0/0.1 l2transport
## Inherited from group g-l2trans-if
mtu 1514
!
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Use Cases of Configuration Groups

Basic Configuration
This example shows that the Media Access Control (MAC) accounting configuration from the gd21
configuration group is applied to all Gigabit Ethernet interfaces in slot 2, ports 1 to 9.

Procedure

Step 1 Configure the configuration group that configures MAC accounting:

Example:
Router# show running group gd21

group gd21
interface 'GigabitEthernet0/0/0/2[1-9]'
description general interface inheritance check
load-interval 30
mac-accounting ingress
mac-accounting egress
!
end-group

Step 2 Check that the corresponding apply-group is configured in global configuration or somewhere in the hierarchy:

Example:
Router# show running | in apply-group gd21
Building configuration...
apply-group gd21

Step 3 Check the concise local view of the configuration of some of the interfaces:

Example:
Router# show running interface
interface GigabiEthernet0/0/0/21
!
interface GigabitEthernet0/0/0/22
!

Step 4 Verify that the match and inheritance occur on these interfaces:

Example:
Router# show running inheritance interface
interface GigabitEthernet0/0/0/21 ## Inherited from group gd21
description general interface inheritance check ## Inherited from group gd21
load-interval 30
## Inherited from group gd21 mac-accounting ingress
## Inherited from group gd21 mac-accounting egress
!

Interface GigabitEthernet0/0/0/22
## Inherited from group gd21
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description general interface
inheritance check
## Inherited from group gd21
load-interval 30
## Inherited from group gd21
mac-accounting ingress
## Inherited from group gd21
mac-accounting egress
!

!

Step 5 Verify that the inherited configuration actually takes effect:

Example:
Router# show mac gigabitEthernet0/0/0/21

GigabitEthernet0/0/0/21
Input (96 free)
6c9c.ed35.90fd: 1271 packets, 98426 bytes
Total: 1271 packets, 98426 bytes

Output (96 free)
6c9c.ed35.90fd: 774 packets, 63265 bytes
Total: 774 packets, 63264 bytes

Interface MTU Settings for Different Interface Types
This example shows that an MTU value is configured on different interface types.

Procedure

Step 1 Configure an interface MTU configuration group and apply this group:

Example:
Router# show running group l2tr

group l2tr
interface 'GigabitEthernet0/0/0/3.*'
mtu 1500
!
interface 'GigabitEthernet0/0/0/9\..*'
mtu 1400
!
interface 'GigabitEthernet0/0/0/9\..*' l2transport
mtu 1400
!
end-group

Router# show running | inc apply-group
Building configuration...
apply-group l2tr

Step 2 Check the concise view and the inheritance view of the various interfaces:
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Example:
Router# show running interface gigabitEthernet0/0/0/30
interface GigabitEthernet0/0/0/30
!
## Inherited from group l2tr mtu 1500

!

Router# show running interface gigabitEthernet0/0/0/9.800
interface GigabitEthernet0/0/0/9.800 encapsulation dot1q 800
!

Router# show running inheritance interface gigabitEthernet0/0/0/9.800
interface GigabitEthernet0/0/0/9.800 ## Inherited from group l2tr
mtu 1400 encapsulation dot1q800
!

Router# show running inheritance interface gigabitEthernet0/0/0/9.800

interface GigabitEthernet0/0/0/9.250 l2transport encapsulation dot1q250
## Inherited from group l2tr mtu 1400
!

Step 3 Verify that the correct values from the group do take effect:

Example:
Router# show interface gigabitEthernet 0/0/0/30
GigabitEthernet0/0/0/30 is down, line protocol is down Interface state transitions: 0
Hardware is GigabitEthernet, address is 0026.9824.ee56 (bia 0026.9824.ee56) Internet address is
Unknown
MTU 1500 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
reliability 255/255, txload 0/255, rxload 0/255
Encapsulation ARPA,
Full-duplex, 1000Mb/s, link type is force-up
output flow control is off, input flow control is off loopback not set,
Last input never, output never
Last clearing of "show interface" counters never
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 total input drops
0 drops for unrecognized upper-level protocol Received 0 broadcast packets, 0 multicast packets
0 runts, 0 giants, 0 throttles, 0 parity
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 total output drops Output 0 broadcast packets, 0 multicast packets
0 output errors, 0 underruns, 0 applique, 0 resets
0 output buffer failures, 0 output buffers swapped out

Router# show interface gigabitEthernet 0/0/0/9.801
GigabitEthernet0/0/0/9.801 is up, line protocol is up Interface state transitions: 1
Hardware is VLAN sub-interface(s), address is 0026.9824.ee41 Internet address is Unknown
MTU 1400 bytes, BW 1000000 Kbit (Max: 1000000 Kbit) reliability 255/255, txload 0/255, rxload 0/255

Encapsulation 802.1Q Virtual LAN, VLAN Id 801, loopback not set, Last input never, output never
Last clearing of "show interface" counters never
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 total input drops
0 drops for unrecognized upper-level protocol
Received 0 broadcast packets, 0 multicast packets
0 packets output, 0 bytes, 0 total output drops
Output 0 broadcast packets, 0 multicast packets

Router# show interface gigabitEthernet 0/0/0/9.250

GigabitEthernet0/0/0/9.250 is up, line protocol is up
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Interface state transitions: 1
Hardware is VLAN sub-interface(s), address is 0026.9824.ee41
Layer 2 Transport Mode
MTU 1400 bytes, BW 1000000 Kbit (Max: 1000000 Kbit)
reliability Unknown, txload Unknown, rxload Unknown
Encapsulation 802.1Q Virtual LAN,
Outer Match: Dot1Q VLAN 250
Ethertype Any, MAC Match src any, dest any
loopback not set,
Last input never, output never
Last clearing of "show interface" counters never
0 packets input, 0 bytes
0 input drops, 0 queue drops, 0 input errors
0 packets output, 0 bytes
0 output drops, 0 queue drops, 0 output errors

ACL Referencing
This example shows how to reference access-lists on a number of interfaces using configuration groups.

Procedure

Step 1 Configure the configuration group and apply-group:

Example:
Router# show running group acref

group acref
interface 'GigabitEthernet0/0/0/3.*'
ipv4 access-group adem ingress
ipv4 access-group adem egress
!
end-group

Router# show running | inc apply-group
Building configuration...
apply-group isis l2tr isis2 mpp bundle1 acref

Step 2 Check the concise and inheritance view of the matching configurations:

Example:
Router# show running interface gigabitEthernet 0/0/0/30
interface GigabitEthernet0/0/0/30
!

Router# show running inheritance interface GigabitEthernet 0/0/0/30
interface GigabitEthernet0/0/0/30 ## Inherited from group l2tr
mtu 1500
## Inherited from group acref ipv4
access-group adem ingress
## Inherited from group acref ipv4
access-group adem egress
!

Router# show running interface gigabitEthernet 0/0/0/31
interface GigabitEthernet0/0/0/31
!
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Router# show running inheritance interface GigabitEthernet 0/0/0/31
interface GigabitEthernet0/0/0/31
## Inherited from group l2tr
mtu 1500
## Inherited from group acref ipv4 access-group adem ingress
## Inherited from group acref ipv4 access-group adem egress

Step 3 Check that the ACL group configuration actually got configured by using a traffic generator and watching that denied
traffic is dropped.

ISIS Hierarchical Configuration
This example illustrates inheritance and priority handling with two ISIS groups using an ISIS configuration.

Procedure

Step 1 Configure the local ISIS configuration:

Example:
Router# show running router isis
router isis vink
net 49.0011.2222.2222.2222.00
address-family ipv4 unicast
mpls traffic-eng level-1-2
mpls traffic-eng router-id Loopback0 redistribute connected
!

interface Bundle-Ether1
address-family ipv4
unicast
!

!
interface Bundle-Ether2
!
interface Loopback0
!
interface TenGigE0/2/0/0.3521
address-family ipv4 unicast
!
!
interface TenGigE0/2/0/0.3522
address-family ipv4 unicast
!
!
interface TenGigE0/2/0/0.3523
address-family ipv4 unicast
!
!
interface TenGigE0/2/0/0.3524
address-family ipv4 unicast
!
!
interface TenGigE0/2/0/0.3525
address-family ipv4 unicast
!
!
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interface TenGigE0/2/0/0.3526
!
interface TenGigE0/2/0/0.3527
!
interface TenGigE0/2/0/0.3528
!
interface TenGigE0/2/0/1
address-family ipv4 unicast
!
!
!

Step 2 Configure two ISIS groups and apply these to the configuration:

Example:
Router# show running group isis
group isis router isis '.*'
address-family ipv4 unicast mpls traffic-eng level-1-2
mpls traffic-eng router-id Loopback0 redistribute connected
redistribute ospf 1 level-1-2
!
interface 'TenGig.*' lsp-interval 40
hello-interval 15
address-family ipv4 unicast
metric 50
!
!
interface 'Bundle-Ether.*'
address-family ipv4
unicast
metric 55
!
!
!
end-group

Router# show running group isis2

group isis2 router isis '.*'
!
router isis '^(vink)' address-family ipv4 unicast
!
interface '(^Ten)Gig.*'
!
interface '^(Ten)Gig.*' address-family ipv4 unicast
metric 66
!
!
!
end-group

Router# show running | inc apply-group
Building configuration...
apply-group isis l2tr isis2 mpp bundle1 acref

Step 3 Check the inheritance view of the ISIS configuration:

Example:
Router# show running inheritance router isis
router isis vink
net 49.0011.2222.2222.2222.00
address-family ipv4 unicast
mpls traffic-eng level-1-2
mpls traffic-eng router-id Loopback0 redistribute connected
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## Inherited from group isis redistribute ospf 1 level-1-2
!
interface Bundle-Ether1 address-family ipv4 unicast
## Inherited from group isis
metric 55
!
!
interface Bundle-Ether2

## Inherited from group isis
address-family ipv4 unicast
## Inherited from group isis metric 55
!
!
interface Loopback0
!
interface TenGigE0/2/0/0.3521 ## Inherited from group isis
lsp-interval 40
## Inherited from group isis
hello-interval 15
address-family ipv4 unicast
## Inherited from group isis metric 50
!
!
interface TenGigE0/2/0/0.3522 ## Inherited from group isis
lsp-interval 40
## Inherited from group isis hello-interval 15
address-family ipv4 unicast ## Inherited from group isis
metric 50
!
!
interface TenGigE0/2/0/0.3523 ## Inherited from group isis
lsp-interval 40
## Inherited from group isis hello-interval 15
address-family ipv4 unicast ## Inherited from group isis
metric 50
!
!
interface TenGigE0/2/0/0.3524
## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
address-family ipv4 unicast
## Inherited from group isis metric 50
!
!
interface TenGigE0/2/0/0.3525
## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
address-family ipv4 unicast
## Inherited from group isis metric 50
!
!
interface TenGigE0/2/0/0.3526
## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
## Inherited from group isis address-family ipv4 unicast
## Inherited from group isis metric 50
!
!
interface TenGigE0/2/0/0.3527
## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
## Inherited from group isis address-family ipv4 unicast
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## Inherited from group isis metric 50
!
!
interface TenGigE0/2/0/0.3528
## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
## Inherited from group isis address-family ipv4 unicast
## Inherited from group isis metric 50
!
!

interface TenGigE0/2/0/1

## Inherited from group isis lsp-interval 40
## Inherited from group isis hello-interval 15
address-family ipv4 unicast
## Inherited from group isis metric 50
!
!
!

Step 4 Verify the actual functionality.

Example:
Router# show isis interface TenGigE0/2/0/0.3528 | inc Metric
Metric (L1/L2): 50/50

OSPF Hierarchy
This example illustrates hierarchical inheritance and priority. The configuration that is lower in hierarchy gets
the highest priority.

Procedure

Step 1 Configure a local OSPF configuration:

Example:
Router# show running router ospf
router ospf 1
apply-group go-c nsr
router-id 121.121.121.121 nsf cisco
redistribute connected address-family ipv4 unicast
area 0
apply-group go-b
interface GigabitEthernet0/0/0/0
apply-group go-a
!
interface GigabitEthernet0/0/0/1
!
interface GigabitEthernet0/0/0/3
!
interface GigabitEthernet0/0/0/4
!
interface GigabitEthernet0/0/0/21
bfd minimum-interval 100
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bfd fast-detect bfd multiplier 3
!
interface TenGigE0/2/0/0.3891
!
interface TenGigE0/2/0/0.3892
!
interface TenGigE0/2/0/0.3893
!

interface TenGigE0/2/0/0.3894
!
!
!
router ospf 100
!
router ospf 1000
!
router ospf 1001
!

Step 2 Configure a configuration group and apply it in a configuration submode:

Example:
Router# show running group go-a
group go-a router ospf '.*'
area '.*' interface 'Gig.*'
cost 200
!
!
!
end-group

Router# show running group go-b
group go-b router ospf '.*'
area '.*' interface 'Gig.*'
cost 250
!
!
!
end-group

Router# show running group go-c
group go-c router ospf '.*'
area '.*' interface 'Gig.*'
cost 300
!
!
!
end-group

Step 3 Check the inheritance view and verify that the apply-group in the lowest configuration submode gets the highest priority:

Example:
Router# show running inheritance router ospf 1
router ospf 1 nsr
router-id 121.121.121.121 nsf cisco
redistribute connected address-family ipv4 unicast area 0
interface GigabitEthernet0/0/0/0 ## Inherited from group go-a
cost 200 << apply-group in lowest submode gets highest priority
!
interface GigabitEthernet0/0/0/1 ## Inherited from group go-b
cost 250
!
interface GigabitEthernet0/0/0/3 ## Inherited from group go-b
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cost 250
!
interface GigabitEthernet0/0/0/4 ## Inherited from group go-b
cost 250
!
interface GigabitEthernet0/0/0/21
bfd minimum-interval 100
bfd fast-detect bfd multiplier 3
## Inherited from group go-b
cost 250
!
interface TenGigE0/2/0/0.3891
!
interface TenGigE0/2/0/0.3892
!
interface TenGigE0/2/0/0.3893
!
interface TenGigE0/2/0/0.3894
!
!
!

Step 4 Check the functionality of the cost inheritance through the group.

Example:
Router# show ospf 1 interface GigabitEthernet 0/0/0/0
GigabitEthernet0/0/0/0 is up, line protocol is up
Internet Address 1.0.1.1/30, Area 0
Process ID 1, Router ID 121.121.121.121, Network Type BROADCAST, Cost: 200
Transmit Delay is 1 sec, State DR, Priority 1, MTU 1500, MaxPktSz 1500
Designated Router (ID) 121.121.121.121, Interface address 1.0.1.1
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Non-Stop Forwarding (NSF) enabled
Hello due in 00:00:02
Index 5/5, flood queue length 0 Next 0(0)/0(0)
Last flood scan length is 1, maximum is 40
Last flood scan time is 0 msec, maximum is 7 msec LS Ack List: current length 0, high water mark 0
Neighbor Count is 1, Adjacent neighbor count is 0 Suppress hello for 0 neighbor(s)
Multi-area interface Count is 0

Link Bundling Usage
This example shows how to configure interface membership in a bundle link:

Procedure

Step 1 Configure the configuration groups:

Example:
Router# show running group bundle1
group bundle1
interface 'GigabitEthernet0/1/0/1[1-6]'
bundle id 1 mode active
!
end-group
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Router# show running | inc apply-group
Building configuration...
apply-group isis l2tr isis2 mpp bundle1

Step 2 Check the local configuration:

Example:
RP/0/RSP0/CPU0:router# show running interface gigabitEthernet 0/1/0/11
interface GigabitEthernet0/1/0/11
!

Router# show running interface Bundle-Ether1
interface Bundle-Ether1
ipv4 address 198.51.100.1
bundle maximum-active links 10
bunle minimum-active links 5
!

Step 3 Check the inheritance configuration view:

Example:
Router# show running inheritance interface GigabitEthernet 0/1/0/11
interface GigabitEthernet0/1/0/11 ## Inherited from group bundle1 bundle id 1 mode active
!

Step 4 Check that the inheritance configuration took effect:

Example:
Router# show interface Bundle-Ether1
Bundle-Ether1 is up, line protocol is up Interface state transitions: 1
Hardware is Aggregated Ethernet interface(s), address is 0024.f71f.4bc3 Internet address is
108.108.1.1/24
MTU 1514 bytes, BW 6000000 Kbit (Max: 6000000 Kbit) reliability 255/255, txload 0/255, rxload 0/255

Encapsulation ARPA, Full-duplex, 6000Mb/s loopback not set,
ARP type ARPA, ARP timeout 04:00:00 No. of members in this bundle: 6
GigabitEthernet0/1/0/11 Full-duplex 1000Mb/s Active GigabitEthernet0/1/0/12 Full-duplex 1000Mb/s
Active GigabitEthernet0/1/0/13 Full-duplex 1000Mb/s Active GigabitEthernet0/1/0/14 Full-duplex 1000Mb/s
Active GigabitEthernet0/1/0/15 Full-duplex 1000Mb/s Active GigabitEthernet0/1/0/16 Full-duplex
1000Mb/s Active
Last input 00:00:00, output 00:00:00
Last clearing of "show interface" counters never
5 minute input rate 8000 bits/sec, 1 packets/sec
5 minute output rate 3000 bits/sec, 1 packets/sec
2058 packets input, 1999803 bytes, 426 total input drops
0 drops for unrecognized upper-level protocol Received 1 broadcast packets, 2057 multicast packets

0 runts, 0 giants, 0 throttles, 0 parity
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
1204 packets output, 717972 bytes, 0 total output drops Output 2 broadcast packets, 1202 multicast
packets
0 output errors, 0 underruns, 0 applique, 0 resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
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Replacing Configuration Elements
You can replace interface and IP address configurations, or any pattern in an existing configuration, using the
replace {interface} or replace {pattern}commands in Global Configuration mode. These commands can
be executed not only on individual interfaces or IP addresses, but also on regular expressions to replace a
range of interfaces or addresses.

Use these commands to simplify configuration changes where you would normally need to copy the
configuration and edit it manually. For example, when you’re moving a physical connection from one interface
to another, you can use the replace interface command to update your configuration to use the new interface
address.

These commands replace every occurrence of the specified interfaces or patterns in the running configuration.Note

We recommend that you use this command after disconnecting the old interface and before connecting to the
new interface.

Similarly, if your IP addressing scheme has changed (for example, a BGP neighbor address), use the replace
pattern command to update your configuration to use the new IP address.

Configuration Example for Replacing an Interface Configuration

Procedure

The example in this section uses the following interface configurations:

Example:
Router# show configuration running-config

interface MgmtEth0/RSP0/CPU0/0 shutdown
!
interface HundredGigE0/0/0/0
description first
ipv4 address 10.20.30.40 255.255.0.0
shutdown
!
interface HundredGigE0/0/0/1
shutdown
!
interface HundredGigE0/0/0/2description 10.20.30.40
shutdown
!
interface HundredGigE0/0/0/3
description 1020304050607080
shutdown
!
interface HundredGigE0/0/0/4
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Configuration Example for Replacing IP Addresses in a Configuration

Procedure

Step 1 The example in this section uses the following configuration:

Example:
Router# show configuration running-config

. . .

ipv4 access-list mylist

10 permit tcp 209.165.200.224/27 host 209.165.200.225

20 deny ipv4 any 209.165.201.0/27

!

interface MgmtEth0/RSP0/CPU0/0 shutdown

!

interface HundredGigE0/1/0/1 description first

ipv4 address 209.165.200.224/27 255.255.0.0 shutdown

!

interface HundredGigE0/0/0/2 description 209.165.200.224/27 shutdown

!

route-policy temp

if ospf-area is 209.165.200.224/27 or source in (2.3.4.5/20) then pass

endif end-policy

!

Step 2 This example shows how to replace IP address 209.165.200.224/27 with 209.165.201.0/27 using the replace pattern
'pattern' with 'pattern' command:

Example:
Router(config)# replace pattern '209.165.200.224/27' with '209.165.201.0/27'

Loading.

443 bytes parsed in 1 sec (442)bytes/sec

Note
Use single quotes around the pattern.

Step 3 Enter the show configuration command to display and verify the configuration changes. Then commit the changes.

In the example below, you can see that every occurrence of IP address 209.165.200.224/27 is replaced with
209.165.201.0/27.
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Example:
Router(config)# show configuration

Building configuration...

!! IOS XR Configuration 0.0.0 ipv4 access-list mylist

no 10

10 permit tcp 209.165.200.224/27 host 1.2.4.5

!

interface HundredGigE0/0/0/2 no description

description 209.165.201.0/27

!

interface HundredGigE0/1/0/1

no ipv4 address 209.165.200.224/27 255.255.0.0

ipv4 address 209.165.201.0/27 255.255.0.0

!

!

route-policy temp

if ospf-area is 209.165.201.0/27 or source in (2.3.4.5/20) then pass

endif end-policy

!

end
Router(config)# commit

In the example above, you can see that every occurrence of IP address 209.165.200.224/27 has been replaced with
209.165.201.0/27.

Configuration Example for Replacing Patterns Using Regular Expressions
You can replace a range of interfaces or addresses using POSIX-compliant regular expressions.

For information about using regular expressions, refer to the “Understanding Regular Expressions,
SpecialCharacters, and Patterns” chapter in the Cisco ASR 9000 Series Aggregation Services Router Getting
Started Guide.

Note
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Procedure

Step 1 The example in this section uses the following configuration:

Example:
Router# show configuration running-config

. . .

interface HundredGigE0/2/0/0

ipv4 address 209.165.201.0/27 209.165.200.224/27

!

interface HundredGigE0/2/0/1

ipv4 address 209.165.202.128/27 209.165.200.224/27

!

interface HundredGigE0/2/0/2

ipv4 address 12.0.0.12 209.165.200.224/27

!

interface HundredGigE0/2/0/3

ipv4 address 13.0.0.13 209.165.200.224/27

!

interface HundredGigE0/2/0/4

ipv4 address 14.0.0.14 209.165.200.224/27

!

interface HundredGigE0/3/0/0 shutdown

!

interface HundredGigE0/3/0/1 shutdown

!

interface HundredGigE0/3/0/2 shutdown

!

interface HundredGigE0/3/0/3 shutdown

!

interface HundredGigE0/3/0/4 shutdown

!

interface HundredGigE0/3/0/5 shutdown
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!

interface HundredGigE0/3/0/6 shutdown

!

end

Step 2 This example shows how to replace interfaces HundredGigE0/2/0/0 through HundredGigE0/2/0/4 with interfaces
HundredGigE0/3/0/0 through HundredGigE0/3/0/4 using regular expressions:

Example:
Router(config)# replace pattern 'HundredGigE0/2/0/([0-4]*)' with 'HundredGigE0/3/0/1'

Loading.

619 bytes parsed in 1 sec (617)bytes/sec

Step 3 Enter the show configuration command to display and verify the configuration changes. Then commit the changes.

In this example, you can see that the HundredGigE0/2/0/x interfaces are removed from the configuration (no interface
HundredGigE0/2/0/x) and is replaced with HundredGigE0/3/0/x.

Example:
Router(config)# show configuration

Building configuration...

!! IOS XR Configuration 0.0.0 no interface HundredGigE0/2/0/0

no interface HundredGigE0/2/0/1 no interface HundredGigE0/2/0/2 no interface HundredGigE0/2/0/3 no
interface HundredGigE0/2/0/4 interface HundredGigE0/3/0/0

ipv4 address 209.165.201.0/27 209.165.200.224/27

!

interface HundredGigE0/3/0/1

ipv4 address 09.165.202.128/27 209.165.200.224/27

!

interface HundredGigE0/3/0/2

ipv4 address 12.0.0.12 209.165.200.224/27

!

interface HundredGigE0/3/0/3

ipv4 address 13.0.0.13 209.165.200.224/27

!

interface HundredGigE0/3/0/4

ipv4 address 14.0.0.14 209.165.200.224/27

!

End
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Router(config)# commit
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C H A P T E R 10
File System

Thismodule describes additional enhancement to file system commands. File System commands are instructions
that can be used to manage and manipulate files and directories within a file system.

• Secure File Transfer, on page 89
• Increasing Commit Limit, on page 92

Secure File Transfer
Table 9: Feature History Table

Feature DescriptionRelease InformationFeature Name

Now, you can securely transfer
router files to an archive server. It’s
made possible because the copy
command now supports SFTP
(Secure File Transfer Protocol) and
SCP (Secure Copy Protocol using
the underlying SSH protocol
implementation. Secure transfer of
files from the router maintains the
integrity, confidentiality, and
availability of network
configurations.

This feature modifies the copy
command.

Release 7.9.1Secure File Transfer

You can duplicate files or data in the router from one location to another using the copy command. This
functionality helps to create a copy of a file, folder, or data set and place it in a specific destination. You can
use the copy functionality to back up files, move data between directories, create duplicates of the files for
editing or distribution without modifying the original content. It also allows you to retain the original data
while making a duplicate that you can further manipulate independently.

Starting with Cisco IOS XR Release 7.9.1, we’ve enhanced the functionality of the copy command to support
secure file transfer from the router. Secure file transfer protects data during transit using the SFTP (Secure
File Transfer Protocol) and SCP (Secure Copy Protocol) when sharing files within or across networks. The
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SFTP and SCP functionalities in the copy feature use the SSH protocol implementation in the router to secure
transfer the files to a remote server.

You can use the following options in the copy command for secure file transfer:

• sftp: You can transfer the files to a remote location using the SFTP file transfer protocol. SFTP is a
secure file transfer protocol for transferring large files.

• scp: You can transfer the files to a remote location using the SCP file transfer protocol. SCP is a secure
copy protocol to transfer files between servers.

Starting Cisco IOS XR Software Release 7.10.1, you can use public-key authentication while copying the
running configuration. To know more about using public-key authentication with copy refer the Auto-Save
and Copy Router Configuration Using Public Key Authentication in Configuration Management Commands
chapter in General Administration Guide.

Prerequisites:

Enable the SSH Server in the router as follows:
Router# config
Router(config)# ssh server v2
Router(config)# ssh server vrf default
Router(config)# ssh server netconf vrf default
Router(config)# commit

Copy Files Using SCP

Procedure

Step 1 Copy the running configuration file from the router to a remote server using SCP using the copy command.
Router# copy running-config scp://root:testpassword@192.0.4.2//var/opt/run_conf_scp.txt

Destination file name (control-c to cancel): [/var/opt/run_conf_scp.txt]?

.
215 lines built in 1 second
[OK]Connecting to 192.0.4.2...22
Password:

Transferred 3271 Bytes
3271 bytes copied in 0 sec (0)bytes/sec

Step 2 Verify if the copied files are available in the SCP server using the ls utility.
[root@scp_server ~]# ls -ltr /var/opt/run_conf_scp.txt
-rw-r--r-- 1 root root 3271 Mar 21 18:07 /var/opt/run_conf_scp.txt
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Copy files Using SFTP

Procedure

Step 1 Copy the running configuration file from the router to a remote server using SFTP using the copy command.
Router#copy running-config sftp://root:testpassword@192.0.2.1//var/opt/run_conf_sftp.txt

Destination file name (control-c to cancel): [/var/opt/run_conf_sftp.txt]?

.
215 lines built in 1 second
[OK]Connecting to 192.0.2.1...22
Password:
sftp> put /tmp/tmpsymlink/nvgen-34606-_proc_34606_fd_75 /var/opt/run_conf_sftp.txt

/tmp/tmpsymlink/nvgen-34606-_proc_34606_fd_75

Transferred 3271 Bytes
3271 bytes copied in 0 sec (3271000)bytes/sec

sftp> exit

Step 2 Verify if the copied files are available in the SFTP server using the ls utility
[root@sftp_server ~]# ls -ltr /var/opt/run_conf_sftp.txt
-rw-r--r-- 1 root root 3271 Mar 21 18:07 /var/opt/run_conf_sftp.txt

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
91

File System
Copy files Using SFTP



Increasing Commit Limit
Table 10: Feature History Table

Feature DescriptionRelease InformationFeature Name

The maximum number of commits
is increased in the router that allows
you to configure complex topology
changes without interruptions
caused by the default blocking of
commit changes during rebase or
ASCII backup operations. You can
prevent the commit operation from
getting blocked by using the cfs
check command, which increases
the commit (pacount) count from
20 to 40, and the commit file diff
size (configuration data) from 2
MB to 4 MB, and by using the
clear configuration ascii
inconsistency command, which
performs an ASCII backup after 55
minutes.

The feature modifies the following
commands:

• cfs check

• clear configuration ascii
inconsistency

Release 24.2.1Increasing Commit Limit

The Cisco IOS XR Routers use a two-stage configuration model. The first stage is target configuration, where
you build the configurations using the necessary commands in the command line interface. The second stage
is the commit, where the configuration made in the target stage is added to the router configuration using the
commit command. After each commit, the router generates a file for the newly configured changes and adds
it to its running configuration, making it an integral part of the running configuration.

This target configuration doesn’t impact the router's running configuration.Note

The Cisco IOSXR routers perform rebase and ASCII backup operations to maintain the real time configuration
in the backup copy. The rebase and ASCII backup operations block you from committing configurations to
the router.
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Starting with Release 24.3.1, the rebase operation no longer blocks the commit operation.

This allows you to configure complex topology changes without being interrupted by the default blocking of
commit changes during the rebase operation. For more information, see the section Concurrent Configuration
Rebase during Commit, on page 95.

Note

In rebase, the router automatically saves your changes to the backup binary configuration file after 20 commits,
or 2 MB of configuration data. The router blocks the commit while saving the configuration to the backup
file. The router takes a few seconds to complete the rebase operation, during which, if you terminate the CLI
session, the router loses the target configurations in the blocked commit.

In ASCII backup, the router automatically saves a copy of its running configuration in the ASCII format. This
backup process takes place if there has been a commit to the router configuration and when the ASCII backup
timer completes a 55-minute window after the previous backup event. However, if there was no commit when
the ASCII backup timer completes 55 minutes, the counter is reset without any backup. During the ASCII
backup, the router blocks the configuration commits.

Starting with Release 24.2.1, we have made the following enhancements:

• You can use the cfs check command to increase the rebase limits in the router from 20 to 40 commits
and the configuration data from 2 MB to 4 MB. When configuring the router, you can check the current
commit count and configuration data size using the show cfgmgr commitdb command. If the commit
count is 20 or higher, or the configuration data size is 2 MB or above, the router initiates a rebase within
10 seconds. By using the cfs check command to increase the commit count to 40 and the configuration
data to 4 MB, you can commit without delay.

• You can use the clear configuration ascii inconsistency command to perform an ASCII backup and
reset the ASCII backup timer to zero. Once the backup is complete, the router will automatically initiate
the next periodic ASCII backup operation only after 55 minutes from the time the clear configuration
ascii inconsistency command is executed.

Guidelines and Restrictions for Increasing the Commit Limit
• The clear configuration ascii inconsistency command initiates an ASCII backup and resets the ASCII
backup timer count to zero. Following this, the router will automatically initiate the next periodic ASCII
backup operation only after 55 minutes from the time clear configuration ascii inconsistency command
is executed. For example, if you execute a commit operation after executing a clear configuration ascii
inconsistency command, the router will perform an ASCII backup operation 55 minutes after theclear
configuration ascii inconsistency command was executed, and merge the new commit into ASCII
backup. Hence, before the next 55 minutes, you must execute the clear configuration ascii inconsistency
command again to reset the ASCII backup timer to zero.

• When the router enters standby mode or reloads, the ASCII timer does not reset to zero, and the router
performs an ASCII backup operation 55 minutes after the first commit operation before the standbymode
or reload.

• Cisco does not recommend executing clear configuration inconsistency and clear configuration ascii
inconsistency commands regularly after each commit, as it causes hard disk wear and tear. You should
execute these commands only before a commit or sequence of commits that must be done within a specific
timeframe and without being delayed by rebase and ASCII backup operations. As these commands
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perform disk input and output operations in the background, frequent execution of these commands
causes frequent access to the hard disk, which increases the wear and tear on the hard disk.

Increasing the Rebase Limits
You can increase the rebase limits as follows:

1. Use the cfs check command to increase the commit count to 40 and the configuration data to 4 MB.
Router# cfs check
Creating any missing directories in Configuration File system...OK
Initializing Configuration Version Manager...OK
Syncing commit database with running configuration...OK

2. Verify if the cfs check command is executed using the show configuration history command.
Router# show configuration history last 5
Sno. Event Info Time Stamp
~~~~ ~~~~~ ~~~~ ~~~~~~~~~~
1 cfs check completed Wed Jan 10 11:42:21 2024
2 commit id 1000000001 Wed Jan 10 11:39:26 2024
3 startup configuration applied Wed Jan 10 11:39:02 2024

Perform ASCII Backup and Rest ASCII Backup Timer
You can perform ASCII backup and rest ASCII backup timer as follows:

1. Use the clear configuration ascii inconsistency command to perform ASCII backup at that instance and
reset the ASCII backup timer count to zero.
Router# clear configuration ascii inconsistency
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! Warning: !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
!!!! It is recommended to run this command only when all nodes in router !!!!
!!!! are in IOS-XR RUN state. To determine node state, run following command: !!!!
!!!! 'show platform'. !!!
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! Warning: !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
Proceed with the command ?[confirm] y
Ascii configuration backup is in progress...
Configuration ascii backup complete

2. Verify if the clear configuration ascii inconsistency command is executed using the show configuration
history command.
Router# show configuration history last 5
Sno. Event Info Time Stam
~~~~ ~~~~~ ~~~~ ~~~~~~~~~~
1 backup Periodic ASCII backup Wed Jan 10 11:48:20 2024
2 cfs check completed Wed Jan 10 11:42:21 2024
3 commit id 1000000001 Wed Jan 10 11:39:26 2024
4 startup configuration applied Wed Jan 10 11:39:02 2024
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Concurrent Configuration Rebase during Commit
Table 11: Feature History Table

Feature DescriptionRelease InformationFeature Name

The router performs the commit
and rebase operations
simultaneously, ensuring that the
commit operation remains
unblocked during the rebase
operation.

This removes the need to use the
cfs check command to increase the
commit count and the commit file
diff size.

Release 24.3.1Concurrent Configuration Rebase
during Commit

Cisco IOS XR routers use a two-stage configuration model. In the first stage, configurations are built using
necessary commands in the command line interface, and in the second stage, the configurations are committed
to the router.

During rebase andASCII backup operations, the router blocks configuration commits. However, the "Concurrent
Configuration Rebase during Commit" feature allows the router to perform commit and rebase operations
simultaneously, ensuring that the commit operation remains unblocked during the rebase operation.

The Cisco IOSXR routers perform rebase and ASCII backup operations to maintain the real time configuration
in the backup copy.

Before Release 24.3.1,

• The rebase and ASCII backup operations block you from committing configurations to the router.

• You can increase the maximum number of commits and reset the ASCII backup timer to allow the router
to configure complex topology changes without interruptions caused by the default blocking of commit
changes during rebase or ASCII backup operations. For more information, see the section Increasing
Commit Limit, on page 92.

From Release 24.3.1,

• The router performs the commit and rebase operations simultaneously, ensuring that the commit operation
remains unblocked during the rebase operation. This removes the need to use the cfs check command
to increase the commit count and the commit file diff size.

• However, the ASCII backup operations still block the commit operation. You can reset the ASCII backup
timer using the clear configuration ascii inconsistency command. This allows the router to perform an
ASCII backup after 55 minutes and perform commit operations without being blocked by ASCII backup
operations. For more information on ASCII backup, see the section Increasing Commit Limit, on page
92.
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C H A P T E R 11
Configuration Management

This module describes the enhancements done to Configuration Management Commands. Configuration
management commands are specific instructions used within configuration management tools to automate
the setup, modification, and maintenance of system and software configurations.

• Auto-Save Configuration, on page 98
• Auto-Save and Copy Router Configuration Using Public Key Authentication, on page 100
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Auto-Save Configuration
Table 12: Feature History Table

Feature DescriptionRelease InformationFeature Name

Apart from automatically backing
up the running configuration after
every commit, you can also do the
following with Auto-Save:

• Save running configurations
to remote systems using
Secure Copy Protocol (SCP)
and Secure File Transfer
Protocol (SFTP).

• Configure wait-time between
two subsequent auto-saves.

• Append time-stamp to the file
name of the saved
configuration.

• Save the encrypted password.

• Specify themaximum number
of files that you can auto-save.

The feature introduces these
changes:

CLI: Modified the configuration
commit auto-savecommand

Yang Data Model:

• New XPaths for
Cisco-IOS-XR-config-autosave-cfg

• New XPaths for
Cisco-IOS-XR-um-config-commit-cfg

Release 7.9.1Auto-Save with Secure
File-Transfer and Additional
Configurable Parameters

You can configure the router to automatically take the backup of the running configuration by using
configuration commit auto-save command. This auto-save feature saves the configuration to the specified
location on the router after every commit is made. These auto-save files are stored in the form of Linux files.

Starting Cisco IOS XR Software Release 7.9.1, the auto-save feature is enhanced to provide a set of
functionalities. This feature adds the following functionailites:

• You can save the running configuration backup files to remote location using scp and sftp file transfer
protocols. SCP is a secure copy protocol to transfer files between servers. Whereas SFTP is a secure file
transfer protocol for transfering large files.
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• You can can save encrypted passwords for the remote and non-remote URLs.

• You can mention maximum number of files that can be saved automatically. Once the maximum number
of auto-saved file is reached, the newer auto-save files starts replacing the older auto-save files. The
default value of maximum is 1. You can save upto 4294967295 files.

• You can append timestamp to the auto-saved configuration file name. The timestamp uses the time and
timezone configured on the router. The saved file displays timestamp in <day> <month> <date> <hours>
<minutes> <seconds> <milliseconds> format. Here is an example of auto-saved file with time-stamp -
: test_123.autosave.1.ts.Tue_Jan_31_15-15-51_805_IST

• You can specify how long to wait before next auto-save happens in terms of days, months or hours after
the commit is made. The default value of wait-time is zero.

You can also configure options such as password, timestamp, maximum, and wait-time with the
configuration commit auto-save command. The location to save the file-name must be specified in
<protocol>://<user>@<host>:<port>/<url-path>/<file-name> format. When filename is accessed through
VRF, you can specify filename in filename <protocol>://<user>@<host>:<port>;<vrf
name>/<url-path>/<file-name> format.

Restriction for Auto-Save Configuration

The auto-save configuration is only available on the local paths, scp, and sftp paths.

Configure Auto-Save

Procedure

Step 1 Use the configuration commit auto-save command to auto-save the configuration.
Router#configure
Router(config)#configuration commit auto-save
Router(config-cfg-autosave)#commit

Step 2 You can also use options such as password, timestamp, maximum, and wait-time with the configuration commit
auto-save command.

Router(config-cfg-autosave)#configuration commit auto-save filename
sftp://user1@server1://test-folder/test_123
Router(config-cfg-autosave)#password clear encryption-default cisco
Router(config-cfg-autosave)#timestamp
Router(config-cfg-autosave)#maximum 10
Router(config-cfg-autosave)#wait-time days 0 hours 0 minutes 0 seconds 5
Router(config-cfg-autosave)#commit

Step 3 If you're using public-key authentication, you don't need to mention password.
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Auto-Save and Copy Router Configuration Using Public Key
Authentication

Table 13: Feature History Table

Feature DescriptionRelease InformationFeature Name

You can now experience
passwordless authentication while
automatically saving running
configurations and securely
copying them on the router. The
feature uses public key-based
authentication, a secure logging
method using a secure shell (SSH),
which provides increased data
security. This feature offers
automatic authentication and single
sign-on benefits, which also aids in
a secure automation process.

This feature modifies
configuration commit auto-save
and copy command to support
password-less authentication.

Release 7.10.1Auto-Save and Copy Router
Configuration Using Public Key
Authentication

From Cisco IOS XR Software Release 7.10.1, you don't need to remember and enter the password as you
can use public key-based authentication while doing the following:

• Automatically saving your running configuration

• Copying the configuration from a source (such as a network server) to a destination (such as a flash disk)

Password is automatically verified when you have enabled SSH connection using public key-based
authentication. Using public key-based authentication avoids several problems such as password disclosure
and password leakage.

Public key is mathematically related to private key. The private key is secret, whereas the public key is available
on the servers. You can copy the public key to the SSH server from the SSH client. Then, when you try to
secure the running configuration, the SSH server tries to authenticate by generating a challenge using the
public key. Only the private key can answer this challenge. As the keys are related, log-in is successful.

Use Public-Key Authentication with Auto-Save and Copy Commands

Procedure

Step 1 Ensure you have enabled public key-based authentication of SSH clients, using the following steps:
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• Generate RSA key pair on the router configured as the SSH client. Use the cyrpto key generate authentication-ssh
rsa command to generate the RSA key pair.

• Use the show crypto key mypubkey authentication-ssh rsa command to view the details of the RSA key. The
key value starts with ssh-rsa in this output.

• Copy the RSA public key from the SSH client to the SSH server.

• You can do this either by logging in to the remote SSH server with your established user credentials, or have
a system administrator on the remote system add the key on the SSH server.

• If the SSH server is a Cisco IOS XR router, then you can use the crypto key import authentication rsa
command on the router prompt of the server to import the key from the SSH client. You will then be prompted
to enter the public key.

• If the SSH server is a Linux server, then you must add the public key to the ~/.ssh/authorized_keys file of
the respective user account in that server. This file contains a list of all authorized public keys on that server.

For more detailed information on how to enable SSH connection using public-key based authentication, see Public Key
Based Authentication of SSH Clients in System Security Configuration Guide.

Step 2 When you are using public key authentication for auto-save, you don't need to mention password.

Router(config-cfg-autosave)#configuration commit auto-save filename
sftp://user1@server1://test-folder/test_123
Router(config-cfg-autosave)#timestamp
Router(config-cfg-autosave)#maximum 10
Router(config-cfg-autosave)#wait-time days 0 hours 0 minutes 0 seconds 5
Router(config-cfg-autosave)#commit

Step 3 While you’re using public-key authentication for copying running configuration from the router to a remote server, you
don't need to mention password in the command.
Router#copy running-config scp://root@192.0.4.2//var/opt/run_conf_scp.txt
Router#copy running-config sftpp://root@192.0.4.2//var/opt/run_conf_sftp.txt
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C H A P T E R 12
Simple Network Management Protocol

The chapter provides an overview of SNMP, detailing its architecture, versions, and features, including
configuration steps for SNMPv3, creating views and groups, and setting up traps and notifications. It also
discusses SNMP security models, session types, and QoS mechanisms, emphasizing its role in network
management and monitoring.

• SNMP, on page 103
• Guidelines and Restrictions for SNMP, on page 105
• SNMP Versions, on page 105
• SNMPv3 Security Enhancements, on page 108
• IP Precedence and DSCP Support for SNMP, on page 109
• Session MIB Support on Subscriber Sessions, on page 110
• Configure SNMPv3, on page 112
• Set SNMP Engine ID, on page 112
• Create SNMP View, on page 113
• Create SNMP Group, on page 114
• Configure SNMP Trap Notifications, on page 115
• Set the Contact, Location, and Serial Number of the SNMP Agent, on page 116
• Set the Maximum SNMP Agent Packet Size, on page 117
• Change Notification Operation Values, on page 117
• Set IP Precedence or DSCP Value, on page 118
• Configure MIB Data to be Persistent, on page 118
• Configure LinkUp and LinkDown Traps for a Subset of Interfaces, on page 119
• Configure VRF Aware SNMP Context for Polling BGP Data, on page 120
• Configure OSPF processes Using SNMP Context, on page 122
• Configure OSPF Neighbour in VRF, on page 122

SNMP
Simple Network Management Protocol (SNMP) is an application-layer protocol that provides a message
format for communication between SNMP managers and agents. SNMP provides a standardized framework
and a common language used for the monitoring and management of devices in a network.

The SNMP framework consists of three parts:

• SNMP Manager
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• SNMP Agent

• Management Information Base (MIB)

SNMP Manager

The SNMP manager is the system used to control and monitor the activities of network hosts using SNMP.
The most common managing system is called a Network Management System (NMS). The term NMS can
be applied to either a dedicated device used for network management, or the applications used on such a
device. A variety of network management applications are available for use with SNMP. These features range
from simple command-line applications to feature-rich graphical user interfaces.

SNMP Agent

The SNMP agent is the software component within the managed device that maintains the data for the device
and reports these data, as needed, to managing systems. The agent and MIB reside on the router. To enable
the SNMP agent, you must define the relationship between the manager and the agent.

Management Information Base

The Management Information Base (MIB) is a virtual information storage area for network management
information, which consists of collections of managed objects. Within the MIB there are collections of related
objects, defined in MIB modules. MIB modules are written in the SNMP MIB module language, as defined
in STD 58, RFC 2578, RFC 2579, and RFC 2580. Note that individual MIB modules are also referred to as
MIBs; for example, the Interfaces Group MIB (IF-MIB) is a MIB module within the MIB on your system.

The SNMP agent contains MIB variables whose values the SNMP manager can request or change through
Get or Set operations. A manager can get a value from an agent or store a value into that agent. The agent
gathers data from the MIB, the repository for information about device parameters and network data. The
agent can also respond to manager requests to get or set data.

This figure illustrates the communications relationship between the SNMP manager and agent. A manager
can send the agent requests to get and set MIB values. The agent can respond to these requests. Independent
of this interaction, the agent can send unsolicited notifications (traps) to the manager to notify the manager
of network conditions.

IP-MIB Support

RFC4293 IP-MIBwas specifically designed to provide IPv4 and IPv6 statistics individually. The ipIfStatsTable
defined in RFC 4293, lists the interface specific statistics. IPv6 statistics support in ipIfStatsTable was added
earlier but, IOS-XR implementation of IP-MIB did not support IPv4 statistics as per RFC4293 in earlier
releases.

From Release 6.3.2 onwards, IOS-XR implementation of IP-MIB supports IPv4 statistics as per RFC4293.
This will enable you to collect the IPV4 and IPv6 statistics separately for each interface. The ipIfStatsTable
is indexed by two sub-ids address type (IPv4 or IPv6) and the interface ifindex[1]. The implementation of
IP-MIB support for IPv4 and IPv6 is separated from Release 6.3.2 for better readability and maintainability.

These OIDs added to the ipIfStatsTable:
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• ipIfStatsInReceives

• ipIfStatsHCInReceives

• ipIfStatsInOctets

• ipIfStatsHCInOctets

• ipIfStatsOutTransmits

• ipIfStatsHCOutTransmits

• ipIfStatsOutOctets

• ipIfStatsHCOutOctets

• ipIfStatsDiscontinuityTime

For more information on the list of new OIDs added for iPv4 statistics, see SNMP OID Navigator.

To determine the MIBs supported, refer to Cisco IOS XR MIBs tool.

Guidelines and Restrictions for SNMP
These are the guidelines and restrictions for use of SNMP:

• SNMP outputs are only 32-bits wide, limiting the display to information less than 232 (4.29 Gigabits),
which can cause issues like concatenated results when displaying speed information for interfaces
exceeding this limit, such as 10 Gigabit interfaces.

• The recommended maximum number of object identifiers (OIDs) in a single SNMP request is 75.
Exceeding this limit can result in SNMP requests being dropped or SNMP polling timeouts.

SNMP Versions
These are the supported versions of SNMP:

• Simple Network Management Protocol Version 1 (SNMPv1)

• Simple Network Management Protocol Version 2c (SNMPv2c)

• Simple Network Management Protocol Version 3 (SNMPv3)

Both SNMPv1 and SNMPv2c use a community-based form of security. The community of managers able to
access the agent MIB is defined by an IP address access control list and password.

SNMPv2c support includes a bulk retrieval mechanism and more detailed error message reporting to
management stations. The bulk retrieval mechanism supports the retrieval of tables and large quantities of
information, minimizing the number of round-trips required. The SNMPv2c improved error handling support
includes expanded error codes that distinguish different kinds of error conditions; these conditions are reported
through a single error code in SNMPv1. Error return codes now report the error type. Three kinds of exceptions
are also reported: no such object exceptions, no such instance exceptions, and end of MIB view exceptions.

SNMPv3 is a security model. A security model is an authentication strategy that is set up for a user and the
group in which the user resides. A security level is the permitted level of security within a security model. A
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combination of a security model and a security level will determine which security mechanism is employed
when an SNMP packet is handled. See Table 1 for a list of security levels available in SNMPv3. The SNMPv3
feature supports RFCs 3411 to 3418.

You must configure the SNMP agent to use the version of SNMP supported by the management station. An
agent can communicate with multiple managers; for this reason, you can configure the Cisco IOS-XR software
to support communications with onemanagement station using the SNMPv1 protocol, one using the SNMPv2c
protocol, and another using SMNPv3.

Features Supported on SNMPv1, SNMPv2c, and SNMPv3

These are the operations supported on SNMPv1, SNMPv2c, and SNMPv3:

• get-request—Retrieves a value from a specific variable.

• get-next-request—Retrieves the value following the named variable; this operation is often used to
retrieve variables from within a table. With this operation, an SNMP manager does not need to know the
exact variable name. The SNMP manager searches sequentially to find the needed variable from within
the MIB.

• get-response—Operation that replies to a get-request, get-next-request, and set-request sent by an NMS.

• set-request—Operation that stores a value in a specific variable.

• trap—Unsolicited message sent by an SNMP agent to an SNMPmanager when some event has occurred.

The table identifies other key SNMP features supported by the SNMP v1, v2c, and v3.

Table 14: SNMPv1, SNMPv2c, and SNMPv3 Feature Support

SNMPv3SNMPv2cSNMPv1Feature

YesYesNoGet-Bulk Operation

Yes (No on the
Cisco IOS XR
software)

Yes (No on the
Cisco IOS XR
software)

NoInform Operation

YesYesNo64 Bit Counter

YesYesNoTextual Conventions

YesNoNoAuthentication

YesNoNoPrivacy (Encryption)

YesNoNoAuthorization and Access Controls (Views)

Security Models and Levels for SNMPv1, SNMPv2, SNMPv3

The security level determines if an SNMP message needs to be protected from disclosure and if the message
needs to be authenticated. There are three security levels within a security model:

• noAuthNoPriv—Security level that does not provide authentication or encryption.

• authNoPriv—Security level that provides authentication but does not provide encryption.
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• authPriv—Security level that provides both authentication and encryption.

Three security models are available: SNMPv1, SNMPv2c, and SNMPv3. The security model combined with
the security level determine the security mechanism applied when the SNMP message is processed.

The below table identifies what the combinations of security models and levels mean.

Table 15: SNMP Security Models and Levels

What HappensEncryptionAuthenticationLevelSNMP
Security
Model

Uses a community string match for
authentication.

NoCommunity stringnoAuthNoPrivv1

Uses a community string match for
authentication.

NoCommunity stringnoAuthNoPrivv2c

Uses a username match for authentication.NoUsernamenoAuthNoPrivv3

Provides authentication based on the HMAC
(Hash-Based Messsage Authentication
Code)-MD5 (Message Digest 5) algorithm or
the HMAC-SHA.

NoHMAC-MD5 or
HMAC-SHA

authNoPrivv3

Provides authentication based on the
HMAC-MD5 or HMAC-SHA algorithms.
Provides DES (Data Encryption Standard)
56-bit encryption in addition to authentication
based on the CBC (Cipher Block Chaining)
DES (DES-56) standard.

DESHMAC-MD5 or
HMAC-SHA

authPrivv3

Provides authentication based on the
HMAC-MD5 or HMAC-SHA algorithms.
Provides 168-bit 3DES (Triple Data Encryption
Standard) level of encryption.

3DESHMAC-MD5 or
HMAC-SHA

authPrivv3

Provides authentication based on the
HMAC-MD5 or HMAC-SHA algorithms.
Provides 128-bit AES (Advanced Encryption
Standard) level of encryption.

AESHMAC-MD5 or
HMAC-SHA

authPrivv3

Use of 3DES and AES encryption standards requires that the security package (k9sec) be installed. For
information on installing software packages, see Chapter Upgrading and Managing Cisco IOS XR Software
in System Setup and Software Installation Guide for ASR 9000 Series Routers.

From Cisco IOS XR Release 25.4.x, the SNMPv3 authentical protocols, DES, 3DES, and DES56, are no
longer supported due to the CiscoSSL upgrade to CiscoSSL (OpenSSL 3.0.15) upgrade to version 8.0.221.
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SNMPv3 Security Enhancements
SNMPv3 provides secure access to devices by providing authentication, encryption and access control. The
added security benefits secure SNMP against these security threats:

• Masquerade—The threat that an SNMP user may assume the identity of another SNMP user to perform
management operations for which that SNMP user does not have authorization.

• Message stream modification—The threat that messages may be maliciously reordered, delayed, or
replayed (to an extent that is greater than can occur through the natural operation of a subnetwork service)
to cause SNMP to perform unauthorized management operations.

• Disclosure—The threat that exchanges between SNMP engines could be eavesdropped. Protecting against
this threat may be required as a matter of local policy.

In addition, SNMPv3 provides access control over protocol operations on SNMP managed objects.

Comparative Response Times for SNMP Security Models and Levels

SNMPv3 authentication and encryption contribute to a slight increase in the response time when SNMP
operations on MIB objects are performed. This cost is far outweighed by the security advantages provided
by SNMPv3.

This table shows the order of response time (from least to greatest) for the various security model and security
level combinations.

Table 16: Order of Response Times from Least to Greatest

Security LevelSecurity Model

noAuthNoPrivSNMPv2c

noAuthNoPrivSNMPv3

authNoPrivSNMPv3

authPrivSNMPv3

Starting with Cisco IOS XR Release 25.4.x, SNMPv3 configurations using DES, 3DES, or DES56 are no
longer supported due to the CiscoSSL (OpenSSL 3.0.15) upgrade to version 8.0.221.

User-Based Security Model
SNMPv3User-Based SecurityModel (USM) refers to SNMPmessage-level security and offers these services:

• Message integrity—Ensures that messages have not been altered or destroyed in an unauthorized manner
and that data sequences have not been altered to an extent greater than can occur nonmaliciously.

• Message origin authentication—Ensures that the claimed identity of the user on whose behalf received
data was originated is confirmed.

• Message confidentiality—Ensures that information is not made available or disclosed to unauthorized
individuals, entities, or processes.
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SNMPv3 authorizes management operations only by configured users and encrypts SNMP messages.

USM uses two authentication protocols:

• HMAC-MD5-96 authentication protocol

• HMAC-SHA-96 authentication protocol

USM uses Cipher Block Chaining (CBC)-DES (DES-56) as the privacy protocol for message encryption.

Due to the CiscoSSL (OpenSSL 3.0.15) upgrade to version 8.0.221, from Cisco IOS XR Release 25.4.x, the
SNMPv3 authentication protocol, DES-56, is no longer supported.

View-Based Access Control Model
The View-Based Access Control Model (VACM) enables SNMP users to control access to SNMP managed
objects by supplying read, write, or notify access to SNMP objects. It prevents access to objects restricted by
views. These access policies can be set when user groups are configuredwith the snmp-server group command.

MIB Views

For security reasons, it is often valuable to be able to restrict the access rights of some groups to only a subset
of the management information within the management domain. To provide this capability, access to a
management object is controlled through MIB views, which contain the set of managed object types (and,
optionally, the specific instances of object types) that can be viewed.

Access Policy

Access policy determines the access rights of a group. These are the three types of access rights:

• Read-view access—The set of object instances authorized for the group when objects are read.

• Write-view access—The set of object instances authorized for the group when objects are written.

• Notify-view access—The set of object instances authorized for the group when objects are sent in a
notification.

IP Precedence and DSCP Support for SNMP
SNMP IP Precedence and Differentiated Services Code Point (DSCP) support delivers QoS specifically for
SNMP traffic. You can change the priority setting so that SNMP traffic generated in a router is assigned a
specific QoS class. The IP Precedence or IP DSCP code point value is used to determine how packets are
handled in weighted random early detection (WRED).

After the IP Precedence or DSCP is set for the SNMP traffic generated in a router, different QoS classes
cannot be assigned to different types of SNMP traffic in that router.

The IP Precedence value is the first three bits in the type of service (ToS) byte of an IP header. The IP DSCP
code point value is the first six bits of the differentiate services (DiffServ Field) byte. You can configure up
to eight different IP Precedence markings or 64 different IP DSCP markings.
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Session MIB Support on Subscriber Sessions
SNMP monitoring requires information about subscribers of all types. The
CISCO-SUBSCRIBER-SESSION-MIB is defined to model per-subscriber data as well as aggregate subscriber
(PPPoE) data. It is required to support notifications (traps) for aggregate session counts crossing configured
thresholds. GenericMIBData CollectorManager (DCM) support for CISCO-SUBSCRIBER-SESSION-MIB,
helps faster data collection and also better handling of parallel data.

SNMP Notifications: Traps versus Informs
A key feature of SNMP (Simple Network Management Protocol) is the ability to generate notifications from
an SNMP agent. SNMP notifications are messages sent by the agent to alert the SNMPmanager about specific
conditions or events on the network. These notifications do not require requests to be sent from the SNMP
manager.

Traps

On Cisco IOS XR software, unsolicited (asynchronous) notifications can be generated only as traps. Traps
are a type of SNMP notification that alert the SNMPmanager to conditions such as improper user authentication,
restarts, the closing of a connection, loss of connection to a neighbor router, or other significant events. Traps
are less reliable than informs because the receiver does not send any acknowledgment when it receives a trap,
leaving the sender unable to determine if the trap was received. Despite this, traps are often preferred because
they consume fewer resources in the router and the network. Once a trap is sent, it is immediately discarded,
minimizing memory usage and network traffic. This makes traps suitable for less critical notifications where
resource efficiency is more important than guaranteed delivery.

Trap Received by the SNMP Manager. In this illustration, the agent router sends a trap to the SNMP
manager. Although the manager receives the trap, it does not send any acknowledgment to the agent. The
agent has no way of knowing that the trap reached its destination.

Trap Not Received by the SNMP Manager. In this illustration, the agent sends a trap to the manager, but
the trap does not reach the manager. Because the agent has no way of knowing that the trap did not reach its
destination, the trap is not sent again. The manager never receives the trap.
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Previously, the SNMP agent would drop traps after 5 minutes if the respective hosts were unreachable. In its
new behavior, the SNMP agent now sends traps to all unreachable hosts instead of dropping them. There is
no change in the trap delay timer behavior.

Note

Informs

Informs are another type of SNMP notification that require acknowledgment from the SNMPmanager, making
them more reliable but also more resource-intensive. An SNMP manager that receives an inform request
acknowledges the message with an SNMP response Protocol Data Unit (PDU). If the manager does not receive
an inform request, it does not send a response, prompting the sender to resend the inform. This acknowledgment
mechanism ensures that informs are more likely to reach their intended destination. However, informs consume
more resources because they must be held in memory until a response is received or the request times out.
Additionally, informs may be retried several times, increasing network traffic and contributing to higher
overhead. Inform requests (inform operations) are supported fromCisco IOSXRSoftware Release 4.1 onwards.
Thus, informs provide a trade-off between reliability and resource consumption, making them suitable for
critical notifications where delivery assurance is essential.

Session Types
These are the supported session types:

• Point-to-Point Protocol over Ethernet (PPPoE) - PPPoE is a network protocol that encapsulates PPP
frames inside Ethernet frames. It is commonly used for establishing internet connections over DSL lines.
In SNMP, PPPoE sessions can be monitored to check the status, performance, and configuration of
connections established using this protocol.

• IP Subscriber Packet (IP SUB PKT) - This typically refers to the handling of IP packets for subscribers
in a network, often related to broadband or other IP-based services. Monitoring IP SUB PKT sessions
via SNMP can involve tracking packet flow, session status, and subscriber-specific data to ensure proper
service delivery and network performance.

• IP Subscriber DHCP (IP SUB DHCP) - This relates to IP address assignment using the DHCP (Dynamic
Host Configuration Protocol) for network subscribers. DHCP automatically assigns IP addresses and
other network configuration details to devices. SNMP can be used to monitor DHCP sessions, including
lease status, address allocation, and overall DHCP server performance.
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Configure SNMPv3
No specific command enables SNMPv3; the first snmp-server global configuration command (config), that
you issue enables SNMPv3. Therefore, the sequence in which you issue the snmp-server commands for this
task doesn't matter.

Due to the CiscoSSL (OpenSSL 3.0.15) upgrade to version 8.0.221, from Cisco IOS XR Release 25.4.x,
SNMPv3 configurations using priv des and priv 3des are not supported.

Follow these steps to configure SNMPv3.

Procedure

Step 1 Create or modify a view record.

Example:
Router# configure
Router(config)# snmp-server view view_name 1.3.6.1.2.1.1.5 included

Step 2 Configure a new SNMP group or a table that maps SNMP users to SNMP views.

Example:
Router(config)# snmp-server group group_name v3 noauth read view_name1 write view_name2

Step 3 Configure a new user to an SNMP group.

Example:
Router(config)# snmp-server user noauthuser group_name v3
Router# commit

Note
• Only one remote host can be assigned to the same username for SNMP version 3. If you configure the same username
with different remote hosts, only the last username and remote host combination is accepted and is seen in the show
running configuration. In the case of multiple SNMP managers, multiple unique usernames are required.

• When you execute an SNMP bulk request using the snmpbulkget command to an unavailable MIB, it provides a
next available MIB.

Set SNMP Engine ID
Follow these steps to set SNMP engine ID:

Procedure

Step 1 Set an engine ID.
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Example:
Router# configure terminal
Router(config)# snmp-server engineID local 1234567890abcdef1234567890abcdef

Router(conig)# commit

Engine ID is unique hexa-decimal string within your network.

Note
After the engine ID has been configured, the SNMP agent restarts.

Step 2 Verify the identification of the local SNMP engine.

Example:
Router# show snmp engineid
SNMP engineID 00000009000000a1ffffffff

Create SNMP View
There are two ways to create a view:

• You can include the object identifier (OID) of an ASN.1 subtree of a MIB family from a view by using
the included keyword of the snmp-server view command.

• You can exclude the OID subtree of the ASN.1 subtree of aMIB family from a view by using the excluded
keyword of the snmp-server view command.

Follow these steps to create an SNMP view:

Procedure

Step 1 Create a view that includes the sysName(1.3.6.1.2.1.1.5) object.

Example:
Router#configure terminal
Router(config)#snmp-server view SNMP_VIEW1 1.3.6.1.2.1.1.5 included

Step 2 Create a view that includes all the OIDs of a system group.

Example:
Router# configure terminal
Router(config)# snmp-server view SNMP_VIEW1 1.3.6.1.2.1.1 included

Step 3 Create a view that includes all the OIDs under the system group except the sysName object (1.3.6.1.2.1.1.5), which has
been excluded.

Example:
Router# configure terminal
Router(config)# snmp-server view SNMP_VIEW1 1.3.6.1.2.1.1 included
Router(config)# snmp-server view SNMP_VIEW1 1.3.6.1.2.1.1.5 excluded
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Step 4 Display the configured views.

Example:
Router# show snmp view
v1default 1.3.6.1 - included nonVolatile active
SNMP_VIEW1 1.3.6.1.2.1.1 - included nonVolatile active
SNMP_VIEW1 1.3.6.1.2.1.1.5 - excluded nonVolatile active

Create SNMP Group
Follow these steps to create an SNMP group:

Procedure

Step 1 Define the VRF and associate it with an SNMP context.

Example:
Router# configure
Router(config)# snmp-server vrf VRF_A context BGP_Context

Step 2 Define the SNMP community and associate it with a VRF.

Example:
Router(config)# snmp-server community public RW

Step 3 Define the SNMP context.

Example:
Router(config)#snmp-server context BGP_Context

Step 4 Map the community string to the SNMP context.

Example:
Router(config)# snmp-server community-map public context BGP_Context

Step 5 Specify the SNMP host that will receive the traps.

Example:
Router(config)# snmp-server host 198.51.100.1 traps version 2c public

Step 6 Verify the SNMP configuration.

Example:
Router(config)# show running configuration
snmp-server vrf V1
context V1_bgp
!
snmp-server community V1 RW
snmp-server context V1_bgp
snmp-server community-map V1 context V1_bgp router bgp 65000
nsr
address-family ipv4 unicast
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!
address-family vpnv4 unicast
!
neighbor 192.0.2.254
remote-as 65001
address-family ipv4 unicast
route-policy ALL in
route-policy ALL out
!
!
vrf V1
**********
address-family ipv4 unicast
!
neighbor 192.0.2.255
remote-as 65003
address-family ipv4 unicast
!
!
!
!
end

Configure SNMP Trap Notifications
Due to the CiscoSSL (OpenSSL 3.0.15) upgrade to version 8.0.221, from Cisco IOS XR Release 25.4.x,
SNMP trap notification configurations using priv des and priv 3des are not supported.

Follow these steps to configure SNMP trap notifications.

Procedure

Step 1 Configure a new SNMP group or a table that maps SNMP users to SNMP views.

Example:
Router# configure
Router(config)# snmp-server group group_name v3 noauth read view_name1 write view_name2

Step 2 Configure a new user to an SNMP group.

Example:
Router(config)# snmp-server user noauthuser group_name v3

Note
• Only one remote host can be assigned to the same username for SNMP version 3. If you configure the same username
with different remote hosts, only the last username and remote host combination will be accepted and will be seen
in the show running configuration. In the case of multiple SNMPmanagers, multiple unique usernames are required.

• When you execute an SNMP bulk request using the snmpbulkget command to an unavailable MIB, it provides a
next available MIB.
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Step 3 Specify SNMP trap notifications, the version of SNMP to use, the security level of the notifications, and the recipient
(host) of the notifications.

Example:
Router(config)# snmp-server host 12.26.25.61 traps version 3 noauth userV3noauth

Step 4 Enable the sending of trap notifications and specify the type of trap notifications to be sent.

Example:
Router(config)# snmp-server traps bgp
Router# commit

If a trap is not specified with the notification-type argument, all supported trap notifications are enabled on the router.
To display which trap notifications are available on your router, enter the snmp-server traps? command.

Step 5 Display information about the configured SNMP notification recipient (host), port number, and security model.

Example:
Router# show snmp host
Notification host: 10.50.32.170 udp-port: 2345 type: trap user: userV3auth security model: v3 auth
Notification host: 10.50.32.170 udp-port: 2345 type: trap user: userV3noauth security model: v3 noauth
Notification host: 10.50.32.170 udp-port: 2345 type: trap user: userV3priv security model: v3 priv
Notification host: 10.50.32.170 udp-port: 2345 type: trap user: userv2c security model: v2c

The output gives information about -

• IP address of the configured notification host

• UDP port where SNMP notification messages are sent

• type of trap configured

• security level of the configured user, and

• security model configured.

Note
The default User Datagram Protocol (UDP) port is 161. If you do not a specify a UDP port with the udp-port keyword
and port argument, then the configured SNMP trap notifications are sent to port 161.

Set the Contact, Location, and Serial Number of the SNMP Agent
Follow these steps to set the contact, location, and serial number of the SNMP Agent.

Procedure

Step 1 (Optional) Set the system contact string.

Example:
Router# configure
Router(config)# snmp-server contact Dial System Operator at beeper # 27345
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Step 2 (Optional) Set the system location string.

Example:
Router(config)# snmp-server location Building 3/Room 214

Step 3 (Optional) Set the serial number.

Example:
Router(config)# snmp-server chassis-id 1234456
Router(config)# commit

Set the Maximum SNMP Agent Packet Size
Perform this task to set the maximum SNMP agent packet size.

Procedure

Set the maximum packet size.

Example:
Router# configure
Router(config)# snmp-server packetsize 1024
Router(config)# commit

Change Notification Operation Values
After SNMP notifications have been enabled, you can specify a value other than the default for the source
interface, message queue length, or retransmission interval.

Follow these steps to specify a source interface for trap notifications, the message queue length for each host,
and the retransmission interval.

Procedure

Step 1 Specify the source interface for trap notifications.

Example:
Router# configure
Router(config)# snmp-server trap-source POS 0/0/1/0

Step 2 Establish the message queue length for each notication.

Example:
Router(config)# snmp-server queue-length 20
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Defines how often to resend notifications on the queue.

Step 3 Define how often to resend notifications on the retransmission queue.

Example:
Router(config)# snmp-server trap-timeout 20
Router(config)# commit

Set IP Precedence or DSCP Value
Follow these steps to set IP Precedence or IP DSCP for SNMP traffic.

Before you begin

SNMP must be configured.

Procedure

Set an IP precedence or IP DSCP for SNMP traffic.

Example:
Router# configure
Router(config)# snmp-server dscp 24
Router(config)# commit

Router# configure
Router(config)# snmp-server ipv4 precedence 7
Router(config)# commit

Configure MIB Data to be Persistent
Many SNMP MIB definitions define arbitrary 32-bit indices for their object tables. MIB implementations
often do a mapping from the MIB indices to some internal data structure that is keyed by some other set of
data. In these MIB tables the data contained in the table are often other identifiers of the element being
modelled. For example, in the ENTITY-MIB, entries in the entPhysicalTable are indexed by the 31-bit value,
entPhysicalIndex, but the entities could also be identified by the entPhysicalName or a combination of the
other objects in the table.

Because of the size of some MIB tables, significant processing is required to discover all the mappings from
the 32-bit MIB indices to the other data which the network management station identifies the entry. For this
reason, it may be necessary for some MIB indices to be persistent across process restarts, switchovers, or
device reloads. The ENTITY-MIB entPhysicalTable and CISCO-CLASS-BASED-QOS-MIB are two such
MIBs that often require index values to be persistent.

Also, because of query response times and CPU utilization during CISCO-CLASS-BASED-QOS-MIB statistics
queries, it is desirable to cache service policy statistics.
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Follow these steps to configure MIB data to be peristent.

Procedure

Step 1 (Optional) Enable the persistent storage of ENTITY-MIB data.

Example:
Router(config)# snmp-server entityindex persist

Step 2 (Optional) Enable persistent storage of the CISCO-CLASS-BASED-QOS-MIB data.

Example:
Router(config)# snmp-server mibs cbqosmib persist

Step 3 (Optional) Enable QoS MIB caching with a specified cache refresh time.

Example:
Router(config)# snmp-server mibs cbqosmib cache refresh time 45

Step 4 (Optional) Enable QoS MIB caching with a limited number of service policies to cache.

Example:
Router(config)# snmp-server mibs cbqosmib cache service-policy count 50

Step 5 Enable ifIndex persistence globally on all Simple Network Management Protocol (SNMP) interfaces.

Example:
Router(config)# snmp-server ifindex persist

Configure LinkUp and LinkDown Traps for a Subset of Interfaces
Follow these steps to specify a regular expression to represent the interfaces for which you are interested in
setting traps, you can enable or disable linkUp and linkDown traps for a large number of interfaces
simultaneously.

Before you begin

SNMP must be configured.

Procedure

Step 1 Enter snmp-server interface mode for the interfaces identified by the regular expression.

Example:
Router# configure
Router(config)# snmp-server interface subset 10 regular-expression "^Gig[a-zA-Z]+[0-9/]+\."
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The subset-number argument identifies the set of interfaces, and also assigns a priority to the subset in the event that an
interface is included in more than one subset. Lower numbers have higher priority and their configuration takes precedent
over interface subsets with higher numbers.

The expression argument must be entered surrounded by double quotes.

Step 2 Disable linkUp and linkDown traps for all interfaces being configured using the notification linkupdown disable
command. To enable previously disabled interfaces, use the no form of this command.

Example:
Router(config-snmp-if-subset)# notification linkupdown disable
Router(config-snmp-if-subset)# commit

Step 3 (Optional) Display the linkUp and linkDown notification status for all interfaces identified by the subset priority.

Example:
Router# show snmp interface notification subset 10

Step 4 (Optional) Display the linkUp and linkDown notification status for all interfaces identified by the regular expression.

Example:
Router# show snmp interface notification regular-expression "^Gig[a-zA-Z]+[0-9/]+\."

Step 5 (Optional) Display the linkUp and linkDown notification status for the specified interface.

Example:
Router# show snmp interface notification tengige 0/4/0/3.10

Configure VRF Aware SNMP Context for Polling BGP Data
VRF awareness is usually done using existing, non-VRF awareMIB definitions. This means thatMIB definition
doesn't mention anything about VRFs. However they could be used within VRF context. The VRF-awareness
is done using SNMP contexts, where a SNMP context maps to a specific VRF.

Follow these steps to configure VRF aware SNMP context for polling BGP data.

Before you begin

• Ensure that MIB implementation is VRF-aware.

• Ensure that the implementation of all get requests support VRF context.

Procedure

Step 1 Define the VRF and associate it with an SNMP context using the snmp-server vrf context command.

Example:
Router# configure
Router(config)# snmp-server vrf VRF_A context BGP_Context
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Step 2 Define the SNMP community string and associate it with the VRF using the snmp-server community RW command.

Example:
Router(config)# snmp-server community public RW

Step 3 Define SNMP context using the snmp-server context command.

Example:
Router(config)# snmp-server context BGP_Context

Step 4 Map the community string to the SNMP context using the snmp-server community-map context command.

Example:
Router(config)# snmp-server community-map public context BGP_Context

Step 5 Specify the SNMP host that will receive traps using the snmp-server host traps version 2c command.

Example:
Router(config)# snmp-server host 198.51.100.1 traps version 2c public

Step 6 Verify the configuration using the show running configuration command.

Example:
Router(config) #show running configuration
snmp-server vrf V1
context V1_bgp
!
snmp-server community V1 RW
snmp-server context V1_bgp
snmp-server community-map V1 context V1_bgp router bgp 65000
nsr
address-family ipv4 unicast
!
address-family vpnv4 unicast
!
neighbor 192.0.2.254
remote-as 65001
address-family ipv4 unicast
route-policy ALL in
route-policy ALL out
!
!
vrf V1
rd 111:111
address-family ipv4 unicast
!
neighbor 192.0.2.255
remote-as 65003
address-family ipv4 unicast
!
!
!
!
end
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Configure OSPF processes Using SNMP Context
Follow these steps to configure OSPF processes using SNMP context:

Procedure

Step 1 Configure the SNMP communities that are used for read-write access.

Example:
Router# configure
Router(config)# snmp-server community com1 RW
Router(config)# snmp-server community com2 RW

Step 2 Configure the SNMP contexts that are associated with the OSPF processes.

Example:
Router(config)# snmp-server context ctx1
Router(config)# snmp-server context ctx2

Step 3 Map the SNMP communities to the respective contexts.

Example:
Router(config)# snmp-server community-map com1 context ctx1
Router(config)# snmp-server community-map com2 context ctx2

Step 4 Define the first and second OSPF process and associate it with the respective SNMP context.

Example:
Router(config)# router ospf one
Router(config-router)# snmp context ctx1
Router(config-router)# area 0
Router(config-router)# interface GigabitEthernet0/2/0/0
Router(config-if)# exit
Router(config-router)# exit

Router(config)# router ospf two
Router(config-router)# snmp context ctx2
Router(config-router)# area 0
Router(config-router)# interface GigabitEthernet0/2/0/1
Router(config-if)# exit
Router(config-router)# exit

Configure OSPF Neighbour in VRF
Follow these steps to configure OSPF neighbour in VRF.
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Procedure

Step 1 Create the VRF and configure SNMP server for VRF.

Example:
Router# configure
Router(config)# vrf definition VRF_A
Router(config)# snmp-server vrf VRF_A

Step 2 Create SNMP context.

Example:
Router# snmp-server context ctx1

Step 3 Configure SNMP Community.

Example:
Router(config)# snmp-server community com1 RW

Step 4 Map SNMP community with context and associate SNMP context with VRF.

Example:
Router# snmp-server community-map com1 context ctx1 router ospf core
Router(config)# vrf VRF_A
Router(config-vrf)# snmp context ctx1
Router(config-vrf)# exit
Router(config)# end
Router# write memory
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C H A P T E R 13
Periodic MIB Data Collection and Transfer

This chapter describes how to periodically transfer selected MIB data from your router to a specified
NetworkManagement System (NMS). The periodic MIB data collection and transfer feature is also known
as bulk statistics.

• MIB Data Collection and Transfer, on page 125
• SNMP Objects and Instances, on page 126
• Bulk Statistics Object Lists, on page 126
• Bulk Statistics Schemas, on page 126
• Bulk Statistics Transfer Options, on page 126
• Benefits of MIB Data Collection and Transfer, on page 127
• Configure MIB Data Collection and Transfer, on page 127

MIB Data Collection and Transfer
MIB (Management Information Base) Data Collection and Transfer is a process in network management that
involves the regular gathering and transmission of performance, configuration, and fault management data
from the routers. Utilizing protocols such as SNMP (Simple Network Management Protocol), the routers
periodically collect data from their MIBs, which include various metrics like CPU usage, memory usage, and
interface statistics. This data is then transferred to a central network management system (NMS) or server for
analysis. The NMS processes the incoming data to provide insights into network performance, detect anomalies,
and assist in troubleshooting. The periodic collection and transfer of MIB data enable proactive monitoring,
early fault detection, capacity planning, and compliance with network policies. Configuring this process
involves setting the collection intervals, selecting specificMIB variables to be monitored, and ensuring secure
data transfer through proper SNMP configuration. This continuous monitoring helps maintain the health and
efficiency of the network, allowing administrators to address potential issues promptly and plan for future
requirements.

Guidelines and Restrictions for MIB Data Collection and Transfer

To useMIB data collection and transfer, you should be familiar with the Simple NetworkManagement Protocol
(SNMP)model of management information. You should also knowwhatMIB information you want to monitor
on your network devices, and the OIDs or object names for the MIB objects to be monitored.
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SNMP Objects and Instances
A type (or class) of SNMP management information is called an object. A specific instance from a type of
management information is called an object instance (or SNMP variable). To configure a bulk statistics
collection, you must specify the object types to be monitored using a bulk statistics object list and the specific
instances of those objects to be collected using a bulk statistics schema.

MIBs, MIB tables, MIB objects, and object indices can all be specified using a series of numbers called an
object identifier (OID). OIDs are used in configuring a bulk statistics collection in both the bulk statistics
object lists (for general objects) and in the bulk statistics schemas (for specific object instances).

Bulk Statistics Object Lists
To group the MIB objects to be polled, you need to create one or more object lists. A bulk statistics object
list is a user-specified set of MIB objects that share the same MIB index. Object lists are identified using a
name that you specify. Named bulk statistics object lists allow the same configuration to be reused in different
bulk statistics schemas.

All the objects in an object list must share the same MIB index. However, the objects do not need to be in the
same MIB and do not need to belong to the same MIB table. For example, it is possible to group ifInOctets
and a CISCO-IF-EXTENSION-MIB object in the same schema, because the containing tables for both objects
are indexed by the ifIndex.

Bulk Statistics Schemas
Data selection for the MIB Data Collection and Transfer Mechanism requires the definition of a schema with
this information:

• Name of an object list.

• Instance (specific instance or series of instances defined using a wild card) that needs to be retrieved for
objects in the specified object list.

• How often the specified instances need to be sampled (polling interval). The default polling interval is
5 minutes.

A bulk statistics schema is also identified using a name that you specify. This name is used when configuring
the transfer options.

Bulk Statistics Transfer Options
After configuring the data to be collected, a single virtual file (VFile or bulk statistics file) with all collected
data is created. This file can be transferred to a network management station using FTP or TFTP. You can
specify how often this file should be transferred. The default transfer interval is once every 30 minutes. You
can also configure a secondary destination for the file to be used if, for whatever reason, the file cannot be
transferred to the primary network management station.
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The value of the transfer interval is also the collection period (collection interval) for the local bulk statistics
file. After the collection period ends, the bulk statistics file is frozen, and a new local bulk statistics file is
created for storing data. The frozen bulk statistics file is then transferred to the specified destination.

By default, the local bulk statistics file is deleted after successful transfer to network management station.

Benefits of MIB Data Collection and Transfer
These are the benefits of MIB Data Collection and Transfer:

• Configurable through the CLI without needing an external monitoring application.

• Suitable for medium to high-end platforms with sufficient local storage.

• Minimizes data loss during temporary network outages by storing bulk statistics files locally.

• More powerful data selection features compared to the bulk file MIB

• Enables grouping of MIB objects from different tables into data groups (object lists).

• Offers a flexible instance selection mechanism, not restricted to fetching entire MIB tables.

Configure MIB Data Collection and Transfer
Before you begin

To useMIB data collection and transfer, you should be familiar with the Simple NetworkManagement Protocol
(SNMP)model of management information. You should also knowwhatMIB information you want to monitor
on your network devices, and the OIDs or object names for the MIB objects to be monitored.

Procedure

Step 1 Configure a Bulk Statistics Object List, on page 127
Step 2 Configure a Bulk Statistics Schema, on page 128
Step 3 Configure Bulk Statistics Transfer Options, on page 129

Configure a Bulk Statistics Object List
Follow these steps to configure bulk statistics object list.

Procedure

Step 1 Define an SNMP bulk statistics object list and enter bulk statistics object list configuration mode using the snmp-server
mib bulkstat object-list.
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Example:
Router# configure
Router(config)#snmp-server mib bulkstat object-list ifMib

Step 2 Add a MIB object to the bulk statistics object list. Repeat as desired until all objects to be monitored in this list are added
using the add command.

Example:
Router(config-bulk-objects)# add 1.3.6.1.2.1.2.2.1.11
Router(config-bulk-objects)# add ifAdminStatus
Router(config-bulk-objects)# add ifDescr

Note
When specifying an object name instead of an OID (using the add command), only object names with mappings shown
in the show snmp mib object command output can be used.

Configure a Bulk Statistics Schema
Follow these steps to configure bult statistics schema.

Before you begin

The bulk statistics object list to be used in the schema must be defined.

Procedure

Step 1 Name the bulk statistics schema using the snmp-server mib bulkstat schema command.

Example:
Router# configure
Router(config)# snmp-server mib bulkstat schema intE0

Step 2 Enter the bulk statistics schema mode and specify the bulk statistics object list to be included in this schema using the
object-list command.

Example:
Router(config-bulk-sc)# object-list ifMib

Specify only one object list per schema. If multiple object-list commands are executed, the earlier ones are overwritten
by newer commands.

Step 3 Specify the instance information for objects in this schema using the instance exact command or instance wild command
or instance range command or instance repetetion command.

Example:
Router(config-bulk-sc)# instance wild oid 1
or
Router(config-bulk-sc)# instance exact interface FastEthernet 0/1.25
or
Router(config-bulk-sc)# instance range start 1 end 2
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or
Router(config-bulk-sc)# instance repetition 1 max 4

Only one instance command can be configured per schema. If multiple instance commands are executed, the earlier
ones are overwritten by new commands.

Step 4 Set how often the data should be collected from the object instances specified in this schema, in minutes using the poll
interval command.

Example:
Router(config-bulk-sc)# poll-interval 10

The default is once every 5 minutes. The valid range is from 1 to 20000.

Configure Bulk Statistics Transfer Options
Follow these steps to configure bulk statistics transfer options.

Before you begin

The bulk statistics object lists and bulk statistics schemas must be defined before configuring the bulk statistics
transfer options.

Procedure

Step 1 Identify the transfer configuration with a name (transfer-id argument) and enter bulk statistics transfer configuration mode
using the snmp-server mib bulkstat transfer-id command.

Example:
Router#configure
Router(config)# snmp-server mib bulkstat transfer bulkstat1

Step 2 (Optional) Specify the maximum size for the bulk statistics data file, in bytes using the buffer-size command.

Example:
Router(config-bulk-tr)# buffersize 3072

The valid range is from 1024 to 2147483647 bytes. The default buffer size is 2048 bytes.

Note
If the maximum buffer size for a bulk statistics file is reached before the transfer interval time expires, all additional data
received is deleted. To correct this behavior, you can decrease the polling frequency, or increase the size of the bulk
statistics buffer.

Step 3 Specify the format of the bulk statistics data file (VFile) using the format command.

Example:
Router(config-bulk-tr)# format schemaASCII

The default is schemaASCII.

Note
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Transfers can only be performed using schemaASCII (cdcSchemaASCII) format. SchemaASCII is a human-readable
format that contains parser-friendly hints for parsing data values.

Step 4 Specify the bulk statistics schema to be transferred using the schema command.

Example:
Router(config-bulk-tr)# schema ATM2/0-IFMIB
Router(config-bulk-tr)# schema ATM2/0-CAR
Router(config-bulk-tr)# schema Ethernet2/1-IFMIB

Repeat this command as desired. Multiple schemas can be associated with a single transfer configuration; all collected
data are placed in a single bulk data file (VFile).

Step 5 (Optional) Specify how often the bulk statistics file are transferred, in minutes using the transfer interval command.

Example:
Router(config-bulk-tr)# transfer-interval 20

The default value is once every 30 minutes. The transfer interval is the same as the collection interval.

Step 6 (Optional) Specify the network management system (host) that the bulk statistics data file is transferred to, and the protocol
to use for transfer using the url primary command.

Example:
Router(config-bulk-tr)# url secondary tftp://10.1.0.1/tftpboot/user/bulkstat1

The destination is specified as a Uniform Resource Locator (URL). FTP or TFTP can be used for the bulk statistics file
transfer.

Step 7 (Optional) Specify the number of transmission retries using the retry command.

Example:
Router(config-bulk-tr)# retry 1

The default value is 0 (in other words, no retries). If an attempt to send the bulk statistics file fails, the system can be
configured to attempt to send the file again using this command.

One retry includes an attempt first to the primary destination then, if the transmission fails, to the secondary location. For
example, if the retry value is 1, an attempt is made first to the primary URL, then to the secondary URL, then to the
primary URL again, then to the secondary URL again. The valid range is from 0 to 100.

If all retries fail, the next normal transfer occurs after the configured transfer-interval time.

Step 8 Specify how long the bulk statistics file should be kept in systemmemory, in minutes, after the completion of the collection
interval and a transmission attempt is made retain command.

Example:
Router(config-bulk-tr)# retain 60

The default value is 0. Zero (0) indicates that the file is deleted immediately after the transfer is attempted. The valid
range is from 0 to 20000.

Note
If the retry command is used, you should configure a retain interval larger than 0. The interval between retries is the retain
interval divided by the retry number. For example, if retain 10 and retry 2 are configured, two retries are attempted once
every 5 minutes. Therefore, if retain 0 is configured, no retries are attempted.

Step 9 Begin the bulk statistics data collection and transfer process for this configuration using the enable command.
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Example:
Router(config-bulk-tr)# enable

• For successful execution of this action, at least one schema with non-zero number of objects must be configured.

• Periodic collection and file transfer begins only if this command is configured. Conversely, the no enable command
stops the collection process. A subsequent enable starts the operations again.

• Each time the collection process is started using the enable command, data is collected into a new bulk statistics
file. When the no enable command is used, the transfer process for any collected data immediately begins (in other
words, the existing bulk statistics file is transferred to the specified management station).

Monitor MIB Data Collection and Transfer
Follow this step to monitor MIB data collection and transfer:

Procedure

Monitor MIB Data Collection and Transfer using the show snmp mib bulkstat transfer command.

Example:
Router# show snmp mib bulkstat transfer

Transfer Name : ifmib
Retained files

File Name : Time Left (in seconds) :STATE
---------------------------------------------------------------------
ifmib_Router_020421_100554683 : 173 : Retry (2 Retry attempt(s) Left)
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C H A P T E R 14
Configure object tracking

This module describes the configuration of object tracking on your Cisco IOS XR network. To locate
documentation for other commands that might appear in the course of performing a configuration task, search
online in Cisco ASR 9000 Series Aggregation Services Router Commands Master List.

Table 17: Feature History Table

Feature DescriptionRelease InformationFeature Name

You can now track an object (for
example, an interface) and
configure to error-disable a
loopback interfacewhen the tracked
object state changes. This is
beneficial when the loopback
interface is the source of multiple
tunnels and all tunnels need to be
brought down simultaneously.
Earlier, you couldn't error-disable
loopback interface.

Release 7.10.1Enhanced object tracking for
loopback interfaces

The Enhanced Object Tracking
feature is introduced. The ability to
error-disable interfaces is added
based on the state of objects that
are tracked.

Release 6.4.2Enhanced object tracking

The ability to create a tracked list
based on a threshold percentage or
weight was added.

Release 4.2.1Enhanced object tracking

This feature was introduced.Release 4.0.0Enhanced object tracking

• Information about object tracking, on page 134
• Implement object tracking, on page 135
• Enhanced object tracking, on page 137
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Information about object tracking
Object tracking enables the system to monitor a specific object and perform a client-defined action on another
object. The object receiving the action may not have any direct relationship with the tracked object. The system
bases these actions on changes in the properties of the tracked object.

• Boolean AND function —When you assign a Boolean AND function to a tracked list, the system
requires every object in the subset to be in the "up" state for the tracked object to be considered "up."

• Boolean OR function —When you assign a Boolean OR function to a tracked list, the system requires
at least one object in the subset to be in the "up" state for the tracked object to be considered "up."

Assign a tracked object

You can assign each tracked object a unique name using the track command in configuration mode.

Track process

The tracking process operates as follows:

• Polling: The system periodically polls the tracked object.

• State Monitoring: It detects and reports any changes in the object's state.

• State Values: The tracked object can be in either an "up" or "down" state.

• Polling Timing: Polling occurs either:

• Immediately, or

• After a configured delay

Track multiple objects

You can track multiple objects using a list. The system supports flexible combinations using Boolean logic.

Boolean AND Function

• When you assign a Boolean AND function to a tracked list:

• All objects in the subset must be in the "up" state.

• This condition sets the tracked object to the "up" state.

Boolean OR Function

• When you assign a Boolean OR function to a tracked list:

• At least one object in the subset must be in the "up" state.

• This condition sets the tracked object to the "up" state.
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Implement object tracking
The purpose of this task is to implement object tracking and guide you on various object tracking procedures.

Before you begin

• You must be in a user group associated with a task group that includes the proper task IDs.

• The command reference guides include the task IDs required for each command.

• If you suspect user group assignment is preventing you from using a command, contact your AAA
administrator for assistance.

• Steps listed below can be performed in any order based on your requirement.

Procedure

Step 1 Track the line protocol state of an interface - To track the line protocol state of an interface in global configuration
mode on a Cisco device, you can use the object tracking feature:

Example:

Router# configure
Router(config)# track track1
Router(config-track)# type line-protocol state
Router(config-track-line-prot)# interface atm 0/2/0/0.1
Router(config-track-line-prot)# exit
Router(config-track)# delay up 10 down 5 (optional)
Router(config-track)# commit

Step 2 Track the IP route reachability - To track the state of a route in the routing table using Cisco's object tracking, you can
configure a tracked object that monitors whether a specific route exists and is reachable. You can do it in the global
configuration mode:

Example:

Router# configure
Router(config)# track track1
Router(config-track)# type route reachability vrf internet
Router(config-track-route)# vrf vrf-table-4
Router(config-track-line-prot)# exit
Router(config-track)# delay up 10
Router(config-track)# commit

You can configure the type of IP route to be tracked, which can consist of either of the following, depending on your
router type:

• Router(config-track-route)# vrf vrf-table-4 or

• Router(config-track-route)# route ipv4 10.56.8.10/16

Step 3 Build a track based on a list of objects - To create a tracked list of objects using the boolean expression in global
configuration mode on a Cisco device, follow these steps. This is useful when you want to track the combined state of
multiple interfaces or routes using logical operators like AND, OR, and NOT.
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Note
An object must exist before it can be added to a tracked list. The NOT operator is specified for one or more objects and it
negates the state of the object.

Example:

Router# configure
Router(config)# track track1
Router(config-track-list)# type list boolean and
Router(config-track-list)# object 3 not
Router(config-track-line-prot)# exit
Router(config-track)# delay up 10
Router(config-track)# commit

Step 4 Build a track based on a list of objects - threshold percentage - To create a tracked list of objects using a threshold
percentage in global configuration mode, use the threshold percentage option. This allows the tracked list to be
considered up when a specified percentage of the tracked objects are up.

Example:

Router# configure
Router(config)# track track1
Router(config-track-list)# type list threshold percentage
Router(config-track-list-threshold)# object 1
Router(config-track-list-threshold)# object 2
Router(config-track-list-threshold)# object 3
Router(config-track-list-threshold)# object 4
Router(config-track-list-threshold)# threshold percentage up 50 down 33
Router(config-track)# commit

Step 5 Build a track based on a list of objects - threshold weight - To create a tracked list of objects using a threshold weight
in global configuration mode, follow this configuration. This method allows you to assign weights to individual tracked
objects and determine the overall state of the list based on a cumulative weight threshold.

Example:

Router# configure
Router(config)# track track1
Router(config-track-list)# type list threshold weight
Router(config-track-list-threshold)# object 1 weight 10
Router(config-track-list-threshold)# object 2 weight 5
Router(config-track-list-threshold)# object 3 weight 3
Router(config-track-list-threshold)# threshold weight up 10 down 5
Router(config-track)# commit

Step 6 Track IP SLA reachability - To enable the tracking of the return code of an IP SLA operation in global configuration
mode on a Cisco device, you can configure an object to monitor the success or failure of an IP SLA probe. This is useful
for tracking network performance or availability.

Example:

Router# configure
Router(config)# track track1
Router(config-track)# type rtr 100 reachability
Router(config-track)# delay up 5
Router(config-track)# delay down 10
Router(config-track)# commit
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Enhanced object tracking
Enhanced Object Tracking lets you extend tracking functions and implement actions. Actions trigger when
the tracked object moves from up to down states.

Based on the track state, you can error-disable one or more specified interfaces. If you don't configure the
auto-recover keyword, the interfaces stay disabled even after the track state returns to its original state. You
can configure auto-recover for each action configuration associated with the track.

In the Figure, router R1 configures tracks named track1 and track2 to track the line protocol state of interfaces
GigabitEthernet0/0/0/1 and GigabitEthernet0/1/0/1, respectively. Track3 tracks both track1 and track2 using
Boolean logic AND, so if either track1 or track2 goes down, track3 also goes down.

Additionally, track3 uses the action command to disable interfaces GigabitEthernet0/0/0/0 and
GigabitEthernet0/1/0/0 when track3 goes down.

Figure 1: Enhanced Object Tracking

Once the interfaces are error-disabled, they remain in the error-disabled state even if the track state changes
to the up state. This is the default behavior. To change this default behavior, you can optionally configure the
auto-recover keyword in the action command.

If you configure the optional auto-recover keyword, then the error-disabled state on the interfaces is cleared
when the track state changes to the up state.

Configure enhanced object tracking
The purpose of this task is to configure the Enhanced Object Tracking using the action command. You must
first

• define a track object and

• then specify actions to be taken when the state of that object changes, for example from up to down or
vice versa.

Before you begin

• Ensure the Enhanced Object Tracking is supported and enabled on your platform.

• The tracked object , such as interface, IP SLA, and route must be configured before applying the action
commands.
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Procedure

Step 1 Configure track1 to track line-protocol state of the interface FourHundredGigE0/0/0/1

Example:

Router#configure
Router(config)#track track1
Router(config-track)#type line-protocol state
Router(config-track-line-prot)#interface FourHundredGigE0/0/0/1
Router(config-track-line-prot)#exit
Router(config-track)#exit

Step 2 Configure track2 to track line-protocol state of the interface FourHundredGigE0/1/0/1

Example:
Router(config)#track track2
Router(config-track)#type line-protocol state
Router(config-track-line-prot)#interface FourHundredGigE0/1/0/1
Router(config-track-line-prot)#exit
Router(config-track)#exit

Step 3 Configure track3 with boolean AND of track1 state and track2 state. Specify actions to take when track3 state changes.

Example:
Router(config)#track track3
Router(config-track)#type list boolean and
Router(config-track-list-boolean)#object track1
Router(config-track-list-boolean)#object track2
Router(config-track-line-boolean)#exit
Router(config-track)#action
Router(config-track-action)#track-down error-disable interface FourHundredGigE0/0/0/0 auto-recover
Router(config-track-action)#track-down error-disable interface FourHundredGigE0/1/0/0

Step 4 Configure track4 to track line-protocol state of the HundredGigE0/0/0/35 interface and take action on loopback interface.

Example:
Router(config)#track track4
Router(config-track)#type line-protocol state
Router(config-track-line-prot)#interface HundredGigE0/0/0/35
Router(config-track-line-prot)#exit

Step 5 Specify action to take when track4 state changes. In this example, the action happens when the track state changes to up.

Example:
Router(config-track)#action
Router(config-track-action)#track-up error-disable interface Loopback100 auto-recover
Router(config-track)#exit
Router(config)#end

Verify enhanced object tracking
The purpose of this task is to use the show track command and view the state of the track.
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Procedure

Step 1 Use this state information to configure a tracked list using Boolean logic, threshold percentage, or threshold weight,
depending on your desired behavior.

Example:

Router#show track
Track track3

List boolean and is UP
7 changes, last change 16:04:28 IST Mon Jul 02 2018

object track2 UP
object track1 UP

Track track1
Interface FourHundredGigE0/0/0/1 line-protocol
Line protocol is UP
7 changes, last change 16:04:28 IST Mon Jul 02 2018

Track track2
Interface FourHundredGigE0/1/0/1 line-protocol
Line protocol is UP
7 changes, last change 16:02:41 IST Mon Jul 02 2018

Track track4
Interface HundredGigE0/0/0/35 line-protocol
Line protocol is DOWN
2 changes, last change 06:28:06 UTC Tue Jun 27 2023
Delay up 0 secs(default), down 0 secs(default)

Step 2 Use the show errdisable command to verify whether the interface configured for tracking is error-disabled. Since none
of the track states match the track-action state, the system places no interfaces in an error-disabled state.

Example:

Router#show error-disable
Interface Error-Disable reason Retry (s) Time disabled
------------------- ------------------------------ --------- ---------------
There are no interfaces error-disabled matching the given criteria

To view the status of all the interfaces of the tracked object, use the show interface brief command.

Router#show interface brief
Intf Name Intf State LineP State Encap Type MTU (byte) BW (Kbps)
Lo100 up up Loopback 1500 0
FourHundredGigE0/0/0/0 up up ARPA 1514 100000000
FourHundredGigE0/0/0/1 up up ARPA 1514 100000000
FourHundredGigE0/1/0/0 up up ARPA 1514 100000000
FourHundredGigE0/1/0/1 up up ARPA 1514 100000000
HundredGigE0/0/0/35 admin-down admin-down ARPA 1514 100000000

Step 3 When a track state changes, the system executes the corresponding track action and updates the status of the interfaces
configured in that action.

• Track 3 enters the down state when either Track 1 or Track 2 goes down.

• Track 4 enters the upstate when the HundredGigE0/0/0/35 interface comes up.

• When Track 3 is down and Track 4 is up, the show error-disablecommand displays the resulting output.
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Example:
Router#show error-disable
Interface Error-Disable reason Retry (s) Time disabled
------------------- ------------------------------ --------- ---------------
Loopback100 ot-track-state-change --- 08:44:07 FH0/0/0/0
ot-track-state-change --- 08:42:08 FH0/1/0/0 ot-track-state-change

--- 08:42:01

• When track3 state is down and track4 state is up, the show interface brief command displays the following output.

Example:
Router#show interface brief
Intf Name Intf State LineP State Encap Type MTU (byte) BW (Kbps)
Lo100 err-disable admin-down Loopback 1500 0
FourHundredGigE0/0/0/0 err-disable admin-down ARPA 1514 100000000
FourHundredGigE0/0/0/1 err-disable admin-down ARPA 1514 100000000
FourHundredGigE0/1/0/0 err-disable admin-down ARPA 1514 100000000
FourHundredGigE0/1/0/1 up up ARPA 1514 100000000
HundredGigE0/0/0/35 up up ARPA 1514 100000000

Step 4 Run the show interface brief command to view interface details.

when track3 state comes back up, the error-disable status on the interface FourHundredGigE0/0/0/0 clears. This is because
of the auto-recover configuration for FourHundredGigE0/0/0/0. However, interface FourHundredGigE0/1/0/0 remains
in the error-disable status because auto-recover is not configured on this interface.

Similarly, when track4 state goes down, the error-disable status on the interface Loopback100 clears because of the
auto-recover configuration for track4.

Example:
RP/0/0/CPU0:ios#show interface brief
Intf Name Intf State LineP State Encap Type MTU (byte) BW (Kbps)
Lo100 up up Loopback 1500 0
FourHundredGigE0/0/0/0 up up ARPA 1514 100000000
FourHundredGigE0/0/0/1 up up ARPA 1514 100000000
FourHundredGigE0/1/0/0 err-disable admin-down ARPA 1514 100000000
FourHundredGigE0/1/0/1 up up ARPA 1514 100000000
HundredGigE0/0/0/35 admin-down admin-down ARPA 1514 100000000

General Administration Guide on Cisco ASR 9000 Series Routers, Cisco IOS XR Releases
140

Configure object tracking
Verify enhanced object tracking



C H A P T E R 15
Configure OpenFlow Agent

OpenFlow is a specification developed by the Open Networking Foundation (ONF). It defines a flow-based
forwarding model for Ethernet switches (Layers 2–4) and provides a standardized protocol interface for
programmatic control.

OpenFlow enables a centralized controller to manage the forwarding behavior of network switches via a secure
channel. Through this interface, the controller can

• discover switch capabilities,

• add or remove flow entries, and

• request flow statistics

OpenFlow does not handle local device configuration. This remains outside the scope of the protocol.Note

At its core, OpenFlow acts as a forwarding instruction set, allowing applications to program routing and
switching behavior directly. It supports flexible packet handling, including

• arbitrary matching on packet header fields,

• custom actions such as header rewriting, and

• any-to-any routing and switching logic

Traditional routers and switches combine packet forwarding and routing decisions within the same device.
These decisions are typically governed by built-in protocols and control plane logic, with limited user
configuration. In contrast, OpenFlow separates control from forwarding, enabling more dynamic and
programmable network behavior.

Key features

These are some of the key features of the OpenFlow Agent:

• Flow-Based Forwarding: Implements a model that allows forwarding decisions based on flows rather
than individual packets.

• Standardized API: Defines a protocol that enables:

• Learning switch capabilities
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• Adding and removing flow control entries

• Requesting flow statistics

• Controller Integration: Allows a controller to securely manage the forwarding behavior of a switch
through a secure channel.

For details regarding OpenFlow, see the OpenFlow chapter in the System Management Configuration Guide
for Cisco ASR 9000 Series Routers.

• Prerequisites, on page 142
• Limitations and guidelines for OpenFlow agent, on page 142
• How does OpenFlow Agent work, on page 143
• Configure OneP for OpenFlow, on page 155
• Configure a Layer 2 logical switch for the OpenFlow Agent, on page 155
• Configure Layer 2_Layer 3 logical switch for the OpenFlow Agent, on page 156
• Configure a Layer 3_VRF logical switch, on page 156
• Configure a Layer 3_dual-stack logical switch for the OpenFlow Agent, on page 157
• Enable Transport Layer Security (TSL), on page 157
• Configure NetFlow for the OpenFlow Agent, on page 158
• Configuration Examples: Openflow, on page 158

Prerequisites
These are the prerequisites required to configure OpenFlow agent on the platforms supporting IOS-XR.

• Release 5.1.x software that has the OpenFlow functionality.

• The Enhanced Ethernet line card for the Cisco ASR 9000 Series Router is required for the OpenFlow
agent feature.

• Any controller with version 1.1 or 1.3 is required, for example, POX, ODL.

• The asr9k-k9sec Package Installation Envelope (PIE) must be present. The asr9k-mpls PIE is required
for support on MPLS core (such as, PWHE).

Limitations and guidelines for OpenFlow agent
These are some of the limitations you must be aware before configuring OpenFlow agent.

• Same interface cannot be added to more than one logical OpenFlow switch.

• No support for the output as an action for layer3 OpenFlow logical switch, such as pipeline131 and 132.

• Only layer 3 interface support the NetFlow sampling statistics.
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How does OpenFlow Agent work
The OpenFlow protocol is based on the Ethernet switch model. It uses an internal flow table and a standardized
interface to manage traffic flows by adding or removing flow entries. OpenFlow defines the communication
channel between the OpenFlow Agent on the switch and the OpenFlow controller on an external server. All
network management functions are either integrated into the controller or performed through it.

A physical switch can be segmented into multiple logical switches. This segmentation is configured using the
CLI, where each logical switch is associated with a specific controller connection and a set of enabled interfaces.
The OpenFlow Agent software manages these logical switches and facilitates communication with the
controller.

The OpenFlow Agent resides on the switch and is responsible for managing flow entries and interfacing with
the controller.

Note

The following figure illustrates the Cisco OpenFlow network architecture:

Figure 2: OpenFlow network architecture

Key Elements in the Cisco OpenFlow Architecture Diagram

1. OpenFlow Controller (External Server)

• Resides outside the switch.

• Manages flow entries and network behavior.

• Communicates with the OpenFlow Agent via a secure channel.

2. OpenFlow Agent (On the Switch)

• Embedded in the switch OS.

• Interfaces with the controller to receive flow instructions.

• Manages flow tables and applies actions to packets.
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3. Logical Switches

• A single physical switch is divided into multiple logical switches.

• Each logical switch is configured via CLI and associated with a specific controller.

• Interfaces are assigned to logical switches for traffic segmentation.

4. Flow Tables

• Contain match-action rules.

• Define how packets are processed (e.g., forward, drop, modify headers).

5. Secure Channel

• TLS or TCP-based communication between the controller and the agent.

• Ensures secure and reliable control traffic.

6. Data Plane vs. Control Plane

• The data plane handles packet forwarding based on flow table rules.

• The control plane (controller) makes high-level routing decisions.

This architecture enables centralized control and programmable network behavior, which is a core principle
of Software Defined Networking (SDN).

Openflow for the Cisco ASR 9000 Series router functions in the Integrated Hybrid mode. In this mode, both
Openflow and normal switching and routing (for layer 3) operations such as L2 ethernet switching, L3 routing,
etc are supported. Packets processed as the Openflow forwarding path can be processed as a normal forwarding
path.

Note

OpenFlow table types

An OpenFlow flow table is a structured collection of flow entries, where each entry defines specific match
criteria and associated actions to be performed on matching packets. The capabilities of a flow table are
determined by the types of match fields and actions it supports, which may vary depending on the switch
implementation.

Flow tables operate exclusively in the ingress direction, meaning they are applied only to incoming traffic.
This behavior is analogous to how a policy-map is applied in traditional networking. As such, OpenFlow
matches and actions are evaluated and executed solely on packets as they enter the switch.

In OpenFlow, a pipeline refers to a sequence of one or more flow tables arranged in a specific order. Each
packet entering the switch is processed through this ordered set of tables according to defined pipeline rules.

On the ASR 9000 (ASR9K) platform, the OpenFlow pipeline is limited to a single flow table. This means
that all packet matching and action execution must occur within that single table, without the ability to chain
multiple tables as in more complex OpenFlow implementations.
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Table 18: OpenFlow Table Types

DescriptionSupported InterfacesPipelineTable Type

• Supports L2 header
matches.

• Supports L2 actions.

• Can be applied to the
ingress L2 interfaces.

Bridge-domain, Gigabit
ethernet, Bundle,
Bundle-subinterfaces,
PWHE-subinterfaces

129L2

• Supports L2 and L3
(IPv4/IPv6) header
matches.

• Supports L2 actions.

• Can be applied to the
ingress L2 interfaces.

Bridge-domain, Gigabit
ethernet, Bundle,
Bundle-subinterfaces,
PWHE-subinterfaces

130L2_L3

• Supports L3 (IPv4)
header matches.

• Supports L3 (IPv4)
actions.

• Can be applied to the
ingress L3 interfaces.

VRF and global
interfaces, BVI (ipv4
only), Bridge-domain,
Gigabit ethernet, Bundle,
Bundle-subinterfaces

131L3_V4

• Supports L2 and L3
(IPv4/IPv6) header
matches.

• Supports L3
(IPv4/IPv6) actions.

• Can be applied to the
ingress L3 interfaces.

VRF and global
interfaces, BVI,
Bridge-domain, Gigabit
ethernet, Bundle,
Bundle-subinterfaces

132L3_DS

Packet-In and Packet-Out Feature

The Packet-In and Packet-Out feature enables communication between the OpenFlowAgent (logical switch)
and the OpenFlow Controller. This mechanism allows the agent to forward specific packets to the controller
for processing or decision-making.

To achieve this, the flow entry is programmed with a special output action that uses the OFP_CONTROLLER port.
When a packet matches such a flow, it is sent directly to the controller.

Additionally, this feature supports the standard OpenFlow output-to-port action. This action instructs the
OpenFlow Agent to forward all packets matching a given flow to a designated physical or logical port on the
switch.
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On-Demand Analytics with OpenFlow and NetFlow
Applications can be provided with on-demand analytics by using the OpenFlow protocol with NetFlow.
NetFlow provides statistics on packets flowing through the router, and is the standard for acquiring IP
operational data from IP networks.

The following NetFlow maps must be configured:

• Flow Exporter Map—Specifies the destination IP address of the NetFlow collector where the NetFlow
Version 9 packets are sent.

• FlowMonitorMap—Specifies the profile of the NetFlow producer, including the timeout values of active
and inactive timers, size of the NetfFow cache and the exporter to be used.

• Sampler Map—Specifies how often Network Processor (NPU) needs to sample incoming and outgoing
packets and create flow-packets to punt to the Line Card (LC) Central Processing Unit (CPU).

The following parameters must be specified on the OpenFlow Agent logical switch:

• Interface associated with the OpenFlow Agent logical switch that is enabled for NetFlow.

• Flow Monitor Map

• Sampler Map

• Controller IP address

OpenFlow can be integrated with NetFlow to provide applications with on-demand traffic analytics. NetFlow
is a widely adopted protocol for collecting IP traffic statistics, offering detailed insights into packets traversing
the router.

Enable NetFlow based analytics

To enable NetFlow-based analytics, the following NetFlow maps must be configured:

• Flow Exporter Map: Defines the destination IP address of the NetFlow collector where NetFlow Version
9 packets are exported.

• Flow Monitor Map: Specifies the characteristics of the NetFlow producer, including

• active and inactive timeout values,

• NetFlow cache size, and

• associated Flow Exporter Map

• SamplerMap: Determines the sampling rate for the Network Processor (NPU), indicating how frequently
packets (incoming and outgoing) are sampled and forwarded to the Line Card (LC) CPU for flow creation.

OpenFlow Agent configuration requirements

The following parameters must be specified on the OpenFlow Agent logical switch to enable NetFlow
integration.

• The interface associated with the OpenFlow Agent logical switch that is enabled for NetFlow

• The configured Flow Monitor Map
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• The configured Sampler Map

• The Controller IP address

OpenFlow Agent (OFA) on Cisco routers and switches

OpenFlow Software-Defined Networking (SDN) applications rely on network elements that support the
standard OpenFlow protocol and implement the OpenFlow switch model. On Cisco platforms, theOpenFlow
Agent (OFA) operates as a local process that enables this functionality by providing the following capabilities:

Key Features of the OpenFlow Agent

• OpenFlow Protocol Stack: Implements the standard OpenFlow protocol for communication with SDN
controllers.

• OpenFlow Switch Model: Abstracted from Cisco’s diverse hardware and software platforms.

• Version and Feature Negotiation: Supports dynamic negotiation of OpenFlow versions and capabilities
with controllers.

• Local State and Statistics Aggregation: Collects and maintains flow and interface statistics locally.

• Native CLI and Troubleshooting Tools: Offers dedicated command-line interface support for configuration
and diagnostics.

• High Availability: Designed for resilient operation in high-availability environments.

Functional components

The OpenFlow Agent supports the configuration of multiple controllers per logical switch. It can establish
connections with up to eight controllers simultaneously, providing them access to the logical switch’s flow
tables and interfaces. The agent receives flow entries from the controllers and reports flow and interface
statistics back to them.

For Layer 3 match conditions, Cisco extends the OpenFlow 1.0 and 1.3 protocols with a proprietary
set-nexthop action to enable routing functionality.

OpenFlow Agent on Cisco ASR 9000 series routers
On the Cisco ASR 9000 platform, the OpenFlow Agent supports multiple logical switch instances. Each
logical switch can manage

• a set of physical or logical interfaces,

• a Layer 2 bridge domain, or

• a Virtual Routing and Forwarding (VRF) instance

Each logical switch can establish

• a single OpenFlow connection to one controller, or

• multiple connections to different controllers for redundancy

Connections to controllers use either plain TCP or TLS for secure communication.
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Controller connection behavior

When a logical switch initiates a connection to a configured controller, the OpenFlow version is negotiated
based on the supported version bitmap on both the agent and the controller.

If a logical switch starts for the first time or loses connectivity with all controllers, it enters one of the following
modes based on configuration:

• Fail-Secure Mode (default): Continues forwarding based on a predefined default rule.

• Fail-StandaloneMode: Operates independently without controller input. This mode is enabled or disabled
via CLI using the fail-standalone option.

OpenFlow matches

Matches are supported on ingress port and various packet headers depending upon the packet type. Flows can
have priorities. Hence, the highest priority flow entry that matches the packet gets selected.

Following table shows the list of matches supported for various table types on Cisco ASR 9000 series routers

OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

L3_DSL3_V4L2_L3L2 onlyDescriptionOXM Flow match field
type for OpenFlow
basic class

YesYesYesYesSwitch input
port

OFPXMT_OFB_IN_PORT

NoNoNoNoSwitch
physical port

OFPXMT_OFB_IN_PHY_PORT

NoNoNoNoMetadata
passed
between
tables

OFPXMT_OFB_METADATA

YesNoYesYesEthernet
destination
address

OFPXMT_OFB_ETH_DST

YesNoYesYesEthernet
source address

OFPXMT_OFB_ETH_SRC

YesNoYesYesEthernet
frame type

OFPXMT_OFB_ETH_TYPE

YesNoYesYesVLAN IDOFPXMT_OFB_VLAN_VID

YesNoYesYesVLAN
priority

OFPXMT_OFB_VLAN_PCP

YesYesYesNoIP DSCP (6
bits in ToS
field)

OFPXMT_OFB_IP_DSCP
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OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

NoNoNoNoIP ECN (2
bits in ToS
field)

OFPXMT_OFB_IP_ECN

YesYesYesNoIP protocolOFPXMT_OFB_IP_PROTO

YesYesYesNoIPv4 source
address

OFPXMT_OFB_IPV4_SRC

YesYesYesNoIPv4
destination
address

OFPXMT_OFB_IPV4_DST

YesYesYesNoTCP source
port

OFPXMT_OFB_TCP_SRC

YesYesYesNoTCP
destination
port

OFPXMT_OFB_TCP_DST

YesYesYesNoUDP source
port

OFPXMT_OFB_UDP_SRC

YesYesYesNoUDP
destination
port

OFPXMT_OFB_UDP_DST

YesYesYesNoSCTP source
port

OFPXMT_OFB_SCTP_SRC

NoNoNoNoSCTP
destination
port

OFPXMT_OFB_SCTP_DST

NoNoNoNoICMP typeOFPXMT_OFB_ICMPV4_TYPE

NoNoNoNoICMP codeOFPXMT_OFB_ICMPV4_CODE

NoNoNoNoARP opcodeOFPXMT_OFB_ARP_OP

NoNoNoNoARP source
IPv4 address

OFPXMT_OFB_ARP_SPA

NoNoNoNoARP target
IPv4 address

OFPXMT_OFB_ARP_TPA

NoNoNoNoARP source
hardware
address

OFPXMT_OFB_ARP_SHA

NoNoNoNoARP target
hardware
address

OFPXMT_OFB_ARP_THA

YesNoYesNoIPv6 source
address

OFPXMT_OFB_IPV6_SRC
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OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

YesNoYesNoIPv6
destination
address

OFPXMT_OFB_IPV6_DST

NoNoNoNoIPv6 Flow
Label

OFPXMT_OFB_IPV6_FLABEL

NoNoNoNoICMPv6 typeOFPXMT_OFB_ICMPV6_TYPE

NoNoNoNoICMPv6 codeOFPXMT_OFB_ICMPV6_CODE

NoNoNoNoTarget address
for ND

OFPXMT_OFB_IPV6_ND_TARGET

NoNoNoNoSource
link-layer for
ND

OFPXMT_OFB_IPV6_ND_SLL

NoNoNoNoTarget
link-layer for
ND

OFPXMT_OFB_IPV6_ND_TLL

NoNoNoNoMPLS labelOFPXMT_OFB_MPLS_LABEL

NoNoNoNoMPLS TCOFPXMT_OFB_MPLS_TC

NoNoNoNoMPLS BoS
bit

OFPXMT_OFP_MPLS_BOS

NoNoNoNoPBB I-SIDOFPXMT_OFB_PBB_ISID

NoNoNoNoLogical Port
Metadata

OFPXMT_OFB_TUNNEL_ID

NoNoNoNoIPv6
Extension
Header
pseudo-field

OFPXMT_OFB_IPV6_EXTHDR

OpenFlow actions

Packet forwarding and packet modification types of actions are supported. The lists of actions are always
immediately applied to the packet.

• Only “Apply-actions” instruction (OFPIT_APPLY_ACTIONS) of OpenFlow 1.3 is supported.

• Pipeline processing instructions that allow packets to be sent to subsequent tables for further processing
are not supported in this release.

• Group tables and Meter tables are not supported.

Note
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Following table shows the list of action types supported for various table types on Cisco ASR 9000 series
routers

OpenFlow Switch Types Supported on ASR9KOpenFlow Actions

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

L3_DSL3_V4L2_L3L2 onlyDescriptionOXM Flow action field
type for OpenFlow
basic class

NoNoYesYesOutput to
switch port.

OFPAT_OUTPUT

NoNoNoNoCopy TTL
"outwards"

OFPAT_COPY_TTL_OUT

NoNoNoNoCopy TTL
"inwards"

OFPAT_COPY_TTL_IN

NoNoNoNoMPLS TTLOFPAT_SET_MPLS_TTL

NoNoNoNoDecrement
MPLS TTL

OFPAT_DEC_MPLS_TTL

NoNoYesYesPush a new
VLAN tag

OFPAT_PUSH_VLAN

NoNoYesYesPop the outer
VLAN tag

OFPAT_POP_VLAN

NoNoNoNoPush a new
MPLS tag

OFPAT_PUSH_MPLS

NoNoNoNoPop the outer
MPLS tag

OFPAT_POP_MPLS

NoNoNoNoSet queue id
when
outputting to
a port

OFPAT_SET_QUEUE

NoNoNoNoApply groupOFPAT_GROUP

NoNoNoNoIP TTLOFPAT_SET_NW_TTL

NoNoNoNoDecrement IP
TTL

OFPAT_DEC_NW_TTL

YesYesYesYesSet a header
field using
OXM TLV
format

OFPAT_SET_FIELD

NoNoNoNoPush a new
PBB service
tag (I-TAG)

OFPAT_PUSH_PBB
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OpenFlow Switch Types Supported on ASR9KOpenFlow Actions

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

NoNoNoNoPop the outer
PBB service
tag

OFPAT_POP_PBB

Cisco extension actions

The set ipv4 or set ipv6 nexthop actions are used to redirect an ipv4 or ipv6 packet to the specified nexthop
address, instead of using the destination address in the packet. This provides ABF (ACL Based Forwarding)
kind of functionality using OpenFlow. However, VRF support and nexthop tracking as supported by CLI
based ABF feature is not supported in this release.

The set fcid (Forward Class ID) action can be used to support PBTS (Policy Based Tunnel Selection)
functionality using OpenFlow.

Following table shows the list of actions added by Cisco to support some extra features on Cisco ASR 9000
series routers.

OpenFlow Switch Types Supported on ASR9KCisco proprietary actions

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

L3_DSL3_V4L2_L3L2 onlyDescriptionOXM Flow match field
type for OpenFlow
basic class

YesYesNoNoSet ipv4
nexthop
address

Set Ipv4 Nexthop

YesNoNoNoSet ipv6
nexthop
address

Set Ipv6 Nexthop

YesYesNoNoSet forward
class ID

Set Forward Class ID

Set Field Actions

This table lists the set field actions supported by the Cisco ASR 9000 series router:

OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

L3_DSL3_V4L2_L3L2 onlyDescriptionOXM Flow match field
type for OpenFlow
basic class

NoNoYesYesEthernet
destination
address

OFPXMT_OFB_ETH_DST
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OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

NoNoYesYesEthernet
source address

OFPXMT_OFB_ETH_SRC

NoNoNoNoEthernet
frame type

OFPXMT_OFB_ETH_TYPE

NoNoYesYesVLAN IDOFPXMT_OFB_VLAN_VID

NoNoYesYesVLAN
priority

OFPXMT_OFB_VLAN_PCP

YesYesNoNoIP DSCP (6
bits in ToS
field)

OFPXMT_OFB_IP_DSCP

NoNoNoNoIP ECN (2
bits in ToS
field)

OFPXMT_OFB_IP_ECN

NoNoNoNoIP protocolOFPXMT_OFB_IP_PROTO

YesYesNoNoIPv4 source
address

OFPXMT_OFB_IPV4_SRC

YesYesNoNoIPv4
destination
address

OFPXMT_OFB_IPV4_DST

YesYesNoNoTCP source
port

OFPXMT_OFB_TCP_SRC

YesYesNoNoTCP
destination
port

OFPXMT_OFB_TCP_DST

YesYesNoNoUDP source
port

OFPXMT_OFB_UDP_SRC

YesYesNoNoUDP
destination
port

OFPXMT_OFB_UDP_DST

NoNoNoNoSCTP source
port

OFPXMT_OFB_SCTP_SRC

NoNoNoNoSCTP
destination
port

OFPXMT_OFB_SCTP_DST

NoNoNoNoICMP typeOFPXMT_OFB_ICMPV4_TYPE

NoNoNoNoICMP codeOFPXMT_OFB_ICMPV4_CODE

NoNoNoNoARP opcodeOFPXMT_OFB_ARP_OP
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OpenFlow Switch Types Supported on ASR9KOpenFlow Matches

Applied to L3 or L3 VRF interfaceApplied to L2 Bridge domain

NoNoNoNoARP source
IPv4 address

OFPXMT_OFB_ARP_SPA

NoNoNoNoARP target
IPv4 address

OFPXMT_OFB_ARP_TPA

NoNoNoNoARP source
hardware
address

OFPXMT_OFB_ARP_SHA

NoNoNoNoARP target
hardware
address

OFPXMT_OFB_ARP_THA

NoNoNoNoIPv6 source
address

OFPXMT_OFB_IPV6_SRC

NoNoNoNoIPv6
destination
address

OFPXMT_OFB_IPV6_DST

NoNoNoNoIPv6 Flow
Label

OFPXMT_OFB_IPV6_FLABEL

NoNoNoNoICMPv6 typeOFPXMT_OFB_ICMPV6_TYPE

NoNoNoNoICMPv6 codeOFPXMT_OFB_ICMPV6_CODE

NoNoNoNoTarget address
for ND

OFPXMT_OFB_IPV6_ND_TARGET

NoNoNoNoSource
link-layer for
ND

OFPXMT_OFB_IPV6_ND_SLL

NoNoNoNoTarget
link-layer for
ND

OFPXMT_OFB_IPV6_ND_TLL

NoNoNoNoMPLS labelOFPXMT_OFB_MPLS_LABEL

NoNoNoNoMPLS TCOFPXMT_OFB_MPLS_TC

NoNoNoNoMPLS BoS
bit

OFPXMT_OFP_MPLS_BOS

NoNoNoNoPBB I-SIDOFPXMT_OFB_PBB_ISID

NoNoNoNoLogical Port
Metadata

OFPXMT_OFB_TUNNEL_ID

NoNoNoNoIPv6
Extension
Header
pseudo-field

OFPXMT_OFB_IPV6_EXTHDR
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Configure OneP for OpenFlow
Purpose of this task is to configure OneP (One Platform Kit) for OpenFlow.

Before you begin

• To configure OneP (One Platform Kit) for OpenFlow, it's important to note that OnePK support was
discontinued starting with Cisco IOS XR Release 5.3.4. Therefore, OneP is no longer used or supported
for OpenFlow configuration.

• Instead, you can configure OpenFlow directly through the OpenFlow Agent (OFA) using native CLI
commands. This includes setting up logical switches, controller connections, flow tables, and optionally
integrating with NetFlow for analytics.

Procedure

Run the onep command to enter the OneP configuration submode. This is where you define the parameters related to the
One Platform Kit, which provides APIs for external applications to interact with the router.

Example:

Router# configure
Router(config)# onep
Router(config-onep)# datapath transport vpathudp sender-id 1001
Router(config-onep)# commit

Configure a Layer 2 logical switch for the OpenFlow Agent
The purpose of this task is to enable Software-Defined Networking (SDN) control over Layer 2 (Ethernet)
traffic flows.

Procedure

Run the following command to enter the logical switch configuration mode. For L2-only switch, the pipeline number is
129.

Example:

Router# configure
Router(config)# openflow
Router(config-openflow)# switch 1 pipeline 129
Router(config-openflow-switch)# tls trust-point local tp1 remote tp2
Router (config-openflow) # bridge-group SDN-1 bridge-domain of2
Router(config-openflow-switch)# controller ipv4 5.0.1.1 port 6633 security tls
Router(logical-switch)# commit
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Configure Layer 2_Layer 3 logical switch for the OpenFlow
Agent

The purpose of this task is to enable centralized control and dynamic routing of both Layer 2 (switching) and
Layer 3 (routing) traffic by allowing the OpenFlow controller to manage a unified logical switch.

Procedure

Step 1 Run the following command to configure Layer 2_Layer 3 logical switch for the OpenFlow Agent

Example:

Router# configure
Router(config)# openflow
Router(config-openflow)# switch 1 pipeline 129
Router(config-openflow-switch)# tls trust-point local tp1 remote tp2
Router (config-openflow) # bridge-group SDN-1 bridge-domain of2
Router(config-openflow-switch)# controller ipv4 5.0.1.1 port 6633 security tls
Router(logical-switch)# commit

Step 2 Repeat to configure another logical switch for the OpenFlow Agent.

Configure a Layer 3_VRF logical switch
The purpose of this task is to configure a Layer 3 VRF logical switch to enable the OpenFlow Agent to
centrally manage routing and traffic segmentation across virtual routing instances.

Procedure

Step 1 Run the following command to configure a Layer 3_VRF logical switch

Example:

Router# configure
Router(config)# openflow
Router(config-openflow)# switch 1 pipeline 131
Router(config)# vrf IPv4
Router(config-openflow-switch)# tls trust-point local tp1 remote tp2
Router(config-openflow-switch)# controller ipv4 5.0.1.1 port 6633 security tls
Router(logical-switch)# commit

Step 2 Repeat to configure another logical switch.
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Configure a Layer 3_dual-stack logical switch for the OpenFlow
Agent

The purpose of this task is to configure a Layer 3 dual-stack logical switch to enable the OpenFlow agent to
centrally manage both IPv4 and IPv6 routing within a unified virtual network environment.

Procedure

Step 1 Run the following commands to configure a Layer 3_dual-stack logical switch

Example:

Router# configure
Router(config)# openflow
Router(config-openflow)# switch 1 pipeline 132
Router(config-openflow)# interface Bundle-Ether2.1
Router(config-openflow-switch)# tls trust-point local tp1 remote tp2
Router (config-openflow) # bridge-group SDN-1 bridge-domain of2
Router(config-openflow-switch)# controller ipv4 5.0.1.1 port 6633 security tls
Router(logical-switch)# commit

Step 2 Repeat these steps to configure another logical switch for the OpenFlow Agent.

Enable Transport Layer Security (TSL)
The purpose of this task is to enable Transport Layer Security (TLS) to ensure secure, encrypted communication
between network components, protecting data integrity and confidentiality.

Procedure

Run the following commands to enable TLS

Example:

Router# configure
Router(config)# openflow switch 100
Router(config-openflow-switch)# tls trust-point local tp1 remote tp2
Router(config-openflow-switch)# commit
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Configure NetFlow for the OpenFlow Agent
The purpose of this task is to configure NetFlow for the OpenFlow Agent to enable detailed traffic monitoring
and flow analysis for enhanced network visibility and performance management.

Procedure

Run the following commands to configure NetFlow for the OpenFlow Agent

Example:

Router# configure
Router(config)# flow exporter-map fem
Router(config-fem)# destination 10.0.1.2
Router(config-fem)# version v9
Router(config-fem-ver)# commit
Router(config-fem-ver)# exit
Router(config)# flow monitor-map mmap
Router(config-fmm)# record ipv4
Router(config-fmm)# exporter fmap
Router(config-fmm)# cache entries 4096
Router(config-fmm)# cache timeout active 10
Router(config-fmm)# commit
Router(config-fmm)# exit
Router(config)# sampler-map
Router(config-sm)# random 1 out-of 65535
Router(config-sm)# commit
Router(config-sm)# exit

Configuration Examples: Openflow
The purpose of the task is to view the configuration examples of OpenFlow.

Procedure

Step 1 Attaching a bridge domain to an Openflow Switch: Examples

Example:

Attaching a L2-only Openflow switch
openflow
switch 1 pipeline 129
tls trust-point local tp1 remote tp1
bridge-group SDN-2 bridge-domain OF-2
controller ipv4 5.0.1.200 port 6653 security tls\

Attaching a L2_L3 Openflow switch
openflow
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switch 1 pipeline 130
tls trust-point local tp1 remote tp1
bridge-group SDN-2 bridge-domain OF-2
controller ipv4 5.0.1.200 port 6653 security tls

L3_V4 switch can be attached either to a VRF or directly to layer 3 interfaces under global VRF.
In case of VRF, all the interfaces in that VRF become part of the OpenFlow switch.
openflow
switch l1 pipeline 131
vrf IPv4
controller ipv4 5.0.1.200 port 6653 security none
!

L3_DS switch can be attached either to a VRF or directly to layer 3 interfaces under global VRF.
openflow
switch l2 pipeline 132
vrf IPv4
controller ipv4 5.0.1.200 port 6653 security none
!

Step 2 OpenFlow Agent with NetFlow Collection and Analytics Configuration: Example

Example:

The following example describes the NetFlow exporter map configuration for the OpenFlow logical switch.
Device> enable
Device# configure terminal
Device(config)# flow exporter-map fem
Device(config-fem)# destination 10.0.1.2
Device(config-fem)# version v9
Device(config-fem-ver)# commit
Device(config-fem-ver)# exit

The following example describes the NetFlow monitor map configuration for the OpenFlow logical switch.
Device(config)# flow monitor-map mmap
Device(config-fmm)# record ipv4
Device(config-fmm)# exporter fmap
Device(config-fmm)# cache entries 4096
Device(config-fmm)# commit
Device(config-fmm)# exit

The following example describes the NetFlow sampler map configuration for the OpenFlow logical switch.
Device(config)# sampler-map
Device(config-sm)# random 1 out-of 65535
Device(config-sm)# commit
Device(config-sm)# exit

The following example describes how the OpenFlow Agent logical switch is configured so that the NetFlow collection
and analytics are associated with it.
Device(config)# openflow switch 100 netflow
Device(logical-switch)# flow monitor mmap sampler smap
Device(logical-switch)# interface GigabitEthernet0/1/0/6
Router(logical-switch)# controller 10.0.1.2 port 6633
Device(logical-switch)# commit
Device(logical-switch)# end

The following example describes show command output for an OpenFlow Agent logical switch that is configured with
NetFlow collection and analytics.
Device# show openflow switch 100
Fri Jan 25 14:29:21.078 UTC
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Logical Switch Context
Id: 100
Switch type: Netflow
Layer: NONE
Signal version: Openflow 1.0
Data plane: secure
Fallback: normal
Config state: no-shutdown
Working state: enabled
TLS version: NONE
TLS private key: none:none
TLS private key file: NONE
TLS certificate file: NONE
Controller: 10.0.1.2:6633, last alive ping: 2013-01-25 14:29:20
Netflow Monitor: mmap
Netflow Sampler: smap
Loopback i/f: <none>
Loopback addr: <none>
Interfaces:

GigabitEthernet0/1/0/6

Device# show openflow switch 100 flows
Fri Jan 25 14:29:24.787 UTC

Logical Openflow Switch [100]:
NXST_FLOW reply (xid=0x0):
cookie=0x0, duration=204.729s, table=0, n_packets=0, n_bytes=0, priority=500 actions=netflow

Switch flow count: 1

Device# show openflow switch 100 controllers
Fri Jan 25 14:29:28.660 UTC

Logical Openflow Switch [100]:
Controller [tcp:10.0.1.2:6633]

role : Other
connected : Yes
state : ACTIVE
sec_since_connect : 487

Step 3 Usecase for Layer2

• The Scenario: Enterprise Data Center needs to perform data backup to multiple other backup sites based on the
Traffic flow. The Main DC is in Vlan 100 and Backup sites are at VLAN 1000,1001,1002. These Sites are
interconnected through L2VPN.

• The Solution: Openflow, we can match any Layer 2 header field (in this example we have taken priority bits) and
steer the traffic to go on any L2 interconnect and also rewrite the VLANs appropriately.

Step 4 Usecase for Layer3

• The Scenario: Three different flows from 3 different sites connected to PE1 are trying to send 350 mbps of traffic
each to PE2. The bandwidth of the shortest link, Path-2 (between PE1 and PE2) is only 1 Gigabit. Hence Path-2
gets congested as soon as the third site begins to send traffic.

• The Solution: Openflow controller can be used to install rules on PE1:

• Match on Flow 1 (destined to Video server) and redirect traffic to Path-2

• Match on Flow 2 (destined to Web server) and redirect traffic to Path-1
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• Match on Flow 3 (destined to File transfer server) and redirect traffic to Path-3

• The Inference: Effectively utilizing the network bandwidth by redirecting destination specific traffic using OpenFlow
rules.
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C H A P T E R 16
General Administration Commands

The Cisco Command Reference Guide serves as a comprehensive resource, offering a catalog of command-line
interface (CLI) commands for configuring and verifying General Administration tasks.

• Reference to Command Reference Guide, on page 163

Reference to Command Reference Guide
The Cisco Command Reference Guide serves as a comprehensive resource, offering a catalog of command-line
interface (CLI) commands for configuring and verifying General Administration tasks.

To view the list of supported commands, see General Administartion Command Reference for ASR 9000
Series Routers.
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C H A P T E R 17
YANG Data Models for General Administration

Learn how to configure and retrieve the operational status of the YANG data models for General Administration
on ASR 9000 Series Routers.

To get started with using these data models, see:

• List of YANG Data Models for General Administration, on page 165
• Access Data Models From Router, on page 166
• Access Data Models From Cisco Feature Navigator, on page 167
• Access Data Models From GitHub, on page 168
• Get Started With IOS XR YANG Data Models, on page 168

List of YANG Data Models for General Administration
Here is a list of YANG data models that you can use to configure and manage General Administration on the
router:

Table 19: General Administration YANG Data Models

OpenConfig Data ModelUnified Data ModelCisco XR Native Data Model

Cisco-IOS-XR-man-xml-ttyagent-cfg

Cisco-IOS-XR-um-xml-agent-cfgCisco-IOS-XR-man-xml-ttyagent-oper

Cisco-IOS-XR-um-vrf-cfgCisco-IOS-XR-manageability-object-tracking-cfg

Cisco-IOS-XR-manageability-perfmgmt-cfg

openconfig-system-terminalCisco-IOS-XR-um-line-cfgCisco-IOS-XR-tty-show-line-oper

Cisco-IOS-XR-um-line-exec-timeout-cfgCisco-IOS-XR-tty-show-terminal-oper

Cisco-IOS-XR-um-line-general-cfgCisco-IOS-XR-tty-vty-cfg

Cisco-IOS-XR-um-line-timestamp-cfgCisco-IOS-XR-terminal-device-cfg

Cisco-IOS-XR-um-terminal-device-cfgCisco-IOS-XR-terminal-device-oper

Cisco-IOS-XR-um-vty-pool-cfgCisco-IOS-XR-tty-show-terminal-oper
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OpenConfig Data ModelUnified Data ModelCisco XR Native Data Model

Cisco-IOS-XR-tty-management-datatypes

Cisco-IOS-XR-tty-management-cfg

Cisco-IOS-XR-tty-management-oper

Cisco-IOS-XR-tty-vty-cfg

Cisco-IOS-XR-cdp-oper

Cisco-IOS-XR-cdp-cfg

Cisco-IOS-XR-um-mirror-cfgCisco-IOS-XR-mirror-cfg

Cisco-IOS-XR-mirror-oper

Cisco-IOS-XR-um-call-home-cfgCisco-IOS-XR-call-home-cfg

Cisco-IOS-XR-um-config-commit-cfgCisco-IOS-XR-config-autosave-cfg

You can access the data models using one of these following options:

Access Data Models From Router
To access data models directly from the router, you can follow these steps:

Procedure

Step 1 Enter the global configuration mode.

Example:
Router#configure

Step 2 Configure the NETCONF network management protocol to remotely configure and manage the router using YANG data
models.

Example:
Router(config)#netconf-yang agent ssh

Step 3 Commit the configuration.

Example:
Router(config)#commit

Step 4 Establish a NETCONF session with the device and retrieve the capabilities information.

Example:
Router#show netconf-yang capabilities
Tue Sep 19 22:03:26.305 UTC
[Netconf capabilities]
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D: Has deviations

Capability | Revision |D
----------------------------------------------------------------------------------+----------+-
urn:ietf:params:netconf:base:1.1 | - |
urn:ietf:params:netconf:capability:candidate:1.0 | - |
urn:ietf:params:netconf:capability:confirmed-commit:1.1 | - |
urn:ietf:params:netconf:capability:interleave:1.0 | - |
urn:ietf:params:netconf:capability:notification:1.0 | - |
urn:ietf:params:netconf:capability:rollback-on-error:1.0 | - |
urn:ietf:params:netconf:capability:validate:1.1 | - |
http://cisco.com/ns/yang/Cisco-IOS-XR-8000-fib-platform-cfg |2019-04-05|
http://cisco.com/ns/yang/Cisco-IOS-XR-8000-lpts-oper |2022-05-05|
http://cisco.com/ns/yang/Cisco-IOS-XR-8000-platforms-npu-resources-oper |2020-10-07|
http://cisco.com/ns/yang/Cisco-IOS-XR-8000-qos-oper |2021-06-28|
http://cisco.com/ns/yang/Cisco-IOS-XR-Ethernet-SPAN-act |2021-03-22|
http://cisco.com/ns/yang/Cisco-IOS-XR-Ethernet-SPAN-cfg |2022-07-13|
http://cisco.com/ns/yang/Cisco-IOS-XR-Ethernet-SPAN-datatypes |2021-10-06|
http://cisco.com/ns/yang/Cisco-IOS-XR-Ethernet-SPAN-oper |2022-09-05|
http://cisco.com/ns/yang/Cisco-IOS-XR-aaa-aaacore-cfg |2019-04-05|
http://cisco.com/ns/yang/Cisco-IOS-XR-aaa-ldapd-cfg |2022-06-22|
http://cisco.com/ns/yang/Cisco-IOS-XR-aaa-ldapd-oper |2022-05-20|
http://cisco.com/ns/yang/Cisco-IOS-XR-aaa-lib-cfg |2020-10-22|
http://cisco.com/ns/yang/Cisco-IOS-XR-aaa-lib-datatypes
---------------------------------- Truncated for brevity --------------------------------------

By examining the capabilities, you can view the available data models for the software version installed on the router.

Access Data Models From Cisco Feature Navigator
To access data models from Cisco Feature Navigator, you can follow these steps:

Procedure

Step 1 Go to Cisco Feature Navigator.
Step 2 If you have a Cisco.com account, click on the Login button and enter your credentials. If you don't have an account, you

can click Continue as Guest.

You will be directed to the Cisco Feature Navigator main page.

Step 3 Click YANG Data Models.
Step 4 Select the Product and Cisco IOS XR Release based on your requirement.

The data models are listed based on type—Cisco XR native models, Unified models and OpenConfig models.

You can use the search field to search for specific data model of interest.

Step 5 Click the specific data model of interest to view more details.

The data model is displayed in a hierarchical tree structure making it easier to navigate and understand the relationships
between different YANGmodules, containers, leaves and leaf lists. You can apply filters to further narrow down the data
model definitions for the selected platform and release based on status such as deprecated, obsolete and unsupported
nodes.
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You can also click the Download icon to export the data model information in Excel format.

This visual tree form helps you get insights into the nodes that you can use to automate your network.

The data models on Cisco Feature Navigator is regularly updated based on IOS XR release. If you encounter any problem
or have suggestions for improvements, share your experience using Send us your feedback link.

Access Data Models From GitHub
To access the data models from GitHub repository, you can follow these steps:

Procedure

Step 1 Go to the GitHub repository for data models.

On the repository page, you will find a list of folders based on IOS XR releases.

Step 2 Navigate to the release folder of interest to view the list of supported data models and their definitions. For example, if
you want to access the data models for IOS XR release 7.10.1, click on the folder named 7.10.1.

Inside the folder, you will find a list of YANG files representing different data models.

Step 3 Click on the YANG file you want to access to view its contents.

You can also click on the Raw button to see the raw code or use the Download button to download the file to your
computer.

Each data model defines a complete and cohesive model, or augments an existing data model with additional XPaths. To
view a comprehensive list of the data models supported in a release, navigate to the Available-Content.md file in the
repository. The unsupported sensor paths are documented as deviations. For example, openconfig-acl.yang provides
details about the supported sensor paths, whereas cisco-xr-openconfig-acl-deviations.yang shows the unsupported
sensor paths for openconfig-acl.yang model.

Step 4 Repeat the above steps for other versions or data models of interest.

The GitHub repository for IOS XR data models is regularly updated based on release. You can also contribute to the
repository by submitting pull requests, opening issues if you encounter any problems or have suggestions for improvements.

Get Started With IOS XR YANG Data Models
Here is a generic outline of the steps involved in programmatically configuring your router using YANG data
models:

1. Enable networkmanagement protocol—Manage the router remotely using the protocols such as NETCONF
or gRPC.
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2. Install the necessary libraries and tools—Depending on the programming language you are using, you
may need to install libraries or tools to programatically interact with the router. For example, if you are
using Python, you might need to install the ncclient library.

3. Establish a session with the router—Use the programming language of your choice to establish a connection
to the router using NETCONF or gRPC protocols. This involves providing connection parameters such
as device IP address, username, password, and port number.

4. Retrieve the router capabilities—View the supported features and functionalities available on the router.

5. Create or modify configurations—Use YANG data models to create or modify the configuration on the
router.

6. Apply the configuration—Push the updated configuration via the NETCONF or gRPC protocol to modify
the router's running configuration to reflect the desired changes.

7. Validate the configuration—Verify that the changes are successfully applied. You can retrieve the running
configuration or specific configuration parameters to ensure that the device is configured as intended.

For detailed instructions about using the data models, refer the Programmability Configuration Guide.
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