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Note

Platforms

CiscolOS

Cisco I0S H.323 Feature Roadmap

This guide collects together in one place information about GB@8ovoice features having to do with
the H.323 standard for sending and receiving audio, video, and data on an IP-based internetwork.

This first chapter of the guide #&sfeature roadmap. It describes how to access Cisco Feature Navigator
and lists H.323 features by CistOS release.

For information about the full set of Cist©S voice features, see the entire Ci08 Voice
Configuration Library—including library preface, glossary, and other documents—at
http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_voice configuration_library glossary/
vcl.htm

and Ciscl©S Software Images

Use Cisco Feature Navigator to find information about platform support and ICiSceoftware image
support. Access Cisco Feature Navigatontgh://www.cisco.com/go/fnYou must have an account on
Cisco.com. If you do not have an account or have forgotten your username or passwo@hradielat
the login dialog box and followhe instructions that appear.

H.323 Feature List

Tablel lists H.323 features by Cisd@S release. Features that areddurced in a particular release are
available in that andubsequent releases.

Table 1 H.323 Features by Cisco |0S Release
Release Features Introduced Feature Description Feature Documentation
12.4(4)XC  |H.323 VolIP Call Preservation Sustains connectivity for H.323 “Configuring H.323 VoIP Call

Enhancements for WAN Link Failuresopologies where signaling is handleBreservation Enhancements for

by an entity that iglifferent from the |WAN Link Failures” section on
other endpoint, page93 of this guide
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B Cisco 10S H.323 Feature List
Table 1 H.323 Features by Ci sco I0S Release (continued)
Release Features Introduckd Feature Description Feature Documentation
12.44)T No Retry on UseBusy in an H.323 |Changes the default behavior of the“Configuring No Retry on User
Gateway gateway to not retry alternate Busy in an H.323 Gateway”
endpoints when the release completeection on pagé4 of this
reason is user busy. guide
12.3(11)T Overlap Signaling on H.323 Introduces overlap signaling. “Configuring Overlap
Terminating Gateways Signaling on H.323
Terminating Gateways”
section on pagé3 of this
guide
12.3(7)T Signal ISDN B-Channel ID to EnableEnables the H.323 gateway to acces€onfiguring Signal ISDN
Application Control of Voice GatewayB-channel information for all H.323|B-Channel ID to Enable
Trunks calls. Application Control of Voice
Gateway Trunks” section on
page90 of this guide
12.3(1) Gatekeeper Enhancements for Adds call control based on available“Configuring H.323
Managed Voice Services bandwidth and endpoint resources,|Gatekeepers and Proxies”
allowing call rerouting to achieve |chapter of this guide
higher call-completion rates and
ensure QoS.
Gateway Codec Order Preservation Adds a way to shutdown and restart“Configuring Multiple
and Shutdown Control SIP and H.323 gateways. Codecs” section on pade of
this guide
12.2(15)T |Gatekeeper Management Statistics|Provides statistics &t can be used to“Gatekeeper-Management
monitor a network and troubleshoot| Statistics” section on pad¥b6
network problems. section of this guide
H.323v4 Gateway Zone Prefix Reduces configuration complexity ofiConfiguring H.323 Version 4
Registration Enhancements the gatekeeper by enabling a gatewaone Prefix Registration”
to report supported E.164 prefixes t@ection on pag83 section of
the gatekeeper at registration. this guide
Tokenless Call Authorization Creates a trusted access list to handi@onfiguring Tokenless Call
networks that have not implementedAuthorization” section on
token-security features. pagel63section of this guide
12.2(13)T Multiservice IP-to-IP Gateway with |Adds media flow-around capability tg‘Configuring H.323

Media Flow-Around

the multiservice IP-to-IP gateway.

Gateways” section on pageh

section of this guide
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Cisco 10S H.323 Feature Lill

Table 1 H.323 Features by Ci sco 10S Release (continued)
Release Features Introduckd Feature Description Feature Documentation
12.2A0)T Basic Service Relationships (H.225/Implements the minimal set of AnneXConfiguring Annex G”

Annex-G)

G features needed to allow Cisco
border elements to interoperate wit
other border elements.

section on pagél of this
guide

Call Status Tracking Optimization

Reduces unnecessary messages
between gatekeeper and the gatewa
reducing network congestion and
CPU over-utilization.

“Configuring the IRR Timer
wsid Disable IRQ Requests”
section on pag210 of this
guide

Configuring a Gatekeeper to Provid
Nonavailability Information for
Terminating Endpoints

escribes how to configure a

information for terminating
endpoints.

“Configuring Nonavailability

gatekeeper to provide nonavailabilitynformation for Terminating

Endpoints” section on
page207 of this guide

Gatekeeper Alias Registration and
Address Resolution Enhancements

Allows configuration of multiple
prefixes for a local zone and
registration of an endpoint belongin
to multiple zone prefixes.

“Configuring Gatekeeper Alias
Registration and Address
dresolution” section on
pagel34 of this guide

Gatekeeper Endpoint Control
Enhancements

Enable finer-grained control of
gatekeeper registrations, and enabl
more capable and robust back-end
server applications.

“Configuring Endpoints”
eection on pag&99 of this
guide

Gatekeeper-to-Gatekeeper
Authentication

Provides additional security for H.32

gatekeeper-to-gatekeeper LRQ
messages on a per-hop basis. Whe
used in conjunction with per-call

resources from attackers and preve
security holes.

security using IZCT, protects network

3Configuring Security and

networks by introducing the ability toAuthentication” section on
validate intradomain and interdomaipagel53 of this guide

n

nts
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B Cisco 10S H.323 Feature List
Table 1 H.323 Features by Ci sco 10S Release (continued)
Release Features Introduckd Feature Description Feature Documentation
12.2A1)T H.323 Dual Tone Multifrequency Enhances interoperability of Cisco |“Configuring DTMF Relay”
Relay Using Named Telephone gateways with equipment from othersection on pagb1 of this
Events vendors by implementing H245v7 |guide
extensions to support RFC2833
in-band audio telephone events and
in-band audio tones as well as support
for asymmetrical RTP dynamic
payload types.
VoIP Gatekeeper Trunk and Carrier|Allows service providers to route |VolP Gatekeeper Trunk and
Based Routing Enhancements traffic based on trunk and carrier rul€arrier Based Routing
sets. Enhancements
VolIP Gateway Trunk and Carrier |Addresses functional enhancementsvVolP Gateway Trunk and
Based Routing Enhancements needed to improve routing on Ciscg Carrier Based Routing
voice-over-packet platforms. Enhancements
VolIP Outgoing Trunk Group ID and |Provides alternate endpoints by “Configuring Border
Carrier ID for Gateways and adding trunk group labels (outgoing Elements” section on pad®8
Gatekeepers trunk group identification) to of this guide
endpoints on H.323 VoIP networks.
12.2(8)T Gatekeeper Transaction Message |Provides enhanced call-routing and “Configuring Gatekeeper
Protocol Interface Resiliency address-translation services. Interaction with External
Enhancement Applications” section on
pagel69 of this guide
12.2(4)T Cisco H.323 Scalability and Upgrades the gatekeeper to comply“Configuring H.323

Interoperability Enhancements for
Gatekeepers

with H.323 Version 3.

Gateways” section on pa@s
of this guide

Cisco H.323 Scalability and
Interoperability Enhancements for
Gateways

Upgrades the gateway to comply wit
H.323 Versions.

hConfiguring H.323
Gateways” section on pa@®
chapter of this guide

H.323 Version 2 Enhancements

Upgrades Cisco I0S software to
comply with the mandatory
requirements and several optional
features of the version 2 specificatio
Enhances the existing VolP gatewa
and multimedia conference manage
gatekeeper and proxy.

“Configuring Generic
Transparency Descriptor for
GKTMP Using SS7
nnterconnect for Voice
yGateways Version 2.0” section
pn pager7 of this guide

Inter-Domain Gatekeeper Security
Enhancement

Provides a secure mechanism for
authenticating and authorizing H.32
calls from other administrative
domains.

“Configuring E.164 Interzone
Routing” section on page65
of this guide

Sequential Location Request
Enhancement

Provides a potentially faster
gatekeeper LRQ response when an
LRJ response is received while the
gatekeeper is sending sequential
LRQs.

“Configuring Gatekeeper
Zones” section on pade25 of
this guide
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Table 1 H.323 Features by Ci sco 10S Release (continued)
Release Features Introduckd Feature Description Feature Documentation
12.2(2)T Call Admission Control for H.323  |Provides call-admission control for [“Configuring Call Admission
VoIP Gateways voice gateways. Control” section on pag®0 of
this guide
H.323 Call Redirection Indicates the nature of a call “H.323 Call Redirection”
Enhancements redirection and provides a section on pag248of this
nonstandard method for using the |guide
message to effect call transfer.
High Performance Gatekeeper Facilitates carrier-class reliability, |“Configuring H.323
security, and performance. Gatekeepers and Proxies”
section on pagé21 of this
guide
NAT Support of H.323 v2 RAS Allows embedded IP addresses to b&Configuring an H.323 Proxy
inspected for potential address Server” section on pagdkr 8 of
translation. this guide
12.1(1)T Gatekeeper Ecosystem Allows a gateway to move between |“Ecosystem Gatekeeper

Interoperability

gatekeepers during GRQ and RRQ
messages.

Interoperability” section on
page254 of this guide

Gateway-to-Gatekeeper Billing
Redundancy

Provides redundant billing

“Gateway-to-Gatekeeper

information to an alternate gatekeep@illing Redundancy” section

if the primary gatekeeper becomes
unavailable.

on page254 of this guide

1. Features that are introduced in a particulazasé are available in that and subsequent releases.
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H.323 Overview

This chapter provides an overview of the ITU- H.323 standard for sending and receiving audio, video,
and data on an IPased internetwork.

Note - For information about the full set of Cist©S voice features, see the entire Cif0& Voice
Configuration Library—including library preface, glossary, and other documents—at
http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_voice_configuration_library glossary
/vcl.htm

Contents

« Prerequisites for Configuring an H.323 Network, p8ge
» Restrictions for Configuring an H.323 Network, pdde
» Information About H.323, pagg2

— Network Components, pade!

— Discovery and Registration, pa@é

— Call Setup, pagé8

— Call Termination, page0

- H.323 Standards, pads

— Security, pagel
» Additional References, pagd

Prerequisites for Configuring an H.323 Network

« Establish a working IP network. For information on IP configuration, see the references listed in the
“Related Documents” section on pag2
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Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA


http://www.cisco.com/en/US/docs/ios/12_3/vvf_c/cisco_ios_voice_configuration_library_glossary/vcl.htm

H.323 Overview]

M Restrictions for Configuring an H.323 Network

Install the appropriate voice network module and voice-interface card for the Cisco router. For
information on the module and card, seeVbhé&e Network Module and Voice Interface Card
Configuration Noteghat came with the voice network module.

Configure your H.323 gateways, gatekeepers, and proxies. For information on VolP configuration,
see the resources in thieelated Documents” section on paz2

To ensure network security, configure a RADId@&hentication, autharation, and accounting
(AAA) server. Configure the following information in your CiscoSecure AAA server:

— In the /etc/raddb/clients file, ensure that the following information is provided:

#Client Name Key
#.

kg

gk215.cisco.com testing123

Wheregk215.cisco.coris resolved to the IP addresstioé gatekeeper requesting authentication
— In the /etc/raddb/users file, ensure that the following information is provided:

taeduk@cisco.com Password = "thiswouldbethepassword"
User-Service-Type = Framed-User,
Login-Service = Telnet

Wheretaeduk@cisco.cons the h323-id of the gateway authenticating to gatekeeper
gk215.cisco.com.

Configure an NTP server for your network.

For gatekeeper-management statistics, do the following:

— Configure the Simple Network Management Protocol (SNMP) agent in global configuration
mode.

— Update the MIB data files on your managermeorkstations so that the management
application knows what the new objects are.

Restrictions for Configuring an H.323 Network

This section describes the following restrictions:

H.323 Version 2 Restrictions, padé

H.323 Signaling Enhancement Restrictions, pae

Source Call Signal Address and H.245 Empty Capabilities Set Restrictionslpage
Call Transfer Restrictions, pade

Ecosystem Gatekeeper Interopleility Restrictions, pag&?2

H.323 Gatekeepers and Proxies Restrictions, fidge

H.323 Version 2 Restrictions

All systems must be running either Cid€S Releasd 1.3(9)NA and later releases or Cid@
Release 12.0(3)T and later releagemteroperate with the Cisd#.323 Versior2 features. Earlier
releases contain H.323 Versiarsoftware that does not support protocol messages that have an
H.323 Versiorn2 protocol identifier. The earlier releases do not interoperate with Eis328
Version2 Phase& features.
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