iy
CISCO.

Cisco I0S Network Management
Configuration Guide
Release 12.2SR

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 527-0883


http://www.cisco.com




About Cisco 10S Software Documentation

Last Updated: November 20, 2009

This document describes the objectives, audience, conventions, and organization used in Cisco I0S
software documentation. Also included are resoufoesbtaining technical assistance, additional
documentation, and other information from Cisco. This document is organized into the following
sections:

- Documentation Objectives, page i

« Audience, page i

- Documentation Conventions, page i

« Documentation Organization, page iii

- Additional Resources and Documentation Feedback, page Xii

Documentation Objectives

Cisco 10S documentation descriltee tasks and commands available to configure and maintain Cisco
networking devices.

Audience

The Cisco IOS documentation set is intended for users who configure and maintain Cisco networking
devices (such as routers and switches) but who may not be familiar with the configuration and
maintenance tasks, the relationship among tamkidie Cisco IOS commandecessary to perform
particular tasks. The Cisco I0S documentation satss intended for th@susers experienced with

Cisco I0S software who need to know about new features, new configuration options, and new software
characteristics in the current Cisco 10S release.

Documentation Conventions

In Cisco 10S documentation, the teroutermay be used to refer to various Cisco products; for example,
routers, access servers, and switches. Thesethed networking devices that support Cisco I0S
software are shown interchgeably in examples and are used only for illustrative purposes. An example
that shows one product does not necessarily mean that other products are not supported.
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Using the Command-Line Interface in Ci€28
Software

Last Updated: October 14, 2009

This document provides basic information abthe command-line interface (CLI) in Cisco I0OS
software and how you can use soofi¢he CLI features. This documeeintains the following sections:

- Initially Configuring a Device, page i

» Using the CLI, pageii

« Saving Changes to a Configuration, page xi
- Additional Information, page xii

For more information about using the CLI, see‘tieing the Cisco IOS Command-Line Interface”
section of theCisco I0OS Configuration Fundamentals Configuration Guide

For information about the software documentation set, seeAtheut Cisco I0S Software
Documentation’document.

Initially Configuring a Device

Initially configuring a device varies by platform. For information about performing an initial
configuration, see the hardware installation documantdhat is provided with the original packaging

of the product or go to the Product/Technologies Support area of Cisco.com at
http://www.cisco.com/go/techdocs

After you have performed the initial configuration and connected the device to your network, you can
configure the device by using the console port omnzote access method, suchladnet or Secure Shell
(SSH), to access the CLI or by using the configuration method provided on the device, such as Securit
Device Manager.



http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/go/techdocs




















































































































































































































































































































































































































































































































































































































































Configuring a DRP Server Agent

First Published: July 6, 1999
Last Updated: October 11, 2006

This module describes how to configure a Dioed®esponse Protocol (DRP) Agent and how to
configure support for the boomerang metric on a DRP Server Agent.

Finding Feature Information in This Module

Your CiscolOS software release may not support all the features documented in this nfodwach
links to specific feature documentatiorthis module and to see a listtbé releases in which each feature is
supported, use th&eature Information for Configuringl@RP Server Agent” section on pagé

Finding Support Information for Platforms and Cisco 10S and Catalyst OS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS
software image support. To access Cisco Feature Navigator,hgiptBwww.cisco.com/go/cfnAn
account on Cisco.com is not required.

Contents

» Restrictions for Configuring a DRP Server Agent, page

» Information About Configuring a DRP Server Agent, p2ge

« How to Configure a DRP Server Agent, p&ye

« Configuration Examples for Configuring a DRP Server Agent, dage
« Additional References, pad®

« Feature Information for Configuring a DRP Server Agent, dége

Restrictions for Configuring a DRP Server Agent

« When DistributedDirector is upgraded to include the boomerang function, DRP Server Agents must
be made aware that boomerang is present.
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Information About Configuring a DRP Server Agent

To configure a DRP Server Agent or to configure one with Boomerang support, you should understand
the following concepts:

» Director Response Protocol, page

« DRP Server Agent, padge

« Racing Message, page

« Boomerang Metric, page

» Benefits of a DRP Server Agent, page

Director Response Protocol

DRP is a simple User Datagram Protocol (UDP)dabapplication developed by Cisco Systems. DRP
enables the Cisco DistributedDirector product torgueuters (DRP Server Agents) in the field for
Border Gateway Protocol (BGP) and Interior Gateway Protocol (IGP) routing table metrics between
distributed servers and clients. DistributedDirecseparate standalone software, uses DRP to
transparently redirect end-user service requestise@opologically closest responsive server. DRP
enables DistributedDirector to prowédlynamic, scalable, and “networkefligent” Internet traffic load
distribution among multiple geographically dispersed servers.

DRP Server Agent

A DRP Server Agent is a border router or peer to a border router that supports the geographically
distributed servers for which DistributedDirector seevs desired. Distributibirector makes decisions
based on BGP and IGP information, meaning thaDRIP Server Agents must have full access to BGP
and IGP routing tables.

Racing Message

A racing message occurs when DistributedDireptégeives a Domain Name System (DNS) query from
a DNS client for a hostname that has the boomemsatgc configured. DistributedDirector issues a DNS
racing message to the different DRP Server Agdntthe message, DistributedDirector instructs each
DRP Server Agent to respond directitythe client with tb answer. The instruction, which is determined
by the DistributedDirector configurian, also specifies whether the regge should be sent at a specific

time or after a certain delay.

Boomerang Metric

Boomerang is a DRP metric for DistributedDirector. When the boomerang metric is active,
DistributedDirector instructs the DRP to send DNS responses directly to the querying client. The DNS
response contains addresses tdssassociated with a specific DRP Server Agent. All involved DRP
Server Agents send their DNS responses at the §ameThe packet of the DRP that is nearest to the
client in terms of delay arrives first. The clientyrtake the first answer and ignore subsequent ones,
which is a standard behavior of all local DNS server implementations. Full boomerang support can be
configured on a DRP Server Agent. The bevang client is the DRP Server Agent.
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The boomerang metric enables abwrang client on the DRP ServAgent to communicate with
boomerang-supported servers. The metric promatesoperability among fflerent content routers
within Cisco. The boomerang client on the DR&ver Agent can communicate with any boomerang
server, not only servers implemented on DistributedDirector.

When a boomerang DRP Server Agent receives a lahiig message from boomerang servers, the DRP
extracts the domain name specified in the DNS agessA DRP Server Agemtith Boomerang support
can be configured othis specified domain.

Benefits of a DRP Server Agent

DRP Server Agents provide the following benefits:

Use of DistributedDirector service is facilitated.
A means to select a site with the fastest response time is provided with Boomerang support.

Congestion and link failures are dynamicakycognized and avoided with Boomerang support.

How to Configure a DRP Server Agent

Perform these tasks to configuaed maintain a DRP Server Agent.

Enabling the DRP Server Agent, page

Limiting the Source of DRP Queries, page

Configuring Authentication of DRP Queries and Responses, page
Monitoring and Maintaining a DRP Server Agent, pdge

Adding a New Domain or Configuring an Existing Domain, p8ge
Configuring a Domain Name Alias, page

Configuring the Server Address of a Domain, pa@e

Configuring an IP Time-to-Live Value, padd

Configuring a DNS TTL Value, page?

Verifying Boomerang Information on a DRP Server Agent, pEge

Enabling the DRP Server Agent

Perform this task to enable a DRP Server Agent (it is disabled by default).

SUMMARY STEPS

P 0 DN PF

enable
configure terminal
ip drp server

exit
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DETAILED STEPS

Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.

Example:
Router> enable

Step2  configure  terminal Enters global configuration mode.

Example:
Router# configure terminal

Step3  ip drp server Enables a DRP Server Agent.

Example:
Router(config)# ip drp server

Stepd  exit Returns the CLI to privileged EXEC mode.

Example:
Router(config)# exit

Limiting the Source of DRP Queries

As a security measure, you can limit the source b8\RRP queries. When aatdard IP access list is
applied to an interface, the DRP Server Agent v@fipond only to DRP queries originating from an IP
address in that list. If no access list is counfigd, the DRP Server Agent answers all queries.

When both an access group and a &egin (described in the next siect) have beeronfigured, both
security mechanisms must allow assédefore a request is processed.

Perform this task to limit the source of valid DRP queries.

SUMMARY STEPS

enable
configure terminal

ip drp access-groupaccess-list-number

A o N PF

exit
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How to Configure a DRP Server Agell

Command

Purpose

Stepl  enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Step2  configure  terminal Enters global configuration mode.

Example:

Router# configure terminal

Step3  ip drp access-group

access-list-number Controls the sources of valid DRP queries by applying a
standard IP access list.

Example: In this instance, thaccess list is number 1.
Router(config)# ip drp access-group 1
Stepd  exit Returns the command-line interface (CLI) to privileged
EXEC mode.
Example:

Router(config)# exit

Configuring Authentication of DRP Queries and Responses

Perform this task to define a key chain, identify the keys that belong to the key chain, and optionally
specify the time period durg which each key is valid.

Authentication Keys and Key Chains

Another available security measure is to confighe DRP Server Agent to authenticate DRP queries
and responses.

When configuring key chains akeys, use the following guidelines:

Restrictions

The name of the key chain configured for DRP autitation must match the name of the key chain
configured.

The key configured in the primary agent in the remote router must match the key configured in the
DRP Server Agent for regnses to be processed.

You can configure multiple keys with lifetirmeand the software will rotate through them.

If authentication is enabled and multiple keysthe key chain are active based onstéwed-lifetime
values, the software uses only thetfisy it encountersor authentication.

Use theshow key chaincommand to display key chain information.

To configure lifetimes for DRP authentication, ymust configure time services for your router.

"
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SUMMARY STEPS
1. enable
2. configure terminal
3. ip drp authentication key-chain name-of-chain
4. key chainname-of-chain
5. key key-id
6. key-string text
7. accept-lifetime start-time{infinite | end-time| duration second}
8. send-lifetimestart-time{infinite | end-time| duration second}
9. exit
DETAILED STEPS
Command Purpose
Stepl  enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip drp authentication key-chain name-of-chain Identifies the key chain to hesed for authenticating all
DRP requests and responses.
Example:
Router(config)# ip drp authentication key-chain
mktg
Step4  keychain  name-of-chain Identifies the key chain named in Stg¢jand places the CLI
in key chain configuration mode.
Example:
Router(config)# key chain mktg
Step5  key key-id Identifies the key number 1.
Example:
Router(config-keychain)# key 1
Step6  key-string  text Identifies the key string as internal.

Example:
Router(config-keychain-key)#
internal

key-string
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Command Purpose
Step7  accept-lifetime start-time  { infinite | end-time | (Optional) Specifies the time period during which the key
| duration seconds } can be received.
In this instance, the time period is 600 seconds.
Example:
Router(config-keychain-key)# accept-lifetime
15:00:00 Oct 12 2006 600
Step8  send-lifetime start-time  { infinite | end-time | |(Optional) Specifies the time period during which the key
duration seconds } can be sent.
In this instance, the time period is 300 seconds.
Example:
Router(config-keychain-key)# send-lifetime
14:30:00 Oct 12 2006 300
Step9  exit Returns the CLI to privileged EXEC mode.
Example:
Router(config)# exit

Monitoring and Maintaining a DRP Server Agent

Perform this task to monitor and maintain a DRP Server Agent.

SUMMARY STEPS

enable
clear ip drp
show ip drp

A w0 N PE

exit
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  clearip drp Clears statistics being collected for DRP requests and
responses.
Example:
Router# clear ip drp
Step3  showip drp Displays information about the DRP Server Agent.
Example:
Router# show ip drp
Stepd  exit Returns the CLI to user EXEC mode.
Example:
Router# exit

Adding a New Domain or Configuring an Existing Domain

Perform this task to add a new domain to the DistributedDirector client or to configure an existing
domain. This task is performed on the DRP Server Agent.

1. enable
2. configure terminal
3. ip drp domain domain-name

4. exit
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DETAILED STEPS

Stepl

Step2

Step3

Step4

Configuring a Domain Name Alias

How to Configure a DRP Server Agell

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

ip drp domain domain-name Specifies a domain to be adHer configured and puts the
CLI in boomerang configuration mode.

Example: The domain in this example is named www.boom1.com.

Router(config)# ip drp domain www.boom1.com

exit Returns the CLI to privileged EXEC mode.

Example:

Router(config-boomerang)# exit

Perform this task to configure atias name for a specified domain.

SUMMARY STEPS

enable

configure terminal

alias alias-name

o @ DR

exit

ip drp domain domain-name
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DETAILED STEPS
Command Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:

Step2

Step3

Step4

Step5

Router> enable

configure terminal

Enters global configuration mode.

Example:

Router# configure terminal

ip drp domain domain-name
Example:

Router(config)# ip drp domain

www.booml.com

Specifies a domain to be added or configured and puts the CLI in
boomerang configuration mode.

alias alias -name

Example:
Router(config-boomerang)# alias
www.boom2.com

Configures an alias name for a specified domain.
The alias name in this example is www.boom2.com.

exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.

Configuring the Server Address of a Domain

Perform this task to configure the seraeldress for a specified boomerang domain.

SUMMARY STEPS

enable

A

exit

configure terminal
ip drp domain domain-name
server server-ip-address




| Configuring a DRP Server Agent

How to Configure a DRP Server Agell

DETAILED STEPS
Command Purpose
Stepl  enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip drp domain domain-name Specifies a domain to be added or configured and puts the CLI in
boomerang configuration mode.
Example:
Router(config)# ip drp domain
www.booml.com
Step4  server server-ip-address Configures an IP addss for a specified domain.
Example:

Router(config-boomerang)# server
172.16.101.101

Step5  exit Returns the CLI to privileged EXEC mode.

Example:
Router(config-boomerang)# exit

Configuring an IP Time-to-Live Value

Perform this task to configure the IP time-to-live (TTL) value for packets sent from a boomerang client
to a DNS client, in number of hops.

SUMMARY STEPS

enable

configure terminal

ip drp domain domain-name
ttl ip hops

o~ W DR

exit
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DETAILED STEPS
Command Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip drp domain domain-name Specifies a domain to be added or configured and puts the CLI in
boomerang configuration mode.
Example:
Router(config)# ip drp domain
www.boom1.com
Step4  ttlip hops Configures the maximum number of hops between the boomerang
client and the DNS client, aftevhich the boomerang response
Example: packet fails.
Router(config-boomerang)# ttl ip 2 The number of hops in this example is 2.
Step5  exit Returns the CLI to privileged EXEC mode.
Example:

Router(config-boomerang)# exit

Configuring a DNS TTL Value

Perform this task to configure the number of secothét a DNS client will cache an answer received
from a boomerang client.

SUMMARY STEPS

enable
configure terminal
ip drp domain domain-name

ttl dns seconds

ok w N R

exit
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DETAILED STEPS
Command Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip drp domain domain-name Specifies a domain to be added or configured and puts the CLI in
boomerang configuration mode.
Example:
Router(config)# ip drp domain

www.booml.com

Step4 ttldns  seconds Configures the number of seconds for which the DNS client can
cache a boomerang reply fronbaomerang client. The number

) of seconds in this example is 10.
Example:

Router(config-boomerang)# ttl dns 10
Step5  exit Returns the CLI to privileged EXEC mode.

Example:
Router(config-boomerang)# exit

Verifying Boomerang Information on a DRP Server Agent

Perform this task to verify that boomerang support was successfully configured on a DRP Server Agen

Stepl  Enter theshow ip drp boomerangcommand to display boomerang information on a DRP Server Agent.
The output of this command verifies information sashwhether the server is up or down, the number
of DNS requests received, and the numbeeqgliests dropped because the server is down.

Router# show ip drp boomerang
DNS packets with unknown domain 0

Domain www.boom1l.com

Content server 172.16.101.101 up
Origin server 0.0.0.0

DNS A record requests 0
Dropped (server down) 0
Dropped (no origin server) 0
Security failures 0

Alias www.boom?2.com
DNS A record requests 0

Step2  Enter theshow ip drp command to display additional information such as the number of requests
received from DistributedDirector, the total niber of boomerang requests, and the number of
boomerang responses made by a DRP Server Agent.

| .-!-
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Router# show ip drp

Director Responder Protocol Agent is enabled
3 director requests:

0 successful route table lookups

0 successful measured lookups

0 no route in table

0 nortt

0 DRP packet failures returned

3 successful echos

6 Boomerang requests

0 Boomerang-raced DNS responses
Authentication is enabled, using "DD" key-chain
rttprobe source portis  :53

rttprobe destination port is:53

Troubleshooting Tips

If the ip drp domain domain-name&ommand is configured on the DRP Server Agent, but a
corresponding server address is not specified fordtisain name, the content-server field defaults to
0.0.0.0. Theshow ip drp boomerangcommand displays this information. In this case, the DRP Server
Agent would be removed from the boomerang configuration. To include it again, enter boomerang
configuration mode and specify a server address.

Router> enable

Router# configure terminal

Router(config)# ip drp domain www.boom1.com
Router(config-boomerang)# server 172.16.101.101

Configuration Examples for Configuring a DRP Server Agent

+ Enabling a DRP Server Agent andiiting Query Sources: Example, patg

- Adding a New Domain or Configuring an Existing Domain: Example, d&ge
« Configuring a Domain Name Alias: Example, pdde

« Configuring the Server Address of a Domain: Example, d&ge

« Configuring an IP TTL Value: Example, pa$b

« Configuring a DNS TTL Value: Example, pat6

Enabling a DRP Server Agent &maditing Query Sources: Example

The following example shows how to enable the DRP Server Agent, limit the sources of DRP queries to
those listed in access list and configure authentication for DRBeries and responses. The access list
permits queries from only the host at address 192.168.5.5.

ip drp server
access-list 1 permit 192.168.5.5
ip drp access-group 1
ip drp authentication key-chain mktg
key chain mktg
key 1
key-string internal
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Adding a New Domain or Configuring an Existing Domain: Example

In the following example, a domain named www.booml1.com is added on a boomerang client:

ip drp domain www.boom1.com

show running-configuration

ip drp domain www.boom1.com

Configuring a Domain Name Alias: Example

In the following example, the domain name alias configured for www.boom1.com is www.boom2.com:

ip drp domain www.boom1.com
alias www.boom2.com

show running-configuration

ip drp domain www.boom1.com
alias www.boom2.com

Configuring the Server Address of a Domain: Example

In the following example, the server address isfiqured for www.boom1.conilhe server address for
www.booml.com is 172.16.101.101.

ip drp domain www.boom1.com
server 172.16.101.101

show running-configuration

ip drp domain www.boom1.com
content-server 172.16.101.101

Configuring an IP TTL Value: Example

In the following example, the number of hops that occur between the boomerang client and the DNS
client before the boomerang response packet fails is 2:

ip drp domain www.boom1.com
ttlip 2

show running-configuration

ip drp domain www.boom1.com
ip-ttl 2
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Configuring a DNS TTL Value: Example

In the following example, the nurebof seconds for which the DNS client can cache a boomerang reply
from a boomerang client is 10:

ip drp domain www.boom1.com
ttl dns 10

show running-configuration

ip drp domain www.boom1.com

dns-ttl 10

Additional References

The following sections provide references relatethe Configuring a DRP Server Agent module.

Related Documents

Related Topic Document Title
DRP Server Agent related commands CiscolOS Network Management Command ReferecRedease 12.4
Configuring DistributedDirector The “DistributedDirector Conduration” chapter of th€iscolOS

Network Management Configuration GujdRelease 12.4

Cisco DistributedDirector 4700-M Installation and Configuration
Guide

DistributedDirector Boomerang Support The “DistributedDirector Boomang Support” chapter of the
CiscolOS Network Management Configuration GyiBelease 12.4

Network Time Protocol and setting time services |The “Performing Basic SysteManagement” chapter of the
CiscolOS Network Management Configuration GuiRelease 12.4

Technical Assistance

Description Link

The Cisco Technical Support & Documentation http://www.cisco.com/techsupport
website contains thousands of pages of searchable
technical content, including links to products,

technologies, solutions, technical tips, tools, and
technical documentation. Registered Cisco.com users
can log in from this pag® access even more content.

—



http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cr/hnm_r/index.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd4700m/atm.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
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Feature Information for Cloguring a DRP Server Agent

Note

Tablel lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in CiH08 Releasd 1.2(4)F or CiscdOS Release 12.2(8)T
or a later release appear in the table.

Not all commands may be available in your Cisco Ho8ware release. For release information about a
specific command, see the conmdareference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco I0S and Catalyst OS software images
support a specific software releageature set, or platform. Brcess Cisco Feature Navigator, go to
http://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Tablel lists only the CiscdOS software release thattroduced support for a given feature in a given
CiscolOS software release train. Unless noted otfige, subsequent releases of that Cisz8
software release trainsa support that feature.
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Table 1 Feature Information for Configuring a DRP Server Agent

Feature Name

Releases

Feature Information

DRP Agent—Boomerang Support

12.2(8)T

Boomerang is a DRP metric for DistributedDirector. When
the boomerang metric is active, DistributedDirector
instructs the DRP to send DNS responses directly to the
guerying client. The DNS resnse contains the addresses
of sites associated with a specific DRP Server Agent.

The following sections provide information about this
feature:

« Director Response Protocol, page

« DRP Server Agent, page

+ Racing Message, page

+ Boomerang Metric, pag2

- Benefits of a DRP Server Agent, page

« How to Configure a DRP Server Agent, p&e

« Adding a New Domain or Configuring an Existing
Domain, page

» Configuring a Domain Name Alias, pafe

» Configuring the Server Address of a Domain, page
- Configuring an IP Time-to-Live Value, pagd

« Configuring a DNS TTL Value, pagg?

« Verifying Boomerang Information on a DRP Server
Agent, pagel3

DRP Server Agent

11.2(4)F

A DRP Server Agent is a bordesuter or peer to a border
router that supports the geographically distributed servers
for which DistributedDiretor service is desired.

The following sections provide information about this
feature:

» Director Response Protocol, page

« DRP Server Agent, page

« Enabling the DRP Server Agent, page

« Limiting the Source of DRP Queries, page

« Configuring Authentication of DRP Queries and
Responses, padge

« Monitoring and Maintaining a DRP Server Agent,
page7
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Embedded Resource Manager (ERM)

First Published: December 07, 2004
Last Updated: November 20, 2009

The Embedded Resource Manager (ERM) featuravallpou to monitor internal system resource
utilization for specific resoursesuch as the buffer, memory,da@PU. ERM monitors resource
utilization from the perspective of various subsystems within the C@8csoftware such as resource
owners (ROs) and resource users (RUs). ERM allpsto configure threshold values for system
resources.

The ERM infrastructure is designed to allow for griam monitoring on a task basis within the Ci$G%
software. Network administrators can define threshtdseate notifications @ording to the real-time
resource consumption. ERM goes beyond simply nooimg for total CPU utilization. Through the use
of ERM, network administrators and operators can gain a better understanding of the device’s
operational characteristics, leading to better insight into system scalability and improved system
availability.

Finding Feature Information

Contents

I
CISCO.

Your software release may not support all the featdogsimented in this module. For the latest feature
information and caveats, see the release notes fompyatiorm and software release. To find information
about the features documented in this module, asdda list of the releases in which each feature is
supported, see tH&eature Information foEmbedded Resource Manager” section on |5&ge

Use Ciscdreature Navigator to find information about platform support and G88cand CatalysDS
software image support. To access CiBeature Navigator, go tottp://www.cisco.com/go/cfrAn
account on Cisco.com is not required.

» Prerequisites for Embedded Resource Manager, page
» Restrictions for Embedded Resource Manager, R2age

« Information About Embedded Resource Manager, [fage

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA


http://www.cisco.com/go/cfn

Embedded Resource Manager (ERM)

M Prerequisites for Embedded Resource Manager

» How to Configure Embedded Resource Manager, [8age

« Configuration Examples for Emedded Resource Manager, pdge
- Additional References, padgs

* Glossary, pagé7

Prerequisites for Embedded Resource Manager

You must be running Cisco 10S Release 12.4(@)3a later release to use the Packet Memory
Reclamation functionality.

Restrictions for Embedded Resource Manager

Additional instructions from a Cisco techniclpport representative may be required.

Information About Embedded Resource Manager

ERM promotes resource availability by providithe infrastructure to track resource usage.

To configure threshold values for resource manager entities, you should understand the following
concepts:

» Benefits of the Embedded Resource Manager, Rage
» Resource Accounting and Thresholds Tracking in ERM, 3age
« System Resources Monitored by the Embedded Resource Managed4, page

« Resource Policy Templates, page

Benefits of the Embedded Resource Manager

The ERM framework tracks resource utilization and resource depletion by monitoring finite resources.
Support for monitoring CPU, buffer, and memory utitina at a global or I0S-process level is available.

The ERM framework provides a mechanism to seotfications whenever the specified threshold
values are exceeded by any resource user. Thifscation helps network administrators diagnose any
CPU, buffer, and memory utilization issues.

The ERM architecture is illustrated igurel.
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Figure 1 ERM Architecture
Customer view
Common RU Common coquguration and
interface display mechanism for all resources
f““)\““\
ERM framework
Resource
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Common resource owner interface

Resource Owners

127549

ERM provides a framework for monitoring any finite resource within the di®&software and

provides information that a user can analyze to better understand how network changes might impact
system operation. ERM helps id@ressing infrastructure problemschuas reloads, memory allocation
failure, and high CPU utilization by performing the following functions:

« Monitoring system resource usage.

» Setting the resource threslld at a granular level.

» Generating alerts when resource utilization reaches the specified level.

» Generating internal events using the Ci0& Embedded Event Manager feature.

Resource Accounting and Thresholds Tracking in ERM

ERM tracks the resource usage for each RU intern&alyRU is a subsystem or process task within the
CiscolOS software; for example, the Open Shortest Fatst (OSPF) hello process is a resource user.
Threshold limits are used to notify network operators of specific conditions. The ERM infrastructure
provides a means to notify the internal RU subsystem of threshold indications as well. The resource
accounting is performed by individual ROs. ROs are part of the OB38software and are responsible

for monitoring certain resources such as the men@®y), and buffer. When the utilization for each RU
exceeds the threshold value you have set, the ROs send internal notifications to the RUs and to netwol
administrators in the form of system loggifayslog) messages or Simple Network Management
Protocol (SNMP) alerts.

You can set rising and falling values for critical, major, and minor levels of thresholds. When the
resource utilization exceeds the rising threshold level, an Up notification is sent. When the resource
utilization falls below the falling threshold level, a Down notification is sent.

ERM provides for three types of thresholds to be defined:

» The System Global Threshold is the point wiies entire resource reaches a specified value. A
notification is sent to all RUs once the threshold is exceeded.

» The User Local Threshold is the point when a specified RUs utilization exceeds the configured limit.

« The User Global Threshold isalpoint when the entire resounmsaches a configured value. A
notification is sent to the specifid®l) once the threshold is exceeded.

| .-
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System Resources Monitored by the Embedded Resource Manager

ERM monitors CPU, buffer, and memory utilization at a global and task-based level. To avoid
infrastructure issues and promote the availabilitgysftem resources, the resource owners described in
the following sections are monitored:

« CPU Resource Owner, pade
« Memory Resource Owner, page
« Buffer Resource Owner, page

CPU Resource Owner

The ERM feature uses the existing loadometer pracesalculate the load information displayed by the
show processes cpaommand. This method generates a repothefextended load statistics and adds

it to a circular buffer every five seconds. You camaif a record of the loastatistics for the past one
minute through the CLI. This feature also provides an intelligent CPUHOG profiling mechanism that
helps to reduce the time required to diagnose error conditions.

The functions described in the following sections help in load monitoring.
» Loadometer Process, page
» Scheduler, pagé
« Snapshot Management Using Event Trace, plage
« Automatic CPUHOG Profiling, pagé

Loadometer Process

The loadometer process generates an extended load monitor report every five seconds. The loadometer
function, which calculates prosge CPU usage percentage, is enkdno generate the loadometer
process reports.

Scheduler

The scheduler collects data when a processdswgrd, which enables the loadometer to generate
reports. The scheduler collects dataen the process is launched or when the process transfers control
to the scheduler.

Snapshot Management Using Event Trace

Snapshot management manages the buffer inhndni@apshots of reports are stored. The snapshot
management infrastructure storespdays, and releases the snapshots.

Automatic CPUHOG Profiling

The timer Interrupt Service Rougr{ISR) provides automatic CPUHOG profiling. The timer ISR begins
profiling a process when it notices that the prodessexceeded the configured value or a default of
twice the maximum scheduling quantum (maximum time taken for the execution of a task).

On beginning the profiling, the timer ISR saves the interrupted program counter (pc) and return address
(ra) in a preallocated buffer. This process pregithformation that can hethe user analyze the
CPUHOG.
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The profiling continues until the CPUHOG is reported or the buffer is full. To analyze the computation
of a long running process you must specify a process ID (PID) and a threshold to start the profiling.
When this process takes up more than theiipddime (in milliseconds), the profiling begins.

When the data belonging to a parti@muprocess exceeds the default size of the buffer, it is reported as a
CPUHOG. The default size of the buffer is 1250 entries and can store up to five seconds of profiling date

Memory Resource Owner

The Embedded Resource Manager featureaanes the memory manager in Ci$O& devices. The
enhancements are described in the following sections:

« Memory Usage History, pade

« Memory Accounting, pagb

« Interface Wedging and Packet Memory Leaks, page
+ Memory Resource Reclaniam for Interfaces, pagé

+ Memory Leak Reclamation, page

+ 1/O Memory, pagé

Memory Usage History

The Embedded Resource Manager feature helpmintaining memory fragmentation information and
thus reduces the need for maintenance ofrsg@acripts for collaing such information.

Memory Accounting

ERM performs the accounting of information for memory by tracking the memory usage of individual
RUs. When a process is createdparesponding RU is also createdjainst which the usage of memory

is recorded. The process of RU creation helps tke tasmigrate from a process-based accounting to a
resource user-based accounting scheme for memory.

The memory RO maintains a global threshold and a per-RU memory usage threshold that can be
configured through the ERM infrastructure. The meyriRO also tracks the global free memory. When
a particular RU’s memory usage exceeds the gloleal fnemory, a notification isent to the registered
resource monitors (RMs). Similarly when a partaruRU exceeds its threshold of memory usage, a
notification is sent to that RU. These notifications are sent using the ERM infrastructure.

A memory RO has the intelligence to assigh memogyRbJ. When a memory RO receives an allocation
request, the memory is assigned to the current\Rblen a free request is received, the memory RO
reduces the memory assigned to the RU.

Interface Wedging and Packet Memory Leaks

In certain situations, errors in the system actiognof incoming packetsan occur, leading to a
“memory leak” caused by the input queue. When theeeléak in an interface’s input queue, gradually
the queue reaches its maximum permitted value, ngubkee interface to become “wedged.” A wedged
interface may no longer process incoming packetsk® memory leaks can cause interface input queue
wedges.

The Packet Memory Reclamation functionality iroyes the infrastructure fgreventing wedged
interface input queues, and it provides a method for changing the defaults of that infrastructure. The
Embedded Resource Manager provides the Pad&atory Reclamation functionality for “unwedging”
interface input queues and configuring theteyn to detect and rectify packet leaks.

| .“
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Note

To use the Packet Memory Reclamation functionality, you must be running IQiSco
Release 12.4(6)T or a later release. Additionalliteshooting (debugging) commands were introduced
by this enhancement for use by techniagd®ort representatives in specific situations.

Memory Resource Reclamation for Interfaces

Note

The Garbage Detection process works in conjunatith the Memory RO in achieving interface
unwedging (for more details, see tlemory Leak Dectectdeature guide that is part of ti#scolOS
Configuration Fundamentals Configuration Gu)de

As part of the reclamation press, incoming packets that belaioga leaked input queue can be
deallocated and reused. THéature provides a commancritical rising ) that can be used to fine-tune
memory resource reclamation.

Configuration of this feature will typically be needed only as part of a troubleshooting process with a
Cisco Technical Support representative. Additional configuration tasks or special technical support
commands may be required before thisdieatcan be effectively used. Additiomakmory debug leak
internal service commands are made available to Cisco Technical Support engineers for use in specific
situations.

The deallocation procedure is triggered when akliemade to see if packets are using too much
memory. Thresholds for the memory RO can be configured using a global policy of any level.

The purpose of configuring this memory policy is to find a balance between the utilization of the
Memory Leak Detector (that can become resource intenand the need to detepacket memory leaks.
Ideally, the system should perform deallooatonly when it becomes absolutely necessary.

Thecritical rising command allows you to set a rising and falthreshold percentage for critical levels
of I/O memory usage, and to specify an intervalthmse values. These values trigger the Memory Leak
Detector process and, if nemt] the deallocation procedure.

For example, if memory usage is more than thatefiging threshold of 75 percent of total I/O memory
for more than 5 seconds, the “critical” notificatimngenerated within the system and a callback is
issued. As an action in the callback, a check is madee if the packets are using too much memory.
When the packets have used too much memoryjeb#ocation procedure begins. If the deallocation
procedure does not bring memory utilization beloa/ldwer threshold value, the deallocation procedure
is periodically reattempted. Once the memory usage falls below the configured threshold value, the
periodic attempts to deallocate are stopped.

Memory Leak Reclamation

I/O Memory

The Packet Memory Reclamation feature uses thil ERrastructure to clean up and reclaim leaked
CiscolOS packet memory.

This feature uses the Memory Leak Detector pssc(sometimes referredds the Garbage Detection
or GD process) and the memory-manager RO functionality to reclaim packet memory.

The I/O memory pool is one of the memory types in Cisco I0S software. The input queue buffers use
memory from this pool for processing.
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Buffer Resource Owner

The Embedded Resource Manager feature addréssescurring problems of the Buffer Manager
described in the following sections.

» Automatic Buffer Tuning, pag@é

- Buffer Leak Detection, pageé

« Buffer Accounting, pag&

« Buffer Usage Thresholding, page

Automatic Buffer Tuning

Note

The Embedded Resource Manager feature allowstg@utomatically tune the buffers using the
buffer tune automatic command. The buffer RO tunes permanent memory in particle pools based on
the usage of the buffer pool.

The buffer RO tracks the number of failures and the availability of memory in the buffer pool. When the
number of failures increases above 1 percent of the buffer hits or when no memory is available in the
buffer pool, the buffer RO performs an automatic tuning.

Ensure that there is sufficiefiee /O memory or main memory using the first lines ofsthew memory
command output before enabling automatic tuning of buffers.

Here are some keywords from theffer tune command that can help you verify if you have sufficient
/O memory:

« permanent take the number of total buffers in a pool and add 20 percent.

« min-free: set themin-free keyword to 20 to 30 percent of the permanent number of allocated buffers
in the pool.

+  max-free: set themax-free keyword to a value greater than the sum of permanent and minimum
values.

However, when there is a traffic burst, the Cis0& device may not have enough time to create the new
buffers and the number of failures may continue to increase.

The Embedded Resource Manager feature monitors the buffer pool every minute for tuning (that is, for
number of hits, number of failures, and the numberaaiters created). When buffer tuning is enabled,
the buffer RO automatically hes the buffers when required.

Buffer Leak Detection

Buffer Accounting

The Embedded Resource Manager feature allows C@8adevices to detect and diagnose potential
buffer leaks. All the buffers in a pool are linkedthat they can be traced easily. The number of buffers
allocated for incoming andutgoing packets in each buffer pasltracked and can be displayed in the
show buffers leakcommand output.

The Embedded Resource Manager feature consisteofianisms to account for the usage of buffers.
All buffers are owned by the pool manager process (buffer RU). When a RU requests a buffer, the
allocated buffer is allotted to that RU. When the Ritlurns the buffer, it ideducted from the RU’s
account. The packet type from the output ofghew buffers usageommand indicates the RU to which
the packet belongs.

"mam
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Buffer Usage Thresholding

The Embedded Resource Manager feature providasikty to manage high buffer utilization. The

buffer manager RO registers as a RU with thenmgy RO. The buffer mamgger RU is set before a

memory allocation is made for creating new buffa@itse buffer manager also registers as an RO. When

a buffer is allocated, the curreRU (if any) is charged with the memory allocation. The buffer manager
RO registers for the notifications from the memory manager for the processor and I/O memory pool. If
the 1/0 memory pool is falling short of memory, the buffer manager tries to free the lists of all the buffer
pools. If your CiscdOS device does not support I/O memory, then it registers for notifications from the
processor memaory.

CiscolOS software maintains a threstigder buffer pool. When a particular pool exceeds the specified
threshold, ERM sends a notification to all the RUs in that pool, so that the RUs can take corrective
measures. Thresholds are configured for public buffer pools only.

Global notification is set for every pool in the system; that is, one notification for all pools in the public
pool and one notification for each pool in the private pool. Threshold notifications are sent to only those
RUs that have registered with the ROs for getting notifications. A list of RUs that have registered with
the RO is maintained by the RO. fnthe threshold of a particular R&lexceeded, then that RU is
notified and marked notified. When the buffers are recovered, the notified RUs are moved back to the
original list.

For example, an Ethernet driver RtJallocated buffers from some particular private pool. Another RU,
Inter Processor Communication (IPC), is added &olit. In this case, when the pool runs low on
buffers, the IPC RU gets a notification and it can take corrective measures.

You can configure threshold valuespercentages of the total buffersadable in the public pool. Total
buffer is the sum of maximum allowéuffers and the permanent poolghe public buffer pool. If these
values change due to buffer tuning, then threghold values also chga. For example, if the

configuration requires that a notification be sent when the IPC RU is holding more than 40 percent of
Ethernet buffers and the sum of permanent and maximum allowed for Ethernet buffers is 150 percent,
then the Ethernet pool is notified when the IPC RU is holding 60 percent.

Resource Policy Templates

Resource owner policy is a template used by the R@sdociate a RU with a set of thresholds that are
configured through the CLI. This template can be used to specify system global, user local, and per user
global thresholds. A particular resource group or RU can have only one policy associated with it. The
policy template for ROs is maintained by the ERM framework.

When a policy template is associated with a uspe nd its instance (RUghe thresholds configured
in that policy are applied based on the RU to R@tm@nship. This method ignores any RO configuration
that may not be applicable to the RU.

How to Configure Embedded Resource Manager

This section contains the following procedures.

- Managing Resource Utilization by Defining Resource Policy, ga@equired)
» Setting Expected Operating Rasyfor Buffer Resources, padé (required)

» Setting Expected Operating Ranges for CPU Resources,12qgequired)

» Setting Expected Operating Rasyfor Memory Resources, patjé (required)
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Enabling Automatic Tuning of Buffers, pagé (required)

Managing Memory Usage History, page (required)

Configuring a CPU Process to Be Included in the Extended Load Monitor Reporf d@gquired)
Managing Extended CPU Load Monitoring, pa&f(required)

Managing Automatic CPUHOG Profiling, pagé (required)

Applying a Policy to Resource Users, pafe(optional)

Setting a Critical Rising Threshd for Global /O Memory, pag27 (optional)

Verifying ERM Operations, pag29 (optional)

Troubleshooting Tips, pagét (optional)

Managing Resource Utilization by Defining Resource Policy

Perform this task to configure a resource policy for ERM.

SUMMARY STEPS
1. enable
2. configure terminal
3. resourcepolicy
4. policy policy-name[global | type resource-user-tyde
DETAILED STEPS
Command or Action Purpose

Stepl  enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Example:
Router> enable

Step2  configure  terminal Enters global configuration mode.
Example:

Router# configure terminal
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Command or Action Purpose

Step3 resource  policy

Example:

Router(config)# resource policy

Enters ERM configuration mode.

Step4  policy policy-name [ global | type Enters ERM policy configuration mode to configure a

resource-user-type

Example:

Router(config-erm)# policy policyl type

iosprocess

] resource policy.

« Thepolicy-nameargument identifies the name of the
resource policy.

« Theglobal keyword is used when you are configuring
a system global policy.

« Thetype keyword indicates that you are configuring
either a user local or per user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

Setting Expected Operating Ranges for Buffer Resources

SUMMARY STEPS

Perform this task to configutdreshold values for buffer RO.

g r w DR

enable

configure terminal

resourcepolicy

policy policy-name[global | type resource-user-tyde

system
or
slot slot-number

buffer public

critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]

or

major rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]

or

minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]

exit
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Command or Action

Purpose

Stepl  enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Step2  configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.

Step4  policy policy-name [ global | type
resource-user-type ]

Example:
Router(config-erm)# policy policyl type
iosprocess

Configures a resource policy and enters ERM policy
configuration mode.

« Thepolicy-nameargument identifies the name of the
resource policy.

« Theglobal keyword is used when you are configuring
a system global policy.

« Thetype keyword indicates that you are configuring
either a user local or per user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

Step5  system

or

slot  slot-number

Example:
Router(config-erm-policy)# system
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with Hystem
command.

Enters ERM slot configuration mode with thleot
slot-numbercommand. This command is available only in
distributed platforms like the Route Switch Processor
(RSP).

Step6  buffer  public

Example:
Router(config-policy-node)# buffer public

Enters buffer owner configuration mode.

Allows you to set the rising and falling values for the
critical, major, and minor thresholds.
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Step7

Step8

Command or Action

Purpose

critical rising rising-threshold-value

[ interval interval-value 1[ falling
falling-threshold-value [ interval

interval-value N[ global ]

or

major rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value N[ global ]

or

minor  rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value N[ global ]

Example:

Router(config-owner-buffer)# critical rising 40
falling 20 interval 10 global
or

Example:

Router(config-owner-buffer)# major rising 30
falling 15 interval 10 global

or

Example:
Router(config-owner-buffer)# minor rising 20
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for
critical, major, and minor levels of buffer usage count for
the public buffer pools.

Note If you had configured a global policy in Step 4, you
do not need to give tiidobal keyword while setting
the threshold values in Step 7. However, if you have
configured a user local or per user global policy (by
not specifying theylobal keyword) in Step 4, enter
the global keyword in Step 7 if you want to
configure a per user global threshold.

exit

Example:
Router(config-owner-buffer)# exit

Exits buffer owner configuration mode.

Setting Expected Operating Ranges for CPU Resources

Perform this task to configutdreshold values for the CPU RO.

SUMMARY STEPS

enable
configure terminal

resourcepolicy

g r w DR

system
or
slot slot-number

6. cpuinterrupt

policy policy-name[global | type resource-user-tyde




| Embedded Resource Manager (ERM)

10.

11.
12.
13.

14.

DETAILED STEPS

Stepl

Step2

Step3

How to Configure Embedded Resource Manadilik

critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] global

or

major rising rising-threshold-valudinterval interval-valué [falling falling-threshold-value
[interval interval-valud] global

or

minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] global

exit
Cpu process

critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [global]

or

major rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [global]

or

minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valugd] [global]

exit
cpu total

critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] global

or

major rising rising-threshold-valudinterval interval-valué [falling falling-threshold-value
[interval interval-valud] global

or

minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] global

exit

Command or Action Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

« Enter your password if prompted.

configure  terminal Enters global configuration mode.

Example:

Router# configure terminal

resource  policy

Example:

Router(config)# resource policy

Enters ERM configuration mode.
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Step4

Step5

Step6

Command or Action

Purpose

policy policy-name [ global | type
resource-user-type ]

Example:
Router(config-erm)# policy policyl type
iosprocess

Configures a resource policy and enters ERM policy
configuration mode.

« Thepolicy-nameargument identifies the name of the
resource policy.

« Theglobal keyword is used when you are configuring
a system global policy.

» Thetype keyword indicates that you are configuring
either a user local or per user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

system

or

slot  slot-number

Example:
Router(config-erm-policy)# system
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with gyestem
command.

Enters ERM slot configuration mode with thiet
slot-numbercommand. This command is available only in
distributed platforms like the RSP.

cpu interrupt

Example:
Router(config-policy-node)# cpu interrupt

(Optional) Enters CPU owner configuration mode.

Allows you to set the rising and falling values for the
critical, major, and minor thresholds.
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Command or Action

Purpose

critical rising rising-threshold-value

[ interval interval-value 1[ falling
falling-threshold-value [ interval

interval-value 11 global

or

major rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value 11 global

or

minor  rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value 11 global

Example:

Router(config-owner-cpu)# critical rising 40
falling 20 interval 10 global
or

Example:

Router(config-owner-cpu)# major rising 30
falling 15 interval 10 global

or

Example:
Router(config-owner-cpu)# minor rising 20
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for
critical, major, and minor levels of percentages of CPU
interrupt utilization.

Note If you had configured a global policy in Step 4, you
do not need to give tiidobal keyword while setting
the threshold values in Step 7. However, if you have
configured a user local or per user global policy (by
not specifying theylobal keyword) in Step 4, enter
the global keyword in Step 7 if you want to
configure a per user global threshold.

For interrupt CPU utilizationyou can configure either
global thresholds or per usgiobal thresholds. Hence, you
must enter thglobal keyword either in Step 4 or in Step 7.

exit

Example:
Router(config-owner-cpu)# exit

Exits the CPU owner configuration mode.

cpu process

Example:
Router(config-policy-node)# cpu process

(Optional) Enters CPU owner configuration mode.

Allows you to set the rising and falling values for the
critical, major, and minor thresholds.




Embedded Resource Manager (ERM)

M How to Configure Embedded Resource Manager

Step10

Stepll

Stepl2

Command or Action

Purpose

critical rising rising-threshold-value
[ interval interval-value 1[ falling
falling-threshold-value [ interval
interval-value N[ global ]

or

major rising rising-threshold-value
interval-value 1[ falling
falling-threshold-value [ interval
interval-value N[ global ]

or

minor  rising rising-threshold-value
interval-value 1[ falling
falling-threshold-value [ interval
interval-value N[ global ]
Example:

Router(config-owner-cpu)# critical rising 40
falling 20 interval 10 global
or

Example:

Router(config-owner-cpu)# major rising 30
falling 15 interval 10 global

or

Example:
Router(config-owner-cpu)# minor rising 20
falling 10 interval 10 global

[ interval

[ interval

Allows you to set the rising and falling threshold values for
critical, major, and minor levels of percentages of process
CPU utilization.

Note If you had configured a global policy in Step 4, you
do not need to give tiidobal keyword while setting
the threshold values in Step 10. However, if you
have configured a user local or per user global
policy (by not specifying thglobal keyword) in
Step 4, enter thglobal keyword in Step 10 if you
want to configure a per user global threshold.

For process CPU utilization, you can configure global
thresholds, per user global thresholds or user local
thresholds.

exit

Example:
Router(config-owner-cpu)# exit

Exits the CPU owner configuration mode.

cpu total

Example:
Router(config-policy-node)# cpu total

(Optional) Enters CPU owner configuration mode.

Allows you to set the rising and falling values for the
critical, major, and minor thresholds.
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Command or Action

Purpose

critical rising rising-threshold-value

[ interval interval-value 1[ falling
falling-threshold-value [ interval

interval-value 11 global

or

major rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value 11 global

or

minor  rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value 11 global

Example:

Router(config-owner-cpu)# critical rising 40
falling 20 interval 10 global
or

Example:

Router(config-owner-cpu)# major rising 30
falling 15 interval 10 global

or

Example:
Router(config-owner-cpu)# minor rising 20
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for
critical, major, and minor levels of percentages of total CPU
utilization.

Note If you had configured a global policy in Step 4, you
do not need to give tiidobal keyword while setting
the threshold values in Step 13. However, if you
have configured a user local or per user global
policy (by not specifying thglobal keyword) in
Step 4, enter thglobal keyword in Step 13 if you
want to configure a per user global threshold.

For total CPU utilization, you can configure either global
thresholds or per user global thresholds. Hence, you must
enter theglobal keyword either in Step 4 or in Step 13.

exit

Example:
Router(config-owner-cpu)# exit

Exits CPU owner configuration mode.

Setting Expected Operating Ranges for Memory Resources

Perform this task to configure threshold values for the memory RO.

Note When the Packet Memory Reclamation functionabtgnabled, and the violation of the configured
threshold value for the memory RO occurs, theaysterifies whether the memory is hogged by the
buffers. If 70 percent of the memory is usediby buffers, the system activates the Memory Leak
Detector process (sometimes referred to as the “@arbBatection” or “GD” process) to clean up the
memory. (For more details, see the Memory LBaictector feature guide that is part of iscolOS
Configuration Fundamentals Configuration Gu)de

SUMMARY STEPS

1. enable

2. configure terminal
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3. resourcepolicy
4. policy policy-name[global | type resource-user-tyde
5. system
or
slot slot-number
6. memory io
7. critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
or
major rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
or
minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
8. exit
9. memory processor
10. critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
or
major rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
or
minor rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value
[interval interval-valud] [ global]
11. exit
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.

Example:

Router# configure terminal

Step3 resource  policy

Example:

Router(config)# resource policy

Enters ERM configuration mode.
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Command or Action

Purpose

policy policy-name [ global | type
resource-user-type ]

Example:
Router(config-erm)# policy policyl type
iosprocess

Configures a resource policy and enters ERM policy
configuration mode.

« Thepolicy-nameargument identifies the name of the
resource policy.

« Theglobal keyword is used when you are configuring
a system global policy.

» Thetype keyword indicates that you are configuring
either a user local or per user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

system
or

slot  slot-number

Example:
Router(config-erm-policy)# system
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with gyestem
command.

Enters ERM slot configuration mode with thiet
slot-numbercommand. This command is available only in
distributed platforms like the RSP.

memory io

Example:
Router(config-policy-node)# memory io

(Optional) Enters memory owner configuration mode.

Allows you to set the rising and falling values for the
critical, major, and minor thresholds.
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Command or Action Purpose

Step7  critical rising  rising-threshold-value Allows you to set the rising and falling threshold values for
]['lrl‘_tervt""t: A '?dte“’f‘""a'“e [][ tfa”";g critical, major, and minor levels of percentages of I/O
alling-thresnold-value Interval
interval-value N[ global ] memory usage.
or Note If you had configured a global policy in Step 4, you
major rising rising-threshold-value [ interval do notneed to give th.}ﬂObal keyword Wh”e. setting
interval-value 1[ falling the threshold values in Step 7. However, if you have
falling-threshold-value [ interval configured a user local or per user global policy (by
interval-value  J][ global ] not specifying thelobal keyword) in Step 4, enter
or theglobal keyword in Step 7 if you want to
minor rising  rising-threshold-value [ interval configure a per user global threshold.
interval-value 1[ falling
falling-threshold-value [ interval
interval-value N[ global ]
Example:
Router(config-owner-memory)# critical rising 40
falling 20 interval 10 global
or
Example:
Router(config-owner-memory)# major rising 30
falling 15 interval 10 global
or
Example:
Router(config-owner-memory)# minor rising 20
falling 10 interval 10 global

Step8  exit Exits memory owner configuration mode.
Example:
Router(config-owner-memory)# exit

Step9  memory processor (Optional) Enters memory owner configuration mode.

Allows you to set the rising and falling values for the

Example: critical, major, and minor thresholds.
Router(config-policy-node)# memory processor
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Command or Action

Purpose

critical rising rising-threshold-value

[ interval interval-value 1[ falling
falling-threshold-value [ interval

interval-value N[ global ]

or

major rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value N[ global ]

or

minor  rising rising-threshold-value [ interval
interval-value 1[ falling

falling-threshold-value [ interval

interval-value N[ global ]

Example:

Router(config-owner-memory)# critical rising 40
falling 20 interval 10 global
or

Example:

Router(config-owner-memory)# major rising 30
falling 15 interval 10 global

or

Example:
Router(config-owner-memory)# minor rising 20
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for
critical, major, and minor levels of percentages of processor
memory usage.

Note If you had configured a global policy in Step 4, you
do not need to give tiidobal keyword while setting
the threshold values in Step 10. However, if you
have configured a user local or per user global
policy (by not specifying thglobal keyword) in
Step 4, enter the global y&ord in Step 10 if you
want to configure a per user global threshold.

exit

Example:
Router(config-owner-memory)# exit

Exits memory owner configuration mode.

Enabling Automatic Tuning of Buffers

Perform this task to enable automatic tuning of buffers.

SUMMARY STEPS

1. enable
2. configure terminal
3. buffer tune automatic
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DETAILED STEPS

Stepl

Step2

Step3

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

buffer  tune automatic

Example:
Router(config)# buffer tune automatic

Enables automatic tuning of buffers.

Managing Memory Usage History

Perform this task to change the number of hours for which the memory log is maintained.

SUMMARY STEPS

1. enable

2. configure terminal

3. memory statistics history table number-of-hours

DETAILED STEPS

Stepl

Step2

Step3

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

configure terminal

Enters global configuration mode.

Example:

Router# configure terminal

memory statistics history  table number-of-hours
Example:

Router(config)# memory statistics history table
48

Changes the time (numbef hours) fa which the
memory log is maintained.
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Configuring a CPU Process to Be lidleld in the Extended Load Monitor Report

Perform this task to configure a process (or processes) to be included in the extended load monitor
report.

SUMMARY STEPS

1. enable

2. monitor processescpu extendedprocess-id-list

DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  monitor processes cpu extended process-id-list Enables the specified processpoocesses to be monitored
for the extended CPU load.
Example: You can specify a maximum of eight processes to be
Router# monitor processes cpu extended 1 monitored.

Managing Extended CPU Load Monitoring

Perform this task to change the history size in the collection report for extended CPU load.

Restrictions

You cannot disable this feature completely. If the canchis not configured, the default behavior is to
collect a one-minute history. The one-minute history is equivalent to collecting history for a history
sizel2.

SUMMARY STEPS

1. enable
2. configure terminal

3. processcpu extendedhistory history-size
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DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  process cpu extended history  history-size Enables you to change thestory size of the extended
collection report.
Example: If the command is not configured, the default behavior is to
Router(config)# process cpu extended history 24 collect a one-minute history, which is equivalent to

collecting history for history size 12.

Managing Automatic CPUHOG Profiling

Perform this task to enable automatic profiling of CPUHOGSs by the CPU Resource Owner. The CPU
Resource Owner predicts when a process could hog CPU and begins profiling that process at the same
time. This function is enabled by default.

SUMMARY STEPS

1. enable
2. configure terminal

3. processegpu autoprofile hog

DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  processes  cpu autoprofile hog Enables automatic profiling of CPUHOG processes.

This function is enabled by default.
Example:
Router(config)# processes cpu autoprofile hog

ﬂ-. |
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Applying a Policy to Resource Users

Perform this task to apply a policy or policy template to RUs or resource groups.

SUMMARY STEPS

enable

configure terminal

resourcepolicy

policy policy-name[global | type resource-user-tyde

exit

o g r w0 D PRE

user {resource-instance-nanresource-user-typeesource-policy-namgglobal
global-policy-namg group resource-group-namgype resource-user-tyge

instanceinstance-name

N

8. policy policy-name

DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  resource  policy Enters ERM configuration mode.
Example:
Router(config)# resource policy
Step4  policy  policy-name [ global | type Configures a resource policy and enters ERM policy
resource-user-type | configuration mode.
« Thepolicy-nameargument identifies the name of the
Example: resource policy.
Router(config-erm)# policy policyl type . . .
iosprocess - Theglobal keyword is used when you are configuring

a system global policy.

« Thetype keyword indicates that you are configuring
either a user local or per user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

Step5  exit Exits ERM policy configuration mode.

Example:
Router(config-erm)# exit
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Step6

Step7

Step8

Command or Action

Purpose

user { resource-instance-name resource-user-type

resource-policy-name | global
global-policy-name | group resource-group-name
type resource-user-type }

Example:
Router(config-erm)# user group lowPrioUsers
type iosprocess

Applies a policy system wide (global thresholding), a group
of users (group thresholding), or a particular user.

Note When you apply a group policy to a group of RUs
by giving thegroup keyword in this command, the
CiscolOS router enters the resource group
configuration mode. Go to Step 7 if you want to add
RUs to the resource group. Got to Step 8 if you want
to apply a policy to the resource group.

» Theresource-instance-nangrgument identifies the
name of the RU to which you are applying a policy.

« Theresource-user-type-nansgument identifies the
type of RU.

« Theresource-policy-namargument identifies the
name resource policy you are applying to the individual
RU.

« Theglobal-policy-nameargument identifies the name
of the global policy you are trying to apply.

« Theresource-group-namargument identifies the name
of the resource group.

instance instance-name

Example:
Router(config-res-group)# instance http

Adds an RU to a resource group. Tihstance-name
argument specifies the RU or instance name.

Note Allthe RUs added by this command will be grouped
together under the resource group and the same
thresholding policy will be applied to all the RUs.
For example, if you have created a resource group
lowPrioUsersin Step 6, then all the RUs you add in
Step 7 will be part of the resource group
lowPrioUsersand the same policy is applied to all
the RUs.

policy  policy-name

Example:
Router(config-res-group)# policy group-policyl

Specifies the policy you want to apply to the resource group
you created in Step 6. Tiplicy-nameargument specifies
the name of the group policy.

This command helps you to set the same threshold policy to
a group of RUs grouped under a resource group. For
example, if you have some low-priority tasks or RUs like
http andsnmp and you want to set a threshold not on these
individual RUs, but as a grputhen add these RUs to the
lowPrioUsersgroup using Step 7 and then apply a
threshold policy using Step 8. In this case, if you have set a
minor rising threshold of 10 percent (this 10 percent
threshold is applied to bothttp andsnmpin the
lowPrioUsersgroup), then a notification is sent to
lowPrioUsersresource group when the accumulated usage
exceeds the 10 percent mark. Thgtif http uses 4 percent
and snmp uses 7 percent, a notification will be sent to all the

RUs in thelowPrioUsersresource group.
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Setting a Critical Rising Threshold for Global I/O Memory

Perform this task to specify a critical rising threshold value for the global /O memory pool. If global
I/0O memory resource consumption meets or exceaddwdlue, the Memory Leak Detector process will
be automatically triggered. Thismiiguration is only needed if you are experiencing a problem and you
want to change (fine tune) how often the automaticess occurs (for exampleet the threshold lower

so that deallocation cheaccurs more frequently).

SUMMARY STEPS

enable

S

system
or

slot slot-number

memory io

configure terminal

resourcepolicy

policy policy-name[global | type resource-user-tyde

7. critical rising rising-threshold-valudinterval interval-valug [falling falling-threshold-value

[interval interval-valud] [ global]

8. exit

DETAILED STEP

Stepl

Step2

Step3

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.
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Step4

Step5

Step6

Command or Action

Purpose

policy policy-name [ global | type
resource-user-type ]

Example:
Router(config-erm)# policy policyl type
iosprocess

Configures a resource policy and enters ERM policy
configuration mode.

« Thepolicy-nameargument identifies the name of the
resource policy.

« Theglobal keyword is used when you are configuring
a system global policy.

» Thetype keyword indicates that you are configuring
either a user local or per-user global policy. The
resource-user-typargument identifies the name of the
resource user type you want to attach the policy to.

system
or

slot  slot-number

Example:
Router(config-erm-policy)# system
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with gyestem
command.

Enters ERM slot configuration mode with thiet
slot-numbercommand. This command is available only in
distributed platforms like RSP.

memory io

Example:
Router(config-policy-node)# memory io

(Optional) Enters memory owner configuration mode.

» Allows you to set the rising and falling values for the
critical, major, and minor thresholds.
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Command or Action

Purpose

critical
[ interval

Step7

interval-value

Example:

Router(config-owner-memory)# critical rising 75
falling 65 interval 10 global

rising
interval-value
falling-threshold-value

N[ global ]

rising-threshold-value
1[ falling
[ interval

Note

Allows you to set the rising and falling threshold values for
critical levels as percentages of the I/O memory pool, and
set the interval of time that mtpass before these values are
registered.

If the amount of memory held by the resource user
exceeds the rising thresholdlue, a rising threshold
notification is generated.

If the falling threshold notification is generated before
the interval has passed, then the rising notification is
not sent.

The interval following the rising threshold signifies this
time period in seconds.

If the amount of memory held by the resource user falls
below the falling threshold, the falling threshold
notification is sent.

The optionalglobal keyword indicates that the
threshold is being set on the global memory
consumption, not on the memory used by the particular
resource user in which the configuration is being
applied.

If you had configured a global policy in Step 4, you
do not need to give tiigobal keyword while setting
the threshold values in Step 7. However, if you have
configured a user local or per-user global policy (by
not specifying thelobal keyword) in Step 4, enter
the global keyword in Step 7 if you want to
configure a per user global threshold.

Step8  exit

Example:

Router(config-owner-memory)# exit

Exits memory owner configuration mode.

Verifying ERM Operations

SUMMARY STEPS

o gk~ w DB

show buffers leak[resourceuser]
show buffers tune

show buffers usaggpool pool-namé

To verify the various ERM operliahs, perform the following steps.

show memory[processor]| io] fragment [detail]

show memory statistics history table

show monitor event-trace cpu-report{brief {all [detail] | back time| clock time | from-boot
[secondd detail] | latest [detail]} | handle handle-numbér

"
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7. show processes cpu autoprofile hog
8. show processes cpu extendddistory]
9. show resourceall [brief | detailed]

10. show resource database

11. show resource ownegresource-owner-namgall} user {resource-user-type-namaill} [ brief |
detailed | triggers]

12. show resource relationshipuser resource-user-type
13. show resource usefall | resource-user-tygd brief | detailed]

DETAILED STEPS

Stepl  show buffers leak[resourceuser]

Use this command without the optional keywords to display the details of all the buffers that are older
than one minute in thsystem, for example:

Router# show buffers leak
Header DataArea Pool Size  Link Enc Flags Input Output  User

6488F464 E000084 Small 74
6488FB5C E000304 Small 74
648905D0 E0006C4 Small 61
648913C0 E000BC4 Small 74
6489173C EO00D04 Small 74
648921B0 E0010C4 Small 60
6489252C E001204 Small 103 10 None None EEM ED Sy
64892C24 E001484 Small 74 10 None None EEM ED Sy

0 0 10 None None EEM ED Sy

0 0

0 0

0 o0

0 0

0 0

0 o0

0o
64892FAO0 E0015C4 Small 74 0 O 10 None None EEM ED Sy

0 0

0 0

0 0

0 0

0 o

0 0

0 0

0 0

10 None None EEM ED Sy
0 None None EEM ED Sy
10 None None EEM ED Sy
10 None None EEM ED Sy
0 None None Init

64893A14 E001984 Small 74 10 None None EEM ED Sy
64893D90 E001AC4 Small 61 0 None None EEM ED Sy
64894804 E001E84 Small 61 0 None None EEM ED Sy
6517CB64 E32F944 Small 74 10 None None EEM ED Sy
6517D25C E176D44 Small 74 10 None None EEM ED Sy
6517D5D8 E176E84 Small 74 10 None None EEM ED Sy
6517D954 E209A84 Small 74 10 None None EEM ED Sy
6517E744 E209D04 Small 61 0 None None EEM ED Sy
6517EE3C E29CBC4 Small 61 0 O 0 None None EEM ED Sy
65180324 E177844 Small 74 0 O 10 None None EEM ED Sy
65180D98 E177C04 Small 61 0 O 0 None None EEM ED Sy
65E1F3A0 E4431A4 Small 102 0 O 0 None None EEM ED Sy
64895278 E002644 Middl 191 0 O 10 None None EEM ED Sy
64895CEC E003004 Middl 173 0 O 10 None None EEM ED Sy
64896068 E003344 Middl 176 0 O 10 None None EEM ED Sy
648963E4 E003684 Middl 191 0 O 10 None None EEM ED Sy
64896E58 E004044 Middl 109 0 O 10 None None EEM ED Sy
64897C48 E004D44 Middl 194 0 O 10 None None EEM ED Sy
65181F04 E330844 Middl 173 0 O 10 None None EEM ED Sy
65183070 E3C3644 Middl 105 0 O 10 None None EEM ED Sy
65DF9558 E4746E4 Middl 107 0 O 0 None None EEM ED Sy
65DFA6C4 E475724 Middl 116 0 O 0 None None EEM ED Sy
65DFADBC E475DA4 Middl 115 0 O 0 None None EEM ED Sy
65DFC620 E477464 Middl 110 0 O 0 None None EEM ED Sy
64C64AEQ 0 FS He None None Init

64C64E5C 0 FS He None None Init

64C651D8 0 FS He None None Init

64C65554 0 FS He None None Init

64C658D0 0 FS He None None Init

o9ooo
o ooo
o9 www
o ooo
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64C65C4C OFSHe 0 0 O 0 None None Init
64C65FC8 OFSHe 0 0 O 0 None None Init
64C66344 OFSHe 0 0 O 0 None None Init
64D6164C OFSHe 0 0 O 0 None None Init
64EB9D10 OFSHe 0 0 O 0 None None Init
6523EE14 OFSHe 0 0 O 0 None None Init
0 0 O 0

65413648 0 FS He None None Init

Use this command with the optional keywords to display the details of the buffers of a specified RU that
are older than one minute in the system, for example:

Router# show buffers leak resource user

Resource User: EEM ED Syslog count: 32

Resource User: Init count: 2
Resource User: *Dead* count: 2
Resource User: IPC Seat Manag count: 11
Resource User: XDR mcast count: 2

Step2  show buffers tune
Use this command to display the details of automatic tuning of buffers, for example:

Router# show buffers tune
Tuning happened for the pool Small

Tuning happened at 20:47:25
Oldvalues

permanent:50 minfree:20 maxfree:150
Newvalues

permanet:61 minfree:15 maxfree:76

Tuning happened for the pool Middle
Tuning happened at 20:47:25
Oldvalues

permanent:25 minfree:10 maxfree:150
Newvalues

permanet:36 minfree:9 maxfree:45

Step3  show buffers usagdpool pool-namég

Use this command without the optional keyword and argument to display the details of the buffer usage
pattern in a specified fffier pool, for example:

Router# show buffers usage

Statistics for the Small pool

Caller pc  : Ox626BA9EO count: 20
Resource User: EEM ED Sys count: 20
Caller pc  : Ox60C71F8C count: 1

Resource User: Init count: 1
Number of Buffers used by packets generated by system: 62
Number of Buffers used by incoming packets: 0

Statistics for the Middle pool

Caller pc  : Ox626BA9EO count: 12

Resource User: EEM ED Sys count: 12

Number of Buffers used by packets generated by system: 41
Number of Buffers used by incoming packets: 0

Statistics for the Big pool
Number of Buffers used by packets generated by system: 50
Number of Buffers used by incoming packets: 0




Embedded Resource Manager (ERM)

M How to Configure Embedded Resource Manager

Statistics for the VeryBig pool
Number of Buffers used by packets generated by system: 10
Number of Buffers used by incoming packets: 0

Statistics for the Large pool
Number of Buffers used by packets generated by system: 0
Number of Buffers used by incoming packets: 0

Statistics for the Huge pool
Number of Buffers used by packets generated by system: 0
Number of Buffers used by incoming packets: 0

Statistics for the IPC pool
Number of Buffers used by packets generated by system: 2
Number of Buffers used by incoming packets: 0

Statistics for the Header pool
Number of Buffers used by packets generated by system: 511
Number of Buffers used by incoming packets: 0

Statistics for the FS Header pool

Caller pc : Ox608F68FC count: 9

Resource User: Init count: 12

Caller pc  : 0x61A21D3C count: 1

Caller pc  : O0x60643FF8 count: 1

Caller pc  : 0x61C526C4 count: 1

Number of Buffers used by packets generated by system: 28
Number of Buffers used by incoming packets: 0

Use this command with the optional keyword and argument to display the details of the buffer usage
pattern in a small buffer pool, for example:

Router# show buffers usage pool small

Statistics for the Small pool

Caller pc  : Ox626BA9EO count: 20
Resource User: EEM ED Sys count: 20
Caller pc  : Ox60C71F8C count: 1

Resource User: Init count: 1
Number of Buffers used by packets generated by system: 62
Number of Buffers used by incoming packets: 0

Step4  show memory[processor]|io] fragment [detail]

Use this command without the optional keywordsligplay the block details of every allocated block
for both 1/0 memory and processor memory, for example:

Router# show memory fragment
Processor memory

Free memory size : 211014448 Number of free blocks: 139
Allocator PC Summary for allocated blocks in pool: Processor

PC Total Count Name
0x6189A438 318520 1 RTPSPI
0x6205711C 237024 2 CCH323_CT
0x6080BE38 98416 2 Exec
0x606AD988 80256 1 Init
Ox618F68A8 73784 1 CCSIP_UDP_SOCKET
0x6195AD04 67640 1 QOS_MODULE_MAIN
0x606488C8 65592 1 CEF: Adjacency chunk
0x60635620 65592 1 CEF: 16 path chunk pool
0Ox615ECES8 65592 1 XTagATM VC chunk
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Ox6165ACF8 65592 1 eddri_self_event
0x608DE168 65592 1 MallocLite
0x60857920 51020 11 Normal
0x6203BF88 42480 4 IPv6 CEF fib tables
0x60DC7F14 32824 1 PPP Context Chunks

1/O memory

Free memory size : 14700024 Number of free blocks: 52
Allocator PC Summary for allocated blocks in pool: /10

PC Total Count Name
0x60857934 3936000 60 FastEthernet0/
0x60857898 524800 8 FastEthernet0/0
0x601263CC 29120 7 Init
0x6082DB28 9408 23 *Packet Data*
0x60126344 8448 4 Init

Allocator PC Summary for free blocks in pool: I/O

PC Total Count Name
0x608C5730 29391444 1 (coalesced)
0x608FC1F4 5376 28 (fragment)
0x6082DB28 4288 14 (fragment)

Use this command with thaetail optional keyword to display the block details of every allocated block
for both I/O memory and pcessor memory, for example:

Router# show memory fragment detail
Processor memory

Free memory size : 211038812 Number of free blocks: 139
Address Bytes Prev NextRef PrevF NextF Alloc PC what

644AAB70 0000001032 644AAB20 644AAFAC 001 -------- -------- 620450F8 Index Table Block
644AAFAC 0000000028 644AAB70 644AAFFC 000 0O 6448CB5C 607B2ADC NameDB String
644AAFFC 0000000076 644AAFAC 644AB07C 001 -------- -=--=--- 60818DEO Init

6448CB0OC 0000000028 6448CABC 6448CB5C 001 -------- -==-=--- 607F8380 Cond Debug

definition

6448CB5C 0000000028 6448CB0OC 6448CBAC 000 644AAFAC 6489F158 607B2ADC NameDB String
6448CBAC 0000000028 6448CB5C 6448CBFC 001 -------- ---=---- 607F8380 Cond Debug

definition

6489EF8C 0000000408 6489DBCC 6489F158 001 -------- -=------ 60857920 Normal

6489F158 0000000064 6489EF8C 6489F1CC 000 6448CB5C 6448CABC 607B2ADC NameDB String
6489F1CC 0000005004 6489F158 648A058C 001 -------- -------- 60857920 Normal

6448CA6C 0000000028 6448C9AC 6448CABC 001 -------- -==-=--- 607D72FC Parser Linkage
6448CABC 0000000028 6448CA6C 6448CB0OC 000 6489F158 644949C8 607B2ADC NameDB String
6448CB0OC 0000000028 6448CABC 6448CB5C 001 -------- -=------ 607F8380 Cond Debug

definition

64494978 0000000028 64494928 644949C8 001 -------- -=------ 607D72FC Parser Linkage

644949C8 0000000028 64494978 64494A18 000 6448CABC 654F2868 607B2ADC NameDB String
64494A18 0000000028 644949C8 64494A68 001 -------- -------- 607D72FC Parser Linkage

654F27E8 0000000076 654F2768 654F2868 001 -------- -=------ 60818DEOQ Init

654F2868 0000000076 654F27E8 654F28E8 000 644949C8 654F1BES8 60818DEO Init

1/O memory

Free memory size : 14700024 Number of free blocks: 52
Address Bytes Prev NextRef PrevF NextF Alloc PC what
0E000000 0000000056 00000000 OE00006C 000 0 E176F4C 00000000 (fragment)
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0E00006C 0000000268 OEO00000 OEOO01IAC 001 -------- -------- 6082DB28 *Packet Data*
0E176E0C 0000000268 OE176CCC OE176F4C 001 -------- -------- 6082DB28 *Packet Data*
0E176F4C 0000000076 OE176E0C OE176FCC 000 EO00000 E209F4C 6082DB28 (fragment)
OE176FCC 0000002060 OE176F4C OE17780C 001 -------- -------- 60126344 Init

0E209E0C 0000000268 OE209CCC OE209F4C 001 -------- -=------ 6082DB28 *Packet Data*
0E209F4C 0000000076 OE209E0C OE209FCC 000 E176F4C E29CF4C 6082DB28 (fragment)
0E209FCC 0000002060 OE209F4C OE20A80C 001 -------- -------- 60126344 Init

0E29CEOC 0000000268 OE29CCCC OE29CF4C 001 -------- -=------ 6082DB28 *Packet Data*
0E29CF4C 0000000076 OE29CEOC OE29CFCC 000 E209F4C E32FF4C 6082DB28 (fragment)
0E29CFCC 0000002060 OE29CF4C OE29D80C 001 -------- -------- 60126344 Init

OE32FEOC 0000000268 OE32FCCC OE32FF4C 001 -------- -=------ 6082DB28 *Packet Data*
OE32FF4C 0000000076 OE32FEOC OE32FFCC 000 E29CF4C 0 6082DB28 (fragment)
OE32FFCC 0000002060 OE32FF4C OE33080C 001 -------- -------- 60126344 Init

0E177FCC 0000004108 OE177E4C OE17900C 001 -------- -------- 601263CC Init

OE17900C 0000000140 OE177FCC OE1790CC 000 0O E18910C 601263CC (fragment)

Use this command witlletail optional keyword to display the blodetails of every allocated block for
processor memory, for example:

Router# show memory processor fragment detail
Processor memory

Free memory size : 65566148 Number of free blocks: 230
Address Bytes Prev NextRRef PrevF NextF Alloc PC what

645A8148 0000000028 645A80F0 645A8194 001 -------- -=------ 60695B20 Init

645A8194 0000000040 645A8148 645A81EC 000 0 200B4300 606B9614 NameDB String
645A81EC 0000000260 645A8194 645A8320 001 -------- -------- 607C2D20 Init

200B42B4 0000000028 200B4268 200B4300 001 -------- =------- 62366C80 Init

200B4300 0000000028 200B42B4 200B434C 000 645A8194 6490F7E8 60976574 AAA Event Data
200B434C 0000002004 200B4300 200B4B50 001 -------- -==----- 6267D294 Coproc Request
Structures

6490F79C 0000000028 6490F748 6490F7E8 001 -------- -------- 606DDA04 Parser Linkage
6490F7E8 0000000028 6490F79C 6490F834 000 200B4300 6491120C 606DD8DS8 Init
6490F834 0000006004 6490F7E8 64910FD8 001 -------- -------- 607DF5BC Process Stack
649111A0 0000000060 64911154 6491120C 001 -------- -------- 606DE82C Parser Mode
6491120C 0000000028 649111A0 64911258 000 6490F7E8 500770F0 606DD8D8 Init
64911258 0000000200 6491120C 64911350 001 -------- -------- 603F0E38 Init

20000000 0000000828 5C3AEB24 2000036C 001 -------- -=------ 60734010 *Packet Header*
6500BF94 0000000828 6500BC28 6500C300 001 -------- -------- 60734010 *Packet Header*
6500C300 0004760912 6500BF94 50000000 000 5C3AEB24 2C42E310 6071253C (coalesced)
50000000 0000000828 6500C300 5000036C 001 -------- --==---- 60734010 *Packet Header*
2C42E0B4 0000000556 2C429430 2C42E310 001 -------- ==------ 60D4A0B4 Virtual Exec

2C42E310 0062725312 2C42E0B4 00000000 000 6500C300 0 6071253C (coalesced)

Use this command wittetail optional keyword to display the bledetails of every allocated block for
I/0 memory, for example:

Router# show memory io fragment detail

OE3F8BAC 0000000204 OE3F8AAC OE3F8CAC 001 -------- -------- 608C5730 test memory
OE3F8CAC 0000000204 OE3F8BAC OE3F8DAC 000 0 E3F8AAC 608C5730 test memory
OE3F8DAC 0000000204 OE3F8CAC OE3F8EAC 001 -------- -------- 608C5730 test memory
OE3F89AC 0000000204 OE3F88AC OE3F8AAC 001 -------- -------- 608C5730 test memory
OE3F8AAC 0000000204 OE3F89AC OE3F8BAC 000 E3F8CAC E3F88AC 608C5730 test memory
OE3F8BAC 0000000204 OE3F8AAC OE3F8CAC 001 -------- -------- 608C5730 test memory
OE3F87AC 0000000204 OE3F86AC OE3F88AC 001 -------- -------- 608C5730 test memory
OE3F88AC 0000000204 OE3F87AC OE3F89AC 000 E3FS8AAC E3F86AC 608C5730 test memory
OE3F89AC 0000000204 OE3F88AC OE3F8BAAC 001 -------- -------- 608C5730 test memory
OE3F85AC 0000000204 OE3F826C OE3F86AC 001 -------- -------- 608C5730 test memory
OE3F86AC 0000000204 OE3F85AC OE3F87AC 000 E3F88AC 0 608C5730 test memory
OE3F87AC 0000000204 OE3F86AC OE3F88AC 001 -------- -------- 608C5730 test memory

OE3F4E6C 0000000268 OE3F4D2C OE3F4FAC 000 0O E3F5BEC 608C5730 test memory
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OE3F5BEC 0000000268 OE3F5AAC OE3F5D2C 000 E3F4E6C E3EES56C 608C5730 test memory

OE3EE46C 0000000204 OE3EE12C OE3EE56C 001 -------- -=------ 608C5730 test memory
OE3EEFAC 0000000204 OE3EEE6C OE3EFOAC 001 -------- -=------ 608C5730 test memory
OE3FO6EC 0000000204 OE3FO03AC OE3FO7EC 001 -------- -------- 608C5730 test memory

OE3F8DAC 0000000204 OE3F8CAC OE3F8EAC 001 -------- =------- 608C5730 test memory

show memory statistics history table
Use this command to display the history of memory consumption, for example:
Router# show memory statistics history table

History for Processor memory

Time: 15:48:56.806
Used(b): 422748036 Largest(b): 381064952 Free blocks :291
Maximum memory users for this period

Process Name Holding Num Alloc
Virtual Exec 26992 37

TCP Protocols 14460 6

IP Input 1212 1

Time: 14:42:54.506
Used(b): 422705876 Largest(b): 381064952 Free blocks :296
Maximum memory users for this period

Process Name Holding Num Alloc
Exec 400012740 24
Dead 1753456 90

Pool Manager 212796 257

Time: 13:37:26.918

Used(b): 20700520 Largest(b): 381064952 Free blocks :196
Maximum memory users for this period

Process Name Holding Num Alloc

Exec 8372 5

Time: 12:39:44.422
Used(b): 20701436 Largest(b): 381064952 Free blocks :193

Time: 11:46:25.135

Used(b): 20701436 Largest(b): 381064952 Free blocks :193
Maximum memory users for this period

Process Name Holding Num Alloc

CDP Protocol 3752 25

History for I/O memory

Time: 15:48:56.809
Used(b): 7455520 Largest(b): 59370080 Free blocks :164

Time: 14:42:54.508

Used(b): 7458064 Largest(b): 59370080 Free blocks :165
Maximum memory users for this period

Process Name Holding Num Alloc

Pool Manager 141584 257

Time: 13:37:26.920
Used(b): 7297744 Largest(b): 59797664 Free blocks :25

Time: 12:39:44.424
Used(b): 7297744 Largest(b): 59797664 Free blocks :25
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Time: 09:38:53.040
Used(b): 7297744 Largest(b): 59797664 Free blocks :25

Time: 01:02:05.533
Used(b): 7308336 Largest(b): 59797664 Free blocks :23

Time: 00:00:17.937
Used(b): 7308336 Largest(b): 59797664 Free blocks :23
Maximum memory users for this period

Process Name Holding Num Alloc
Init 7296000 214
Pool Manager 816 3

show monitor event-trace cpu-report{ brief {all [detail] | back time|clock time|from-boot [seconds
| detail] | latest [detail]} | handle handle-numbér

Use this command to view a brief CPU report dstir event tracing on a networking device, for
example:

Router# show monitor event-trace cpu-report brief all

Timestamp : Handle Name Description
00:01:07.320: 1 CPU None

Use this command to view a brief CPU report dstior event tracing on a networking device, for
example:

Router# show monitor event-trace cpu-report handle 1

00:01:07.320: 1 CPU None

HH R A H A R AR R R R R AR AR R
Global Statistics

5 sec CPU util 0%/0% Timestamp 21:03:56

Queue Statistics

Exec Count Total CPU Response Time Queue Length
(avg/max) (avg/max)
Critical 1 0 0/0 11
High 5 0 0/0 1/1
Normal 178 0 0/0 2/9
Low 15 0 0/0 2/3

Common Process Information

PID Name Prio Style

10 AAA high-capacit M New
133 RADIUS TEST CMD M New
47 VNM DSPRM MAIN H New
58 TurboACL M New
97 IP Background M New
99 CEF: IPv4 proces L New
112 X.25 Background M New
117 LFDp Input Proc M New
3 Init M Old
CPU Intensive processes

PID Total Exec Quant Burst Burst size Schedcall Schedcall
CPUms  Count avg/max Count avg/max(ms)  Count Per avg/max

3 820 6 136/236 1 24/24 18 887/15172
Priority Suspends
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PID Exec Count Prio-Susps

3 6 1
Latencies
PID Exec Count Latency
avg/max
10 115192/15192
133 115192/15192
58 115192/15192
112 115192/15192
117 115192/15192
99 115172/15172
47 115172/15172
97 115172/15172

HHEHH T R R R R R
R R R
Global Statistics

5 sec CPU util 0%/0% Timestamp 00:00:00

Queue Statistics

Exec Count Total CPU Response Time Queue Length
(avg/max) (avg/max)
Critical 0 0 0/0 0/0
High 0 0 0/0 0/0
Normal 0 0 0/0 0/0
Low 0 0 0/0 0/0

Common Process Information

PID Name Prio Style

CPU Intensive processes

PID Total Exec Quant Burst Burst size Schedcall Schedcall
CPUms  Count avg/max Count avg/max(ms)  Count Per avg/max

Priority Suspends

PID Exec Count Prio-Susps

Latencies

PID Exec Count Latency
avg/max

BHH R R R R R R R R R R R R R R R R

show processes cpu autoprofile hog
Use this command to view the CPUHOG autoprofile data, for example:

Router# show processes cpu autoprofile hog

0x6075DD40 0x60755638
0x6075DD24 0x60755638
0x6075563C 0x60755638
0x60755638 0x60755638
0x60755638 0x60755638
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0x6075DD10 0x60755638
0x6075DD40 0x60755638
0x6075DD40 0x60755638
0x6075563C 0x60755638

0x6075DCEO 0x60755638
0x6075DD44 0x60755638
0x6075DCCC 0x60755638
0x6075DD10 0x60755638

0x6075DD3C 0x60755638
0x6075DD38 0x60755638
0x6075DD10 0x60755638
0x6075DCCC 0x60755638
0x6075DCDC 0x60755638
0x6075563C 0x60755638
0x6075DD3C 0x60755638
0x6075DD20 0x60755638
0x6075DD58 0x60755638
0x6075DD1C 0x60755638
0x6075DD10 0x60755638
0x6075DCDC 0x60755638
0x6075DCF8 0x60755638

Step8  show processes cpu extendddistory]

Use this command to view an ertied CPU load report, for example:

Router# show processes cpu extended

B R R R R R R R R R R R R
Global Statistics

5 sec CPU util 0%/0% Timestamp 21:03:56

Queue Statistics

Exec Count Total CPU Response Time Queue Length
(avg/max) (avg/max)
Critical 1 0 0/0 11
High 5 0 0/0 1/1
Normal 178 0 0/0 2/9
Low 15 0 0/0 2/3

Common Process Information

PID Name Prio Style

CPU Intensive processes

PID Total Exec Quant Burst Burst size Schedcall Schedcall
CPUms  Count avg/max Count avg/max(ms)  Count Per avg/max

Priority Suspends

PID Exec Count Prio-Susps

Latencies

PID Exec Count Latency
avg/max

BHH R R R R R R R R R R R R R R
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Step9  show resourceall [brief | detailed]
Use this command without the optional keywords to display the resource details, for example:

Router# show resource all

Resource Owner: cpu
Resource User Type: iosprocess
Resource User: Init(ID: 0x1000001)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777217 0 0 0 0.00% 0.00% 0.00% Init
Resource User: Scheduler(ID: 0x1000002)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777218 0 0 0 0.00% 0.00% 0.00% Scheduler
Resource User: Dead(ID: 0x1000003)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777219 0 0 0 0.00% 0.00% 0.00% Dead
Resource User: Interrupt(ID: 0x1000004)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777220 0 0 0 0.00% 0.00% 0.00% Interrupt
Resource User: Memory RO RU(ID: 0x1000005)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777221 0 0 0 0.00% 0.00% 0.00% Memory RO RU
Resource User: Chunk Manager(ID: 0x1000006)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777222 0 13 0 0.00% 0.00% 0.00% Chunk Manager
Resource User: Load Meter(ID: 0x1000007)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777223 2872 36029 79 0.00% 0.00% 0.00% Load Meter
Resource User: Check heaps(ID: 0x1000009)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777225 352744 33446 10546 0.00% 0.20% 0.17% Check heaps
Resource User: Pool Manager(ID: 0x100000A)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777226 0 1 0 0.00% 0.00% 0.00% Pool Manager
Resource User: Buffer RO RU(ID: 0x100000B)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777227 0 0 0 0.00% 0.00% 0.00% Buffer RO RU
Resource User: Timers(ID: 0x100000C)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777228 0 2 0 0.00% 0.00% 0.00% Timers
Resource User: Serial Background(ID: 0x100000D)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777229 0 2 0 0.00% 0.00% 0.00% Serial Backgroun
Resource User: AAA_SERVER_DEADTIME(ID: 0x100000E)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777230 0 1 0 0.00% 0.00% 0.00% AAA_SERVER_DEADT
Resource User: AAA high-capacity counters(ID: 0x100000F)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777231 0 2 0 0.00% 0.00% 0.00% AAA high-capacit
Resource User: Policy Manager(ID: 0x1000010)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777232 0 1 0 0.00% 0.00% 0.00% Policy Manager
Resource User: Crash writer(ID: 0x1000011)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777233 0 1 0 0.00% 0.00% 0.00% Crash writer
Resource User: RO Notify Timers(ID: 0x1000012)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777234 0 1 0 0.00% 0.00% 0.00% RO Notify Timers
Resource User: RMI RM Notify Watched Policy(ID: 0x1000013)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777235 0 1 0 0.00% 0.00% 0.00% RMI RM Notify Wa
Resource User: EnvMon(ID: 0x1000014)
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RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777236 11164 92859 120 0.00% 0.00% 0.00% EnvMon
Resource User: IPC Dynamic Cache(ID: 0x1000015)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777237 0 3004 0 0.00% 0.00% 0.00% IPC Dynamic Cach
Resource User: IPC Periodic Timer(ID: 0x1000017)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777239 0 180082 0 0.00% 0.00% 0.00% IPC Periodic Tim
Resource User: IPC Managed Timer(ID: 0x1000018)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777240 572 79749 7 0.00% 0.00% 0.00% IPC Managed Time
Resource User: IPC Deferred Port Closure(ID: 0x1000019)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777241 4 180088 0 0.00% 0.00% 0.00% IPC Deferred Por
Resource User: IPC Seat Manager(ID: 0x100001A)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777242 97560 1408799 69 0.23% 0.02% 0.00% IPC Seat Manager
Resource User: IPC Session Service(ID: 0x100001B)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777243 0 1 0 0.00% 0.00% 0.00% IPC Session Serv
Resource User: ARP Input(ID: 0x100001C)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777244 20 3082 6 0.00% 0.00% 0.00% ARP Input
Resource User: EEM ED Syslog(ID: 0x100001D)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777245 0 49 0 0.00% 0.00% 0.00% EEM ED Syslog
Resource User: DDR Timers(ID: 0x100001E)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777246 0 2 0 0.00% 0.00% 0.00% DDR Timers
Resource User: Dialer event(ID: 0x100001F)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777247 0 2 0 0.00% 0.00% 0.00% Dialer event
Resource User: Entity MIB API(ID: 0x1000020)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777248 28 16 1750 0.00% 0.00% 0.00% Entity MIB API

Resource User: draco-oir-process:slot 2(ID: 0x100011E)
Getbufs Retbufs Holding RU Name
0 0 0 draco-oir-proces

Resource User: SCP async: Draco-LC4(ID: 0x1000125)
Getbufs Retbufs Holding RU Name
35849 243101 4294760044 SCP async: Draco

Resource User: IFCOM Msg HdlIr(ID: 0x1000127)
Getbufs Retbufs Holding RU Name
2 2 0 IFCOM Msg HdIr

Resource User: IFCOM Msg HdlIr(ID: 0x1000128)
Getbufs Retbufs Holding RU Name
28 28 0 IFCOM Msg HdIr

Resource User: Exec(ID: 0x100012C)
Getbufs Retbufs Holding RU Name
912 912 O Exec

Resource Owner: test_mem
Resource User Type: test_process
Resource User Type: mem_rut
Resource Owner: test_cpu
Resource User Type: test_process
Resource User Type: cpu_rut
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show resource database

Use this command to display the resource database details, for example:

Router# show resource database

List of all Resource Owners :
Owner: cpu 1d:0x1
Owner's list of monitors is empty.
Owner: memory 1d:0x2
Owner's list of monitors is empty.
Owner: Buffer 1d:0x3
Owner's list of monitors is empty.
Owner: test_ mem 1d:0x4
Owner's list of monitors is empty.
Owner: test_cpu 1d:0x5
Owner's list of monitors is empty.
Owner: test_ROO0 1d:0x7
Owner's list of monitors is empty.
Owner: test_RO1 1d:0x8
Owner's list of monitors is empty.
Owner: test RO2 1d:0x9
Owner's list of monitors is empty.
Owner: test_RO3 1d:0xA
Owner's list of monitors is empty.

Resource Monitor: test. ROMO, ID: 0x1B
Not Watching any Relations.

Not Watching any Policies.

Resource Monitor: test. ROM1, ID: 0x1C
Not Watching any Relations.

Not Watching any Policies.

Resource Monitor: test. ROM2, ID: 0x1D
Not Watching any Relations.

Not Watching any Policies.

show resourceowner {resource-owner-namgall} user{resource-user-type-namell} [ brief |
detailed | triggers]

Use this command to display the resource owner details, for example:

Router# show resource owner all user all

Resource Owner: cpu
Resource User Type: iosprocess
Resource User: Init(ID: 0x1000001)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777217 0 0 0 0.00% 0.00% 0.00% Init
Resource User: Scheduler(ID: 0x1000002)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777218 0 0 0 0.00% 0.00% 0.00% Scheduler
Resource User: Dead(ID: 0x1000003)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777219 0 0 0 0.00% 0.00% 0.00% Dead
Resource User: Interrupt(ID: 0x1000004)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777220 0 0 0 0.00% 0.00% 0.00% Interrupt
Resource User: Memory RO RU(ID: 0x1000005)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777221 0 0 0 0.00% 0.00% 0.00% Memory RO RU
Resource User: Chunk Manager(ID: 0x1000006)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777222 4 3 1333 0.00% 0.00% 0.00% Chunk Manager
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Resource User: Load Meter(ID: 0x1000007)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777223 4 292 13 0.00% 0.00% 0.00% Load Meter
Resource User: Check heaps(ID: 0x1000009)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777225 376 192 1958 0.00% 0.02% 0.00% Check heaps
Resource User: Pool Manager(ID: 0x100000A)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777226 0 1 0 0.00% 0.00% 0.00% Pool Manager
Resource User: Buffer RO RU(ID: 0x100000B)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777227 0 0 0 0.00% 0.00% 0.00% Buffer RO RU
Resource User: Timers(ID: 0x100000C)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777228 0 2 0 0.00% 0.00% 0.00% Timers
Resource User: Serial Background(ID: 0x100000D)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777229 0 2 0 0.00% 0.00% 0.00% Serial Backgroun
Resource User: ALARM_TRIGGER_SCAN(ID: 0x100000E)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777230 0 268 0 0.00% 0.00% 0.00% ALARM_TRIGGER_SC
Resource User: AAA_SERVER_DEADTIME(ID: 0x100000F)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777231 0 1 0 0.00% 0.00% 0.00% AAA_SERVER_DEADT
Resource User: AAA high-capacity counters(ID: 0x1000010)
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr

Resource User Type: test RUT143

Resource User Type: test. RUT144
Resource User Type: test RUT145

Resource User Type: test RUT146
Resource User Type: test RUT147

Stepl2 show resource relationshipuserresource-user-type

Use this command to display the relationship iletzetween different resource owners, for example:

Router# show resource relationship

Resource User Type: iosprocess (ID: 0x1)

-> Resource Owner: cpu (ID: 0x1)

-> Resource Owner: memory (ID: 0x2)

-> Resource Owner: Buffer (ID: 0x3)

-> Resource User: Init (ID: 0x1000001)

-> Resource User: Scheduler (ID: 0x1000002)

-> Resource User: Dead (ID: 0x1000003)

-> Resource User: Interrupt (ID: 0x1000004)

-> Resource User: Memory RO RU (ID: 0x1000005)

-> Resource User: Chunk Manager (ID: 0x1000006)

-> Resource User: Load Meter (ID: 0x1000007)

-> Resource User: Check heaps (ID: 0x1000009)

-> Resource User: Pool Manager (ID: 0x100000A)

-> Resource User: Buffer RO RU (ID: 0x100000B)

-> Resource User: Timers (ID: 0x100000C)

-> Resource User: Serial Background (ID: 0x100000D)

-> Resource User: ALARM_TRIGGER_SCAN (ID: 0x100000E)
-> Resource User: AAA_SERVER_DEADTIME (ID: 0x100000F)
-> Resource User: AAA high-capacity counters (ID: 0x1000010)
-> Resource User: Policy Manager (ID: 0x1000011)

-> Resource User: Crash writer (ID: 0x1000012)
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-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:
-> Resource User:

RO Notify Timers (ID: 0x1000013)
RMI RM Notify Watched Policy (ID: 0x1000014)
EnvMon (ID: 0x1000015)

OIR Handler (ID: 0x1000016)

IPC Dynamic Cache (ID: 0x1000017)
IPC Zone Manager (ID: 0x1000018)
IPC Periodic Timer (ID: 0x1000019)
IPC Managed Timer (ID: 0x100001A)
IPC Deferred Port Closure (ID: 0x100001B)
IPC Seat Manager (ID: 0x100001C)
IPC Session Service (ID: 0x100001D)
Compute SRP rates (ID: 0x100001E)
ARP Input (ID: 0x100001F)

DDR Timers (ID: 0x1000020)

Dialer event (ID: 0x1000021)

Entity MIB API (ID: 0x1000022)
SERIAL A'detect (ID: 0x1000023)
Graphlt (ID: 0x1000024)

HC Counter Timers (ID: 0x1000025)
Critical Bkgnd (ID: 0x1000026)

Net Background (ID: 0x1000027)
Logger (ID: 0x1000028)

Resource User Type: test RUT141 (ID: 0x92)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT142 (ID: 0x93)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT143 (ID: 0x94)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT144 (ID: 0x95)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT145 (ID: 0x96)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT146 (ID: 0x97)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT147 (ID: 0x98)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test. RUT148 (ID: 0x99)
-> Resource Owner: test_ROO (ID: 0x7)
Resource User Type: test RUT149 (ID: 0x9A)
-> Resource Owner: test_ROO (ID: 0x7)

How to Configure Embedded Resource Manadilik

show resource usefall | resource-user-tygd brief | detailed]

Use this command to display the relationstigiails between different ROs, for example:

Router#

show resource user all

Resource User Type: iosprocess

Resource Grp: Init

Resource Owner: memory

Processor memory

Allocated Freed Holding Blocks

27197780 8950144 18247636

1/0 memory

6552

Allocated Freed Holding Blocks

7296000

9504 7286496

196

Resource Owner: cpu

RUID Runtime(ms)
14408

16777224

Invoked
116

uSecs 5Sec 1Min 5Min Res Usr
124206 100.40% 8.20% 1.70% Init
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Resource Owner: Buffer
Getbufs Retbufs Holding RU Name
332 60 272  Init

Resource User: Init

Resource User: Scheduler

Resource Owner: memory

Processor memory

Allocated Freed Holding Blocks
77544 0 77544 2

Resource Owner: cpu

RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777218 0 0 0 0.00% 0.00% 0.00% Scheduler
Resource Owner: Buffer
Getbufs Retbufs Holding RU Name
0 0 0 Scheduler

Resource User: Dead

Resource Owner: memory
Processor memory

Allocated Freed Holding Blocks
1780540 260 1780280 125

Resource User: BGP Scanner
Resource Owner: memory
Processor memory
Allocated Freed Holding Blocks
9828 9828 0 0

Resource Owner: cpu
RUID Runtime(ms) Invoked uSecs 5Sec 1Min 5Min Res Usr
16777406 660 659 1001 0.00% 0.00% 0.00% BGP Scanner
Resource Owner: Buffer
Getbufs Retbufs Holding RU Name
0 0 0 BGP Scanner
Resource User Type: test_process
Resource User Type: mem_rut
Resource User Type: cpu_rut

Troubleshooting Tips

SUMMARY STEPS

To trace and troubleshoot the notification and regtgin activities for resarces using the Embedded
Resource Manager feature, use the following suggested techniques.

« Enable debugging of resource registration usinglttmig resource policy registrationcommand

in privileged EXEC mode.

» Enable debugging of resource manager notification usingebag resource policy natification

command in privileged EXEC mode.

1. enable
2. debugresourcepolicy registration

3. debugresourcepolicy notification [owner resource-owner-nanje
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DETAILED STEPS

Stepl

Step2

Step3

How to Configure Embedded Resource Manadilik

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

debug resource policy registration

Example:
Router# debug resource policy registration

Enables debugging on resource policy registration.

debug resource policy notification
resource-owner-name ]

Example:
Router# debug resource policy notification
owner cpu

[ owner

Enables notification debugging on ROs.

Examples

Use thedebug resource policy registrationcommand to trace the resource manager registration
information, for example:

Router# debug resource policy registration

Registrations debugging is on

When a Resource User is created
*Mar 3 09:35:58.304: resource_user_register: RU: rulD: 0x10000B8, rutlD: 0x1, rg_ID: 0x0

name: usrrl

When a Resource User is deleted
*Mar 3 09:41:09.500: resource_user_unregister: RU: rulD: 0x10000B8, rutlD: 0x1, rg_ID:

0x0 name: usrrl

Use thedebug resource policy notificationf[owner resource-owner-namj@ommand to trace the
resource policy notificatiomformation, for example:

Router# debug resource policy notification

Enabled notif. debugs on all owners

When a threshold is exceedsmu would see these messages:

*Mar 3 09:50:44.081: Owner: ‘'memory" initiated a notification:
*Mar 3 09:50:44.081: %SYS-4-RESMEMEXCEED: Resource user usrrl has exceeded the Major

memory threshold

Pool: Processor Used: 42932864 Threshold :42932860
*Mar 3 09:50:46.081: Notification from Owner: 'memory' is dispatched for User: 'usrrl’

(ID: 0x10000B9)

*Mar 3 09:50:46.081: %SYS-4-RESMEMEXCEED: Resource user usrrl has exceeded the Major

memory threshold

Pool: Processor Used: 42932864 Threshold :42932860

Router# no debug resource policy notification

Disabled notif. debugs on all owners
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Router# debug resource policy notification owner cpu
Enabled notif. debugs on owner ‘cpu’

Router# no debug resource policy notification owner cpu
Disabled notif. debugs on owner 'cpu'

Router# debug resource policy notification owner memory
Enabled notif. debugs on owner 'memory’

Router# no debug resource policy notification owner memory
Disabled notif. debugs on owner 'memory’

Router# debug resource policy notification owner Buffer
Enabled notif. debugs on owner 'Buffer’

Router# no debug resource policy notification owner Buffer

Disabled notif. debugs on owner 'Buffer'

Configuration Examples for Embedded Resource Manager

This section provides the following configuration examples:

« Managing Resource Utilization by Defng Resource Policy: Example, pa¢@

« Setting Expected Operating Randes Resource Owners: Example, pabé

« Applying a Policy: Example, padge2

» Setting a System Global Thresholding Policy for /O Memory: Example, page

Managing Resource Utilization by Defining Resource Policy: Example

The following example shows how to configure a global resource policy with the policy name
system-global-pc1l:
configure terminal

resource policy
policy system-global-pc1 global

The following example shows how to configure a per user global resource policy with the policy name
per-user-global-pcl and the resource type as iosprocess:
configure terminal

resource policy
policy per-user-global-pcl type iosprocess

The following example shows how to configure a user local resource policy with the policy name
user-local-pcl and the resource type as iosprocess:
configure terminal

resource policy
policy user-local-pcl type iosprocess
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Setting Expected Operating Ranges for Resource Owners: Example
The following example shows how to configure various thresholds for buffer, CPU, and memory ROs.

Configuring System Global Thresholding Policy for Buffer RO

The following example shows how to configure a global policy with the policy name as
system-global-pcl for public buffer with critical threshold values of 90 percent as rising at an interval
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent :
rising at an interval of 12 seconds, 15 percentliadeat an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy system-global-pc1 global

system

buffer public

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring Per User Global Thresholding Policy for Buffer RO

The following example shows how to configure a per user global policy with the policy name as
per-user-global-pcl for public buffer with critical thresth values of 90 percent as rising at an interval

of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent :
rising at an interval of 12 seconds, 15 percentliadaat an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy per-user-global-pcl type iosprocess

system

buffer public

critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Buffer RO

The following example shows how to configure a user local policy with the policy name as
user-local-pc1l for public buffer with critical threshaldlues of 90 percent as migj at an interval of 12
seconds, 20 percent as falling atiaterval of 10 seconds, major threshold values of 70 percent as rising
at an interval of 12 seconds, 15gent as falling at an interval of 58conds, and minor threshold values
of 60 percent as rising at an interval of 12 secohfigyercent as falling at an interval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl type iosprocess

system

buffer public

critical rising 70 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10
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Configuring System Global Thresholding Policy for I/O Memory RO

The following example shows how to configure a global policy with the policy name as
system-global-pc1 for I/O memory with critical thresheédues of 90 percent asimg at an interval of

12 seconds, 20 percent as falling at an interval eldbnds, major threshold values of 70 percent as
rising at an interval of 12 secondd$j percent as falling at an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy system-global-pcl global

system

memory io

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring Per User Global Thresholding Policy for I/O Memory RO

The following example shows how to configure a per user global policy with the policy name as
per-user-global-pcl for I/O memory with critical threshold values of 90 percent as rising at an interval

of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as
rising at an interval of 12 second$ percent as falling at an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy per-user-global-pcl type iosprocess

system

memory io

critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for I/O Memory RO

The following example shows how to configure a user local policy with the policy name as
user-local-pcl for /O memory wittritical threshold values of 90 percent as rising at an interval of 12
seconds, 20 percent as falling atiaterval of 10 seconds, major threshold values of 70 percent as rising
at an interval of 12 seconds, 15 percent as fallirganterval of 10 seconds, and minor threshold values
of 60 percent as rising at an interval of 12 secohfigyercent as falling at an interval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl type iosprocess

system

memory io

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring System Global Thresholding Policy for Processor Memory RO

The following example shows how to configure a user system global policy with the policy name as
system-global-pcl for processor memory with critical threshold values of 90 percent as rising at an
interval of 12 seconds, 20 percent as falling ainéerval of 10 seconds, major threshold values of 70
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percent as rising at an interval of 12 seconds, 15em¢as falling at an interval of 10 seconds, and minor
threshold values of 60 percent asnigsit an interval of 12 seconds, dércent as falling at an interval
of 10 seconds:

configure terminal

resource policy

policy system-global-pc1l global

system

memory processor

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring Per User Global Thresholding Policy for Processor Memory RO

The following example shows how to configure a per user global policy with the policy name as
user-global-pcl and the resource type as iosprocegpsdoessor memory with critical threshold values

of 90 percent as rising at an interval of 12 secoB@yercent as falling at an interval of 10 seconds,
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an
interval of 10 seconds, and minor threshold valued0gpercent as rising at amterval of 12 seconds,

10 percent as falling at anterval of 10 seconds:

configure terminal

resource policy

policy user-global-pcl type iosprocess

system

memory processor

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring User Local Thresholding Policy for Processor Memory RO

The following example shows how to configure a user local policy with the policy name as
user-local-pcl and the resource type as iosproceggdoessor memory with critical threshold values

of 90 percent as rising at an interval of 12 secoBf@gercent as falling at an interval of 10 seconds,
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an
interval of 10 seconds, and minor threshold value8Oopercent as rising at amerval of 12 seconds,

10 percent as falling at anterval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl type iosprocess

system

memory processor

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring System Global Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a global policy with the policy name as
system-global-pc1 for interrupt CPU with critical threkhvalues of 90 percent as rising at an interval

of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent ¢
rising at an interval of 12 seconds, 15 percentléiadeat an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy
policy system-global-pc1l global
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system

cpu interrupt

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring Per User Global Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a per user global policy with the policy name as
per-user-global-pcl and the resource type as iospsdoe interrupt CPU with critical threshold values

of 90 percent as rising at an interval of 12 seco@fgercent as falling at an interval of 10 seconds,
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an
interval of 10 seconds, and minor threshold value8Oogpercent as rising at amerval of 12 seconds,

10 percent as falling at anterval of 10 seconds:

configure terminal

resource policy

policy per-user-global-pcl type iosprocess

system

cpu interrupt

critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a user local policy with the policy name as
user-local-pcl and the resource tygseiosprocess for interrupt CPU with critical threshold values of 90
percent as rising at an interval b2 seconds, 20 percent as fallingaatinterval of 10 seconds, major
threshold values of 70 percent asngsiat an interval of 12 seconds, dé&rcent as falling at an interval

of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent
as falling at an inteval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl global type iosprocess
system

cpu interrupt

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring System Global Thresholding Policy for Process CPU RO

The following example shows how to configure a global policy with the policy name as
system-global-pcl for process CPU with critical threshold values of 90 percent as rising at an interval
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as
rising at an interval of 12 second$ percent as falling at an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy system-global-pc1 global

system

Cpu process

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10
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Configuring Per User Global Thresholding Policy for Process CPU RO

The following example shows how to configure a per user global policy with the policy name as
per-user-global-pcl and the resource type as iaggofor process CPU with critical threshold values

of 90 percent as rising at an interval of 12 secoB@syercent as falling at an interval of 10 seconds,
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an
interval of 10 seconds, and minor threshold valued0gbercent as rising at amerval of 12 seconds,

10 percent as falling at anterval of 10 seconds:

configure terminal

resource policy

resource policy per-user-global-pcl type iosprocess
system

Cpu process

critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Process CPU RO

The following example shows how to configure a user local policy with the policy name as
user-local-pcl and the rasme type as iosprocess for process CPthwiitical threshold values of 90
percent as rising at an interval b2 seconds, 20 percent as fallingatinterval of 10 seconds, major
threshold values of 70 percent asngsiat an interval of 12 seconds, dé&rcent as falling at an interval

of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 perce
as falling at an inteval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl global type iosprocess
system

Cpu process

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring System Global Thresholding Policy for Total CPU RO

The following example shows how to configure a global policy with the policy name as
system-global-pc1 for total CPU with critical threshold values of 90 percent as rising at an interval of
12 seconds, 20 percent as falling at an interval afelddnds, major threshold values of 70 percent as
rising at an interval of 12 seconds, 20 percentliadaat an interval of 10 seconds, and minor threshold
values of 60 percent as rising at an interval o6&2onds, 10 percent as falling at an interval of 10
seconds:

configure terminal

resource policy

policy system-global-pc1 global

system

cpu total

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Configuring Per User Global Thresholding Policy for Total CPU RO

The following example shows how to configure a per user global policy with the policy name as
per-user-global-pcl and the resource type as iaggofor total CPU with critical threshold values of
90 percent as rising at an interval of 12 secondpge2fent as falling at an interval of 10 seconds, major

| .ﬂ-
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threshold values of 70 percent asnsit an interval of 12 seconds, d&rcent as falling at an interval
of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent
as falling at an inteval of 10 seconds:

configure terminal

resource policy

policy per-user-global-pcl type iosprocess

system

cpu total

critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Total CPU RO

The following example shows how to configure a user local policy with the policy name as
user-local-pcl and the resource type as iosprdoegstal CPU with critical threshold values of 90

percent as rising at an interval b2 seconds, 20 percent as fallingaatinterval of 10 seconds, major
threshold values of 70 percent asngsiat an interval of 12 seconds, dércent as falling at an interval

of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent
as falling at an inteval of 10 seconds:

configure terminal

resource policy

policy user-local-pcl type iosprocess

system

cpu total

critical rising 90 interval 12 falling 20 interval 10
major rising 70 interval 12 falling 15 interval 10
minor rising 60 interval 12 falling 10 interval 10

Applying a Policy: Example

The following example shows how to apply a per user thresholding policy for the resource instance
EXEC, resource user type iosprocess, and policy name policy-testl:

configure terminal

resource policy

policy policy-testl type iosprocess
exit

user EXEC iosprocess policy-testl

The following example shows how to apply a global thresholding policy with the policy name
global-global-test1:

configure terminal

resource policy

policy global-global-test1 global
exit

user global global-global-test1l

The following example shows how to apply a group thresholding policy with the group name grl and
resource type as iosprocess:

configure terminal

resource policy

policy group-testl
exit

user group grl type iosprocess
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instance http
policy group-testl

Setting a System Global Thresholding Policy for I/O Memory: Example

The following example shows the configuration of a global memory thresholding policy for /O memory.
In this example, the policy is given the namgstem-global-io”, and the threshold for critical I/O
memory usage is defined as being usage of oveedfent of the globally available 1/O memory pool

for 12 consecutive seconds.

The critical falling threshold is also defined in teisample (less than 20 percderithe globally available
I/0 memory pool for 10 seconds or more); however, only the critical rising level will affect when the
automatic deallocation procedure is triggered.

configure terminal

resource policy

policy system-global-io global

system

memory io

critical rising 90 interval 12 falling 20 interval 10

Additional References
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http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_eem_overview.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_mem-leak-detect.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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MIBs

MIBs

MIBs Link

CISCO-ERM-MIB.my

To locate and download MIBs for selected platforms, CI&X®
releases, and feature sets, use CMt® Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFCs Title
No new or modified RFCs are supported by this |—
feature.

Technical Assistance

Description Link

The Cisco Support website provides extensive onli
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various service
such as the Product Alert Tool (accessed from Fiel
Notices), the Cisco Technical Services Newsletter,
Really Simple Syndication (RSS) Feeds.

Access to most tools ahe Cisco Support website
requires a Cisco.com user ID and password.

rtettp://www.cisco.com/cisco/web/support/index.html

2S,

and



http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/mibs
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Feature Information for Bidded Resource Manager

Tablel lists the features in this module and provides links to specific configuration information. Only
features that were introduced or modified in Cisf0& Releasd.2.3(14)T or a later release appear in the
table.

Not all commands may be aiable in your CiscdOS software release. Forlease information about a
specific command, see the conmdareference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enablgsu to determine which Cisd®S and Catalyst OS software images
support a specific software releageature set, or platform. Brcess Cisco Feature Navigator, go to
http://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Note  Tablel lists only the CiscdOS software release thatroduced support for a given feature in a given
CiscolOS software release train. Unless noted otfige, subsequent releases of that Cisz8
software release trainsa support that feature.
Table 1 Feature Information for Embedded Resource Manager
Feature Name Releases Feature Information
Embedded Resource Manager 12.3(14)T The Embedded Resource Manager (ERM) feature allows

12.2(33)SRB |you to monitor internal system resource utilization for finite
12.2(33)SB |resources such as the buffer, memory, and CPU. ERM
monitors resource utilization from the perspective of
various subsystems within the Ciskk®S software such as
resource owners (ROs) and resource users (RUs). ERM
allows you to configure threshold values for system
resources, leading to better insight into system scalability
and improved system availability.

The following sections provide information about this
feature:

» Prerequisites for Embedded Resource Manager, page

+ How to Configure Embedded Resource Manager,
page8
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Table 1 Feature Information for Embedded Resource Manager (continued)
Feature Name Releases Feature Information
Embedded Resource Manager MIB 15.0(1)M The ERM MIB feature introduces MIB support for the
12.2(33)SRB |Embedded Resource Manad&RM) feature. The ERM
12.2(33)SB |feature tracks resourceage information for every
registered resource owner arasource user. ERM ensures
efficient usage of available resources.The ERM MIB feature
allows you to monitor the usage of resources by gathering
resource usage information using MIB objects. The network
manager can use the information collected by the ERM MIB
objects to ensure the optimal use of the resources.
The following command was introduced by this feature:
snmp-server enable traps resource-policy
Packet Memory Reclamation 12.4(6)T The Packet Memory Reclamation functionality utilizes the

12.2(33)SRE

ERM infrastructure to cleanup and reclaim leaked
CiscolOS packet memory using the Memory Leak Detector
process (sometimes referred to as the “Garbage Detection
or “GD” process).

The following section provides information about this
feature:

« Memory Resource Owner, page
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Glossary W

CPUHOG—Each process is allocated a quantum of timackvis equivalent to 200 ms. If a process is
running for more than 2 seconds, the proces®gdgimg the CPU. This condition is called CPUHOG.

RM—resource usage monitors. Applications that wamtsonitor resource utilization of resources by
the resource users.

RO—resource owners. Provides resources to the resawgers. For example, CPU, buffer, memory and
so on.

RU—resource users. Applications or clients (like HTERMP, telnet, and so on) that use the resources
and receive notifications to throttle wh thresholds exceed the current values.

CCDE, CCENT, CCSI, CiscBos, CiscdHealthPresence, CisémnPort, the Ciscéogo, CiscoNurse Connect, CiscBulse, Cisc@@ensorBase,
CiscoStackPower, Cisc8tadiumVision, CiscdelePresence, Cisddnified Computing System, CisdebEx, DCE, Flip Channels, Flip for Good,
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human ldesvwattemarks;
Changing the Way We Work, Live, Play, and Learn, CiSepital, CiscaCapital (Design), Cisco:Financed (Stylized), CiStore, Flip Gift Card,
and One Million Acts of Green are servicenits and Access Registrar,ranet, AllTouch, AgyncOS, Bringing te Meeting To YouCatalyst, CCDA,
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Csmified Internetwork Expert logo, Cis¢®@S, CiscoLumin, CiscoNexus,
CiscoPress, Cisc®ystems, Cisc&ystems Capital, the Cis®ystems logo, Cisconity, Collaboration Without Limitation, Continuum, EtherFast,
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GaikétaiLYNX, 10S, iPhone, IronPort, the IronPort logo, Laser LihightStream,
Linksys, MeetingPlace, Meeting®/de Chime Sound, MGX\etworkers, Networking Academy, PCNoPI1X, PowerKEY, PowerPanels, Pow&tT
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the\&sbEXx log
registered trademarks of Cisco Systeins, and/or its affiliates in the Ubed States and certaother countries.

All other trademarks mentioned in this document or websitéh@r@roperty of their respectiwvners. The use of the word paer does not imply
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses and phone numbers usieid tocument are not intendamlbe actual adéisses and phomaumbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shownifa glustoaes only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental
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HTTP 1.1 Web Server and Client

First Published: November 20, 2006
Last Updated: September 07, 2009

The HTTP 1.1 Web Server and Client feature provaesnsistent interface fasers and applications

by implementing support for HTTP 1.1 in Cisco I0S software-based devices. When combined with the
HTTPS feature, the HTTP 1.1 Web Server and Clieature provides a compés secure solution for

HTTP services between Cisco devices.

This module describes the concepts and the taskiedeto configuring the HTTP 1.1 Web Server and
Client feature.

Finding Feature Information

Contents

I
CISCO.

Your software release may not support all the featdogsimented in this module. For the latest feature
information and caveats, see the release notes fompyatiorm and software release. To find information
about the features documented in this module, asdda list of the releases in which each feature is
supported, see tH&eature Information for the HTTP 1.1 Wé&erver and Client” section on pate

Use Ciscdreature Navigator to find information about platform support and G88cand CatalysDS
software image support. To access CiBeature Navigator, go tottp://www.cisco.com/go/cfrAn
account on Cisco.com is not required.

» Information About the HTTP 1.1 Web Server and Client, page

» How to Configure HTTP 1.1 Web Server and Client, page

« Configuration Examples for HTTP 1.1 Web Server, page

« Where to Go Next, pagg

« Additional References, page

» Feature Information for the HTTP 1.1 Web Server and Client, page

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA


http://www.cisco.com/go/cfn

HTTP 1.1 Web Server and Clight

| Information About the HTTP 1.1 Web Server and Client

Information About the HTTP 1.1 Web Server and Client

This feature updates the Cisco implementation of the Hypertext Transfer Protocol (HTTP) from 1.0 to
1.1. The HTTP server allows featsrand applications, suels the Cisco web browser user interface, to
be run on your routing device.

The Cisco implementation of HTTP 1.1 is backward-compatible with previous Cisco IOS releases. If
you are currently using configurations that engbke HTTP server, no configuration changes are
needed, as all defaults remain the same.

The process of enabling @igonfiguring the HTTP server also remains the same as in previous releases.
Support for Server Side Includes (SSIs) and HTML forms has not changed. Additional configuration
options, in the form of thig http timeout-policy command and thg http max-connections

command, have been added. These options allowgroable resource limits for the HTTP server. If

you do not use these optional commands, the default policies are used.

Remote applications may require tlyauu enable the HTTP server before using them. Applications that
use the HTTP server include:

» Cisco web browser user interface, which usesGrsco I0OS Homepage Ser, HTTP-based EXEC
Server, and HTTP 10S File System (IFS) Server

+ VPN Device Manager (VDM) application, whiases the VDM Server and the XML Session
Manager (XSM)

* QoS Device Manager (QDM) appli¢an, which uses the QDM Server

» IP Phone and Cisco 10S Telephony Service applications, which use the ITS Local Directory Search
and IOS Telephony Server (ITS)

No Cisco applications use the HTTP Client in Cisco 10S Release 12.2(15)T.

About HTTP Server General Access Policies

Theip http timeout-policy command allows you to specify genlemacess characteristics for the server

by configuring a value for idle time, connection life, and request maximum. By adjusting these values
you can configure a general policy; for example, if you want to maximize throughput for HTTP
connections, you should configure a policy thatimimes connection overhead. You can configure this
type of policy by specifying large values for tlifle andrequestoptions so thatach connection stays
open longer and more requeate processed for each connection.

Another example would be to configure a policy that minimizes the response time for new connections.
You can configure this type of policy by specifying small values fotifbeandrequestoptions so that
the connections are quicklyleased to serve new clients.

A throughput policy would be better for HTTP sessiavith dedicated management applications, as it
would allow the application to send more requeststedfte connection is closed, while a response time
policy would be better for interactive HTTP sessipas it would allow more people to connect to the
server at the same time without havingmait for connections to become available.

In general, you should configure these options as appropriate for your environment. The value for the
idle option should be balanced so that it is large enough not to cause an unwanted request or response
timeout on the connection, but small enough that it does not hold a connection open longer than
necessary.
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How to Configure HTTP 1.1 Web Server and Clilht

Access security policies for the HTBRrver are configured using tipehttp authentication command,
which allows only selective users to access the serveip thigp access-classommand, which allows
only selective IP hosts to access the server, angbthép accounting commandscommand, which
specifies a particular command accounting method for HTTP server users.

How to Configure HTTP 1.1 Web Server and Client

This section contains the following tasks:
« Configuring the HTTP 1.1 Web Server, pa&dje
» Configuring the HTTP Client, page

Configuring the HTTP 1.1 Web Server

Perform this task to enable the HTTP server emafigure optional server ehacteristics. The HTTP
server is disabled by default.

Note If you want to configure authentication (step 4), you must configure the authentication type before you
begin configuring the HTTP 1.1 web server.

SUMMARY STEPS
1. enable
2. configure terminal
3. ip http server
4. ip http authentication {aaa | erable | local | tacacs} (optional)
5. ip http accounting commandslevel{default | named-accounting-method-[jgfoptional)
6. ip http port port-number(optional)
7. ip http path url (optional)
8. ip http access-classaccess-list-numbegjoptional)
9. ip http max-connectionsvalue(optional)
10. ip http timeout-policy idle seconddife secondsequestsvalue (optional)
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal




HTTP 1.1 Web Server and Clight

M  How to Configure HTTP 1.1 Web Server and Client

Command or Action

Purpose

Step3 ip http server

Example:
Router(config)# ip http server

Enables the HTTP 1.1 seryéncluding the Cisco web
browser user interface.

Note If you are enabling the HTTP over Secure Socket
Layer (HTTPS) server using thie http
secure-servercommand, you should disable the
standard HTTP server using the ip http server
command. This command is required to ensure only

secure connections to the server.

Step4  ip http authentication local

tacacs }

{ aaa | enable |

Example:
Router(config)# ip http authentication local

(Optional) Specifies the authentication method to be used
for login when a cliat connects to the HTTP server. The
methods for authentication are:

aaa—Indicates that th authentication nteod used for the
AAA login service (specified by thaaa authentication
login default command) should be used for authentication.

enable—Indicates that the “enddy’ password should be
used for authentication. (This is the default method.)

local —Indicates that the login user name, password and
privilege level access combination specified in the local
system configuration (by thesernameglobal

configuration command) should be used for authentication
and authorization.

tacacs—Indicates that the TACACS (or XTACACS) server
should be used for authentication.

Step5  ip http accounting commands level

named-accounting-method-list }

{default |

Example:
Router(config)# ip http accounting commands 15
default

(Optional) Specifies a particular command accounting
method for HTTP server users.

Command accounting for HTTP and HTTPS is
automatically enabled when thentication, authorization,
and accounting (AAA) is configured on the device. It is not
possible to disable accounting for HTTP and HTTPS. HTTP
and HTTPS will default to using the global AAA default
method list for accountingrhe CLI can be used to
configure HTTP and HTTPS to use any predefined AAA
method list.

level—Valid privilege level entries are integers from 0 to
15.

default—Indicates thalefault accounting method list
configured by the aaaccounting commands CLI.

named-accounting-method-ksiindicates the name of the
predefined command accounting method list.

Step6 ip http port port-number

Example:
Router(config)# ip http port 8080

(Optional) Specifies the server port that should be used for
HTTP communication (for example, for the Cisco web
browser user interface).

e
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Step7

Step8

Step9

Step10

How to Configure HTTP 1.1 Web Server and Clilht

Command or Action

Purpose

ip http path url

Example:
Router(config)# ip http path slot1:

(Optional) Sets the base HTTP path for HTML files. The
base path is used to specify the location of the HTTP server
files (HTML files) on the local system. Generally, the
HTML files are located in system flash memory.

ip http access-class access-list-number

(Optional) Specifies the accesstlthat should be used to
allow access to the HTTP server.

Example:

Router(config)# ip http access-class 20
ip http max-connections value
Example:

Router(config)# ip http max-connections 10

(Optional) Sets the maximum number of concurrent
connections to the HTTP sever that will be allowed. The
default value is 5.

ip http timeout-policy idle seconds life
seconds requests value

Example:
Router(config)#
life 120 requests 100

ip http timeout-policy idle 30

(Optional) Sets the characteristics that determine how long
a connection to the HTTP server should remain open. The
characteristics are:

idle—The maximum number of seconds the connection will
be kept open if no data is received or response data cannot
be sent out on the connection. Note that a new value may not
take effect on any already exisgj connections. If the server

is too busy or the limit on thige time or the number of
requestsis reached, the conneati may be closed sooner.
The default value is 180 seconds (3 minutes).

life—The maximum number of seconds the connection will
be kept open, from the time the connection is established.
Note that the new value may not take effect on any already
existing connections. If the server is too busy or the limit on
the idle time or the number oéquests is reached, it may
close the connection sooner. Also, since the server will not
close the connection while actlygrocessing a request, the
connection may remain open longer than the spedified
time if processing is occurring when the life maximum is
reached. In this case, the cewetion will be closed when
processing finishes. The default value is 180 seconds (3
minutes). The maximum value is 86400 seconds (24 hours).

requests—The maximum limit on the number of requests
processed on a persistent connection before it is closed.
Note that the new value may not take effect on already
existing connections. If the server is too busy or the limit on
the idle time or the life time is reached, the connection may
be closed before the maximum number of requests are
processed. The default value is 1. The maximum value

is 86400.
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Configuring the HTTP Client

Perform this task to enable the HTTP cliand configure optional client characteristics.

The standard HTTP 1.1 chieand the secure HTTP client are always enabled. No commands exist to
disable the HTTP client. For information abouhfiguring optional characteristics for the HTTPS
client, see th&edTTPS-HTTP Server and Client with SSL, RR@lease 12.2(15)T, feature module.

SUMMARY STEPS

1. enable
2. configure terminal
3. ip http client cache{ager interval minutes| memory {file file-size-limit| pool pool-size-limi}
4. ip http client connection{forceclose]| idle timeout secondq retry count|timeout second}
5. ip http client password password
6. ip http client proxy-server proxy-nameproxy-port port-number
7. ip http client responsetimeout seconds
8. ip http client source-interfacetype number
9. ip http client usernameusername
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip http client cache { ager interval minutes | Configures HTTP client cache.
memory { file file-size-limit | pool
pool-size-limit }
Example:
Router(config)# ip http client cache memory
file 5
Step4  ip http client connection { forceclose | idle Configures an HTTP client connection.
timeout seconds | retry count |
timeout  seconds }
Example:
Router(config)# ip http client connection
timeout 10

“. |
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Configuration Examples for HTTP 1.1 Web Serlilbr

Command or Action Purpose

Step5  ip http client password password Configures the default password used for connections to
remote HTTP servers.

Example:
Router(config)# ip http client password pswd1l

Step6  ip hitp client proxy-server proxy-name Configures an HTTP proxy server.
proxy-port port-number

Example:
Router(config)# ip http client proxy-server
serverl proxy-port 52

Step7  ip http client response timeout  seconds Specifies the timeout valua seconds, that the HTTP
client waits for a resgnse from the server.

Example:
Router(config)# ip http client response
timeout 60

Step8  ip http client source-interface type number Configures a source intexée for the HTTP client.
Example:
Router(config)# ip http client source-interface
ethernet1/0
Step9  ip http client username username Configures the default username used for connections to

remote HTTP servers.

Example:
Router(config)# ip http client userl

Configuration Examples for HTTP 1.1 Web Server

This section provides the following configuration examples:
« Configuring the HTTP 1.1 Web Server: Example, page
» Verifying HTTP Connectivity, pag8

Configuring the HTTP 1.1 Web Server: Example

The following example shows a typical configuration that enables the server and sets some of the
characteristics:

ip http server

ip http authentication aaa

ip http accounting commands 15 default

ip http path flash:

ip access-list standard 20
permit 209.165.202.130 0.0.0.255
permit 209.165.201.1 0.0.255.255
permit 209.165.200.225 0.255.255.255

! (Note: all other access implicitly denied)
end

ip http access-class 10

ip http max-connections 10
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ip http accounting commands 1 oneacct

In the following example, a Throughput timeout policy is applied. This configuration would allow each
connection to be idle a maximum of 30 seconds @yiprately). Each connection will remain open (be
“alive”) until either the HTTP server has been bpsgcessing requests for approximately 2 minutes
(120 seconds) or until approximately100 requests have been processed.

ip http timeout-policy idle 30 life 120 requests 100
In the following example, a Response Time timeout policy is applied. This configuration would allow

each connection to be idle a maximum of 30 seconds (approximately). Each connection will be closed
as soon as the first request has been processed.

ip http timeout-policy idle 30 life 30 requests 1

Verifying HTTP Connectivity

To verify remote connectivity to the HTTP server, enter the system IP address in a web browser, followed
by a colon and the appropriate porimher (80 is the default port number).

For example, if the system IP address is 209.165.202.129 and the port number is 8080, enter
http://209.165.202.129:808@s the URL in a web browser.

If HTTP authentication is configured, a login dialegx will appear. Enter tha@ppropriate username and
password. If the default login authentication method of “enable” is configured, you may leave the
username field blank, and use the “enable” password to log in.

The system home page should appear in your browser.

Where to Go Next

For information about secure HTTP connections giSecure Sockets Layer (SSL) 3.0, refer to the
HTTPS- HTTP with SSL 3,0Release 12.2(15)T, feature module at:
http://www.cisco.com/en/US/docs/ios/12/12_2t15/feature/guide/ftssisht.htmi
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Additional References

The following sections provide references tethto the HTTP 1.1 Web Server and Client.

Related Documents

Related Topic Document Title
HTTPS e HTTPS—HTTP with SSL 3f@ature module

« Firewall Support of HTTPS Authentication Probeature module
HTTP commands Cisco 10S Network Management Command Reference
Standards
Standard Title

No specific standards are supported by this feature—
Note that HTTP 1.1, as defined in RFC 2616, is
currently classified as a “Standards Track” document
by the IETF.

MIBs

MIB MIBs Link

» No specific MIBs are supported for this feature|To locate and download MIBs for selected platforms, CI§&x®

releases, and feature sets, use CMt® Locator found at the
following URL:

http://www.cisco.com/go/mibs

RFCs

RFC Title

RFC 2616 Hypertext Transfer Protocol -- HTTP/1.1
1. Not all supported RFCs are listed.

The Cisco implementation of the HTTP version 1.1 supports a subset of elements defined in RFC 2616
Following is a list of supported RFC 2616 headers:

« Allow (Only GET, HEAD, and POST methods are supported)
« Authorization, WWW-Authenticate - Basic authentication only
« Cache-control

» Chunked Transfer Encoding

« Connection close



http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssl3.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_fwall_https_prxy.html
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
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- Content-Encoding
« Content-Language
- Content-Length

« Content-Type

« Date, Expires

» Location

Technical Assistance

Description

Link

The Cisco Support website provides extensive onli
resources, including documentation and tools for

troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various service
such as the Product Alert Tool (accessed from Fiel
Notices), the Cisco Technical Services Newsletter,
Really Simple Syndication (RSS) Feeds.

Access to most tools ahe Cisco Support website
requires a Cisco.com user ID and password.

rtettp://www.cisco.com/techsupport

2S,

and
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Feature Information for the H? 1.1 Web Server and Client

Note

Tablel lists the features in this module and provides links to specific configuration information. Only
features that were introdad or modified in CisctOS Releasd2.4T or Cisco IOS Release 12.2SR or
a later release appear in the table.

Not all commands may be available in your Cisco Hofware release. For release information about a
specific command, see the conmdareference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco I0S and Catalyst OS software images
support a specific software releageature set, or platform. Brcess Cisco Feature Navigator, go to
http://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Tablel lists only the CiscdOS software release thattroduced support for a given feature in a given
CiscolOS software release train. Unless noted otfige, subsequent releases of that Cisz8
software release trainsa support that feature.
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Table 1 Feature Information for HTTP 1.1 Web Server and Client

Feature Name

Releases

Feature Information

HTTP 1.1 Web Server and Client

12.2(15)T
12.4(15)T
12.2(33)SRC
12.2(33)SB

The HTTP 1.1 Web Server and Client feature provides a
consistent interface for users and applications by
implementing support for HTTP 1.1 in Cisco I0S
software-based devices. Wheambined with the HTTPS
feature, the HTTP 1.1 Web Server and Client feature
provides a complete, secwselution for HTTP services
between Cisco devices.

This entire module provides information about this feature.

The following commands were introduced or modified by
this featuredebug ip http all, debug ip http client, ip http
access-classp http authentication, ip http client cache
ip http client connection, ip http client password, ip http
client proxy-server, ip http client response timeout ip
http client source-interface ip http client username ip
http max-connections ip http path, ip http port, ip http
server, ip http timeout-policy, show ip http client, show
ip http client connection, show ip http client history,
show ip http client session-moduleshow ip http server,
show ip http server secure status

HTTP TACAC+ Accounting Support

12.4(15)T
12.2(33)SRC
12.2(33)SB

The HTTP TACAC+ Accounting Support feature introduces
theip http accounting commandscommand. This
command is used to specify a particular command
accounting method for HTTP server users. Command
accounting provides information about the commands for a
specified privilege level that abeing executed on a device.
Each command accounting record corresponds to one 10S
command executed at its respective privilege level, as well
as the date and time the command was executed, and the
user who executed it. Thelfowing sections provide
information about this feature:

- Configuring the HTTP 1.1 Web Server, p&3e

The following commands were introduced or modified by
this featureip http accounting commands




| HTTP 1.1 Web Server and Client

Feature Information for the HTTP 1.1 Web Server and Cllint

CCDE, CCENT, CCSlI, Cisco Eos, Cisco Health$ance, Cisco IronPort, the Cisco logosd@i Nurse Connect, Cisco Pulse, CiscosdeBase,
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Clafurednddi
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human ldetvwi@ttemarks;
Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), CidelipS&dfteCard,
and One Million Acts of Green are servicenis and Access Registrar,ranet, AllTouch, AyncOS, Bringing te Meeting To YouCatalyst, CCDA,
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco (@elrtifiternetwork Expert logo, Cisco 10S, Cisco Lumin, Ciscause
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without LimitationmC &thier Fast,
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GaikéfaiLYNX, 10S, iPhone, IronPort, the IronPort logo, Laser LihightStream,
Linksys, MeetingPlace, Meeting®de Chime Sound, MGX\etworkers, Networking Academy, PCNoPI1X, PowerKEY, PowerPanels, Pow&(T
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the\&shEx log
registered trademarks of Cisco Systeins, and/or its affiliates in the Ubed States and certaother countries.

All other trademarks mentioned in this document or websit¢h@r@roperty of their respectiwvners. The use of the word paer does not imply
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses usethis document are not intended todmual addresses. Any examples, command ayspltput, and
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrativie ooitteentional and
coincidental.

© 2006-2009 Cisco Systems, Inc. All rights reserved.




HTTP 1.1 Web Server and Clight

W Feature Information for the HTTP 1.1 Web Server and Client




HTTPS—HTTP Server ddickent with SSL 3.0

First Published: March 31, 2003
Last Updated: September 07, 2009

The HTTPS—HTTP Server and Client with SSI0 3eature provides Secure Socket Layer (SSL)
version3.0 support for the HTTP 1.1 server and HTI.R client within Cisco 10S software. SSL
provides server authentication, encryption, and message integrity to allow secure HTTP
communications. SSL also provides HTTP clienthaatication. HTTP over SSL is abbreviated as
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Prerequisites for HTTPS—HTTP Server and Client witl3. 8SL

To enable secure HTTP connections (encryptionheuit a configured certificate authority trustpoint,

you must first ensure that each device has the key (such as a Rivest, Shamir, and Adleman [RSA] public
key or a shared key) of the other device. In mostx;aseRSA key pair will be generated automatically.

The RSA key pair is used for creating a self-sigoedificate (which is also generated automatically).

Restrictions for HTTPS—HTTP Server and Client witlBSSL

The HTTPS—HTTP Server and Client with SSIO feature is available only in Cisco IOS software
images that support SSL. SSL is supported in “IPSec 56” (contains “k8” in the image name) and “IPSec
3DES” images (contains “k9” in the image naniép.Sec 56” images provide up to 64-bit encryption,
“IPSec 3 DES” images provide greatkan 64-bit encryptin. The following CipheBuites are supported

in IPSec Data Encryption Standard (DES) images:

« SSL_RSA WITH_RC4_128 MD5—RSA key exchange (RSA Public Key Cryptography) with RC4
128-bit encryption and message digest algorithm 5 (MD5) for message digest

+ SSL_RSA WITH_RC4 128 SHA—RSA key exchangith RC4 128-bit encryption and Secure
Hash Algorithm (SHA) for message digest

+ SSL_RSA WITH_3DES_EDE_CBC_SHA—RSA key exchange with 3DES and DES-EDE3-CBC
for message encryption and SHA for message digest

+ SSL_RSA WITH_DES_CBC_SHA—RSkey exchange with DES-CBC for message encryption
and SHA for message digest

For IPSec 56 images, only tB&SL_RSA_WITH_DES_CBC_SHA CipherBaiis supported. For further
details on these CipherSuites, see$i%. Protocol Version 3.biternet-Draft document (see the
“Additional References” section on paié).

RSA (in conjunction with the specified encryptiomdadigest algorithm combinations) is used for both
key generation and authentication on SSL connectibims.usage is independesf whether a certificate
authority (CA) trustpoint is configured.

Information About HTTPS—HTTP Server and Client witB.8SL

To configure the HTTP with SSL 3.0 (HTTPS) feature, you should understand the following concepts:
» Secure HTTP Server and Secure HTTP Client, fage
« Certificate Authority Trustpoints, pade
« CipherSuites, pageé

Secure HTTP Server and Secure HTTP Client

A secure HTTP connection means that data seahtbreceived from an HTTP server are encrypted
before being sent out over the Internet. HTTP i1 encryption provides a secure connection to allow
such functions as configuring a router from a wetnser. Cisco’s implementation of the secure HTTP
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server and secure HTTP cliaides an implementation of the S&krsion 3.0. Application layer

encryption provides an alternative to older methods such as having to set up a tunnel to the HTTP serve
for remote management. HTTP over SSL is abbregtialeHTTPS; the URL of a secure connection will
begin with https:// instead of http://.

The Cisco I0S HTTP secure server’s primary rol®iisten for HTTPS requests on a designated port
(the default HTTPS port is 443) and to pass the request to the HTTP 1.1 web server. The HTTP 1.1 serv«
processes requests and passes respdaseved pages) back to the HTTP secure server, which, in turn,
responds to the original request.

The Cisco IOS HTTP secure client’s primary roledgespond to Cisco I0S application requests for
HTTPS User Agent services, perform HTTPS Useetrtgservices on the application’s behalf, and pass
the response bacdk the application.

Certificate Authority Trustpoints

Certificate authorities (CAs) are responsible for manggiertificate requests and issuing certificates to
participating IPSec network devices. These servireside centralized security key and certificate
management for the participating devices. Spe@fh servers are referred to as “trustpoints.”

The HTTPS server provides a secure connection dwiging a certified X.509v3 certificate to the client
when a connection attempt is made. The certifiéaD8v3 certificate is obtained from a specified CA
trustpoint. The client (usually a web browser), in turn, has a public key that allows it to authenticate the
certificate.

Configuring a CA trustpoint is highly recommended secure HTTP connections. However, if a CA
trustpoint is not configured for the routing device running the HTTPS server, the server will certify itself
and generate the needed RSA key pair. Becausé eestfied (self-sgned) certificate does not provide
adequate security, the connecting client will geneaatetification that the certificate is self-certified,

and the user will have the opportiynto accept or reject the connéxt. This option is available for
internal network topologies (such as testing).

The HTTPS—HTTP Server and Client with SSIO feature also provides an optional commapdhitp
secure-client-auth that, when enabled, has the HTTPS server request an X.509v3 certificate from the
client. Authenticating the client provides more security than server authentication by itself.

For additional information on certificate authorities, see the “Configuring Certification Authority
Interoperability” chapter in th€isco 10S Security Configuration Guide.

CipherSuites

A CipherSuite specifies the encryptialgorithm and digest algorithm to use on an SSL connection. Web
browsers offer a list of supported CipherSuites wb@mnecting to the HTTPS server, and the client and
server will negotiate the best encryption algorithm to use from those that are supported by both. For
example, Netscape Communicator 4.76 supports U.S. security with RSA Public Key Cryptography,
MD2, MD5, RC2-CBC, RC4, DES-CBC, and DES-EDE3-CBC.

For the best possible encryption, you should use a browser that supports 128-bit encryption, such as
Microsoft Internet Explorer versh 5.5 (or later), or Netscape Commeator version 4.76 (or later). The
SSL_RSA_WITH_DES_CBC_SHA Ciphenfie provides less securititan the other CipherSuites,
because it does not offer 128-bit encryption.

In terms of router processing lo&speed), the following list rankke CipherSuites from fastest to
slowest (slightly more processing time is requifedthe more secure and more complex CipherSuites):

1. SSL_RSA_WITHDES_CBC_SHA

"
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2.
3.
4.

SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_RC4_128_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA

How to Configure the HTTPS—HTTP Server and Client with

SSL3.0

To configure the HTTPS—HTTP Server and Client wB8L 3.0 feature, complete the procedures in the
following sections:

Declaring a Certificate Authority Trustpoint, pade

Configuring the HTTPS Server with SSL 3.0, page

Providing Additional Security and Efficiency, page
Configuring the HTTPS Client with SSL 3.0, pabk

Declaring a Certificate Authority Trustpoint

SUMMARY STEPS

Configuring a CA trustpoint is highly recommenld®r secure HTTP connections. The certified
X.509v3 certificate for the secure HTERrver (or client) is obtainddom the specified CA trustpoint.
If you do not declare a CA trustpoint, then a self-signed certificate will be used for secure HTTP
connections. The self-signed céidate is generated automatically.

© ©® N o g &~ 0 bR
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enable

configure terminal

hostnamename

ip domain-namename ip domain name

crypto key generate rsausage-keys

crypto ca trustpoint name

enrollment url url

enrollment http-proxy host-name port-number
crl {query url | optional | best-effort}

. primary

. exit

. crypto ca authenticatename
. crypto ca enrollmentname

. copy running-config startup-config

or
copy system:running-config nvram:startup-config
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DETAILED STEPS

Stepl

Step2

Step3

Step4

Step5

Step6

Step7

How to Configure the HTTPS—HTTP Server and Client with SSll3.0

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

- Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

hostname name

Example:
Router(config)# hostname Router

Specifies the hosthame of the router.

« This step is needed only if you have not previously configured
a hostname for your router. Thestname is required because a
fully qualified domain name is needed for security keys and
certificates.

ip domain-name name

Example:
Router(config)# ip domain-name
example.com

Specifies the IP domain name of the router.

- This step is needed only if you have not previously configured
an IP domain name for your router. The domain name is
required because a fully qualiiedomain name is needed for
security keys and certificates.

crypto key generate rsa usage-keys

Example:
Router(config)# crypto key generate rsa
usage-keys

(Optional) Generates an RSA key pair.

» Theusage-keyskeyword specifies that two RSA special-usage
key pairs should be generatelidt is, one encryption pair and
one signature pair) instead of one general-purpose key pair.

« RSA key pairs are used to sign and encrypt Internet key
exchange (IKE) key management messages and are required
before you can obtain a certificate for your router.

« RSA key pairs are generated automatically. This command can
be used to regeneratiee keys, if needed.

Note There are other keywords and arguments for this command,
but they do not pertain to this feature.

crypto ca trustpoint name

Example:
Router(config)# crypto ca trustpoint TP1

Specifies a local configuration name for the CA trustpoint and
enters CA trustpoint configuration mode.

Note Thecrypto ca identity command was replaced by the
crypto ca trustpoint command in CiscéOS
Releasel2.2(8)T.

enrollment url url

Example:
Router(ca-trustpoint)# enrollment url
http://example.com

Specifies a URL of the CA where yorauter should send certificate
requests.

- Ifyou are using Simple Certificate Enroliment Protocol (SCEP)
for enrollment, the URL argument must be in the form
http:// CA-name whereCA-nameis the host Domain Name
System (DNS) name or IP address of the CA trustpoint.

"
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Step8

Step9

Step10

Stepll

Stepl2

Stepl13

Step14

Command or Action

Purpose

enroliment http-proxy host-name

port-number

Example:
Router(ca-trustpoint)# enrollment
http-proxy example.com 8080

(Optional) Configures the routés obtain certificates from the CA
through an HTTP proxy server.

el { query wurl | optional | besteffort } |Configures the router to requestertificate revocation list (CRL),
make CRL checking optional, or perform CRL checking on a
: “best-effort” basis.
Example:
Router(ca-trustpoint)# crl query « CRLs ensure that the certifieadbf the peer has not been
Idap://example.com revoked.
- Thecrl optional command configures the router to accept
certificates even if the apprdpte CRL cannot be downloaded.
« Use thecrl query url command to specify the Lightweight
Directory Access Protocol (LDAP) URL of the CA server; for
exampleldap://another-server.
primary (Optional) Specifies that this trustpoint should be used as the
primary (default) trustpint for CA requests.
Example: « Use this command if more than one CA trustpoint will be
Router(ca-trustpoint)# primary configured on this router.
exit Exits CA trustpoint configuration mode and returns to global
configuration mode.
Example:
Router(ca-trustpoint)# exit
crypto ca authenticate name Authenticates the CA by getting the public key of the CA.

Example:
Router(config)# crypto ca authenticate
TP1

» Use the same name that you ugéten declaring the CA in the
crypto ca trustpoint command.

crypto ca enrollment name

Example:
Router(config)# crypto ca enroliment TP1

Obtains the certificate from the specified CA trustpoint.

« This command requests a séghcertificate from the CA for
each RSA key pair.

copy running-config startup-config
or

copy system:running-config
nvram;:startup-config

Example:
Router(config)# copy running-config
startup-config

Saves the configuration to NVRAM.

« This command is required to sa¥e certificates into NVRAM.
If not used, the certificates walibe lost at router reload.

Note To execute EXEC mode commands in global configuration
mode, you can add thiw keyword before the command. For
example, instead afopy running-config startup-config,

you could entedo copy running-config startup-config
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Configuring the HTTPS Server with SSL 3.0

To disable the standard HTTP seraad configure the HTTPS server with SSI0, complete the
procedure in this section.

Prerequisites

If a certificate authority is to be used for certifion, you should declare the CA trustpoint on the
routing device before enabling the secure HTTP server.

SUMMARY STEPS

© ® N o g M 0 NP

B
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DETAILED STEPS

enable

show ip http server status

configure terminal

no ip http server

ip http secure-server

ip http secure-port port-number

ip http secure-ciphersuite[3des-ede-cbc-sHd rc4-128-shg [rc4-128-mdg [des-cbc-shé
ip http secure-client-auth

ip http secure-trustpoint name

. end

. show ip http server secure status

Command or Action Purpose

Stepl  enable

Example:
Router> enable

Enables privileged EXEC mode.
« Enter your password if prompted.

Step2  Router# show ip http server status (Optional) Displays the status of the HTTP server.

- Ifyou are unsure whether the secHlfETP server is supported in the

Example: software image you are running, enter this command and look for
Router# show ip http server status the line “HTTP secure server caglity: {Present | Not present}”.
« This command displays the status of the standard HTTP server
(enabled or disabled).
Step3  configure  terminal Enters global configuration mode.
Example:

Router# configure terminal
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Step4

Step5

Step6

Step7

Step8

Step9

Command or Action

Purpose

no ip http server

Example:
Router(config)# no ip http server

Disables the standard HTTP server.

Note When enabling the HTTPS server you should always disable the
standard HTTP server to prevent insecure connections to the
same services. This is a precantoy step (typmally, the HTTP

server is disabled by default).

ip http secure-server

Example:
Router(config)# ip http
secure-server

Enables the HTTPS server.

ip http secure-port

Example:
Router(config)# ip http secure-port
1025

port-number

(Optional) Specifies the port number that should be used for the HTTPS
server. The default port number is 443. Valid options are 443 or any
number in the range 1025 to 65535.

ip http secure-ciphersuite
[ 3des-ede-cbc-sha
[rc4-128-md5 ][ des-cbc-sha

Example:

Router(config)# ip http
secure-ciphersuite rc4-128-sha
rc4-128-md5

][ rc4-128-sha

]

]

(Optional) Specifies the CipherSuites (encryption algorithms) that
should be used for encryption over the HTTPS connection.

- This command allows you to restrict the list of CipherSuites that the
server offers the connecting clients. For example, you may want to
allow only the most secure CipherSuite to be used.

» Unless you have a reason to spetifg CipherSuites that should be
used, or you are unfamiliar withehdetails of these CipherSuites,
you should leave this command unéigured and let the server and
client negotiate the CipherSuite that they both support (this is the
default).

ip http secure-client-auth

Example:
Router(config)# ip http
secure-client-auth

(Optional) Configures the HTTP server to request an X.509v3 certificate
from the client in order to authenticate the client during the connection
process.

« In the default connection and aetitication process, the client
requests a certificate from the HTTP server, but the server does not
attempt to authenticate the clieAuthenticating the client provides
more security than server authentication by itself, but not all clients
may be configured for CA authentication.

ip http secure-trustpoint

Example:
Router(config)# ip http
secure-trustpoint trustpoint-01

name

Specifies the CA trustpoint that should be used to obtain an X.509v3
security certificate and @uthenticate the connecting client’s certificate.

» Use of this command assumes you have already declared a CA
trustpoint using therypto ca trustpoint command and associated
submode commands.

+ Use the same trustpoint namatlyou used ithe associatedrypto
ca trustpoint command.
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Command or Action Purpose
Stepl0 end Ends the current configuration session and returns you to privileged
EXEC mode.
Example:
Router(config)# end
Stepll show ip http server secure status Displays the status of the HTTP secure server configuration.
Example:

Router# show ip http server secure

status

Verifying the Configuten of the HTTPS Server

To verify the configuration of the HTTPS server, connect to the router running the HTTPS server with a
web browser by enterinigttps://url, whereurl is the IP address or hostname of the router. Successful
connection using thbttps prefix (instead of the standahdtp) indicates that the HTTPS server is
configured properly. If a port other than the default port is configured (using titgp secure-port
command), you must also specify the port number after the URL. For example:

https://209.165.202.129:1026
or

https://host.domain.com:1026
Generally, you can verify that th¢TTPS server is configured and that you have a secure connection by

locating an image of a padlock at the bottom of your browser window. Also note that secure HTTP
connections have a URL that stantgh “https:” instead of “http:”.

Providing Additional Security and Efficiency

SUMMARY STEPS

The configuration of the standardrMP server applies to the secure HTTP server as well. To provide
additional security and efficiency to both the standard HTTP server and the HTTPS server, complete the
procedure in this section.

enable

configure terminal

ip http path path-name

ip http access-classiccess-list-number

ip http max-connectionsvalue

o gk w DB

ip http timeout-policy idle seconddife secondsequestsvalue
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DETAILED STEPS

Stepl

Step2

Step3

Step4

Step5

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

- Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

ip http path path-name

Example:
Router(config)# ip http path slot1:

(Optional) Sets the base HTTP path for HTML files.

« The base path is used to specify the location of the HTTP server
files (HTML files) on the local system. Generally, the HTML
files are located in system flash memory.

ip http access-class access-list-number

(Optional) Specifies the access libat should be used to allow
access to the HTTP server.

Example:

Router(config)# ip http access-class 20
ip http max-connections value
Example:

Router(config)# ip http max-connections
10

(Optional) Sets the maximum number of concurrent connections to
the HTTP server that will be allowed. The default value is 5.
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Command or Action

Purpose

Step6 ip http timeout-policy idle seconds
life  seconds requests value

Example:
Router(config)# ip http timeout-policy
idle 30 life 120 requests 100

(Optional) Sets the characteicst that determine how long a
connection to the HTTP server should remain open. The
characteristics are:

- idle—The maximum number of seconds the connection will be
kept open if no data is received response data cannot be sent
out on the connection. Note that a new value may not take effect
on any already existing connections. If the server is too busy or
the limit on thelife time or the number akquestsis reached,
the connection may be closedoner. The default value is
180seconds (3 minutes).

- life—The maximum number of seconds the connection will be
kept open, from the time the connection is established. Note that
the new value may not take effect on any already existing
connections. If the server is too busy or the limit on the idle time
or the number of requests esached, it may close the connection
sooner. Also, because the serwdll not close the connection
while actively processing a request, the connection may remain
open longer than the specifibfé time if processing is occurring
when the life maximum is reached. In this case, the connection
will be closed when processing finishes. The default value is
180seconds (3ninutes). The maximum value is 86,46€conds
(24 hours).

- requests—The maximum limit on the number of requests
processed on a persistent connection before it is closed. Note
that the new value may not take effect on any already existing
connections. If the server is too busy or the limit on the idle time
or the life time is reached, tlownnection may be closed before
the maximum number of requests are processed. The default
value is 1. The maximum value is 86,400.

Configuring the HTTPS Client with SSL 3.0

To configure the HTTPS client with SS.0, complete the procedure in this section.

Prerequisites

The standard HTTP cliernd the secure HTTP client are always enabled.

A certificate authority is required for secure HT@lRent certification; the following steps assume that
you have previously declared a CA trustpoint on the routing device. If a CA trustpoint is not configured,
and the remote HTTPS server requires client autbatidin, connections to the secure HTTP client will

fail.

SUMMARY STEPS

1. enable
2. configure terminal

3. ip http client secure-trustpoint trustpoint-name
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4. ip http client secure-ciphersuite[3des-ede-cbc-sHqrc4-128-shg [rc4-128-mdg [des-cbc-sha

5. end

6. show ip http client secure status

DETAILED STEPS

Stepl

Step2

Step3

Step4

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

- Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

ip http client secure-trustpoint
trustpoint-name

Example:
Router(config)# ip http client
secure-trustpoint trustpoint01

(Optional) Specifies the CA trustpoint that should be used if the
remote HTTP server requests client authentication.

« Use of this command assumes you have already declared a CA
trustpoint using therypto ca trustpoint command and
associated submode commands.

» Use the same trustpoint name that you used in the associated
crypto ca trustpoint command.

» This command is optional if client authentication is not needed,
or if a primary trustpoint has been configured. If ihdttp
client secure-trustpointcommand is not usethe router will
use the primary trustpoint, as specified by phienary CA
trustpoint configuration mode command.

ip http client secure-ciphersuite

[ 3des-ede-cbc-sha ][ rc4-128-sha
[rc4-128-md5 ][ des-cbc-sha ]
Example:

Router(config)# ip http client
secure-ciphersuite rc4-128-sha
rc4-128-md5

]

(Optional) Specifies the CipherSuites (encryption algorithms) that
should be used for encryption over the HTTPS connection.

« This command allows you to restrict the list of CipherSuites that
the client offers when connectirig a secure HTTP server. For
example, you may want to allow only the most secure
CipherSuites to be used.

« Unless you have a reason to specify the CipherSuites that should
be used, or you are unfamiliar with the details of these
CipherSuites, you should leave this command unconfigured and
let the server and client negogahe CipherSuite that they both
support (this is the default).




| HTTPS—HTTP Server and Client with SSL 3.0

Configuration Examples for the HTTPS—HS@wer and Client with SSL 3.0 featulll

Command or Action

Purpose

Step5 end

Example:
Router(config)# end

Ends the current configuration session and returns to privileged
EXEC mode.

Step6  show ip hitp client secure status

Example:
Router# show ip http client secure
status

Displays the status of the HTT&&cure server configuration.

Configuration Examples for the HTTPS—HTTP Server and Cli
with SSL 3.0 feature

The following example shows a configuration sessiowliich the secure HTTP server is enabled, the
port for the secure HTTP servisrconfigured as 1025, and the remote CA trustpoint server
“CA-trust-local” is used for certification.

Router# show ip http server status

HTTP server status: Disabled

HTTP server port: 80

HTTP server authentication method: enable

HTTP server access class: 0

HTTP server base path:

Maximum number of concurrent server connections allowed: 5
Server idle time-out: 600 seconds

Server life time-out: 600 seconds

Maximum number of requests allowed on a connection: 1
HTTP secure server capability: Present

HTTP secure server status: Disabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5 rc4-12a
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint:

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# ip http secure-server
Router(config)# ip http client secure-trustpoint CA-trust-local
Router(config)# ip http secure-port 1024

Invalid secure port value.

Router(config)# ip http secure-port 1025
Router(config)# ip http secure-ciphersuite rc4-128-sha rc4-128-md5
Router(config)# end

Router# show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 1025

HTTP secure server ciphersuite: rc4-128-md5 rc4-128-sha
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: CA-trust-local
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In the following example, the CA trustpoint CAust-local is specifiedand the HTTPS client is
configured to use this trustpoint for client authentication requests:

Router# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)# crypto ca trustpoint CA-trust-local
Router(ca-trustpoint)# enrollment url http://example.com
Router(ca-trustpoint)# crl query Idap://example.com
Router(ca-trustpoint)# primary

Router(ca-trustpoint)# exit

Router(config)# ip http client secure-trustpoint CA-trust-local

Router(config)# end
Router# copy running-config startup-config

Additional References

The following sections provide referees related to the HTTPS—HTHerver and Client with SSL 3.0
feature.

Related Documents

Related Topic

Document Title

SSL 3.0 The SSL Protocol Version 3.0
This document is available from various sources online.
Standard Cisco Web Client HTTP 1.1 Web Server and Client

Certification Authority Interoperability |Cisco IOS Security Configuration Guide: Secure Connectivity

Standards

Standard

Title

No new or modified standds are supported by this |—

feature.

Related MIBs

MIBs

MIBs Link

No new or modified MIBs are supported by this To locate and download MIBs if@elected platforms, Cisco 10S

feature.

releases, and feature sets, use Cisco MIB Locator found at the
following URL:

http://www.cisco.com/go/mibs



http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_http_web.html
http://www.cisco.com/go/mibs
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Related RFCs

RFCs Description
RFC 2616 Cisco’s implementation of HTTP is basedR&C 2616: Hypertext Transfer Protocol --
HTTP/1.1

Technical Assistance

Description Link

The Cisco Support website provides extensive onliffgtp://www.cisco.com/techsupport
resources, including documentation and tools for
troubleshooting and resohdrtechnical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter, and
Really Simple Syndication (RSS) Feeds.

Access to most tools ahe Cisco Support website
requires a Cisco.com user ID and password.



http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for HTTPS—HTTP Server and Client with
SSL 3.0

Tablel lists the release history for this feature.

Not all commands may be available in your Cisco BED8ware release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco I0S and Catalyst OS software images
support a specific software releageature set, or platform. To ag=Cisco Feature Navigator, go to
http://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Note  Tablel lists only the CiscdOS software release thattroduced support for a given feature in a given
CiscolOS software release train. Unless noted otlige, subsequent releases of that Cisz8
software release trains support that feature.

Table 1 Feature Information for HTTPS—HT TP Server and Client with SSL 3.0

Feature Name Releases Feature Information

HTTPS—HTTP Server and Client with |12.2(15)T This feature provides 8are Socket Layer (SSL)

SSL3.0 12.2(33)SRA version3.0 support for the HTTP 1.1 server and HTILR
12.2(33)SXH client within Cisco 10S software. SSL provides server
12.2(33)SB authentication, encryption, and message integrity to allow

secure HTTP communications. SSL also provides HTTP
client authentication.

This feature is supported only in Cisco software images that
support SSL. Specifically, SSL is supported in “IPSét

and “IPSec 3DES” images (contains “k8” or “k9” in the
image name).



http://www.cisco.com/go/cfn
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Glossary

Glossary W

RSA—RSA is a widely used Internet encryption and autication system thatses public and private
keys for encryption and decryption. The RSA algorithm was invented in 1978 by Ron Rivest, Adi
Shamir, and Leonard Adleman. The abbreviation RSAeofrom the first letter of the last names of the
three original developers. The RSA algorithm is ineldith many applicationsuch as the web browsers
from Microsoft and Netscape. The RSA endigp system is owned by RSA Security.

SHA—The Secure Hash Algorithm. SHA was developed\b$T and is specified in the Secure Hash
Standard (SHS, FIPS 180). Often useduaslternative to Digest 5 algorithm.

sighatures, digital—In the context of SSL, “signing” means&acrypt with a private key. In digital
signing, one-way hash functions are used as input for a signing algorithm. In RSA signing, a 36-byte
structure of two hashes (one SHA and one MD5) is signed (encrypted with the private key).

SSL 3.0—Secure Socket Layer version 3.0. SSL is a security protocol that provides communications
privacy over the Internet. The protocol allows cliand server applications to communicate in a way
that is designed to prevent eavesdropping, tamgednmessage forgery. SSL uses a program layer
located between the Internet's HTTP and TCP layers. SSL is included as part of most web server
products and as part of most Internet braws&he SSL 3.0 specification can be found at
http://home.netscape.com/eng/ssl3/

CCDE, CCENT, CCSI, Cisco Eos, Cisco Healthd&mce, Cisco IronPort, the Cisco logasddi Nurse Connect, Cisco Pulse, CiscosbeBase,
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Clafurednddi
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human egvwa#iemarks;
Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), CidelipS&dfteCard,
and One Million Acts of Green are servicenke and Access Registrar,ranet, AllTouch, AgncOS, Bringing te Meeting To YouCatalyst, CCDA,
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco (eelrtiiternetwork Expert logo, Cisco 10S, Cisco Lumin, Ciscause
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without LimitationmC &tiierFast,
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GaikétaiLYNX, 10S, iPhone, IronPort, the IronPort logo, Laser LihightStream,
Linksys, MeetingPlace, Meetingi/le Chime Sound, MGX\etworkers, Networking Academy, PCNpPIX, PowerKEY, PowerPanels, Pow&tT
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the\&sbhEx log
registered trademarks of Cisco Systeins, and/or its affiliates in the Ubed States and certaother countries.

All other trademarks mentioned in this document or websit¢h@rgroperty of their respectiwvners. The use of the word paer does not imply
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses and phone numbers usieid stocument are not intendemlbe actual adéisses and phomaumbers. Any
examples, command display output, network topology diagrams, and other figures included in the document are shownifar glustoges only.
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.

© 2003-2009 Cisco Systems, Inc. All rights reserved.
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HTTP Inspection Engine

The HTTP Inspection Engine featumows users to configure their €2io 10S Firewall to detect and
prohibit HTTP connections—such as tunneling over port 80, unauthorized request methods, and
non-HTTP compliant file transfers—that are not authorized within the scope of the security policy
configuration. Tunneling unauthorized protocols through port 80 and over HTTP exposes a network to
significant sectity risks.

The Cisco I0S Firewall can now berdgured with a security policy that adheres to the following tasks:

« Allowing specific traffic targeted for port 80 to traverse the firewall. The traffic is inspected for
protocol conformance and for the types of HTddmands that are allowed or disallowed.

- Denying specific traffic targeted for port 80 thdades not comply to HTTP traffic standards. The
firewall is enabled to drop the packet, reset connection, and sefdsyslog message, as
appropriate.

Feature History for HTTP Inspection Engine

Release Modification
12.3(14)T This feature was introduced.

Finding Support Information for Platforms and Cisco 10S Software Images

Use Cisco Feature Navigator to find information about platform support and ICiSceoftware image
support. Access Cisco Feature Navigatontgh://www.cisco.com/go/fnYou must have an account on
Cisco.com. If you do not have an account or have forgotten your username or passwo@hratielat
the login dialog box and followhe instructions that appear.

» Restrictions for HTTRnspection Engine, page

» Information About HTTP Inspection Engine, page

« How to Define and Apply an HTTP Application Policy to a Firewall for Inspection, Rage
« Configuration Examples for Setting Up an HTTP Inspection Engine, page

« Additional References, pad®

Americas Headquarters:
Cisco Systems, Inc., 170 West Tasman Drive, San Jose, CA 95134-1706 USA
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Restrictions for HTTP Inspection Engine

The Cisco 831 router with 48M RAM does not have enough memory to support this feature.

Information About HTTP Inspection Engine

Before configuring an application firewall to detect and police specific traffic targeted for port 80, you
should understand the following concepts:

» What Is a Security Policy?, page
» Cisco IOS HTTP Application Policy Overview, page

What Is a Security Policy?

The application firewall uses a security policy, which consists of a collection of static signatures, to
detect security violations. A static signature is a collection of parameters that specify protocol conditions
that must be met before an action is taken. @ample, a signature may specify that an HTTP data
stream containing the POST method must reset theawion.) These protocol conditions and reactions
are defined by the end user via the command-iirierface (CLI) to form a security policy.

Cisco I0S HTTP Application Policy Overview

HTTP uses port 80 to transport Internet web services, which are commonly used on the network and
rarely challenged with regards to their legitimacg aonformance to standards. Because port 80 traffic
is typically allowed through the network without being challenged, many application developers are
leveraging HTTP traffic as an alternative transportgeot in which to enable their application to travel
through or even bypass the firewall.

Most firewalls provide only packet filtering capabilities that simply permit or deny port 80 traffic
without inspecting the data stream; the Cisco 10S application firewall for HTTP performs packet
inspection as follows:

» Detects HTTP connections that are not authorized within the scope of the security policy
configuration.

« Detects users who are tunneling applications through port 80.

If the packet is not in compliance with the HTTP protocol, it will be dropped, the connection will be
reset, and a syslog message willgemerated, as appropriate.

How to Define and Apply an HTTP Application Policy to a
Firewall for Inspection

This section contains the following procedures:
« Defining an HTTP Application Policy, pade
« Applying an HTTP Application Policy to a Firewall for Inspection, pége
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How to Define and Apply an HTTP Agation Policy to a Firewall for Inspectionll

Defining an HTTP Application Policy

Use this task to create an HTTP application firewall policy.

Restrictions
Although application firewall policies are defined in global configuration mode, only one global policy
for a given protocol is allowed per interface.
SUMMARY STEPS
1. enable
2. configure terminal
3. appfw policy-namepolicy-name
4. application protocol
5. strict-http action {reset|allow} [alarm]
6. content-length{min bytesmax bytes |min bytes| max byte§ action {reset|allow} [ alarm]
7. content-type-verification [match-req-resp| action {reset| allow} [alarm]
8. max-header-length{requestbytesresponsebyteg action {reset]|allow} [alarm]
9. max-uri-length bytesaction {reset| allow} [alarm]
10. request-method{rfc rfc-method |extensionextension-methgdaction {reset| allow} [ alarm]
11. port-misuse{p2p | tunneling |im | default} action {reset]|allow} [alarm
12. transfer-encoding type{chunked | compress| deflate | gzip | identity | default} action {reset|
allow} [alarm]
13. timeout seconds
14. audit-trail {on | off}
15. end
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:

Router# configure terminal

Step3  appfw policy-name policy-name Defines an application firewall policy and puts the router
in application firewall policy configuration mode.

Example:
Router(config)# appfw policy-name mypolicy

| .-
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Step4

Step5

Step6

Step7

Step8

Step9

Command or Action

Purpose

application protocol

Example:

Router(cfg-appfw-policy)# application http

Allows you to configure insgction parameters for a given
protocol. Currently, only HTTP traffic can be inspected.

» protocol—Specify thehttp keyword.

This command puts you in appfw-poligyetocol
configuration mode, wherepfotocol’ is dependent upon
the specified protocol. Bause only HTTP can be
specified, the configuration mode is appfw-policy-http.

strict-http action { reset | allow } [alarm ]

(Optional) Allows HTTP messages to pass through the
firewall or resets the TCP connection when HTTP
noncompliant traffic is detected.

Example:

Router(cfg-appfw-policy-http)# strict-http

action allow alarm

content-length {min bytes maxbytes | min bytes |(Optional) Permits or denies HTTP traffic through the
| maxbytes } action { reset | allow }[ alarm ]

Example:
Router(cfg-appfw-policy-http)#
max 1 action allow alarm

content-length

firewall on the basis of message size.

« min | max bytes—Minimum or maximum content
length, in bytes, allowed per message. Number of
bytes range: 0 to 65535.

content-type-verification
action {reset |

[ match-req-resp ]
allow }[ alarm ]

Example:
Router(cfg-appfw-policy-http)# content-type-
verification match-reg-resp action allow alarm

(Optional) Permits or denies HTTP traffic through the
firewall on the basis of content message type.

max-header-length
action {reset |

{request bytes response
allow }[ alarm ]

bytes }

Example:
Router(cfg-appfw-policy-http)#
request 1 response 1 action allow alarm

max-header-length

(Optional) Permits or denies HTTP traffic on the basis of
the message header length.

« bytes—Number of bytes ranging from 0 to 65535.

max-uri-length action

[alarm ]

bytes {reset | allow }

Example:
Router(cfg-appfw-policy-http)#
action allow alarm

max-uri-length 1

(Optional) Permits or denies HTTP traffic on the basis of
the URI length in the request message.
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Stepll

Stepl2

How to Define and Apply an HTTP Agation Policy to a Firewall for Inspectionll

Command or Action

Purpose

request method {rfc  rfc-method
extension-method } action {reset

Example:
Router(cfg-appfw-policy-http)#
rfc default action allow alarm

| extension
| allow }[ alarm ]

request-method

(Optional) Permits or denies HTTP traffic according to
either the request methods or the extension methods.

« rfc—Specifies that the supported methods of
RFC 2616,Hypertext Transfer Protocol—HTTP/1.1
are to be used for traffic inspection.

- rfc-method—Any one of the following RFC 2616
methods can be specifieconnect default, delete
get, head, options, post, put, trace.

- extension—Specifies that the extension methods are
to be used for traffic inspection.

- extension-methed-Any one of the following
extension methods can be specifiedpy, default,
edit, getattribute, getproperties index, lock, mkdir ,
move, revadd, revlabel, revlog, save setattribute,
startrev, stoprey, unedit, unlock.

port-misuse {p2p | tunneling |
action {reset | allow }[ alarm ]
Example:

im | default }

(Optional) Permits or denies HTTP traffic through the
firewall on the basis of spe@fd applications in the HTTP
message.

« p2p—Peer-to-peer protocol gfications subject to

Router(cfg_—appfw—policy—http)# port-misuse inspection: Kazaa and Gnutella.
default action allow alarm

« tunneling—Tunneling applications subject to

inspection: HTTPPort/HTTPHost, GNU Httptunnel,
GotoMyPC, Firethru, Http-tunnel.com Client

- im—Instant messaging protokapplications subject

to inspection: Yahoo Messenger.

- default—All applications are subject to inspection.
transfer-encoding type { chunked | compress | (Optional) Permits or denies HTTP traffic according to the
deflate | gzip | identity | default } action specified transfer-encoding of the message.

{reset | allow }[ alarm ]
« chunked—Encoding format (specified in RFC 2616,
Hypertext Transfer Protocol—HTTP/In which the
Example: body of the message is transferred in a series of

Router(cfg-appfw-policy-http)#
type default action allow alarm

transfer-encoding

chunks; each chincontains its own size indicator.

« compress—Encoding format produced by the UNIX
“compress” utility.

- deflate—"ZLIB” format defined in RFC 1950ZLIB
Compressed Data Format &gification version 3.3
combined with the “defl@” compression mechanism
described in RFC 1950QEFLATE Compressed Data
Format Specification version 1.3

« gzip—Encoding format produced by the “gzip” (GNU
zip) program.

- identity—Default encoding, which indicates that no
encoding has been performed.

- default—All of the transfer encoding types.

"
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Command or Action

Purpose

Step13 timeout seconds (Optional) Overrides the global TCP idle timeout value for
HTTP traffic.
Example: Note If this command is not issued, the default value
Router(cfg-appfw-policy-http)# timeout 60 specified via thép inspect tcp idle-time
command will be used.
Stepl4 audit-trail {on]| off } (Optional) Turns audit trail messages on or off.
Note If this command is not issued, the default value
Example: specified via thép inspect audit-trail command
Router(cfg-appfw-policy-http)# audit-trail on will be used.
Stepl5 end Exits cfg-appfw-policy-http configuration mode.
Example:
Router(cfg-appfw-policy-http)# end

What to Do Next

After you have successfully defined an applicatpaticy for HTTP traffic irspection, you must apply
the policy to an inspection rule. Thereafter, the édjwn rule must be applied to an interface. For
information on completing this task, see the sectiogpglying an HTTP Application Policy to a Firewall

for Inspectior

Applying an HTTP Application Policy to a Firewall for Inspection

Use this task to apply an HTTP application policy to an inspection rule, followed by applying the

inspection rule to an interface.

Note
FTP policy can coexist).

An application policy can coexist with other inspection protocols (for example, an HTTP policy and an

Prerequisites

You must have already defined an application policy (as shown in the sebgfinihg an HTTP

Application Policy).

SUMMARY STEPS

enable

configure terminal

interface type number
ip inspectinspection-namé¢in | out}

N o g A~ w P

exit

ip inspect nameinspection-namappfw policy-name
ip inspect nameinspection-naméttp [alert {on | off}] [ audit-trail {on | off}] [ timeout second
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8. exit
9. show appfw configuration[namg
or
show ip inspect{ nameinspection-naméconfig | interfaces| sessiondetail] | statistics | all}
DETAILED STEPS
Command or Action Purpose
Stepl  enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  ip inspect name inspection-name  appfw Defines a set of inspection rules for the application policy.
policy-name . . o
» policy-name—Must match the policy name specified
via theappfw policy-name command.
Example:
Router(config)# ip inspect name firewall appfw
mypolicy
Step4  ipinspect name inspection-name ~ http [ alert { on |Defines a set of inspection rules that is to be applied to all
| off J[ audit-trail {on| off }] HTTP traffic.
[timeout seconds ]
« Theinspection-namargument must match the
inspection-namargument specified in Step 3.
Example:
Router(config)# ip inspect name firewall http
Step5 interface  type number Configures an interface type and enters interface
configuration mode.
Example:
Router#(config)# interface FastEthernet0/0
Step6  ipinspect  inspection-name  {in | out} Applies the inspection rules (deéd in Step 3 and Step 4)
to all traffic entering the specified interface.
Example: + Theinspection-namargument must match the
Router#(config-if)# ip inspect firewall in inspection name defined via thginspect name
command.
Step7  exit Exits interface configuration mode.
Example:
Router#(config-if)# exit
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Command or Action Purpose
Step8  exit Exits global configuration mode.
Example:
Router(config)# exit
Step9  show appfw configuration [ name] (Optional) Displays application firewall policy

configuration information.

Example:
Router# show appfw configuration

or
(Optional) Displays firewall-related configuration
show ip inspect { name inspection-name | config information.
| interfaces | session [ detail ]| statistics |
all '}
Example:

Router# show ip inspect config

Troubleshooting Tips

To help troubleshoot the application firewall configuration, issue the following application-firewall
specific debug commandebug appfw{application protocol | function-trace | object-creation |
object-deletion | events| timers | detailed}.

The following sample configuration shows how to configure an HTTP policy with application firewall
debugging enabled:

Router(config)# appfw policy-name myPolicyAPPFW FUNC:appfw_policy_find
APPFW FUNC:appfw_policy_find -- Policy myPolicy is not found

APPFW FUNC:appfw_policy_alloc

APPFW FUNC:appfw_policy_alloc -- policy_alloc 0x65727278

APPFW FUNC:appfw_policy_alloc -- Policy 0x65727278 is set to valid

APPFW FUNC:appfw_policy_alloc -- Policy myPolicy has been created

APPFW FUNC:appfw_policy_command -- memlock policy 0x65727278

I Debugging sample for application (HTTP) creation

Router(cfg-appfw-policy)# application httpAPPFW FUNC:appfw_http_command
APPFW FUNC:appfw_http_appl_find

APPFW FUNC:appfw_http_appl_find -- Application not found

APPFW FUNC:appfw_http_appl_alloc

APPFW FUNC:appfw_http_appl_alloc -- appl_http 0x64D7A25C

APPFW FUNC:appfw_http_appl_alloc -- Application HTTP parser structure 64D7A25C created

I Debugging sample for HTTP-specific application inspection
Router(cfg-appfw-policy-http)#

Router(cfg-appfw-policy-http)# strict-http action reset alarm
APPFW FUNC:appfw_http_subcommand

APPFW FUNC:appfw_http_subcommand -- strict-http cmd turned on

Router# debug appfw detailed

APPFW Detailed Debug debugging is on
fw7-7206a#debug appfw object-creation
APPFW Object Creations debugging is on
fw7-7206a#debug appfw object-deletion
APPFW Object Deletions debugging is on
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Configuration Examples for Setting Up an HTTP Inspection Enlihe

Configuration Examples for ag Up an HTTP Inspection
Engine

This section contains the following configuration example:

« Setting Up and Verifying an HTTP Inspection Engine: Example, fage

Setting Up and Verifying an HTTP Inspection Engine: Example

The following example show how to define the HTTP application firewall policy “mypolicy.” This policy
includes all supported HTTP policy rules. This example also includes sample output frehothe
appfw configuration andshow ip inspect configcommands, which allow you to verify the configured
setting for the application policy.

| Define the HTTP policy.
appfw policy-name mypolicy
application http
strict-http action allow alarm
content-length maximum 1 action allow alarm
content-type-verification match-req-rsp action allow alarm
max-header-length request 1 response 1 action allow alarm
max-uri-length 1 action allow alarm
port-misuse default action allow alarm
request-method rfc put action allow alarm
transfer-encoding type default action allow alarm
|
!
I Apply the policy to an inspection rule.
ip inspect name firewall appfw mypolicy
ip inspect name firewall http
|
|
I Apply the inspection rule to all HTTP traffic entering the FastEthernet0/0 interface.
interface FastEthernet0/0
ip inspect firewall in
|
1
I Issue the show appfw configuration command and the show ip inspect config command after
the inspection rule “mypolicy” is applied to all incoming HTTP traffic on the
FastEthernet0/0 interface.
|

Router# show appfw configuration

Application Firewall Rule configuration
Application Policy name mypolicy
Application http
strict-http action allow alarm
content-length minimum O maximum 1 action allow alarm
content-type-verification match-req-rsp action allow alarm
max-header-length request length 1 response length 1 action allow alarm
max-uri-length 1 action allow alarm
port-misuse default action allow alarm
request-method rfc put action allow alarm
transfer-encoding default action allow alarm

Router# show ip inspect config

Session audit trail is disabled
Session alert is enabled
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one-minute (sampling period) thresholds are [400:500] connections
max-incomplete sessions thresholds are [400:500]

max-incomplete tcp connections per host is 50. Block-time 0 minute.
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec

tcp idle-time is 3600 sec -- udp idle-time is 30 sec

dns-timeout is 5 sec

Inspection Rule Configuration

Inspection name firewall

http alert is on audit-trail is off timeout 3600

Additional References

The following sections provide references related to the HTTP Inspection Engine feature.

Related Documents

Related Topic Document Title

Firewall commands: complete command syntax, |Cisco IOS Security Command Reference
command mode, defaults, usage guidelines, and
examples

Standards

Standards Title

No new or modified standds are supported by this |—
feature.

MIBs

MIBs MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms, CI&X®
feature. releases, and feature sets, use CMt® Locator found at the
following URL:
http://www.cisco.com/go/mibs

RFCs

RFCs Title
RFC 2616 Hypertext Transfer Protocol -- HTTP/1.1



http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/go/mibs
http://www.ietf.org/rfc/rfc2616.txt
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Technical Assistance

Additional References ll

Description

Link

The Cisco Support website provides extensive onli
resources, including documentation and tools for
troubleshooting and resoldrtechnical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various service
such as the Product Alert Tool (accessed from Fiel
Notices), the Cisco Technical Services Newsletter,
Really Simple Syndication (RSS) Feeds.

Access to most tools ahe Cisco Support website
requires a Cisco.com user ID and password.

rtettp://www.cisco.com/public/support/tac/home.shtml
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Prerequisites for Configuring RMON Support

*» RMON requires SNMP to be configured (you mhstrunning a version of SNMP on the server that
contains the RMON MIB).

» RMON can be very data and processor intensiee. must measure usage effects to ensure that
router performance is not degraded by RMON and to minimize excessive management traffic
overhead. Native mode in RMON is less intensive than promiscuous mode.

Restrictions for Configuring RMON Support

» Full RMON packet analysis (as defed in RFC 1757) is supported only on an Ethernet interface
of Cisco 2500 series routers and Cigc®5200 series universal access servers.

» A generic RMON console application is recommended in order to take advantage of the RMON
network management capabilities.

Information About Configuring RMON Support

To configure RMON, you need to understand the following concepts:
» RMON Overview, page

« RMON Groups, pag8

» RMON Event and Alarm Notifications, pade

« RMON MIB, page5

« HC Alarm MIB, page6

RMON Overview

RMON is a standard monitoring specification that enables various network monitors and console
systems to exchange network-monitoring data.tMprovides network administrators with more
flexibility in selecting network-monitoring probes andnsoles with featuresdh meet their particular
networking needs.

The RMON specification definesset of statistics and functions that can be exchanged between
RMON-compliant console managers and network probes. RMON provides network administrators with
comprehensive network-fault diagnosis, planning, and performance-tuning information.

The RMON feature identifies activity on individual nodes and allows you to monitor all nodes and their
interaction on a LAN segment. Used in conjunction with the SNMP agent in a router, RMON allows you
to view both traffic that flows thregh the router and segment traffiathis not necessdyidestined for

the router. Combining RMON alarnasid events (classes of messages that indicate traffic violations and
various unusual occurrences over a network) with existing MIBs allows you to choose where proactive
monitoring will occur.
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RMON Groups

RMON delivers information in RMON groups of meéwoiing elements, each providing specific sets of

Note

data to meet common network-monitoring requirements. Each group is optional so that you do not nee

Information About Configuring RMON Suppdi

to support all the groups within the Managemeffdimation Base (MIB). Sme RMON groups require
support of other RMON groups to function properly.

Tablel1 summarizes the nine monitoring groups specified in the RFC 1757 Ethernet RMON MIB. For

more information on gathering RMON $#dics for these data types, refer*@onfiguring RMON

Groups” section on page

All Cisco 10S software images ordered witholie explicit RMON optio include limited RMON
support (RMON alarms and event groups only). lesgrdered with the RMON option include support

for all nine management groups (statistics, history, alarms, hosts, hostTopN, matrix, filter, capture, anc

event). As a security precaution, support ford¢hpture group allows capte of packet header
information only; data payloads are not captured.

Table 1 RMON Monitoring Groups

RMON Group Function Elements

Statistics Contains statistics measured by |Packets dropped, packets sent,
the probe for each monitored bytes sent (octets), broadcast
interface on this device. packets, multicast packets, CRC

errors, runts, giants, fragments,
jabbers, collisions, and counters
for packets ranging from 64 to
128, 128 to 256, 256 to 512, 512
to 1024, and 1024 to 1518 bytes.

History Records periodic statistical Sample period, number of
samples from a network and storesamples, items sampled.
them for later retrieval.

Alarm Periodically takes statistical Includes the alarm table and
samples from variables in the |requires the implementation of the
probe and compares them with |event group. Alarm type, interval,
previously configured thresholds|starting threshold, stop threshold.
If the monitored variable crosses|a
threshold, an event is generated,

Host Contains statistics associated withlost address, packets, and bytes
each host discovered on the received and transmitted, as well
network. as broadcast, multicast, and error

packets.

HostTopN Prepares tables that describe theStatistics, host(s), sample start

hosts that top a list ordered by onand stop periods, rate base,

of their base statistics over an
interval specified by the
management station. Thus, thes

duration.

statistics are rate-based.
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Table 1 RMON Monitoring Groups
RMON Group Function Elements
Matrix Stores statistics for conversation&ource and destination address

between sets of two addresses.
the device detects a new

conversation, it creates a new ent
in its table.

Amirs and packets, bytes, and
errors for each pair.

ry

Filters

Enables packets to be matched

a filter equation. These matched
packets form a data stream that
might be captured or that might

generate events.

[Bit-filter type (mask or not mask),
filter expression (bit level),
conditional expression (and, or
not) to other filters.

Packet Capture

Enables packets to be captured
after they flow through a channe

Size of buffer for captured
packets, full status (alarm),
number of captured packets.

Events

Controls the generation and
notification of events from this
device.

Event type, description, last time
event sent.

RMON Event and Alarm Notifications

Thresholds allow you to minimize the number of notifications sent on the network. The RMON MIB
defines two traps, the risingAlarm trap which is the rising-threshold value and fallingAlarm trap which
is the falling-threshold value. Alarms are triggered when a problem exceeds a set rising-threshold value.
No alarm notifications are sent until the agent recovers, as defined by the falling-threshold value. This
means that notifications are not sent each time a minor failure or recovery occurs.

You can set an RMON alarm on any MIB objecthe access server. You cannot disable all the alarms
you configure at once. The delta value testsctimnge between MIB variables, which affects the
alarmSampleType in the alarmTable of the RMEIMNB. The absolute valutests each MIB variable
directly, which affects the alarmSampleTyipethe alarmTable of the RMON MIB.

Refer to RFC 1757 to learn more about alarms and events and how they interact with each other.
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RMON MIB

Information About Configuring RMON Suppdi

RMON MIB supports for polling of 64 bit counters and includes the following features:

« usrHistory group. This MIB group is similar to the RMON etherHistory group except that the group

enables you to specify the MIB objectst are collected at each interval.

« partial probeConfig group. This MIB group is a subset of the probeConfig group implemented in
read-only mode. These objects implement the simple scalars from this Gedng2 details new
partial probeConfig group objects.

Table 2

partial probeConfig Group Objects

Object

Description

probeCapabilities

The RMON software groups implemented.

probeSoftwareRev The current version of Cisco 10S software running on
the device.
probeHardwareRev The current version of the Cisco device.

probeDateTime

The current date and time.

probeResetControl

Initiates a reset.

probeDownloadFile

The source of the image running on the device.

probeDownloadTFTPServer

The address of the server that contains the Trivial File
Transfer Protocol (TFTP) file that is used by the
device to download new versions of Cisco IOS
software.

probeDownloadAction

Specifies the action of hcommands that cause the
device to reboot.

probeDownloadStatus

The state of a reboot.

netDefaultGateway

The router mapped to the device as the default
gateway.

hcRMONCapabilities

Specifies the features mapped to this version of
RMON.

In Cisco 10S Release 12.1, the RMON agent wasiteen to improve performance and add some new
featuresTable3 highlights some of the improvements implemented.

Table 3

RMON MIB Updates

Prior to the RMON MIB Update in Ci$G&

Releasel?2.1

New Functionality in Cisco 10S Reledk2 1

RMON configurations do not persist across

RMON configurations pesist across reboots.

reboots. Information is lost after a new session|biformation is preserved after a new session on the

the RMON server.

RMON server.

Packet analysis applies only on the MAC header@bmplete packet capture is performed with

the packet.

analysis applied to all frames in packet.

Only RMON | MIB objects are used for networkRMON | and selected RMON Il objects are used

monitoring.

for network monitoring.

"
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HC Alarm MIB

The high-capacity (HC) Alarm MIB, which is axtension of RMON Alarm group table objects,
supports polling of RMON variables up to 64 itlues. The HC-ALARM-MIBdefines two traps, the
hcRisingAlarm which provides the rising-threshold value and hcFallingAlarm which provides the
falling-threshold value.

Refer to RFC 3434 to learn more about HC alarms.

How to Configure RMON Support

The tasks in the following sections explain how to configure RMON support:
« Configuring RMON, pag® (required)

« Configuring RMON Event and Alarm Notifications, pagérequired)

« Configuring RMON Groups, padg®(optional)

Configuring RMON

This task explains how to configure RMON and RMON queue size. In native mode, RMON monitors
only those packets that are received by the interface. In promiscuous mode, RMON monitors all packets
on the LAN segment.

SUMMARY STEPS
1. enable
2. configure terminal
3. interface typenumber
4. rmon {native | promiscuoug
5. exit
6. rmon queuesizesize
7. exit
8. show rmon
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
- Enter your password if prompted.
Example:
Router> enable
Step2 configure  terminal Enters global configuration mode.
Example:
Router# configure terminal

“. |



| Configuring RMON Support

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

How to Configure RMON Suppolll

Command or Action

Purpose

interface type number

Example:

Router(config)# interface FastEthernet 1/0

Specifies an interface type and number, and places the
router in interface configuration mode.

rmon { native | promiscuous }

Example:
Router(config-if)# rmon native

Configures RMON on Ethernet interfaces in native or
promiscuous mode.

« In the example, RMON is configured in the native
mode.

exit

Example:
Router(config-if)# exit

Exits the interface configuratiomode and places the router
in global configuration mode.

rmon queuesize size

Example:
Router(config)# rmon queuesize 128

(Optional) Configures the size of the queue that holds
packets for analysis by the RMON process.

exit

Example:
Router(config)# exit

Exits global configuration mode and enters privileged
EXEC mode.

Router# show rmon

Example:
Router# show rmon

Displays general RMON statistics.

Configuring RMON Event and Alarm Notifications

The following tasks describe how to configure RMON event and alarm notifications.

SUMMARY STEPS

enable

P w0 b P

configure terminal

rmon event number[log] [trap community [description string] [owner string]
rmon alarm number variable interva{delta | absoluté rising-threshold value[event-numbégr

falling-threshold value[event-numb@r owner string]

o

rmon hc-alarms number variable interva{delta | absolutd rising-threshold value

[event-numbdrfalling-threshold value[event-numbgr owner string]

exit

© ® N o

show rmon alarms
show rmon hc-alarms

show rmon events
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DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
« Enter your password if prompted.
Example:
Router> enable
Step2  configure  terminal Enters global configuration mode.
Example:
Router# configure terminal
Step 3 rmoneventnumber [ log ][ trap community ] Adds or removes an event (in the RMON event table) that is
[description  string ][ owner string ] associated with an RMON event number.
Step 4 rmon alarm  number variable interval { delta | Configures an alarm on any MIB object.
absolute } rising-threshold value [ event-number ]
falling-threshold value [ event-number ][ owner
string ]
Example:

Router(config)# rmon alarm 10 ifEntry.20.1 20
delta rising-threshold 15 1 falling-threshold O
owner ownerl

Step 5 rmon hc-alarms  number variable interval { delta (Optional) Configures an HC alarm on any MIB object.
| absolute } rising-threshold value
[ event-number ] falling-threshold value

[ event-number ][ owner string ]

Example:

Router(config)# rmon hc-alarms 2 ifInOctets.2
20 delta rising-threshold 2000 2
falling-threshold 1000 1 owner own

Step 6 exit Exits the global configuration mode and enters the
privileged EXEC mode.

Example:
Router(config)# exit

Step 7 show rmon alarms Displays the RMON alarm table.
Example:
Router# show rmon alarm

Step 8  show rmon hc-alarms Displays the RMON HC alarm table.
Example:
Router# show rmon hc-alarms

Step 9  show rmon events Displays the RMON event table.
Example:

Router# show rmon events

“. |
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How to Configure RMON Suppolll

Configuring RMON Groups

The following tasks explain how to configure RMON groups by gathering RMON statistics for data
types.

SUMMARY STEPS

enable
configure terminal
interface typenumber

A o N PE

rmon collection history controlEntry integer[owner ownernamg[bucketsbucket-numbdr
[interval secondk

rmon collection host controlEntry integer[owner ownernamg
rmon collection matrix controlEntry integer[owner ownernamg
rmon collection rmon1 controlEntry integer[owner ownernamg

exit

© ® N o @

rmon capture-userdata
10. exit

11. show rmon history

12. show rmon hosts

13. show rmon matrix

14. show rmon statistics

15. show rmon capture

DETAILED STEPS
Command or Action Purpose
Step1 enable Enables privileged EXEC mode.
» Enter your password if prompted.
Example:
Router> enable
Step 2 configure  terminal Enters global configuration mode.
Example:

Router# configure terminal

Step 3 interface  type number Specifies an interface type and number, and places the
router in interface configuration mode.

Example:
Router(config)# interface FastEthernet 1/0
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

B

Command or Action

Purpose

rmon collection history controlEntry
[ owner ownername][ buckets
[ interval seconds ]

integer
bucket-number ]

Example:
Router(config-if)# rmon collection history
controlEntry 20 owner john

(Optional) Enables RMON history gathering on an
interface.

rmon collection host controlEntry integer (Optional) Enables RMON MIB host collection group of
[ owner ownername] statistics on an interface.

Example:

Router(config-if)# rmon collection host

controlEntry 40 owner ownl

rmon collection matrix controlEntry integer (Optional) Enables RMON MiBnatrix group of statistics

[owner ownername] on an interface.

Example:

Router(config-if)# rmon collection matrix

controlEntry 25 owner john

rmon collection rmon1 controlEntry  integer (Optional) Enables all possible autoconfigurable RMON

[ owner ownername]

Example:
Router(config-if)# rmon collection rmonl
controlEntry 30 owner john

MIB statistic collections on an interface.

exit

Example:
Router(config-if)# exit

Exits the interface configuratiomode and places the router
in global configuration mode.

rmon capture—userdata

Example:
Router(config)# rmon capture-userdata

Disables the packet zeroing faet that initializes the user
payload portion of each RMON MIB packet.

exit

Example:
Router(config)# exit

Exits global configuration mode and enters privileged
EXEC mode.

show rmon history

Example:
Router# show rmon history

Displays the RMON history table.

show rmon hosts

Example:
Router# show rmon hosts

Displays the RMON hosts table.
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Step 13

Step 14

Step 15

Configuration Examples for RMON Suppdil

Command or Action Purpose

Router# show rmon matrix

show rmon matrix Displays the RMON matrix tabland values associated with

RMON variables.

Router# show rmon statistics

show rmon statistics Displays the RMON statistics table.

Router# show rmon capture

show rmon capture Displays the contents of the router's RMON capture table.

Configuration Examples for RMON Support

This section provides the following examples:

« Configuring RMON: Example, pagk3

« Configuring RMON Event and Alarm Notifications: Example, page
« Configuring RMON Tables: Example, pab

Configuring RMON: Example

The following example shows how to configure RM@MNh a queuesize of 100 packets in promiscuous
mode:

Router> enable
Router# configure terminal

Router(config)# interface fastethernet 0/0
Router(config-if)# rmon promiscuous
Router(config-if)# exit

Router(config)# rmon queuesize 100

The following is a sample output from teeow rmon command. All counters are from the time the
router was initialized:

Router# show rmon

145678 packets input (34562 promiscuous), 0 drops
145678 packets processed, 0 on queue, queue utilization 15/100

Configuring RMON Event and Alarm Notifications: Example

The following example shows how to enable tiven eventglobal configuratiorcommand:

Router> enable

Router# configure terminal

Router(config)# rmon event 1 log trap eventtrap description “High ifOutErrors” owner
owner_a
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This example creates RMON event number 1, whiaeftned as High ifOutErrors, and generates a log
entry when the event is triggered by an alarm. Tlee asner_a owns the row that is created in the event
table by this command. This example also getesran SNMP trap whethe event is triggered.

The following is a sample output from teBow rmon eventscommand:

Router# show rmon events

Event 1 is active, owned by owner_a
Description is High ifOutErrors
Event firing causes log and trap to community rmonTrap, last fired 00:00:00

The following example shows how to configure an RMON alarm usingntlos alarm global
configuration command:

Router> enable

Router# configure terminal

Router(config)# rmon alarm 10 ifEntry.20.1 20 delta rising-threshold 15 1
falling-threshold O owner owner_a

This example configures RMON alarm number 10e Bfarm monitors the MIB variable ifEntry.20.1

once every 20 seconds until the alarm is disabled, aeckstthe change in the rise or fall of the variable.

If the ifEntry.20.1 value shows a MIB counter increase of 15 or more, such as from 100000 to 100015,
the alarm is triggered. The alarm in turn triggers event nuthbehich is configured with themon
eventcommand. Possible events include a log entgmoSNMP trap. If the ifEntry.20.1 value changes

by 0, the alarm is reset and can be triggered again.

The following is sample output from tlsfow rmon alarmscommand

Router# show rmon alarms

Alarm 2 is active, owned by owner_a
Monitors ifEntry.20.1.20 every 20 seconds
Taking delta samples, last value was 0
Rising threshold is 15, assigned to event 12
Falling threshold is 0, assigned to event 0
On startup enable rising or falling alarm

The following example shows how to configure an RMON HC alarm usingiba hc-alarms global
configuration command:

Router> enable

Router# configure terminal

Router(config)# rmon hc-alarms 2 ifinOctets.2 20 delta rising-threshold 2000 2
falling-threshold 1000 1 owner own

This example configures RMON HC alarm numbet e alarm monitors the MIB variable ifinOctets.2
once every 20 seconds until the alarm is disabled, aeckshhe change in the rise or fall of the variable.

If the ifInOctets.2value shows a MIB counter increase of 2000 or more, such as from 100000 to 100015,
the alarm is triggered. The alarm in turn triggers event number 2, which is configured wittothe
eventcommand. Possible events include a log entey®imple Network Management Protocol (SNMP)
trap. If theifInOctets.2 value changes by 1000 (falling gtreld is 1000), the alarm is reset and can be
triggered again.
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To display the contents of the RMON HC alarm table of the router, ushtve rmon hc-alarms
command in privileged EXEC mode. The following is sample output:

Router# show rmon hc-alarms

Router#show rmon hc-alarms

Monitors iflnOctets.1 every 20 second(s)

Taking absolute samples, last value was 0

Rising threshold Low is 4096, Rising threshold Hi is 0,
assigned to event 0

Falling threshold Low is 1280, Falling threshold Hi is 0,
assigned to event 0

On startup enable rising or falling alarm

Configuring RMON Tables: Example

The following example shows how to enable the RMONection matrix group of statistics with an ID
number of 25 and speaifs john as the owner:

Router> enable

Router# configure terminal

Router(config)# interface fastethernet 0/0

Router(config-if)# rmon collection matrix controlEntry 25 owner john

To view values associated with RMON variables, entessttoav rmon matrix privileged EXEC
command (Cisco 2500 series routers and Cisco AS&208ss servers only). The following is a sample
output:

Router# show rmon matrix

Matrix 1 is active and owned by john

Monitors controlEntry

Table size is 25, last time an entry was deleted was at 11:18:09
Source addr is 0000.0c47.007b, dest addr is ffff.ffff.ffff
Transmitted 2 pkts, 128 octets, O errors

Source addr is 0000.92a8.319e, dest addr is 0060.5¢86.5b82
Transmitted 2 pkts, 384 octets, 1 error
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Additional References

The following sections provide references tethto the Configuring RMON Support feature.

Related Documents

Related Topic

Document Title

Cisco I0S commands

Cisco 10S Master Commands List, All Releases

CNS commands: complete command syntax, comm
mode, command history, defaults, usage guidelines

and examples

&idco I0S Network Management Command Reference 3.0

Dy

Standards
Standard Title
No new or modified standds are supported by this |—
feature, and support for existing standards has not been
modified by this feature.
MIBs
MIB MIBs Link
« RMON MIB To locate and download MIBs feelected platforms, Cisco 10S
« HC-Alarm MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL.:
http://www.cisco.com/go/mibs
RFCs
RFC Title
RFC 1757 Remote Network Monitoringlanagement Information Base
RFC 2021 Remote Network Monitoring Magement Information Base
Version 2 using SMIv2
RFC 3434

Remote Monitoring MIB Extensions for High Capacity Alarms



http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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Technical Assistance

Additional References ll

Description

Link

The Cisco Support website provides extensive onli
resources, including documentation and tools for
troubleshooting and resoldrtechnical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various service
such as the Product Alert Tool (accessed from Fiel
Notices), the Cisco Technical Services Newsletter,
Really Simple Syndication (RSS) Feeds.

Access to most tools ahe Cisco Support website

rtettp://www.cisco.com/cisco/web/support/index.html

=S,

and

requires a Cisco.com user ID and password.



http://www.cisco.com/cisco/web/support/index.html
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Feature Information for Configuring RMON Support

Table4 lists the release history for this feature and provides links to specific configuration information.

For information on a feature in this technology that is not documented here, emftgriring RMON
Features Roadmap

Not all commands may be available in your Cisco BED8ware release. For release information about a
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS images support a
specific software release, feature set, orfplat. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Note  Table 4lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco 10S software release train. Unless notedratise, subsequent releases of that Cisco I0S
software release trains support that feature.

Table 4 Feature Information for Configuring RMON Support
Feature Name Releases Feature Information
RMON Full 11.2 The RMON Full feature iderftes activity on individual

nodes and helps monitor all nodes and their interaction on a
LAN segment. Used in conjurioh with the SNMP agent in

a router, RMON can be used\iew both traffic that flows
through the router and segmt traffic not necessarily
destined for the router.

The following sections provide information about this
feature:

« Information About Configuring RMON Support,
page2

« Configuration Examples for RMON Support, pab

RMON Events and Alarms 11.2 The RMON Events and Alarms feature introduces the
Cisco IOSXE |ability to combine RMON alarms and events (classes of
Release.1 messages that indicate traffimlations and various unusual
occurrences over a network) with existing MIBs allows you
to choose where proactive monitoring will occur.

In Cisco IOSXE Release.1, this feature was introduced
on Cisco ASR 1000 series routers.

The following sections provide information about this
feature:

« RMON Event and Alarm Notifications, pade
« Configuration Examples for RMON Support, pab®

The following commands were introducechon alarm,
rmon event rmon queuesize



http://www.cisco.com/go/cfn
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/netmgmt_rmon_supp_roadmap.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/netmgmt_rmon_supp_roadmap.html
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Table 4 Feature Information for Configuring RMON Support (continued)

Feature Name Releases Feature Information

Remote Monitoring MIB Update 12.05)T The RMON Rewrite feature updated the Remote
Monitoring MIB to improve performance and available
features.

The following sections provide information about this
feature:

« RMON MIB, page5
» Configuring RMON Groups, page
» Configuration Examples for RMON Support, page

The following commands were introducedion
capture-userdata rmon collection history, rmon
collection host rmon collection matrix, rmon collection
rmonl, show rmon capture show rmon filter, show
rmon hosts show rmon matrix.

HC Alarm MIB 12.2(33)SXI The HC Alarm MIB feature provides an extension to the
12.2(33)SRE RMON-1 Alarm group table objects which was used to
support counter 32 objects for threshold capabilities. The
HC Alarm MIB adds support to threshold capabilities for
counter 64 objects.

The following sections provide information about this
feature:

- HC Alarm MIB, page6
» Configuration Examples for RMON Support, page

The following commands were introducedion
hc-alarms, show rmon hc-alarms

RMON MIB enhancement to support 64 bil2.2(33)SXI RMON MIB enhancement tsupport 64 bit counters
counters 12.2(33)SRE |features provides support for the ability to poll 64 bit
counters.

The following section provides information about this
feature:

« RMON MIB, page5
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Periodic MIB Data Collection and Transfer
Mechanism

First Published: January 20, 2003
Last Updatediuly 4, 2008

This document describes how to periodically transfer selected MIB data from Cisco 10S-based device:
to specified Network Management Systems (NMS).

Finding Feature Information

Contents

I
CISCO.

Your software release may not support all the featdoesimented in this module. For the latest feature
information and caveats, see the release notes fopyatiorm and software release. To find information
about the features documented in this module, asdda list of the releases in which each feature is
supported, see th€eature Information for Periodic MIB Da@ollection and Transfer Mechanism” section
on pagelo.

Use Ciscdreature Navigator to find information about platform support and G88cand CatalysDS
software image support. To access CiBeature Navigator, go tattp://www.cisco.com/go/cfnAn
account on Cisco.com is not required.

» Prerequisites for Periodic MIB Data [Baction and Transfer Mechanism, page

» Restrictions for Periodic MIB Data @ection and Transfer Mechanism, pa@e

» Information About Periodic MIB Data Collection and Transfer Mechanism, page

« How to Configure Periodic MIB Data @lection and Transfer Mechanism, page

« Configuration Examples for Periodic MIB Da@ollection and Transfer Mechanism, péalde
« Additional References, pade
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M Prerequisites for Periodic MIB Data Collection and Transfer Mechanism

Prerequisites for Periodic MIBata Collection and Transfer
Mechanism

To use this feature, you should be familiar with the Simple Network Management Protocol (SNMP)
model of management information. You should also know what MIB information you want to monitor
on your network devices, and the OIDs or object names for the MIB objects to be monitored.

Restrictions for Periodic MIB Data Collection and Transfer
Mechanism

Cisco Data Collection MIB configuration using SNMP is not currently implemented.

For specific restrictions, see the tasks in‘tiew to Configure Periodic MIB Data Collection and
Transfer Mechanism” section on page

Information About Periodic MIB Data Collection and Transfer
Mechanism

To configure the Periodic MIB Data Collection and Transfer Mechanism, you must understand the
following concepts:

» SNMP Objects and Instances, page

« Bulk Statistics Object Lists, page

« Bulk Statistics Schemas, pag8e

« Bulk Statistics Transfer Options, page

» Benefits of the Periodic MIB Data Collection and Transfer Mechanism, page

Note In the CiscdOS CLI, the Periodic MIB Data Collection afdansfer Mechanism is referred to as the
Bulk Statistics feature.

SNMP Objects and Instances

A type (or class) of SNMP management informat®nalled an object. A ggific instance from a type

of management information is called an objectanse (or SNMP variableYo configure a bulk

statistics collection, you must specify the object types to be monitored using a bulk statistics object list
and the specific instances ofofe objects to be collected using a bulk statistics schema.

MIBs, MIB tables, MIB objects, and object indices @hbe specified using a series of numbers called
an object identifier (OID). OIDs are used in configuring a bulk statistics collection in both the bulk
statistics object lists (for general objects) anthi@ bulk statistics schemas (for specific object
instances).
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Bulk Statistics Object Lists

To group the MIB objects to be polled, you will needteate one or more objests. A bulk statistics

object list is a user-specified set of MIB objects that share the same MIB index. Object lists are identified
using a name that you specify. Named bulk statisiiiject lists allow the same configuration to be

reused in different bulk statistics schemas.

All the objects in an object list must share the s index. However, the objects do not need to be

in the same MIB and do not need to belong to the same MIB table. For example, it is possible to groug
ifinOctets and an Ethernet MIB a#ijt in the same schema, becausethgaining tables for both objects

are indexed by the ifIndex.

Bulk Statistics Schemas

Data selection for the Periodic MIB Data Collectieamd Transfer Mechanism requires the definition of
a schema with the following information:

» Name of an object list.
« Instance (specific or wildcarded) that needs to be retrieved for objects in above object list.
- How often the specified gtances need to be sampled (polling interval).

A bulk statistics schema is also identified usitngame that you specify. This name is used when
configuring the transfer options.

Bulk Statistics Transfer Options

After configuring the data to be collected, a singleuattfile (VFile or “bulk statistics file”) with all
collected data is created. This fdan be transferred to a networkmagement station (NMS) using FTP,
rcp, or TETP. You can specify how often this file shiblbe transferred. The default transfer interval is
once every 30 minutes. You can also configure arsdgny destination for the file to be used if, for
whatever reason, the file cartrize transferred to the primary network management station.

The value of the transfémterval is also the collection period (collection interval) for the local bulk
statistics file. After the collection period ends, théklstatistics file is frozen, and a new local bulk
statistics file is created for storing data. The frozen Btdkistics file is then transferred to the specified
destination.

By default, the local bulk statistics file is delet#tler successful transfer &m NMS. However, you can
configure the routing device to keep the bulk statistics file in memory for a specified amount of time.

An SNMP notification (trap) can be sent to the NMS if a transfer to the primary or secondary NMS is
not successful. Additionally, a syslog message will be logged on the local device if transfers are
unsuccessful.

Benefits of the Periodic MIB BsaCollection and Transfer Mechanism

The Periodic MIB Data Collection and Transfer Medlsan(Bulk Statistics featal) allows many of the
same functions as the Bulk File MIB (CISCO-BKHFILE-MIB.my), but offers some key advantages.

The main advantage is that this feature candvdigured through the CLI and does not require an
external monitoring application.

"
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The Periodic MIB Data Collection and Transfer Manlsm is mainly targeted for medium to high-end
platforms that have sufficiéocal storage (volatile ggermanent) to store bulk statistics files. Locally
storing bulk statistics files helps minimize loss of data during temporary network outages.

This feature also has more powerful data seleceatuires than the BulkfilelIB; it allows grouping of
MIB objects from different tables into data groupsjéct lists). It also incorporates a more flexible
instance selection mechanismhere the application is not restrictedfetching an entire MIB table.

How to Configur@eriodic MIB Data Collection and Transfer
Mechanism

» Configuring a Bulk Statistics Object List, pagérequired)

« Configuring a Bulk Statistics Schema, pdgéequired)

« Configuring a Bulk Statistics Transfer Options, pageequired)

« Enabling Monitoring for Bulk Statistics Collection, pat@ (optional)

« Monitoring and Troubleshooting Periodic MIBata Collection and Transfer Mechanism, pade
(optional)

Configuring a Bulk Statistics Object List

Restrictions

SUMMARY STEPS

The first step in configuring the Periodic MIB Datallection and Transfer M#anism is to configure
one or more object lists.

All the objects in a bulk statistics object list have to be indexed by the same MIB index. However, the
objects in the object list do not need to belong to the same MIB or MIB table.

When specifying an gbct name instead of an OID (using théd command), only object names from
the Interfaces MIB (IF-MIB.my), Cisco Committéktcess Rate MIB (CISCO-CAR-MIB.my) and the
MPLS Traffic Engineering MIB (MPLS-TE-MIB.my) may be used.

enable

configure terminal

snmp mib bulkstat object-list list-name
add {oid | object-namg

g r w DN PR

exit
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DETAILED STEPS

Stepl

Step2

Step3

Step4

Step5

Configuring a Bulk Statistics Schema

How to Configure Periodic MIB Data Collection and Transfer Mechanllin

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

« Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

snmp mib bulkstat object-list list-name

Example:
Router(config)# snmp mib bulkstat object-list ifMib

Defines an SNMP bulk statistics object list and
enters Bulk Statistics Object List configuration
mode.

add { oid | object-name }

Example:

Router(config-bulk-objects)# add 1.3.6.1.2.1.2.2.1.11
Router(config-bulk-objects)# add ifAdminStatus
Router(config-bulk-objects)# add ifDescr

Adds a MIB object to the bulk statistics object list.

« Repeat as desired until all objects to be
monitored in this list are added.

exit

Example:
Router(config-bulk-objects)# exit

Exits from Bulk Statistics Object List
configuration mode.

The next step in configuring the Periodic MIB D&allection and Transfer M#anism is to configure

one or more schemas.

Prerequisites

The bulk statistics object list to be used in the schema must be defined.

Restrictions

Only one object list can be associated with a schema at a time.

SUMMARY STEPS

1. snmp mib bulkstat schemaschema-name

2. object-list list-name

3. instance{exact|wild} { interface interface-id[sub-if] | controller controller-id [sub-if] | oid oid}

"
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.

instance range start 1 end 2

Bl How to Configure Periodic MIB Data Collection and Transfer Mechanism
4. instance rangestart oid end oid (optional)
5. instance repetitionoid-instancemax repeat-numbefoptional)
6. poll-interval minutes
7. exit
DETAILED STEPS
Command or Action Purpose
Stepl  snmp mib bulkstat schema schema-name Names the bulk statistics schema and enters Bulk Statistics
Schema (config-bulk-sc) configuration mode.
Example:
Router(config)# snmp mib bulkstat schema intEO
Step2  object-list list-name Specifies the bulk statistics @ajt list to be included in this
schema. Specify only one object list per schema.
Example: (If multiple object-list commands are executed, the earlier
Router(config-bulk-sc)# object-list ifMib ones are overwritten by newer commands.)
Step3 instance { exact | wild }{ interface interface-id Specifies the instance information for objects in this
[ sub-if ]| controller controller-id [ sub-if 71| schema.
oid oid }
- Theinstance exacttommand indicates that the
specified instanceyhen appended to the object list, is
Example: _ o the complete OID.
Router(config-bulk-sc)# instance wild oid 1
or « Theinstance wildcommand indicates that all
subindices of the specified OID belong to this schema.
Thewild keyword allows you to specify a partial, “wild
Example: carded” instance.
Router(config-bulk-sc)# instance exact o . .
interface FastEthernet 0/1 subif » Instead of specifying an instance OID, you can specify
a specific interface. Thimterface interface-idsyntax
allows you to specify an interface name and number
(for example, interface Ethernet 0) instead of
specifying the ifindex OID fothe interface. Similarly,
the controller controller-id syntax allows you to
specify a controller carfinterface). This option is
platform dependent.

« The optionakub-if keyword, when added after
specifying an interface arontroller, includes the
ifindexes for all subinterfaces of the interface you
specified.

« Only oneinstancecommand can be configured per
schema. (If multiple instance commands are executed,
the earlier ones are overwritten by new commands.)

Step4  instance range start oid end oid (Optional) When used in conjunction with teemp mib
bulkstat schemacommand, thénstance rangecommand
. can be used to configure angge of instances on which to
Example:

collect data.
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Command or Action

Purpose

Step5  instance repetition oid -instance max
repeat-number

Example:

instance repetition 1 max 4

(Optional)When used in conjunction with tlemp mib
bulkstat schemacommand, thénstance repetition
command can be used to config data collection to repeat
for a certain number of instances of a MIB object.

Step6  poll-interval

Example:

minutes

Router(config-bulk-sc)# poll-interval 10

Sets how often data should be collected from the object
instances specified in this schema, in minutes. The default
is once every 5 minutes.

The valid range is from 1 to 20000.

Step7  exit

Example:

Router(config-bulk-objects)# exit

Exits from Bulk Statistics Schema configuration mode.

Configuring a Bulk Statistics Transfer Options

Prerequisites

Restrictions

SUMMARY STEPS

The final step in configuring the Periodic MIB Da&allection and Transfer Bchanism is to configure
the transfer options. The kbected MIB data are kept in a local fil&ke entity called a VFile (virtual file,
referred to as a bulk statistics file in this documenhis file can be transferred to a remote network
management station (NMS) at intervals you specify.

The bulk statistics object lists and bulk statistics schemas should be defined before configuring the bull

statistics transfer options.

Transfers can only be performed using schem@h&dcSchemaASCII) forat. SchemaASCIl is an
ASCII format that contains parser-friendly hints for parsing data values.

buffer-size bytes(optional)

schemaschema-name
transfer-interval minutes(optional)
url primary url

url secondary url (optional)

retry number(optional)

© © N o g M 0 bR

retain minutes(optional)
. enable

=
o

snmp mib bulkstat transfer transfer-id

format {bulkBinary |bulkASCII |schemaASCI[} (optional)
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11. exit
DETAILED STEPS

Command or Action

Purpose

Stepl snmp mib bulkstat transfer
transfer-id

Example:
Router(config)# snmp mib bulkstat
transfer bulkstatl

Identifies the transfer configuration with a nantrusfer-id and enters
Bulk Statistics Transfer configuration mode.

Step2 buffer-size bytes

Example:
Router(config-bulk-tr)# buffer-size
3072

(Optional) Specifies the maximum size for the bulk statistics data file, in
bytes. The valid range is from 1024 to 2147483647 bytes. The default buffer
size is 2048 bytes.

Note A configurable buffer size limit iavailable only as a safety feature.
Normal bulk statistics files should not generally meet or exceed the
default value.

Step3 format { bulkBinary | bulkASCII | (Optional) Specifies the format of the bulk statistics data file (VFile). The
schemaASCII } default is schemaASCII.
Note Transfers can only be performed using schemaASCI|
Example: (cdcSchemaASCIl) format. ScheA&Cll is a human-readable
Router(config-bulk-tr)# format format that contains parser-friendly hints for parsing data values.
schemaASCI|
Step4 schema schema-name Specifies the bulk statistics schematotransferred. Repeat this command
as desired. Multiple schemas candssociated with a single transfer
. configuration; all collected data will ba a single bulk data file (VFile).
Example:
Router(config-bulk-tr)# schema
ATM2/0-IFMIB
Router(config-bulk-tr)# schema
ATM2/0-CAR

Router(config-bulk-tr)# schema
Ethernet2/1-IFMIB

Step5 transfer-interval minutes

Example:
Router(config-bulk-tr)#
transfer-interval 20

(Optional) Specifies how often the bullasistics file should be transferred,
in minutes. The default value is once every 30 minutes. The transfer interval
is the same as the collection interval.

Step6 url primary url

Example:

Router(config-bulk-tr)# url primary
ftp://user:password@host/folder/bulk
statl

Specifies the network management sysfbast) that the bulk statistics data
file should be transferred to, and the protocol to use for transfer. The
destination is specified asUniform Resource Locator (URL).

« FTP, rcp, or TFTP can be used fbe bulk statistics file transfer.
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Command or Action

Purpose

Step7 url secondary url
Example:
Router(config-bulk-tr)# url
secondary
tftp://10.1.0.1/tftpboot/user/bulkst
atl

(Optional) Specifies a backup transfer destination and protocol for use in
the event that transfer to the primary location fails.

+ FTP, rcp, or TFTP can be used for the bulk statistics file transfer.

Step8 retry  number

Example:
Router(config-bulk-tr)# retry 1

(Optional) Specifies the number of transmission retries. The default value
is 0 (in other words, no retries).

- If an attempt to send the bulk statestifile fails, the system can be
configured to attempt to send the file again using this command. One
retry includes an attempt first the primary destination then, if the
transmission fails, to the secondary location; for example, if the retry
value is 1, an attempt will be made first to the primary URL, then to the
secondary URL, then to the primary URL again, then to the secondary
URL again.

« The valid range is from 0 to 100.

Step9 retain  minutes

Example:
Router(config-bulk-tr)# retain 60

(Optional) Specifies how long the bulk statistics file should be kept in
system memory, in minutes, after the completion of the collection interval
and a transmission attempt is made. The default value is 0.

« Zero Q) indicates that the file will be deleted immediately after a
successful transfer.

Note If theretry command is used, you should configure a retain interval
larger than 0. The interval between retries is the retain interval
divided by the retry number. For examplergfain 10 andretry 2
are configured, retries will battempted once every 5 minutes.
Therefore, if retain 0 is configured, no retries will be attempted.

« The valid range is from 0 to 20000.

Sepl0 enable

Example:
Router(config-bulk-tr)# enable

Begins the bulk statistics data collection and transfer process for this
configuration.

« For successful execution of this action, at least one schema with
non-zero number of objects should be configured.

- Periodic collection and file transfer operations will commence only if
this command is configured. Conversely, tieeenablecommand will
stop the collection process. A subsequeamdblewill start the
operations again.

- Each time the collection process is started usingtiadlecommand,
data is collected into a new bulk statistics file. Whenrtbhenable
command is used, the transfer process for any collected data will
immediately begin (in other words, the existing bulk statistics file will
be transferred to the specified management station).

Sepll exit

Example:
Router(config-bulk-tr)# exit

Exits from Bulk Statistics Transfer configuration mode.
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Troubleshooting Tips

If the maximum buffer size for a bulk statistics filereached before the transfer interval time expires,
the transfer operation will still be initiated, and bulk statistics data will be collected into a new file in the
system buffer. To correct this behavior, you can éase the polling frequency, or increase the size of
the bulk statistics buffer. tetain 0 is configured, no retries will be attempted. This is because the interval
between retries is the retain value divided by the retry value. For exammigiif 10 andretry 2 are
configured, retries will be attempted once every 5 minutes. Therefore, if you configuegrihe

command, you should also configuan appropri& value for theetain command.

Enabling Monitoring for Bulk Statistics Collection

Optionally, you can enable SNMP naotifications to be sent, which provide information on the transfer
status of the Periodic MIB Dat@ollection and Transfer Mechi&m (Bulk Statistics feature).

SUMMARY STEPS

configure terminal

P w0 b P

snmp-server communitystring [view view-namé[ro | rw] [acl-numbe}
snmp-server enable traps bulkstafcollection | transfer]
snmp-server hosthost-addres$traps | informs] [version {1 | 2c | 3 [auth | noauth | priv]}]

community-stringudp-port port] [bulkstat]

5. do copy running-config startup-config

DETAILED STEPS

Stepl

Step2

Command or Action

Purpose

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

shmp-server community string [ view view-name ]
[ro | rw][ acl-number ]

Example:
Router(config)# snmp-server community public

Specifies the SNMP community and access options for the
device.
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Command or Action Purpose
Step3  snmp-server enable traps bulkstat [ collection Enables the sending of bulk statistics SNMP notifications
| transfer ] (traps or informs). The following notifications (defined in

the CISCO-DATA-COLLECTIONMIB) are erabled with
this command:

Example:

Router(config)# snmp-server enable traps . transfer (cdcFileXferComplete)—Sent when a transfer

bulkstat attempt is successful and when a transfer attempt fails.
(The varbind cdcFilXferStatus object in the trap defines
tells if the transfer is successful or not).

» collection (cdcVFileCollectionError)—Sent when data
collection could not be carried out successfully.One
possible reason for this condition could be insufficient
memory on the device to carry out data collection.

Step4  snmp-server host host-address [ traps | Specifies the recipient (host) for the SNMP notifications,
informs ][ version { 1| 2c| 3[ auth | noauth | and additional transfer options.
priv 1}] community-string [ udp-port  port ]
[ bulkstat ]
Example:

Router(config)# snmp-server host informs
public bulkstat

Step5  do copy running-config startup-config (Optional) Saves the current configuration to NVRAM as the
startup configuration file.

« Thedo command allows you to execute EXEC mode
Example: commands in any configuration mode.

Router(config)# do copy running-config
startup-config

Monitoring and Troubleshooting PerioditiB Data Collection and Transfer
Mechanism

Theshow command for this feature displays the status of the bulk statistics processegbtige
command enables the standard set of deimggmessages for technical support purposes.

SUMMARY STEPS

1. show snmp mib bulkstat transfer[transfer-namg

2. debug snmp bulkstat
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DETAILED STEPS

Command or Action

Purpose

Stepl show snmp mib bulkstat transfer [ transfer-name

Example:
Router# show snmp mib bulkstat transfer

Transfer Name : ifmib
Retained files

File Name : Time Left (in seconds)
STATE

ifmib_Router_020421_100554683 :
Retry attempt(s) Left)

173 :Retry (2

ifmib_Router_020421_100554683 : 53 : Retained

(Optional) Theshowcommand for this feature lists all
bulk statistics virtual files (¥iles) on the system that
have finished collecting datéData files that are not
complete are not displayed.)

The output lists all of the completed local bulk statistics
files, the remaining time left before the bulk statistics
file is deleted (remaining retéion period), and the state
of the bulk statistics file.

The “STATE” of the bulk statistics file will be one of the
following:

« Queued—Indicates that the data collection for this
bulk statistics file is completed (in other words, the
transfer interval has been met) and that the bulk
statistics file is waiting for transfer to the
configured destination(s).

« Retry—Indicates that one or more transfer attempts
have failed and that the file transfer will be
attempted again. The numbof retry attempts
remaining will be displayed in parenthesis.

- Retained—Indicates that the bulk statistics file has
either been successfully transmitted or that the
configured number of retries have been completed.

Tip To determine if a transfer was successful,
enable the bulk statistics SNMP notification.

To display only the status of a named transfer (as
opposed to all configuredansfers), specify the name
of the transfer in th&ransfer-nameargument.

Step2  debug snmp bulkstat

Example:
Router# debug snmp bulkstat

(Optional) Enables standard debugging output for the
Bulk Statistics feature. Debugging output includes
messages about the creation, transfer, and deletion of
bulk statistics files.

Configuration Examples for Padiic MIB Data Collection and

Transfer Mechanism

This section provides the following configuration example:

« Configuring Periodic MIB Data Collectioand Transfer Mechanism: Example, pd@e

Configuring Periodic MIB Data liaxtion and Transfer Mechanism: Example

This section provides a complete example of configuthe Periodic MIB Data Collection and Transfer
Mechanism (Bulk Statistics feature). The exaeigl described in the following subsections:

T
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« Transfer Parameters, patj@

- Polling Requirements, pade

« Object List Configuration, pagk4

« Schema Definition Configuration, padgd
« Transfer Parameter Configuration, pdge
» Displaying Status, pagkb

» Bulk Statistics Output File, padb

Transfer Parameters
The following transfer parameters are used for the “Configuring the Periodic MIB Data Collection and
Transfer Mechanism” example:
- Transfer interval (collection interval)—30 minutes
« Primary URL—ftp://john:pswrd@cbin2-host/users/john/bulkstat1l
« Secondary URL—tftp://john@10.1.1.1/tftpboot/john/bulkstatl
« Transfer format—schemaASCII

» Retry interval—Retry after 6 minutes (retry =rBtain = 30; 5 retry attempts over the 30-minute
retention interval.)

Polling Requirements

The following polling requirements for ATM interface02and Ethernet interface 2/1 are used for the
“Configuring the Periodic MIB Data Cadttion and Transfer Mechanism” example:

ATM interface 2/0

» Objects to be polled—ifInOctets, ifOutOctets, floastPkts, ifinDiscards, CcarStatSwitchedPkts,
CcarStatSwitchedBytes, CcarStatFilteredBytes

« Polling interval—Once every 5 minutes
« Instances—Main interface and all subinterfaces

« For CAR MIB objects, poll all instanserelated to the specified interface

Ethernet Interface 2/1

» Objects to be polled—ifInOctets, ifOutOctets, floastPkts, ifinDiscards, CcarStatSwitchedPkts,
CcarStatSwitchedBytes, CcarStatFilteredBytes

« Polling interval—Once every 10 minutes
« Instances—Only main interface is to be monitored

« For CAR MIB objects, only include instances éning to packets in the incoming direction (on
the main interface)
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Object List Configuration

Note that since the IF-MIB objects and the CAR-MIBeadts do not have the same index, they will have

to be a part of different schemas. However, stheeobjects required are the same for the ATM interface
and the Ethernet interface, the et list can be reused for each schema. Therefore, in the following
example, an object list is created for the for the IF-MIB objects and another object list is created for the
CAR-MIB objects.

snmp mib bulkstat object-list ifmib
add iflnoctets
add ifOutoctets
add ifinUcastPkts
add ifinDiscards
exit
snmp mib bulkstat object-list CAR-mib
add CcarStatSwitchedPkts
add CcarStatSwitchedBytes
add CcarStatFilteredBytes
exit

Schema Definition Configuration

For the following bulk statistics schema configimat two schemas are defithéor each interface—one
for the IF-MIB object instances arhe for the CAR-MIB object instances.

! ATM IF-MIB schema
snmp mib bulkstat schema ATM2/0-IFMIB
! The following command points to the IF-MIB object list, defined above.
object-list ifmib
poll-interval 5
instance exact interface ATM2/0 subif
exit

I ATM CAR-MIB schema

snmp mib bulkstat schema-def ATM2/0-CAR
object-list CAR-mib
poll-interval 5
instance wildcard interface ATM2/0 subif
exit

|Ethernet IF-MIB schema
snmp mib bulkstat schema Ethernet2/1-IFMIB
object-list ifmib
poll-interval 5
instance exact interface Ethernet2/1
exit

! Ethernet CAR-MIB schema
snmp mib bulkstat schema Ethernet2/1-CAR
object-list CAR-mib
poll-interval 5
! Note: ifindex of Ethernet2/1 is 3
instance wildcard oid 3.1
exit

Transfer Parameter Configuration

For the transfer of the bulk statistics file, the transfer configuration is given the name bulkstatl. All of
the four schema definitions are included in the following transfer configuration.

.
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snmp mib bulkstat transfer bulkstatl
schema ATM2/0-IFMIB
schema ATM2/0-CAR
schema Ethernet2/1-IFMIB
schema Ethernet2/1-CAR
url primary ftp://usernamel:pswrd@cbin2-host/users/usernamel/bulkstatl
url secondary tftp://usernamel@10.1.0.1/tftpboot/usernamel/bulkstatl
format schemaASCII
transfer-interval 30
retry 5
buffer-size 1024
retain 30
end
copy running-config startup-config

Displaying Status

The following sample output for trehow snmp mib bulkstat transfercommand shows that the initial
transfer attempt and the first retry has failed far tlewest file, and four ditional retry attempts will
be made:

Router# show snmp mib bulkstat transfer
Transfer Name : bulkstatl

Primary URL ftp://user: XXXXXXXX@192.168.200.162/
Secondary ftp://user: XXXXXXXX@192.168.200.163/

Retained files

File Name . Time Left (in seconds) . STATE
bulkstatl_Router_030307_102519739: 1196 ‘Retry(4 Retry attempt(s) Left)
bulkstatl_Router_030307_102219739: 1016 ‘Retained
bulkstatl_Router_030307_101919739: 836 :Retained

The filename for the bulk statistics file is gertexhwith the following extensions to the name you
specify in theurl command:

specified-filenameadevice-namedate time-stamp

The device name is the name of the sending device, as specified in the CLI prompt.

The time-stamp format will depend on your systemfiguration. Typically, the format for the date is

YYYYMMDD or YYMMDD. The time stamp uses a 24-hour clock notation, and the format is
HHMMSSmmm (where mmm are milliseconds).

In the example above, the files wemreated on March 7, 2003, at 10:25 a.m., 10:22 a.m., and 10:19 a.m.

Bulk Statistics Output File

The following is sample output asaippears in the bulk statistics fileceived at the transfer destination.

In this output, the name of the bulk statistics file is bulkstatl Router_20030131_193354234. Also, note
that the schema definition (Scherdaf) for the schema Ethernet2/IMPB was added to the file as the
configuration was changed (seenuoent lines indicated by “!”).

Schema-def ATM2/0-IFMIB “%u, %s, %u, %u, %u, %u”
epochtime ifDescr instanceoid iflInOctets ifOutOctets ifinUcastPkts iflnDiscards
Schema-def ATM2/0-CAR “%u, %s, %s, %u, %u, %u, %u “
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epochtime ifDescr instanceoid CcarStatSwitchedPkts ccarStatSwitchedBytes
CcarStatSwitchedPkts ccarStatSwitchedBytes
Schema-def Ethernet2/1-IFMIB “%u, %u, %u, %u, %u, %u”
epochtime ifDescr instanceoid iflInOctets ifOutOctets ifinUcastPkts iflnDiscards
Schema-def Ethernet2/1-CAR “%u, %s, %u, %u, %u, %u “
Epochtime instanceoid CcarStatSwitchedPkts ccarStatSwitchedBytes CcarStatSwitchedPkts
ccarStatSwitchedBytes
Schema-def GLOBAL “%s, %s, %s, %u, %u, %u, %u”
hostname data timeofday sysuptime cpu5min cpulmin cpu5sec

ATM2/0-IFMIB: 954417080, ATM2/0, 2, 95678, 23456, 234, 3456

ATM2/0-IFMIB: 954417080, ATM2/0.1, 8, 95458, 54356, 245, 454

ATM2/0-IFMIB: 954417080, ATM2/0.2, 9, 45678, 8756, 934, 36756

ATM2/0-CAR: 954417083, ATM2/0, 2.1.1, 234, 345, 123, 124

ATM2/0-CAR: 954417083, ATM2/0, 2.2.1, 452, 67, 132, 145

ATM2/0-CAR: 954417083, ATM2/0.1, 8.1.1, 224, 765, 324 234

ATM2/0-CAR: 954417083, ATM2/0.1, 8.2.1, 234, 345, 123, 124

ATM2/0-CAR: 954417083, ATM2/0.2, 9.1.1, 234, 345, 123, 124

ATM2/0-CAR: 954417083, ATM2/0.2, 9.2.1, 452, 67, 132, 145

Ethernet2/1-IFMIB: 954417090, Ethernet2/1, 3, 45678, 8756, 934, 36756

Ethernet2/1-CAR: 954417093, 3.1.1, 234, 345, 123, 124

Ethernet2/1-CAR: 954417093, 3.1.2, 134, 475, 155, 187

ATM2/0-IFMIB: 954417100, ATM2/0, 2, 95678, 23456, 234, 3456

ATM2/0-IFMIB: 954417101, ATM2/0.1, 8, 95458, 54356, 245, 454

ATM2/0-IFMIB: 954417102, ATM2/0.2, 9, 45678, 8756, 934, 36756

ATM2/0-CAR: 954417106, ATM2/0, 2.1.1, 234, 345, 123, 124

ATM2/0-CAR: 954417107, ATM2/0, 2.2.1, 452, 67, 132, 145

ATM2/0-CAR: 954417107, ATM2/0.1, 8.1.1, 224, 765, 324 234

ATM2/0-CAR: 954417108, ATM2/0.1, 8.2.1, 234, 345, 123, 124

ATM2/0-CAR: 954417113, ATM2/0.2, 9.1.1, 234, 345, 123, 124

ATM2/0-CAR: 954417114, ATM2/0.2, 9.2.1, 452, 67, 132, 145

! Here the Schema-def for “Ehternet2/1-IFMIB” was changed on the originating device.

Schema-def Ethernet2/1-IFMIB “%u, %u, %u, %u, %u, %u”

! The object ifOutDiscards has been added to the object list for this schema.

epochtime ifDescr instanceoid iflInOctets ifOutOctets ifinUcastPkts iflnDiscards
ifOutDiscards

! The following data sample reflects the change in the configuration.

Ethernet2/1-IFMIB: 954417090, Ethernet2/1, 3, 45678, 8756, 934, 36756, 123

Ethernet2/1-CAR: 954417093, 3.1.1, 234, 345, 123, 124

Ethernet2/1-CAR: 954417093, 3.1.2, 134, 475, 155, 187

GLOBAL: Govinda, 20020129, 115131, 78337, 783337, 2%, 0%, 62%
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The following sections provide
Mechanism.

Related Documents

Additional References ll

references relatethoPeriodic MIB Data Collection and Transfer

Related Topic

Document Title

SNMP configuration tasks

“Configuring SNMP Support” module in theiscolOS
NetworkManagement Configuration Guide

SNMP commands: complete command syntax,
command mode, command history, defaults, usage
guidelines, and examples

CiscolOS Network Management Command Reference

MIBs

MIBs

MIBs Link

This feature supports all Cisco implemented MIBs.

This feature uses the Cisco Data Collection MIB

(CISCO-DATA-COLLECTION-MIB.my) function of
reporting errors and statistics during data collectior
and transfer.

The Cisco Data Collection MIB also supports

configuring data collection using the CLI, as well as

with SNMP.

To locate and download MIBs for selected platforms, CISX®
releases, and feature sets, use CMt® Locator found at the
following URL.:

nhttp://www.cisco.com/go/mibs

RFCs

RFC

Title

None



http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/12_4t/nm_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/12_4t/nm_12_4t_book.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tnm_r/index.htm
http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
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Technical Assistance

Description

Link

The Cisco Support website provides extensive onli
resources, including documentation and tools for

troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various service

such as the Product Alert Tool (accessed from Field

rtetp://www.cisco.com/techsupport

=S,

Notices), the Cisco Technical Services Newsletter, and

Really Simple Syndication (RSS) Feeds.
Access to most tools ahe Cisco Support website

requires a Cisco.com user ID and password.



http://www.cisco.com/public/support/tac/home.shtml
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Feature Information fd?eriodic MIB Data Collection and
Transfer Mechanism

Not all commands may be available in your Cisco Ho8ware release. For release information about a
specific command, see the conmdareference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support.
Cisco Feature Navigator enables you to determine which Cisco 10S, Catalyst OS, aniDSiXéo
software images support a specific software relefesdure set, or platform. To access Cisco Feature
Navigator, go tchttp://www.cisco.com/go/cfnAn account on Cisco.com is not required.

Note  Table 1lists only the Cisco IOS software release that introduced support for a given feature in a given
Cisco 10S software release train. Unless notedratise, subsequent releases of that Cisco I0OS
software release trainsa support that feature.

Table 1 Feature Information for Periodic MIB Data Collection and Transfer Mechanism
Feature Name Releases Feature Information
Periodic MIB Data Collection and |12.0(24)S This feature provides the ability to periodically trans