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About Cisco IOS Software Documentation

Last Updated: November 20, 2009

This document describes the objectives, audience, conventions, and organization used in Cisco IOS 
software documentation. Also included are resources for obtaining technical assistance, additional 
documentation, and other information from Cisco. This document is organized into the following 
sections:

 • Documentation Objectives, page i

 • Audience, page i

 • Documentation Conventions, page i

 • Documentation Organization, page iii

 • Additional Resources and Documentation Feedback, page xii

Documentation Objectives
Cisco IOS documentation describes the tasks and commands available to configure and maintain Cisco 
networking devices.

Audience
The Cisco IOS documentation set is intended for users who configure and maintain Cisco networking 
devices (such as routers and switches) but who may not be familiar with the configuration and 
maintenance tasks, the relationship among tasks, or the Cisco IOS commands necessary to perform 
particular tasks. The Cisco IOS documentation set is also intended for those users experienced with 
Cisco IOS software who need to know about new features, new configuration options, and new software 
characteristics in the current Cisco IOS release. 

Documentation Conventions
In Cisco IOS documentation, the term router may be used to refer to various Cisco products; for example, 
routers, access servers, and switches. These and other networking devices that support Cisco IOS 
software are shown interchangeably in examples and are used only for illustrative purposes. An example 
that shows one product does not necessarily mean that other products are not supported.
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Using the Command-Line Interface in Cisco IOS 
Software

Last Updated: October 14, 2009 

This document provides basic information about the command-line interface (CLI) in Cisco IOS 
software and how you can use some of the CLI features. This document contains the following sections:

 • Initially Configuring a Device, page i

 • Using the CLI, page ii

 • Saving Changes to a Configuration, page xi

 • Additional Information, page xii

For more information about using the CLI, see the “Using the Cisco IOS Command-Line Interface” 
section of the Cisco IOS Configuration Fundamentals Configuration Guide.

For information about the software documentation set, see the “About Cisco IOS Software 
Documentation” document.

Initially Configuring a Device
Initially configuring a device varies by platform. For information about performing an initial 
configuration, see the hardware installation documentation that is provided with the original packaging 
of the product or go to the Product/Technologies Support area of Cisco.com at 
http://www.cisco.com/go/techdocs.

After you have performed the initial configuration and connected the device to your network, you can 
configure the device by using the console port or a remote access method, such as Telnet or Secure Shell 
(SSH), to access the CLI or by using the configuration method provided on the device, such as Security 
Device Manager.

http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_cli-basics.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/en/US/docs/ios/preface/aboutios.html
http://www.cisco.com/go/techdocs
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Configuring a DRP Server Agent

First Published: July 6, 1999
Last Updated: October 11, 2006

This module describes how to configure a Director Response Protocol (DRP) Agent and how to 
configure support for the boomerang metric on a DRP Server Agent.

Finding Feature Information in This Module

Your Cisco IOS software release may not support all the features documented in this module. To reach 
links to specific feature documentation in this module and to see a list of the releases in which each feature is 
supported, use the “Feature Information for Configuring a DRP Server Agent” section on page 17.

Finding Support Information for Platforms and Cisco IOS and Catalyst OS Software Images 

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.

Contents
 • Restrictions for Configuring a DRP Server Agent, page 1

 • Information About Configuring a DRP Server Agent, page 2

 • How to Configure a DRP Server Agent, page 3

 • Configuration Examples for Configuring a DRP Server Agent, page 14

 • Additional References, page 16

 • Feature Information for Configuring a DRP Server Agent, page 17

Restrictions for Configuring a DRP Server Agent
 • When DistributedDirector is upgraded to include the boomerang function, DRP Server Agents must 

be made aware that boomerang is present.

http://www.cisco.com/go/cfn
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Information About Configuring a DRP Server Agent
To configure a DRP Server Agent or to configure one with Boomerang support, you should understand 
the following concepts:

 • Director Response Protocol, page 2

 • DRP Server Agent, page 2

 • Racing Message, page 2

 • Boomerang Metric, page 2

 • Benefits of a DRP Server Agent, page 3

Director Response Protocol
DRP is a simple User Datagram Protocol (UDP)-based application developed by Cisco Systems. DRP 
enables the Cisco DistributedDirector product to query routers (DRP Server Agents) in the field for 
Border Gateway Protocol (BGP) and Interior Gateway Protocol (IGP) routing table metrics between 
distributed servers and clients. DistributedDirector, separate standalone software, uses DRP to 
transparently redirect end-user service requests to the topologically closest responsive server. DRP 
enables DistributedDirector to provide dynamic, scalable, and “network intelligent” Internet traffic load 
distribution among multiple geographically dispersed servers.

DRP Server Agent
A DRP Server Agent is a border router or peer to a border router that supports the geographically 
distributed servers for which DistributedDirector service is desired. DistributedDirector makes decisions 
based on BGP and IGP information, meaning that all DRP Server Agents must have full access to BGP 
and IGP routing tables.

Racing Message
A racing message occurs when DistributedDirector receives a Domain Name System (DNS) query from 
a DNS client for a hostname that has the boomerang metric configured. DistributedDirector issues a DNS 
racing message to the different DRP Server Agents. In the message, DistributedDirector instructs each 
DRP Server Agent to respond directly to the client with the answer. The instruction, which is determined 
by the DistributedDirector configuration, also specifies whether the response should be sent at a specific 
time or after a certain delay.

Boomerang Metric
Boomerang is a DRP metric for DistributedDirector. When the boomerang metric is active, 
DistributedDirector instructs the DRP to send DNS responses directly to the querying client. The DNS 
response contains addresses of sites associated with a specific DRP Server Agent. All involved DRP 
Server Agents send their DNS responses at the same time. The packet of the DRP that is nearest to the 
client in terms of delay arrives first. The client may take the first answer and ignore subsequent ones, 
which is a standard behavior of all local DNS server implementations. Full boomerang support can be 
configured on a DRP Server Agent. The boomerang client is the DRP Server Agent. 
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The boomerang metric enables a boomerang client on the DRP Server Agent to communicate with 
boomerang-supported servers. The metric promotes interoperability among different content routers 
within Cisco. The boomerang client on the DRP Server Agent can communicate with any boomerang 
server, not only servers implemented on DistributedDirector.

When a boomerang DRP Server Agent receives a DNS racing message from boomerang servers, the DRP 
extracts the domain name specified in the DNS message. A DRP Server Agent with Boomerang support 
can be configured on this specified domain. 

Benefits of a DRP Server Agent
DRP Server Agents provide the following benefits:

 • Use of DistributedDirector service is facilitated.

 • A means to select a site with the fastest response time is provided with Boomerang support. 

 • Congestion and link failures are dynamically recognized and avoided with Boomerang support.

How to Configure a DRP Server Agent
Perform these tasks to configure and maintain a DRP Server Agent.

 • Enabling the DRP Server Agent, page 3 

 • Limiting the Source of DRP Queries, page 4 

 • Configuring Authentication of DRP Queries and Responses, page 5

 • Monitoring and Maintaining a DRP Server Agent, page 7

 • Adding a New Domain or Configuring an Existing Domain, page 8

 • Configuring a Domain Name Alias, page 9

 • Configuring the Server Address of a Domain, page 10

 • Configuring an IP Time-to-Live Value, page 11

 • Configuring a DNS TTL Value, page 12

 • Verifying Boomerang Information on a DRP Server Agent, page 13

Enabling the DRP Server Agent
Perform this task to enable a DRP Server Agent (it is disabled by default). 

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp server

4. exit
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DETAILED STEPS

Limiting the Source of DRP Queries
As a security measure, you can limit the source of valid DRP queries. When a standard IP access list is 
applied to an interface, the DRP Server Agent will respond only to DRP queries originating from an IP 
address in that list. If no access list is configured, the DRP Server Agent answers all queries. 

When both an access group and a key chain (described in the next section) have been configured, both 
security mechanisms must allow access before a request is processed. 

Perform this task to limit the source of valid DRP queries.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp access-group access-list-number

4. exit

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp server

Example:
Router(config)#  ip drp server

Enables a DRP Server Agent.

Step 4 exit

Example:
Router(config)# exit

Returns the CLI to privileged EXEC mode.
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DETAILED STEPS

Configuring Authentication of DRP Queries and Responses
Perform this task to define a key chain, identify the keys that belong to the key chain, and optionally 
specify the time period during which each key is valid.

Authentication Keys and Key Chains

Another available security measure is to configure the DRP Server Agent to authenticate DRP queries 
and responses. 

When configuring key chains and keys, use the following guidelines:

 • The name of the key chain configured for DRP authentication must match the name of the key chain 
configured. 

 • The key configured in the primary agent in the remote router must match the key configured in the 
DRP Server Agent for responses to be processed.

 • You can configure multiple keys with lifetimes and the software will rotate through them.

 • If authentication is enabled and multiple keys on the key chain are active based on the send-lifetime 
values, the software uses only the first key it encounters for authentication.

 • Use the show key chain command to display key chain information.

Restrictions

 • To configure lifetimes for DRP authentication, you must configure time services for your router. 

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp access-group  access-list-number

Example:
Router(config)#  ip drp access-group 1

Controls the sources of valid DRP queries by applying a 
standard IP access list. 

In this instance, the access list is number 1.

Step 4 exit

Example:
Router(config)# exit

Returns the command-line interface (CLI) to privileged 
EXEC mode.
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SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp authentication key-chain name-of-chain

4. key chain name-of-chain

5. key key-id

6. key-string text

7. accept-lifetime start-time { infinite  | end-time | duration  seconds}

8. send-lifetime start-time { infinite  | end-time | duration  seconds}

9. exit

DETAILED STEPS

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp authentication key-chain  name-of-chain

Example:
Router(config)#  ip drp authentication key-chain 
mktg

Identifies the key chain to be used for authenticating all 
DRP requests and responses.

Step 4 key chain  name-of-chain

Example:
Router(config)#  key chain mktg

Identifies the key chain named in Step 3 and places the CLI 
in key chain configuration mode.

Step 5 key  key-id

Example:
Router(config-keychain)#  key 1

Identifies the key number 1.

Step 6 key-string text

Example:
Router(config-keychain-key)#  key-string 
internal

Identifies the key string as internal.
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Monitoring and Maintaining a DRP Server Agent
Perform this task to monitor and maintain a DRP Server Agent.

SUMMARY STEPS

1. enable

2. clear ip drp

3. show ip drp

4. exit

Step 7 accept-lifetime  start-time  { infinite  | end-time  
| duration  seconds }

Example:
Router(config-keychain-key)#  accept-lifetime 
15:00:00 Oct 12 2006 600 

(Optional) Specifies the time period during which the key 
can be received.

In this instance, the time period is 600 seconds.

Step 8 send-lifetime  start-time  { infinite  | end-time  | 
duration  seconds }

Example:
Router(config-keychain-key)#  send-lifetime 
14:30:00 Oct 12 2006 300

(Optional) Specifies the time period during which the key 
can be sent.

In this instance, the time period is 300 seconds.

Step 9 exit

Example:
Router(config)# exit

Returns the CLI to privileged EXEC mode.

Command Purpose
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DETAILED STEPS

Adding a New Domain or Configuring an Existing Domain
Perform this task to add a new domain to the DistributedDirector client or to configure an existing 
domain. This task is performed on the DRP Server Agent. 

1. enable

2. configure terminal

3. ip drp domain domain-name

4. exit

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 clear ip drp

Example:
Router#  clear ip drp

Clears statistics being collected for DRP requests and 
responses.

Step 3 show ip drp

Example:
Router#  show ip drp

Displays information about the DRP Server Agent.

Step 4 exit

Example:
Router# exit

Returns the CLI to user EXEC mode.
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DETAILED STEPS

Configuring a Domain Name Alias
Perform this task to configure an alias name for a specified domain.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp domain domain-name

4. alias alias-name

5. exit

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp domain domain-name

Example:
Router(config)#  ip drp domain www.boom1.com

Specifies a domain to be added or configured and puts the 
CLI in boomerang configuration mode. 

The domain in this example is named www.boom1.com.

Step 4 exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.
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DETAILED STEPS

Configuring the Server Address of a Domain
Perform this task to configure the server address for a specified boomerang domain.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp domain domain-name

4. server server-ip-address

5. exit

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp domain domain-name

Example:
Router(config)#  ip drp domain 
www.boom1.com

Specifies a domain to be added or configured and puts the CLI in 
boomerang configuration mode. 

Step 4 alias alias - name

Example:
Router(config-boomerang)# alias 
www.boom2.com

Configures an alias name for a specified domain. 

The alias name in this example is www.boom2.com.

Step 5 exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.
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DETAILED STEPS

Configuring an IP Time-to-Live Value
Perform this task to configure the IP time-to-live (TTL) value for packets sent from a boomerang client 
to a DNS client, in number of hops. 

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp domain domain-name

4. ttl ip hops

5. exit

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp domain  domain-name

Example:
Router(config)#  ip drp domain 
www.boom1.com

Specifies a domain to be added or configured and puts the CLI in 
boomerang configuration mode. 

Step 4 server  server-ip-address

Example:
Router(config-boomerang)# server 
172.16.101.101

Configures an IP address for a specified domain.

Step 5 exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.
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DETAILED STEPS

Configuring a DNS TTL Value
Perform this task to configure the number of seconds that a DNS client will cache an answer received 
from a boomerang client.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip drp domain domain-name

4. ttl dns seconds

5. exit

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp domain domain-name

Example:
Router(config)#  ip drp domain 
www.boom1.com

Specifies a domain to be added or configured and puts the CLI in 
boomerang configuration mode. 

Step 4 ttl ip hops

Example:
Router(config-boomerang)# ttl ip 2

Configures the maximum number of hops between the boomerang 
client and the DNS client, after which the boomerang response 
packet fails. 

The number of hops in this example is 2.

Step 5 exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.
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DETAILED STEPS

Verifying Boomerang Information on a DRP Server Agent
Perform this task to verify that boomerang support was successfully configured on a DRP Server Agent.

Step 1 Enter the show ip drp boomerang command to display boomerang information on a DRP Server Agent. 
The output of this command verifies information such as whether the server is up or down, the number 
of DNS requests received, and the number of requests dropped because the server is down.

Router# show ip drp boomerang

DNS packets with unknown domain 0         

Domain www.boom1.com
Content server            172.16.101.101 up
Origin server                    0.0.0.0
DNS A record requests                  0
Dropped (server down)                  0
Dropped (no origin server)             0
Security failures                      0

Alias www.boom2.com
DNS A record requests                  0

Step 2 Enter the show ip drp command to display additional information such as the number of requests 
received from DistributedDirector, the total number of boomerang requests, and the number of 
boomerang responses made by a DRP Server Agent. 

Command Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip drp domain domain-name

Example:
Router(config)#  ip drp domain 
www.boom1.com

Specifies a domain to be added or configured and puts the CLI in 
boomerang configuration mode. 

Step 4 ttl dns seconds

Example:
Router(config-boomerang)# ttl dns 10

Configures the number of seconds for which the DNS client can 
cache a boomerang reply from a boomerang client. The number 
of seconds in this example is 10.

Step 5 exit

Example:
Router(config-boomerang)# exit

Returns the CLI to privileged EXEC mode.
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Router# show ip drp  

Director Responder Protocol Agent is enabled
3 director requests:
0 successful route table lookups
0 successful measured lookups
0 no route in table
0 nortt
0 DRP packet failures returned
3 successful echos
6 Boomerang requests
0 Boomerang-raced DNS responses
Authentication is enabled, using "DD" key-chain
rttprobe source port is     :53
rttprobe destination port is:53

Troubleshooting Tips

If the ip drp domain domain-name command is configured on the DRP Server Agent, but a 
corresponding server address is not specified for this domain name, the content-server field defaults to 
0.0.0.0. The show ip drp boomerang command displays this information. In this case, the DRP Server 
Agent would be removed from the boomerang configuration. To include it again, enter boomerang 
configuration mode and specify a server address.

Router> enable
Router# configure terminal
Router(config)# ip drp domain www.boom1.com
Router(config-boomerang)# server 172.16.101.101

Configuration Examples for Configuring a DRP Server Agent
 • Enabling a DRP Server Agent and Limiting Query Sources: Example, page 14

 • Adding a New Domain or Configuring an Existing Domain: Example, page 15

 • Configuring a Domain Name Alias: Example, page 15

 • Configuring the Server Address of a Domain: Example, page 15

 • Configuring an IP TTL Value: Example, page 15

 • Configuring a DNS TTL Value: Example, page 16

Enabling a DRP Server Agent and Limiting Query Sources: Example
The following example shows how to enable the DRP Server Agent, limit the sources of DRP queries to 
those listed in access list 1, and configure authentication for DRP queries and responses. The access list 
permits queries from only the host at address 192.168.5.5. 

ip drp server
access-list 1 permit 192.168.5.5
ip drp access-group 1
ip drp authentication key-chain mktg
key chain mktg
 key 1
  key-string internal
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Adding a New Domain or Configuring an Existing Domain: Example
In the following example, a domain named www.boom1.com is added on a boomerang client:

ip drp domain www.boom1.com

show running-configuration
.
.
ip drp domain www.boom1.com

Configuring a Domain Name Alias: Example
In the following example, the domain name alias configured for www.boom1.com is www.boom2.com:

ip drp domain www.boom1.com
alias www.boom2.com

show running-configuration
.
.
ip drp domain www.boom1.com
alias www.boom2.com

Configuring the Server Address of a Domain: Example
In the following example, the server address is configured for www.boom1.com. The server address for 
www.boom1.com is 172.16.101.101.

ip drp domain www.boom1.com
server 172.16.101.101

show running-configuration
.
.
ip drp domain www.boom1.com
content-server 172.16.101.101

Configuring an IP TTL Value: Example
In the following example, the number of hops that occur between the boomerang client and the DNS 
client before the boomerang response packet fails is 2:

ip drp domain www.boom1.com
ttl ip 2

show running-configuration
.
.
ip drp domain www.boom1.com
ip-ttl 2
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Configuring a DNS TTL Value: Example
In the following example, the number of seconds for which the DNS client can cache a boomerang reply 
from a boomerang client is 10:

ip drp domain www.boom1.com
ttl dns 10

show running-configuration
.
.
ip drp domain www.boom1.com
dns-ttl 10

Additional References
The following sections provide references related to the Configuring a DRP Server Agent module.

Related Documents

Technical Assistance

Related Topic Document Title

DRP Server Agent related commands Cisco IOS Network Management Command Reference, Release 12.4

Configuring DistributedDirector The “DistributedDirector Configuration” chapter of the Cisco IOS 
Network Management Configuration Guide, Release 12.4

Cisco DistributedDirector 4700-M Installation and Configuration 
Guide

DistributedDirector Boomerang Support The “DistributedDirector Boomerang Support” chapter of the 
Cisco IOS Network Management Configuration Guide, Release 12.4

Network Time Protocol and setting time services The “Performing Basic System Management” chapter of the 
Cisco IOS Network Management Configuration Guide, Release 12.4

Description Link

The Cisco Technical Support & Documentation 
website contains thousands of pages of searchable 
technical content, including links to products, 
technologies, solutions, technical tips, tools, and 
technical documentation. Registered Cisco.com users 
can log in from this page to access even more content.

http://www.cisco.com/techsupport 

http://www.cisco.com/public/support/tac/home.shtml
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cr/hnm_r/index.htm 
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/iaabu/distrdir/dd4700m/atm.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hnm_c/index.htm
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Feature Information for Configuring a DRP Server Agent
Table 1 lists the features in this module and provides links to specific configuration information. Only 
features that were introduced or modified in Cisco IOS Release 11.2(4)F or Cisco IOS Release 12.2(8)T 
or a later release appear in the table.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

http://www.cisco.com/go/cfn
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Table  1 Feature Information for Configuring a DRP Server Agent  

Feature Name Releases Feature Information

DRP Agent—Boomerang Support 12.2(8)T Boomerang is a DRP metric for DistributedDirector. When 
the boomerang metric is active, DistributedDirector 
instructs the DRP to send DNS responses directly to the 
querying client. The DNS response contains the addresses 
of sites associated with a specific DRP Server Agent.

The following sections provide information about this 
feature:

 • Director Response Protocol, page 2

 • DRP Server Agent, page 2

 • Racing Message, page 2

 • Boomerang Metric, page 2

 • Benefits of a DRP Server Agent, page 3

 • How to Configure a DRP Server Agent, page 3

 • Adding a New Domain or Configuring an Existing 
Domain, page 8

 • Configuring a Domain Name Alias, page 9

 • Configuring the Server Address of a Domain, page 10

 • Configuring an IP Time-to-Live Value, page 11

 • Configuring a DNS TTL Value, page 12

 • Verifying Boomerang Information on a DRP Server 
Agent, page 13

DRP Server Agent 11.2(4)F A DRP Server Agent is a border router or peer to a border 
router that supports the geographically distributed servers 
for which DistributedDirector service is desired. 

The following sections provide information about this 
feature:

 • Director Response Protocol, page 2

 • DRP Server Agent, page 2

 • Enabling the DRP Server Agent, page 3

 • Limiting the Source of DRP Queries, page 4

 • Configuring Authentication of DRP Queries and 
Responses, page 5

 • Monitoring and Maintaining a DRP Server Agent, 
page 7
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Embedded Resource Manager (ERM)

First Published: December 07, 2004
Last Updated: November 20, 2009

The Embedded Resource Manager (ERM) feature allows you to monitor internal system resource 
utilization for specific resources such as the buffer, memory, and CPU. ERM monitors resource 
utilization from the perspective of various subsystems within the Cisco IOS software such as resource 
owners (ROs) and resource users (RUs). ERM allows you to configure threshold values for system 
resources.

The ERM infrastructure is designed to allow for granular monitoring on a task basis within the Cisco IOS 
software. Network administrators can define thresholds to create notifications according to the real-time 
resource consumption. ERM goes beyond simply monitoring for total CPU utilization. Through the use 
of ERM, network administrators and operators can gain a better understanding of the device’s 
operational characteristics, leading to better insight into system scalability and improved system 
availability.

Finding Feature Information
Your software release may not support all the features documented in this module. For the latest feature 
information and caveats, see the release notes for your platform and software release. To find information 
about the features documented in this module, and to see a list of the releases in which each feature is 
supported, see the “Feature Information for Embedded Resource Manager” section on page 55.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.

Contents
 • Prerequisites for Embedded Resource Manager, page 2

 • Restrictions for Embedded Resource Manager, page 2

 • Information About Embedded Resource Manager, page 2

http://www.cisco.com/go/cfn
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 • How to Configure Embedded Resource Manager, page 8

 • Configuration Examples for Embedded Resource Manager, page 46

 • Additional References, page 53

 • Glossary, page 57

Prerequisites for Embedded Resource Manager
You must be running Cisco IOS Release 12.4(6)T or a later release to use the Packet Memory 
Reclamation functionality.

Restrictions for Embedded Resource Manager
Additional instructions from a Cisco technical support representative may be required. 

Information About Embedded Resource Manager 
ERM promotes resource availability by providing the infrastructure to track resource usage.

To configure threshold values for resource manager entities, you should understand the following 
concepts:

 • Benefits of the Embedded Resource Manager, page 2

 • Resource Accounting and Thresholds Tracking in ERM, page 3

 • System Resources Monitored by the Embedded Resource Manager, page 4

 • Resource Policy Templates, page 8

Benefits of the Embedded Resource Manager
The ERM framework tracks resource utilization and resource depletion by monitoring finite resources. 
Support for monitoring CPU, buffer, and memory utilization at a global or IOS-process level is available.

The ERM framework provides a mechanism to send notifications whenever the specified threshold 
values are exceeded by any resource user. This notification helps network administrators diagnose any 
CPU, buffer, and memory utilization issues.

The ERM architecture is illustrated in Figure 1.
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Figure  1 ERM Architecture

ERM provides a framework for monitoring any finite resource within the Cisco IOS software and 
provides information that a user can analyze to better understand how network changes might impact 
system operation. ERM helps in addressing infrastructure problems such as reloads, memory allocation 
failure, and high CPU utilization by performing the following functions:

 • Monitoring system resource usage.

 • Setting the resource threshold at a granular level.

 • Generating alerts when resource utilization reaches the specified level.

 • Generating internal events using the Cisco IOS Embedded Event Manager feature.

Resource Accounting and Thresholds Tracking in ERM
ERM tracks the resource usage for each RU internally. An RU is a subsystem or process task within the 
Cisco IOS software; for example, the Open Shortest Path First (OSPF) hello process is a resource user. 
Threshold limits are used to notify network operators of specific conditions. The ERM infrastructure 
provides a means to notify the internal RU subsystem of threshold indications as well. The resource 
accounting is performed by individual ROs. ROs are part of the Cisco IOS software and are responsible 
for monitoring certain resources such as the memory, CPU, and buffer. When the utilization for each RU 
exceeds the threshold value you have set, the ROs send internal notifications to the RUs and to network 
administrators in the form of system logging (syslog) messages or Simple Network Management 
Protocol (SNMP) alerts.

You can set rising and falling values for critical, major, and minor levels of thresholds. When the 
resource utilization exceeds the rising threshold level, an Up notification is sent. When the resource 
utilization falls below the falling threshold level, a Down notification is sent.

ERM provides for three types of thresholds to be defined:

 • The System Global Threshold is the point when the entire resource reaches a specified value. A 
notification is sent to all RUs once the threshold is exceeded.

 • The User Local Threshold is the point when a specified RUs utilization exceeds the configured limit.

 • The User Global Threshold is the point when the entire resource reaches a configured value. A 
notification is sent to the specified RU once the threshold is exceeded.
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System Resources Monitored by the Embedded Resource Manager
ERM monitors CPU, buffer, and memory utilization at a global and task-based level. To avoid 
infrastructure issues and promote the availability of system resources, the resource owners described in 
the following sections are monitored:

 • CPU Resource Owner, page 4

 • Memory Resource Owner, page 5

 • Buffer Resource Owner, page 7

CPU Resource Owner

The ERM feature uses the existing loadometer process to calculate the load information displayed by the 
show processes cpu command. This method generates a report of the extended load statistics and adds 
it to a circular buffer every five seconds. You can obtain a record of the load statistics for the past one 
minute through the CLI. This feature also provides an intelligent CPUHOG profiling mechanism that 
helps to reduce the time required to diagnose error conditions.

The functions described in the following sections help in load monitoring.

 • Loadometer Process, page 4

 • Scheduler, page 4

 • Snapshot Management Using Event Trace, page 4

 • Automatic CPUHOG Profiling, page 4

Loadometer Process

The loadometer process generates an extended load monitor report every five seconds. The loadometer 
function, which calculates process CPU usage percentage, is enhanced to generate the loadometer 
process reports.

Scheduler

The scheduler collects data when a process is executed, which enables the loadometer to generate 
reports. The scheduler collects data when the process is launched or when the process transfers control 
to the scheduler.

Snapshot Management Using Event Trace

Snapshot management manages the buffer in which snapshots of reports are stored. The snapshot 
management infrastructure stores, displays, and releases the snapshots. 

Automatic CPUHOG Profiling

The timer Interrupt Service Routine (ISR) provides automatic CPUHOG profiling. The timer ISR begins 
profiling a process when it notices that the process has exceeded the configured value or a default of 
twice the maximum scheduling quantum (maximum time taken for the execution of a task). 

On beginning the profiling, the timer ISR saves the interrupted program counter (pc) and return address 
(ra) in a preallocated buffer. This process provides information that can help the user analyze the 
CPUHOG.
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The profiling continues until the CPUHOG is reported or the buffer is full. To analyze the computation 
of a long running process you must specify a process ID (PID) and a threshold to start the profiling. 
When this process takes up more than the specified time (in milliseconds), the profiling begins. 

When the data belonging to a particular process exceeds the default size of the buffer, it is reported as a 
CPUHOG. The default size of the buffer is 1250 entries and can store up to five seconds of profiling data.

Memory Resource Owner

The Embedded Resource Manager feature enhances the memory manager in Cisco IOS devices. The 
enhancements are described in the following sections:

 • Memory Usage History, page 5

 • Memory Accounting, page 5

 • Interface Wedging and Packet Memory Leaks, page 5

 • Memory Resource Reclamation for Interfaces, page 6

 • Memory Leak Reclamation, page 6

 • I/O Memory, page 6

Memory Usage History

The Embedded Resource Manager feature helps in maintaining memory fragmentation information and 
thus reduces the need for maintenance of separate scripts for collecting such information.

Memory Accounting

ERM performs the accounting of information for memory by tracking the memory usage of individual 
RUs. When a process is created, a corresponding RU is also created, against which the usage of memory 
is recorded. The process of RU creation helps the user to migrate from a process-based accounting to a 
resource user-based accounting scheme for memory. 

The memory RO maintains a global threshold and a per-RU memory usage threshold that can be 
configured through the ERM infrastructure. The memory RO also tracks the global free memory. When 
a particular RU’s memory usage exceeds the global free memory, a notification is sent to the registered 
resource monitors (RMs). Similarly when a particular RU exceeds its threshold of memory usage, a 
notification is sent to that RU. These notifications are sent using the ERM infrastructure.

A memory RO has the intelligence to assign memory to a RU. When a memory RO receives an allocation 
request, the memory is assigned to the current RU. When a free request is received, the memory RO 
reduces the memory assigned to the RU.

Interface Wedging and Packet Memory Leaks

In certain situations, errors in the system accounting of incoming packets can occur, leading to a 
“memory leak” caused by the input queue. When there is a leak in an interface’s input queue, gradually 
the queue reaches its maximum permitted value, causing the interface to become “wedged.” A wedged 
interface may no longer process incoming packets. Packet memory leaks can cause interface input queue 
wedges.

The Packet Memory Reclamation functionality improves the infrastructure for preventing wedged 
interface input queues, and it provides a method for changing the defaults of that infrastructure. The 
Embedded Resource Manager provides the Packet Memory Reclamation functionality for “unwedging” 
interface input queues and configuring the system to detect and rectify packet leaks.
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Note To use the Packet Memory Reclamation functionality, you must be running Cisco IOS  
Release 12.4(6)T or a later release. Additional troubleshooting (debugging) commands were introduced 
by this enhancement for use by technical support representatives in specific situations.

Memory Resource Reclamation for Interfaces

The Garbage Detection process works in conjunction with the Memory RO in achieving interface 
unwedging (for more details, see the Memory Leak Dectector feature guide that is part of the Cisco IOS 
Configuration Fundamentals Configuration Guide). 

As part of the reclamation process, incoming packets that belong to a leaked input queue can be 
deallocated and reused. This feature provides a command (critical rising ) that can be used to fine-tune 
memory resource reclamation.

Note Configuration of this feature will typically be needed only as part of a troubleshooting process with a 
Cisco Technical Support representative. Additional configuration tasks or special technical support 
commands may be required before this feature can be effectively used. Additional memory debug leak 
internal service commands are made available to Cisco Technical Support engineers for use in specific 
situations.

The deallocation procedure is triggered when a check is made to see if packets are using too much 
memory. Thresholds for the memory RO can be configured using a global policy of any level.

The purpose of configuring this memory policy is to find a balance between the utilization of the 
Memory Leak Detector (that can become resource intensive) and the need to detect packet memory leaks. 
Ideally, the system should perform deallocation only when it becomes absolutely necessary.

The critical rising  command allows you to set a rising and falling threshold percentage for critical levels 
of I/O memory usage, and to specify an interval for those values. These values trigger the Memory Leak 
Detector process and, if needed, the deallocation procedure.

For example, if memory usage is more than that of the rising threshold of 75 percent of total I/O memory 
for more than 5 seconds, the “critical” notification is generated within the system and a callback is 
issued. As an action in the callback, a check is made to see if the packets are using too much memory. 
When the packets have used too much memory, the deallocation procedure begins. If the deallocation 
procedure does not bring memory utilization below the lower threshold value, the deallocation procedure 
is periodically reattempted. Once the memory usage falls below the configured threshold value, the 
periodic attempts to deallocate are stopped. 

Memory Leak Reclamation

The Packet Memory Reclamation feature uses the ERM infrastructure to clean up and reclaim leaked 
Cisco IOS packet memory. 

This feature uses the Memory Leak Detector process (sometimes referred to as the Garbage Detection 
or GD process) and the memory-manager RO functionality to reclaim packet memory.

I/O Memory

The I/O memory pool is one of the memory types in Cisco IOS software. The input queue buffers use 
memory from this pool for processing. 
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Buffer Resource Owner

The Embedded Resource Manager feature addresses the recurring problems of the Buffer Manager 
described in the following sections.

 • Automatic Buffer Tuning, page 7

 • Buffer Leak Detection, page 7

 • Buffer Accounting, page 7

 • Buffer Usage Thresholding, page 8

Automatic Buffer Tuning

The Embedded Resource Manager feature allows you to automatically tune the buffers using the 
buffer  tune automatic command. The buffer RO tunes permanent memory in particle pools based on 
the usage of the buffer pool. 

The buffer RO tracks the number of failures and the availability of memory in the buffer pool. When the 
number of failures increases above 1 percent of the buffer hits or when no memory is available in the 
buffer pool, the buffer RO performs an automatic tuning.

Note Ensure that there is sufficient free I/O memory or main memory using the first lines of the show memory 
command output before enabling automatic tuning of buffers. 

Here are some keywords from the buffer tune command that can help you verify if you have sufficient 
I/O memory:

 • permanent: take the number of total buffers in a pool and add 20 percent. 

 • min-free: set the min-free keyword to 20 to 30 percent of the permanent number of allocated buffers 
in the pool. 

 • max-free: set the max-free keyword to a value greater than the sum of permanent and minimum 
values. 

However, when there is a traffic burst, the Cisco IOS device may not have enough time to create the new 
buffers and the number of failures may continue to increase. 

The Embedded Resource Manager feature monitors the buffer pool every minute for tuning (that is, for 
number of hits, number of failures, and the number of counters created). When buffer tuning is enabled, 
the buffer RO automatically tunes the buffers when required.

Buffer Leak Detection

The Embedded Resource Manager feature allows Cisco IOS devices to detect and diagnose potential 
buffer leaks. All the buffers in a pool are linked so that they can be traced easily. The number of buffers 
allocated for incoming and outgoing packets in each buffer pool is tracked and can be displayed in the 
show buffers leak command output. 

Buffer Accounting

The Embedded Resource Manager feature consists of mechanisms to account for the usage of buffers. 
All buffers are owned by the pool manager process (buffer RU). When a RU requests a buffer, the 
allocated buffer is allotted to that RU. When the RU returns the buffer, it is deducted from the RU’s 
account. The packet type from the output of the show buffers usage command indicates the RU to which 
the packet belongs.
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Buffer Usage Thresholding

The Embedded Resource Manager feature provides a facility to manage high buffer utilization. The 
buffer manager RO registers as a RU with the memory RO. The buffer manager RU is set before a 
memory allocation is made for creating new buffers. The buffer manager also registers as an RO. When 
a buffer is allocated, the current RU (if any) is charged with the memory allocation. The buffer manager 
RO registers for the notifications from the memory manager for the processor and I/O memory pool. If 
the I/O memory pool is falling short of memory, the buffer manager tries to free the lists of all the buffer 
pools. If your Cisco IOS device does not support I/O memory, then it registers for notifications from the 
processor memory.

Cisco IOS software maintains a threshold per buffer pool. When a particular pool exceeds the specified 
threshold, ERM sends a notification to all the RUs in that pool, so that the RUs can take corrective 
measures. Thresholds are configured for public buffer pools only.

Global notification is set for every pool in the system; that is, one notification for all pools in the public 
pool and one notification for each pool in the private pool. Threshold notifications are sent to only those 
RUs that have registered with the ROs for getting notifications. A list of RUs that have registered with 
the RO is maintained by the RO. When the threshold of a particular RU is exceeded, then that RU is 
notified and marked notified. When the buffers are recovered, the notified RUs are moved back to the 
original list. 

For example, an Ethernet driver RU is allocated buffers from some particular private pool. Another RU, 
Inter Processor Communication (IPC), is added to the list. In this case, when the pool runs low on 
buffers, the IPC RU gets a notification and it can take corrective measures.

You can configure threshold values as percentages of the total buffers available in the public pool. Total 
buffer is the sum of maximum allowed buffers and the permanent pools in the public buffer pool. If these 
values change due to buffer tuning, then the threshold values also change. For example, if the 
configuration requires that a notification be sent when the IPC RU is holding more than 40 percent of 
Ethernet buffers and the sum of permanent and maximum allowed for Ethernet buffers is 150 percent, 
then the Ethernet pool is notified when the IPC RU is holding 60 percent.

Resource Policy Templates
Resource owner policy is a template used by the ROs to associate a RU with a set of thresholds that are 
configured through the CLI. This template can be used to specify system global, user local, and per user 
global thresholds. A particular resource group or RU can have only one policy associated with it. The 
policy template for ROs is maintained by the ERM framework. 

When a policy template is associated with a user type and its instance (RUs), the thresholds configured 
in that policy are applied based on the RU to RO relationship. This method ignores any RO configuration 
that may not be applicable to the RU. 

How to Configure Embedded Resource Manager
This section contains the following procedures. 

 • Managing Resource Utilization by Defining Resource Policy, page 9 (required)

 • Setting Expected Operating Ranges for Buffer Resources, page 10 (required)

 • Setting Expected Operating Ranges for CPU Resources, page 12 (required)

 • Setting Expected Operating Ranges for Memory Resources, page 17 (required)
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 • Enabling Automatic Tuning of Buffers, page 21 (required)

 • Managing Memory Usage History, page 22 (required)

 • Configuring a CPU Process to Be Included in the Extended Load Monitor Report, page 23 (required)

 • Managing Extended CPU Load Monitoring, page 23 (required)

 • Managing Automatic CPUHOG Profiling, page 24 (required)

 • Applying a Policy to Resource Users, page 25 (optional)

 • Setting a Critical Rising Threshold for Global I/O Memory, page 27 (optional)

 • Verifying ERM Operations, page 29 (optional)

 • Troubleshooting Tips, page 44 (optional)

Managing Resource Utilization by Defining Resource Policy 
Perform this task to configure a resource policy for ERM. 

SUMMARY STEPS

1. enable

2. configure terminal

3. resource policy

4. policy policy-name [global | type resource-user-type]

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.
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Setting Expected Operating Ranges for Buffer Resources
Perform this task to configure threshold values for buffer RO.

SUMMARY STEPS

1. enable

2. configure terminal

3. resource policy

4. policy policy-name [global | type resource-user-type] 

5. system 
or 
slot slot-number 

6. buffer  public

7. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]

8. exit

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.

Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Enters ERM policy configuration mode to configure a 
resource policy.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Command or Action Purpose
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DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.

Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Configures a resource policy and enters ERM policy 
configuration mode.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Step 5 system

or

slot  slot-number

Example:
Router(config-erm-policy)# system

or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with the system 
command.

Enters ERM slot configuration mode with the slot 
slot-number command. This command is available only in 
distributed platforms like the Route Switch Processor 
(RSP).

Step 6 buffer  public

Example:
Router(config-policy-node)# buffer public

Enters buffer owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.
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Setting Expected Operating Ranges for CPU Resources
Perform this task to configure threshold values for the CPU RO.

SUMMARY STEPS

1. enable

2. configure terminal

3. resource policy

4. policy policy-name [global | type resource-user-type] 

5. system 
or 
slot slot-number

6. cpu interrupt  

Step 7 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ]

Example:
Router(config-owner-buffer)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-buffer)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-buffer)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of buffer usage count for 
the public buffer pools. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 7. However, if you have 
configured a user local or per user global policy (by 
not specifying the global keyword) in Step 4, enter 
the global keyword in Step 7 if you want to 
configure a per user global threshold.

Step 8 exit

Example:
Router(config-owner-buffer)# exit

Exits buffer owner configuration mode.

Command or Action Purpose
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7. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global

8. exit

9. cpu process 

10. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]

11. exit 

12. cpu total 

13. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] global

14. exit 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.
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Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Configures a resource policy and enters ERM policy 
configuration mode.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Step 5 system

or

slot  slot-number

Example:
Router(config-erm-policy)# system

or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with the system 
command.

Enters ERM slot configuration mode with the slot 
slot-number command. This command is available only in 
distributed platforms like the RSP.

Step 6 cpu  interrupt  

Example:
Router(config-policy-node)# cpu interrupt

(Optional) Enters CPU owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose
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Step 7 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global  
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global  
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global

Example:
Router(config-owner-cpu)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-cpu)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-cpu)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of percentages of CPU 
interrupt utilization. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 7. However, if you have 
configured a user local or per user global policy (by 
not specifying the global keyword) in Step 4, enter 
the global keyword in Step 7 if you want to 
configure a per user global threshold.

For interrupt CPU utilization, you can configure either 
global thresholds or per user global thresholds. Hence, you 
must enter the global keyword either in Step 4 or in Step 7. 

Step 8 exit

Example:
Router(config-owner-cpu)# exit

Exits the CPU owner configuration mode. 

Step 9 cpu  process  

Example:
Router(config-policy-node)# cpu process

(Optional) Enters CPU owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose



 

Embedded Resource Manager (ERM)
  How to Configure Embedded Resource Manager

16
 

Step 10 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ]

Example:
Router(config-owner-cpu)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-cpu)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-cpu)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of percentages of process 
CPU utilization. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 10. However, if you 
have configured a user local or per user global 
policy (by not specifying the global keyword) in 
Step 4, enter the global keyword in Step 10 if you 
want to configure a per user global threshold.

For process CPU utilization, you can configure global 
thresholds, per user global thresholds or user local 
thresholds.

Step 11 exit

Example:
Router(config-owner-cpu)# exit

Exits the CPU owner configuration mode.

Step 12 cpu  total  

Example:
Router(config-policy-node)# cpu total

(Optional) Enters CPU owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose
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Setting Expected Operating Ranges for Memory Resources
Perform this task to configure threshold values for the memory RO.

Note When the Packet Memory Reclamation functionality is enabled, and the violation of the configured 
threshold value for the memory RO occurs, the system verifies whether the memory is hogged by the 
buffers. If 70 percent of the memory is used by the buffers, the system activates the Memory Leak 
Detector process (sometimes referred to as the “Garbage Detection” or “GD” process) to clean up the 
memory. (For more details, see the Memory Leak Dectector feature guide that is part of the Cisco IOS 
Configuration Fundamentals Configuration Guide). 

SUMMARY STEPS

1. enable

2. configure terminal

Step 13 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global  
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global  
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] global  

Example:
Router(config-owner-cpu)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-cpu)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-cpu)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of percentages of total CPU 
utilization. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 13. However, if you 
have configured a user local or per user global 
policy (by not specifying the global keyword) in 
Step 4, enter the global keyword in Step 13 if you 
want to configure a per user global threshold.

For total CPU utilization, you can configure either global 
thresholds or per user global thresholds. Hence, you must 
enter the global keyword either in Step 4 or in Step 13. 

Step 14 exit

Example:
Router(config-owner-cpu)# exit

Exits CPU owner configuration mode.

Command or Action Purpose
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3. resource policy

4. policy policy-name [global | type resource-user-type] 

5. system 
or 
slot slot-number

6. memory io 

7. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]

8. exit

9. memory processor 

10. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
major  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]  
or 
minor  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global]

11. exit 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.
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Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Configures a resource policy and enters ERM policy 
configuration mode.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Step 5 system
or

slot  slot-number

Example:
Router(config-erm-policy)# system 
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with the system 
command.

Enters ERM slot configuration mode with the slot 
slot-number command. This command is available only in 
distributed platforms like the RSP.

Step 6 memory io

Example:
Router(config-policy-node)# memory io

(Optional) Enters memory owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose
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Step 7 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 

Example:
Router(config-owner-memory)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-memory)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-memory)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of percentages of I/O 
memory usage. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 7. However, if you have 
configured a user local or per user global policy (by 
not specifying the global keyword) in Step 4, enter 
the global keyword in Step 7 if you want to 
configure a per user global threshold.

Step 8 exit

Example:
Router(config-owner-memory)# exit

Exits memory owner configuration mode.

Step 9 memory processor  

Example:
Router(config-policy-node)# memory processor

(Optional) Enters memory owner configuration mode. 

Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose
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Enabling Automatic Tuning of Buffers
Perform this task to enable automatic tuning of buffers. 

SUMMARY STEPS

1. enable

2. configure terminal

3. buffer  tune automatic

Step 10 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

major  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 
or

minor  rising  rising-threshold-value  [ interval  
interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 

Example:
Router(config-owner-memory)# critical rising 40 
falling 20 interval 10 global
or

Example:
Router(config-owner-memory)# major rising 30 
falling 15 interval 10 global
or

Example:
Router(config-owner-memory)# minor rising 20 
falling 10 interval 10 global

Allows you to set the rising and falling threshold values for 
critical, major, and minor levels of percentages of processor 
memory usage.

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 10. However, if you 
have configured a user local or per user global 
policy (by not specifying the global keyword) in 
Step 4, enter the global keyword in Step 10 if you 
want to configure a per user global threshold.

Step 11 exit

Example:
Router(config-owner-memory)# exit

Exits memory owner configuration mode.

Command or Action Purpose
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DETAILED STEPS

Managing Memory Usage History
Perform this task to change the number of hours for which the memory log is maintained.

SUMMARY STEPS

1. enable

2. configure terminal

3. memory statistics history table number-of-hours 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 buffer  tune  automatic

Example:
Router(config)# buffer tune automatic

Enables automatic tuning of buffers.

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 memory statistics  history  table  number-of-hours

Example:
Router(config)# memory statistics history table 
48

Changes the time (number of hours) for which the 
memory log is maintained.
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Configuring a CPU Process to Be Included in the Extended Load Monitor Report
Perform this task to configure a process (or processes) to be included in the extended load monitor 
report.

SUMMARY STEPS

1. enable

2. monitor processes cpu extended process-id-list 

DETAILED STEPS

Managing Extended CPU Load Monitoring
Perform this task to change the history size in the collection report for extended CPU load. 

Restrictions

You cannot disable this feature completely. If the command is not configured, the default behavior is to 
collect a one-minute history. The one-minute history is equivalent to collecting history for a history 
size 12.

SUMMARY STEPS

1. enable

2. configure terminal

3. process cpu extended history history-size 

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 monitor processes  cpu  extended  process-id-list  

Example:
Router# monitor processes cpu extended 1

Enables the specified process or processes to be monitored 
for the extended CPU load.

You can specify a maximum of eight processes to be 
monitored. 
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DETAILED STEPS

Managing Automatic CPUHOG Profiling
Perform this task to enable automatic profiling of CPUHOGs by the CPU Resource Owner. The CPU 
Resource Owner predicts when a process could hog CPU and begins profiling that process at the same 
time. This function is enabled by default.

SUMMARY STEPS

1. enable

2. configure terminal

3. processes cpu autoprofile hog 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 process  cpu  extended  history  history-size  

Example:
Router(config)# process cpu extended history 24

Enables you to change the history size of the extended 
collection report.

If the command is not configured, the default behavior is to 
collect a one-minute history, which is equivalent to 
collecting history for history size 12. 

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 processes  cpu  autoprofile  hog

Example:
Router(config)# processes cpu autoprofile hog 

Enables automatic profiling of CPUHOG processes.

This function is enabled by default.
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Applying a Policy to Resource Users
Perform this task to apply a policy or policy template to RUs or resource groups.

SUMMARY STEPS

1. enable

2. configure terminal

3. resource policy

4. policy policy-name [global | type resource-user-type] 

5. exit 

6. user { resource-instance-name resource-user-type resource-policy-name | global 
global-policy-name | group resource-group-name type resource-user-type}

7. instance instance-name

8. policy policy-name

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.

Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Configures a resource policy and enters ERM policy 
configuration mode.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Step 5 exit

Example:
Router(config-erm)# exit

Exits ERM policy configuration mode.
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Step 6 user  { resource-instance-name  resource-user-type  
resource-policy-name  | global  
global-policy-name  | group  resource-group-name  
type  resource-user-type }

Example:
Router(config-erm)# user group lowPrioUsers 
type iosprocess

Applies a policy system wide (global thresholding), a group 
of users (group thresholding), or a particular user.

Note When you apply a group policy to a group of RUs 
by giving the group keyword in this command, the 
Cisco IOS router enters the resource group 
configuration mode. Go to Step 7 if you want to add 
RUs to the resource group. Got to Step 8 if you want 
to apply a policy to the resource group. 

 • The resource-instance-name argument identifies the 
name of the RU to which you are applying a policy.

 • The resource-user-type-name argument identifies the 
type of RU.

 • The resource-policy-name argument identifies the 
name resource policy you are applying to the individual 
RU.

 • The global-policy-name argument identifies the name 
of the global policy you are trying to apply.

 • The resource-group-name argument identifies the name 
of the resource group.

Step 7 instance  instance-name  

Example:
Router(config-res-group)# instance http 

Adds an RU to a resource group. The instance-name 
argument specifies the RU or instance name.

Note All the RUs added by this command will be grouped 
together under the resource group and the same 
thresholding policy will be applied to all the RUs. 
For example, if you have created a resource group 
lowPrioUsers in Step 6, then all the RUs you add in 
Step 7 will be part of the resource group 
lowPrioUsers and the same policy is applied to all 
the RUs.

Step 8 policy  policy-name

Example:
Router(config-res-group)# policy group-policy1 

Specifies the policy you want to apply to the resource group 
you created in Step 6. The policy-name argument specifies 
the name of the group policy.

This command helps you to set the same threshold policy to 
a group of RUs grouped under a resource group. For 
example, if you have some low-priority tasks or RUs like 
http  and snmp and you want to set a threshold not on these 
individual RUs, but as a group; then add these RUs to the 
lowPrioUsers group using Step 7 and then apply a 
threshold policy using Step 8. In this case, if you have set a 
minor rising threshold of 10 percent (this 10 percent 
threshold is applied to both http  and snmp in the 
lowPrioUsers group), then a notification is sent to 
lowPrioUsers resource group when the accumulated usage 
exceeds the 10 percent mark. That is, if http uses 4 percent 
and snmp uses 7 percent, a notification will be sent to all the 
RUs in the lowPrioUsers resource group. 

Command or Action Purpose
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Setting a Critical Rising Threshold for Global I/O Memory
Perform this task to specify a critical rising threshold value for the global I/O memory pool. If global 
I/O memory resource consumption meets or exceeds this value, the Memory Leak Detector process will 
be automatically triggered. This configuration is only needed if you are experiencing a problem and you 
want to change (fine tune) how often the automatic process occurs (for example, set the threshold lower 
so that deallocation check occurs more frequently).

SUMMARY STEPS

1. enable

2. configure terminal

3. resource policy

4. policy policy-name [global | type resource-user-type] 

5. system 
or 
slot slot-number

6. memory io 

7. critical  rising rising-threshold-value [interval  interval-value] [ falling  falling-threshold-value 
[interval  interval-value]] [ global] 

8. exit 

DETAILED STEP

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 resource  policy

Example:
Router(config)# resource policy

Enters ERM configuration mode.
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Step 4 policy  policy-name  [ global  | type  
resource-user-type ]

Example:
Router(config-erm)# policy policy1 type 
iosprocess

Configures a resource policy and enters ERM policy 
configuration mode.

 • The policy-name argument identifies the name of the 
resource policy.

 • The global keyword is used when you are configuring 
a system global policy. 

 • The type keyword indicates that you are configuring 
either a user local or per-user global policy. The 
resource-user-type argument identifies the name of the 
resource user type you want to attach the policy to.

Step 5 system
or

slot  slot-number

Example:
Router(config-erm-policy)# system 
or

Example:
Router(config-erm-policy)# slot 1

Enters policy node configuration mode with the system 
command.

Enters ERM slot configuration mode with the slot 
slot-number command. This command is available only in 
distributed platforms like RSP.

Step 6 memory io

Example:
Router(config-policy-node)# memory io

(Optional) Enters memory owner configuration mode. 

 • Allows you to set the rising and falling values for the 
critical, major, and minor thresholds.

Command or Action Purpose
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Verifying ERM Operations
To verify the various ERM operations, perform the following steps.

SUMMARY STEPS

1. show buffers leak [resource user]

2. show buffers tune

3. show buffers usage [pool pool-name] 

4. show memory [processor | io] fragment [detail]

5. show memory statistics history table 

6. show monitor event-trace cpu-report { brief  { all [detail] | back time | clock time | from-boot 
[seconds | detail] | latest [detail]} | handle handle-number}

Step 7 critical  rising  rising-threshold-value  
[ interval  interval-value ] [ falling  
falling-threshold-value  [ interval  
interval-value ]] [ global ] 

Example:
Router(config-owner-memory)# critical rising 75 
falling 65 interval 10 global

Allows you to set the rising and falling threshold values for 
critical levels as percentages of the I/O memory pool, and 
set the interval of time that must pass before these values are 
registered. 

 • If the amount of memory held by the resource user 
exceeds the rising threshold value, a rising threshold 
notification is generated. 

 • If the falling threshold notification is generated before 
the interval has passed, then the rising notification is 
not sent. 

 • The interval following the rising threshold signifies this 
time period in seconds. 

 • If the amount of memory held by the resource user falls 
below the falling threshold, the falling threshold 
notification is sent. 

 • The optional global keyword indicates that the 
threshold is being set on the global memory 
consumption, not on the memory used by the particular 
resource user in which the configuration is being 
applied. 

Note If you had configured a global policy in Step 4, you 
do not need to give the global keyword while setting 
the threshold values in Step 7. However, if you have 
configured a user local or per-user global policy (by 
not specifying the global keyword) in Step 4, enter 
the global keyword in Step 7 if you want to 
configure a per user global threshold.

Step 8 exit

Example:
Router(config-owner-memory)# exit

Exits memory owner configuration mode.

Command or Action Purpose
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7. show processes cpu autoprofile hog 

8. show processes cpu extended [history]

9. show resource all [brief  | detailed] 

10. show resource database 

11. show resource owner { resource-owner-name | all} user { resource-user-type-name | all} [ brief  | 
detailed | triggers]

12. show resource relationship user resource-user-type

13. show resource user { all | resource-user-type} [ brief  | detailed]

DETAILED STEPS

Step 1 show buffers leak [resource user]

Use this command without the optional keywords to display the details of all the buffers that are older 
than one minute in the system, for example:

Router# show buffers leak 

Header   DataArea  Pool  Size  Link  Enc    Flags      Input     Output  User     

6488F464  E000084 Small    74    0    0       10       None       None EEM ED Sy
6488FB5C  E000304 Small    74    0    0       10       None       None EEM ED Sy
648905D0  E0006C4 Small    61    0    0        0       None       None EEM ED Sy
648913C0  E000BC4 Small    74    0    0       10       None       None EEM ED Sy
6489173C  E000D04 Small    74    0    0       10       None       None EEM ED Sy
648921B0  E0010C4 Small    60    0    0        0       None       None Init     
6489252C  E001204 Small   103    0    0       10       None       None EEM ED Sy
64892C24  E001484 Small    74    0    0       10       None       None EEM ED Sy
64892FA0  E0015C4 Small    74    0    0       10       None       None EEM ED Sy
64893A14  E001984 Small    74    0    0       10       None       None EEM ED Sy
64893D90  E001AC4 Small    61    0    0        0       None       None EEM ED Sy
64894804  E001E84 Small    61    0    0        0       None       None EEM ED Sy
6517CB64  E32F944 Small    74    0    0       10       None       None EEM ED Sy
6517D25C  E176D44 Small    74    0    0       10       None       None EEM ED Sy
6517D5D8  E176E84 Small    74    0    0       10       None       None EEM ED Sy
6517D954  E209A84 Small    74    0    0       10       None       None EEM ED Sy
6517E744  E209D04 Small    61    0    0        0       None       None EEM ED Sy
6517EE3C  E29CBC4 Small    61    0    0        0       None       None EEM ED Sy
65180324  E177844 Small    74    0    0       10       None       None EEM ED Sy
65180D98  E177C04 Small    61    0    0        0       None       None EEM ED Sy
65E1F3A0  E4431A4 Small   102    0    0        0       None       None EEM ED Sy
64895278  E002644 Middl   191    0    0       10       None       None EEM ED Sy
64895CEC  E003004 Middl   173    0    0       10       None       None EEM ED Sy
64896068  E003344 Middl   176    0    0       10       None       None EEM ED Sy
648963E4  E003684 Middl   191    0    0       10       None       None EEM ED Sy
64896E58  E004044 Middl   109    0    0       10       None       None EEM ED Sy
64897C48  E004D44 Middl   194    0    0       10       None       None EEM ED Sy
65181F04  E330844 Middl   173    0    0       10       None       None EEM ED Sy
65183070  E3C3644 Middl   105    0    0       10       None       None EEM ED Sy
65DF9558  E4746E4 Middl   107    0    0        0       None       None EEM ED Sy
65DFA6C4  E475724 Middl   116    0    0        0       None       None EEM ED Sy
65DFADBC  E475DA4 Middl   115    0    0        0       None       None EEM ED Sy
65DFC620  E477464 Middl   110    0    0        0       None       None EEM ED Sy
64C64AE0        0 FS He     0    0    3        0       None       None Init     
64C64E5C        0 FS He     0    0    3        0       None       None Init     
64C651D8        0 FS He     0    0    3        0       None       None Init     
64C65554        0 FS He     0    0    0        0       None       None Init     
64C658D0        0 FS He     0    0    0        0       None       None Init     
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64C65C4C        0 FS He     0    0    0        0       None       None Init     
64C65FC8        0 FS He     0    0    0        0       None       None Init     
64C66344        0 FS He     0    0    0        0       None       None Init     
64D6164C        0 FS He     0    0    0        0       None       None Init     
64EB9D10        0 FS He     0    0    0        0       None       None Init     
6523EE14        0 FS He     0    0    0        0       None       None Init     
65413648        0 FS He     0    0    0        0       None       None Init 

Use this command with the optional keywords to display the details of the buffers of a specified RU that 
are older than one minute in the system, for example:

Router# show buffers leak resource user 

Resource User:  EEM ED Syslog count:       32
Resource User:           Init count:        2
Resource User:         *Dead* count:        2
Resource User: IPC Seat Manag count:       11
Resource User:      XDR mcast count:        2

Step 2 show buffers tune

Use this command to display the details of automatic tuning of buffers, for example:

Router# show buffers tune  

Tuning happened for the pool Small

Tuning happened at 20:47:25
Oldvalues
permanent:50  minfree:20  maxfree:150
Newvalues
permanet:61  minfree:15  maxfree:76

Tuning happened for the pool Middle
Tuning happened at 20:47:25
Oldvalues
permanent:25  minfree:10  maxfree:150
Newvalues
permanet:36  minfree:9  maxfree:45

Step 3 show buffers usage [pool pool-name]

Use this command without the optional keyword and argument to display the details of the buffer usage 
pattern in a specified buffer pool, for example:

Router# show buffers usage  

Statistics for the Small pool
Caller pc    : 0x626BA9E0 count:       20
Resource User: EEM ED Sys count:       20
Caller pc    : 0x60C71F8C count:        1
Resource User:       Init count:        1
Number of Buffers used by packets generated by system:   62
Number of Buffers used by incoming packets:               0

Statistics for the Middle pool
Caller pc    : 0x626BA9E0 count:       12
Resource User: EEM ED Sys count:       12
Number of Buffers used by packets generated by system:   41
Number of Buffers used by incoming packets:               0

Statistics for the Big pool
Number of Buffers used by packets generated by system:   50
Number of Buffers used by incoming packets:               0
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Statistics for the VeryBig pool
Number of Buffers used by packets generated by system:   10
Number of Buffers used by incoming packets:               0

Statistics for the Large pool
Number of Buffers used by packets generated by system:    0
Number of Buffers used by incoming packets:               0

Statistics for the Huge pool
Number of Buffers used by packets generated by system:    0
Number of Buffers used by incoming packets:               0

Statistics for the IPC pool
Number of Buffers used by packets generated by system:    2
Number of Buffers used by incoming packets:               0

Statistics for the Header pool
Number of Buffers used by packets generated by system:  511
Number of Buffers used by incoming packets:               0

Statistics for the FS Header pool
Caller pc    : 0x608F68FC count:        9
Resource User:       Init count:       12
Caller pc    : 0x61A21D3C count:        1
Caller pc    : 0x60643FF8 count:        1
Caller pc    : 0x61C526C4 count:        1
Number of Buffers used by packets generated by system:   28
Number of Buffers used by incoming packets:               0

Use this command with the optional keyword and argument to display the details of the buffer usage 
pattern in a small buffer pool, for example:

Router# show buffers usage pool small

Statistics for the Small pool
Caller pc    : 0x626BA9E0 count:       20
Resource User: EEM ED Sys count:       20
Caller pc    : 0x60C71F8C count:        1
Resource User:       Init count:        1
Number of Buffers used by packets generated by system:   62
Number of Buffers used by incoming packets:               0

Step 4 show memory [processor | io] fragment [detail]

Use this command without the optional keywords to display the block details of every allocated block 
for both I/O memory and processor memory, for example:

Router# show memory fragment  

Processor memory

Free memory size : 211014448 Number of free blocks:      139
Allocator PC Summary for allocated blocks in pool: Processor

    PC          Total     Count  Name
0x6189A438     318520       1  RTPSPI
0x6205711C     237024       2  CCH323_CT
0x6080BE38      98416       2  Exec
0x606AD988      80256       1  Init
0x618F68A8      73784       1  CCSIP_UDP_SOCKET
0x6195AD04      67640       1  QOS_MODULE_MAIN
0x606488C8      65592       1  CEF: Adjacency chunk
0x60635620      65592       1  CEF: 16 path chunk pool
0x615ECE58      65592       1  XTagATM VC chunk
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0x6165ACF8      65592       1  eddri_self_event
0x608DE168      65592       1  MallocLite
0x60857920      51020      11  Normal
0x6203BF88      42480       4  IPv6 CEF fib tables
0x60DC7F14      32824       1  PPP Context Chunks
.
.
.
I/O memory

Free memory size : 14700024 Number of free blocks:       52
Allocator PC Summary for allocated blocks in pool: I/O

    PC          Total   Count   Name
0x60857934    3936000      60  FastEthernet0/
0x60857898     524800       8  FastEthernet0/0
0x601263CC      29120       7  Init
0x6082DB28       9408      23  *Packet Data*
0x60126344       8448       4  Init

Allocator PC Summary for free blocks in pool: I/O

    PC          Total    Count   Name
0x608C5730   29391444       1  (coalesced)
0x608FC1F4       5376      28  (fragment)
0x6082DB28       4288      14  (fragment)

Use this command with the detail optional keyword to display the block details of every allocated block 
for both I/O memory and processor memory, for example:

Router# show memory fragment detail  

Processor memory

Free memory size : 211038812 Number of free blocks:      139
 Address      Bytes     Prev     Next Ref     PrevF    NextF Alloc PC  what
644AAB70 0000001032 644AAB20 644AAFAC 001  -------- -------- 620450F8  Index Table Block
644AAFAC 0000000028 644AAB70 644AAFFC 000  0        6448CB5C 607B2ADC  NameDB String
644AAFFC 0000000076 644AAFAC 644AB07C 001  -------- -------- 60818DE0  Init
6448CB0C 0000000028 6448CABC 6448CB5C 001  -------- -------- 607F8380  Cond Debug 
definition
6448CB5C 0000000028 6448CB0C 6448CBAC 000  644AAFAC 6489F158 607B2ADC  NameDB String
6448CBAC 0000000028 6448CB5C 6448CBFC 001  -------- -------- 607F8380  Cond Debug 
definition
6489EF8C 0000000408 6489DBCC 6489F158 001  -------- -------- 60857920  Normal
6489F158 0000000064 6489EF8C 6489F1CC 000  6448CB5C 6448CABC 607B2ADC  NameDB String
6489F1CC 0000005004 6489F158 648A058C 001  -------- -------- 60857920  Normal
6448CA6C 0000000028 6448C9AC 6448CABC 001  -------- -------- 607D72FC  Parser Linkage
6448CABC 0000000028 6448CA6C 6448CB0C 000  6489F158 644949C8 607B2ADC  NameDB String
6448CB0C 0000000028 6448CABC 6448CB5C 001  -------- -------- 607F8380  Cond Debug 
definition
64494978 0000000028 64494928 644949C8 001  -------- -------- 607D72FC  Parser Linkage
644949C8 0000000028 64494978 64494A18 000  6448CABC 654F2868 607B2ADC  NameDB String
64494A18 0000000028 644949C8 64494A68 001  -------- -------- 607D72FC  Parser Linkage
654F27E8 0000000076 654F2768 654F2868 001  -------- -------- 60818DE0  Init
654F2868 0000000076 654F27E8 654F28E8 000  644949C8 654F1BE8 60818DE0  Init
.
.
.
I/O memory

Free memory size : 14700024 Number of free blocks:       52
 Address      Bytes     Prev     Next Ref     PrevF    NextF Alloc PC  what
0E000000 0000000056 00000000 0E00006C 000  0        E176F4C  00000000  (fragment)
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0E00006C 0000000268 0E000000 0E0001AC 001  -------- -------- 6082DB28  *Packet Data*
0E176E0C 0000000268 0E176CCC 0E176F4C 001  -------- -------- 6082DB28  *Packet Data*
0E176F4C 0000000076 0E176E0C 0E176FCC 000  E000000  E209F4C  6082DB28  (fragment)
0E176FCC 0000002060 0E176F4C 0E17780C 001  -------- -------- 60126344  Init
0E209E0C 0000000268 0E209CCC 0E209F4C 001  -------- -------- 6082DB28  *Packet Data*
0E209F4C 0000000076 0E209E0C 0E209FCC 000  E176F4C  E29CF4C  6082DB28  (fragment)
0E209FCC 0000002060 0E209F4C 0E20A80C 001  -------- -------- 60126344  Init
0E29CE0C 0000000268 0E29CCCC 0E29CF4C 001  -------- -------- 6082DB28  *Packet Data*
0E29CF4C 0000000076 0E29CE0C 0E29CFCC 000  E209F4C  E32FF4C  6082DB28  (fragment)
0E29CFCC 0000002060 0E29CF4C 0E29D80C 001  -------- -------- 60126344  Init
0E32FE0C 0000000268 0E32FCCC 0E32FF4C 001  -------- -------- 6082DB28  *Packet Data*
0E32FF4C 0000000076 0E32FE0C 0E32FFCC 000  E29CF4C  0        6082DB28  (fragment)
0E32FFCC 0000002060 0E32FF4C 0E33080C 001  -------- -------- 60126344  Init
0E177FCC 0000004108 0E177E4C 0E17900C 001  -------- -------- 601263CC  Init
0E17900C 0000000140 0E177FCC 0E1790CC 000  0        E18910C  601263CC  (fragment)

Use this command with detail optional keyword to display the block details of every allocated block for 
processor memory, for example:

Router# show memory processor fragment detail  

Processor memory

Free memory size : 65566148 Number of free blocks:      230
 Address      Bytes     Prev     Next Ref     PrevF    NextF Alloc PC  what
645A8148 0000000028 645A80F0 645A8194 001  -------- -------- 60695B20  Init
645A8194 0000000040 645A8148 645A81EC 000  0        200B4300 606B9614  NameDB String
645A81EC 0000000260 645A8194 645A8320 001  -------- -------- 607C2D20  Init
200B42B4 0000000028 200B4268 200B4300 001  -------- -------- 62366C80  Init
200B4300 0000000028 200B42B4 200B434C 000  645A8194 6490F7E8 60976574  AAA Event Data
200B434C 0000002004 200B4300 200B4B50 001  -------- -------- 6267D294  Coproc Request 
Structures
6490F79C 0000000028 6490F748 6490F7E8 001  -------- -------- 606DDA04  Parser Linkage
6490F7E8 0000000028 6490F79C 6490F834 000  200B4300 6491120C 606DD8D8  Init
6490F834 0000006004 6490F7E8 64910FD8 001  -------- -------- 607DF5BC  Process Stack
649111A0 0000000060 64911154 6491120C 001  -------- -------- 606DE82C  Parser Mode
6491120C 0000000028 649111A0 64911258 000  6490F7E8 500770F0 606DD8D8  Init
64911258 0000000200 6491120C 64911350 001  -------- -------- 603F0E38  Init
.
20000000 0000000828 5C3AEB24 2000036C 001  -------- -------- 60734010  *Packet Header*
6500BF94 0000000828 6500BC28 6500C300 001  -------- -------- 60734010  *Packet Header*
6500C300 0004760912 6500BF94 50000000 000  5C3AEB24 2C42E310 6071253C  (coalesced)
50000000 0000000828 6500C300 5000036C 001  -------- -------- 60734010  *Packet Header*
2C42E0B4 0000000556 2C429430 2C42E310 001  -------- -------- 60D4A0B4  Virtual Exec
2C42E310 0062725312 2C42E0B4 00000000 000  6500C300 0        6071253C  (coalesced)

Use this command with detail optional keyword to display the block details of every allocated block for 
I/O memory, for example:

Router# show memory io fragment detail  

0E3F8BAC 0000000204 0E3F8AAC 0E3F8CAC 001  -------- -------- 608C5730  test memory
0E3F8CAC 0000000204 0E3F8BAC 0E3F8DAC 000  0        E3F8AAC  608C5730  test memory
0E3F8DAC 0000000204 0E3F8CAC 0E3F8EAC 001  -------- -------- 608C5730  test memory
0E3F89AC 0000000204 0E3F88AC 0E3F8AAC 001  -------- -------- 608C5730  test memory
0E3F8AAC 0000000204 0E3F89AC 0E3F8BAC 000  E3F8CAC  E3F88AC  608C5730  test memory
0E3F8BAC 0000000204 0E3F8AAC 0E3F8CAC 001  -------- -------- 608C5730  test memory
0E3F87AC 0000000204 0E3F86AC 0E3F88AC 001  -------- -------- 608C5730  test memory
0E3F88AC 0000000204 0E3F87AC 0E3F89AC 000  E3F8AAC  E3F86AC  608C5730  test memory
0E3F89AC 0000000204 0E3F88AC 0E3F8AAC 001  -------- -------- 608C5730  test memory
0E3F85AC 0000000204 0E3F826C 0E3F86AC 001  -------- -------- 608C5730  test memory
0E3F86AC 0000000204 0E3F85AC 0E3F87AC 000  E3F88AC  0        608C5730  test memory
0E3F87AC 0000000204 0E3F86AC 0E3F88AC 001  -------- -------- 608C5730  test memory
0E3F4E6C 0000000268 0E3F4D2C 0E3F4FAC 000  0        E3F5BEC  608C5730  test memory
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0E3F5BEC 0000000268 0E3F5AAC 0E3F5D2C 000  E3F4E6C  E3EE56C  608C5730  test memory
0E3EE46C 0000000204 0E3EE12C 0E3EE56C 001  -------- -------- 608C5730  test memory
0E3EEFAC 0000000204 0E3EEE6C 0E3EF0AC 001  -------- -------- 608C5730  test memory
0E3F06EC 0000000204 0E3F03AC 0E3F07EC 001  -------- -------- 608C5730  test memory
0E3F8DAC 0000000204 0E3F8CAC 0E3F8EAC 001  -------- -------- 608C5730  test memory

Step 5 show memory statistics history table

Use this command to display the history of memory consumption, for example:

Router# show memory statistics history table  

History for Processor memory

Time: 15:48:56.806
Used(b): 422748036 Largest(b): 381064952 Free blocks :291
Maximum memory users for this period
Process Name           Holding   Num Alloc
Virtual Exec             26992          37
TCP Protocols            14460           6
IP Input                  1212           1

Time: 14:42:54.506
Used(b): 422705876 Largest(b): 381064952 Free blocks :296
Maximum memory users for this period
Process Name           Holding   Num Alloc
Exec                  400012740          24
Dead                   1753456          90
Pool Manager            212796         257

Time: 13:37:26.918
Used(b): 20700520 Largest(b): 381064952 Free blocks :196
Maximum memory users for this period
Process Name           Holding   Num Alloc
Exec                      8372           5

Time: 12:39:44.422
Used(b): 20701436 Largest(b): 381064952 Free blocks :193

Time: 11:46:25.135
Used(b): 20701436 Largest(b): 381064952 Free blocks :193
Maximum memory users for this period
Process Name           Holding   Num Alloc
CDP Protocol              3752          25
.
.
.
History for I/O memory

Time: 15:48:56.809
Used(b):  7455520 Largest(b): 59370080 Free blocks :164

Time: 14:42:54.508
Used(b):  7458064 Largest(b): 59370080 Free blocks :165
Maximum memory users for this period
Process Name           Holding   Num Alloc
Pool Manager            141584         257

Time: 13:37:26.920
Used(b):  7297744 Largest(b): 59797664 Free blocks :25

Time: 12:39:44.424
Used(b):  7297744 Largest(b): 59797664 Free blocks :25
.
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.

.
Time: 09:38:53.040
Used(b):  7297744 Largest(b): 59797664 Free blocks :25

Time: 01:02:05.533
Used(b):  7308336 Largest(b): 59797664 Free blocks :23

Time: 00:00:17.937
Used(b):  7308336 Largest(b): 59797664 Free blocks :23
Maximum memory users for this period
Process Name           Holding   Num Alloc
Init                   7296000         214
Pool Manager               816           3

Step 6 show monitor event-trace cpu-report { brief  { all [detail] | back time | clock time | from-boot [seconds 
| detail] | latest [detail]} | handle handle-number}

Use this command to view a brief CPU report details for event tracing on a networking device, for 
example:

Router# show monitor event-trace cpu-report brief all

Timestamp   : Handle Name               Description
00:01:07.320:  1     CPU                None

Use this command to view a brief CPU report details for event tracing on a networking device, for 
example:

Router# show monitor event-trace cpu-report handle 1

00:01:07.320:  1     CPU                None
################################################################################
Global Statistics
-----------------
5 sec CPU util 0%/0% Timestamp 21:03:56
Queue Statistics
----------------
             Exec Count    Total CPU  Response Time       Queue Length
                                       (avg/max)            (avg/max)
Critical           1          0          0/0                   1/1         
High               5          0          0/0                   1/1         
Normal           178          0          0/0                   2/9         
Low               15          0          0/0                   2/3         
Common Process Information
-------------------------------
 PID   Name         Prio Style
-------------------------------
  10 AAA high-capacit M  New
 133 RADIUS TEST CMD  M  New
  47 VNM DSPRM MAIN   H  New
  58 TurboACL         M  New
  97 IP Background    M  New
  99 CEF: IPv4 proces L  New
 112 X.25 Background  M  New
 117 LFDp Input Proc  M  New
   3 Init             M  Old
CPU Intensive processes
-------------------------------------------------------------------------------
 PID Total       Exec    Quant         Burst  Burst size  Schedcall  Schedcall 
     CPUms      Count   avg/max        Count avg/max(ms)      Count Per avg/max
-------------------------------------------------------------------------------
   3   820          6   136/236         1     24/24              18  887/15172
Priority Suspends
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------------------------------------
 PID Exec Count Prio-Susps
------------------------------------
   3          6          1

Latencies
-------------------------
 PID     Exec Count Latency
                     avg/max
-------------------------
  10          1 15192/15192
 133          1 15192/15192
  58          1 15192/15192
 112          1 15192/15192
 117          1 15192/15192
  99          1 15172/15172
  47          1 15172/15172
  97          1 15172/15172
################################################################################
################################################################################
Global Statistics
-----------------
5 sec CPU util 0%/0% Timestamp 00:00:00
Queue Statistics
----------------
         Exec Count  Total CPU    Response Time           Queue Length
                                    (avg/max)                (avg/max)
Critical      0          0              0/0                    0/0         
High          0          0              0/0                    0/0         
Normal        0          0              0/0                    0/0         
Low           0          0              0/0                    0/0         
               
Common Process Information
-------------------------------
 PID Name            Prio Style
-------------------------------

CPU Intensive processes
-------------------------------------------------------------------------------
 PID Total       Exec    Quant         Burst  Burst size  Schedcall  Schedcall 
     CPUms      Count   avg/max        Count avg/max(ms)      Count Per avg/max
-------------------------------------------------------------------------------
Priority Suspends
------------------------------------
 PID Exec Count Prio-Susps
------------------------------------
Latencies
-------------------------
 PID Exec Count   Latency
                  avg/max
-------------------------
################################################################################

Step 7 show processes cpu autoprofile hog 

Use this command to view the CPUHOG autoprofile data, for example:

Router# show processes cpu autoprofile hog 

0x6075DD40 0x60755638
0x6075DD24 0x60755638
0x6075563C 0x60755638
0x60755638 0x60755638
0x60755638 0x60755638
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0x6075DD10 0x60755638
0x6075DD40 0x60755638
0x6075DD40 0x60755638
0x6075563C 0x60755638
0x6075DCE0 0x60755638
0x6075DD44 0x60755638
0x6075DCCC 0x60755638
0x6075DD10 0x60755638
.
.
.
0x6075DD3C 0x60755638
0x6075DD38 0x60755638
0x6075DD10 0x60755638
0x6075DCCC 0x60755638
0x6075DCDC 0x60755638
0x6075563C 0x60755638
0x6075DD3C 0x60755638
0x6075DD20 0x60755638
0x6075DD58 0x60755638
0x6075DD1C 0x60755638
0x6075DD10 0x60755638
0x6075DCDC 0x60755638
0x6075DCF8 0x60755638

Step 8 show processes cpu extended [history]

Use this command to view an extended CPU load report, for example:

Router# show processes cpu extended 

################################################################################
Global Statistics
-----------------
5 sec CPU util 0%/0% Timestamp 21:03:56
Queue Statistics
----------------

             Exec Count  Total CPU    Response Time         Queue Length
                                       (avg/max)             (avg/max)
Critical           1          0          0/0                   1/1         
High               5          0          0/0                   1/1         
Normal           178          0          0/0                   2/9         
Low               15          0          0/0                   2/3         
Common Process Information
-------------------------------
 PID Name            Prio Style
-------------------------------
CPU Intensive processes
-------------------------------------------------------------------------------
 PID Total       Exec    Quant         Burst  Burst size  Schedcall  Schedcall 
     CPUms      Count   avg/max        Count avg/max(ms)      Count Per avg/max
-------------------------------------------------------------------------------
Priority Suspends
------------------------------------
 PID Exec Count Prio-Susps
------------------------------------
Latencies
-------------------------
 PID Exec Count   Latency
                  avg/max
-------------------------

################################################################################
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Step 9 show resource all [brief  | detailed] 

Use this command without the optional keywords to display the resource details, for example:

Router# show resource all

Resource Owner: cpu
Resource User Type: iosprocess
Resource User: Init(ID: 0x1000001)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777217           0         0          0  0.00%  0.00%  0.00% Init            
  Resource User: Scheduler(ID: 0x1000002)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777218           0         0          0  0.00%  0.00%  0.00% Scheduler       
  Resource User: Dead(ID: 0x1000003)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777219           0         0          0  0.00%  0.00%  0.00% Dead            
  Resource User: Interrupt(ID: 0x1000004)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777220           0         0          0  0.00%  0.00%  0.00% Interrupt       
  Resource User: Memory RO RU(ID: 0x1000005)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777221           0         0          0  0.00%  0.00%  0.00% Memory RO RU    
  Resource User: Chunk Manager(ID: 0x1000006)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777222           0        13          0  0.00%  0.00%  0.00% Chunk Manager   
  Resource User: Load Meter(ID: 0x1000007)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777223        2872     36029         79  0.00%  0.00%  0.00% Load Meter      
  Resource User: Check heaps(ID: 0x1000009)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777225      352744     33446      10546  0.00%  0.20%  0.17% Check heaps     
  Resource User: Pool Manager(ID: 0x100000A)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777226           0         1          0  0.00%  0.00%  0.00% Pool Manager    
  Resource User: Buffer RO RU(ID: 0x100000B)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777227           0         0          0  0.00%  0.00%  0.00% Buffer RO RU    
  Resource User: Timers(ID: 0x100000C)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777228           0         2          0  0.00%  0.00%  0.00% Timers          
  Resource User: Serial Background(ID: 0x100000D)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777229           0         2          0  0.00%  0.00%  0.00% Serial Backgroun
  Resource User: AAA_SERVER_DEADTIME(ID: 0x100000E)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777230           0         1          0  0.00%  0.00%  0.00% AAA_SERVER_DEADT
  Resource User: AAA high-capacity counters(ID: 0x100000F)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777231           0         2          0  0.00%  0.00%  0.00% AAA high-capacit
  Resource User: Policy Manager(ID: 0x1000010)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777232           0         1          0  0.00%  0.00%  0.00% Policy Manager  
  Resource User: Crash writer(ID: 0x1000011)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777233           0         1          0  0.00%  0.00%  0.00% Crash writer    
  Resource User: RO Notify Timers(ID: 0x1000012)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777234           0         1          0  0.00%  0.00%  0.00% RO Notify Timers
  Resource User: RMI RM Notify Watched Policy(ID: 0x1000013)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777235           0         1          0  0.00%  0.00%  0.00% RMI RM Notify Wa
  Resource User: EnvMon(ID: 0x1000014)
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    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777236       11164     92859        120  0.00%  0.00%  0.00% EnvMon          
  Resource User: IPC Dynamic Cache(ID: 0x1000015)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777237           0      3004          0  0.00%  0.00%  0.00% IPC Dynamic Cach
  Resource User: IPC Periodic Timer(ID: 0x1000017)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777239           0    180082          0  0.00%  0.00%  0.00% IPC Periodic Tim
  Resource User: IPC Managed Timer(ID: 0x1000018)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777240         572     79749          7  0.00%  0.00%  0.00% IPC Managed Time
  Resource User: IPC Deferred Port Closure(ID: 0x1000019)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777241           4    180088          0  0.00%  0.00%  0.00% IPC Deferred Por
  Resource User: IPC Seat Manager(ID: 0x100001A)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777242       97560   1408799         69  0.23%  0.02%  0.00% IPC Seat Manager
  Resource User: IPC Session Service(ID: 0x100001B)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777243           0         1          0  0.00%  0.00%  0.00% IPC Session Serv
  Resource User: ARP Input(ID: 0x100001C)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777244          20      3082          6  0.00%  0.00%  0.00% ARP Input       
  Resource User: EEM ED Syslog(ID: 0x100001D)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777245           0        49          0  0.00%  0.00%  0.00% EEM ED Syslog   
  Resource User: DDR Timers(ID: 0x100001E)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777246           0         2          0  0.00%  0.00%  0.00% DDR Timers      
  Resource User: Dialer event(ID: 0x100001F)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777247           0         2          0  0.00%  0.00%  0.00% Dialer event    
  Resource User: Entity MIB API(ID: 0x1000020)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777248          28        16       1750  0.00%  0.00%  0.00% Entity MIB API  
.
.
.
Resource User: draco-oir-process:slot 2(ID: 0x100011E)
Getbufs  Retbufs  Holding  RU Name
0        0        0        draco-oir-proces

  Resource User: SCP async: Draco-LC4(ID: 0x1000125)
Getbufs  Retbufs  Holding  RU Name
35849    243101   4294760044 SCP async: Draco

  Resource User: IFCOM Msg Hdlr(ID: 0x1000127)
Getbufs  Retbufs  Holding  RU Name
2        2        0        IFCOM Msg Hdlr  

  Resource User: IFCOM Msg Hdlr(ID: 0x1000128)
Getbufs  Retbufs  Holding  RU Name
28       28       0        IFCOM Msg Hdlr  

  Resource User: Exec(ID: 0x100012C)
Getbufs  Retbufs  Holding  RU Name
912      912      0        Exec            

Resource Owner: test_mem
 Resource User Type: test_process
 Resource User Type: mem_rut
Resource Owner: test_cpu
 Resource User Type: test_process
 Resource User Type: cpu_rut
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Step 10 show resource database 

Use this command to display the resource database details, for example:

Router# show resource database

List of all Resource Owners :
Owner: cpu                       Id:0x1
Owner's list of monitors is empty.
Owner: memory                    Id:0x2
Owner's list of monitors is empty.
Owner: Buffer                    Id:0x3
Owner's list of monitors is empty.
Owner: test_mem                  Id:0x4
Owner's list of monitors is empty.
Owner: test_cpu                  Id:0x5
Owner's list of monitors is empty.
Owner: test_RO0                  Id:0x7
Owner's list of monitors is empty.
Owner: test_RO1                  Id:0x8
Owner's list of monitors is empty.
Owner: test_RO2                  Id:0x9
Owner's list of monitors is empty.
Owner: test_RO3                  Id:0xA
Owner's list of monitors is empty.
.
.
.
Resource Monitor: test_ROM0, ID: 0x1B
 Not Watching any Relations.
 Not Watching any Policies.
Resource Monitor: test_ROM1, ID: 0x1C
 Not Watching any Relations.
 Not Watching any Policies.
Resource Monitor: test_ROM2, ID: 0x1D
 Not Watching any Relations.
 Not Watching any Policies.

Step 11 show resource owner { resource-owner-name | all} user { resource-user-type-name | all} [ brief  | 
detailed | triggers]

Use this command to display the resource owner details, for example:

Router# show resource owner all user all 

Resource Owner: cpu
 Resource User Type: iosprocess
  Resource User: Init(ID: 0x1000001)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777217           0         0          0  0.00%  0.00%  0.00% Init            
  Resource User: Scheduler(ID: 0x1000002)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777218           0         0          0  0.00%  0.00%  0.00% Scheduler       
  Resource User: Dead(ID: 0x1000003)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777219           0         0          0  0.00%  0.00%  0.00% Dead            
  Resource User: Interrupt(ID: 0x1000004)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777220           0         0          0  0.00%  0.00%  0.00% Interrupt       
  Resource User: Memory RO RU(ID: 0x1000005)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777221           0         0          0  0.00%  0.00%  0.00% Memory RO RU    
  Resource User: Chunk Manager(ID: 0x1000006)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777222           4         3       1333  0.00%  0.00%  0.00% Chunk Manager   
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  Resource User: Load Meter(ID: 0x1000007)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777223           4       292         13  0.00%  0.00%  0.00% Load Meter      
  Resource User: Check heaps(ID: 0x1000009)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777225         376       192       1958  0.00%  0.02%  0.00% Check heaps     
  Resource User: Pool Manager(ID: 0x100000A)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777226           0         1          0  0.00%  0.00%  0.00% Pool Manager    
  Resource User: Buffer RO RU(ID: 0x100000B)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777227           0         0          0  0.00%  0.00%  0.00% Buffer RO RU    
  Resource User: Timers(ID: 0x100000C)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777228           0         2          0  0.00%  0.00%  0.00% Timers          
  Resource User: Serial Background(ID: 0x100000D)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777229           0         2          0  0.00%  0.00%  0.00% Serial Backgroun
  Resource User: ALARM_TRIGGER_SCAN(ID: 0x100000E)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777230           0       268          0  0.00%  0.00%  0.00% ALARM_TRIGGER_SC
  Resource User: AAA_SERVER_DEADTIME(ID: 0x100000F)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777231           0         1          0  0.00%  0.00%  0.00% AAA_SERVER_DEADT
  Resource User: AAA high-capacity counters(ID: 0x1000010)
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
.
.
.
Resource User Type: test_RUT143

Resource User Type: test_RUT144
Resource User Type: test_RUT145

Resource User Type: test_RUT146
Resource User Type: test_RUT147

Step 12 show resource relationship user resource-user-type

Use this command to display the relationship details between different resource owners, for example:

Router# show resource relationship

Resource User Type: iosprocess (ID: 0x1)
 -> Resource Owner: cpu (ID: 0x1)
 -> Resource Owner: memory (ID: 0x2)
 -> Resource Owner: Buffer (ID: 0x3)
 -> Resource User: Init (ID: 0x1000001)
 -> Resource User: Scheduler (ID: 0x1000002)
 -> Resource User: Dead (ID: 0x1000003)
 -> Resource User: Interrupt (ID: 0x1000004)
 -> Resource User: Memory RO RU (ID: 0x1000005)
 -> Resource User: Chunk Manager (ID: 0x1000006)
 -> Resource User: Load Meter (ID: 0x1000007)
 -> Resource User: Check heaps (ID: 0x1000009)
 -> Resource User: Pool Manager (ID: 0x100000A)
 -> Resource User: Buffer RO RU (ID: 0x100000B)
 -> Resource User: Timers (ID: 0x100000C)
 -> Resource User: Serial Background (ID: 0x100000D)
 -> Resource User: ALARM_TRIGGER_SCAN (ID: 0x100000E)
 -> Resource User: AAA_SERVER_DEADTIME (ID: 0x100000F)
 -> Resource User: AAA high-capacity counters (ID: 0x1000010)
 -> Resource User: Policy Manager (ID: 0x1000011)
 -> Resource User: Crash writer (ID: 0x1000012)
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 -> Resource User: RO Notify Timers (ID: 0x1000013)
 -> Resource User: RMI RM Notify Watched Policy (ID: 0x1000014)
 -> Resource User: EnvMon (ID: 0x1000015)
 -> Resource User: OIR Handler (ID: 0x1000016)
 -> Resource User: IPC Dynamic Cache (ID: 0x1000017)
 -> Resource User: IPC Zone Manager (ID: 0x1000018)
 -> Resource User: IPC Periodic Timer (ID: 0x1000019)
 -> Resource User: IPC Managed Timer (ID: 0x100001A)
 -> Resource User: IPC Deferred Port Closure (ID: 0x100001B)
 -> Resource User: IPC Seat Manager (ID: 0x100001C)
 -> Resource User: IPC Session Service (ID: 0x100001D)
 -> Resource User: Compute SRP rates (ID: 0x100001E)
 -> Resource User: ARP Input (ID: 0x100001F)
 -> Resource User: DDR Timers (ID: 0x1000020)
 -> Resource User: Dialer event (ID: 0x1000021)
 -> Resource User: Entity MIB API (ID: 0x1000022)
 -> Resource User: SERIAL A'detect (ID: 0x1000023)
 -> Resource User: GraphIt (ID: 0x1000024)
 -> Resource User: HC Counter Timers (ID: 0x1000025)
 -> Resource User: Critical Bkgnd (ID: 0x1000026)
 -> Resource User: Net Background (ID: 0x1000027)
 -> Resource User: Logger (ID: 0x1000028)
.
.
.
Resource User Type: test_RUT141 (ID: 0x92)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT142 (ID: 0x93)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT143 (ID: 0x94)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT144 (ID: 0x95)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT145 (ID: 0x96)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT146 (ID: 0x97)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT147 (ID: 0x98)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT148 (ID: 0x99)
 -> Resource Owner: test_RO0 (ID: 0x7)
 Resource User Type: test_RUT149 (ID: 0x9A)
 -> Resource Owner: test_RO0 (ID: 0x7)

Step 13 show resource user { all | resource-user-type} [ brief  | detailed]

Use this command to display the relationship details between different ROs, for example:

Router# show resource user all

Resource User Type: iosprocess
Resource Grp: Init
Resource Owner: memory
Processor memory
Allocated   Freed  Holding   Blocks
27197780  8950144 18247636     6552

I/O memory
Allocated   Freed  Holding   Blocks
 7296000     9504  7286496      196

Resource Owner: cpu
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777224       14408       116     124206 100.40%  8.20%  1.70% Init            
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Resource Owner: Buffer
Getbufs  Retbufs  Holding  RU Name
332      60       272      Init            

Resource User: Init
Resource User: Scheduler
Resource Owner: memory
Processor memory
Allocated   Freed  Holding   Blocks
   77544        0    77544        2

Resource Owner: cpu
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777218           0         0          0  0.00%  0.00%  0.00% Scheduler       
Resource Owner: Buffer
Getbufs  Retbufs  Holding  RU Name
0        0        0        Scheduler       

Resource User: Dead
Resource Owner: memory
Processor memory
Allocated   Freed  Holding   Blocks
 1780540      260  1780280      125
.
.
.

 Resource User: BGP Scanner
  Resource Owner: memory
Processor memory
Allocated   Freed  Holding   Blocks
    9828     9828        0        0

  Resource Owner: cpu
    RUID Runtime(ms)   Invoked      uSecs   5Sec   1Min   5Min Res Usr 
16777406         660       659       1001  0.00%  0.00%  0.00% BGP Scanner     
  Resource Owner: Buffer
Getbufs  Retbufs  Holding  RU Name
0        0        0        BGP Scanner
Resource User Type: test_process
Resource User Type: mem_rut
Resource User Type: cpu_rut

Troubleshooting Tips
To trace and troubleshoot the notification and registration activities for resources using the Embedded 
Resource Manager feature, use the following suggested techniques. 

 • Enable debugging of resource registration using the debug resource policy registration command 
in privileged EXEC mode. 

 • Enable debugging of resource manager notification using the debug resource policy notification 
command in privileged EXEC mode.

SUMMARY STEPS

1. enable

2. debug resource policy registration

3. debug resource policy notification  [owner resource-owner-name]
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DETAILED STEPS

Examples 

Use the debug resource policy registration command to trace the resource manager registration 
information, for example: 

Router#  debug resource policy registration 

Registrations debugging is on

When a Resource User is created
*Mar  3 09:35:58.304: resource_user_register: RU: ruID: 0x10000B8, rutID: 0x1, rg_ID: 0x0 
name: usrr1

When a Resource User is deleted
*Mar  3 09:41:09.500: resource_user_unregister: RU: ruID: 0x10000B8, rutID: 0x1, rg_ID: 
0x0 name: usrr1

Use the debug resource policy notification [owner resource-owner-name] command to trace the 
resource policy notification information, for example:

Router# debug resource policy notification  

Enabled notif. debugs on all owners

When a threshold is exceeded, you would see these messages:

*Mar  3 09:50:44.081: Owner: 'memory' initiated a notification:
*Mar  3 09:50:44.081: %SYS-4-RESMEMEXCEED: Resource user usrr1 has exceeded the Major 
memory threshold
Pool: Processor Used: 42932864 Threshold :42932860
*Mar  3 09:50:46.081: Notification from Owner: 'memory' is dispatched for User: 'usrr1' 
(ID: 0x10000B9)
*Mar  3 09:50:46.081: %SYS-4-RESMEMEXCEED: Resource user usrr1 has exceeded the Major 
memory threshold
Pool: Processor Used: 42932864 Threshold :42932860

Router# no debug resource policy notification

Disabled notif. debugs on all owners

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 debug  resource  policy  registration  

Example:
Router# debug resource policy registration

Enables debugging on resource policy registration.

Step 3 debug  resource  policy  notification  [ owner  
resource-owner-name ]

Example:
Router# debug resource policy notification 
owner cpu

Enables notification debugging on ROs.



 

Embedded Resource Manager (ERM)
  Configuration Examples for Embedded Resource Manager

46
 

Router# debug resource policy notification owner cpu

Enabled notif. debugs on owner 'cpu'

Router#  no debug resource policy notification owner cpu  

Disabled notif. debugs on owner 'cpu'

Router#  debug resource policy notification owner memory

Enabled notif. debugs on owner 'memory'

Router#  no debug resource policy notification owner memory

Disabled notif. debugs on owner 'memory'

Router#  debug resource policy notification owner Buffer

Enabled notif. debugs on owner 'Buffer'

Router#  no debug resource policy notification owner Buffer

Disabled notif. debugs on owner 'Buffer'

Configuration Examples for Embedded Resource Manager
This section provides the following configuration examples:

 • Managing Resource Utilization by Defining Resource Policy: Example, page 46

 • Setting Expected Operating Ranges for Resource Owners: Example, page 47

 • Applying a Policy: Example, page 52

 • Setting a System Global Thresholding Policy for I/O Memory: Example, page 53

Managing Resource Utilization by Defining Resource Policy: Example
The following example shows how to configure a global resource policy with the policy name 
system-global-pc1:

configure terminal
resource policy 
policy system-global-pc1 global

The following example shows how to configure a per user global resource policy with the policy name 
per-user-global-pc1 and the resource type as iosprocess:

configure terminal
resource policy 
policy per-user-global-pc1 type iosprocess

The following example shows how to configure a user local resource policy with the policy name 
user-local-pc1 and the resource type as iosprocess:

configure terminal
resource policy 
policy user-local-pc1 type iosprocess
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Setting Expected Operating Ranges for Resource Owners: Example 
The following example shows how to configure various thresholds for buffer, CPU, and memory ROs.

Configuring System Global Thresholding Policy for Buffer RO

The following example shows how to configure a global policy with the policy name as 
system-global-pc1 for public buffer with critical threshold values of 90 percent as rising at an interval 
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
system
buffer public
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring Per User Global Thresholding Policy for Buffer RO

The following example shows how to configure a per user global policy with the policy name as 
per-user-global-pc1 for public buffer with critical threshold values of 90 percent as rising at an interval 
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy per-user-global-pc1 type iosprocess
system
buffer public
critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Buffer RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 for public buffer with critical threshold values of 90 percent as rising at an interval of 12 
seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as rising 
at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold values 
of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 type iosprocess
system
buffer public
critical rising 70 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 
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Configuring System Global Thresholding Policy for I/O Memory RO

The following example shows how to configure a global policy with the policy name as 
system-global-pc1 for I/O memory with critical threshold values of 90 percent as rising at an interval of 
12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
system
memory io 
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring Per User Global Thresholding Policy for I/O Memory RO

The following example shows how to configure a per user global policy with the policy name as 
per-user-global-pc1 for I/O memory with critical threshold values of 90 percent as rising at an interval 
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy per-user-global-pc1 type iosprocess
system
memory io
critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for I/O Memory RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 for I/O memory with critical threshold values of 90 percent as rising at an interval of 12 
seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as rising 
at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold values 
of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 type iosprocess
system
memory io
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring System Global Thresholding Policy for Processor Memory RO

The following example shows how to configure a user system global policy with the policy name as 
system-global-pc1 for processor memory with critical threshold values of 90 percent as rising at an 
interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 
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percent as rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor 
threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval 
of 10 seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
system
memory processor
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring Per User Global Thresholding Policy for Processor Memory RO

The following example shows how to configure a per user global policy with the policy name as 
user-global-pc1 and the resource type as iosprocess for processor memory with critical threshold values 
of 90 percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, 
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an 
interval of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 
10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-global-pc1 type iosprocess
system
memory processor
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring User Local Thresholding Policy for Processor Memory RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 and the resource type as iosprocess for processor memory with critical threshold values 
of 90 percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, 
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an 
interval of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 
10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 type iosprocess
system
memory processor
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring System Global Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a global policy with the policy name as 
system-global-pc1 for interrupt CPU with critical threshold values of 90 percent as rising at an interval 
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
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system
cpu interrupt
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring Per User Global Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a per user global policy with the policy name as 
per-user-global-pc1 and the resource type as iosprocess for interrupt CPU with critical threshold values 
of 90 percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, 
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an 
interval of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 
10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy per-user-global-pc1 type iosprocess
system
cpu interrupt
critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Interrupt CPU RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 and the resource type as iosprocess for interrupt CPU with critical threshold values of 90 
percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, major 
threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an interval 
of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent 
as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 global type iosprocess
system
cpu interrupt
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring System Global Thresholding Policy for Process CPU RO

The following example shows how to configure a global policy with the policy name as 
system-global-pc1 for process CPU with critical threshold values of 90 percent as rising at an interval 
of 12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 15 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
system
cpu process
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 
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Configuring Per User Global Thresholding Policy for Process CPU RO

The following example shows how to configure a per user global policy with the policy name as 
per-user-global-pc1 and the resource type as iosprocess for process CPU with critical threshold values 
of 90 percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, 
major threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an 
interval of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 
10 percent as falling at an interval of 10 seconds: 

configure terminal
resource policy 
resource policy per-user-global-pc1 type iosprocess
system
cpu process
critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Process CPU RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 and the resource type as iosprocess for process CPU with critical threshold values of 90 
percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, major 
threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an interval 
of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent 
as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 global type iosprocess
system
cpu process
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring System Global Thresholding Policy for Total CPU RO

The following example shows how to configure a global policy with the policy name as 
system-global-pc1 for total CPU with critical threshold values of 90 percent as rising at an interval of 
12 seconds, 20 percent as falling at an interval of 10 seconds, major threshold values of 70 percent as 
rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, and minor threshold 
values of 60 percent as rising at an interval of 12 seconds, 10 percent as falling at an interval of 10 
seconds: 

configure terminal
resource policy 
policy system-global-pc1 global
system
cpu total
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Configuring Per User Global Thresholding Policy for Total CPU RO

The following example shows how to configure a per user global policy with the policy name as 
per-user-global-pc1 and the resource type as iosprocess for total CPU with critical threshold values of 
90 percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, major 
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threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an interval 
of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent 
as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy per-user-global-pc1 type iosprocess
system
cpu total
critical rising 90 interval 12 falling 20 interval 10 global
major rising 70 interval 12 falling 15 interval 10 global
minor rising 60 interval 12 falling 10 interval 10 global

Configuring User Local Thresholding Policy for Total CPU RO

The following example shows how to configure a user local policy with the policy name as 
user-local-pc1 and the resource type as iosprocess for total CPU with critical threshold values of 90 
percent as rising at an interval of 12 seconds, 20 percent as falling at an interval of 10 seconds, major 
threshold values of 70 percent as rising at an interval of 12 seconds, 15 percent as falling at an interval 
of 10 seconds, and minor threshold values of 60 percent as rising at an interval of 12 seconds, 10 percent 
as falling at an interval of 10 seconds: 

configure terminal
resource policy 
policy user-local-pc1 type iosprocess
system
cpu total
critical rising 90 interval 12 falling 20 interval 10 
major rising 70 interval 12 falling 15 interval 10 
minor rising 60 interval 12 falling 10 interval 10 

Applying a Policy: Example
The following example shows how to apply a per user thresholding policy for the resource instance 
EXEC, resource user type iosprocess, and policy name policy-test1: 

configure terminal
resource policy 
policy policy-test1 type iosprocess
exit
user EXEC iosprocess policy-test1

The following example shows how to apply a global thresholding policy with the policy name 
global-global-test1: 

configure terminal
resource policy 
policy global-global-test1 global
exit
user global global-global-test1

The following example shows how to apply a group thresholding policy with the group name gr1 and 
resource type as iosprocess: 

configure terminal
resource policy 
policy group-test1 
exit

user group gr1 type iosprocess
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instance http 
policy group-test1

Setting a System Global Thresholding Policy for I/O Memory: Example
The following example shows the configuration of a global memory thresholding policy for I/O memory. 
In this example, the policy is given the name “system-global-io”, and the threshold for critical I/O 
memory usage is defined as being usage of over 90 percent of the globally available I/O memory pool 
for 12 consecutive seconds. 

The critical falling threshold is also defined in this example (less than 20 percent of the globally available 
I/O memory pool for 10 seconds or more); however, only the critical rising level will affect when the 
automatic deallocation procedure is triggered.

configure terminal
resource policy 
policy system-global-io global
system
memory io 
critical rising 90 interval 12 falling 20 interval 10 

Additional References
The following sections provide references related to the Embedded Resource Manager.

Related Documents

Standards

Related Topic Document Title

Cisco IOS commands Cisco IOS Master Commands List, All Releases

Configuration fundamentals commands: complete 
command syntax, command modes, command history, 
defaults, usage guidelines, and examples

Cisco IOS Configuration Fundamentals Command Reference

Network management commands: complete command 
syntax, command modes, command history, defaults, 
usage guidelines, and examples

Cisco IOS Network Management Command Reference

Embedded Event Manager configuration tasks Cisco IOS Embedded Event Manager

Memory Leak Detector Memory Leak Dectector

Standards Title

No new or modified standards are supported by this 
feature. 

—

http://www.cisco.com/en/US/docs/ios/fundamentals/command/reference/cf_book.html
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_eem_overview.html
http://www.cisco.com/en/US/docs/ios/fundamentals/configuration/guide/cf_mem-leak-detect.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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MIBs

RFCs

Technical Assistance

MIBs MIBs Link

CISCO-ERM-MIB.my To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs 

RFCs Title

No new or modified RFCs are supported by this 
feature. 

—

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/cisco/web/support/index.html

http://www.cisco.com/cisco/web/support/index.html
http://www.cisco.com/go/mibs
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Feature Information for Embedded Resource Manager
Table 1 lists the features in this module and provides links to specific configuration information. Only 
features that were introduced or modified in Cisco IOS Release 12.3(14)T or a later release appear in the 
table.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Table  1 Feature Information for Embedded Resource Manager  

Feature Name Releases Feature Information

Embedded Resource Manager 12.3(14)T 
12.2(33)SRB 
12.2(33)SB

The Embedded Resource Manager (ERM) feature allows 
you to monitor internal system resource utilization for finite 
resources such as the buffer, memory, and CPU. ERM 
monitors resource utilization from the perspective of 
various subsystems within the Cisco IOS software such as 
resource owners (ROs) and resource users (RUs). ERM 
allows you to configure threshold values for system 
resources, leading to better insight into system scalability 
and improved system availability.

The following sections provide information about this 
feature:

 • Prerequisites for Embedded Resource Manager, page 2

 • How to Configure Embedded Resource Manager, 
page 8

http://www.cisco.com/go/cfn
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Embedded Resource Manager MIB 15.0(1)M 
12.2(33)SRB 
12.2(33)SB

The ERM MIB feature introduces MIB support for the 
Embedded Resource Manager (ERM) feature. The ERM 
feature tracks resource usage information for every 
registered resource owner and resource user. ERM ensures 
efficient usage of available resources.The ERM MIB feature 
allows you to monitor the usage of resources by gathering 
resource usage information using MIB objects. The network 
manager can use the information collected by the ERM MIB 
objects to ensure the optimal use of the resources.

The following command was introduced by this feature: 
snmp-server enable traps resource-policy.

Packet Memory Reclamation 12.4(6)T 
12.2(33)SRE

The Packet Memory Reclamation functionality utilizes the 
ERM infrastructure to cleanup and reclaim leaked 
Cisco IOS packet memory using the Memory Leak Detector 
process (sometimes referred to as the “Garbage Detection” 
or “GD” process).

The following section provides information about this 
feature:

 • Memory Resource Owner, page 5

Table 1 Feature Information for Embedded Resource Manager (continued)

Feature Name Releases Feature Information
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Glossary
CPUHOG—Each process is allocated a quantum of time, which is equivalent to 200 ms. If a process is 
running for more than 2 seconds, the process is hogging the CPU. This condition is called CPUHOG.

RM—resource usage monitors. Applications that wants to monitor resource utilization of resources by 
the resource users.

RO—resource owners. Provides resources to the resource users. For example, CPU, buffer, memory and 
so on.

RU—resource users. Applications or clients (like HTTP, SNMP, telnet, and so on) that use the resources 
and receive notifications to throttle when thresholds exceed the current values. 

CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase, 
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, 
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks; 
Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, 
and One Million Acts of Green are service marks; and Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, 
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Lumin, Cisco Nexus, 
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, Continuum, EtherFast, 
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, IOS, iPhone, IronPort, the IronPort logo, Laser Link, LightStream, 
Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY, PowerPanels, PowerTV, 
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are 
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any 
examples, command display output, network topology diagrams, and other figures included in the document are shown for illustrative purposes only. 
Any use of actual IP addresses or phone numbers in illustrative content is unintentional and coincidental 
 
© 2004–2009 Cisco Systems, Inc. All rights reserved.
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HTTP 1.1 Web Server and Client

First Published: November 20, 2006
Last Updated: September 07, 2009

The HTTP 1.1 Web Server and Client feature provides a consistent interface for users and applications 
by implementing support for HTTP 1.1 in Cisco IOS software-based devices. When combined with the 
HTTPS feature, the HTTP 1.1 Web Server and Client feature provides a complete, secure solution for 
HTTP services between Cisco devices.

This module describes the concepts and the tasks related to configuring the HTTP 1.1 Web Server and 
Client feature.

Finding Feature Information
Your software release may not support all the features documented in this module. For the latest feature 
information and caveats, see the release notes for your platform and software release. To find information 
about the features documented in this module, and to see a list of the releases in which each feature is 
supported, see the “Feature Information for the HTTP 1.1 Web Server and Client” section on page 11.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.

Contents
 • Information About the HTTP 1.1 Web Server and Client, page 2

 • How to Configure HTTP 1.1 Web Server and Client, page 3

 • Configuration Examples for HTTP 1.1 Web Server, page 7

 • Where to Go Next, page 8

 • Additional References, page 9

 • Feature Information for the HTTP 1.1 Web Server and Client, page 11

http://www.cisco.com/go/cfn
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Information About the HTTP 1.1 Web Server and Client
This feature updates the Cisco implementation of the Hypertext Transfer Protocol (HTTP) from 1.0 to 
1.1. The HTTP server allows features and applications, such as the Cisco web browser user interface, to 
be run on your routing device.

The Cisco implementation of HTTP 1.1 is backward-compatible with previous Cisco IOS releases. If 
you are currently using configurations that enable the HTTP server, no configuration changes are 
needed, as all defaults remain the same.

The process of enabling and configuring the HTTP server also remains the same as in previous releases. 
Support for Server Side Includes (SSIs) and HTML forms has not changed. Additional configuration 
options, in the form of the ip http timeout-policy  command and the ip http max-connections 
command, have been added. These options allow configurable resource limits for the HTTP server. If 
you do not use these optional commands, the default policies are used.

Remote applications may require that you enable the HTTP server before using them. Applications that 
use the HTTP server include:

 • Cisco web browser user interface, which uses the Cisco IOS Homepage Server, HTTP-based EXEC 
Server, and HTTP IOS File System (IFS) Server

 • VPN Device Manager (VDM) application, which uses the VDM Server and the XML Session 
Manager (XSM)

 • QoS Device Manager (QDM) application, which uses the QDM Server

 • IP Phone and Cisco IOS Telephony Service applications, which use the ITS Local Directory Search 
and IOS Telephony Server (ITS)

No Cisco applications use the HTTP Client in Cisco IOS Release 12.2(15)T.

About HTTP Server General Access Policies
The ip http timeout-policy  command allows you to specify general access characteristics for the server 
by configuring a value for idle time, connection life, and request maximum. By adjusting these values 
you can configure a general policy; for example, if you want to maximize throughput for HTTP 
connections, you should configure a policy that minimizes connection overhead. You can configure this 
type of policy by specifying large values for the life and request options so that each connection stays 
open longer and more requests are processed for each connection. 

Another example would be to configure a policy that minimizes the response time for new connections. 
You can configure this type of policy by specifying small values for the life and request options so that 
the connections are quickly released to serve new clients.

A throughput policy would be better for HTTP sessions with dedicated management applications, as it 
would allow the application to send more requests before the connection is closed, while a response time 
policy would be better for interactive HTTP sessions, as it would allow more people to connect to the 
server at the same time without having to wait for connections to become available.

In general, you should configure these options as appropriate for your environment. The value for the 
idle option should be balanced so that it is large enough not to cause an unwanted request or response 
timeout on the connection, but small enough that it does not hold a connection open longer than 
necessary.
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Access security policies for the HTTP server are configured using the ip http authentication command, 
which allows only selective users to access the server, the ip http access-class command, which allows 
only selective IP hosts to access the server, and the ip http accounting commands command, which 
specifies a particular command accounting method for HTTP server users.

How to Configure HTTP 1.1 Web Server and Client
This section contains the following tasks:

 • Configuring the HTTP 1.1 Web Server, page 3

 • Configuring the HTTP Client, page 6

Configuring the HTTP 1.1 Web Server
Perform this task to enable the HTTP server and configure optional server characteristics. The HTTP 
server is disabled by default.

Note If you want to configure authentication (step 4), you must configure the authentication type before you 
begin configuring the HTTP 1.1 web server.

SUMMARY STEPS

1. enable 

2. configure terminal 

3. ip http server 

4. ip http authentication {aaa | enable | local | tacacs} (optional)

5. ip http accounting commands level { default | named-accounting-method-list} (optional)

6. ip http port port-number (optional)

7. ip http path url (optional)

8. ip http access-class access-list-number (optional)

9. ip http max-connections value (optional)

10. ip http timeout-policy  idle seconds life seconds requests value (optional)

DETAILED STEPS

Command or Action Purpose

Step 1 enable  

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal  

Example:
Router# configure terminal

Enters global configuration mode.
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Step 3 ip http server  

Example:
Router(config)# ip http server

Enables the HTTP 1.1 server, including the Cisco web 
browser user interface.

Note If you are enabling the HTTP over Secure Socket 
Layer (HTTPS) server using the ip http 
secure-server command, you should disable the 
standard HTTP server using the no ip http server 
command. This command is required to ensure only 
secure connections to the server.

Step 4 ip http authentication  { aaa  | enable  | local  | 
tacacs }

Example:
Router(config)# ip http authentication local

(Optional) Specifies the authentication method to be used 
for login when a client connects to the HTTP server. The 
methods for authentication are:

aaa—Indicates that the authentication method used for the 
AAA login service (specified by the aaa authentication 
login default command) should be used for authentication. 

enable—Indicates that the “enable” password should be 
used for authentication. (This is the default method.)

local —Indicates that the login user name, password and 
privilege level access combination specified in the local 
system configuration (by the username global 
configuration command) should be used for authentication 
and authorization.

tacacs—Indicates that the TACACS (or XTACACS) server 
should be used for authentication. 

Step 5 ip http accounting commands  level  { default  | 
named-accounting-method-list }

Example:
Router(config)# ip http accounting commands 15 
default

(Optional) Specifies a particular command accounting 
method for HTTP server users.

Command accounting for HTTP and HTTPS is 
automatically enabled when authentication, authorization, 
and accounting (AAA) is configured on the device. It is not 
possible to disable accounting for HTTP and HTTPS. HTTP 
and HTTPS will default to using the global AAA default 
method list for accounting. The CLI can be used to 
configure HTTP and HTTPS to use any predefined AAA 
method list.

level—Valid privilege level entries are integers from 0 to 
15.

default—Indicates the default accounting method list 
configured by the aaa accounting commands CLI.

named-accounting-method-list—Indicates the name of the 
predefined command accounting method list.

Step 6 ip http port  port-number  

Example:
Router(config)# ip http port 8080

(Optional) Specifies the server port that should be used for 
HTTP communication (for example, for the Cisco web 
browser user interface).

Command or Action Purpose
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Step 7 ip http path url  

Example:
Router(config)# ip http path slot1:

(Optional) Sets the base HTTP path for HTML files. The 
base path is used to specify the location of the HTTP server 
files (HTML files) on the local system. Generally, the 
HTML files are located in system flash memory.

Step 8 ip http access-class  access-list-number  

Example:
Router(config)# ip http access-class 20

(Optional) Specifies the access list that should be used to 
allow access to the HTTP server.

Step 9 ip http max-connections  value  

Example:
Router(config)# ip http max-connections 10

(Optional) Sets the maximum number of concurrent 
connections to the HTTP sever that will be allowed. The 
default value is 5. 

Step 10 ip http timeout-policy idle  seconds  life  
seconds  requests  value  

Example:
Router(config)#  ip http timeout-policy idle 30 
life 120 requests 100

(Optional) Sets the characteristics that determine how long 
a connection to the HTTP server should remain open. The 
characteristics are:

idle—The maximum number of seconds the connection will 
be kept open if no data is received or response data cannot 
be sent out on the connection. Note that a new value may not 
take effect on any already existing connections. If the server 
is too busy or the limit on the life time or the number of 
requests is reached, the connection may be closed sooner. 
The default value is 180 seconds (3 minutes).

life—The maximum number of seconds the connection will 
be kept open, from the time the connection is established. 
Note that the new value may not take effect on any already 
existing connections. If the server is too busy or the limit on 
the idle time or the number of requests is reached, it may 
close the connection sooner. Also, since the server will not 
close the connection while actively processing a request, the 
connection may remain open longer than the specified life 
time if processing is occurring when the life maximum is 
reached. In this case, the connection will be closed when 
processing finishes. The default value is 180 seconds (3 
minutes). The maximum value is 86400 seconds (24 hours).

requests—The maximum limit on the number of requests 
processed on a persistent connection before it is closed. 
Note that the new value may not take effect on already 
existing connections. If the server is too busy or the limit on 
the idle time or the life time is reached, the connection may 
be closed before the maximum number of requests are 
processed. The default value is 1. The maximum value 
is 86400. 

Command or Action Purpose
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Configuring the HTTP Client
Perform this task to enable the HTTP client and configure optional client characteristics. 

The standard HTTP 1.1 client and the secure HTTP client are always enabled. No commands exist to 
disable the HTTP client. For information about configuring optional characteristics for the HTTPS 
client, see the HTTPS-HTTP Server and Client with SSL 3.0, Release 12.2(15)T, feature module. 

SUMMARY STEPS

1. enable

2. configure terminal

3. ip http client cache {ager interval minutes | memory { file file-size-limit | pool pool-size-limit}

4. ip http client connection { forceclose | idle timeout seconds | retry count | timeout seconds}

5. ip http client password password

6. ip http client proxy-server proxy-name proxy-port port-number

7. ip http client response timeout seconds

8. ip http client source-interface type number

9. ip http client username username

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip http client cache  { ager  interval  minutes  | 
memory { file  file-size-limit  | pool  
pool-size-limit } 

Example:
Router(config)# ip http client cache memory 
file 5

Configures HTTP client cache.

Step 4 ip http client connection  { forceclose  | idle  
timeout  seconds  | retry  count  | 
timeout  seconds }

Example:
Router(config)# ip http client connection 
timeout 10

Configures an HTTP client connection. 
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Configuration Examples for HTTP 1.1 Web Server
This section provides the following configuration examples:

 • Configuring the HTTP 1.1 Web Server: Example, page 7

 • Verifying HTTP Connectivity, page 8

Configuring the HTTP 1.1 Web Server: Example
The following example shows a typical configuration that enables the server and sets some of the 
characteristics:

ip http server
ip http authentication aaa
ip http accounting commands 15 default
ip http path flash:
ip access-list standard 20 
 permit 209.165.202.130 0.0.0.255 
 permit 209.165.201.1 0.0.255.255 
 permit 209.165.200.225 0.255.255.255 
! (Note: all other access implicitly denied)
 end 
ip http access-class 10
ip http max-connections 10

Step 5 ip http client password  password

Example:
Router(config)# ip http client password pswd1

Configures the default password used for connections to 
remote HTTP servers.

Step 6 ip http client proxy-server  proxy-name  
proxy-port  port-number

Example:
Router(config)# ip http client proxy-server 
server1 proxy-port 52

Configures an HTTP proxy server.

Step 7 ip http client response  timeout  seconds

Example:
Router(config)# ip http client response 
timeout  60

Specifies the timeout value, in seconds, that the HTTP 
client waits for a response from the server.

Step 8 ip http client source-interface  type number

Example:
Router(config)# ip http client source-interface 
ethernet1/0

Configures a source interface for the HTTP client.

Step 9 ip http client username  username

Example:
Router(config)# ip http client user1 

Configures the default username used for connections to 
remote HTTP servers.

Command or Action Purpose
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ip http accounting commands 1 oneacct

In the following example, a Throughput timeout policy is applied. This configuration would allow each 
connection to be idle a maximum of 30 seconds (approximately). Each connection will remain open (be 
“alive”) until either the HTTP server has been busy processing requests for approximately 2 minutes 
(120 seconds) or until approximately100 requests have been processed.

ip http timeout-policy idle 30 life 120 requests 100 

In the following example, a Response Time timeout policy is applied. This configuration would allow 
each connection to be idle a maximum of 30 seconds (approximately). Each connection will be closed 
as soon as the first request has been processed.

ip http timeout-policy idle 30 life 30 requests 1 

Verifying HTTP Connectivity
To verify remote connectivity to the HTTP server, enter the system IP address in a web browser, followed 
by a colon and the appropriate port number (80 is the default port number).

For example, if the system IP address is 209.165.202.129 and the port number is 8080, enter 
http://209.165.202.129:8080 as the URL in a web browser.

If HTTP authentication is configured, a login dialog box will appear. Enter the appropriate username and 
password. If the default login authentication method of “enable” is configured, you may leave the 
username field blank, and use the “enable” password to log in.

The system home page should appear in your browser.

Where to Go Next
For information about secure HTTP connections using Secure Sockets Layer (SSL) 3.0, refer to the 
HTTPS - HTTP with SSL 3.0, Release 12.2(15)T, feature module at: 
http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftsslsht.html

http://www.cisco.com/en/US/docs/ios/12_2t/12_2t15/feature/guide/ftsslsht.html
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Additional References
The following sections provide references related to the HTTP 1.1 Web Server and Client.

Related Documents

Standards

MIBs

RFCs

The Cisco implementation of the HTTP version 1.1 supports a subset of elements defined in RFC 2616. 
Following is a list of supported RFC 2616 headers:

 • Allow (Only GET, HEAD, and POST methods are supported)

 • Authorization, WWW-Authenticate - Basic authentication only

 • Cache-control 

 • Chunked Transfer Encoding

 • Connection close

Related Topic Document Title

HTTPS  • HTTPS—HTTP with SSL 3.0 feature module

 • Firewall Support of HTTPS Authentication Proxy feature module

HTTP commands Cisco IOS Network Management Command Reference

Standard Title

No specific standards are supported by this feature. 
Note that HTTP 1.1, as defined in RFC 2616, is 
currently classified as a “Standards Track” document 
by the IETF.

—

MIB MIBs Link

 • No specific MIBs are supported for this feature.To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

RFC1

1. Not all supported RFCs are listed.

Title

RFC 2616 Hypertext Transfer Protocol -- HTTP/1.1

http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_https_sc_ssl3.html
http://www.cisco.com/en/US/docs/ios/sec_user_services/configuration/guide/sec_fwall_https_prxy.html
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
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 • Content-Encoding

 • Content-Language

 • Content-Length

 • Content-Type

 • Date, Expires

 • Location

Technical Assistance

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for the HTTP 1.1 Web Server and Client
Table 1 lists the features in this module and provides links to specific configuration information. Only 
features that were introduced or modified in Cisco IOS Release 12.4T or Cisco IOS Release 12.2SR or 
a later release appear in the table.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

http://www.cisco.com/go/cfn
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Table  1 Feature Information for HTTP 1.1 Web Server and Client  

Feature Name Releases Feature Information

HTTP 1.1 Web Server and Client 12.2(15)T 
12.4(15)T 
12.2(33)SRC 
12.2(33)SB

The HTTP 1.1 Web Server and Client feature provides a 
consistent interface for users and applications by 
implementing support for HTTP 1.1 in Cisco IOS 
software-based devices. When combined with the HTTPS 
feature, the HTTP 1.1 Web Server and Client feature 
provides a complete, secure solution for HTTP services 
between Cisco devices.

This entire module provides information about this feature. 

The following commands were introduced or modified by 
this feature: debug ip http all, debug ip http client, ip http 
access-class, ip http authentication, ip http client cache, 
ip http client connection, ip http client password, ip http 
client proxy-server, ip http client response timeout, ip 
http client source-interface, ip http client username, ip 
http max-connections, ip http path , ip http port , ip http 
server, ip http timeout-policy, show ip http client, show 
ip http client connection, show ip http client history, 
show ip http client session-module, show ip http server, 
show ip http server secure status.

HTTP TACAC+ Accounting Support 12.4(15)T 
12.2(33)SRC 
12.2(33)SB

The HTTP TACAC+ Accounting Support feature introduces 
the ip http accounting commands command. This 
command is used to specify a particular command 
accounting method for HTTP server users. Command 
accounting provides information about the commands for a 
specified privilege level that are being executed on a device. 
Each command accounting record corresponds to one IOS 
command executed at its respective privilege level, as well 
as the date and time the command was executed, and the 
user who executed it. The following sections provide 
information about this feature:

 • Configuring the HTTP 1.1 Web Server, page 3

The following commands were introduced or modified by 
this feature: ip http accounting commands.
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HTTPS—HTTP Server and Client with SSL 3.0

First Published: March 31, 2003
Last Updated: September 07, 2009

The HTTPS—HTTP Server and Client with SSL 3.0 feature provides Secure Socket Layer (SSL) 
version 3.0 support for the HTTP 1.1 server and HTTP 1.1 client within Cisco IOS software. SSL 
provides server authentication, encryption, and message integrity to allow secure HTTP 
communications. SSL also provides HTTP client authentication. HTTP over SSL is abbreviated as 
HTTPS. 

Finding Feature Information
Your software release may not support all the features documented in this module. For the latest feature 
information and caveats, see the release notes for your platform and software release. To find information 
about the features documented in this module, and to see a list of the releases in which each feature is 
supported, see the “Feature Information for HTTPS—HTTP Server and Client with SSL 3.0” section on 
page 16.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.

Contents
 • Prerequisites for HTTPS—HTTP Server and Client with SSL 3.0, page 2

 • Restrictions for HTTPS—HTTP Server and Client with SSL 3.0, page 2

 • Information About HTTPS—HTTP Server and Client with SSL 3.0, page 2

 • How to Configure the HTTPS—HTTP Server and Client with SSL 3.0, page 4

 • Configuration Examples for the HTTPS—HTTP Server and Client with SSL 3.0 feature, page 13

 • Additional References, page 14

 • Feature Information for HTTPS—HTTP Server and Client with SSL 3.0, page 16

http://www.cisco.com/go/cfn
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 • Glossary, page 17

Prerequisites for HTTPS—HTTP Server and Client with SSL 3.0 
To enable secure HTTP connections (encryption) without a configured certificate authority trustpoint, 
you must first ensure that each device has the key (such as a Rivest, Shamir, and Adleman [RSA] public 
key or a shared key) of the other device. In most cases, an RSA key pair will be generated automatically. 
The RSA key pair is used for creating a self-signed certificate (which is also generated automatically).

Restrictions for HTTPS—HTTP Server and Client with SSL 3.0 
The HTTPS—HTTP Server and Client with SSL 3.0 feature is available only in Cisco IOS software 
images that support SSL. SSL is supported in “IPSec 56” (contains “k8” in the image name) and “IPSec 
3DES” images (contains “k9” in the image name). “IPSec 56” images provide up to 64-bit encryption, 
“IPSec 3 DES” images provide greater than 64-bit encryption. The following CipherSuites are supported 
in IPSec Data Encryption Standard (DES) images:

 • SSL_RSA_WITH_RC4_128_MD5—RSA key exchange (RSA Public Key Cryptography) with RC4 
128-bit encryption and message digest algorithm 5 (MD5) for message digest

 • SSL_RSA_WITH_RC4_128_SHA—RSA key exchange with RC4 128-bit encryption and Secure 
Hash Algorithm (SHA) for message digest

 • SSL_RSA_WITH_3DES_EDE_CBC_SHA—RSA key exchange with 3DES and DES-EDE3-CBC 
for message encryption and SHA for message digest

 • SSL_RSA_WITH_DES_CBC_SHA—RSA key exchange with DES-CBC for message encryption 
and SHA for message digest

For IPSec 56 images, only the SSL_RSA_WITH_DES_CBC_SHA CipherSuite is supported. For further 
details on these CipherSuites, see the SSL Protocol Version 3.0 Internet-Draft document (see the 
“Additional References” section on page 14).

RSA (in conjunction with the specified encryption and digest algorithm combinations) is used for both 
key generation and authentication on SSL connections. This usage is independent of whether a certificate 
authority (CA) trustpoint is configured.

Information About HTTPS—HTTP Server and Client with SSL 3.0
To configure the HTTP with SSL 3.0 (HTTPS) feature, you should understand the following concepts:

 • Secure HTTP Server and Secure HTTP Client, page 2

 • Certificate Authority Trustpoints, page 3

 • CipherSuites, page 3

Secure HTTP Server and Secure HTTP Client
A secure HTTP connection means that data sent to and received from an HTTP server are encrypted 
before being sent out over the Internet. HTTP with SSL encryption provides a secure connection to allow 
such functions as configuring a router from a web browser. Cisco’s implementation of the secure HTTP 
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server and secure HTTP client uses an implementation of the SSL version 3.0. Application layer 
encryption provides an alternative to older methods such as having to set up a tunnel to the HTTP server 
for remote management. HTTP over SSL is abbreviated as HTTPS; the URL of a secure connection will 
begin with https:// instead of http://.

The Cisco IOS HTTP secure server’s primary role is to listen for HTTPS requests on a designated port 
(the default HTTPS port is 443) and to pass the request to the HTTP 1.1 web server. The HTTP 1.1 server 
processes requests and passes responses (served pages) back to the HTTP secure server, which, in turn, 
responds to the original request.

The Cisco IOS HTTP secure client’s primary role is to respond to Cisco IOS application requests for 
HTTPS User Agent services, perform HTTPS User Agent services on the application’s behalf, and pass 
the response back to the application.

Certificate Authority Trustpoints
Certificate authorities (CAs) are responsible for managing certificate requests and issuing certificates to 
participating IPSec network devices. These services provide centralized security key and certificate 
management for the participating devices. Specific CA servers are referred to as “trustpoints.”

The HTTPS server provides a secure connection by providing a certified X.509v3 certificate to the client 
when a connection attempt is made. The certified X.509v3 certificate is obtained from a specified CA 
trustpoint. The client (usually a web browser), in turn, has a public key that allows it to authenticate the 
certificate. 

Configuring a CA trustpoint is highly recommended for secure HTTP connections. However, if a CA 
trustpoint is not configured for the routing device running the HTTPS server, the server will certify itself 
and generate the needed RSA key pair. Because a self-certified (self-signed) certificate does not provide 
adequate security, the connecting client will generate a notification that the certificate is self-certified, 
and the user will have the opportunity to accept or reject the connection. This option is available for 
internal network topologies (such as testing).

The HTTPS—HTTP Server and Client with SSL 3.0 feature also provides an optional command (ip http 
secure-client-auth) that, when enabled, has the HTTPS server request an X.509v3 certificate from the 
client. Authenticating the client provides more security than server authentication by itself.

For additional information on certificate authorities, see the “Configuring Certification Authority 
Interoperability” chapter in the Cisco IOS Security Configuration Guide.

CipherSuites
A CipherSuite specifies the encryption algorithm and digest algorithm to use on an SSL connection. Web 
browsers offer a list of supported CipherSuites when connecting to the HTTPS server, and the client and 
server will negotiate the best encryption algorithm to use from those that are supported by both. For 
example, Netscape Communicator 4.76 supports U.S. security with RSA Public Key Cryptography, 
MD2, MD5, RC2-CBC, RC4, DES-CBC, and DES-EDE3-CBC.

For the best possible encryption, you should use a browser that supports 128-bit encryption, such as 
Microsoft Internet Explorer version 5.5 (or later), or Netscape Communicator version 4.76 (or later). The 
SSL_RSA_WITH_DES_CBC_SHA CipherSuite provides less security than the other CipherSuites, 
because it does not offer 128-bit encryption.

In terms of router processing load (speed), the following list ranks the CipherSuites from fastest to 
slowest (slightly more processing time is required for the more secure and more complex CipherSuites):

1. SSL_RSA_WITH_DES_CBC_SHA 
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2. SSL_RSA_WITH_RC4_128_MD5 

3. SSL_RSA_WITH_RC4_128_SHA 

4. SSL_RSA_WITH_3DES_EDE_CBC_SHA 

How to Configure the HTTPS—HTTP Server and Client with 
SSL 3.0

To configure the HTTPS—HTTP Server and Client with SSL 3.0 feature, complete the procedures in the 
following sections:

 • Declaring a Certificate Authority Trustpoint, page 4

 • Configuring the HTTPS Server with SSL 3.0, page 7

 • Providing Additional Security and Efficiency, page 9

 • Configuring the HTTPS Client with SSL 3.0, page 11

Declaring a Certificate Authority Trustpoint
Configuring a CA trustpoint is highly recommended for secure HTTP connections. The certified 
X.509v3 certificate for the secure HTTP server (or client) is obtained from the specified CA trustpoint. 
If you do not declare a CA trustpoint, then a self-signed certificate will be used for secure HTTP 
connections. The self-signed certificate is generated automatically.

SUMMARY STEPS

1. enable

2. configure terminal

3. hostname name

4. ip domain-name name ip domain name 

5. crypto key generate rsa usage-keys

6. crypto ca trustpoint name

7. enrollment url url

8. enrollment http-proxy host-name port-number

9. crl  { query url | optional | best-effort} 

10. primary 

11. exit 

12. crypto ca authenticate name

13. crypto ca enrollment name

14. copy running-config startup-config 
or 
copy system:running-config nvram:startup-config
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DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 hostname  name 

Example:
Router(config)# hostname Router

Specifies the hostname of the router.

 • This step is needed only if you have not previously configured 
a hostname for your router. The hostname is required because a 
fully qualified domain name is needed for security keys and 
certificates.

Step 4 ip domain-name  name 

Example:
Router(config)# ip domain-name 
example.com

Specifies the IP domain name of the router.

 • This step is needed only if you have not previously configured 
an IP domain name for your router. The domain name is 
required because a fully qualified domain name is needed for 
security keys and certificates.

Step 5 crypto key generate rsa  usage-keys  

Example:
Router(config)# crypto key generate rsa 
usage-keys

(Optional) Generates an RSA key pair. 

 • The usage-keys keyword specifies that two RSA special-usage 
key pairs should be generated (that is, one encryption pair and 
one signature pair) instead of one general-purpose key pair. 

 • RSA key pairs are used to sign and encrypt Internet key 
exchange (IKE) key management messages and are required 
before you can obtain a certificate for your router.

 • RSA key pairs are generated automatically. This command can 
be used to regenerate the keys, if needed.

Note There are other keywords and arguments for this command, 
but they do not pertain to this feature.

Step 6 crypto ca trustpoint  name 

Example:
Router(config)# crypto ca trustpoint TP1

Specifies a local configuration name for the CA trustpoint and 
enters CA trustpoint configuration mode.

Note The crypto ca identity command was replaced by the 
crypto ca trustpoint command in Cisco IOS 
Release 12.2(8)T.

Step 7 enrollment url  url  

Example:
Router(ca-trustpoint)# enrollment url 
http://example.com

Specifies a URL of the CA where your router should send certificate 
requests.

 • If you are using Simple Certificate Enrollment Protocol (SCEP) 
for enrollment, the URL argument must be in the form 
http:// CA-name, where CA-name is the host Domain Name 
System (DNS) name or IP address of the CA trustpoint. 
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Step 8 enrollment http-proxy  host-name  
port-number  

Example:
Router(ca-trustpoint)# enrollment 
http-proxy example.com 8080

(Optional) Configures the router to obtain certificates from the CA 
through an HTTP proxy server. 

Step 9 crl  { query  url  | optional  | best-effort }

Example:
Router(ca-trustpoint)# crl query 
ldap://example.com

Configures the router to request a certificate revocation list (CRL), 
make CRL checking optional, or perform CRL checking on a 
“best-effort” basis.

 • CRLs ensure that the certificate of the peer has not been 
revoked.

 • The crl optional  command configures the router to accept 
certificates even if the appropriate CRL cannot be downloaded.

 • Use the crl query url command to specify the Lightweight 
Directory Access Protocol (LDAP) URL of the CA server; for 
example, ldap://another-server. 

Step 10 primary  

Example:
Router(ca-trustpoint)# primary 

(Optional) Specifies that this trustpoint should be used as the 
primary (default) trustpoint for CA requests.

 • Use this command if more than one CA trustpoint will be 
configured on this router.

Step 11 exit  

Example:
Router(ca-trustpoint)# exit

Exits CA trustpoint configuration mode and returns to global 
configuration mode.

Step 12 crypto ca authenticate  name

Example:
Router(config)# crypto ca authenticate 
TP1

Authenticates the CA by getting the public key of the CA. 

 • Use the same name that you used when declaring the CA in the 
crypto ca trustpoint command. 

Step 13 crypto ca enrollment  name 

Example:
Router(config)# crypto ca enrollment TP1

Obtains the certificate from the specified CA trustpoint.

 • This command requests a signed certificate from the CA for 
each RSA key pair.

Step 14 copy running-config startup-config
or

copy system:running-config 
nvram:startup-config  

Example:
Router(config)# copy running-config 
startup-config

Saves the configuration to NVRAM.

 • This command is required to save the certificates into NVRAM. 
If not used, the certificates would be lost at router reload.

Note To execute EXEC mode commands in global configuration 
mode, you can add the do keyword before the command. For 
example, instead of copy running-config startup-config, 
you could enter do copy running-config startup-config.

Command or Action Purpose
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Configuring the HTTPS Server with SSL 3.0
To disable the standard HTTP server and configure the HTTPS server with SSL 3.0, complete the 
procedure in this section.

Prerequisites

If a certificate authority is to be used for certification, you should declare the CA trustpoint on the 
routing device before enabling the secure HTTP server. 

SUMMARY STEPS

1. enable 

2. show ip http server status 

3. configure terminal 

4. no ip http server 

5. ip http secure-server 

6. ip http secure-port port-number

7. ip http secure-ciphersuite [3des-ede-cbc-sha] [ rc4-128-sha] [ rc4-128-md5] [des-cbc-sha] 

8. ip http secure-client-auth 

9. ip http secure-trustpoint name

10. end 

11. show ip http server secure status 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 Router# show ip http server status  

Example:
Router# show ip http server status

(Optional) Displays the status of the HTTP server. 

 • If you are unsure whether the secure HTTP server is supported in the 
software image you are running, enter this command and look for 
the line “HTTP secure server capability: {Present | Not present}”.

 • This command displays the status of the standard HTTP server 
(enabled or disabled).

Step 3 configure  terminal  

Example:
Router# configure terminal 

Enters global configuration mode.
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Step 4 no ip http server  

Example:
Router(config)# no ip http server

Disables the standard HTTP server.

Note When enabling the HTTPS server you should always disable the 
standard HTTP server to prevent insecure connections to the 
same services. This is a precautionary step (typically, the HTTP 
server is disabled by default).

Step 5 ip http secure-server  

Example:
Router(config)# ip http 
secure-server

Enables the HTTPS server.

Step 6 ip http secure-port  port-number  

Example:
Router(config)# ip http secure-port 
1025

(Optional) Specifies the port number that should be used for the HTTPS 
server. The default port number is 443. Valid options are 443 or any 
number in the range 1025 to 65535.

Step 7 ip http secure-ciphersuite  
[ 3des-ede-cbc-sha ] [ rc4-128-sha ] 
[ rc4-128-md5 ] [ des-cbc-sha ] 

Example:
Router(config)# ip http 
secure-ciphersuite rc4-128-sha 
rc4-128-md5 

(Optional) Specifies the CipherSuites (encryption algorithms) that 
should be used for encryption over the HTTPS connection. 

 • This command allows you to restrict the list of CipherSuites that the 
server offers the connecting clients. For example, you may want to 
allow only the most secure CipherSuite to be used. 

 • Unless you have a reason to specify the CipherSuites that should be 
used, or you are unfamiliar with the details of these CipherSuites, 
you should leave this command unconfigured and let the server and 
client negotiate the CipherSuite that they both support (this is the 
default). 

Step 8 ip http secure-client-auth  

Example:
Router(config)# ip http 
secure-client-auth

(Optional) Configures the HTTP server to request an X.509v3 certificate 
from the client in order to authenticate the client during the connection 
process.

 • In the default connection and authentication process, the client 
requests a certificate from the HTTP server, but the server does not 
attempt to authenticate the client. Authenticating the client provides 
more security than server authentication by itself, but not all clients 
may be configured for CA authentication. 

Step 9 ip http secure-trustpoint  name

Example:
Router(config)# ip http 
secure-trustpoint trustpoint-01

Specifies the CA trustpoint that should be used to obtain an X.509v3 
security certificate and to authenticate the connecting client’s certificate. 

 • Use of this command assumes you have already declared a CA 
trustpoint using the crypto ca trustpoint command and associated 
submode commands.

 • Use the same trustpoint name that you used in the associated crypto 
ca trustpoint command.

Command or Action Purpose
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Verifying the Configuration of the HTTPS Server

To verify the configuration of the HTTPS server, connect to the router running the HTTPS server with a 
web browser by entering https://url, where url is the IP address or hostname of the router. Successful 
connection using the https prefix (instead of the standard http ) indicates that the HTTPS server is 
configured properly. If a port other than the default port is configured (using the ip http secure-port 
command), you must also specify the port number after the URL. For example: 

https://209.165.202.129:1026 
or

https://host.domain.com:1026 

Generally, you can verify that the HTTPS server is configured and that you have a secure connection by 
locating an image of a padlock at the bottom of your browser window. Also note that secure HTTP 
connections have a URL that starts with “https:” instead of “http:”.

Providing Additional Security and Efficiency
The configuration of the standard HTTP server applies to the secure HTTP server as well. To provide 
additional security and efficiency to both the standard HTTP server and the HTTPS server, complete the 
procedure in this section. 

SUMMARY STEPS

1. enable

2. configure terminal

3. ip http path path-name

4. ip http access-class access-list-number

5. ip http max-connections value

6. ip http timeout-policy  idle seconds life seconds requests value

Step 10 end  

Example:
Router(config)# end

Ends the current configuration session and returns you to privileged 
EXEC mode.

Step 11 show ip http server secure status  

Example:
Router# show ip http server secure 
status

Displays the status of the HTTP secure server configuration.

Command or Action Purpose
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DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal  

Example:
Router# configure terminal 

Enters global configuration mode.

Step 3 ip http path  path-name  

Example:
Router(config)# ip http path slot1:

(Optional) Sets the base HTTP path for HTML files. 

 • The base path is used to specify the location of the HTTP server 
files (HTML files) on the local system. Generally, the HTML 
files are located in system flash memory.

Step 4 ip http access-class access-list-number

Example:
Router(config)# ip http access-class 20

(Optional) Specifies the access list that should be used to allow 
access to the HTTP server.

Step 5 ip http max-connections  value  

Example:
Router(config)# ip http max-connections 
10

(Optional) Sets the maximum number of concurrent connections to 
the HTTP server that will be allowed. The default value is 5. 
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Configuring the HTTPS Client with SSL 3.0
To configure the HTTPS client with SSL 3.0, complete the procedure in this section.

Prerequisites

The standard HTTP client and the secure HTTP client are always enabled.

A certificate authority is required for secure HTTP client certification; the following steps assume that 
you have previously declared a CA trustpoint on the routing device. If a CA trustpoint is not configured, 
and the remote HTTPS server requires client authentication, connections to the secure HTTP client will 
fail.

SUMMARY STEPS

1. enable

2. configure terminal

3. ip http client secure-trustpoint trustpoint-name

Step 6 ip http timeout-policy idle  seconds  
life  seconds  requests  value  

Example:
Router(config)# ip http timeout-policy 
idle 30 life 120 requests 100 

(Optional) Sets the characteristics that determine how long a 
connection to the HTTP server should remain open. The 
characteristics are:

 • idle—The maximum number of seconds the connection will be 
kept open if no data is received or response data cannot be sent 
out on the connection. Note that a new value may not take effect 
on any already existing connections. If the server is too busy or 
the limit on the life time or the number of requests is reached, 
the connection may be closed sooner. The default value is 
180 seconds (3 minutes).

 • life—The maximum number of seconds the connection will be 
kept open, from the time the connection is established. Note that 
the new value may not take effect on any already existing 
connections. If the server is too busy or the limit on the idle time 
or the number of requests is reached, it may close the connection 
sooner. Also, because the server will not close the connection 
while actively processing a request, the connection may remain 
open longer than the specified life time if processing is occurring 
when the life maximum is reached. In this case, the connection 
will be closed when processing finishes. The default value is 
180 seconds (3 minutes). The maximum value is 86,400 seconds 
(24 hours).

 • requests—The maximum limit on the number of requests 
processed on a persistent connection before it is closed. Note 
that the new value may not take effect on any already existing 
connections. If the server is too busy or the limit on the idle time 
or the life time is reached, the connection may be closed before 
the maximum number of requests are processed. The default 
value is 1. The maximum value is 86,400. 

Command or Action Purpose
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4. ip http client secure-ciphersuite [3des-ede-cbc-sha] [ rc4-128-sha] [ rc4-128-md5] [des-cbc-sha]

5. end 

6. show ip http client secure status 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal  

Example:
Router# configure terminal 

Enters global configuration mode.

Step 3 ip http client secure-trustpoint  
trustpoint-name

Example:
Router(config)# ip http client 
secure-trustpoint trustpoint01

(Optional) Specifies the CA trustpoint that should be used if the 
remote HTTP server requests client authentication. 

 • Use of this command assumes you have already declared a CA 
trustpoint using the crypto ca trustpoint command and 
associated submode commands.

 • Use the same trustpoint name that you used in the associated 
crypto ca trustpoint command.

 • This command is optional if client authentication is not needed, 
or if a primary trustpoint has been configured. If the ip http 
client secure-trustpoint command is not used, the router will 
use the primary trustpoint, as specified by the primary CA 
trustpoint configuration mode command. 

Step 4 ip http client secure-ciphersuite  
[ 3des-ede-cbc-sha ] [ rc4-128-sha ] 
[ rc4-128-md5 ] [ des-cbc-sha ]

Example:
Router(config)# ip http client 
secure-ciphersuite rc4-128-sha 
rc4-128-md5 

(Optional) Specifies the CipherSuites (encryption algorithms) that 
should be used for encryption over the HTTPS connection. 

 • This command allows you to restrict the list of CipherSuites that 
the client offers when connecting to a secure HTTP server. For 
example, you may want to allow only the most secure 
CipherSuites to be used. 

 • Unless you have a reason to specify the CipherSuites that should 
be used, or you are unfamiliar with the details of these 
CipherSuites, you should leave this command unconfigured and 
let the server and client negotiate the CipherSuite that they both 
support (this is the default).



 

HTTPS—HTTP Server and Client with SSL 3.0
  Configuration Examples for the HTTPS—HTTP Server and Client with SSL 3.0 feature

13

Configuration Examples for the HTTPS—HTTP Server and Client 
with SSL 3.0 feature

The following example shows a configuration session in which the secure HTTP server is enabled, the 
port for the secure HTTP server is configured as 1025, and the remote CA trustpoint server 
“CA-trust-local” is used for certification.

Router# show ip http server status  

HTTP server status: Disabled
HTTP server port: 80
HTTP server authentication method: enable
HTTP server access class: 0
HTTP server base path: 
Maximum number of concurrent server connections allowed: 5
Server idle time-out: 600 seconds
Server life time-out: 600 seconds
Maximum number of requests allowed on a connection: 1
HTTP secure server capability: Present
HTTP secure server status: Disabled
HTTP secure server port: 443
HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-md5 rc4-12a
HTTP secure server client authentication: Disabled
HTTP secure server trustpoint: 

Router# configure terminal  
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)# ip http secure-server  
Router(config)# ip http client secure-trustpoint CA-trust-local  
Router(config)# ip http secure-port 1024  
Invalid secure port value.

Router(config)# ip http secure-port 1025  
Router(config)# ip http secure-ciphersuite rc4-128-sha rc4-128-md5 
Router(config)# end
Router# show ip http server secure status
HTTP secure server status: Enabled
HTTP secure server port: 1025
HTTP secure server ciphersuite: rc4-128-md5 rc4-128-sha
HTTP secure server client authentication: Disabled
HTTP secure server trustpoint: CA-trust-local

Step 5 end  

Example:
Router(config)# end

Ends the current configuration session and returns to privileged 
EXEC mode.

Step 6 show ip http client secure status  

Example:
Router# show ip http client secure 
status

Displays the status of the HTTP secure server configuration.

Command or Action Purpose
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In the following example, the CA trustpoint CA-trust-local is specified, and the HTTPS client is 
configured to use this trustpoint for client authentication requests:

Router# config terminal
Enter configuration commands, one per line.  End with CNTL/Z.
Router(config)#  crypto ca trustpoint CA-trust-local  
Router(ca-trustpoint)# enrollment url http://example.com  
Router(ca-trustpoint)# crl query ldap://example.com  
Router(ca-trustpoint)# primary  
Router(ca-trustpoint)# exit  
Router(config)# ip http client secure-trustpoint CA-trust-local  
Router(config)#  end  
Router#  copy running-config startup-config  

Additional References
The following sections provide references related to the HTTPS—HTTP Server and Client with SSL 3.0 
feature.

Related Documents

Standards

Related MIBs

Related Topic Document Title

SSL 3.0 The SSL Protocol Version 3.0

This document is available from various sources online.

Standard Cisco Web Client HTTP 1.1 Web Server and Client

Certification Authority Interoperability Cisco IOS Security Configuration Guide: Secure Connectivity

Standard Title

No new or modified standards are supported by this 
feature.

—

MIBs MIBs Link

No new or modified MIBs are supported by this 
feature.

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/nm_http_web.html
http://www.cisco.com/go/mibs
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Related RFCs

Technical Assistance

RFCs Description

RFC 2616 Cisco’s implementation of HTTP is based on RFC 2616: Hypertext Transfer Protocol -- 
HTTP/1.1. 

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport 

http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for HTTPS—HTTP Server and Client with 
SSL 3.0

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS software images 
support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Table  1 Feature Information for HTTPS—HT TP Server and Client with SSL  3.0 

Feature Name Releases Feature Information

HTTPS—HTTP Server and Client with 
SSL 3.0

12.2(15)T  
12.2(33)SRA 
12.2(33)SXH 
12.2(33)SB

This feature provides Secure Socket Layer (SSL) 
version 3.0 support for the HTTP 1.1 server and HTTP 1.1 
client within Cisco IOS software. SSL provides server 
authentication, encryption, and message integrity to allow 
secure HTTP communications. SSL also provides HTTP 
client authentication.

This feature is supported only in Cisco software images that 
support SSL. Specifically, SSL is supported in “IPSec 56” 
and “IPSec 3DES” images (contains “k8” or “k9” in the 
image name).

http://www.cisco.com/go/cfn
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Glossary
RSA—RSA is a widely used Internet encryption and authentication system that uses public and private 
keys for encryption and decryption. The RSA algorithm was invented in 1978 by Ron Rivest, Adi 
Shamir, and Leonard Adleman. The abbreviation RSA comes from the first letter of the last names of the 
three original developers. The RSA algorithm is included in many applications, such as the web browsers 
from Microsoft and Netscape. The RSA encryption system is owned by RSA Security.

SHA—The Secure Hash Algorithm. SHA was developed by NIST and is specified in the Secure Hash 
Standard (SHS, FIPS 180). Often used as an alternative to Digest 5 algorithm.

signatures, digital—In the context of SSL, “signing” means to encrypt with a private key. In digital 
signing, one-way hash functions are used as input for a signing algorithm. In RSA signing, a 36-byte 
structure of two hashes (one SHA and one MD5) is signed (encrypted with the private key).

SSL 3.0—Secure Socket Layer version 3.0. SSL is a security protocol that provides communications 
privacy over the Internet. The protocol allows client and server applications to communicate in a way 
that is designed to prevent eavesdropping, tampering, or message forgery. SSL uses a program layer 
located between the Internet’s HTTP and TCP layers. SSL is included as part of most web server 
products and as part of most Internet browsers. The SSL 3.0 specification can be found at 
http://home.netscape.com/eng/ssl3/.
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and One Million Acts of Green are service marks; and Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, 
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Lumin, Cisco Nexus, 
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, Continuum, EtherFast, 
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, IOS, iPhone, IronPort, the IronPort logo, Laser Link, LightStream, 
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registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any 
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HTTP Inspection Engine

The HTTP Inspection Engine feature allows users to configure their Cisco IOS Firewall to detect and 
prohibit HTTP connections—such as tunneling over port 80, unauthorized request methods, and 
non-HTTP compliant file transfers—that are not authorized within the scope of the security policy 
configuration. Tunneling unauthorized protocols through port 80 and over HTTP exposes a network to 
significant security risks. 

The Cisco IOS Firewall can now be configured with a security policy that adheres to the following tasks:

 • Allowing specific traffic targeted for port 80 to traverse the firewall. The traffic is inspected for 
protocol conformance and for the types of HTTP commands that are allowed or disallowed.

 • Denying specific traffic targeted for port 80 that does not comply to HTTP traffic standards. The 
firewall is enabled to drop the packet, reset the connection, and send a syslog message, as 
appropriate.

Feature History for HTTP Inspection Engine

Finding Support Information for Platforms and Cisco IOS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear. 

Contents
 • Restrictions for HTTP Inspection Engine, page 2

 • Information About HTTP Inspection Engine, page 2

 • How to Define and Apply an HTTP Application Policy to a Firewall for Inspection, page 2

 • Configuration Examples for Setting Up an HTTP Inspection Engine, page 9

 • Additional References, page 10

Release Modification

12.3(14)T This feature was introduced.

http://www.cisco.com/go/fn
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Restrictions for HTTP Inspection Engine 
The Cisco 831 router with 48M RAM does not have enough memory to support this feature. 

Information About HTTP Inspection Engine
Before configuring an application firewall to detect and police specific traffic targeted for port 80, you 
should understand the following concepts:

 • What Is a Security Policy?, page 2

 • Cisco IOS HTTP Application Policy Overview, page 2

What Is a Security Policy?
The application firewall uses a security policy, which consists of a collection of static signatures, to 
detect security violations. A static signature is a collection of parameters that specify protocol conditions 
that must be met before an action is taken. (For example, a signature may specify that an HTTP data 
stream containing the POST method must reset the connection.) These protocol conditions and reactions 
are defined by the end user via the command-line interface (CLI) to form a security policy.

Cisco IOS HTTP Application Policy Overview
HTTP uses port 80 to transport Internet web services, which are commonly used on the network and 
rarely challenged with regards to their legitimacy and conformance to standards. Because port 80 traffic 
is typically allowed through the network without being challenged, many application developers are 
leveraging HTTP traffic as an alternative transport protocol in which to enable their application to travel 
through or even bypass the firewall.

Most firewalls provide only packet filtering capabilities that simply permit or deny port 80 traffic 
without inspecting the data stream; the Cisco IOS application firewall for HTTP performs packet 
inspection as follows: 

 • Detects HTTP connections that are not authorized within the scope of the security policy 
configuration. 

 • Detects users who are tunneling applications through port 80. 

If the packet is not in compliance with the HTTP protocol, it will be dropped, the connection will be 
reset, and a syslog message will be generated, as appropriate. 

How to Define and Apply an HTTP Application Policy to a 
Firewall for Inspection

This section contains the following procedures:

 • Defining an HTTP Application Policy, page 3

 • Applying an HTTP Application Policy to a Firewall for Inspection, page 6
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Defining an HTTP Application Policy
Use this task to create an HTTP application firewall policy.

Restrictions

Although application firewall policies are defined in global configuration mode, only one global policy 
for a given protocol is allowed per interface. 

SUMMARY STEPS

1. enable

2. configure terminal

3. appfw policy-name policy-name

4. application protocol

5. strict-http action  { reset | allow}  [alarm]

6. content-length { min bytes max bytes | min bytes | max bytes} action { reset | allow} [ alarm]

7. content-type-verification [match-req-resp] action { reset | allow} [ alarm] 

8. max-header-length { request bytes response bytes} action { reset | allow} [ alarm]

9. max-uri-length bytes action { reset | allow} [ alarm]

10. request-method { rfc rfc-method | extension extension-method} action { reset | allow} [ alarm]

11. port-misuse { p2p | tunneling | im | default} action { reset | allow} [ alarm

12. transfer-encoding type { chunked | compress | deflate | gzip | identity  | default} action { reset | 
allow} [ alarm]

13. timeout seconds

14. audit-trail  { on | off}

15. end

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 appfw policy-name policy-name

Example:
Router(config)#  appfw policy-name mypolicy

Defines an application firewall policy and puts the router 
in application firewall policy configuration mode.
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Step 4 application  protocol

Example:
Router(cfg-appfw-policy)#  application http

Allows you to configure inspection parameters for a given 
protocol. Currently, only HTTP traffic can be inspected.

 • protocol —Specify the http  keyword. 

This command puts you in appfw-policy-protocol 
configuration mode, where “protocol” is dependent upon 
the specified protocol. Because only HTTP can be 
specified, the configuration mode is appfw-policy-http.

Step 5 strict-http action  { reset  | allow }  [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  strict-http 
action allow alarm

(Optional) Allows HTTP messages to pass through the 
firewall or resets the TCP connection when HTTP 
noncompliant traffic is detected.

Step 6 content-length { min bytes max bytes | min  bytes  
| max bytes } action  { reset  | allow } [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  content-length 
max 1 action allow alarm

(Optional) Permits or denies HTTP traffic through the 
firewall on the basis of message size.

 • min | max bytes—Minimum or maximum content 
length, in bytes, allowed per message. Number of 
bytes range: 0 to 65535. 

Step 7 content-type-verification [ match-req-resp ] 
action { reset  | allow } [ alarm ] 

Example:
Router(cfg-appfw-policy-http)#  content-type-  
verification match-req-resp action allow alarm

(Optional) Permits or denies HTTP traffic through the 
firewall on the basis of content message type. 

Step 8 max-header-length { request bytes  response bytes } 
action { reset  | allow } [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  max-header-length 
request 1 response 1 action allow alarm

(Optional) Permits or denies HTTP traffic on the basis of 
the message header length.

 • bytes—Number of bytes ranging from 0 to 65535.

Step 9 max-uri-length  bytes action { reset  | allow } 
[ alarm ]

Example:
Router(cfg-appfw-policy-http)#  max-uri-length 1 
action allow alarm

(Optional) Permits or denies HTTP traffic on the basis of 
the URI length in the request message.

Command or Action Purpose
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Step 10 request method { rfc rfc-method |  extension 
extension-method } action { reset  | allow } [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  request-method 
rfc default action allow alarm

(Optional) Permits or denies HTTP traffic according to 
either the request methods or the extension methods.

 • rfc—Specifies that the supported methods of 
RFC 2616, Hypertext Transfer Protocol—HTTP/1.1, 
are to be used for traffic inspection.

 • rfc-method—Any one of the following RFC 2616 
methods can be specified: connect, default, delete, 
get, head, options, post, put, trace.

 • extension—Specifies that the extension methods are 
to be used for traffic inspection.

 • extension-method—Any one of the following 
extension methods can be specified: copy, default, 
edit, getattribute, getproperties, index, lock, mkdir , 
move, revadd, revlabel, revlog, save, setattribute, 
startrev, stoprev, unedit, unlock.

Step 11 port-misuse { p2p  | tunneling  | im  | default } 
action { reset  | allow } [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  port-misuse 
default action allow alarm

(Optional) Permits or denies HTTP traffic through the 
firewall on the basis of specified applications in the HTTP 
message.

 • p2p—Peer-to-peer protocol applications subject to 
inspection: Kazaa and Gnutella.

 • tunneling—Tunneling applications subject to 
inspection: HTTPPort/HTTPHost, GNU Httptunnel, 
GotoMyPC, Firethru, Http-tunnel.com Client

 • im—Instant messaging protocol applications subject 
to inspection: Yahoo Messenger.

 • default—All applications are subject to inspection.

Step 12 transfer-encoding type  { chunked  | compress  | 
deflate  | gzip  | identity  | default } action 
{ reset  | allow } [ alarm ]

Example:
Router(cfg-appfw-policy-http)#  transfer-encoding 
type default action allow alarm

(Optional) Permits or denies HTTP traffic according to the 
specified transfer-encoding of the message.

 • chunked—Encoding format (specified in RFC 2616, 
Hypertext Transfer Protocol—HTTP/1) in which the 
body of the message is transferred in a series of 
chunks; each chunk contains its own size indicator.

 • compress—Encoding format produced by the UNIX 
“compress” utility.

 • deflate—“ZLIB” format defined in RFC 1950, ZLIB 
Compressed Data Format Specification version 3.3, 
combined with the “deflate” compression mechanism 
described in RFC 1951, DEFLATE Compressed Data 
Format Specification version 1.3. 

 • gzip—Encoding format produced by the “gzip” (GNU 
zip) program.

 • identity—Default encoding, which indicates that no 
encoding has been performed.

 • default—All of the transfer encoding types.

Command or Action Purpose
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What to Do Next

After you have successfully defined an application policy for HTTP traffic inspection, you must apply 
the policy to an inspection rule. Thereafter, the inspection rule must be applied to an interface. For 
information on completing this task, see the section “Applying an HTTP Application Policy to a Firewall 
for Inspection.”

Applying an HTTP Application Policy to a Firewall for Inspection
Use this task to apply an HTTP application policy to an inspection rule, followed by applying the 
inspection rule to an interface. 

Note An application policy can coexist with other inspection protocols (for example, an HTTP policy and an 
FTP policy can coexist).

Prerequisites

You must have already defined an application policy (as shown in the section “Defining an HTTP 
Application Policy”).

SUMMARY STEPS

1. enable

2. configure terminal

3. ip inspect name inspection-name appfw policy-name

4. ip inspect name inspection-name http  [alert { on | off}] [ audit-trail  { on | off}] [ timeout seconds]

5. interface type number

6. ip inspect inspection-name { in | out} 

7. exit

Step 13 timeout  seconds

Example:
Router(cfg-appfw-policy-http)#  timeout 60

(Optional) Overrides the global TCP idle timeout value for 
HTTP traffic.

Note If this command is not issued, the default value 
specified via the ip inspect tcp idle-time 
command will be used.

Step 14 audit-trail  { on |  off }

Example:
Router(cfg-appfw-policy-http)#  audit-trail on

(Optional) Turns audit trail messages on or off.

Note If this command is not issued, the default value 
specified via the ip inspect audit-trail command 
will be used.

Step 15 end

Example:
Router(cfg-appfw-policy-http)#  end

Exits cfg-appfw-policy-http configuration mode.

Command or Action Purpose
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8. exit

9. show appfw configuration [name] 

or 

show ip inspect { name inspection-name | config | interfaces | session [detail] | statistics | all} 

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip inspect name  inspection-name  appfw  
policy-name

Example:
Router(config)#  ip inspect name firewall appfw 
mypolicy

Defines a set of inspection rules for the application policy.

 • policy-name—Must match the policy name specified 
via the appfw policy-name command.

Step 4 ip inspect name  inspection-name  http  [ alert  { on 
| off }] [ audit-trail  { on | off }] 
[ timeout  seconds ] 

Example:
Router(config)#  ip inspect name firewall http

Defines a set of inspection rules that is to be applied to all 
HTTP traffic.

 • The inspection-name argument must match the 
inspection-name argument specified in Step 3.

Step 5 interface  type number  

Example:
Router#(config)#  interface FastEthernet0/0

Configures an interface type and enters interface 
configuration mode. 

Step 6 ip inspect  inspection-name { in  | out } 

Example:
Router#(config-if)#  ip inspect firewall in

Applies the inspection rules (defined in Step 3 and Step 4) 
to all traffic entering the specified interface.

 • The inspection-name argument must match the 
inspection name defined via the ip inspect name 
command.

Step 7 exit

Example:
Router#(config-if)#  exit

Exits interface configuration mode.
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Troubleshooting Tips 

To help troubleshoot the application firewall configuration, issue the following application-firewall 
specific debug command: debug appfw { application protocol | function-trace | object-creation | 
object-deletion | events | timers | detailed}. 

The following sample configuration shows how to configure an HTTP policy with application firewall 
debugging enabled:

Router(config)#  appfw policy-name myPolicyAPPFW  FUNC:appfw_policy_find
APPFW  FUNC:appfw_policy_find -- Policy myPolicy is not found
APPFW  FUNC:appfw_policy_alloc
APPFW  FUNC:appfw_policy_alloc -- policy_alloc 0x65727278
APPFW  FUNC:appfw_policy_alloc -- Policy 0x65727278 is set to valid
APPFW  FUNC:appfw_policy_alloc -- Policy myPolicy has been created
APPFW  FUNC:appfw_policy_command -- memlock policy 0x65727278
 
!  Debugging sample for application (HTTP) creation
    
Router(cfg-appfw-policy)#  application httpAPPFW  FUNC:appfw_http_command
APPFW  FUNC:appfw_http_appl_find
APPFW  FUNC:appfw_http_appl_find -- Application not found
APPFW  FUNC:appfw_http_appl_alloc
APPFW  FUNC:appfw_http_appl_alloc -- appl_http 0x64D7A25C
APPFW  FUNC:appfw_http_appl_alloc -- Application HTTP parser structure 64D7A25C created

!  Debugging sample for HTTP-specific application inspection 
Router(cfg-appfw-policy-http)#
Router(cfg-appfw-policy-http)#  strict-http action reset alarm 
APPFW  FUNC:appfw_http_subcommand
APPFW  FUNC:appfw_http_subcommand -- strict-http cmd turned on

Router#  debug appfw detailed

APPFW Detailed Debug debugging is on
fw7-7206a#debug appfw object-creation 
APPFW Object Creations debugging is on
fw7-7206a#debug appfw object-deletion
APPFW Object Deletions debugging is on

Step 8 exit

Example:
Router(config)#  exit

Exits global configuration mode.

Step 9 show appfw configuration [ name]

Example:
Router#  show appfw configuration

or 

show ip inspect { name inspection-name  | config  
| interfaces  | session  [ detail ] | statistics  | 
all }

Example:
Router#  show ip inspect config

(Optional) Displays application firewall policy 
configuration information.

 
(Optional) Displays firewall-related configuration 
information.

Command or Action Purpose
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Configuration Examples for Setting Up an HTTP Inspection 
Engine

This section contains the following configuration example:

 • Setting Up and Verifying an HTTP Inspection Engine: Example, page 9

Setting Up and Verifying an HTTP Inspection Engine: Example
The following example show how to define the HTTP application firewall policy “mypolicy.” This policy 
includes all supported HTTP policy rules. This example also includes sample output from the show 
appfw configuration and show ip inspect config commands, which allow you to verify the configured 
setting for the application policy.

!  Define the HTTP policy.
appfw policy-name mypolicy
 application http
  strict-http action allow alarm
  content-length maximum 1 action allow alarm
  content-type-verification match-req-rsp action allow alarm
  max-header-length request 1 response 1 action allow alarm
  max-uri-length 1 action allow alarm
  port-misuse default action allow alarm
  request-method rfc put action allow alarm
  transfer-encoding type default action allow alarm
!
!
!  Apply the policy to an inspection rule. 
ip inspect name firewall appfw mypolicy
ip inspect name firewall http
!
!
!  Apply the inspection rule to all HTTP traffic entering the FastEthernet0/0 interface.
interface FastEthernet0/0
 ip inspect firewall in
!
!
!  Issue the show appfw configuration  command and the show ip inspect config command after 
the inspection rule “mypolicy” is applied to all incoming HTTP traffic on the 
FastEthernet0/0 interface.
!
Router#  show appfw configuration  

Application Firewall Rule configuration
  Application Policy name mypolicy
    Application http
      strict-http action allow alarm
      content-length minimum 0 maximum 1 action allow alarm
      content-type-verification match-req-rsp action allow alarm
      max-header-length request length 1 response length 1 action allow alarm
      max-uri-length 1 action allow alarm
      port-misuse default action allow alarm
      request-method rfc put action allow alarm
      transfer-encoding default action allow alarm

Router#  show ip inspect config  

Session audit trail is disabled
Session alert is enabled
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one-minute (sampling period) thresholds are [400:500] connections
max-incomplete sessions thresholds are [400:500]
max-incomplete tcp connections per host is 50. Block-time 0 minute.
tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec
tcp idle-time is 3600 sec -- udp idle-time is 30 sec
dns-timeout is 5 sec
Inspection Rule Configuration
Inspection name firewall
http alert is on audit-trail is off timeout 3600

Additional References
The following sections provide references related to the HTTP Inspection Engine feature.

Related Documents

Standards

MIBs

RFCs

Related Topic Document Title

Firewall commands: complete command syntax, 
command mode, defaults, usage guidelines, and 
examples 

Cisco IOS Security Command Reference

Standards Title

No new or modified standards are supported by this 
feature.

—

MIBs MIBs Link

No new or modified MIBs are supported by this 
feature.

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs 

RFCs Title

RFC 2616 Hypertext Transfer Protocol -- HTTP/1.1 

http://www.cisco.com/en/US/docs/ios/security/command/reference/sec_book.html
http://www.cisco.com/go/mibs
http://www.ietf.org/rfc/rfc2616.txt
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Prerequisites for Configuring RMON Support
 • RMON requires SNMP to be configured (you must be running a version of SNMP on the server that 

contains the RMON MIB).

 • RMON can be very data and processor intensive. You must measure usage effects to ensure that 
router performance is not degraded by RMON and to minimize excessive management traffic 
overhead. Native mode in RMON is less intensive than promiscuous mode.

Restrictions for Configuring RMON Support
 • Full RMON packet analysis (as described in RFC 1757) is supported only on an Ethernet interface 

of Cisco 2500 series routers and Cisco AS5200 series universal access servers. 

 • A generic RMON console application is recommended in order to take advantage of the RMON 
network management capabilities.

Information About Configuring RMON Support
To configure RMON, you need to understand the following concepts:

 • RMON Overview, page 2

 • RMON Groups, page 3

 • RMON Event and Alarm Notifications, page 4

 • RMON MIB, page 5

 • HC Alarm MIB, page 6

RMON Overview
RMON is a standard monitoring specification that enables various network monitors and console 
systems to exchange network-monitoring data. RMON provides network administrators with more 
flexibility in selecting network-monitoring probes and consoles with features that meet their particular 
networking needs.

The RMON specification defines a set of statistics and functions that can be exchanged between 
RMON-compliant console managers and network probes. RMON provides network administrators with 
comprehensive network-fault diagnosis, planning, and performance-tuning information. 

The RMON feature identifies activity on individual nodes and allows you to monitor all nodes and their 
interaction on a LAN segment. Used in conjunction with the SNMP agent in a router, RMON allows you 
to view both traffic that flows through the router and segment traffic that is not necessarily destined for 
the router. Combining RMON alarms and events (classes of messages that indicate traffic violations and 
various unusual occurrences over a network) with existing MIBs allows you to choose where proactive 
monitoring will occur.
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RMON Groups
RMON delivers information in RMON groups of monitoring elements, each providing specific sets of 
data to meet common network-monitoring requirements. Each group is optional so that you do not need 
to support all the groups within the Management Information Base (MIB). Some RMON groups require 
support of other RMON groups to function properly.

Table 1 summarizes the nine monitoring groups specified in the RFC 1757 Ethernet RMON MIB. For 
more information on gathering RMON statistics for these data types, refer to “Configuring RMON 
Groups” section on page 9.

Note All Cisco IOS software images ordered without the explicit RMON option include limited RMON 
support (RMON alarms and event groups only). Images ordered with the RMON option include support 
for all nine management groups (statistics, history, alarms, hosts, hostTopN, matrix, filter, capture, and 
event). As a security precaution, support for the capture group allows capture of packet header 
information only; data payloads are not captured.

Table  1 RMON Monitoring Groups

RMON Group Function Elements

Statistics Contains statistics measured by 
the probe for each monitored 
interface on this device.

Packets dropped, packets sent, 
bytes sent (octets), broadcast 
packets, multicast packets, CRC 
errors, runts, giants, fragments, 
jabbers, collisions, and counters 
for packets ranging from 64 to 
128, 128 to 256, 256 to 512, 512 
to 1024, and 1024 to 1518 bytes.

History Records periodic statistical 
samples from a network and stores 
them for later retrieval.

Sample period, number of 
samples, items sampled.

Alarm Periodically takes statistical 
samples from variables in the 
probe and compares them with 
previously configured thresholds. 
If the monitored variable crosses a 
threshold, an event is generated.

Includes the alarm table and 
requires the implementation of the 
event group. Alarm type, interval, 
starting threshold, stop threshold.

Host Contains statistics associated with 
each host discovered on the 
network.

Host address, packets, and bytes 
received and transmitted, as well 
as broadcast, multicast, and error 
packets.

HostTopN Prepares tables that describe the 
hosts that top a list ordered by one 
of their base statistics over an 
interval specified by the 
management station. Thus, these 
statistics are rate-based.

Statistics, host(s), sample start 
and stop periods, rate base, 
duration.
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RMON Event and Alarm Notifications
Thresholds allow you to minimize the number of notifications sent on the network. The RMON MIB 
defines two traps, the risingAlarm trap which is the rising-threshold value and fallingAlarm trap which 
is the falling-threshold value. Alarms are triggered when a problem exceeds a set rising-threshold value. 
No alarm notifications are sent until the agent recovers, as defined by the falling-threshold value. This 
means that notifications are not sent each time a minor failure or recovery occurs.

You can set an RMON alarm on any MIB object in the access server. You cannot disable all the alarms 
you configure at once. The delta value tests the change between MIB variables, which affects the 
alarmSampleType in the alarmTable of the RMON MIB. The absolute value tests each MIB variable 
directly, which affects the alarmSampleType in the alarmTable of the RMON MIB.

Refer to RFC 1757 to learn more about alarms and events and how they interact with each other.

Matrix Stores statistics for conversations 
between sets of two addresses. As 
the device detects a new 
conversation, it creates a new entry 
in its table.

Source and destination address 
pairs and packets, bytes, and 
errors for each pair.

Filters Enables packets to be matched by 
a filter equation. These matched 
packets form a data stream that 
might be captured or that might 
generate events.

Bit-filter type (mask or not mask), 
filter expression (bit level), 
conditional expression (and, or 
not) to other filters.

Packet Capture Enables packets to be captured 
after they flow through a channel.

Size of buffer for captured 
packets, full status (alarm), 
number of captured packets.

Events Controls the generation and 
notification of events from this 
device.

Event type, description, last time 
event sent.

Table 1 RMON Monitoring Groups

RMON Group Function Elements
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RMON MIB
RMON MIB supports for polling of 64 bit counters and includes the following features:

 • usrHistory group. This MIB group is similar to the RMON etherHistory group except that the group 
enables you to specify the MIB objects that are collected at each interval.

 • partial probeConfig group. This MIB group is a subset of the probeConfig group implemented in 
read-only mode. These objects implement the simple scalars from this group. Table 2 details new 
partial probeConfig group objects.

In Cisco IOS Release 12.1, the RMON agent was rewritten to improve performance and add some new 
features. Table 3 highlights some of the improvements implemented. 

Table  2 partial probeConfig Group Objects  

Object Description

probeCapabilities The RMON software groups implemented.

probeSoftwareRev The current version of Cisco IOS software running on 
the device.

probeHardwareRev The current version of the Cisco device.

probeDateTime The current date and time.

probeResetControl Initiates a reset.

probeDownloadFile The source of the image running on the device.

probeDownloadTFTPServer The address of the server that contains the Trivial File 
Transfer Protocol (TFTP) file that is used by the 
device to download new versions of Cisco IOS 
software.

probeDownloadAction Specifies the action of the commands that cause the 
device to reboot.

probeDownloadStatus The state of a reboot.

netDefaultGateway The router mapped to the device as the default 
gateway.

hcRMONCapabilities Specifies the features mapped to this version of 
RMON.

Table  3 RMON MIB Updates

Prior to the RMON MIB Update in Cisco IOS 
Release 12.1 New Functionality in Cisco IOS Release 12.1

RMON configurations do not persist across 
reboots. Information is lost after a new session on 
the RMON server.

RMON configurations persist across reboots. 
Information is preserved after a new session on the 
RMON server.

Packet analysis applies only on the MAC header of 
the packet.

Complete packet capture is performed with 
analysis applied to all frames in packet.

Only RMON I MIB objects are used for network 
monitoring.

RMON I and selected RMON II objects are used 
for network monitoring.
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HC Alarm MIB
The high-capacity (HC) Alarm MIB, which is an extension of RMON Alarm group table objects, 
supports polling of RMON variables up to 64 bit values. The HC-ALARM-MIB defines two traps, the 
hcRisingAlarm which provides the rising-threshold value and hcFallingAlarm which provides the 
falling-threshold value.

Refer to RFC 3434 to learn more about HC alarms.

How to Configure RMON Support
The tasks in the following sections explain how to configure RMON support:

 • Configuring RMON, page 6 (required)

 • Configuring RMON Event and Alarm Notifications, page 7 (required)

 • Configuring RMON Groups, page 9 (optional)

Configuring RMON
This task explains how to configure RMON and RMON queue size. In native mode, RMON monitors 
only those packets that are received by the interface. In promiscuous mode, RMON monitors all packets 
on the LAN segment.

SUMMARY STEPS

1. enable

2. configure terminal

3. interface type number

4. rmon { native | promiscuous}

5. exit

6. rmon queuesize size

7. exit

8. show rmon

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.
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Configuring RMON Event and Alarm Notifications
The following tasks describe how to configure RMON event and alarm notifications.

SUMMARY STEPS

1. enable

2. configure terminal

3. rmon event number [log] [ trap  community] [description string] [owner string]

4. rmon alarm number variable interval { delta | absolute} rising-threshold value [event-number] 
falling-threshold value [event-number] [owner string]

5. rmon hc-alarms number variable interval { delta | absolute} rising-threshold value 
[event-number] falling-threshold value [event-number] [owner string] 

6. exit

7. show rmon alarms

8. show rmon hc-alarms

9. show rmon events

Step 3 interface  type  number

Example:
Router(config)# interface FastEthernet 1/0

Specifies an interface type and number, and places the 
router in interface configuration mode.

Step 4 rmon { native  | promiscuous }

Example:
Router(config-if)# rmon native

Configures RMON on Ethernet interfaces in native or 
promiscuous mode.

 • In the example, RMON is configured in the native 
mode.

Step 5 exit

Example:
Router(config-if)# exit

Exits the interface configuration mode and places the router 
in global configuration mode.

Step 6 rmon queuesize  size

Example:
Router(config)# rmon queuesize 128

(Optional) Configures the size of the queue that holds 
packets for analysis by the RMON process.

Step 7 exit

Example:
Router(config)# exit

Exits global configuration mode and enters privileged 
EXEC mode.

Step 8 Router# show rmon

Example:
Router# show rmon

Displays general RMON statistics.

Command or Action Purpose
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DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 rmon event number  [ log ] [ trap  community ] 
[ description  string ] [ owner  string ]

Adds or removes an event (in the RMON event table) that is 
associated with an RMON event number.

Step 4 rmon alarm  number variable interval  { delta  | 
absolute } rising-threshold  value  [ event-number ] 
falling-threshold  value [ event-number ] [ owner  
string ]

Example:
Router(config)# rmon alarm 10 ifEntry.20.1 20 
delta rising-threshold 15 1 falling-threshold 0 
owner owner1

Configures an alarm on any MIB object.

Step 5 rmon hc-alarms  number variable interval  { delta  
| absolute } rising-threshold  value  
[ event-number ] falling-threshold  value  
[ event-number ] [ owner  string ]

Example:
Router(config)# rmon hc-alarms 2 ifInOctets.2 
20 delta rising-threshold 2000 2 
falling-threshold 1000 1 owner own

(Optional) Configures an HC alarm on any MIB object.

Step 6 exit

Example:
Router(config)# exit

Exits the global configuration mode and enters the 
privileged EXEC mode.

Step 7 show rmon alarms

Example:
Router# show rmon alarm

Displays the RMON alarm table.

Step 8 show rmon hc-alarms

Example:
Router# show rmon hc-alarms

Displays the RMON HC alarm table.

Step 9 show rmon events

Example:
Router# show rmon events

Displays the RMON event table.
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Configuring RMON Groups
The following tasks explain how to configure RMON groups by gathering RMON statistics for data 
types.

SUMMARY STEPS

1. enable

2. configure terminal

3. interface type number

4. rmon collection history controlEntry  integer [owner ownername] [buckets bucket-number] 
[interval  seconds]

5. rmon collection host controlEntry integer [owner ownername]

6. rmon collection matrix controlEntry  integer [owner ownername]

7. rmon collection rmon1 controlEntry  integer [owner ownername]

8. exit

9. rmon capture-userdata

10. exit

11. show rmon history

12. show rmon hosts

13. show rmon matrix

14. show rmon statistics

15. show rmon capture

DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure  terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 interface  type  number

Example:
Router(config)# interface FastEthernet 1/0

Specifies an interface type and number, and places the 
router in interface configuration mode.



 

Configuring RMON Support
  How to Configure RMON Support

10
 

Step 4 rmon collection history controlEntry  integer  
[ owner  ownername ] [ buckets  bucket-number ] 
[ interval  seconds ]

Example:
Router(config-if)# rmon collection history 
controlEntry 20 owner john

(Optional) Enables RMON history gathering on an 
interface.

Step 5 rmon collection host controlEntry  integer  
[ owner  ownername ]

Example:
Router(config-if)# rmon collection host 
controlEntry 40 owner own1

(Optional) Enables RMON MIB host collection group of 
statistics on an interface.

Step 6 rmon collection matrix  controlEntry  integer  
[ owner  ownername ]

Example:
Router(config-if)# rmon collection matrix 
controlEntry 25 owner john

(Optional) Enables RMON MIB matrix group of statistics 
on an interface.

Step 7 rmon collection rmon1  controlEntry  integer  
[ owner  ownername ]

Example:
Router(config-if)# rmon collection rmon1 
controlEntry 30 owner john

(Optional) Enables all possible autoconfigurable RMON 
MIB statistic collections on an interface.

Step 8 exit

Example:
Router(config-if)# exit

Exits the interface configuration mode and places the router 
in global configuration mode.

Step 9 rmon capture-userdata

Example:
Router(config)# rmon capture-userdata

Disables the packet zeroing feature that initializes the user 
payload portion of each RMON MIB packet.

Step 10 exit

Example:
Router(config)# exit

Exits global configuration mode and enters privileged 
EXEC mode.

Step 11 show rmon history

Example:
Router# show rmon history

Displays the RMON history table. 

Step 12 show rmon hosts

Example:
Router# show rmon hosts

Displays the RMON hosts table. 

Command or Action Purpose
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Configuration Examples for RMON Support
This section provides the following examples:

 • Configuring RMON: Example, page 13

 • Configuring RMON Event and Alarm Notifications: Example, page 13

 • Configuring RMON Tables: Example, page 15

Configuring RMON: Example
The following example shows how to configure RMON with a queuesize of 100 packets in promiscuous 
mode:

Router> enable
Router# configure terminal
Router(config)# interface fastethernet 0/0
Router(config-if)# rmon promiscuous
Router(config-if)# exit
Router(config)# rmon queuesize 100

The following is a sample output from the show rmon command. All counters are from the time the 
router was initialized:

Router# show rmon

145678 packets input (34562 promiscuous), 0 drops
145678 packets processed, 0 on queue, queue utilization 15/100

Configuring RMON Event and Alarm Notifications: Example
The following example shows how to enable the rmon event global configuration command:

Router> enable
Router# configure terminal
Router(config)# rmon event 1 log trap eventtrap description “High ifOutErrors” owner 
owner_a

Step 13 show rmon matrix

Example:
Router# show rmon matrix

Displays the RMON matrix table and values associated with 
RMON variables.

Step 14 show rmon statistics

Example:
Router# show rmon statistics

Displays the RMON statistics table.

Step 15 show rmon capture

Example:
Router# show rmon capture

Displays the contents of the router's RMON capture table.

Command or Action Purpose
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This example creates RMON event number 1, which is defined as High ifOutErrors, and generates a log 
entry when the event is triggered by an alarm. The user owner_a owns the row that is created in the event 
table by this command. This example also generates an SNMP trap when the event is triggered.

The following is a sample output from the show rmon events command: 

Router# show rmon events

Event 1 is active, owned by owner_a
 Description is High ifOutErrors
 Event firing causes log and trap to community rmonTrap, last fired 00:00:00

The following example shows how to configure an RMON alarm using the rmon alarm global 
configuration command:

Router> enable
Router# configure terminal
Router(config)# rmon alarm 10 ifEntry.20.1 20 delta rising-threshold 15 1 
falling-threshold 0 owner owner_a

This example configures RMON alarm number 10. The alarm monitors the MIB variable ifEntry.20.1 
once every 20 seconds until the alarm is disabled, and checks the change in the rise or fall of the variable. 
If the ifEntry.20.1 value shows a MIB counter increase of 15 or more, such as from 100000 to 100015, 
the alarm is triggered. The alarm in turn triggers event number 1, which is configured with the rmon 
event command. Possible events include a log entry or an SNMP trap. If the ifEntry.20.1 value changes 
by 0, the alarm is reset and can be triggered again.

The following is sample output from the show rmon alarms command

Router# show rmon alarms
Alarm 2 is active, owned by owner_a
 Monitors ifEntry.20.1.20 every 20 seconds
 Taking delta samples, last value was 0
 Rising threshold is 15, assigned to event 12
 Falling threshold is 0, assigned to event 0
 On startup enable rising or falling alarm

The following example shows how to configure an RMON HC alarm using the rmon hc-alarms global 
configuration command:

Router> enable
Router# configure terminal
Router(config)# rmon hc-alarms 2 ifInOctets.2 20 delta rising-threshold 2000 2 
falling-threshold 1000 1 owner own

This example configures RMON HC alarm number 2. The alarm monitors the MIB variable ifInOctets.2 
once every 20 seconds until the alarm is disabled, and checks the change in the rise or fall of the variable. 
If the ifInOctets.2 value shows a MIB counter increase of 2000 or more, such as from 100000 to 100015, 
the alarm is triggered. The alarm in turn triggers event number 2, which is configured with the rmon 
event command. Possible events include a log entry or a Simple Network Management Protocol (SNMP) 
trap. If the ifInOctets.2 value changes by 1000 (falling threshold is 1000), the alarm is reset and can be 
triggered again.
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To display the contents of the RMON HC alarm table of the router, use the show rmon hc-alarms 
command in privileged EXEC mode. The following is sample output:

Router# show rmon hc-alarms

Router#show rmon hc-alarms 
 Monitors ifInOctets.1 every 20 second(s)
 Taking absolute samples, last value was 0
 Rising threshold Low is 4096, Rising threshold Hi is 0, 
               assigned to event 0
 Falling threshold Low is 1280, Falling threshold Hi is 0,
               assigned to event 0
 On startup enable rising or falling alarm

Configuring RMON Tables: Example
The following example shows how to enable the RMON collection matrix group of statistics with an ID 
number of 25 and specifies john as the owner: 

Router> enable
Router# configure terminal
Router(config)# interface fastethernet 0/0
Router(config-if)# rmon collection matrix controlEntry 25 owner john  

To view values associated with RMON variables, enter the show rmon matrix privileged EXEC 
command (Cisco 2500 series routers and Cisco AS5200 access servers only). The following is a sample 
output:

Router# show rmon matrix

Matrix 1 is active and owned by john
Monitors controlEntry
Table size is 25, last time an entry was deleted was at 11:18:09
Source addr is 0000.0c47.007b, dest addr is ffff.ffff.ffff
Transmitted 2 pkts, 128 octets, 0 errors
Source addr is 0000.92a8.319e, dest addr is 0060.5c86.5b82
Transmitted 2 pkts, 384 octets, 1 error
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Additional References
The following sections provide references related to the Configuring RMON Support feature.

Related Documents

Standards

MIBs

RFCs

Related Topic Document Title

Cisco IOS commands Cisco IOS Master Commands List, All Releases

CNS commands: complete command syntax, command 
mode, command history, defaults, usage guidelines, 
and examples

Cisco IOS Network Management Command Reference 3.0

Standard Title

No new or modified standards are supported by this 
feature, and support for existing standards has not been 
modified by this feature.

—

MIB MIBs Link

 • RMON MIB

 • HC-Alarm MIB

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

RFC Title

RFC 1757 Remote Network Monitoring Management Information Base

RFC 2021 Remote Network Monitoring Management Information Base 
Version 2 using SMIv2

RFC 3434 Remote Monitoring MIB Extensions for High Capacity Alarms

http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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Technical Assistance

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/cisco/web/support/index.html

http://www.cisco.com/cisco/web/support/index.html
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Feature Information for Configuring RMON Support
Table 4 lists the release history for this feature and provides links to specific configuration information.

For information on a feature in this technology that is not documented here, see the Configuring RMON 
Features Roadmap.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS and Catalyst OS images support a 
specific software release, feature set, or platform. To access Cisco Feature Navigator, go to 
http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 4 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Table 4 Feature Information for Configuring RMON Support 

Feature Name Releases Feature Information

RMON Full 11.2 The RMON Full feature identifies activity on individual 
nodes and helps monitor all nodes and their interaction on a 
LAN segment. Used in conjunction with the SNMP agent in 
a router, RMON can be used to view both traffic that flows 
through the router and segment traffic not necessarily 
destined for the router.

The following sections provide information about this 
feature:

 • Information About Configuring RMON Support, 
page 2

 • Configuration Examples for RMON Support, page 13

RMON Events and Alarms 11.2 
Cisco IOS XE 
Release 2.1

The RMON Events and Alarms feature introduces the 
ability to combine RMON alarms and events (classes of 
messages that indicate traffic violations and various unusual 
occurrences over a network) with existing MIBs allows you 
to choose where proactive monitoring will occur.

In Cisco IOS XE Release 2.1, this feature was introduced 
on Cisco ASR 1000 series routers.

The following sections provide information about this 
feature:

 • RMON Event and Alarm Notifications, page 4

 • Configuration Examples for RMON Support, page 13

The following commands were introduced: rmon alarm, 
rmon event, rmon queuesize.

http://www.cisco.com/go/cfn
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/netmgmt_rmon_supp_roadmap.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/netmgmt_rmon_supp_roadmap.html
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Remote Monitoring MIB Update 12.0(5)T The RMON Rewrite feature updated the Remote 
Monitoring MIB to improve performance and available 
features.

The following sections provide information about this 
feature:

 • RMON MIB, page 5

 • Configuring RMON Groups, page 9

 • Configuration Examples for RMON Support, page 13

The following commands were introduced: rmon 
capture-userdata, rmon collection history, rmon 
collection host, rmon collection matrix, rmon collection 
rmon1, show rmon capture, show rmon filter, show 
rmon hosts, show rmon matrix.

HC Alarm MIB 12.2(33)SXI 
12.2(33)SRE

The HC Alarm MIB feature provides an extension to the 
RMON-1 Alarm group table objects which was used to 
support counter 32 objects for threshold capabilities. The 
HC Alarm MIB adds support to threshold capabilities for 
counter 64 objects.

The following sections provide information about this 
feature:

 • HC Alarm MIB, page 6

 • Configuration Examples for RMON Support, page 13

The following commands were introduced: rmon 
hc-alarms, show rmon hc-alarms.

RMON MIB enhancement to support 64 bit 
counters

12.2(33)SXI 
12.2(33)SRE

RMON MIB enhancement to support 64 bit counters 
features provides support for the ability to poll 64 bit 
counters.

The following section provides information about this 
feature:

 • RMON MIB, page 5

Table 4 Feature Information for Configuring RMON Support (continued)

Feature Name Releases Feature Information
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Periodic MIB Data Collection and Transfer 
Mechanism

First Published: January 20, 2003
Last Updated: July 4, 2008

This document describes how to periodically transfer selected MIB data from Cisco IOS-based devices 
to specified Network Management Systems (NMS).

Finding Feature Information
Your software release may not support all the features documented in this module. For the latest feature 
information and caveats, see the release notes for your platform and software release. To find information 
about the features documented in this module, and to see a list of the releases in which each feature is 
supported, see the “Feature Information for Periodic MIB Data Collection and Transfer Mechanism” section 
on page 19.

Use Cisco Feature Navigator to find information about platform support and Cisco IOS and Catalyst OS 
software image support. To access Cisco Feature Navigator, go to http://www.cisco.com/go/cfn. An 
account on Cisco.com is not required.

Contents
 • Prerequisites for Periodic MIB Data Collection and Transfer Mechanism, page 2

 • Restrictions for Periodic MIB Data Collection and Transfer Mechanism, page 2

 • Information About Periodic MIB Data Collection and Transfer Mechanism, page 2

 • How to Configure Periodic MIB Data Collection and Transfer Mechanism, page 4

 • Configuration Examples for Periodic MIB Data Collection and Transfer Mechanism, page 12

 • Additional References, page 17

http://www.cisco.com/go/cfn


 

Periodic MIB Data Collection and Transfer Mechanism
  Prerequisites for Periodic MIB Data Collection and Transfer Mechanism

2
 

Prerequisites for Periodic MIB Data Collection and Transfer 
Mechanism

To use this feature, you should be familiar with the Simple Network Management Protocol (SNMP) 
model of management information. You should also know what MIB information you want to monitor 
on your network devices, and the OIDs or object names for the MIB objects to be monitored.

Restrictions for Periodic MIB Data Collection and Transfer 
Mechanism

Cisco Data Collection MIB configuration using SNMP is not currently implemented.

For specific restrictions, see the tasks in the “How to Configure Periodic MIB Data Collection and 
Transfer Mechanism” section on page 4.

Information About Periodic MIB Data Collection and Transfer 
Mechanism

To configure the Periodic MIB Data Collection and Transfer Mechanism, you must understand the 
following concepts:

 • SNMP Objects and Instances, page 2

 • Bulk Statistics Object Lists, page 3

 • Bulk Statistics Schemas, page 3

 • Bulk Statistics Transfer Options, page 3

 • Benefits of the Periodic MIB Data Collection and Transfer Mechanism, page 3

Note In the Cisco IOS CLI, the Periodic MIB Data Collection and Transfer Mechanism is referred to as the 
Bulk Statistics feature.

SNMP Objects and Instances
A type (or class) of SNMP management information is called an object. A specific instance from a type 
of management information is called an object instance (or SNMP variable). To configure a bulk 
statistics collection, you must specify the object types to be monitored using a bulk statistics object list 
and the specific instances of those objects to be collected using a bulk statistics schema. 

MIBs, MIB tables, MIB objects, and object indices can all be specified using a series of numbers called 
an object identifier (OID). OIDs are used in configuring a bulk statistics collection in both the bulk 
statistics object lists (for general objects) and in the bulk statistics schemas (for specific object 
instances).
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Bulk Statistics Object Lists
To group the MIB objects to be polled, you will need to create one or more object lists. A bulk statistics 
object list is a user-specified set of MIB objects that share the same MIB index. Object lists are identified 
using a name that you specify. Named bulk statistics object lists allow the same configuration to be 
reused in different bulk statistics schemas.

All the objects in an object list must share the same MIB index. However, the objects do not need to be 
in the same MIB and do not need to belong to the same MIB table. For example, it is possible to group 
ifInOctets and an Ethernet MIB object in the same schema, because the containing tables for both objects 
are indexed by the ifIndex.

Bulk Statistics Schemas
Data selection for the Periodic MIB Data Collection and Transfer Mechanism requires the definition of 
a schema with the following information:

 • Name of an object list. 

 • Instance (specific or wildcarded) that needs to be retrieved for objects in above object list.

 • How often the specified instances need to be sampled (polling interval).

A bulk statistics schema is also identified using a name that you specify. This name is used when 
configuring the transfer options.

Bulk Statistics Transfer Options
After configuring the data to be collected, a single virtual file (VFile or “bulk statistics file”) with all 
collected data is created. This file can be transferred to a network management station (NMS) using FTP, 
rcp, or TFTP. You can specify how often this file should be transferred. The default transfer interval is 
once every 30 minutes. You can also configure a secondary destination for the file to be used if, for 
whatever reason, the file cannot be transferred to the primary network management station.

The value of the transfer interval is also the collection period (collection interval) for the local bulk 
statistics file. After the collection period ends, the bulk statistics file is frozen, and a new local bulk 
statistics file is created for storing data. The frozen bulk statistics file is then transferred to the specified 
destination.

By default, the local bulk statistics file is deleted after successful transfer to an NMS. However, you can 
configure the routing device to keep the bulk statistics file in memory for a specified amount of time. 

An SNMP notification (trap) can be sent to the NMS if a transfer to the primary or secondary NMS is 
not successful. Additionally, a syslog message will be logged on the local device if transfers are 
unsuccessful.

Benefits of the Periodic MIB Data Collection and Transfer Mechanism
The Periodic MIB Data Collection and Transfer Mechanism (Bulk Statistics feature) allows many of the 
same functions as the Bulk File MIB (CISCO-BULK-FILE-MIB.my), but offers some key advantages.

The main advantage is that this feature can be configured through the CLI and does not require an 
external monitoring application. 
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The Periodic MIB Data Collection and Transfer Mechanism is mainly targeted for medium to high-end 
platforms that have sufficient local storage (volatile or permanent) to store bulk statistics files. Locally 
storing bulk statistics files helps minimize loss of data during temporary network outages. 

This feature also has more powerful data selection features than the Bulkfile MIB; it allows grouping of 
MIB objects from different tables into data groups (object lists). It also incorporates a more flexible 
instance selection mechanism, where the application is not restricted to fetching an entire MIB table. 

How to Configure Periodic MIB Data Collection and Transfer 
Mechanism

 • Configuring a Bulk Statistics Object List, page 4 (required)

 • Configuring a Bulk Statistics Schema, page 5 (required)

 • Configuring a Bulk Statistics Transfer Options, page 7 (required)

 • Enabling Monitoring for Bulk Statistics Collection, page 10 (optional)

 • Monitoring and Troubleshooting Periodic MIB Data Collection and Transfer Mechanism, page 11 
(optional)

Configuring a Bulk Statistics Object List
The first step in configuring the Periodic MIB Data Collection and Transfer Mechanism is to configure 
one or more object lists.

Restrictions

All the objects in a bulk statistics object list have to be indexed by the same MIB index. However, the 
objects in the object list do not need to belong to the same MIB or MIB table.

When specifying an object name instead of an OID (using the add command), only object names from 
the Interfaces MIB (IF-MIB.my), Cisco Committed Access Rate MIB (CISCO-CAR-MIB.my) and the 
MPLS Traffic Engineering MIB (MPLS-TE-MIB.my) may be used.

SUMMARY STEPS

1. enable

2. configure terminal

3. snmp mib bulkstat object-list list-name

4. add { oid | object-name}

5. exit
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DETAILED STEPS

Configuring a Bulk Statistics Schema
The next step in configuring the Periodic MIB Data Collection and Transfer Mechanism is to configure 
one or more schemas.

Prerequisites

The bulk statistics object list to be used in the schema must be defined. 

Restrictions

Only one object list can be associated with a schema at a time.

SUMMARY STEPS

1. snmp mib bulkstat schema schema-name 

2. object-list list-name 

3. instance {exact | wild } { interface interface-id [sub-if] | controller  controller-id [sub-if] | oid oid}

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

 • Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 snmp mib bulkstat object-list list-name

Example:
Router(config)# snmp mib bulkstat object-list ifMib

Defines an SNMP bulk statistics object list and 
enters Bulk Statistics Object List configuration 
mode. 

Step 4 add  { oid  | object-name }

Example:
Router(config-bulk-objects)# add 1.3.6.1.2.1.2.2.1.11
Router(config-bulk-objects)# add ifAdminStatus
Router(config-bulk-objects)# add ifDescr
.
.
.

Adds a MIB object to the bulk statistics object list.

 • Repeat as desired until all objects to be 
monitored in this list are added.

Step 5 exit

Example:
Router(config-bulk-objects)# exit

Exits from Bulk Statistics Object List 
configuration mode.
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4. instance range start oid end oid (optional)

5. instance repetition oid-instance max repeat-number (optional)

6. poll-interval minutes

7. exit

DETAILED STEPS

Command or Action Purpose

Step 1 snmp mib bulkstat schema  schema-name  

Example:
Router(config)# snmp mib bulkstat schema intE0 

Names the bulk statistics schema and enters Bulk Statistics 
Schema (config-bulk-sc) configuration mode.

Step 2 object-list  list-name  

Example:
Router(config-bulk-sc)# object-list ifMib 

Specifies the bulk statistics object list to be included in this 
schema. Specify only one object list per schema.

(If multiple object-list commands are executed, the earlier 
ones are overwritten by newer commands.)

Step 3 instance  { exact  | wild } { interface  interface-id  
[ sub-if ] | controller  controller-id  [ sub-if ] | 
oid  oid } 

Example:
Router(config-bulk-sc)# instance wild oid 1 
or

Example:
Router(config-bulk-sc)# instance exact 
interface FastEthernet 0/1 subif

Specifies the instance information for objects in this 
schema. 

 • The instance exact command indicates that the 
specified instance, when appended to the object list, is 
the complete OID.

 • The instance wild command indicates that all 
subindices of the specified OID belong to this schema. 
The wild  keyword allows you to specify a partial, “wild 
carded” instance.

 • Instead of specifying an instance OID, you can specify 
a specific interface. The interface interface-id syntax 
allows you to specify an interface name and number 
(for example, interface Ethernet 0) instead of 
specifying the ifIndex OID for the interface. Similarly, 
the controller  controller-id syntax allows you to 
specify a controller card (interface). This option is 
platform dependent.

 • The optional sub-if keyword, when added after 
specifying an interface or controller, includes the 
ifIndexes for all subinterfaces of the interface you 
specified.

 • Only one instance command can be configured per 
schema. (If multiple instance commands are executed, 
the earlier ones are overwritten by new commands.)

Step 4 instance range start oid  end oid

Example:
instance range start 1 end 2

(Optional) When used in conjunction with the snmp mib 
bulkstat schema command, the instance range command 
can be used to configure a range of instances on which to 
collect data.
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Configuring a Bulk Statistics Transfer Options
The final step in configuring the Periodic MIB Data Collection and Transfer Mechanism is to configure 
the transfer options. The collected MIB data are kept in a local file-like entity called a VFile (virtual file, 
referred to as a bulk statistics file in this document). This file can be transferred to a remote network 
management station (NMS) at intervals you specify.

Prerequisites

The bulk statistics object lists and bulk statistics schemas should be defined before configuring the bulk 
statistics transfer options. 

Restrictions

Transfers can only be performed using schemaASCII (cdcSchemaASCII) format. SchemaASCII is an 
ASCII format that contains parser-friendly hints for parsing data values. 

SUMMARY STEPS

1. snmp mib bulkstat transfer transfer-id

2. buffer-size bytes (optional)

3. format  { bulkBinary  | bulkASCII  | schemaASCII} (optional)

4. schema schema-name

5. transfer-interval  minutes (optional)

6. url primary  url

7. url secondary url (optional)

8. retry  number (optional)

9. retain minutes (optional)

10. enable

Step 5 instance repetition oid - instance  max 
repeat-number

Example:
instance repetition 1 max 4

(Optional) When used in conjunction with the snmp mib 
bulkstat schema command, the instance repetition 
command can be used to configure data collection to repeat 
for a certain number of instances of a MIB object.

Step 6 poll-interval minutes

Example:
Router(config-bulk-sc)# poll-interval 10 

Sets how often data should be collected from the object 
instances specified in this schema, in minutes. The default 
is once every 5 minutes.

The valid range is from 1 to 20000.

Step 7 exit

Example:
Router(config-bulk-objects)# exit

Exits from Bulk Statistics Schema configuration mode.

Command or Action Purpose
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11. exit

DETAILED STEPS

Command or Action Purpose

Step 1 snmp mib bulkstat transfer  
transfer-id

Example:
Router(config)# snmp mib bulkstat 
transfer bulkstat1

Identifies the transfer configuration with a name (transfer-id) and enters 
Bulk Statistics Transfer configuration mode.

Step 2 buffer-size  bytes

Example:
Router(config-bulk-tr)# buffer-size 
3072

(Optional) Specifies the maximum size for the bulk statistics data file, in 
bytes. The valid range is from 1024 to 2147483647 bytes. The default buffer 
size is 2048 bytes.

Note A configurable buffer size limit is available only as a safety feature. 
Normal bulk statistics files should not generally meet or exceed the 
default value.

Step 3 format  { bulkBinary  | bulkASCII  | 
schemaASCII }

Example:
Router(config-bulk-tr)# format 
schemaASCII

(Optional) Specifies the format of the bulk statistics data file (VFile). The 
default is schemaASCII.

Note Transfers can only be performed using schemaASCII 
(cdcSchemaASCII) format. SchemaASCII is a human-readable 
format that contains parser-friendly hints for parsing data values. 

Step 4 schema schema-name  

Example:
Router(config-bulk-tr)# schema 
ATM2/0-IFMIB 
Router(config-bulk-tr)# schema 
ATM2/0-CAR 
Router(config-bulk-tr)# schema 
Ethernet2/1-IFMIB 
.
.
.

Specifies the bulk statistics schema to be transferred. Repeat this command 
as desired. Multiple schemas can be associated with a single transfer 
configuration; all collected data will be in a single bulk data file (VFile).

Step 5 transfer-interval  minutes  

Example:
Router(config-bulk-tr)# 
transfer-interval 20

(Optional) Specifies how often the bulk statistics file should be transferred, 
in minutes. The default value is once every 30 minutes. The transfer interval 
is the same as the collection interval.

Step 6 url primary url  

Example:
Router(config-bulk-tr)# url primary 
ftp://user:password@host/folder/bulk
stat1

Specifies the network management system (host) that the bulk statistics data 
file should be transferred to, and the protocol to use for transfer. The 
destination is specified as a Uniform Resource Locator (URL).

 • FTP, rcp, or TFTP can be used for the bulk statistics file transfer.



 

Periodic MIB Data Collection and Transfer Mechanism
  How to Configure Periodic MIB Data Collection and Transfer Mechanism

9

Step 7 url secondary url

Example:
Router(config-bulk-tr)# url 
secondary  
tftp://10.1.0.1/tftpboot/user/bulkst
at1

(Optional) Specifies a backup transfer destination and protocol for use in 
the event that transfer to the primary location fails.

 • FTP, rcp, or TFTP can be used for the bulk statistics file transfer.

Step 8 retry  number

Example:
Router(config-bulk-tr)# retry 1

(Optional) Specifies the number of transmission retries. The default value 
is 0 (in other words, no retries).

 • If an attempt to send the bulk statistics file fails, the system can be 
configured to attempt to send the file again using this command. One 
retry includes an attempt first to the primary destination then, if the 
transmission fails, to the secondary location; for example, if the retry 
value is 1, an attempt will be made first to the primary URL, then to the 
secondary URL, then to the primary URL again, then to the secondary 
URL again.

 • The valid range is from 0 to 100.

Step 9 retain  minutes

Example:
Router(config-bulk-tr)# retain 60

(Optional) Specifies how long the bulk statistics file should be kept in 
system memory, in minutes, after the completion of the collection interval 
and a transmission attempt is made. The default value is 0. 

 • Zero (0) indicates that the file will be deleted immediately after a 
successful transfer.

Note If the retry  command is used, you should configure a retain interval 
larger than 0. The interval between retries is the retain interval 
divided by the retry number. For example, if retain 10 and retry 2 
are configured, retries will be attempted once every 5 minutes. 
Therefore, if retain 0 is configured, no retries will be attempted.

 • The valid range is from 0 to 20000.

Step 10 enable

Example:
Router(config-bulk-tr)# enable

Begins the bulk statistics data collection and transfer process for this 
configuration. 

 • For successful execution of this action, at least one schema with 
non-zero number of objects should be configured. 

 • Periodic collection and file transfer operations will commence only if 
this command is configured. Conversely, the no enable command will 
stop the collection process. A subsequent enable will start the 
operations again. 

 • Each time the collection process is started using the enable command, 
data is collected into a new bulk statistics file. When the no enable 
command is used, the transfer process for any collected data will 
immediately begin (in other words, the existing bulk statistics file will 
be transferred to the specified management station).

Step 11 exit

Example:
Router(config-bulk-tr)# exit

Exits from Bulk Statistics Transfer configuration mode.

Command or Action Purpose
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Troubleshooting Tips 

If the maximum buffer size for a bulk statistics file is reached before the transfer interval time expires, 
the transfer operation will still be initiated, and bulk statistics data will be collected into a new file in the 
system buffer. To correct this behavior, you can decrease the polling frequency, or increase the size of 
the bulk statistics buffer. If retain 0 is configured, no retries will be attempted. This is because the interval 
between retries is the retain value divided by the retry value. For example, if retain 10 and retry 2 are 
configured, retries will be attempted once every 5 minutes. Therefore, if you configure the retry  
command, you should also configure an appropriate value for the retain command.

Enabling Monitoring for Bulk Statistics Collection
Optionally, you can enable SNMP notifications to be sent, which provide information on the transfer 
status of the Periodic MIB Data Collection and Transfer Mechanism (Bulk Statistics feature).

SUMMARY STEPS

1. configure terminal

2. snmp-server community string [view view-name] [ ro | rw ] [acl-number]

3. snmp-server enable traps bulkstat [collection | transfer]

4. snmp-server host host-address [traps | informs] [version { 1 | 2c | 3 [auth | noauth | priv ]}] 
community-string [udp-port  port] [bulkstat]

5. do copy running-config startup-config

DETAILED STEPS

Command or Action Purpose

Step 1 configure terminal  

Example:
Router# configure terminal

Enters global configuration mode.

Step 2 snmp-server community  string  [ view  view-name ] 
[ ro  | rw ] [ acl-number ] 

Example:
Router(config)# snmp-server community public

Specifies the SNMP community and access options for the 
device.
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Monitoring and Troubleshooting Periodic MIB Data Collection and Transfer 
Mechanism

The show command for this feature displays the status of the bulk statistics processes. The debug 
command enables the standard set of debugging messages for technical support purposes.

SUMMARY STEPS

1. show snmp mib bulkstat transfer [transfer-name]

2. debug snmp bulkstat

Step 3 snmp-server enable traps bulkstat  [ collection  
| transfer ]

Example:
Router(config)# snmp-server enable traps 
bulkstat

Enables the sending of bulk statistics SNMP notifications 
(traps or informs). The following notifications (defined in 
the CISCO-DATA-COLLECTION-MIB) are enabled with 
this command: 

 • transfer (cdcFileXferComplete)—Sent when a transfer 
attempt is successful and when a transfer attempt fails. 
(The varbind cdcFilXferStatus object in the trap defines 
tells if the transfer is successful or not).

 • collection (cdcVFileCollectionError)—Sent when data 
collection could not be carried out successfully.One 
possible reason for this condition could be insufficient 
memory on the device to carry out data collection. 

Step 4 snmp-server host  host-address  [ traps  | 
informs ] [ version  { 1 | 2c  | 3 [ auth  | noauth  | 
priv ]}] community-string  [ udp-port  port ] 
[ bulkstat ]

Example:
Router(config)# snmp-server host informs 
public bulkstat

Specifies the recipient (host) for the SNMP notifications, 
and additional transfer options.

Step 5 do copy running-config startup-config  

Example:
Router(config)# do copy running-config 
startup-config

(Optional) Saves the current configuration to NVRAM as the 
startup configuration file.

 • The do command allows you to execute EXEC mode 
commands in any configuration mode.

Command or Action Purpose
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DETAILED STEPS

Configuration Examples for Periodic MIB Data Collection and 
Transfer Mechanism

This section provides the following configuration example:

 • Configuring Periodic MIB Data Collection and Transfer Mechanism: Example, page 12

Configuring Periodic MIB Data Collection and Transfer Mechanism: Example
This section provides a complete example of configuring the Periodic MIB Data Collection and Transfer 
Mechanism (Bulk Statistics feature). The example is described in the following subsections:

Command or Action Purpose

Step 1 show snmp mib bulkstat transfer  [ transfer-name ]

Example:
Router# show snmp mib bulkstat transfer

Transfer Name : ifmib
 Retained files

 File Name         : Time Left (in seconds)    
:STATE
 -------------------------------------------------
----
 ifmib_Router_020421_100554683 :  173  : Retry (2 
Retry attempt(s) Left)

 ifmib_Router_020421_100554683 :  53 : Retained

(Optional) The show command for this feature lists all 
bulk statistics virtual files (VFiles) on the system that 
have finished collecting data. (Data files that are not 
complete are not displayed.)

The output lists all of the completed local bulk statistics 
files, the remaining time left before the bulk statistics 
file is deleted (remaining retention period), and the state 
of the bulk statistics file.

The “STATE” of the bulk statistics file will be one of the 
following:

 • Queued—Indicates that the data collection for this 
bulk statistics file is completed (in other words, the 
transfer interval has been met) and that the bulk 
statistics file is waiting for transfer to the 
configured destination(s).

 • Retry—Indicates that one or more transfer attempts 
have failed and that the file transfer will be 
attempted again. The number of retry attempts 
remaining will be displayed in parenthesis.

 • Retained—Indicates that the bulk statistics file has 
either been successfully transmitted or that the 
configured number of retries have been completed.

Tip To determine if a transfer was successful, 
enable the bulk statistics SNMP notification.

To display only the status of a named transfer (as 
opposed to all configured transfers), specify the name 
of the transfer in the transfer-name argument.

Step 2 debug snmp bulkstat

Example:
Router# debug snmp bulkstat

(Optional) Enables standard debugging output for the 
Bulk Statistics feature. Debugging output includes 
messages about the creation, transfer, and deletion of 
bulk statistics files.
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 • Transfer Parameters, page 13

 • Polling Requirements, page 13

 • Object List Configuration, page 14

 • Schema Definition Configuration, page 14

 • Transfer Parameter Configuration, page 14

 • Displaying Status, page 15

 • Bulk Statistics Output File, page 15

Transfer Parameters

The following transfer parameters are used for the “Configuring the Periodic MIB Data Collection and 
Transfer Mechanism” example:

 • Transfer interval (collection interval)—30 minutes

 • Primary URL—ftp://john:pswrd@cbin2-host/users/john/bulkstat1

 • Secondary URL—tftp://john@10.1.1.1/tftpboot/john/bulkstat1

 • Transfer format—schemaASCII

 • Retry interval—Retry after 6 minutes (retry = 5, retain = 30; 5 retry attempts over the 30-minute 
retention interval.)

Polling Requirements

The following polling requirements for ATM interface 2/0 and Ethernet interface 2/1 are used for the 
“Configuring the Periodic MIB Data Collection and Transfer Mechanism” example:

ATM interface 2/0

 • Objects to be polled—ifInOctets, ifOutOctets, ifInUcastPkts, ifInDiscards, CcarStatSwitchedPkts, 
CcarStatSwitchedBytes, CcarStatFilteredBytes

 • Polling interval—Once every 5 minutes

 • Instances—Main interface and all subinterfaces

 • For CAR MIB objects, poll all instances related to the specified interface

Ethernet Interface 2/1

 • Objects to be polled—ifInOctets, ifOutOctets, ifInUcastPkts, ifInDiscards, CcarStatSwitchedPkts, 
CcarStatSwitchedBytes, CcarStatFilteredBytes

 • Polling interval—Once every 10 minutes

 • Instances—Only main interface is to be monitored

 • For CAR MIB objects, only include instances pertaining to packets in the incoming direction (on 
the main interface)
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Object List Configuration

Note that since the IF-MIB objects and the CAR-MIB objects do not have the same index, they will have 
to be a part of different schemas. However, since the objects required are the same for the ATM interface 
and the Ethernet interface, the object list can be reused for each schema. Therefore, in the following 
example, an object list is created for the for the IF-MIB objects and another object list is created for the 
CAR-MIB objects.

snmp mib bulkstat object-list ifmib
add ifInoctets
add ifOutoctets
add ifInUcastPkts
add ifInDiscards
exit

snmp mib bulkstat object-list CAR-mib
add CcarStatSwitchedPkts  
add CcarStatSwitchedBytes
add CcarStatFilteredBytes
exit

Schema Definition Configuration

For the following bulk statistics schema configuration, two schemas are defined for each interface—one 
for the IF-MIB object instances and one for the CAR-MIB object instances.

! ATM IF-MIB schema
snmp mib bulkstat schema ATM2/0-IFMIB
! The following command points to the IF-MIB object list, defined above.
object-list ifmib
poll-interval 5
instance exact interface ATM2/0 subif 
exit

! ATM CAR-MIB schema
snmp mib bulkstat schema-def ATM2/0-CAR
object-list CAR-mib
poll-interval 5
instance wildcard interface ATM2/0 subif 
exit

!Ethernet IF-MIB schema
snmp mib bulkstat schema Ethernet2/1-IFMIB
object-list ifmib
poll-interval 5
instance exact interface Ethernet2/1
exit

! Ethernet CAR-MIB schema
snmp mib bulkstat schema Ethernet2/1-CAR
object-list CAR-mib
poll-interval 5

! Note: ifindex of Ethernet2/1 is 3
instance wildcard oid 3.1
exit

Transfer Parameter Configuration

For the transfer of the bulk statistics file, the transfer configuration is given the name bulkstat1. All of 
the four schema definitions are included in the following transfer configuration.
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snmp mib bulkstat transfer bulkstat1
schema ATM2/0-IFMIB
schema ATM2/0-CAR
schema Ethernet2/1-IFMIB
schema Ethernet2/1-CAR
url primary ftp://username1:pswrd@cbin2-host/users/username1/bulkstat1
url secondary tftp://username1@10.1.0.1/tftpboot/username1/bulkstat1
format schemaASCII
transfer-interval 30
retry 5
buffer-size 1024
retain 30
end

copy running-config startup-config

Displaying Status

The following sample output for the show snmp mib bulkstat transfer command shows that the initial 
transfer attempt and the first retry has failed for the newest file, and four additional retry attempts will 
be made:

Router# show snmp mib bulkstat transfer
Transfer Name : bulkstat1

Primary URL ftp://user:XXXXXXXX@192.168.200.162/
Secondary ftp://user:XXXXXXXX@192.168.200.163/

      Retained files
     
      File Name               :  Time Left (in seconds)      :  STATE
     ----------------------------------------------------------------------
      bulkstat1_Router_030307_102519739: 1196          :Retry(4 Retry attempt(s) Left)
      bulkstat1_Router_030307_102219739: 1016         :Retained
      bulkstat1_Router_030307_101919739:   836          :Retained

The filename for the bulk statistics file is generated with the following extensions to the name you 
specify in the url  command:

specified-filename_device-name_date_time-stamp

The device name is the name of the sending device, as specified in the CLI prompt. 

The time-stamp format will depend on your system configuration. Typically, the format for the date is 
YYYYMMDD or YYMMDD. The time stamp uses a 24-hour clock notation, and the format is 
HHMMSSmmm (where mmm are milliseconds).

In the example above, the files were created on March 7, 2003, at 10:25 a.m., 10:22 a.m., and 10:19 a.m.

Bulk Statistics Output File

The following is sample output as it appears in the bulk statistics file received at the transfer destination. 
In this output, the name of the bulk statistics file is bulkstat1_Router_20030131_193354234. Also, note 
that the schema definition (Schema-def) for the schema Ethernet2/1-IFMIB was added to the file as the 
configuration was changed (see comment lines indicated by “!”).

Schema-def  ATM2/0-IFMIB “%u, %s,  %u, %u, %u, %u”
epochtime ifDescr instanceoid ifInOctets ifOutOctets ifInUcastPkts ifInDiscards
Schema-def  ATM2/0-CAR  “%u, %s,  %s, %u, %u, %u, %u “
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epochtime ifDescr instanceoid CcarStatSwitchedPkts  ccarStatSwitchedBytes 
CcarStatSwitchedPkts  ccarStatSwitchedBytes
Schema-def  Ethernet2/1-IFMIB “%u, %u,  %u, %u, %u, %u”
epochtime ifDescr instanceoid ifInOctets ifOutOctets ifInUcastPkts ifInDiscards
Schema-def  Ethernet2/1-CAR  “%u, %s, %u, %u, %u, %u “
Epochtime instanceoid CcarStatSwitchedPkts  ccarStatSwitchedBytes CcarStatSwitchedPkts  
ccarStatSwitchedBytes
Schema-def GLOBAL “%s, %s,  %s, %u, %u, %u, %u” 
            hostname data timeofday sysuptime cpu5min cpu1min cpu5sec 

ATM2/0-IFMIB: 954417080, ATM2/0, 2, 95678, 23456, 234, 3456
ATM2/0-IFMIB: 954417080, ATM2/0.1, 8, 95458, 54356, 245, 454
ATM2/0-IFMIB: 954417080, ATM2/0.2, 9, 45678, 8756, 934, 36756
ATM2/0-CAR: 954417083, ATM2/0, 2.1.1, 234, 345, 123, 124
ATM2/0-CAR: 954417083, ATM2/0, 2.2.1, 452, 67, 132, 145
ATM2/0-CAR: 954417083, ATM2/0.1, 8.1.1, 224, 765, 324 234
ATM2/0-CAR: 954417083, ATM2/0.1, 8.2.1, 234, 345, 123, 124
ATM2/0-CAR: 954417083, ATM2/0.2, 9.1.1, 234, 345, 123, 124
ATM2/0-CAR: 954417083, ATM2/0.2, 9.2.1, 452, 67, 132, 145
Ethernet2/1-IFMIB: 954417090, Ethernet2/1, 3, 45678, 8756, 934, 36756
Ethernet2/1-CAR: 954417093, 3.1.1, 234, 345, 123, 124
Ethernet2/1-CAR: 954417093, 3.1.2, 134, 475, 155, 187
ATM2/0-IFMIB: 954417100, ATM2/0, 2, 95678, 23456, 234, 3456
ATM2/0-IFMIB: 954417101, ATM2/0.1, 8, 95458, 54356, 245, 454
ATM2/0-IFMIB: 954417102, ATM2/0.2, 9, 45678, 8756, 934, 36756
ATM2/0-CAR: 954417106, ATM2/0, 2.1.1, 234, 345, 123, 124
ATM2/0-CAR: 954417107, ATM2/0, 2.2.1, 452, 67, 132, 145
ATM2/0-CAR: 954417107, ATM2/0.1, 8.1.1, 224, 765, 324 234
ATM2/0-CAR: 954417108, ATM2/0.1, 8.2.1, 234, 345, 123, 124
ATM2/0-CAR: 954417113, ATM2/0.2, 9.1.1, 234, 345, 123, 124
ATM2/0-CAR: 954417114, ATM2/0.2, 9.2.1, 452, 67, 132, 145
! Here the Schema-def for “Ehternet2/1-IFMIB” was changed on the originating device.
Schema-def  Ethernet2/1-IFMIB “%u, %u,  %u, %u, %u, %u”
! The object ifOutDiscards has been added to the object list for this schema.  
epochtime ifDescr instanceoid ifInOctets ifOutOctets ifInUcastPkts ifInDiscards
            ifOutDiscards 
! The following data sample reflects the change in the configuration.
Ethernet2/1-IFMIB: 954417090, Ethernet2/1, 3, 45678, 8756, 934, 36756, 123
Ethernet2/1-CAR: 954417093, 3.1.1, 234, 345, 123, 124
Ethernet2/1-CAR: 954417093, 3.1.2, 134, 475, 155, 187
GLOBAL: Govinda, 20020129, 115131, 78337, 783337, 2%, 0%, 62%
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Additional References
The following sections provide references related to the Periodic MIB Data Collection and Transfer 
Mechanism.

Related Documents

MIBs

RFCs

Related Topic Document Title

SNMP configuration tasks “Configuring SNMP Support” module in the Cisco IOS 
Network Management Configuration Guide

SNMP commands: complete command syntax, 
command mode, command history, defaults, usage 
guidelines, and examples

Cisco IOS Network Management Command Reference

MIBs MIBs Link

This feature supports all Cisco implemented MIBs.

This feature uses the Cisco Data Collection MIB 
(CISCO-DATA-COLLECTION-MIB.my) function of 
reporting errors and statistics during data collection 
and transfer.

The Cisco Data Collection MIB also supports 
configuring data collection using the CLI, as well as 
with SNMP.

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

RFC Title

None —

http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/12_4t/nm_12_4t_book.html
http://www.cisco.com/en/US/docs/ios/netmgmt/configuration/guide/12_4t/nm_12_4t_book.html
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tnm_r/index.htm
http://www.cisco.com/go/mibs
http://www.cisco.com/en/US/docs/ios/netmgmt/command/reference/nm_book.html
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Technical Assistance

Description Link

The Cisco Support website provides extensive online 
resources, including documentation and tools for 
troubleshooting and resolving technical issues with 
Cisco products and technologies.

To receive security and technical information about 
your products, you can subscribe to various services, 
such as the Product Alert Tool (accessed from Field 
Notices), the Cisco Technical Services Newsletter, and 
Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website 
requires a Cisco.com user ID and password.

http://www.cisco.com/techsupport

http://www.cisco.com/public/support/tac/home.shtml
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Feature Information for Periodic MIB Data Collection and 
Transfer Mechanism

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Use Cisco Feature Navigator to find information about platform support and software image support. 
Cisco Feature Navigator enables you to determine which Cisco IOS, Catalyst OS, and Cisco IOS XE 
software images support a specific software release, feature set, or platform. To access Cisco Feature 
Navigator, go to http://www.cisco.com/go/cfn. An account on Cisco.com is not required.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

CCDE, CCENT, CCSI, Cisco Eos, Cisco HealthPresence, Cisco IronPort, the Cisco logo, Cisco Nurse Connect, Cisco Pulse, Cisco SensorBase, 
Cisco StackPower, Cisco StadiumVision, Cisco TelePresence, Cisco Unified Computing System, Cisco WebEx, DCE, Flip Channels, Flip for Good, 
Flip Mino, Flipshare (Design), Flip Ultra, Flip Video, Flip Video (Design), Instant Broadband, and Welcome to the Human Network are trademarks; 
Changing the Way We Work, Live, Play, and Learn, Cisco Capital, Cisco Capital (Design), Cisco:Financed (Stylized), Cisco Store, Flip Gift Card, 
and One Million Acts of Green are service marks; and Access Registrar, Aironet, AllTouch, AsyncOS, Bringing the Meeting To You, Catalyst, CCDA, 
CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, CCVP, Cisco, the Cisco Certified Internetwork Expert logo, Cisco IOS, Cisco Lumin, Cisco Nexus, 
Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Collaboration Without Limitation, Continuum, EtherFast, 
EtherSwitch, Event Center, Explorer, Follow Me Browsing, GainMaker, iLYNX, IOS, iPhone, IronPort, the IronPort logo, Laser Link, LightStream, 
Linksys, MeetingPlace, MeetingPlace Chime Sound, MGX, Networkers, Networking Academy, PCNow, PIX, PowerKEY, PowerPanels, PowerTV, 
PowerTV (Design), PowerVu, Prisma, ProConnect, ROSA, SenderBase, SMARTnet, Spectrum Expert, StackWise, WebEx, and the WebEx logo are 
registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or website are the property of their respective owners. The use of the word partner does not imply 
a partnership relationship between Cisco and any other company. (0910R)

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental. 
 
© 2003-2008 Cisco Systems, Inc. All rights reserved.

Table 1 Feature Information for Periodic MIB Data Collection and Transfer Mechanism 

Feature Name Releases Feature Information

Periodic MIB Data Collection and 
Transfer Mechanism

12.0(24)S  
12.3(2)T  
12.2(25)S  
12.2(33)SRA 
12.2(33)SXH 
12.2(33)SRC 
12.2(33)SB

This feature provides the ability to periodically transfer 
selected MIB data from Cisco IOS-based devices to 
specified Network Management Systems (NMS). Using 
the command-line interface (CLI), data from multiple 
MIBs can be grouped into lists, and a polling interval 
(frequency of data collection) can be configured. All the 
MIB objects in a list are periodically polled using this 
specified interval. The collected data from the lists can 
then be transferred to a specified NMS at a 
user-specified transfer interval (frequency of data 
transfer) using TFTP, rcp, or FTP.

http://www.cisco.com/go/cfn
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