Support for PAID, PPID, Privacy, PCPID, and PAURI Headers on the Cisco
Unified Border Element

Figure 1 shows a typical network topology where the Cisco Unified Border Element is configured to
route messages between a call manager system (such as the Cisco Unified Call Manager) and a Next
Generation Network (NGN).

Figure 1 Cisco Unified Border Element and Next Generation Topology
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Devices that connect to an NGN must comply with the User-Network Interface (UNI) specification. The
Cisco Unified Border Element supports the NGN UNI specification and can be configured to
interconnect NGN with other call manager systems, such us the Cisco Unified Call Manager.

The Cisco Unified Border Element supports the following:

e the use of P-Preferred Identity (PPID), P-Asserted Identity (PAID), Privacy, P-Called Party Identity
(PCPID), in INVITE messages

¢ the translation of PAID headers to PPID headers and vice versa
e the translation of From: or RPID headers to PAID or PPID headers and vice versa

e the configuration and/or pass through of privacy header values
¢ the use of the PCPID header to route INVITE messages

¢ the use of multiple PAURI headers in the response messages (200 OK) it receives to REGISTER
messages

P-Preferred Identity and P-Asserted Identity Headers

NGN servers use the PPID header to identify the preferred number that the caller wants to use. The PPID
is part of INVITE messages sent to the NGN. When the NGN receives the PPID, it authorizes the value,
generates a PAID based on the preferred number, and inserts it into the outgoing INVITE message
towards the called party.

However, some call manager systems, such as Cisco Unified Call Manager 5.0, use the Remote-Party
Identity (RPID) value to send calling party information. Therefore, the Cisco Unified Border Element
must support building the PPID value for an outgoing INVITE message to the NGN, using the RPID
value or the From: value received in the incoming INVITE message. Similarly, CUBE supports building
the RPID and/or From: header values for an outgoing INVITE message to the call manager, using the
PAID value received in the incoming INVITE message from the NGN.

In non-NGN systems, the Cisco Unified Border Element can be configured to translate between PPID
and PAID values, and between From: or RPID values and PAID/PPID values, at global and dial-peer
levels.

In configurations where all relevant servers support the PPID or PAID headers, the Cisco Unified Border
Element can be configured to transparently pass the header.
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Note If the NGN sets the From: value to anonymous, the PAID is the only value that identifies the caller.

Table 1 describes the types of INVITE message header translations supported by the Cisco Unified
Border Element. It also includes information on the configuration commands to use to configure
P-header translations.

Table 1 shows the P-header translation configuration settings only. In addition to configuring these
settings, you must configure other system settings (such as the session protocol).

Table 1 P-header Configuration Settings

Incoming |Outgoing
Header |Header |Configuration Notes

From: PPID To enable the translation to PPID headers in the outgoing header at a global
level, use the asserted-id ppi command in voice service VoIP SIP configuration
Inode.Forexquﬂe:Router(conf—serv—sip)# asserted-id ppi

To enable the translation to PPID headers in the outgoing header on a specific
dial peer, use the voice-class sip asserted-id ppi command in dial peer voice
configuration mode. For example: Router (config-dial-peer)# voice-class

sip asserted-id ppi

From: PAID To enable the translation to PAID headers in the outgoing header at a global
level, use the asserted-id pai command in voice service VoIP SIP configuration
mode. For example: Router (conf-serv-sip)# asserted-id pai

To enable the translation to PAID headers in the outgoing header on a specific
dial peer, use the voice-class sip asserted-id pai command in dial peer voice
configuration mode. For example: Router (config-dial-peer)# voice-class

sip asserted-id pai

From: RPID To enable the translation to RPID headers in the outgoing header, use the
remote-party-id command in SIP user-agent configuration mode. For example:
Router (config-sip-ua)# remote-party-id

This is the default system behavior.

Note If both, remote-party-id and asserted-id commands are configured,
then the asserted-id command takes precedence over the
remote-part-id command.

PPID PAID To enable the translation to PAID privacy headers in the outgoing header at a
global level, use the asserted-id pai command in voice service VoIP SIP
configuration mode. For example: Router (conf-serv-sip) # asserted-id pai

To enable the translation to PAID privacy headers in the outgoing header on a
specific dial peer, use the voice-class sip asserted-id pai command in dial peer
voice configuration mode. For example: Router (config-dial-peer) #

voice-class sip asserted-id pai

PPID From: By default, the translation to RPID headers is enabled and the system translates
PPID headers in incoming messages to RPID headers in the outgoing messages.
To disable the default behavior and enable the translation from PPID to From:
headers, use the no remote-party-id command in SIP user-agent configuration
InOde.Forexanqﬂe:Router(config—sip—ua)# no remote-party-id
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Table 1 P-header Configuration Settings (continued)

Incoming |Outgoing
Header |Header |Configuration Notes

PPID RPID To enable the translation to RPID headers in the outgoing header, use the
remote-party-id command in SIP user-agent configuration mode. For example:

Router (config-sip-ua)# remote-party-id

This is the default system behavior.

PAID PPID To enable the translation to PPID privacy headers in the outgoing header at a
global level, use the asserted-id ppi command in voice service VoIP SIP
configuration mode. For example: Router (conf-serv-sip)# asserted-id ppi

To enable the translation to PPID privacy headers in the outgoing header on a
specific dial peer, use the voice-class sip asserted-id ppi command in dial peer
voice configuration mode. For example: Router (config-dial-peer) #
voice-class sip asserted-id ppi

PAID From: By default, the translation to RPID headers is enabled and the system translates
PPID headers in incoming messages to RPID headers in the outgoing messages.
To disable the default behavior and enable the translation from PPID to From:
headers, use the no remote-party-id command in SIP user-agent configuration
mode. For example: Router (config-sip-ua)# no remote-party-id

PAID RPID To enable the translation to RPID headers in the outgoing header, use the
remote-party-id command in SIP user-agent configuration mode. For example:

Router (config-sip-ua)# remote-party-id

This is the default system behavior.

RPID PPID To enable the translation to PPID privacy headers in the outgoing header at a
global level, use the asserted-id ppi command in voice service VoIP SIP
configuration mode. For example: Router (conf-serv-sip) # asserted-id ppi

To enable the translation to PPID privacy headers in the outgoing header on a
specific dial peer, use the voice-class sip asserted-id ppi command in dial peer
voice configuration mode. For example: Router (config-dial-peer) #
voice-class sip asserted-id ppi

RPID PAID To enable the translation to PAID privacy headers in the outgoing header at a
global level, use the asserted-id pai command in voice service VoIP SIP
configuration mode. For example: Router (conf-serv-sip) # asserted-id pai

To enable the translation to PAID privacy headers in the outgoing header on a
specific dial peer, use the voice-class sip asserted-id pai command in dial peer
voice configuration mode. For example: Router (config-dial-peer) #

voice-class sip asserted-id pai

RPID From: By default, the translation to RPID headers is enabled and the system translates
PPID headers in incoming messages to RPID headers in the outgoing messages.
To disable the default behavior and enable the translation from PPID to From:
headers, use the no remote-party-id command in SIP user-agent configuration
Inode.Forexquﬂe:Router(config—sip—ua)# no remote-party-id

Privacy

If the user is subscribed to a privacy service, the Cisco Unified Border Element can support privacy using
one of the following methods:
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e Using prefixes

The NGN dial plan can specify prefixes to enable privacy settings. For example, the dial plan may
specify that if the caller dials a prefix of 184, the calling number is not sent to the called party.

The dial plan may also specify that the caller can choose to send the calling number to the called
party by dialing a prefix of 186. Here, the Cisco Unified Border Element transparently passes the
prefix as part of the called number in the INVITE message.

The actual prefixes for the network are specified in the dial plan for the NGN, and can vary from
one NGN to another.

e Using the Privacy header

If the Privacy header is set to None, the calling number is delivered to the called party. If the Privacy
header is set to a Privacy:id value, the calling number is not delivered to the called party.

e Using Privacy values from the peer call leg

If the incoming INVITE has a Privacy header or a RPID with privacy on, the outgoing INVITE can
be set to Privacy: id. This behavior is enabled by configuring privacy pstn command globally or
voice-class sip privacy pstn command on the selected dial-per.

Incoming INVITE can have multiple privacy header values, id, user, session, and so on. Configure
the privacy-policy passthru command globally or voice-class sip privacy-policy passthru
command to transparently pass across these multiple privacy header values.

Some NGN servers require a Privacy header to be sent even though privacy is not required. In this
case the Privacy header must be set to none. The Cisco Unified Border Element can add a privacy
header with the value None while forwarding the outgoing INVITE to NGN. Configure the
privacy-policy send-always globally or voice-class sip privacy-policy send-always command in
dial-peer to enable this behavior.

If the user is not subscribed to a privacy service, the Cisco Unified Border Element can be configured
with no Privacy settings.

P-Called Party Identity
The Cisco Unified Border Element can be configured to use the PCPID header in an incoming INVITE
message to route the call, and to use the PCPID value to set the To: value of outgoing INVITE messages.

The PCPID header is part of the INVITE messages sent by the NGN, and is used by Third Generation
Partnership Project (3GPP) networks. The Cisco Unified Border Element uses the PCPID from incoming
INVITE messages (from the NGN) to route calls to the Cisco Unified Call Manager.

Note  The PCPID header supports the use of E.164 numbers only.

P-Associated URI

The Cisco Unified Border Element supports the use of PAURI headers sent as part of the registration
process. After the Cisco Unified Border Element sends REGISTER messages using the configured E.164
number, it receives a 200 OK message with one or more PAURIs. The number in the first PAURI (if
present) must match the contract number. The Cisco Unified Border Element supports a maximum of six
PAURIs for each registration.

Note  The Cisco Unified Border Element performs the validation process only when a PAURI is present in the
200 OK response.
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Prerequisites

The registration validation process works as follows:

¢ The Cisco Unified Border Element receives a REGISTER response message that includes PAURI
headers that include the contract number and up to five secondary numbers.

e The Cisco Unified Border Element validates the contract number against the E.164 number that it is
registering:

— If the values match, the Cisco Unified Border Element completes the registration process and
stores the PAURI value. This allows administration tools to view or retrieve the PAURI if
needed.

— If the values do not match, the Cisco Unified Border Element unregisters and then reregisters
the contract number. The Cisco Unified Border Element performs this step until the values
match.

Random Contact Support

The Cisco Unified Border Element can use random-contact information in REGISTER and INVITE
messages so that user information is not revealed in the contact header.

To provide random contact support, the Cisco Unified Border Element performs SIP registration based
on the random-contact value. The Cisco Unified Border Element then populates outgoing INVITE
requests with the random-contact value and validates the association between the called number and the
random value in the Request-URI of the incoming INVITE. The Cisco Unified Border Element routes
calls based on the PCPID, instead of the Request-URI which contains the random value used in contact
header of the REGISTER message.

The default contact header in REGISTER messages is the calling number. The Cisco Unified Border
Element can generate a string of 32 random alphanumeric characters to replace the calling number in the
REGISTER contact header. A different random character string is generated for each pilot or contract
number being registered. All subsequent registration requests will use the same random character string.

The Cisco Unified Border Element uses the random character string in the contact header for INVITE
messages that it forwards to the NGN. The NGN sends INVITE messages to the Cisco Unified Border
Element with random-contact information in the Request URI. For example: INVITE
sip:FefhH3zIHe9i8ImcGjDD1PEc5XfFy51G@10.12.1.46:5060.

The Cisco Unified Border Element will not use the To: value of the incoming INVITE message to route
the call because it might not identify the correct user agent if supplementary services are invoked.
Therefore, the Cisco Unified Border Element must use the PCPID to route the call to the Cisco Unified
Call Manager. You can configure routing based on the PCPID at global and dial-peer levels.

Cisco Unified Border Element

e Cisco IOS Release 12.4(22)YB or a later release must be installed and running on your Cisco
Unified Border Element.

Cisco Unified Border Element (Enterprise)

e Cisco IOS XE Release 3.1S or a later release must be installed and running on your Cisco ASR 1000
Series Router.

Cisco Unified Border Element (Enterprise) Configuration Guide ]



Restrictions

To enable random-contact support, you must configure the Cisco Unified Border Element to support
SIP registration with random-contact information. In addition, you must configure random-contact
support in VoIP voice-service configuration mode or on the dial peer.

If random-contact support is configured for SIP registration only, the system generates the
random-contact information, includes it in the SIP REGISTER message, but does not include it in
the SIP INVITE message.

If random-contact support is configured in VoIP voice-service configuration mode or on the dial peer
only, no random contact is sent in either the SIP REGISTER or INVITE message.

Configuring P-Header and Random-Contact Support on the Cisco Unified Border Element

To enable random contact support you must configure the Cisco Unified Border Element to support
Session Initiation Protocol (SIP) registration with random-contact information, as described in this
section.

To enable the Cisco Unified Border Element to use the PCPID header in an incoming INVITE message
to route the call, and to use the PCPID value to set the To: value of outgoing INVITE messages, you must
configure P-Header support as described in this section.

This section contains the following tasks:

Configuring P-Header Translation on a Cisco Unified Border Element, page 166
Configuring P-Header Translation on an Individual Dial Peer, page 167

Configuring P-Called-Party-Id Support on a Cisco Unified Border Element, page 168
Configuring P-Called-Party-Id Support on an Individual Dial Peer, page 169
Configuring Privacy Support on a Cisco Unified Border Element, page 170
Configuring Privacy Support on an Individual Dial Peer, page 171

Configuring Random-Contact Support on a Cisco Unified Border Element, page 172

Configuring Random-Contact Support for an Individual Dial Peer, page 174

Configuring P-Header Translation on a Cisco Unified Border Element

To configure P-Header translations on a Cisco Unified Border Element, perform the steps in this section.

SUMMARY STEPS

N U

enable

configure terminal
voice service voip

sip

asserted-id header-type

exit
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Configuring P-Header Translation on an Individual Dial Peer

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

voice service voip

Example:
Router (config)# voice service voip

Enters VoIP voice-service configuration mode.

sip

Example:
Router (conf-voi-serv) # sip

Enters voice service VoIP SIP configuration mode.

asserted-id header-type

Example:
Router (conf-serv-sip)# asserted-id ppi

Specifies the type of privacy header in the outgoing SIP
requests and response messages.

exit

Example:
Router (conf-serv-sip) # exit

Exits the current mode.

To configure P-Header translation on an individual dial peer, perform the steps in this section.

SUMMARY STEPS

1. enable

2. configure terminal

3. dial-peer voice rag voip

4. voice-class sip asserted-id header-type
5. exit
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

dial-peer voice tag voip

Example:
Router (config)# dial-peer voice 2611 voip

Defines the dial peer, specifies the method of voice
encapsulation, and enters dial peer voice configuration
mode.

voice-class sip asserted-id header-type

Example:
Router (config-dial-peer)# voice-class sip
asserted-id ppi

Specifies the type of privacy header in the outgoing SIP
requests and response messages, on this dial peer.

exit

Example:
Router (config-dial-peer)# exit

Exits the current mode.

Configuring P-Called-Party-ld Support on a Cisco Unified Border Element

To configure P-Called-Party-Id support on a Cisco Unified Border Element, perform the steps in this

section.

SUMMARY STEPS
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1. enable

configure terminal

voice service voip

sip

call-route p-called-party-id

random-request-uri validate
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exit




DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Configuring P-Called-Party-ld Support on an Individual Dial Peer

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

voice service voip

Example:
Router (config)# voice service voip

Enters VoIP voice-service configuration mode.

sip

Example:
Router (conf-voi-serv) # sip

Enters voice service VoIP SIP configuration mode.

call-route p-called-party-id

Example:
Router (conf-serv-sip)# call-route
p-called-party-id

Enables the routing of calls based on the PCPID header.

random-request-uri validate

Example:
Router (conf-serv-sip)# random-request-uri
validate

Enables the validation of the random string in the Request
URI of the incoming INVITE message.

exit

Example:
Router (conf-serv-sip)# exit

Exits the current mode.

To configure P-Called-Party-Id support on an individual dial peer, perform the steps in this section.

SUMMARY STEPS

1. enable
configure terminal

dial-peer voice rag voip

I U S

exit

voice-class sip call-route p-called-party-id

voice-class sip random-request-uri validate
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Configuring Privacy Support on a Cisco Unified Border Element

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

dial-peer voice tag voip

Example:
Router (config)# dial-peer voice 2611 voip

Defines the dial peer, specifies the method of voice
encapsulation, and enters dial peer voice configuration
mode.

voice-class sip call-route p-called-party-id

Example:
Router (config-dial-peer)# voice-class sip
call-route p-called-party-id

Enables the routing of calls based on the PCPID header
on this dial peer.

voice-class sip random-request-uri validate

Example:
Router (config-dial-peer)# voice-class sip
random-request-uri validate

Enables the validation of the random string in the Request
URI of the incoming INVITE message on this dial peer.

exit

Example:
Router (config-dial-peer)# exit

Exits the current mode.

To configure privacy support on a Cisco Unified Border Element, perform the steps in this section.

SUMMARY STEPS
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1. enable

configure terminal
voice service voip
sip

privacy privacy-option
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exit

privacy-policy privacy-policy-option




DETAILED STEPS
Command or Action Purpose
Step1  enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Router> enable
Step2 configure terminal Enters global configuration mode.
Example:
Router# configure terminal
Step3  voice service voip Enters VoIP voice-service configuration mode.
Example:
Router (config)# voice service voip
Step 4 sip Enters voice service VoIP SIP configuration mode.
Example:
Router (conf-voi-serv) # sip
Step5 privacy privacy-option Enables the privacy settings for the header.
Example:
Router (conf-serv-sip)# privacy id
Step6 privacy-policy privacy-policy-option Specifies the privacy policy to use when passing the
privacy header from one SIP leg to the next.
Example:
Router (conf-serv-sip) # privacy-policy passthru
Step7  exit Exits the current mode.
Example:

Router (conf-serv-sip) # exit

Configuring Privacy Support on an Individual Dial Peer

To configure privacy support on an individual dial peer, perform the steps in this section.

SUMMARY STEPS

1. enable

configure terminal

dial-peer voice rag voip

voice-class sip privacy privacy-option

voice-class sip privacy-policy privacy-policy-option

A LR T

exit

Cisco Unified Border Element (Enterprise) Configuration Guide
| "=



DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

dial-peer voice tag voip

Example:
Router (config)# dial-peer voice 2611 voip

Defines the dial peer, specifies the method of voice
encapsulation, and enters dial peer voice configuration
mode.

voice-class sip privacy privacy-option

Example:
Router (config-dial-peer)# voice-class sip privacy
id

Enables the privacy settings for the header on this dial
peer.

voice-class sip privacy-policy
privacy-policy-option

Example:
Router (config-dial-peer)# voice-class sip
privacy-policy passthru

Specifies the privacy policy to use when passing the
privacy header from one SIP leg to the next, on this dial
peer.

exit

Example:
Router (config-dial-peer)# exit

Exits the current mode.

Configuring Random-Contact Support on a Cisco Unified Border Element

To configure random-contact support on a Cisco Unified Border Element, perform the steps in this

section.

SUMMARY STEPS

1. enable
configure terminal

sip-ua

exit

voice service voip

® N & e & W N

sip

credentials username username password password realm domain-name

registrar ipv4:destination-address random-contact expires expiry
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9. random-contact

10. exit

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Step 7

Step 8

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

sip-ua

Example:
Router (config)# sip-ua

Enters SIP user-agent configuration mode.

credentials username username password password
realm domain-name

Example:
Router (config-sip-ua)# credentials username
123456 password cisco realm cisco

Sends a SIP registration message from the Cisco Unified
Border Element.

registrar ipvd:destination-address random-contact
expires expiry

Example:
Router (config-sip-ua)# registrar ipv4:10.1.2.2
random-contact expires 200

Enables the SIP gateways to register E.164 numbers on
behalf of analog telephone voice ports (FXS), IP phone
virtual voice ports (EFXS), and Skinny Client Control

Protocol (SCCP) phones with an external SIP proxy or
SIP registrar.

e The random-contact keyword configures the
Cisco Unified Border Element to send the random
string from the REGISTER message to the registrar.

exit

Example:
Router (config-sip-ua)# exit

Exits the current mode.

voice service voip

Example:
Router (config)# voice service voip

Enters VoIP voice-service configuration mode.

sip

Example:
Router (conf-voi-serv)# sip

Enters voice service VoIP SIP configuration mode.
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Step 9

Step 10

Command or Action

Purpose

random-contact

Example:
Router (conf-serv-sip) # random-contact

Enables random-contact support on a Cisco Unified
Border Element.

exit

Example:
Router (conf-serv-sip) # exit

Exits the current mode.

Configuring Random-Contact Support for an Individual Dial Peer

To configure configure random-contact support for an individual dial peer, perform the steps in this

section.

SUMMARY STEPS

)

enable
configure terminal

sip-ua

exit
dial-peer voice rag voip

voice-class sip random-contact

© 8 N & a0 B W N

exit

DETAILED STEPS

Step 1

Step 2

Step 3

credentials username username password password realm domain-name

registrar ipv4:destination-address random-contact expires expiry

Command or Action

Purpose

enable

Example:
Router> enable

Enables privileged EXEC mode.

e Enter your password if prompted.

configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

sip-ua

Example:
Router (config)# sip-ua

Enters SIP user-agent configuration mode.
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Step 4

Step 5

Step 6

Step 7

Step 8

Step 9

Command or Action

Purpose

credentials username username password password
realm domain-name

Example:
Router (config-sip-ua)# credentials username
123456 password cisco realm cisco

Sends a SIP registration message from the Cisco Unified
Border Element.

registrar ipv4:destination-address random-contact
expires expiry

Example:
Router (config-sip-ua)# registrar ipv4:10.1.2.2
random-contact expires 200

Enables the SIP gateways to register E.164 numbers on
behalf of FXS, EFXS, and SCCP phones with an external
SIP proxy or SIP registrar.

e The random-contact keyword configures the
Cisco Unified Border Element to send the random
string from the REGISTER message to the registrar.

exit

Example:
Router (config-sip-ua)# exit

Exits the current mode.

dial-peer voice tag voip

Example:
Router (config)# dial-peer voice 2611 voip

Defines the dial peer, specifies the method of voice
encapsulation, and enters dial peer voice configuration
mode.

voice-class sip random-contact

Example:
Router (config-dial-peer)# voice-class sip
random-contact

Enables random-contact support on this dial peer.

exit

Example:
Router (config-dial-peer)# exit

Exits the current mode.

Cisco Unified Border Element (Enterprise) Configuration Guide ]



	Support for PAID, PPID, Privacy, PCPID, and PAURI Headers on the Cisco Unified Border Element
	Prerequisites
	Restrictions
	Configuring P-Header and Random-Contact Support on the Cisco Unified Border Element



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


