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Note

Bugs describe unexpected behavior in Cisco I0OS software releases. Severity 1 bugs are the most serious
bugs; severity 2 bugs are less serious. Severity 3 bugs are moderate bugs, and only select severity 3 bugs
are included in this section.

In this section, the following information is provided for each bug:
e Symptoms—A description of what is observed when the bug occurs.
¢ Conditions—The conditions under which the bug has been known to occur.

e Workaround—Solutions, if available, to counteract the bug.

If you have an account on Cisco.com, you can also use the Bug Toolkit to find select bugs of any severity.
To reach the Bug Toolkit, log in to Cisco.com and go to
http://www.cisco.com/cgi-bin/Support/Bugtool/launch_bugtool.pl. (If the defect that you have
requested cannot be displayed, this may be due to one or more of the following reasons: the defect
number does not exist, the defect does not have a customer-visible description yet, or the defect has been
marked Cisco Confidential.)

This section consists of the following subsections:
e Using the Bug Search Tool, page 19
e Open Bugs—Cisco IOS Release 15.6(2)S, page 20
e Resolved Bugs—Cisco IOS Release 15.6(2)S, page 21

Using the Bug Search Tool

Note

The Cisco Bug Search Tool enables you to filter the bugs so that you only see those in which you are
interested. In addition to being able to search for a specific bug ID, or for all bugs in a product and
release, you can filter the open and/or resolved bugs by one or more of the following criteria:

e Last modified date

e Status, such as fixed (resolved) or open
e Severity

e Support cases

For more information about how to use the Cisco Bug Search Tool, including how to set email alerts for
bugs and to save bugs and searches, see Bug Search Tool Help & FAQ.

You must have a Cisco.com account to log in and access the Cisco Bug Search Tool. if you do not have
one, you can register for an account.

To use the Cisco Bug Search Tool:

1. In your browser, navigate to the Cisco Bug Search Tool.
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2. If you are redirected to a Log In page, enter your registered Cisco.com username and password and

then, click Log In.

3. To search for a specific bug, enter the bug ID in the Search For field and press Enter.

4. To search for bugs related to a specific software release, do the following:

a. In the Product field, choose Series/Model from the drop-down list and then enter the product
name in the text field. If you begin to type the product name, the Cisco Bug Search Tool
provides you with a drop-down list of the top ten matches. If you do not see this product listed,
continue typing to narrow the search results.

b. In the Releases field, enter the release for which you want to see bugs.

The Cisco Bug Search Tool displays a preview of the results of your search below your search
criteria. You can mouse over bugs to see more content about a specific bug.

5. To see more content about a specific bug, you can do the following:

— Mouse over a bug in the preview to display a pop-up with more information about that bug.

— Click on the hyperlinked bug headline to open a page with the detailed bug information.

6. To restrict the results of a search, choose from one or more of the following filters:

Filter

Description

Modified Date

A predefined date range, such as last week or last
six months.

Status

A specific type of bug, such as open or fixed.

Severity

The bug severity level as defined by Cisco. For
definitions of the bug severity levels, see Bug
Search Tool Help & FAQ

Rating

The rating assigned to the bug by users of the
Cisco Bug Search Tool.

Support Cases

Whether a support case has been opened or not.

Your search results update when you choose a filter.

All resolved bugs for a release are available in the Cisco Bug Search Tool through the fixed bug search.

This search uses the following search criteria and filters:

Field Name Information
Product Series/Model
Cisco IOS and NX-OS Software => Cisco IOS
Release Example:15.6(1)S
Status Fixed
Severity 2 or higher

Open Bugs—Cisco 10S Release 15.6(2)S

This section lists the open bugs for Cisco IOS Release 15.6(1)S1. All the bugs have a link to the Bug
Search Tool where you can find details of the specific bug. This section describes only severity 1,

severity 2, and select severity 3 bugs.

r Release Notes for Cisco 10S Release 15.6S

0L-30834-08 |


http://www.cisco.com/web/applicat/cbsshelp/help.html
https://tools.cisco.com/bugsearch/
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&rls=15.5(1)S&sb=anfr&svr=2nH&srtBy=byRel&bt=custV

| Bugs for Cisco 10S Release 15.6(2)S

Resolved Bugs

Table 1 Cisco 10S Release 15.6(2)S Open Bugs

Identifier Description

CSCuyl17457 |Memory leak with changing single encapsulation to range in TEFP in RSP2
CSCux85117 |ASR920: Configured Isakmp policies doesnt populate as expected.
CSCuy55402 |CPU HOG and bdomain_inform_port_deletion_from_bd traceback after SSO
CSCuy44515  |12vpn failed to set the PRC code under certain conditions

CSCux33019  |Router may crash when loopbacks of its LDP neighbours are flapped
CSCuy16780 |onep bypass until flow action is not woking with high traffic rate
CSCuy57683  |OSPF TILFA: multiple post converg path exists with TI LFA in some cases.
CSCuy32709 |R-LFA Tunnels not established on setting DS required attribute
CSCuy12969 |TILFA: False failure in Per-Destination-Q-Space-Check (loop free check)
CSCuy40541 |TILFA: tunnels not created when primary-path required tiebreak is in cfg
CSCuy07343 |AN : ipv6 global prefixes are seen in the cisco_autonomic vrf table
CSCux62496 |VMAN: Not able to copy the files or log to backup HA RSP2 bootflash

Resolved Bugs—Cisco 10S Release 15.6(2)S

This section lists the resolved bugs for Cisco IOS Release 15.6(2)S. All the bugs have a link to the Bug

Search Tool where you can find details of the specific bug. This section describes only severity 1,

severity 2, and select severity 3 bugs.

Table 2 Cisco 10S Release 15.6(2)S Resolved Bugs

Identifier Description

CSCux26195 |"aaa accounting suppress null-username" not working as expected
CSCuw37292 |ASRIk : 3.13.3 crashes due to segfault caused by aaa attributes
CSCuw38000 |Password complexity implementation does not match DISA requirements
CSCtj75471 crash at port lookup from stp

CSCuw59193  |BRI link fails to come UP after OIR on NT + platform reload on User
CSCuv79776 Router with Pfr feature crashed at cpp_free_exmem

CSCuv61799  |ASR1000 power supplies require SW debounce of PWR_OK signal
CSCuu99672  |False fan module missing alarm is raised

CSCuv87030 |Clock recovery fails on 1gige interfaces of ASR1000-2T+20X1GE
CSCuw47720 |ASR1001-X/ISR4k Mgmt port negotation issue with peer device
CSCuv25529 |Remote MEPs 611/613/711/712 not found and unsuccessfull Traceroute
CSCuv84600 |Netflow packets are dropped when EPC is enabled

CSCuv83742  |ICFD errors in NP5c has to be accounted in show CLIs

CSCuu35042 |CSR1000v Slow VRRP Failover to a BDI interface

CSCut62449 Disable HTTP AIC support

CSCuv91545  |ESP continuous crash on ASR1013 using 03.13.03.S.154-3.S3-ext.bin
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Identifier Description

CSCux50997  |IOS crashes on bootup without any startup configuration

CSCuw66262 |ASRI1k: Memory Leak in cpp_cp_svr Process

CSCuv76019 |process mgr exiting: critical process fault, cpp_cp_svr, fp_0_0, rc=134
CSCuw12883 |IPSec dummy packet feature does not work in VRF-aware IPsec
CSCuw21897 |Traceback seen with ip cef accounting

CSCuv12943 | Add cli support to enable cepThroughputNotif trap

CSCuv52997  |/32 static route added without add-route enabled for outside dynamic nat
CSCuw39613 |ASRIK fails to perform NAT when flow cache entries are disabled.
CSCus85112  |CGN, QFP: Show cmd display incorrect NAT trans stats for per-host IP add
CSCuw41346 |ESP packets discarded during re-key with static NAT on ASR1k
CSCuw95617 |QFP crash in NAT ALG after ipv4_nat_destroy_session

CSCuw70220 |IOSXE PACTRAC: cpp crash when packet trace enabled for MPLS and SSLVPN
CSCuv74763 |ASR 1K - SSH Hangs on "Show Logging Count" When SBC Errors Flood Console
CSCup91567 |ASR1001-X boot-loops with CMCC crash and XGM MACI10 block errors
CSCuv60858 |SSL-GW doesn't listen to the new IP after SSL Port and IP addr change
CSCur33588 ipv6 cef not working when using ipv6 neighbor

CSCux32083 |AN autoconfigured NTP server must support lower stratum

CSCux59168 AN: autonomic [optional commands] are not available under interface mode
CSCux15053 |AN: Config server address not getting removed after withdrawing service
CSCuy42632 | AN: DIKE session is not getting READY after shut/no shut

CSCuw65651 |AN: Router crashes after defaulting interface with AN EFP

CSCuy08030 |AN: sh an int output prints Probing for AN disabled int

CSCux75878 |AN: UDI getting truncated in "show autonomic registrar devices accepted”
CSCuv87599  |Manually entered IKEv2 crypto profile not NVgen-ed with AN active
CSCuw51767 |FlexLSP: Show BFD Neighbors Output not stopping at term length
CSCuw66752 |"SSM connection manager" high CPU if VAIs under scale have QOS applied
CSCuu79021 |ASRI1K: Aggr GEC QoS in Suspend state even after noshut the member link
CSCux70853 ISR - 4400 crash

CSCuv66776  |MQC Policy-map counters do not update in T3/E3 SPA

CSCuu37662 |Unexpected Reboot during CoA Updates

CSCuu21113 [MK21] : Crash seen on Terminator upon reload with FC4 image
CSCuy12658 | Unexpected behavior and errors related to downstream voice flows on cBR8
CSCuv96688  |Unexpected call-home msg truncate log

CSCuv99608  |uprev dev18 fixes to rell7

CSCuw61375 |CME software not updating xmit info and destination call id

CSCux82311 |Inconsistency result for mib docsIf3RxChStatusChIfIndex

CSCux57314  |Online CM marked CM offline in remote-query and not polled
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Identifier Description

CSCux89392  |remote-query polling interval through snmp didn't sync to standby PRE
CSCux18010 |Cisco Networking Services Sensitive Information Disclosure Vulnerability
CSCuw37313 |IPsec crash at UNIX-EXT-SIGNAL: Aborted(6), Process = NIST rng proc
CSCuv66659 |CSR1KV: csrlkv stops Responding to ARP Requests

CSCux90373 CSR1000V: V156_1_S_XE317 core dumps

CSCuv86049  |isr4331 and isr4351 platforms crashed during GRE performance testing
CSCuu81130 |CSR1000v KVM SR-IOV IPv6 Unsuccessful Ping Traffic

CSCuv44308 |Crash Seen during OVA install when using ESXi6.0

CSCuw20432 |CSR interfaces shows up DHCP/TFTP for Static IP configuration
CSCuw18669 |VACS Activation not working in 3.16

CSCuw58071 |CSR XE317: CSR crashes during IPSEC session bring up

CSCuw33169 |CSR1000v: L2 133-136 bytes frame drop with ESP-null SHA384 and 512
CSCuw23857 |Crash at CWS TUN WL process while running DSA script

CSCuv75489 |CWS FPMAN_FP Crash when whitelisting is unconfigured.
CSCuwl18990 |CWS needs to be route lookup based on the source interface VRF scope
CSCuu43112 |CWS OOB needs to be supported with VRF

CSCuv72847 |CWS redirect-list should not accept an extended access-list

CSCuwl15123 |CWS tunnels needs to be deleted if FQDN fails during router reload
CSCuv72596 |CWS Whitelisting ACL failed to download on dataplane

CSCuw53464 |CWS: ISR crashed while modifying patterns under WL

CSCuw23345 |CWS: Parameter-map primary tower configuration issue

CSCuv74034 |Router reloads when the cws-tunnel is coming up

CSCux88022 |ASRIK : Crash at dhcp_sip_get_config

CSCux02200 |ASRIK seg fault crash on DHCP SIP process

CSCut95477 client-identifier disappears from running configuration

CSCux33385 |DHCP binding deletes cash after getting unicast DHCP request
CSCus55821 DHCPV6 process crashes when receiving malformed packet

CSCuv39338 |ISG: DHCP Server RADIUS Proxy Memory Leak

CSCuw73152 |Standby RP Silent reset

CSCuw99105 |DNS query is being sent with wrong interface IP instead of configured IP
CSCuw18886 |Crash while removing whitelist with 1K entries in DSA DB

CSCuv61150  |crash while removing whitelisting with 5k IP's in DSA DB

CSCuw90662 |MODEMPASS usage does not show up in show call active voice brief output
CSCuw67294 |4351 I0S MTP not relay T.30 messages

CSCux82241 $$TS: EIGRP SAF sequence not same for site-prefix and discovered site
CSCux41072  |EIGRP sending hello messages with interface in passive mode.
CSCut37529 Several traceback @ intr_stat_snapshot_and_process about ACFE
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Identifier Description

CSCux15835 |ISR4331/K9:Router fails to come online with No Service Password Recovery
CSCuw22338 |ISR4xxx may report the incorrect power supply type in show inventory.
CSCux91894 | ASR9xx iomd memory leak

CSCuw08174 |ISR 43XX/44XX Limits Crypto IPsec Window-Size to 512 for No Reason
CSCux20098 |erspan cannot support source port-channel,tunnel,multilink and serial.
CSCut79286 ASRI1K QoS feature doesn't work fine with RP2/R1s3.x

CSCux15954 |EEM : fatal condition error from operating system

CSCuw12720 |MallocLite memory leak due to EEM when using "file open" action.
CSCuw43115 |CSR1Kv XE 3.13.3S Crashed on clearing ip ospf process

CSCuw82081 |LISP CEF: fwd-native routes gleaned for LISP not forwarded natively
CSCuu26303  |Router crash triggered by service policy and ipv6 traffic

CSCuw05651 |EzPM causes STACKLOW message and a subsequent crash

CSCuv27265 |ENH: Enable support for TLSv1.1 & TLSv1.2 for http secure server/client
CSCuu66503 |HTTPs: IOS HTTPS client not enforcing subject-name verification
CSCuv36677 |IOS allows RC4-MDS5 and RC4-SHAT1 SSL ciphers to be negotiated by default
CSCut44432 Chunk Manager Leak due to PROTO_COUNTER

CSCux38417 |IOS and IOS-XE IKEv2 Fragmentation DoS

CSCux69222  |Truncated counters/names in the 'show proc mem platform' output
CSCuu75193 No shut on interface, deletes Rx SC of session on other live interface
CSCux80430 |Archive command broken when files removed by tracelogs rotation
CSCuu66331  |Battlestar:IPV6 Netflow on sub-bundle interfaces crashes both SUP's
CSCuv93130 |Cisco IOS-XE 3S platforms Series Root Shell License Bypass Vulnerability
CSCux14860 ASRI1K:Packet Tracing failed with FW,NAT&FW enabled.

CSCuw28179 |CWS Whitelist download fails if UTD is enabled on cws-tunnel out intf
CSCup70353  |IOS-XE router reload due to WebUTI log file leak

CSCuw49406 |"no ip routing protocol purge interface" delete with reload

CSCuu77403  |%LINK-4-TOOBIG Messages Seen on ISR 3945 with L2TPv3
CSCuw48118 |ASR920 - crash in becopy called from 'addnew' during reassembly
CSCux46094  |Crash while using ip unumbered with auto install--Zero touch deployment
CSCuw74179 |CSR: static route via VTI fails to restore after Interface shut/no shut
CSCux29974  |ISR4k:UnconfiguredIpv4Fia drop seen for pkts transit via PPPoE
CSCuv80943 |MCP_DEV:Packet drops@Ipv6NoRoute with ipvégre configs

CSCuv99758 |Remove unnecessary packet debugs for UDP tunnels

CSCuw08398 |Tunnel Tracebacks observed when changing the PFR loopback address
CSCuq64416 |ASR-1004 Call Failures with TCP as Session Protocol towards CVP/CUCM
CSCuv79202 |CUBE Crashed while handling Response for Unsupported INFO Request
CSCuw63102 |CUBE OPTIONS keepalive profile busyout dial-peer when retry count is 1
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CSCuw34395 |SIP Refer Doesnt Work After CUBE Failover

CSCuv97379 [ST-P] STBY router crashed on disconnecting call on ACTIVE
CSCut83406 IPSLA : PPE exception dump due to num_entries=0 in XR ISSU run phase
CSCux99250 |ASR 903 IPv6 Multicast crashes

CSCus06318 SNMP IPv6 address discovery with ipAddressTable

CSCuw73532 |ISIS multitopology not working if neighbor is sending IPv4 address
CSCuy02409 |BDI not Passing VRRP Multicast Traffic

CSCuy19395 | ASR1006 :crashes after running the "redundancy force-switchover" command
CSCux78294  |Crash on router when removing L2VPN

CSCuw24741 |EVPN: Ether serv inst shut not generating AC event

CSCus72718 L2TPv3 session pending between 2 devices

CSCux58640 |LDP NSR: Label Mapping Messages Not Sent on RP SSO and VCs Re-bind
CSCux43298 |show interface pseudowire displays invalid peer info

CSCuw67049 |Traceback seen when standby is trying to BULK sync

CSCuv57459 |ASRIK Kernel crash at pidns_get() - part 2

CSCuv23340 |Core file not getting generated after kernel crash in crete platform
CSCuw96085 |ASR920 crashes on NID Controller configuration commit of native vlan 1
CSCuv99903 | ME3600 drops traffic thro' EVC port when EFPs for BD in 1G and 10G ports
CSCuw17403 |xconnect not forwarding traffic with local SPAN on Attachment Circuit
CSCuv46139 | DHCP relay does not remove Option82 in Offer forwarded to client
CSCuw10281 |Traffic drop on mac movement when mac sec is enabled under EFP
CSCuw23745 |ME 3600X / SVI VRF Routing problem with Access-Port

CSCuw79818 |Incorrect interface counters for multicast

CSCuw39345 |mVPN traffic is sent without dotlq header when SVI is core interface
CSCuw31489 |ME3600 ciscoEnvMonSupplyState value is wrong after reload
CSCuw70546 |ME3600 :: UDLD runs on internal ports

CSCuw93755 |ME3800 crashing due to RPF Fail packets punting to the CPU

CSCuv18439 |CPUHOGS in chunk corruption crashinfos distracts troubleshooting
CSCuwl10271 |Sending IMSI/MSISDN in PBU should be optional

CSCuu37200 |SC install fails after link re-route

CSCux38250 |ASR-903 crashes when configuring MPLS Explicit Null

CSCux47286 |UMMT- ASR903 crashes at fib_chain_remove with periodic toggling of ports
CSCut63712 Router responds to MPLS traceroute with next hop IP 127.0.0.1
CSCuw70667 |ASRIK crashes at command "show mpls traffic-engineering tunnel"
CSCuw20292 |PFR v3.16 collector CLI has missing port number in PfR config
CSCuw75594 |ISR4431: Unable to create vlan using WSMA

CSCuv56532 |GS: Display inventory CLI is not showing expected output on DSLAM.
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CSCuu75888 | AN: Traceback while removing tunnels after "no autonomic" with NTP

CSCuu80205  |Error Msgs on Satellite console when doing shut/no shut of host ICL port

CSCux20613  |Bus error crash at oer_saa_mc_get_probe_stats_cbk

CSCuv22992  |PFR router crashes due to watchdog when displaying config

CSCuw65212  |Process watchdog crash on 2900 seen with oer_mc_cfg_command

CSCuw47521 |Make changes to GRUB in MCP to boot CGE7 images

CSCuw24373 |Called-station-id and NAS-ID via account profile satus query

CSCut64952 double access-request with same username with vpdn authen-before-forward

CSCux51271 |Need to add the attributes 32 and 30 under all status-query related

CSCuu20167 |Radius-Proxy Session-Restart fails after ISG idle-timout

CSCuw53543  |Stale entries for unauthenticated user in ISG dont clear .

CSCuw91822 | vISG not sending COA Response

CSCuw61282 |ANCP process crash while sending scale port up messages

CSCux93045 |ISG requests RADIUS although profile is configured locally - ppp changes

CSCuw49798 |ASRIK: cpp_cp_svr core@cpp_gqm_cmn_delete_queue

CSCuu92634 ASRI1K:FP100: cpp_svr core file seen with uws_wan_xe311 profile

CSCuw94014  |cpp_cp crashes with BB profile #6 48k PTA

CSCuw81487 |Kahuna RP crash when bringing up PTA sessions with QoS

CSCuw73223 |Polaris : cpp_cp_svr crash when the interface goes down

CSCux10321 |ASR1000 CLI hangs on executing the "show platform hardware qfp xxx"

CSCuv56407 |ASR1001-X crashed with "ip account mac output” config on interface

CSCuv36911 |ASRIK active CGN ESP200 may crash when the CGN standby realoded

CSCuv90904 |ASR1K B2B CGN NAT lost sync in standby IP NAT allocated addresses

CSCuv02537 |ASRIK ESP200 reload in a B2B CGN NAT scenario with PAP+BPA

CSCuw79438 |NAT64: MAP-T 1300-bytes packet drop at high traffic rate

CSCuu90605 |CPP crash in cpp_qm_event_proc_parent_update

CSCuw40400 |Router crashed at cpp_free_exmem

CSCtx83808 PPP: Traceback when changing police to shaper on LNS

CSCuv19528 |CPU Spikes 99% for 32k scale with common acl and per user ace download

CSCuw26070 |%SYS-4-CHUNKSIBLINGSEXCEED:No. of siblings in chunk gone above
threshold

CSCuv70649 |P2MPTE FRR: Traffic not flowing after moving to backup Tunnel

CSCux05439 |RSVP host sender not chkptd when doing path change (baseline issue)

CSCuv30117  |ISR4000 routers lose SRST COR list config after reload

CSCuu74719 |ISR 4331 - SRST - Router crash with PSTN conferencing (LocalSoft)

CSCux61417 |Memory leak in IPPM Server due multiple timer registrations

CSCsw96293  |Reload in SNMP Proxy Forwarder after IOS upgrade

CSCuu78845 |IOS 15.5 SSH auth does not progress to next method
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CSCuv62376 aaa_coa_request_set_error_reply AAA related Crash

CSCuv56698 | ASRI1k standby-hot RP crash at SSS Bad root chunk pointer

CSCuv94697 |checkpointing of CSUN message

CSCux38847 |CSUN sent with M bit set

CSCux36567 |DT CPOC bugs

CSCuw53706 |LAC does not carry the correct circuit-id in ICRQ message to the LNS
CSCuw82928 |Peruser ACL definition needs to be displaced in show CLI same as common
CSCux77926 |RFC 5515 : Interim record is triggered when the same ANCP port
CSCux81900 |RFC 5515:ICRQ having Blank circuit-id and incorrectly formatted AVP's
CSCux01316  |RP crashes when show command for common acl is executed

CSCuw47130 |STCAPP commands gets removed after reloading 43XX/44XX routers
CSCuv96640 |Traceback seen when BPDU received on BPDU guard enabled NIM-ES2 port
CSCuv31270 |Issues with E1 unframed mode when we use back to back ISR4451s
CSCux03041 |LDP NSR: Session Flaps on Standby RP Due to MD5 Authentication Failure
CSCuv28196 |TCP MSS option in SYN may be ignored

CSCuw21000 |Netconf:Unable to install OVA from USBO, neither throw an error message
CSCsq06282  |Need ability to specify source address for HTTP messages from VXML GW
CSCuv80214  |Router crash on removing dial peer

CSCuw60540 |Invalid Input: Trailing space accepted on voice-card x/y command
CSCux07364 | QoS settings on Cisco ISR-4K VG for TDM to IP

CSCus84696  |Voice gateway not sending ISDN USER_INFO for SIP Info to update number
CSCux29793 |2 extra Interim Accounting messages sent after SRL service activation
CSCuv63373 | DNS value received from 4G EHWIC not populated correctly in IOS
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