
 

Cisco PDSN Command Reference for IOS 
Release 12.4(15)XN

This section lists new and revised commands pertaining to the PDSN software. All other commands used 
with this feature are documented in the Cisco IOS Release 12.3 command reference publications.

• access list, page 6

• cdma pdsn a10 ahdlc engine, page 8

• cdma pdsn a10 ahdlc trailer, page 9

• cdma pdsn a10 always-on keepalive, page 10

• cdma pdsn a10 init-ppp-after-airlink-start airlink-start-timeout, page 11 

• cdma pdsn a10 gre sequencing, page 12 

• cdma pdsn a10 max-lifetime, page 13

• cdma pdsn a10 police downstream, page 14

• cdma pdsn a11 dormant ppp-idle-timeout send-termreq, page 15

• cdma pdsn a11 dormant sdb-indication gre-flags, page 16

• cdma pdsn a11 dormant sdb-indication match-qos-group, page 17

• cdma pdsn a11 mandate presence airlink-setup, page 18

• cdma pdsn a11 receive de-reg send-termreq, page 19

• cdma pdsn a11 reject airlink-start active, page 20

• cdma pdsn a11 reject airlink-stop dormant, page 21

• cdma pdsn a11 session-update, page 22

• cdma pdsn a11 session-update qos, page 23

• cdma pdsn accounting local-timezone, page 24

• cdma pdsn accounting prepaid, page 25

• cdma pdsn accounting prepaid threshold, page 26

• cdma pdsn accounting send cdma-ip-tech, page 27

• cdma pdsn accounting send ipv6-flows, page 28
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• cdma pdsn accounting send start-stop, page 29

• cdma pdsn accounting time-of-day, page 30

• cdma pdsn age-idle-users, page 31

• cdma pdsn attribute send, page 32

• cdma pdsn attribute send a3, page 34

• cdma pdsn attribute send meid-optional, page 35

• cdma pdsn cluster controller, page 36

• cdma pdsn cluster controller closed-rp, page 37

• cdma pdsn cluster controller member periodic-update, page 38

• cdma pdsn cluster controller session-high, page 39

• cdma pdsn cluster controller session-low, page 40

• cdma pdsn cluster member, page 41

• cdma pdsn cluster member periodic-update, page 42

• cdma pdsn cluster member prohibit administratively, page 43

• cdma pdsn compliance, page 44

• cdma pdsn compliance iosv4.1 session-reference, page 45

• cdma pdsn debug show-conditions, page 46

• cdma pdsn failure-history, page 47

• cdma pdsn ingress-address-filtering, page 48

• cdma pdsn ipv6, page 49

• cdma pdsn maximum pcf, page 50

• cdma pdsn maximum sessions, page 51 

• cdma pdsn mobile-advertisement-burst, page 52

• cdma pdsn msid-authentication, page 53 

• cdma pdsn pcf, page 55 

• cdma pdsn pcf default closed-rp, page 56

• cdma pdsn radius disconnect, page 57

• cdma pdsn redundancy, page 58

• cdma pdsn redundancy accounting send vsa swact, page 59

• cdma pdsn redundancy accounting update-periodic, page 60

• cdma pdsn retransmit a11-update, page 61

• cdma pdsn secure cluster, page 62

• cdma pdsn secure pcf, page 63
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• cdma pdsn selection keepalive, page 66

• cdma pdsn selection load-balancing, page 67

• cdma pdsn selection session-table-size, page 68

• cdma pdsn send-agent-adv, page 69
2



 

• cdma pdsn timeout, page 70

• cdma pdsn timeout mobile-ip-registration, page 72

• cdma pdsn virtual-template, page 73

• clear cdma pdsn cluster controller session record age, page 74

• clear cdma pdsn cluster controller statistics, page 75 

• clear cdma pdsn cluster member statistics, page 76

• clear cdma pdsn redundancy statistics, page 77

• clear cdma pdsn session, page 78

• clear cdma pdsn statistics, page 79

• clear ip mobile, page 81

• crypto map (global IPSec), page 83

• crypto map local-address, page 88

• debug cdma pdsn a10 ahdlc, page 90

• debug cdma pdsn a10 gre, page 91

• debug cdma pdsn a10 ppp, page 92

• debug cdma pdsn a11, page 93

• debug cdma pdsn accounting, page 96

• debug cdma pdsn accounting flow, page 97

• debug cdma pdsn accounting time-of-day, page 98

• debug cdma pdsn cluster, page 100

• debug cdma pdsn ipv6, page 101

• debug cdma pdsn prepaid, page 102

• debug cdma pdsn qos, page 104

• debug cdma pdsn radius disconnect nai, page 105

• debug cdma pdsn redundancy attributes, page 106

• debug cdma pdsn redundancy errors, page 107

• debug cdma pdsn redundancy events, page 108

• debug cdma pdsn redundancy packets, page 109
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• debug cdma pdsn session, page 113

• debug condition calling, page 114

• debug condition username, page 115
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• interface cdma-Ix, page 118
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• ip mobile authentication ignore-spi, page 119

• ip mobile bindupdate, page 120

• ip mobile cdma imsi dynamic, page 121

• ip mobile cdma ipsec, page 122

• ip mobile foreign-agent, page 123

• ip mobile foreign-service, page 126

• ip mobile foreign-service revocation, page 128

• ip mobile prefix-length, page 129

• ip mobile proxy-host, page 130

• ip mobile registration-lifetime, page 132

• ip mobile secure, page 133

• ip mobile tunnel, page 135

• ppp authentication, page 137

• service cdma pdsn, page 139

• show cdma pdsn, page 140 

• show cdma pdsn accounting, page 143

• show cdma pdsn accounting detail, page 146

• show cdma pdsn accounting session, page 149

• show cdma pdsn accounting session detail, page 150

• show cdma pdsn accounting session flow, page 152

• show cdma pdsn accounting session flow user, page 153

• show cdma pdsn ahdlc, page 154

• show cdma pdsn cluster controller, page 155

• show cdma pdsn cluster controller configuration, page 156

• show cdma pdsn cluster controller member, page 157

• show cdma pdsn cluster controller session, page 158

• show cdma pdsn cluster controller statistics, page 159

• show cdma pdsn cluster member, page 161 

• show cdma pdsn flow, page 163

• show cdma pdsn flow service, page 165

• show cdma pdsn pcf, page 166

• show cdma pdsn redundancy, page 168

• show cdma pdsn redundancy statistics, page 169

• show cdma pdsn resource, page 170

• show cdma pdsn session, page 171 

• show cdma pdsn statistics, page 174

• show cdma pdsn statistics prepaid, page 179

• show ip mobile cdma ipsec, page 180 
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• show ip mobile cdma ipsec profile, page 181 

• show ip mobile proxy, page 182

• show ip mobile secure, page 183

• show ip mobile traffic, page 185

• show ip mobile violation, page 186

• show ip mobile visitor, page 188

• show ipc sctp statistics, page 190
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• snmp-server enable traps ipmobile, page 201

• subscriber redundancy rate, page 202
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access list
To configure the access list mechanism for filtering frames by protocol type or vendor code, use the 
access-list global configuration command. Use the no form of this command to remove the single 
specified entry from the access list.

access-list access-list-number {permit | deny} {type-code wild-mask | address mask}

no access-list access-list-number {permit | deny} {type-code wild-mask | address mask}

Syntax Description

Defaults No numbered encryption access lists are defined, and therefore no traffic will be encrypted/decrypted. 
After being defined, all encryption access lists contain an implicit “deny” (“do not encrypt/decrypt”) 
statement at the end of the list.

Command Modes Global configuration

Command History

access-list-number Integer that identifies the access list. If the type-code wild-mask arguments 
are included, this integer ranges from 200 to 299, indicating that filtering is 
by protocol type. If the address and mask arguments are included, this 
integer ranges from 700 to 799, indicating that filtering is by vendor code.

permit Permits the frame.

deny Denies the frame.

type-code 16-bit hexadecimal number written with a leading 0x; for example, 0x6000. 
Specify either a Link Service Access Point (LSAP) type code for 
802-encapsulated packets or a SNAP type code for SNAP-encapsulated 
packets. (LSAP, sometimes called SAP, refers to the type codes found in the 
DSAP and SSAP fields of the 802 header.) 

wild-mask 16-bit hexadecimal number whose ones bits correspond to bits in the 
type-code argument. The wild-mask indicates which bits in the type-code 
argument should be ignored when making a comparison. (A mask for a 
DSAP/SSAP pair should always be 0x0101 because these two bits are used 
for purposes other than identifying the SAP code.)

address 48-bit Token Ring address written in dotted triplet form. This field is used 
for filtering by vendor code. 

mask 48-bit Token Ring address written in dotted triplet form. The ones bits in 
mask are the bits to be ignored in address. This field is used for filtering by 
vendor code.

Release Modification

11.2 This command was introduced.
6



 

  access list
Usage Guidelines Use encryption access lists to control which packets on an interface are encrypted/decrypted, and which 
are transmitted as plain text (unencrypted).

When a packet is examined for an encryption access list match, encryption access list statements are 
checked in the order that the statements were created. After a packet matches the conditions in a 
statement, no more statements will be checked. This means that you need to carefully consider the order 
in which you enter the statements.

To use the encryption access list, you must first specify the access list in a crypto map and then apply 
the crypto map to an interface, using the crypto map (CET global configuration) and crypto map (CET 
interface configuration) commands.

Fragmented IP packets, other than the initial fragment, are immediately accepted by any extended IP 
access list. Extended access lists used to control virtual terminal line access or restrict contents of routing 
updates must not match the TCP source port, the type of service value, or the packet's precedence.

Note After an access list is created initially, any subsequent additions (possibly entered from the terminal) are 
placed at the end of the list. You cannot selectively add or remove access list command lines from a 
specific access list. 

Caution When creating encryption access lists, we do not recommend using the any keyword to specify source 
or destination addresses. Using the any keyword with a permit statement could cause extreme problems 
if a packet enters your router and is destined for a router that is not configured for encryption. This would 
cause your router to attempt to set up an encryption session with a nonencrypting router. If you 
incorrectly use the any keyword with a deny statement, you might inadvertently prevent all packets from 
being encrypted, which could present a security risk.

Note If you view your router’s access lists by using a command such as show ip access-list, all extended IP 
access lists will be shown in the command output. This includes extended IP access lists that are used 
for traffic filtering purposes as well as those that are used for encryption. The show command output 
does not differentiate between the two uses of the extended access lists.

Examples The following example creates a numbered encryption access list that specifies a class C subnet for the 
source and a class C subnet for the destination of IP packets. When the router uses this encryption access 
list, all TCP traffic that is exchanged between the source and destination subnets will be encrypted.

access-list 101 permit tcp 172.21.3.0 0.0.0.255 172.22.2.0 0.0.0.255
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  cdma pdsn a10 ahdlc engine
cdma pdsn a10 ahdlc engine 
To limit the number of Asynchronous High-Level Data Link Control (AHDLC) channel resources 
provided by the AHDLC engine, use the cdma pdsn a10 ahdlc engine command to in global 
configuration mode. To reset the number of AHDLC channel resources to the default, use the no form 
of this command.

cdma pdsn a10 ahdlc engine slot usable-channels usable-channels

no cdma pdsn a10 ahdlc engine slot usable-channels

Syntax Description

Defaults The default number of usable channels equals the maximum channels supported by the engine; the c-5 
images supports 8000 sessions, and all c-6 image support 20000 sessions. 

Command Modes Global configuration

Command History

Usage Guidelines If the value of usable-channels is greater than default maximum channels provided by the engine, the 
command will fail.

If the engine has any active channels, the command will fail. 

Examples The following example limits the number of service channels provided by the AHDLC engine to 1000:

cdma pdsn a10 ahdlc engine 0 usable-channels 1000

Related Commands

slot Slot number of the AHDLC.

usable-channels 
usable-channels

Maximum number of channels that can be opened in the AHDLC engine. 
Valid values range between 0 and 8000 or 20000. Specifying 0 disables the 
engine.

Release Modification

12.2(2)XC This command was introduced.

12.2(8)BY The maximum number of usable channels was increased to 20000.

Command Description

debug cdma pdsn a10 ahdlc Displays debug messages for the AHDLC engine.

show cdma pdsn a10 ahdlc Displays information about the AHDLC engine.

show cdma pdsn resource Displays AHDLC resource information.
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  cdma pdsn a10 ahdlc trailer
cdma pdsn a10 ahdlc trailer
To enable the PDSN so that AHDLC frames are expected to contain trailer byte, use the cdma pdsn a10 
ahdlc trailer command to in global configuration mode. To disable the PDSN so that AHDLC 
processing does not expect the AHDLC trailer (0x7e), use the no form of this command.

cdma pdsn a10 ahdlc trailer

no cdma pdsn a10 ahdlc trailer

Syntax Description There are no arguments or keywords for this command.

Defaults The default behavior is that trailer byte 0x7e is expected in the AHDLC frames. 

Command Modes Global configuration

Command History

Usage Guidelines When the no version of the command is configured, each AHDLC frame is considered a full AHDLC 
fragment, and the PDSN will start processing the packet. 

Examples The following example disables the PDSN so that AHDLC processing does not expect the AHDLC 
trailer:

Router (config)# no cdma pdsn a10 ahdlc trailer

Release Modification

12.3(14)YX This command was introduced.
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  cdma pdsn a10 always-on keepalive
cdma pdsn a10 always-on keepalive
To alter the default always-on service parameters, use the cdma pdsn a10always-on keepalive 
command in global configuration mode. To return to the default values, use the no form of this command.

cdma pdsn a10 always-on keepalive {interval 1-65535 [attempts 0-255] | attempts 0-255}

no cdma pdsn a10 always-on keepalive {interval 1-65535 [attempts 0-255] | attempts 0-255}

Syntax Description

Defaults The Always On feature is enabled by default. The default value for interval is 3, and the default value 
for attempts is 3.

Command Modes Global configuration

Command History

interval The duration in seconds, for which PDSN waits for the LCP echo response 
from peer before sending next LCP echo. The default value is 3seconds.

attempts The number of times the LCP echo is sent before determining an always-on 
user is not reachable and tearing down the session after idle timer expiry. 
The default value is 3. Configuring this value to 0 is similar to ignoring the 
always-on property for the user. 

Release Modification

12.3(8)XW This command was introduced.
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  snmp-server enable traps ipmobile
snmp-server enable traps ipmobile
To configure Simple Network Management Protocol (SNMP) security notifications for Mobile IP, use 
the snmp-server enable traps ipmobile command in global configuration mode. To disable SNMP 
notifications for Mobile IP, use the no form of this command.

snmp-server enable traps ipmobile 

no snmp-server enable traps ipmobile 

Syntax Description This command has no arguments or keywords.

Defaults SNMP notifications are disabled by default.

Command Modes Global Configuration

Command History

Usage Guidelines SNMP Mobile IP notifications can be sent as traps or inform requests. This command enables both traps 
and inform requests. 

For a complete description of this notification and additional MIB functions, see the RFC2006-MIB.my 
file, available on Cisco.com at

http://www.cisco.com/public/mibs/v2/.

The snmp-server enable traps ipmobile command is used in conjunction with the snmp-server host 
command. Use the snmp-server host global configuration command to specify which host or hosts 
receive SNMP notifications. To send SNMP notifications, you must configure at least one snmp-server 
host command.

Examples The following example enables the router to send Mobile IP informs to the host at the address 
myhost.cisco.com using the community string defined as public:

snmp-server enable traps ipmobile
snmp-server host myhost.cisco.com informs version 2c public

Release Modification

12.1(2)T This command was introduced.
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  subscriber redundancy rate
subscriber redundancy rate 
To configure the Cluster Control Manager to sync the number_sessions calls to the standby at a 
configurable interval, use the subscriber redundancy rate command in global configuration mode. The 
periodic rate will be applicable for both dynamic and bulk sync. To disable this feature, use the no form 
of the command.

subscriber redundancy rate [number_sessions] [number_period]

no subscriber redundancy rate

Syntax Description

Defaults There are no default values.

Command Modes Global configuration

Command History

Usage Guidelines

Note You should only configure this command with the following values: 

subscriber redundancy rate 500 1

Examples The following example illustrates the subscriber redundancy rate command:

router(config)# subscriber redundancy rate 500 1
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Command Description

number_sessions Specifies the number of calls synched to the standbv.

number_period Specifies the number in seconds between synch attempts.

Release Modification

12.3(14)YX6 This command was introduced to the PDNS image.
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