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The 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature provides the ability to set user 
priority bits in the IEEE 802.1Q tagged frame to allow traffic prioritization This capability enables a way 
to provide best effort QoS (quality of service) or CoS (class of service) at layer 2 without requiring 
reservation setup.

Finding Feature Information in This Module

Your Cisco IOS software release may not support all of the features documented in this module. To reach 
links to specific feature documentation in this module and to see a list of the releases in which each feature is 
supported, use the “Feature Information for 802.1P CoS Bit Set for PPP and PPPoE Control Frames” section 
on page 5.

Finding Support Information for Platforms and Cisco IOS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear. 
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• Feature Information for 802.1P CoS Bit Set for PPP and PPPoE Control Frames, page 5

Prerequisites for 802.1P CoS Bit Set for PPP and PPPoE Control 
Frames

The PPPoE over 802.1Q VLAN feature must be enabled.

Restrictions for 802.1P CoS Bit Set for PPP and PPPoE Control 
Frames

You cannot set different CoS levels for PPP and PPPoE control packets; all control packets default to a 
CoS level set at 7.

Information About 802.1P CoS Bit Set for PPP and PPPoE Control 
Frames

To configure the 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature, you should understand 
the following concepts:

• Benefits of 802.1P CoS Bit Set for PPP and PPPoE Control Frames, page 2

• Feature Design of 802.1P CoS Bit Set for PPP and PPPoE Control Frames, page 2

Benefits of 802.1P CoS Bit Set for PPP and PPPoE Control Frames
The 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature facilitates moving from ATM-based 
to Ethernet-based networks by supporting the ability to offer prioritized traffic services, VoIP, and other 
premium services.

Feature Design of 802.1P CoS Bit Set for PPP and PPPoE Control Frames
The IEEE 802.1P specification is an extension of the IEEE 802.1Q VLANs tagging standard and enables 
Layer 2 devices to prioritize traffic by using an 802.1P header that includes a three bit user priority field. 
Prior to the 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature, PPPoE sessions that were 
established over 802.1Q VLANs did not make use of the user priority field. If congestion occurs when 
the the 802.1P CoS bit is not set, PPP keepalive packets can be lost, which can result in disconnection 
of an established session with loss of service to the end user. Congestion caused by noncontrol packets 
can also prevent new sessions from being established, which can also result in denying service to the end 
user.

The 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature introduced in 
Cisco IOS Release 12.2(31)SB supports the ability of Layer 2 devices to prioritize traffic by making use 
of the priority field of the 802.1P control packets. PPPoE sessions established over 802.1Q VLANs now 
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use the priority header field to provide best efforts QoS or class of service CoS at Layer 2 without 
involving reservation setup. 802.1P traffic is marked and sent to the destination, and no bandwidth 
reservations are established.

During network congestion, when the Ethernet network and digital subscriber line access multiplexer 
(DSLAM) offer 802.1P support, control packets are offered a higher priority than noncontrol packets, 
thereby increasing the likelihood of reliable delivery. PPPoE control packets and PPP packets originating 
from the broadband remote access server (BRAS) are marked with user priority 7, the highest level of 
priority.

The following packets are tagged with user priority 7 in their 802.1P header:

• PPPoE packets

– PPPoE Active Discovery Offer (PADO)

– PPPoE Active Discovery Session Confirmation (PADS)

• PPP packets

– Link Control Protocol (LCP)

– Network Control Protocol (NCP) (Internet Protocol Control Protocol (IPCP))

– Authentication

– Keepalive

How to Configure 802.1P CoS Bit Set for PPP and PPPoE Control 
Frames

The 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature is enabled by default and requires 
no configuration. 

Troubleshooting Tips
The following command can help troubleshoot 802.1P control frame marking:

• debug pppoe error

Configuration Examples for 802.1P CoS Bit Set for PPP and 
PPPoE Control Frames

The 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature is enabled by default and requires 
no configuration.
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Additional References
The following sections provide references related to the 802.1P CoS Bit Set for PPP and PPPoE Control Frames feature.

Related Documents

Standards

MIBs

RFCs

Technical Assistance

Related Topic Document Title

Broadband access aggregation concepts Cisco IOS Broadband and DSL Configuration Guide, Release 12.4

Broadband access commands Cisco IOS Broadband Access Aggregation and DSL Command 
Reference, Release 12.4T

Standard Title

IEEE Standard 802.1P PPPoE over IEEE 802.1Q

IEEE Standard 802.1Q Virtual Bridged Local Area Networks

MIB MIBs Link

No new or modified MIBs are supported by this 
feature, and support for existing MIBs has not been 
modified by this feature.

To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs

RFC Title

RFC 2516 PPP over Ethernet

Description Link

The Cisco Technical Support & Documentation 
website contains thousands of pages of searchable 
technical content, including links to products, 
technologies, solutions, technical tips, and tools. 
Registered Cisco.com users can log in from this page to 
access even more content.

http://www.cisco.com/techsupport 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124cg/hbba_c/
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tbba_r/index.htm
http://www.cisco.com/univercd/cc/td/doc/product/software/ios124/124tcr/tbba_r/index.htm
http://www.cisco.com/go/mibs
http://www.cisco.com/public/support/tac/home.shtml
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Command Reference
This feature uses no new or modified commands. 

Feature Information for 802.1P CoS Bit Set for PPP and PPPoE 
Control Frames

Table 1 lists the release history for this feature.

Not all commands may be available in your Cisco IOS software release. For release information about a 
specific command, see the command reference documentation.

Cisco IOS software images are specific to a Cisco IOS software release, a feature set, and a platform. 
Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear.

Note Table 1 lists only the Cisco IOS software release that introduced support for a given feature in a given 
Cisco IOS software release train. Unless noted otherwise, subsequent releases of that Cisco IOS 
software release train also support that feature.

Any Internet Protocol (IP) addresses used in this document are not intended to be actual addresses. Any examples, command display output, and 
figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses in illustrative content is unintentional and 
coincidental.

© 2006 Cisco Systems, Inc. All rights reserved.

Table 1 Feature Information for <Phrase Based on Module Title>

Feature Name Releases Feature Information

802.1P CoS Bit Set for PPP and PPPoE Control 
Frames

12.2(31)SB
2

The 802.1P CoS Bit Set for PPP and PPPoE Control Frames 
feature provides the ability to set the User Priority bits in the 
IEEE 802.1Q tagged frame for traffic prioritization.

CCVP, the Cisco logo, and Welcome to the Human Network are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn is
a service mark of Cisco Systems, Inc.; and Access Registrar, Aironet, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, CCSP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco IOS, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity,
Enterprise/Solver, EtherChannel, EtherFast, EtherSwitch, Fast Step, Follow Me Browsing, FormShare, GigaDrive, HomeLink, Internet Quotient, IOS,
iPhone, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard, iQuick Study, LightStream, Linksys, MeetingPlace, MGX, Networkers,
Networking Academy, Network Registrar, PIX, ProConnect, ScriptShare, SMARTnet, StackWise, The Fastest Way to Increase Your Internet Quotient,
and TransPath are registered trademarks of Cisco Systems, Inc. and/or its affiliates in the United States and certain other countries. 

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)
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