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MPLS LDP Session Protection

The MPLS LDP Session Protection feature provides faster label distribution protocol (LDP) 
convergence when a link recovers following an outage. MPLS LDP Session Protection protects an LDP 
session between directly connected neighbors or an LDP session established for a Traffic Engineering 
(TE) tunnel.

Feature History for the MPLS LDP Session Protection Feature

Finding Support Information for Platforms and Cisco IOS Software Images

Use Cisco Feature Navigator to find information about platform support and Cisco IOS software image 
support. Access Cisco Feature Navigator at http://www.cisco.com/go/fn. You must have an account on 
Cisco.com. If you do not have an account or have forgotten your username or password, click Cancel at 
the login dialog box and follow the instructions that appear. 
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Release Modification

12.0(30)S This feature was introduced.

12.3(14)T This feature was integrated into Cisco IOS Release 12.3(14)T.

12.2(27)SBA This feature was integrated into Cisco IOS Release 12.2(27)SBA.

http://www.cisco.com/go/fn
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Information About MPLS LDP Session Protection
MPLS LDP Session Protection maintains LDP bindings when a link fails. MPLS LDP sessions are 
protected through the use of LDP Hello messages. When you enable MPLS LDP, the label switched 
routers (LSRs) send messages to find other LSRs with which they can create LDP sessions. 

• If the LSR is one hop from its neighbor, it is directly connected to its neighbor. The LSR sends out 
LDP Hello messages as User Datagram Protocol (UDP) packets to all the routers on the subnet. The 
hello message is called an LDP Link Hello. A neighboring LSR responds to the hello message and 
the two routers begin to establish an LDP session. 

• If the LSR is more than one hop from its neighbor, it is not directly connected to its neighbor. The 
LSR sends out a directed hello message as a UDP packet, but as a unicast message specifically 
addressed to that LSR. The hello message is called an LDP Targeted Hello. The nondirectly 
connected LSR responds to the Hello message and the two routers establish an LDP session. (If the 
path between two LSRs has been traffic engineered and has LDP enabled, the LDP session between 
them is called a targeted session.)

MPLS LDP Session Protection uses LDP Targeted Hellos to protect LDP sessions. Take, for example, 
two directly connected routers that have LDP enabled and can reach each other through alternate IP 
routes in the network. An LDP session that exists between two routers is called an LDP Link Hello 
Adjacency. When MPLS LDP Session Protection is enabled, an LDP Targeted Hello Adjacency is also 
established for the LDP session. If the link between the two routers fails, the LDP Link Adjacency also 
fails. However, if the LDP peer is still reachable through IP, the LDP session stays up, because the LDP 
Targeted Hello Adjacency still exists between the routers. When the directly connected link recovers, the 
session does not need to be reestablished, and LDP bindings for prefixes do not need to be relearned. 

How to Configure MPLS LDP Session Protection
This section explains how to configure and verify MPLS LDP Session Protection:

• Enabling MPLS LDP Session Protection, page 2 (required)

• Customizing MPLS LDP Session Protection, page 5 (optional)

• Verifying MPLS LDP Session Protection, page 5 (optional)

Enabling MPLS LDP Session Protection
You use the mpls ldp session protection command to enable MPLS LDP Session Protection. This 
command enables LDP sessions to be protected during a link failure. By default, the command protects 
all LDP sessions. The command has several options that enable you to specify which LDP sessions to 
protect. The vrf keyword lets you protect LDP sessions for a specified VRF. The for keyword lets you 
specify a standard IP access control list (ACL) of prefixes that should be protected. The duration 
keyword enables you to specify how long the router should retain the LDP Targeted Hello Adjacency 
following the loss of the LDP Link Hello Adjacency. 
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Prerequisites

LSRs must be able to respond to LDP targeted hellos. Otherwise, the LSRs cannot establish a targeted 
adjacency. All routers that participate in MPLS LDP Session Protection must be enabled to respond to 
targeted hellos. Both neighbor routers must be configured for session protection or one router must be 
configured for session protection and the other router must be configured to respond to targeted hellos. 

Restrictions

This feature is not supported under the following circumstances:

• With TDP sessions

• With extended access lists

• With LC-ATM routers

SUMMARY STEPS

1. enable

2. configure terminal

3. ip cef [distributed]

4. interface loopbacknumber

5. ip address {prefix mask}

6. interface interface

7. mpls ip

8. mpls label protocol {ldp | tdp | both}

9. mpls ldp session protection [vrf vpn-name] [for acl] [duration seconds]
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DETAILED STEPS

Command or Action Purpose

Step 1 enable

Example:
Router> enable

Enables privileged EXEC mode. 

• Enter your password if prompted.

Step 2 configure terminal

Example:
Router# configure terminal

Enters global configuration mode.

Step 3 ip cef [distributed]

Example:
Router(config)# ip cef 

Configures Cisco Express Forwarding.

Step 4 interface loopbacknumber

Example:
Router(config)# interface Loopback0

Configures a loopback interface.

Step 5 ip address {prefix mask}

Example:
Router(config-if)# ip address 131.25.0.11 
255.255.255.255

Assigns an IP address to the loopback interface.

Step 6 interface interface

Example:
Router(config)# interface POS3/0

Specifies the interface to configure.

Step 7 mpls ip

Example:
Router(config-if)# mpls ip

Configures MPLS hop-by-hop forwarding for a specified 
interface.

Step 8 mpls label protocol {ldp | tdp | both}

Example:
Router(config-if)# mpls label protocol ldp
or
Router(config)# mpls label protocol ldp

Configures the use of LDP on a specific interface or on all 
interfaces.

In interface configuration mode, the command sets the 
default label distribution protocol for the interface to be 
LDP, overriding any default set by the global mpls label 
protocol command.

In global configuration mode, the command sets all the 
interfaces to LDP. 

Step 9 mpls ldp session protection [vrf vpn-name] [for 
acl] [duration seconds]

Example:
Router(config)# mpls ldp session protection

Enables MPLS LDP Session Protection. 
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Customizing MPLS LDP Session Protection
You can modify MPLS LDP Session Protection by using the keywords in the mpls ldp session 
protection command. The following sections explain how to customize the feature.

Specifying How Long an LDP Targeted Hello Adjacency Should Be Retained

The default behavior of the mpls ldp session protection command allows an LDP Targeted Hello 
Adjacency to exist indefinitely following the loss of an LDP Link Hello Adjacency. You can issue the 
duration keyword to specify the number of seconds (from 30 to 2,147,483) that the LDP Targeted Hello 
Adjacency is retained after the loss of the LDP Link Hello Adjacency. When the link is lost, a timer 
starts. If the timer expires, the LDP Targeted Hello Adjacency is removed. 

Specifying Which Routers Should Have MPLS LDP Session Protection

The default behavior of the mpls ldp session protection command allows MPLS LDP Session 
Protection for all neighbor sessions. You can issue either the vrf or for keyword to limit the number of 
neighbor sessions that are protected.

Enabling MPLS LDP Session Protection on Specified VPN Routing and Forwarding Instances

If the router is configured with at least one VPN routing and forwarding (VRF) instance, you can use the 
vrf keyword to select which VRF is to be protected. You cannot specify more than one VRF with the 
mpls ldp session protection command. To specify multiple VRFs, issue the command multiple times. 

Enabling MPLS LDP Session Protection on Specified Peer Routers

You can create an access list that includes several peer routers. You can specify that access list with the 
for keyword to enable LDP Session Protection for the peer routers in the access control list. 

Verifying MPLS LDP Session Protection
To verify that LDP Session Protection has been correctly configured, perform the following steps.

SUMMARY STEPS

1. show mpls ldp discovery

2. show mpls ldp neighbor

3. show mpls ldp neighbor detail

DETAILED STEPS

Step 1 show mpls ldp discovery

Issue this command and check that the output contains xmit/recv to the peer router.

Router# show mpls ldp discovery

 Local LDP Identifier:
    16.0.0.5:0
    Discovery Sources:
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    Interfaces:
        ATM5/1/0.5 (ldp): xmit/recv
            LDP Id: 16.0.0.1:0
    Targeted Hellos:
        16.0.0.5 -> 16.0.0.3 (ldp): active, xmit/recv
            LDP Id: 16.0.0.3:0

Step 2 show mpls ldp neighbor

Issue this command to check that the targeted hellos are active.

Router# show mpls ldp neighbor 

Peer LDP Ident: 16.0.0.3:0; Local LDP Ident 16.0.0.5:0
TCP connection: 16.0.0.3.646 - 16.0.0.5.11005
State: Oper; Msgs sent/rcvd: 1453/1464; Downstream
Up time: 21:09:56
LDP discovery sources:
Targeted Hello 16.0.0.5 -> 16.0.0.3, active

Addresses bound to peer LDP Ident:
3.3.104.3       10.0.0.2        16.0.0.3

Step 3 show mpls ldp neighbor detail

Issue this command to check that the MPLS LDP Session Protection state is Ready or Protecting. If the 
second last line of the output shows Incomplete, the Targeted Hello Adjacency is not up yet. 

Router# show mpls ldp neighbor detail

    Peer LDP Ident: 16.16.16.16:0; Local LDP Ident 15.15.15.15:0
        TCP connection: 16.16.16.16.11013 - 15.15.15.15.646
        State: Oper; Msgs sent/rcvd: 53/51; Downstream; Last TIB rev sent 74
        Up time: 00:11:32; UID: 1; Peer Id 0;
        LDP discovery sources:
          Targeted Hello 15.15.15.15 -> 16.16.16.16, active, passive;
            holdtime: infinite, hello interval: 10000 ms
        Addresses bound to peer LDP Ident:
          10.0.0.2        16.16.16.16     101.101.101.101 11.0.0.1        
        Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab
        Clients: Dir Adj Client
        LDP Session Protection enabled, state: Protecting
            duration: infinite

Troubleshooting Tips
Use the clear mpls ldp neighbor command if you need to terminate an LDP session after a link goes 
down. This is useful for situations where the link needs to be taken out of service or needs to be 
connected to a different neighbor. 



      MPLS LDP Session Protection
Configuration Examples for MPLS LDP Session Protection

7
Cisco IOS Release: Multiple Releases (See Feature History Table)

Configuration Examples for MPLS LDP Session Protection
Figure 1 shows a sample configuration for MPLS LDP Session Protection.

Figure 1 MPLS LDP Session Protection Example

R1
redundancy
 no keepalive-enable
 mode hsa
!
ip cef distributed
no ip domain-lookup
multilink bundle-name both
mpls label protocol ldp
mpls ldp session protection
no mpls traffic-eng auto-bw timers frequency 0
tag-switching tdp router-id Loopback0 force
!
interface Loopback0
 ip address 10.0.0.1 255.255.255.255
 no ip directed-broadcast
 no ip mroute-cache
!
interface Multilink4
 no ip address
 no ip directed-broadcast
 no ip mroute-cache
 load-interval 30
 ppp multilink
 multilink-group 4
!
interface Ethernet1/0/0
 ip address 3.3.123.1 255.255.0.0
 no ip directed-broadcast
!
interface Ethernet4/0/0
 no ip address
 no ip directed-broadcast
 shutdown
!
interface Ethernet4/0/1
 description --  ip address 11.0.0.2 255.255.255.0
 no ip address
 no ip directed-broadcast
 shutdown
!
interface Ethernet4/0/4
 ip address 33.0.0.1 255.0.0.0
 no ip directed-broadcast
 mpls label protocol ldp
 tag-switching ip

e4/0/4 e1/4

e5/0/6 e5/0/2 e1/2e4/0/6

R1 R2 R3

11
79

94



      MPLS LDP Session Protection
Configuration Examples for MPLS LDP Session Protection

8
Cisco IOS Release: Multiple Releases (See Feature History Table)

!
interface Ethernet4/0/6
 ip address 30.0.0.1 255.0.0.0
 no ip directed-broadcast
 mpls label protocol ldp
 tag-switching ip
!
interface Ethernet4/0/7
 ip address 31.0.0.1 255.0.0.0
 no ip directed-broadcast
 mpls label protocol ldp
 tag-switching ip
!
router ospf 100
 log-adjacency-changes
 redistribute connected
 network 10.0.0.1 0.0.0.0 area 100
 network 30.0.0.0 0.255.255.255 area 100
 network 31.0.0.0 0.255.255.255 area 100
 network 32.0.0.0 0.255.255.255 area 100
 network 33.0.0.0 0.255.255.255 area 100
!
ip classless

R2
redundancy
 no keepalive-enable
 mode hsa
!
ip subnet-zero
ip cef distributed
mpls label protocol ldp
mpls ldp session protection
no mpls traffic-eng auto-bw timers frequency 0
tag-switching tdp router-id Loopback0 force
!
interface Loopback0
 ip address 10.0.0.3 255.255.255.255
 no ip directed-broadcast
!
interface Ethernet5/0/0
 no ip address
 no ip directed-broadcast
 shutdown
 full-duplex
!
interface Ethernet5/0/2
 ip address 32.0.0.1 255.0.0.0
 no ip directed-broadcast
 full-duplex
 mpls label protocol ldp
 tag-switching ip
!
interface Ethernet5/0/6
 ip address 30.0.0.2 255.0.0.0
 no ip directed-broadcast
 ip load-sharing per-packet
 full-duplex
 mpls label protocol ldp
 tag-switching ip
!
interface FastEthernet5/1/0
 ip address 3.3.123.112 255.255.0.0
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 no ip directed-broadcast
!
router ospf 100
 log-adjacency-changes
 redistribute connected
 network 10.0.0.3 0.0.0.0 area 100
 network 30.0.0.0 0.255.255.255 area 100
 network 32.0.0.0 0.255.255.255 area 100
!
ip classless

R3
ip cef
no ip domain-lookup
mpls label range 200 100000 static 16 199
mpls label protocol ldp
no mpls traffic-eng auto-bw timers frequency 0
tag-switching tdp router-id Loopback0 force
!
interface Loopback0
 ip address 10.0.0.5 255.255.255.255
 no ip directed-broadcast
!
interface Ethernet1/0
 no ip address
 no ip directed-broadcast
 shutdown
 half-duplex
!
interface Ethernet1/2
 ip address 32.0.0.2 255.0.0.0
 no ip directed-broadcast
 full-duplex
 mpls label protocol ldp
 tag-switching ip
!
interface Ethernet1/4
 ip address 31.0.0.2 255.0.0.0
 no ip directed-broadcast
 full-duplex
 mpls label protocol ldp
 tag-switching ip
!
router ospf 100
 log-adjacency-changes
 redistribute connected
 network 10.0.0.5 0.0.0.0 area 100
 network 31.0.0.0 0.255.255.255 area 100
 network 32.0.0.0 0.255.255.255 area 100
!
ip classless
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Additional References
The following sections provide references related to MPLS LDP Session Protection.

Related Documents

Standards

MIBs

RFCs

Technical Assistance

Related Topic Document Title

MPLS LDP MPLS Label Distribution Protocol

MPLS LDP-IGP Synchronization MPLS LDP-IGP Synchronization 

LDP Autoconfiguration LDP Autoconfiguration

Standard Title

None —

MIB MIBs Link

• MPLS LDP MIB To locate and download MIBs for selected platforms, Cisco IOS 
releases, and feature sets, use Cisco MIB Locator found at the 
following URL:

http://www.cisco.com/go/mibs 

RFC Title

RFC 3036 LDP Specification

RFC 3037 LDP Applicability

Description Link

The Cisco Technical Support website contains 
thousands of pages of searchable technical content, 
including links to products, technologies, solutions, 
technical tips, and tools. Registered Cisco.com users 
can log in from this page to access even more content.

http://www.cisco.com/techsupport 

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/ft_ldp7t.htm
http://www.cisco.com/go/mibs
http://www.cisco.com/techsupport
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Command Reference
This section documents new and modified commands. 

New commands

• debug mpls ldp session protection

• mpls ldp session protection

Modified commands

• show mpls ldp neighbor

All other commands used with this features are documented in the Cisco IOS Release 12.3 Command 
Reference.



      MPLS LDP Session Protection
debug mpls ldp session protection

12
Cisco IOS Release: Multiple Releases (See Feature History Table)

debug mpls ldp session protection
To enable the display of events related to Multiprotocol Label Switching (MPLS) Label Distribution 
Protocol (LDP) Session Protection, use the debug mpls ldp session protection command in privileged 
EXEC mode. To disable this feature, use the no form of this command. 

debug mpls ldp session protection [peer-acl acl] 

no debug mpls ldp session protection [peer-acl acl] 

Syntax Description

Defaults None

Command Modes Privileged EXEC 

Command History

Examples In the following example, the display of events related to MPLS LDP Session Protection are enabled:

Router# debug mpls ldp session protection 

Related Commands

peer-acl acl (Optional) Enables the display of events for the peers whose router IDs are 
listed in the access control list.

Release Modification

12.0(30)S This command was introduced.

12.3(14)T This command was integrated into Cisco IOS Release 12.3(14)T.

12.2(27)SBA This command was integrated into Cisco IOS Release 12.2(27)SBA.

Command Description

clear mpls ldp neighbor Forcibly resets an LDP session.

show mpls ldp neighbor Displays the contents of the LDP.
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mpls ldp session protection
To enable MPLS LDP Session Protection for existing Label Distribution Protocol (LDP) sessions or 
when new sessions are established, use the mpls ldp session protection command in global 
configuration mode. To disable this feature, use the no form of this command. 

mpls ldp session protection [vrf vpn-name] [for acl] [duration seconds] 

no mpls ldp session protection [vrf vpn-name] [for acl] [duration seconds]

Syntax Description

Defaults LDP sessions are not established.

Command Modes Global configuration

Command History

Usage Guidelines This command is not supported under the following circumstances:

• With TDP sessions

• With extended access lists

• With LC-ATM routers

Examples In the following example, MPLS LDP Session Protection is enabled for LDP sessions for peers whose 
router IDs are listed in access control list rtr4:

Router(config)# mpls ldp session protection for rtr4

vrf vpn-name (Optional) Specifies VPN routing and forwarding instance (vpn-name) for 
accepting labels. This keyword is available when the router has at least one 
VRF configured. 

for acl (Optional) Specifies a standard IP access control list that contains the prefixes 
that are to be protected.

duration seconds (Optional) Specifies the number of seconds the LDP Targeted Hello 
Adjacency should be retained after a link is lost. The default is infinite. The 
valid range of values is 30 to 2,147,483 seconds.

Release Modification

12.0(30)S This command was introduced.

12.3(14)T This command was integrated into Cisco IOS Release 12.3(14)T.

12.2(27)SBA This command was integrated into Cisco IOS Release 12.2(27)SBA.
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Related Commands Command Description

clear mpls ldp neighbor Forcibly resets an LDP session.

show mpls ldp neighbor Displays the contents of the LDP.
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show mpls ldp neighbor
To display the status of Label Distribution Protocol (LDP) sessions, use the show mpls ldp neighbor 
command in privileged EXEC mode.

show mpls ldp neighbor [vrf vpn-name] [address | interface] [detail] [graceful-restart]

show mpls ldp neighbor [all]

Syntax Description

Defaults If you do not specify a VRF, this command displays information about LDP neighbors for the default 
routing domain.

Command Modes Privileged EXEC

Command History

vrf vpn-name (Optional) Displays the LDP neighbors for the specified virtual private 
network (VPN) routing/forwarding (VRF) instance (vpn-name).

address (Optional) Identifies the neighbor with this IP address. 

interface (Optional) Defines the LDP neighbors accessible over this interface.

detail (Optional) Displays information in the long form, including the name or 
number of the access control list (ACL) used for inbound filtering.

graceful-restart (Optional) Displays per-neighbor graceful restart information. 

all (Optional) When the all keyword is specified alone in this command, the 
command displays LDP neighbor information for all VPNs, including those 
in the default routing domain.

Release Modification

11.1CT This command was introduced.

12.0(10)ST This command was modified to reflect MPLS IETF command syntax and 
terminology.

12.0(14)ST This command was modified to reflect MPLS VPN support for LDP.

12.1(8a)E This command was integrated into Cisco IOS Release 12.1(8a)E.

12.2(2)T This command was integrated into Cisco IOS Release 12.2(2)T.

12.0(21)ST This command was integrated into Cisco IOS Release 12.0(21)ST.

12.0(22)S This command was integrated into Cisco IOS Release 12.0(22)S.

12.2(14)S This command was integrated into Cisco IOS Release 12.2(14)S.

12.0(26)S This command was integrated into Cisco IOS Release 12.0(26)S. The detail 
keyword displays information about inbound filtering. 

12.0(29)S The graceful-restart keyword was added.

12.3(14)T This command was integrated into Cisco IOS Release 12.3(14)T. 

12.2(18)SXE This command was integrated into Cisco IOS Release 12.2(18)SXE. 

12.2(27)SBA This command was integrated into Cisco IOS Release 12.2(27)SBA.
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Usage Guidelines The show mpls ldp neighbor command can provide information about all LDP neighbors, or the 
information can be limited to the following:

• Neighbor with a specific IP address

• LDP neighbors known to be accessible over a specific interface

This command displays information about LDP and Tag Distribution Protocol (TDP) neighbor sessions.

If you specify the optional detail keyword, the command displays of all the information about the 
neighbor, including the name or number of the ACL (if any) configured for inbound filtering. 

Examples For explanations of the significant fields shown in the displays, see Table 1.

The following shows sample output from the show mpls ldp neighbor command:

Router# show mpls ldp neighbor

Peer LDP Ident: 203.0.7.7:2; Local LDP Ident 8.1.1.1:1
        TCP connection: 203.0.7.7.11032 - 8.1.1.1.646
        State: Oper; Msgs sent/rcvd: 5855/6371; Downstream on demand
        Up time: 13:15:09
        LDP discovery sources:
          ATM3/0.1
Peer LDP Ident: 7.1.1.1:0; Local LDP Ident 8.1.1.1:0
        TCP connection: 7.1.1.1.646 - 8.1.1.1.11006
        State: Oper; Msgs sent/rcvd: 4/411; Downstream
        Up time: 00:00:52
        LDP discovery sources:
          Ethernet1/0/0
        Addresses bound to peer LDP Ident:
          2.0.0.29        7.1.1.1         59.0.0.199      212.10.1.1
          10.205.0.9 

The following shows sample output from the show mpls ldp neighbor vrf vpn10 command, which 
displays the LDP neighbor information for the VPN routing/forwarding (VRF) instance named vpn10:

Router# show mpls ldp neighbor vrf vpn10

Peer LDP Ident:14.14.14.14:0; Local LDP Ident 30.29.0.2:0
        TCP connection:14.14.14.14.646 - 30.29.0.2.11384
        State:Oper; Msgs sent/rcvd:1423/800; Downstream
        Up time:02:38:11
        LDP discovery sources:
          ATM3/0/0.10
        Addresses bound to peer LDP Ident:
          3.3.36.9        30.7.0.1        14.14.14.14     30.13.0.1       
          30.15.0.1       30.17.0.1       30.19.0.1       30.21.0.1       
          30.23.0.1       30.25.0.1       30.27.0.1       30.29.0.1       
          30.31.0.1       30.33.0.1       30.35.0.1       30.37.0.1       
          30.39.0.1       30.41.0.1       30.43.0.1       30.45.0.1       
          30.47.0.1       30.49.0.1       30.51.0.1       30.53.0.1       
          30.55.0.1       30.57.0.1       30.59.0.1       30.61.0.1       
          30.63.0.1       30.65.0.1       30.67.0.1       30.69.0.1       
          30.71.0.1       30.73.0.1       30.75.0.1       30.77.0.1       
          30.79.0.1       30.81.0.1       30.83.0.1       30.85.0.1       
          30.87.0.1       30.89.0.1       30.91.0.1       30.93.0.1       
          30.95.0.1       30.97.0.1       30.99.0.1       30.101.0.1      
          30.103.0.1      30.105.0.1      30.107.0.1      30.109.0.1      
          30.4.0.2        30.3.0.2        
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The following shows sample output from the show mpls ldp neighbor detail command, which displays 
information about inbound filtering:

Router# show mpls ldp neighbor vrf vpn1 detail

 Peer LDP Ident: 13.13.13.13:0; Local LDP Ident 33.0.0.2:0
   TCP connection: 13.13.13.13.646 - 33.0.0.2.31581
   State: Oper; Msgs sent/rcvd: 11/10; Downstream; Last TIB rev sent 13
   Up time: 00:02:25; UID: 26; Peer Id 0;
   LDP discovery sources:
    Ethernet1/0/2; Src IP addr: 33.0.0.1 
     holdtime: 15000 ms, hello interval: 5000 ms
   Addresses bound to peer LDP Ident:
    3.3.105.1       13.13.13.13     33.0.0.1        
   Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab
   LDP inbound filtering accept acl:1
 Peer LDP Ident: 14.14.14.14:0; Local LDP Ident 33.0.0.2:0
   TCP connection: 14.14.14.14.646 - 33.0.0.2.31601
   State: Oper; Msgs sent/rcvd: 10/9; Downstream; Last TIB rev sent 13
   Up time: 00:01:17; UID: 29; Peer Id 3;
   LDP discovery sources:
    Ethernet1/0/3; Src IP addr: 32.0.0.1 
     holdtime: 15000 ms, hello interval: 5000 ms
   Addresses bound to peer LDP Ident:
    3.3.104.1       14.14.14.14     32.0.0.1        
   Peer holdtime: 180000 ms; KA interval: 60000 ms; Peer state: estab
   LDP inbound filtering accept acl:1 

The following shows sample output from the show mpls ldp neighbor all command, which displays the 
LDP neighbor information for all VPN VRFs, including those in the default routing domain. In this 
example, the same neighbor LDP ID (14.14.14.14) appears in all of the listed VRF interfaces, which 
shows that the same IP address can be used in different VPN VRFs.

Router# show mpls ldp neighbor all 

Peer TDP Ident:11.11.11.11:0; Local TDP Ident 12.12.12.12:0
        TCP connection:11.11.11.11.711 - 12.12.12.12.11003
        State:Oper; PIEs sent/rcvd:185/187; Downstream
        Up time:02:40:02
        TDP discovery sources:
          ATM1/1/0.1
        Addresses bound to peer TDP Ident:
          3.3.38.3        30.1.0.2        11.11.11.11     
VRF vpn1:
    Peer LDP Ident:14.14.14.14:0; Local LDP Ident 30.7.0.2:0
        TCP connection:14.14.14.14.646 - 30.7.0.2.11359
        State:Oper; Msgs sent/rcvd:952/801; Downstream
        Up time:02:38:49
        LDP discovery sources:
          ATM3/0/0.1
        Addresses bound to peer LDP Ident:
          3.3.36.9        30.7.0.1        14.14.14.14     30.13.0.1       
          30.15.0.1       30.17.0.1       30.19.0.1       30.21.0.1       
          30.23.0.1       30.25.0.1       30.27.0.1       30.29.0.1       
          30.31.0.1       30.33.0.1       30.35.0.1       30.37.0.1       
          30.39.0.1       30.41.0.1       30.43.0.1       30.45.0.1       
          30.47.0.1       30.49.0.1       30.51.0.1       30.53.0.1       
          30.55.0.1       30.57.0.1       30.59.0.1       30.61.0.1       
          30.63.0.1       30.65.0.1       30.67.0.1       30.69.0.1       
          30.71.0.1       30.73.0.1       30.75.0.1       30.77.0.1       
          30.79.0.1       30.81.0.1       30.83.0.1       30.85.0.1       
          30.87.0.1       30.89.0.1       30.91.0.1       30.93.0.1       
          30.95.0.1       30.97.0.1       30.99.0.1       30.101.0.1      
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          30.103.0.1      30.105.0.1      30.107.0.1      30.109.0.1      
          30.4.0.2        30.3.0.2        
VRF vpn2:
    Peer LDP Ident:14.14.14.14:0; Local LDP Ident 30.13.0.2:0
        TCP connection:14.14.14.14.646 - 30.13.0.2.11361
        State:Oper; Msgs sent/rcvd:964/803; Downstream
        Up time:02:38:50
        LDP discovery sources:
          ATM3/0/0.2
        Addresses bound to peer LDP Ident:
          3.3.36.9        30.7.0.1        14.14.14.14     30.13.0.1       
          30.15.0.1       30.17.0.1       30.19.0.1       30.21.0.1       
          30.23.0.1       30.25.0.1       30.27.0.1       30.29.0.1       
          30.31.0.1       30.33.0.1       30.35.0.1       30.37.0.1       
          30.39.0.1       30.41.0.1       30.43.0.1       30.45.0.1       
          30.47.0.1       30.49.0.1       30.51.0.1       30.53.0.1       
          30.55.0.1       30.57.0.1       30.59.0.1       30.61.0.1       
          30.63.0.1       30.65.0.1       30.67.0.1       30.69.0.1       
          30.71.0.1       30.73.0.1       30.75.0.1       30.77.0.1       
          30.79.0.1       30.81.0.1       30.83.0.1       30.85.0.1       
          30.87.0.1       30.89.0.1       30.91.0.1       30.93.0.1       
          30.95.0.1       30.97.0.1       30.99.0.1       30.101.0.1      
          30.103.0.1      30.105.0.1      30.107.0.1      30.109.0.1      
          30.4.0.2        30.3.0.2        
VRF vpn3:
    Peer LDP Ident:14.14.14.14:0; Local LDP Ident 30.15.0.2:0
        TCP connection:14.14.14.14.646 - 30.15.0.2.11364
        State:Oper; Msgs sent/rcvd:1069/800; Downstream
        Up time:02:38:52
        LDP discovery sources:
          ATM3/0/0.3
        Addresses bound to peer LDP Ident:
          3.3.36.9        30.7.0.1        14.14.14.14     30.13.0.1       
          30.15.0.1       30.17.0.1       30.19.0.1       30.21.0.1       
          30.23.0.1       30.25.0.1       30.27.0.1       30.29.0.1       
          30.31.0.1       30.33.0.1       30.35.0.1       30.37.0.1       
          30.39.0.1       30.41.0.1       30.43.0.1       30.45.0.1       
          30.47.0.1       30.49.0.1       30.51.0.1       30.53.0.1       
          30.55.0.1       30.57.0.1       30.59.0.1       30.61.0.1       
          30.63.0.1       30.65.0.1       30.67.0.1       30.69.0.1       
          30.71.0.1       30.73.0.1       30.75.0.1       30.77.0.1       
          30.79.0.1       30.81.0.1       30.83.0.1       30.85.0.1       
          30.87.0.1       30.89.0.1       30.91.0.1       30.93.0.1       
          30.95.0.1       30.97.0.1       30.99.0.1       30.101.0.1      
          30.103.0.1      30.105.0.1      30.107.0.1      30.109.0.1      
          30.4.0.2        30.3.0.2        
VRF vpn4:
    Peer LDP Ident:14.14.14.14:0; Local LDP Ident 30.17.0.2:0
        TCP connection:14.14.14.14.646 - 30.17.0.2.11366
        State:Oper; Msgs sent/rcvd:1199/802; Downstream
          

The following example shows the Graceful Restart status of the LDP neighbors:

Router# show mpls ldp neighbor graceful-restart

Peer LDP Ident: 20.20.20.20:0; Local LDP Ident 17.17.17.17:0
    TCP connection: 20.20.20.20.16510 - 17.17.17.17.646
    State: Oper; Msgs sent/rcvd: 8/18; Downstream
    Up time: 00:04:39
    Graceful Restart enabled; Peer reconnect time (msecs): 120000
Peer LDP Ident: 19.19.19.19:0; Local LDP Ident 17.17.17.17:0
    TCP connection: 19.19.19.19.11007 - 17.17.17.17.646
    State: Oper; Msgs sent/rcvd: 8/38; Downstream
    Up time: 00:04:30
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    Graceful Restart enabled; Peer reconnect time (msecs): 120000

Table 1 describes the significant fields in the sample displays shown above.

Table 1 show mpls ldp neighbor Field Descriptions

Field Description

Peer LDP Ident LDP identifier of the neighbor (peer) for this session.

Local LDP Ident LDP identifier for the local label switch router (LSR) for this session.

TCP connection TCP connection used to support the LDP session, shown in the following 
format: 

• peer IP address.peer port

• local IP address.local port

State State of the LDP session. Generally this is Oper (operational), but transient 
is another possible state.

Msgs sent/rcvd Number of LDP messages sent to and received from the session peer. The 
count includes the transmission and receipt of periodic keepalive messages, 
which are required for maintaining the LDP session.

Downstream or 
Downstream on 
Demand

Indicates the downstream method of label distribution that is being used for 
this LDP session. 

When the downstream method is used, an LSR advertises its locally assigned 
(incoming) labels to its LDP peer (subject to any configured access list 
restrictions).

When the Downstream on Demand method is used, an LSR advertises its 
locally assigned (incoming) labels to its LDP peer only when the peer asks 
for them.

Up time Length of time the LDP session has existed.

UID Used for troubleshooting. 

Peer Id Used for troubleshooting.

LDP discovery sources Source(s) of LDP discovery activity that led to the establishment of this LDP 
session.

Addresses bound to 
peer LDP Ident

The known interface addresses of the LDP session peer. These are addresses 
that might appear as next hop addresses in the local routing table. They are 
used to maintain the Label Forwarding Information Base (LFIB).

Peer holdtime The time the neighbor session will be retained without the receipt of an LDP 
message from the neighbor.

KA interval Keep Alive Interval. The amount of time a router lets pass without sending 
an LDP message to its neighbor. If this time elapses and the router has 
nothing to send, it will send a Keep Alive message. 

LDP inbound filtering 
accept acl

Access list that is permitted for inbound label binding filtering.

Graceful Restart Indicates whether the LDP session has LDP Graceful Restart enabled.

Peer Reconnect Time The length of time the peer router waits for a router to reconnect.
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Related Commands

Copyright © 2004, 2005 Cisco Systems, Inc. All rights reserved.

Command Description

show mpls ldp 
discovery

Displays the status of the LDP discovery process.
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All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (0711R)



      MPLS LDP Session Protection
show mpls ldp neighbor

22
Cisco IOS Release: Multiple Releases (See Feature History Table)


	MPLS LDP Session Protection
	Contents
	Information About MPLS LDP Session Protection
	How to Configure MPLS LDP Session Protection
	Enabling MPLS LDP Session Protection
	Prerequisites
	Restrictions

	Customizing MPLS LDP Session Protection
	Specifying How Long an LDP Targeted Hello Adjacency Should Be Retained
	Specifying Which Routers Should Have MPLS LDP Session Protection

	Verifying MPLS LDP Session Protection
	Troubleshooting Tips

	Configuration Examples for MPLS LDP Session Protection
	Additional References
	Related Documents
	Standards
	MIBs
	RFCs
	Technical Assistance

	Command Reference
	debug mpls ldp session protection
	mpls ldp session protection
	show mpls ldp neighbor



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


