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The eXtensible Markup Language Programmatic Interface (XML-PI) Release 1.0 leverages the Network
Configuration Protocol (NETCONF) and offers new data models that collect show command output down
to the keyword level and running configurations without the complexity and expense of screen-scraping
technologies or external XML-to-Command Line Interface (CLI) gateways. XML-PI alows you to quickly
develop XM L-based network management applications that remotely adapt and control the behavior of any
number of network devices simultaneously. XML-PI uses an industry standard protocol that allows Cisco
network devices to be managed in a more automatic and programmatic way and is CL| accessible.
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Finding Feature Information

Y our software release may not support all the features documented in this module. For the latest feature
information and caveats, see the release notes for your platform and software release. To find information
about the features documented in this module, and to see alist of the releases in which each feature is
supported, see the Feature Information Table at the end of this document.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

.
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. Prerequisites for XML-PI

Prerequisites for XML-PI

A

Note

Be sure you have enough lines configured for the network devices you will be collecting command output
from. XML-PI requires that you configure at least two vty lines per NETCONF session to handle the
formatting.

¢ You must be familiar with NETCONF and the Programmer’s Guide for Cisco Enhanced Device
Interface2.2.

¢ You must be familiar with RFC 4741, NETCONF Configuration Protocol and RFC 4742, Using the
NETCONF Configuration Protocol over Secure SHell (SSH) .

¢ NETCONF and Secure Shell Version 2 (SSHv2) are both required to run XML-PI. SSHv2 isthe only
transport protocol supported for XML-PI Release 1.0. Together, NETCONF and SSHv2 terminate the
session layer and provide a secure connection. See the Network Configuration Protocol document for
additional prerequisites and information about NETCONF and SSHv2.

Restrictions for XML-PI

XML-PI Supported Only on Crypto Image Files

Use of NETCONF and SSHv2 with XML-PI functionality is supported only on Cisco 10S crypto
reformation images, such as IPBASEK9. Use Cisco Feature Navigator to find information about platform
and software support for Cisco 10S crypto security images; see the GUID-BB3F6A CB-3AD0-42CD-
AA50-1D90EC670ESE in this document for more information about Feature Navigator.

Spec Files Must Be Local

Spec files (described in the ODM Tool and Spec Files, page 7 section) must reside locally on the
network device. Using spec files from aremote filesystem is not supported.

XML-PI and NETCONF

There are two ways XML-PI can deliver XML output from show commands: using either NETCONF or
viathe Cisco CLI from the console. In cases where non-CL 1 accessto XML-PI isdesirable, only
NETCONF can be used to retrieve show command output.

Configuration changes using XML-PI can only be done using NETCONF. XML cannot be directly entered
on the console CL1I.

The Cisco |OS running configuration can be retrieved from the console by executing the show running-
config | formatcommand, in addition to being available via NETCONF.

Syntax Check is Not Supported
The <edit-config> operation may not work correctly.
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Invalid XML Response with <get-config> Operation

The <get-config> operation with the config-format-xml filter returns missing or wrong closing tags for <X-
Interface>, as shown in the following examples:

<Li neVty0- Confi gurati on>
<X-Interface> password cisco<X-Interface> <X-Interface> transport input
al | <X-I nterface> </LineVty0-Configuration>

XML Tag for Parameters Is Not Interpreted Correctly

The <edit-config> operation with amerge or create containing an invalid XML tag for parametersis not
interpreted correctly. Y ou must be sure to enter the string with proper capitalization.

In the following example, the router hostname becomes “ systemnetworkname” (text in bold for purpose of
example):

<?xm version="1.0"?>
<rpc nessage-id="7" xm ns="urn:ietf:parans: xm :ns: netconf:base: 1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >
<edit-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<xm - confi g- dat a>
<Devi ce- Confi gurati on>
<host name>
<syst emmet wor knanme oper ati on="cr eat e" >Xnl pi Rout er </ syst emmet wor knane>
</ host name>
</ Devi ce- Confi guration>
</ xm - confi g- dat a>
</ confi g>
</edit-config>
</rpc>

In the following example, the router hosthame becomes “XmlpiRouter” because the “ Systemnetworkname”
string was entered correctly with an initial capital |etter:

<?xm version="1.0"?>
<rpc nessage-i d="7" xm ns="urn:ietf:parans: xm : ns: netconf:base: 1. 0"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance" >
<edi t-config>
<t ar get >
<runni ng/ >
</target>
<confi g>
<xm - confi g- dat a>
<Devi ce- Confi gurati on>
<host nane>
<Syst emnet wor knane oper ati on="cr eat e">Xml pi Rout er </ Syst emmet wor kname>
</ host name>
</ Devi ce- Confi guration>
</ xm - confi g- dat a>
</ confi g>
</ edit-config>
</rpc>

Information About XML-PI

e XML-PI Overview, page4
« NETCONF Overview, page 4
e ODM Tool and Spec Files, page7
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. NETCONF Enhancements

e XML-CLI Conversion Algorithms, page 8

XML-PI Overview

XML-PI Release 1.0 offers new NETCONF data models that collect show command output down to the
keyword level and running configurations without the complexity and expense of screen-scraping
technologies or external XML-to-CL | gateways. XML-PI alows the native conversion of Cisco 10S show
command output into tagged XML and provides the associated schema definition. The resulting output isin
a consistent, unambiguous format that is easily interpreted. Additional tools allow the output format to be
customized for individual user requirements.

The following XML-PI Release 1.0 capabilities will help you quickly develop XM L-based network
management applications:

* Execute selected show commands and retrieve the output in well-formed XML.
Use aformat modifier that feeds the show command output through an XML converter.
¢ Retrieve the XML Schema Definition (XSD) for selected show commands.
Execute the show xsd-format command to display the X SD to which the XML output conforms.

* Execute the show format command to display alist of commands with a spec file entry (SFE) in the
spec file, display the XML format SFE for a specific command, or validate a spec file. For more
information on spec files and SFES, see the ODM Tool and Spec Files, page 7

¢ Retrieve the running configuration in XML.

XML-PI Release 1.0 provides native XML output for the show running-config command.

¢ Change the running configuration on a network device by sending an XML fragment of a
configuration change.

e Quickly adapt capabilities of XML-PI using fully formed sample applications.
Y ou can use a built-in file containing definitions for the most commonly used show commands to get
started on application development immediately.

The commands and output files are associated with NETCONF using the netconf format global
configuration command. Commands are also available to help you see XML tag hierarchy, list the show
commands that have been converted, and debug output.

NETCONF Overview

The following sections summarize the NETCONF operations:

*  NETCONF Enhancements, page4

« Enhancement to Retrieve show running-config Output, page 5
» Enhancement to Change the Running Configuration, page 5

« Enhancement for Retrieving show Commands, page 7

NETCONF Enhancements

XML-PI isintegrated as a data model for NETCONF, which builds on top of the industry standard protocol
that allows Cisco network devices to be managed in a more automatic and programmatic way.
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Enhancement to Retrieve show running-config Output .

In XML-PI, each command keyword, parameter, and submode change is wrapped in XML tokens, which
are generated based on, respectively, the keyword, help, and submode strings.

The figure below shows the key enhancements to the get-config, edit-config, and get operations, which are
entered as <get-config>, <edit-config>, and <get> strings respectively in the enhanced device interface for
XML-PI Release 1.0.

The following sections summarize these enhancements. Refer to the Programmer’ s Guide for Cisco
Enhanced Device Interface 2.2 for more information.

Figure 1
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Enhancement to Retrieve show running-config Qutput

The following subtree is added to the <get-config> operation to allow XML output for the show running-
config to be retrieved using NETCONF:

<get-config>

<sour ce><r unni ng/ ></ sour ce>

<filter type="cli"><config-format-xm options".."></config-format-xm></filter>
</ get-config>

The NETCONF <get-config> operation with the filter containing the string <config-format-xml> in the
request expects aresponse in XML-PI format. Only the running configuration is supported. Following is an
example:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<rpc nessage-i d="4" xm ns="urn:ietf:parans: xm :ns: netconf: base: 1. 0">
<get-config>
<sour ce><runni ng/ ></ sour ce>
<filter type="cli"><config-format-xm options="all"></config-format-xm></filter>
</ get-config>
</rpc>]1>11>

Enhancement to Change the Running Configuration

The following subtree is added to the Config node to allow the running configuration to be changed using
NETCONF:

<xm -config-data> ...entire subtree with C2X encoded payl oad </xm -confi g- dat a>

.



NETCONF Overview

Enhancement to Change the Running Configuration

Note

XML-PI configuration mode is alowed using the NETCONF <edit-config> operation only. The mode is
identified when the config-format-xml XML tag is seen in an <edit-config> operation. The responseis
standard NETCONF success or fail. The configuration carried in the <edit-config> operation is converted
to CLI using the X2C algorithm. All standard NETCONF options such as syntax check and rollback-on-
error are supported. If the CLI generated from XML causes an error, an operation failed message is sent
back to the request originator.

The ability for a NETCONF <edit-config> operation to accept XML-PI formatted requestsis not related to
the spec files. The understanding of the XML-PI configuration format is built into Cisco 10S and is an
algorithmic conversion, so it cannot be modified dynamically like the spec files for the show commands.

A partial configuration as a subset of the full device configuration can be sent to the network device
provided that the partial configuration unambiguously mapsto a CLI configuration. The partial
configuration must have context information such as interface or other submode information, if required,
and must support rollback if the configuration cannot be applied.

Rollback is supported only when “archive’ is configured on the network device, which isa Cisco |0OS
reguirement.

Adding Two IP Hosts: Example

The following is an example of using the <edit-config> operation to modify the running configuration by
adding two IP hosts:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<rpc nessage-id="2" xm ns="urn:ietf:parans: xn :ns: netconf: base: 1. 0">
<edit-config>
<t ar get ><runni ng/ ></t ar get >
<confi g>
<xm - confi g- dat a>
<Devi ce- Confi gurati on>
<i p>
<host >
<NameHost >host 1</ NanmeHost >
<Host | PAddr ess>10. 2. 3. 4</ Host | PAddr ess>
</ host >
</lip>
<i p>
<host >
<NarmeHost >host 2</ NanmeHost >
<Host | PAddr ess>10. 2. 3. 5</ Host | PAddr ess>
</ host >
</ip>
</ Devi ce- Confi guration>
</ xm - confi g- dat a>
</ config>
</edit-config>
</rpc>]]1>]1>

Deleting Two IP Hosts: Example

The following is an example of using the <edit-config> operation to modify the running configuration by
deleting two I P hosts:

<?xm version="1.0" encodi ng="UTF-8"?>
<rpc nessage-i d="3" xm ns="urn:ietf:parans:xn :ns:netconf:base:1.0">
<edit-config>
<t ar get ><runni ng/ ></ t ar get >
<config>
<xm - confi g- dat a>
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Enhancement for Retrieving show Commands .

<Devi ce- Confi gurati on>
<i p>
<host operation="del ete">
<NaneHost >host 1</ NanmeHost >
<Host | PAddr ess>10. 2. 3. 4</ Host | PAddr ess>
</ host >
<lip>
<i p>
<host operation="del ete">
<NaneHost >host 2</ NanmeHost >
<Host | PAddr ess>10. 2. 3. 5</ Host | PAddr ess>
</ host >
<lip>
</ Devi ce- Confi guration>
</ xm - confi g- dat a>
</ confi g>
</edit-config>
</rpc>]]1>]]>

<edit-config> Response
The reply to the <edit-config> operation is either the standard ok or an rpc-error.

Enhancement for Retrieving show Commands

NETCONTF for retrieving show commands has the ability to collect command output down to the keyword
level. The following subtree is added under the <get> operation:

<filter type="cli">
<config-format-text-bl ock><text-filter-spec> inc netconf</text-filter-spec></
confi g-format-text-bl ock>
<oper - dat a- f or mat - xm ><show xsd="true">... </ show><show>. .. </ show></ oper - dat a- f or mat -
xm >
</[filter>

<get> Response
Thereply to the <get> operation generates the following response:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<rpc-reply nessage-id="XXXX" xm ns="urn:ietf:parans: netconf: base: 1. 0">

<dat a>
<cli-config-data-xm >... config gets enbedded here ...</cli-config-data-xm>
<cl i - oper - dat a- xm >
<itene
<show>. . . </ show>
<xsd> ... xsd text gets enbedded here ... </xsd>
</litenpr

...multiple itens ...
</cli-oper-data-xnm >
</ dat a>
</rpc-reply>]1>]]1>

ODM Tool and Spec Files

The Operational Data Model (ODM) tool devel oped by Cisco Enhanced Device Interface (E-DI) provides
an interface for creating anew ODM spec file from a CL 1| datafile, for a particular show command. Spec
files are defined by an E-DI metalanguage and contain a pattern-matching algorithm that collects output
from Cisco |10S EXEC show commands and placesit into a specific schema. The output of each show
command is associated with an ODM spec file.

The spec file represents spatial information to extract or parse data and structural information to model the
data. A benefit of using spec filesis that different format descriptions can be embedded in them, thereby
making the task of customizing applications easy.

| .
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. Enhancement for Retrieving show Commands

The spec file can contain many individual command definitions stored as an SFE. Each SFE is delimited by
aline containing three pound signs (##). The linesimmediately following the ### delimiter contain the
name of the command to convert. Following the command name line is spec file data, which must begin
with an XML header, for example <?xml version="1.0" encoding="UTF-8"?> . The ### is both a start and
stop delimiter unless the end of file (EOF) string is encountered, as shown in the following sample format:

it
show ip arp
<?xm version="1.0" encodi ng="UTF-8"?>
... the spec conversion for ip arp
Hit#
show ip interface brief
<?xm version="1.0" encodi ng="UTF- 8" ?>
... the spec conversion for show ip interface brief
Hit#
show i nterfaces *
show anot her cli
<?xm version="1.0" encodi ng="UTF-8"?>

. The spec conversion for ip interface

A wildcard character (*) can be used to match command names, and uses the following search order: Find
an exact match or, if not an exact match, use the wildcard character to match the maximum number of

characters. The table below provides examples of how the wildcard character can be used in the spec fileto
match command names.

Table 1 Wildcard Character Command Name Matching
String Example of Characters Matched
show interfaces Matches “ show interfaces’
show interfaces s* Matches “ show interfaces summary”
show interfaces * Matches “ show interfaces FastEthernet 0/0”

Y ou can change the spec filename, and you can modify and customize the SFE to specific interpretation
formats. If the contents of the SFE do not comply with the spec file format and language, the conversion is
not loaded and no interpretation of data occurs. An error message stating the SFE is uninterpretableis
generated. The format of the error message depends on the source of the request to access the spec file.
NETCONF requests return a Remote Procedure Call (RPC) get rpc-reply with an error condition; CLI-
based requests return get error messages on the console. Limited format debug capability is provided by the
debug format all command. Each SFE is treated independently, and a badly formatted SFE does not affect
any other SFE in thefile.

Y ou can use the show format command to display alist of commands with an SFE in the spec file, display
the XML format SFE for a specific command, or validate a spec file.

A\

Note Sample spec files are available for most commonly used Cisco |OS show commands and can be
downloaded from Cisco.com. Y ou can use the samplefiles“asis’ or modify them for your application.

XML-CLI Conversion Algorithms

The X2C and C2X conversion algorithms are used to convert XML into CLI and CLI into XML,
respectively. There are no schema used with these algorithms. The following sections provide more
information about these algorithms:

— |
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X2C Algorithm [ |

e X2C Algorithm, page9
e C2X Algorithm, page9

X2C Algorithm

The X2C agorithm builds a Document Object Model (DOM) tree from XML. Each node in the tree can be
classified as one of three node types, depending on its name, as follows:

« KEYWORD_NODE--Thetag name starts with alowercase letter or an underscore. [a...z, _]. The
underscore is used to prefix any numeric value that is a keyword.

« SUBMODE_NODE--The tag name ends with -Configuration.

¢ PARAM_NODE--Any other nonzero length string.

The X2C agorithm then decodes a DOM tree by recursively descending the tree. In the following example,
this_nodeis used to track the current DOM node and this_cmd isthe CLI string being built:

decode_node(thi s_node)
if (this_node is KEYWORD NODE) {
if (this_node has attribute isNegation) {
prepend "no" to this_cnd

convert this_node name to be a keyword.
Add keyword to end of this_cnd
iterate children of this_node through decode_node.
} else if (this_node is PARAM NODE) {
add the node body data to this_cnd
} else if (this_node is SUBMODE _NCDE) {
this_cnd is finalised and reset to ""
iterate children of this_node through decode_node.

C2X Algorithm

For the C2X agorithm, each CLI word is categorized as one of the three node types, the same as described
in the X2C Algorithm, page 9. The Cisco I0S CLI parser is used to generate the running configuration of
the network device. As each line is generated, each word in the line is parsed through and, depending upon
whether the parser encountersa KEYWORD_NODE or aPARAM_NODE, the appropriate XML tag
conversion is made. If traversing through to the next line causes a SUBMODE_NODE change, the
submode XML wrapper is entered or closed depending on whether the mode is entered or exited.

The C2X agorithm converts Cisco 10S CLI into XML based on keywords and parameters. CLI keywords
become XML tags and parameters become the bodies of tags whose names are made by parsing the CLI
help strings.

The following example isthe CLI view of an inter face command:

interface G gabitEthernet0/1

ip address 10.4.0.13 255.0.0.0
dupl ex auto

speed auto

medi a-type rj 45

no negoti ation auto

The following example shows the C2X equivalent:

<Devi ce- Confi gurati on>
<interface>
<Par an>G gabi t Et her net 0/ 1</ Par an>
<Confi gl f-Configuration>
<i p>
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<addr ess>
<| PAddr ess>10. 4. 0. 13</ | PAddr ess>
<l PSubnet Mask>255. 0. 0. 0</ | PSubnet Mask>
</ addr ess>
</ip>
<dupl ex><aut o/ ></ dupl ex>
<speed><aut o/ ></ speed>
<medi a-type><rj 45/ ></ medi a- t ype>
<negoti ati on operati on="del ete" ><auto/ ></negoti ati on>
</ Confi gl f-Configuration>
</interface>
</ Devi ce- Confi gurati on>

How to Use XML-PI

e Configuring NETCONF for XML-PI, page 10

* Generating XML Format for Commands, page 13
* Generating XSD Format for Commands, page 14
e Troubleshooting ODM Errors, page 15

e Managing Files, page 16

Configuring NETCONF for XML-PI

Perform this required task to configure a secure login environment and define the file to use for XML-
formatted requests.

SUMMARY STEPS

enable

configureterminal

crypto key generatersa

Enter the RSA key modulus, when prompted.

ip ssh timeout seconds

ip ssh authentication-retries integer

ip ssh version 2

line vty starting-line-number ending-line-number
login local

10.transport input ssh

11. exit

12. username name privilege level password secret
13.format global location:local-filename

14. netconf ssh

15.end

© NSO W=
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DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

How to Use XML-PI [ |

Command or Action Purpose
enable Enables privileged EXEC mode.
e Enter your password if prompted.
Example:
Rout er > enabl e
configureterminal Enters global configuration mode.

Example:

Rout er# configure termn nal

crypto key generatersa

Example:

Rout er (config)# crypto key generate rsa

Generates RSA key pairs.

Note If the crypto key has aready been generated, the response of
the command will be: % Y ou already have RSA keys defined
named xxxx-nnn.cisco.com. % Do you really want to replace
them? [yes/no]: In most cases the reply is“no” because the
crypto key has been previously generated and is stored on the
NETCONF agent side. Reply “yes’ if you need to reset the
crypto key on the NETCONF agent side.

Enter the RSA key modulus, when prompted.

Example:

How many bits in the nodulus [512]: 1024

Example:

% Cenerating 1024 bit RSA keys ...[ K]

Prompts for the RSA key modulus when not supplied as part of the
command.

¢ Thekey modulus size must be in the range from 360 to 2048 for
genera purpose keys. The configuration for XML-PI requires a
minimum key modulus size of 768.

Note The system may require afew minutesto react to akey
modulus greater than 512.

ip ssh timeout seconds

Example:

Rout er (config)# ip ssh timeout 60

(Optional) Configures the time interval that the network device waits
for the SSH client to respond.

ip ssh authentication-retries integer

Example:

Router(config)# ip ssh authentication-
retries 3

(Optional) Configures the number of attempts after which the
interface is reset.
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Command or Action Purpose
Step7 ip sshversion 2 (Optional) Configures the network deviceto run only SSH Version 2.
Example:
Rout er (config)# ip ssh version 2
Step 8 line vty starting-line-number ending-line-number | Enters line configuration collection mode and configures a range of
virtual terminal lines for remote consol e access.
] Note You must configure arange of lines large enough to handle
Example: two vty lines per NETCONF session.
Router(config)# line vty 0 8
Step9 login local (Optional) Enables and selects local password checking.
e Authentication is based on the username specified with the
E . username global configuration command.
xample:
Rout er (config-line)# login |ocal
Step 10 transport input ssh (Optional) Specifiesthat the SSH protocol be used for line
connection.
Example:
Router (config-line)# transport input ssh
Step 11 exit Exits the current configuration mode and returns to the next highest
mode.
Example:
Router(config-line)# exit
Step 12 username name privilege level password secret | (Optional) Establishes a username-based authentication system.
e privilege --Sets the privilege level, a number from 0 to 15.
Example: e password --Sets the password, which can contain from 1 to 25
characters and embedded spaces, and must be the last option
Rout er (confi g)# username me privilege 15 specified in the user name command.
password nypassword
Step 13 format global location:local-filename (Recommended) Specifies adefault ODM spec file to use for XML-

Example:

Rout er (config)# format gl obal
di sk2: spec3. 3. odm

formatted requests.
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Step 14 netconf ssh

How to Use XML-PI [ |

Command or Action Purpose

Example:

Rout er (confi g)# netconf ssh

Enables NETCONF over SSHv2.

Step 15 end

Example:

Rout er (config)# end

Ends the current configuration session.

Generating XML Format for Commands

Step 1

Step 2

Y

Note

To convert Cisco |O0S show command output into XML format, XML-PI provides the for matoutput
modifier to the show command output. This section describes how to use this modifier. For examples of
command output, see the Examples Generating show Command XML Format, page 19 and the
Examples Generating show running-config XML Format, page 20.

The show running-config command output is generated natively in XML, so the spec filename could be an
empty file. If adefault spec file has been defined with the format global command, no filenameis
required.

SUMMARY STEPS

1. show-command | for mat[location:local-filename]
2. show running-config {all| brief| full| inter face interface-name} | for mat|[filename

DETAILED STEPS

show-command | for mat[location:|ocal-filename]

This command executes the show command then redirects the output into the for mat function that will generate XML
based on the specified spec file or, if no spec file is specified, the default spec file defined by the format global
configuration command. Command names can be truncated. The location : local-filenamearguments and keyword are
the location and filename of the ODM spec file. Valid locations are bootflash:, flash:, nvram:, and any valid disk or
slot number (for example: diskO: or slot1:). ODM spec files have a .odm suffix. The following is a sample command
that uses the default ODM file to generate XML:

Example:

Rout er# show arp | fornat slotO:spec3. 3. odm

show running-config {all| brief| full| interface interface-name} | for mat[filename
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If you are generating output for the show running-config command, you can supply the following keywords and
arguments with this command:

¢ all --Configuration with defaults (default when no keywords are specified with the show running-config
command).

* brief --Configuration without certificate data.

e full --Full configuration.

* interface interface-name --Specified interface output only. A full interface specification (interface
fastether net0/0, for example) isrequired. If the interface name does not match one that is supported on the
network device, an error isreturned.

The following is a sample command:

Example:

Rout er# show runni ng-config brief | fornat

Generating XSD Format for Commands

The show xsd-format command is used to display the X SD to which the XML output conforms. This
section describes how to use this command. For example of command output, see Example Generating
show Command XSD Format, page 21.

SUMMARY STEPS
1. show xsd-format [location:local-filename] cli command

DETAILED STEPS

show xsd-format [location:local-filename] cli command

The locationand local-filenamearguments are the location and filename of the ODM spec file Valid location keywords
are bootflash:, flash:, nvram:, and any valid disk or slot number (for example: disk0: or slot1:). ODM spec files
have a.odm suffix. These arguments are not required if you want to use a default ODM file defined with the format
global command.

Thefirst of the following two examples, displays XSD output from a defined default ODM spec file:

Example:

Rout er# show xsd-fornmat cli show arp
Rout er# show xsd-format di sk2: spec3.3.odmcli show arp

Note When the user is entering command names, the full command name must be entered; do not use command
truncation.
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Troubleshooting ODM Errors

Step 1
Step 2

Step 3

This section describes use of the debug format allcommand to troubleshoot spec file errors.
SUMMARY STEPS

enable

debug format all

show-command for mat location:local-filename
no debug format all

-

DETAILED STEPS

enable
Enter this command to enable the privileged EXEC mode required to run debug commands.

debug format all
Enter this command to enable a verbose debugging mode that displays all ODM errors.

show-command for mat location:local-filename
Enter this command to generate XML output for the show inter facescommand. The following is sample output:

Example:

Rout er# show interfaces | fornat slotO:spec3. 3. odm
Selected debug datais displayed with comments followed by the full debug output.

The debug format statements are read in groups of two lines. As the following example shows, the first line describes
what the attempted match was; the second line provides the offset and the byte count from the beginning of the show
interfacescommand output that the cursor of the screen scraper is currently at:

Example:

*May 4 01:20:35.279: ODM Coul d not match Property ntast
*May 4 01:20:35.279: offset 703: 5 minute output rate 0 bits/sec, 0 packets/sec

The following example shows where the SFE caused the ODM algorithm to return atruncated XML. Notice how the
offset jumps from 703 to 3001. Thisis alarge jump that implies a search between multicast and 1P multicast probably
caused the screen scraper to jJump too far into the text. Because the cursor is not at a buffer, this condition is the likely

candidate for the error. Looking at the spec file entry and doing a manual search through the show command output
will confirm this suspicion.

Example:

*May 4 01:20:35.279: offset 703: 5 minute output rate 0 bits/sec, 0 packets/sec
786 pa

*May 4 01:20:35.279: ODM Coul d not match Property ntast

*May 4 01:20:35.279: offset 703: 5 minute output rate 0 bits/sec, 0 packets/sec
786 pa

*May 4 01:20:35.279: ODM Coul d not match Property IP nulticasts

*May 4 01:20:35.279: offset 3001: no buffer
Recei ved 0 broadcasts, 0 runts, O giants, 0




Managing Files

. Displaying Files on a Cisco 10S Filesystem Example

*May 4 01:20:35.279: ODM Coul d not match Property watchdog
*May 4 01:20:35.279: offset 3122: ignored, O abort
0 packets output, O bytes, O underru
*May 4 01:20:35.279: ODM Coul d not match Property input packets with dribble condition detected

Step 4 no debug format all
Disable the debug command when troubleshooting is compl ete.

Managing Files
This section provides the following procedures for managing filesin XML-PI:

» Displaying Files on a Cisco |OS Filesystem Example, page 16
* Managing Spec Files, page 16
e Validating Spec Files, page 18

Displaying Files on a Cisco 10S Filesystem Example

The following example shows how to display alist of files:

Rout er# show format slotO:?
sl ot 0: spec3. 3. odm sl ot 0: spec3. ALR odm sl ot 0: spec3. enpty. odm

A

Note The question mark (?) command can be used following any of the locationkeywords (bootflash, slot, and
so on) in the show for mat and show xsd-format commands, to list all files. Spec files have a.odm file
extension.

Managing Spec Files

Use the spec-fileinstall privileged EXEC command to manage the spec files. The following commands
allow you to make backup copies of the built-in spec file before changing the contents of the file, and to
restore the contents of a previous spec file. Y ou can also copy and remove SFES from one spec file to
another.

Valid locations for local files are bootflash:, flash:, nvram:, and any valid disk or slot humber (example:
diskO: or dlot1:).

Valid URLsfor remote files are ar chive:, bootflash:, cns:, flash:, ftp:, http:, null:, nvram:, pram:, rcp:,
scp:, system:, tar:, tftp:, tmpsys:and any valid disk or slot number (for example, diskO: or slot1:).

In all cases, the for ce keyword performs the command without prompting you to verify the file operation
by entering a“yes’ or “no” response.
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SUMMARY STEPS

e R W=

DETAILED STEPS

Step 1

Step 2

Step 3

Step 4

Managing Spec Files

spec-fileinstall [for ce] location:local-filename add-entry url:remote-filename command
spec-fileinstall [for ce] location:local-filename built-in

spec-fileinstall [for ce] location:local-filename file url:remote-filename

spec-fileinstall [for ce] location:local-filename remove-entry command

spec-fileinstall [for ce] location:local-filename restore

Command or Action

Purpose

spec-fileinstall [for ce] location:local-filename
add-entry url:remote-filename command

Example:

Rout er# spec-file install
sl ot 0: spec_file.odm add-entry tftp://
syst eml/ user 1/ show_ar p. odm show arp

Copies an SFE from aremote location and adds it to alocal specfile.

» A check is performed on the loaded SFE to ensure that the
command is not already present in the spec file, and that the SFE
can be parsed correctly in XML.

« |f the spec file does not exist, you will be prompted before the file
is created.

« |f the command SFE aready exists in the spec file, you will be
prompted before the command SFE is replaced.

« A backup copy of the local spec fileis created before the remote
SFE is added.

spec-fileinstall [for ce] location:local-filename
built-in

Example:

Rout er# spec-file install
slot0:spec_file.odmbuilt-in

Replaces the current spec file with the built-in spec file.

* You will be prompted before the current file is replaced and
filename.bak will be created.

spec-fileinstall [for ce] location:local-filename
file url:remote-filename

Example:

Rout er# spec-file install
slotO:spec_file.odmfile tftp://systeml/
user 1/ spec_file.odm

Replaces alocal spec file with aremote spec file.

« A check of the loaded file is performed to ensure that each
specified command isincluded only once, and that the SFE can be
parsed correctly in XML.

spec-fileinstall [for ce] location:|ocal-filename
remove-entry command

Example:

Rout er# spec-file install
sl ot 0: spec_fil e.odmrenove-entry show
arp

Removes an SFE from a spec file.

* A check is performed to ensure that the command SFE is present in
the spec file.

» |If the spec file does not exist, this command fails.

« A backup copy of the spec fileis created before the SFE is
removed.
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« |f the .bak file does not exist, this command fails.

Command or Action Purpose

Step 5 spec-fileinstall [force] location:local-filename | Restores a spec file to its original contents using a backup (.bak) file.
restore
Example:

Rout er# spec-file install
sl ot0: spec_file.odmrestore

Validating Spec Files

This section describes use of the show for matcommand to validate a spec file.

The show format built-in validate form of the command is used to validate the built-in spec file. The
show format location : local-filename validate form of the command is used to validate a specific spec

file.

Note Spec files must reside locally on the network device. Using spec files from aremote filesystem is not

supported.

>

SUMMARY STEPS

1. enable

2. show format [built-in | location:local-filename] [cli command | validate]

DETAILED STEPS

Command or Action

Purpose

Step1 enable

Example:

Rout er> enabl e

Enables privileged EXEC mode.

e Enter your password if prompted.

Step 2 show format [built-in | location:local-filename] [cli command | validate]

Example:

Rout er# show format built-in validate

Validates the built-in spec file.

Configuration Examples for XML-PI

"
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Configuration Examples for XML-PI .

» Example Configuring NETCONF for XML-PI, page 19

* Examples Generating show Command XML Format, page 19

» Examples Generating show running-config XML Format, page 20
« Example Generating show Command XSD Format, page 21

« Example Displaying the SFEs, page 21

« Example Displaying Spec File Tag Hierarchy, page 22

e Example Validating a Spec File, page 23

Example Configuring NETCONF for XML-PI

The following example shows how to configure a secure login environment. Cisco recommends that you
define adefault ODM file to be used for all requests using the format globalcommand. Y ou can associate
that file with NETCONF for all XML-formatted requests using the netconf format command. If nofileis
specified, the built-in spec file is used for all requests. See the format global and netconf for mat
command reference pages for more information. The netconf ssh configuration command enables
NETCONF over SSHv2, which terminates the session layer and provides a secure connection.

i p domai n-nane ci sco. com
crypto key generate rsa
ip ssh timeout 60
ip ssh authentication-retries 3
ip ssh version 2
line vty 0 8

login |oca

transport input ssh

exit
usernane nme privilege 15 password nypassword
format gl obal disk2:spec3.3.o0dm
netconf format di sk2: spec3. 3. odm
net conf ssh
end

Examples Generating show Command XML Format

The following examples show how to generate XML format of standard Cisco |OS showcommand output.

Standard show Command Output

Following is an example of the Cisco |OS show arp command outpuit:

Rout er# show arp

Protocol Address Age (mn) Hardware Addr Type Interface
Internet 10.1.1.1 67 0001.42df.59e2 ARPA FastEthernet0/0
Internet 10.3.1.2 8 0002. 55c6.19a0 ARPA  FastEthernet0/0
Internet 10.4.0.5 - 000b. 60dc. 9408 ARPA  Fast Et hernet0/0
Generating XML

Following is an example of generating XML output of the show arp command from a default ODM file;

Rout er# show arp | fornat
<?xm version="1.0" encodi ng="UTF- 8" ?>
<ShowAr p xm ns="0DM // di sk0: / spec. odnl / show_ar p" >
<ARPTabl e>
<entry>
<Pr ot ocol > nt er net </ Pr ot ocol >
<Addr ess>10. 1. 1. 1</ Addr ess>
<Age>67</ Age>
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<MAC>0001. 42df . 59e2</ MAC>
<Type>ARPA</ Type>
<l nterface>Fast Et hernet 0/ 0</ I nterface>
</entry>
<entry>
<Pr ot ocol >I nt er net </ Pr ot ocol >
<Addr ess>10. 3. 1. 2</ Addr ess>
<Age>8 </ Age>
<MAC>0002. 55¢6. 19a0</ MAC>
<Type>ARPA</ Type>
<I nt erface>Fast Et hernet 0/ 0</ I nt er f ace>
</entry>
<entry>
<Pr ot ocol >I nt er net </ Prot ocol >
<Addr ess>10. 4. 0. 5</ Addr ess>
<MAC>000b. 60dc. 9408</ MAC>
<Type>ARPA</ Type>
<I nterface>Fast Et hernet 0/ 0</ I nterface>
</entry>
</ ARPTabl e>
</ ShowAr p>

Examples Generating show running-config XML Format

The following examples show the mapping between actua show running-config command output and the
XSD format generated by piping the output through the spec3.3.0dm spec file. (For sake of brevity, output
from each command has been truncated.)

show running-config Command

Rout er # show runni ng-config

Bui | di ng configuration..

Current configuration : 1190 bytes

|

upgrade fpd auto

version 12. 4

service tinestanps debug datetinme nsec
service timestanps | og datetime msec
no servi ce password-encryption
service interna

!

hostnane Routerl

!

boot - start - nar ker

boot system flash:c7200-js-ne.123-5.9. T
boot - end- mar ker

!

| oggi ng nmessage- counter sysl og

enabl e password secret

1

no aaa new- nodel
ip cef
|

no i p domain | ookup

i p domai n nane ci sco.com

ip host hostl 10.66.152. 11

ip host host2 10.2.2.2

mul tilink bundl e-name aut henti cated

Piped Output to Generate XML

Rout er# show runni ng-config | fornmat
Bui | di ng configuration..
<Devi ce- Confi gurati on>
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<upgr ade><f pd><aut o/ ></ f pd></ upgr ade>

<ver si on><Par anr12. 4</ Par anp</ ver si on>

<servi ce><ti nest anps><debug><dat et i ne><nsec/ ></ dat et i me></ debug></ti nest anps></ >

<servi ce><ti mest anps><| og><dat et i me><nsec/ ></ dat et i me></| og></ti mest anps></ serv>

<servi ce operation="del ete" ><password-encryption/></service>

<servi ce><i nternal / ></ servi ce>

<host name><Syst emNet wor kNanme>Rout er 1</ Syst enNet wor kNanme></ host nanme>

<boot - st art - mar ker ></ boot - st art - mar ker >

<boot ><syst en><TFTPFi | eNameURL>f | ash: ¢7200-j s- ne. 123-5. 9. T</ TFTPFi | eNameURL></ s>

<boot - end- nar ker ></ boot - end- mar ker >

<l oggi ng><message- count er ><sysl| og/ ></ message- count er ></ | oggi ng>

<enabl e><passwor d><Unencr ypt edEnabl ePasswor d>secr et </ Unencr ypt edEnabl ePasswor d><>
<aaa operation="del ete" ><new nodel / ></ aaa>

<i p><cef/></ip>

<i p operation="del ete" ><donmai n><l ookup/ ></ domai n></i p>

<i p><domai n><name><Def aul t Domai nName>ci sco. conx/ Def aul t Domai nNane></ nane></ doma>

<i p><host ><NaneHost >host 1 </ NanmeHost ><Host | PAddr ess>10. 66. 152. 11</ Host | PAddr e>

<i p><host ><NaneHost >host 2 </ NaneHost ><Host | PAddr ess>10. 2. 2. 2</ Host | PAddr ess></ ho>
<mul tilink><bundl e- name><aut hent i cat ed/ ></ bundl e- name></ nul ti |l i nk>

The returned data is the requested configuration converted using the C2X agorithm.

Example Generating show Command XSD Format

The following example shows how to generate XSD for the show arp command:

Rout er# show xsd-format di sk2: spec3. 3. odmcli show arp
<?xm version="1.0"?>
<xsd: schema el ement For mDef aul t ="qual i fi ed" attri but eFornDefaul t="unqualified"
xm ns: xsd="htt p: //ww. w3. or g/ 2001/ XM_Schena" >
<xsd: conpl exType nane="ShowAr p_def" >
<xsd: sequence>
<xsd: choi ce mi nCccurs="0" maxCccur s="unbounded" >
<xsd: el ement ref="Info"/>
<xsd: el ement nanme="ARPTabl e" mi nCccurs="0">
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="entry" mi nCccurs="0" maxCccurs="unbounded" >
<xsd: conpl exType>
<xsd: sequence>
<xsd: el ement name="Protocol" m nCccurs="0" type="string" />
<xsd: el ement name="Address" m nCccurs="0" type="string" />
<xsd: el ement name="Age" m nCccurs="0" type="integer" />
<xsd: el ement name="MAC' m nCccurs="0" type="string" />
<xsd: el ement name="Type" m nCccurs="0" type="string" />
<xsd: el ement name="Interface" m nQccurs="0" type="string" />
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: sequence>
</ xsd: conpl exType>
</ xsd: el ement >
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: el ement name="|nfo" type="xsd:string"/>
<xsd: el ement name="ShowAr p" type="ShowArp_def"/>
</ xsd: schema>

Example Displaying the SFEs

The following example shows how to display the SFE for the show arp command:

Rout er# show format di sk2: spec3.3.0dmcli show arp
<?xm version="1.0" encodi ng="UTF- 8" ?>
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<CDMspec>
<Conmmand>
<Nanme>show ar p</ Nane>
</ Comand>
<C0S>i os</ OS>
<Dat aMbdel >
<Cont ai ner name="ShowAr p" >
<Tabl e name="ARPTabl e" >

<Header nane = "Protocol" start = "0" end "10" type = "String"/>

<Header nane = "Address" start = "10" end = "26" type "| pAddr ess"/ >

<Header nane = "Age (min)" alias = "Age" start = "26" end = "36" type =
"I nteger"/>

<Header nane = "Hardware Addr" alias="MAC' start = "36" end = "53" type =
"String"/>

<Header nane
<Header nane
"String"/>
</ Tabl e>
</ Cont ai ner >
</ Dat aModel >
</ CDMBpec>

"Type" start = "53" end = "59" type = "String"/>
"Interface" start = "59" end = "-1" nullable = "true" type =

The following example shows alist of fully expanded command names that have spec filesin the default
ODM file:

Rout er# show f or mat

The following CLI are supported in slotO:spec3.3.0odm
show arp

show cdp nei ghbors detail
show cont ext

show fl ash:

show i nterfaces*

show i nventory

show ip interface brief
show i p nat translations
show | i ne val ue

show |ine

show processes cpu

show processes nmenory
show regi on

show spanni ng-tree

show st acks

show vl ans

Example Displaying Spec File Tag Hierarchy

The show odm-formatcommand displays the spec file structure in a fixed output that you can refer to in
order to understand the spec file tag hierarchy. The following example shows the fixed output from the
show odm-for matcommand. Refer to the Programmer’s Guide for Cisco Enhanced Device Interface 2.2
for more information about the ODM tool and tag hierarchy.

Rout er # show odm f or mat
New Nane Space ''
<Not AReal Tag> Either 0 or 1 allowed
<CDMBSpec> Exactly 1 required
<Command> Exactly 1 required
<Nanme> Exactly 1 required
<AliasSet> Either 0 or 1 allowed
<Alias> At least 1 required
<CS> Either 0 or 1 allowed
<Dat aMbdel > Exactly 1 required
<Cont ai ner> Exactly 1 required
<Table> 0 or nore is allowed
<Header> At least 1 required
<Option> 0 or nore is allowed
<EndCOf TheTabl e> Either 0 or 1 all owed
<Property> 0 or nore is allowed
<Option> 0 or nore is allowed
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<Container> 0 or nore is allowed
<Table> 0 or nore is allowed
<Header> At least 1 required
<Option> 0 or nore is allowed
<EndCOf TheTabl e> Either 0 or 1 all owed
<Property> 0 or nore is allowed
<Option> 0 or nore is allowed
<Container> 0 or nore is all owed
<Legends> 0 or nore is all owed
<Legend> At |east 1 required
<l gnor abl eLi nesList> 0 or nore is allowed
<Line> At least 1 required
<Legends> 0 or nore is allowed
<Legend> At least 1 required
<l gnor abl eLi nesList> 0 or nore is allowed
<Line> At least 1 required

Example Validating a Spec File

The following example shows how to validate a built-in spec file:

Router# show format built-in validate

The file built-in has been validated

Additional References

Related Documents

Related Topic Document Title

Cisco |0OS commands Cisco |OS Master Commands List, All Releases

Cisco 10S network management commands Cisco 10S Network Management Command
Reference

NETCONF Network Configuration Protocol

ODM tool Programmer’s Guide for Cisco Enhanced Device
Interface 2.2

Standards
Standard Title

XML-PI based on NETCONF standards « User Guide for Cisco Enhanced Device

Interface 2.2
e Programmer’s Guide for Cisco Enhanced
Device Interface 2.2



http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
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MIBs
MIB MIBs Link
None To locate and download MIBs for selected
platforms, Cisco software releases, and feature sets,
use Cisco MIB Locator found at the following
URL:
http://www.cisco.com/go/mibs
RFCs
RFC Title
RFC 4741 NETCONF Configuration Protocol
RFC 4742 Using the NETCONF Configuration Protocol over

Secure SHell (SSH)

Technical Assistance

Description

Link

The Cisco Support website provides extensive
online resources, including documentation and
tools for troubleshooting and resolving technical
issues with Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various
services, such as the Product Alert Tool (accessed
from Field Notices), the Cisco Technical Services
Newsdletter, and Really Simple Syndication (RSS)
Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/cisco/web/support/
index.html

Feature Information for XML-PI

The following table provides rel ease information about the feature or features described in this module.
Thistable lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that

feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.

To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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Table 2

Feature Information for XML-PI

Glossary .

Feature Name

Releases

Feature Information

XML-PI

12.4(20)T 12.2(33)SRE
12.2(54)SG 12.2(50)SY

The eXtensible Markup
Language Programmatic Interface
(XML-PI) Release 1.0 leverages
the Network Configuration
Protocol (NETCONF) and offers
new data models that collect
show command output down to
the keyword level and running
configurations without the
complexity and expense of
screen-scraping technologies or
external XML-to-CLI| gateways.
XML-PI alowsyou to quickly
develop XML -based network
management applications.

The following commands were
introduced or modified by this
feature: debug format, format
global, netconf format show
format, show odm-format,
show xsd-format, spec-file
install add-entry, spec-file
install built-in, spec-fileinstall
file, spec-fileinstall remove-
entry, and spec-fileinstall
restore.

Thisfeature was integrated into
Cisco 10S Release 12.2(33)SRE.

The following command was
introduced or modified by this
feature: show format.

C2X --CLI to XML.

CLI --command-line interface. An interface that allows the user to interact with the operating system by
entering commands and optional arguments.

E-DI --Enhanced Device I nterface.
NETCONF --Network Configuration Protocol.
ODM --Operationa Data Model.

RSA --Rivest, Shamir, and Adelman, the inventors of the technique. Public-key cryptographic system that
can be used for encryption and authentication.

"
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SSH --Secure Shell.

X2C --XML to CLI.

XML --eXtensible Markup Language.
XSD --XML Schema Definition.
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