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Information About Boot Integrity Visibility

Boot lintegrity Visibility allows Cisco's platform identity and software integrity information to be visible and
actionable. Platform identity provides the platform’s manufacturing installed identity. Software integrity
exposes boot integrity measurements that can be used to assess whether the platform has booted trusted code.

During the boot process, the software creates a checksum record of each stage of the bootloader activities.

You can retrieve this record and compare it with a Cisco-certified record to verify if your software image is
genuine. If the checksum values do not match, you may be running a software image that is either not certified
by Cisco or has been altered by an unauthorized party.

Note

Boot Integrity Visibility is supported only on the active supervisor. It does not support high availability
scenarios.

* Verifying the Software Image and Hardware, on page 1
* Verifying Platform Identity and Software Integrity, on page 2

Verifying the Software Image and Hardware

N

This task describes how to retrieve the checksum record that was created during a router bootup. Enter the
following commands in privileged EXEC mode.

Note

On executing the following commands, you might see the message % Please Try After Few Seconds displayed
on the CLI. This does not indicate a CLI failure, but indicates setting up of underlying infrastructure required
to get the required output. We recommend waiting for a few minutes and then try the command again.

The messages % Error retrieving SUDI certificate and % Error retrieving integrity data signify a real CLI
failure.

1. show platform sudi certificate [ sign [ nonce nonce]]

2. show platform integrity [ sign [ nonce nonce]]
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Verifying Platform Identity and Software Integrity

Verifying Platform Identity

The following example displays the Secure Unique Device Identity (SUDI) chain in PEM format. The first
certificate is the Cisco Root CA 2048 and the second is the Cisco subordinate CA (ACT2 SUDI CA). Both
certificates can be verified to match those published on https://www.cisco.com/security/pki/. The third is the
SUDI certificate.

Device# show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwIBAgIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGOwOBAQUFADAL
MRYwWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDQWNTEOMAxNzEyWhcNMj kwNTEOM)AYNTQyWjAIMRYwFAYDVQQK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEqg
MAOGCSgGSIb3DQEBAQUAA4IBDOAWGgETIAOIBAQCWMrmrp68Kd6ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ6iEgQDGYeJubTm8sUxJszR2tKyS7McQr/4NEb7Y9JHcIJ6r8ggB9g
VvYgDxFUL4F1pyXOWWqCZe+36ufijXWLbvLAT6ZeYpzPEAPkOEStzivMW/VgpSdH
JWnO0£84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BdKhTCytKmg9l
Eg6CTY5j/e/rmxrbU6YTYK/CEfdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
01EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BOADggEBAJ2dhIS§Qal8dwy3U8pORFBi71R803UXHOS gxkhLtv5MOhmBV rBW7hmW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyOvhN4TauYuX
cB7w40ovXsNgOnbFpligqRe61JT37mjpXYgyc81lWhJIDtSd9i7rp77rMKSsHOT8lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikJ3+r/+n6yUA41Ge00caEblfJUSu6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkLAEqlZKR4OCXPDJOBYVLO£fdX411d
kxpUnwVwwEpxYB5DC2Ae/qPOgRNhCzU=

MITEPDCCAYySgAwWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWEFAYD
VOOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgw
HhcNMTEwWNJMwMT c1N5U3WheNM) kwNTEOMIAyNTQy W AnMQ4wDAYDVQQKEWVDaXNj
bzEVMBMGA1UEAxMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5qR/6UZRpdd+9aE2JbFkNiht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Z2g3+LR6grgKKQVu6JYvHO5UYLBgCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPc1M4 1 YKHUmMQMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdABN]jZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtE0OjSXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQABo4 IBWjCCAVYwCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRI2PHxwnDVW7t8cwmTr7i4MAP4 fzAfBgNVHSMEGDAWGBON
88gVHm6aAgkWrSugiWBf2nsvgjBDBgNVHR8EPDAG6MDigNgAOhjJodHRwO18vd3d3
LmNpc2NvImNvbS9zZWN1lcmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY¥21zY28uY29tL3N1Y3Vy
aXR5L3BrasS93zxJ0cy9jcmNhMiA00CS5] ZXIwXAYDVROGBFUwUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHAG6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWER/wQIMAYBAf8CAQAWDQYJ
KoZIhvceNAQEFBOQADggEBAGhlgclr9tx4hzWgDERm371yeuEmgecIfi9b9+GbMSJbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPub6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvVo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl147d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplR1nH7KND15618y£fVP
0IFJZBGrooCRBJOSwEv8cpWCbmWdPaCQT2nwIjTfY8c=

MIIDeTCCAMGgAWIBAGIEAYF/rTANBgkghkiGIwOBAQsFADANMQ4wDAYDVQQOKEWVD
aXNjbzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMB4XDTE3MDQyODEWNTUINVOXDTI3
MDQyODEWNTUINVowZTE1MCMGA1UEBRMcUE1EOKMSNTAWLTE2WCBTTjpGQlcyMTE3
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QTU2TTEOMAWGALIUEChMFQ212zY28xGDAWBgNVBASTDOFDVCOyIEXxpdGUgUIVESTES
MBAGA1UEAxMJQzkIMDAtMTZYMIIBIjANBgkaghkiGO9wOBAQEFAAOCAQ8AMI IBCgKC
AQEAsenmrNybWOgLrudY3UakblbFjmHvIwIdEro2HZPewrv/S014tPOAUXSEFdJh
SRAGwWhB4ji71P4R9AqoQfrpybg3fJEaJCmakkdP5VBmMPLM+QdJwGe7GGiUuXr6 /R
PTjzdfVTJOuvEL/holnTrYuHiu0JT3vsXilbKkl1HJIJFeGspMCSZRRCOAXIZBGREFtL
+Y5£30gV7b1Ce4zLSxIqTgiEDUNRuUoeGwb+YtQO0tep53hnwVoU6biNaQXjg9pgcd
dMyhh+zRtaRREpes4B7I1ZaFSMGeUbGVEVE6R+40mIM+T26fnza2k4bQvrcem/1Vbe
/6Fy4rniHAXwzGCCgIHf IJMrSwIDAQABO28wbTAOBgNVHQ8BAL8EBAMCBeAWDAYD
VROTAQH/BAIWADBNBgNVHREERJBEOEIGCSSGAQQBCRUCAG6ALIEZNDaGlwSUQIVVIK
TINgSk1lCd2dhVFc5dUlFOWpkQOF4TUNBeE1gbzFORGI6TONENEOhQTOWDQYJKOZI
hvcNAQELBQADggEBADxO7Ks4A1Sb8WnEqOOMog+3tiXHLDYVAJUgHOWSFsUoEL13 £
yxn867saiJVMYrT7+/wTlsexxdDJySGAJHSmPAwPPMEfLHwWO/D6/1/d6FsclM/LeB
q+02a6L60Zd1rJJheNQyCN/jOCYuM0dK9JyDjLda9)Sa3AL7UsOcr9aciBQ/CjZ6
8bV3x8LzAyPDs++qy6fHgB40pP8vOJtQdnYGDZAtOuUn4J1z3PyXjSJIyIXWoWEf1G+
2nGXg9PCig8llppPiDglprZ601lt+scEEJzgZmoHGn/1lel0H4s+mJTVAxbgBudcA3
0XpdeHgODOOdkG8IkXPYcUQ5in4R6zgwXEngMzY=

Signature version: 1
Signature:

Verifying Software Integrity

The following example displays the checksum record for the boot stages. The hash measurements are displayed
for each of the three stages of software successively booted. These hashes can be compared against
Cisco-provided reference values. An option to sign the output gives a verifier the ability to ensure the output
is genuine and is not altered. A nonce can be provided to protect against replay attacks.

Device# show platform integrity sign nonce 123

Platform: C9500-16X

Boot 0 Version: MAOO81R06.1307262016

Boot 0 Hash: A99EFI9F31CE3F3F8533055407F1C88C62176E667E4ELIDAOG4A9EAATALZ282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:
F82826514658055C3993ABI5F53512341RF20F30C7DA083C980450FAGCDRA608EEC36BEB1 5D1 341 4203CEL35603F01 974B36 76CAACGEIDCASB25CDL 039E636CACA
0S Version: BLD POLARIS DEV LATEST 20171213 030750

OS Hash:

E7336R416FR232CA87CT3CECO38 TER71244560FBE OF 97720708 783C1 1321 TDESDDACAL 6CAOR1 6ASCC98411 00264D04ACAFERF863EBI4FES61 FI851AB1 6 7E91 3830A
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1ES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71ERT

Signature version: 1

Signature

kit by
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