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CHAPTER 1

Preface

This preface describes the audience, organization, and conventions of this document. It also provides information
on how to obtain other documentation.

This preface includes the following sections:

« Audience and Scope, on page 1

* Feature Compatibility, on page 1

» Document Conventions, on page 2

« Communications, Services, and Additional Information, on page 3
» Documentation Feedback, on page 4

« Troubleshooting, on page 4

Audience and Scope

This document is designed for the person who is responsible for configuring your Cisco Enterprise router.
This document is intended primarily for the following audiences:

* Customers with technical networking background and experience.

« System administrators familiar with the fundamentals of router-based internetworking but who might
not be familiar with Cisco 10S software.

« System administrators who are responsible for installing and configuring internetworking equipment,
and who are familiar with Cisco 10S software.

Feature Compatibility

For more information about the Cisco 10S XE software, including features available on your device as
described in the configuration guides, see the respective router documentation set.

To verify support for specific features, use the Cisco Feature Navigator tool. This tool enables you to determine
the Cisco 10S XE software images that support a specific software release, feature set, or a platform.

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .
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Preface |
. Document Conventions

Document Conventions

This documentation uses the following conventions:

Convention Description

~or Ctrl The ~ and Ctrl symbols represent the Control key.
For example, the key combination ~D or Ctrl-D
means hold down the Control key while you press
the D key. Keys are indicated in capital letters but are
not case sensitive.

string A string is a nonquoted set of characters shown in
italics. For example, when setting an SNMP
community string to public, do not use quotation
marks around the string or the string will include the
guotation marks.

The command syntax descriptions use the following conventions:

Convention Description

bold Bold text indicates commands and keywords that you
enter exactly as shown.

italics Italic text indicates arguments for which you supply
values.
[X] Square brackets enclose an optional element (keyword

or argument).

| A vertical line indicates a choice within an optional
or required set of keywords or arguments.

x|yl Square brackets enclosing keywords or arguments
separated by a vertical line indicate an optional choice.

{x|y} Braces enclosing keywords or arguments separated
by a vertical line indicate a required choice.

Nested sets of square brackets or braces indicate optional or required choices within optional or required
elements. For example, see the following table.

Convention Description

[x{y|z}] Braces and a vertical line within square brackets
indicate a required choice within an optional element.

Examples use the following conventions:

. Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms



| Preface
Communications, Services, and Additional Information .

Convention Description

screen Examples of information displayed on the screen are
set in Courier font.

bold screen Examples of text that you must enter are set in Courier
bold font.
<> Angle brackets enclose text that is not printed to the

screen, such as passwords.

! An exclamation point at the beginning of a line
indicates a comment line. Exclamation points are also
displayed by the Cisco 10S XE software for certain
processes.

[] Square brackets enclose default responses to system
prompts.

A

Caution  Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

\)

Note  Means reader take note. Notes contain helpful suggestions or references to materials that may not be contained
in this manual.

Communications, Services, and Additional Information

« To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
« To get the business results you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

« To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco DevNet.

« To obtain general networking, training, and certification titles, visit Cisco Press.

« To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .
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. Documentation Feedback

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.

Troubleshooting

For the most up-to-date, detailed troubleshooting information, see the Cisco TAC website at
https://www.cisco.com/en/US/support/index.html.

Go to Products by Category and choose your product from the list, or enter the name of your product. Look
under Troubleshoot and Alerts to find information for the issue that you are experiencing.
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CHAPTER 2

What's New For Smart Licensing

Cisco is constantly enhancing the Smart Licensing solution with every release and we try and keep the content
in line with the latest enhancements. The following table lists new and modified features we documented in
the Quick Start guide. For information on known issues for Smart Licensing, see the Known Caveats section
in this guide.

Table 1: New Features in Each Release

Release Features

16.11.1a « By default, evaluation expiration syslog
messages are suppressed for 365 days. For more
information, see Suppression of Evaluation
Expiration Messages in Cisco 10S XE Release
16.11.1a and Later Releases, on page 35

« Specific License Reservation is introduced. With
Specific License Reservation, you can deploy a
software license on a device that is not directly
connected to the Cisco Cloud. For more
information, see Specific License Reservation,
on page 37

16.10.1a Smart Licensing is made mandatory on the Enterprise
Networking Routing platforms.

)

Note If you want to learn more about licensing for the enterprise routers running on Cisco 10S XE Release 17.4.1
or later, or if you are looking for licensing information for the Cisco Catalyst 8000 Series routers, see the
Smart Licensing Using Policy for the Cisco Enterprise Routing Platforms.

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .


https://www.cisco.com/content/en/us/td/docs/routers/sle_routing/b-cisco-smart-licensing-enhanced-routing.html
https://www.cisco.com/content/en/us/td/docs/routers/sle_routing/b-cisco-smart-licensing-enhanced-routing.html

What's New For Smart Licensing |

. Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms



CHAPTER 3

Information About Smart Licensing

The Smart Licensing Client feature is a standardized licensing platform that simplifies the Cisco software
experience and helps you understand how Cisco software is used across your network. Smart Licensing is the
next generation licensing platform for all Cisco software products.

This document provides an overview of the Cisco Smart Licensing Client feature and describes the several
tools and processes required to complete the products' registration and authorization. See the following topics
to know more about Smart Licensing:

\}

Note If you want to learn more about licensing for the enterprise routers running on Cisco 10S XE Release 17.4.1
or later, or if you are looking for licensing information for the Cisco Catalyst 8000 Series routers, see the
Smart Licensing Using Policy for the Cisco Enterprise Routing Platforms.

« Overview of Smart Licensing, on page 7

« Benefits of Smart Licensing, on page 8

* Prerequisites, on page 8

* Restrictions for Smart Licensing, on page 8

« License Evaluation in Smart Licensing, on page 9

« Deployment Options for Smart Licensing, on page 10

Overview of Smart Licensing

Cisco Smart Licensing is a flexible licensing model that provides you with an easier, faster, and more consistent
way to purchase and manage software across the Cisco portfolio and across your organization. And it’s secure
— you control what users can access. With Smart Licensing you get:

« Easy Activation: Smart Licensing establishes a pool of software licenses that can be used across the
entire organization—no more PAKSs (Product Activation Keys).

« Unified Management: Cisco License Central provides a complete view into all of your Cisco products
and services in an easy-to-use portal, so you always know what you have and what you are using.

« License Flexibility: Your software is not node-locked to your hardware, so you can easily use and transfer
licenses as needed.

To use Smart Licensing, first set up a Smart Account by visiting Cisco Software Central.

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .
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. Benefits of Smart Licensing

For a more detailed overview on Cisco Licensing, go to https://cisco.com/go/licensingguide.

You, your chosen partners, and Cisco personnel can view your hardware, software entitlements, and eventually
services by using the Cisco Smart Software Manager interface. The following lists certain key operations that
you can perform using the CSSM portal:

« Create, manage or view virtual accounts.

« Create and manage Product Instance Registration Tokens.

« Transfer licenses between virtual accounts or view licenses.
« Transfer, remove or view product instances.

* Run reports against your virtual accounts.

» Modify your email notification settings.

* VView overall account information.

Benefits of Smart Licensing

« Visibility into devices and software that you have purchased and deployed
« Product simplicity with standard software offers, licensing platform, and policies
« Better and educated purchase decisions that could lead to lower operational costs

« Easier deployment with automatic license activation that negates the use of product activation keys

Prerequisites

Before you enable or migrate to Smart Licensing, ensure that:

« You have a smart account, and access to the Cisco Smart Software Manager portal. To create and access
a smart account, go to Smart Accounts. Click Get a Smart Account, to get started.

* You have registered your device in CSSM. To register your device, see the Generating a New Token
from Cisco Smart Software Manager, on page 13 and Registering Device using the id Token, on page
14 section.

« You have configured the Layer 3 connectivity to the CSSM Smart Software Manager satellite.

Restrictions for Smart Licensing

* In 10S XE Release 16.10.1a, the Smart Licensing feature is applicable only for users whose routers
directly connect to the CSSM portal, or whose routers connect to a satellite server.

« To access the CSSM portal, use Chrome 32.0, Firefox 25.0, Safari 6.0, or later releases. Ensure that
Javascript 1.5 or later is enabled in your browser.

. Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms
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License Evaluation in Smart Licensing .

* For 10S XE, DLC is not supported on ASR 1000 Series RP2 Platforms running non-universal K9 images.
As a workaround, migrate to an intermediate release, such as 10S XE 16.3, 16.6, or 16.9, before you
migrate to 10S XE 16.10.1a.

« If you want to Migrate from Traditional Licensing to Smart Licensing, on page 21, the following releases
of Smart Software Manager satellite are not supported in the following releases:

* Releases earlier than 4.1.0
* Releases 6.0.x
* Releases 6.1.x
» When you configure the Call Home profile and you specify the HTTP transport URL, it is recommended
that you use the host name. IP address is not supported for HTTP transport URL.

« The registration to CSSM fails if you use HTTP to communicate with the CSSM. Functionality that
worked previously will no longer work. Ensure that you use only HTTPS to communicate with the CSSM.

« If you are using devices running on Cisco 10S XE release 17.2.1, when you switch from the autonomous
mode to the controller mode or vice versa, your Smart Licensing registration does not work. You must
reregister for your Smart Licenses to work.

* You cannot use the Web Ul to configure SLP related commands for Cisco CSR1000V or Cisco ISRv
17.3.x and earlier versions.

License Evaluation in Smart Licensing

Table 2: Feature History

Release Description

Cisco 10S XE 16.10.1a Smart Licensing was made mandatory for all the
routing platforms.

Cisco I0S XE 16.11.1a You have 365 days to register your device with the
CSSM without being restricted or receiving evaluation
expiration messages.

When you boot an SL-only image, Smart Licensing is automatically enabled, and the licenses for your device
go into the Evaluation or EVAL mode. You have 90 days of device usage to register your device in CSSM.
During this period, the existing features work as expected for ISR and ASR routers. As long as the device is
used, the evaluation timer counts down. The evaluation period applies to the whole device rather than to
invidual features or entitlements. When the evaluation period expires for a device, it cannot be reset. After
the 90 days time period, these licenses move to the Expired or EVAL EXPIRED state.

Cisco CSR 1000V and Cisco ISRV do not have an evaluation period of 90 days. Until the license is in the
EVAL mode, the throughput remains at a default of 1Mbps.

In 10OS XE Release 16.11.1a, you have 365 days to register your device with the CSSM without being restricted
or receiving evaluation expiration messages. For more information, see Suppression of Evaluation Expiration
Messages in Cisco I0S XE Release 16.11.1a and Later Releases, on page 35

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .
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. Deployment Options for Smart Licensing

\)

Note  If you boot up a device after performing a rollback from a Cisco 10S XE 17.3 image to a Cisco 10S XE 16.9
image, the licenses that were in use, move to the Evaluation state. Note that Cisco 10S XE 17.3 is an SL-only
version, and the available license states in this version are Evaluation, Authorized, and Out Of Compliance
only.

Deployment Options for Smart Licensing

The following illustration shows the various options available for deploying Smart Licensing. Since security
is one of the most important aspects for any user, the image lists the deployment options from the easiest
option to the most secure one:

Figure 1: Smart Licensing Deployment Options
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1. Direct Cloud Access: This deployment option allows you to transfer usage over the Internet to the Cloud
server directly from the devices to the cloud via HTTPs.

2. Direct cloud access through a HTTPs proxy: The deployment option allows you to transfer files directly
over the Internet to the Cloud server through an HTTPs proxy. That is, either using Smart Call Home
Transport Gateway or using HTTPs proxy such as Apache.

3. Mediated access through an on-premises collector-connected: The third deployment option uses an internal
collection device called as the “Cisco Smart Software Satellite.” The Satellite, which is available at your
end, periodically transmits the information into the cloud using periodic network synchronization. In this
deployment option, the only system or database transferring information to the cloud is the Satellite. You
can thus control what is included in the collector database, which provides greater security.

4. Mediated access through an on-premises collector-disconnected: The fourth deployment option is where
you use the Satellite, but only to transfer the collected files using manual synchronization (at least once
a month). In this option, the system is not directly connected to the Cloud and an air gap exists between
your network and the Cisco Cloud.

. Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms



CHAPTER 4

Smart Licensing for New Deployments

\}

Note If you want to learn more about licensing for the enterprise routers running on Cisco 10S XE Release 17.4.1
or later, or if you are looking for licensing information for the Cisco Catalyst 8000 Series routers, see the
Smart Licensing Using Policy for the Cisco Enterprise Routing Platforms.

When you purchase the SL-only 16.10.1a or later images, Smart Licensing is enabled by default. However,
you must perform the following steps to use the Smart Licensing feature:

1. Ensure that the Prerequisites, on page 8 are met.

2. Power on your device.

3. Configure Smart Call Home. To view the detailed steps for configuring Call Home, see Configuring Call
Home Service.

N

Note  While specifying the Smart Licensing registration URL for the CSSM portal, prefix the URL with HTTPS;
HTTP is no longer supported

4. Generate a token ID from the CSSM portal. To know how to perform this step, see the Generating a New
Token from Cisco Smart Software Manager, on page 13 section.

5. Register the device on the portal using the token. To know how to perform this step, see the Registering
Device using the id Token, on page 14 section.

6. In case of Satellite deployments under call-home profile, remove the default destination CSSM production
URL and configure the satellite destination URL.

The following image describes the high level steps involved in configuring Smart Licensing for a new
deployment:

Cisco Smart Licensing Guide for Cisco Enterprise Routing Platforms .
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. Configure Smart Call Home

Figure 2: Smart Licensing workflow for new deployments
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Note

You must enable some specific licenses for some enforced features such as HSEC and Boost. These licenses
are called enforced licenses. To enable enforced licensing, purchase the required enforced licenses. After you
purchase an enforced license, Cisco deposits these licenses in your smart account. When you register your
device, the licenses undergo an automatic check after which they are enabled.

See the following topics to know how to configure Smart Licensing:

* Configure Smart Call Home, on page 12

« Enable Smart Licensing, on page 13

* Generating a New Token from Cisco Smart Software Manager, on page 13
« Registering Device using the id Token, on page 14

Configure Smart Call Home

Smart Call Home options that are required for the Smart Licensing are automatically enabled when the Smart
Licensing is enabled.

If Smart Call Home is disabled, enable the following:

1.
2.

Configure terminal

Service call-home

In the smart licensing configuration, by default a Cisco TAC-1 profile is configured. For direct cloud access,
you must additionally update the following:

« Configure terminal
« Service call-home

« Call-home > Contact-email-address

When you change from the Call Home to the Smart transport method, you do not have to disable the
CiscoTAC-1 call-home profile for Smart Licensing to work as expected.
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Enable Smart Licensing .

Enable Smart Licensing

Cisco I0S XE 16.10.1a and Later

When you purchase the Cisco 10S XE 16.10.1a or later images, Smart Licensing is enabled by default. Smart
Licensing is the only mode that is available for licensing, and you do not have to perform any additional steps
to enable this feature.

Cisco I0S XE 16.9.x or Previous Versions

If you are using Cisco 10S XE 16.9.x or a previous version, Smart Licensing is not enabled by default. To
enable the same, execute the following:

1. Conft

2. license smart enable

What to do next

As the next step, proceed to Registering the Device.

Generating a New Token from Cisco Smart Software Manager

Step 1

Step 2
Step 3

Tokens are generated to register new product instances to the virtual account.

Login to Cisco Smart Software Manager at https://software.cisco.com/#.

You must log into the portal using an username and password provided by Cisco.

Select the Inventory tab, and select your virtual account from the Virtual Account drop-down list.
Select the General tab, and click New Token.
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Cisco Software Central > Smart Software Licensing English [ Change ] ; Hello 0 Smart Account Name +

Smart Software Licensing Feedback Support Help

i Questions Aboul Licensing?
Alerts Inventory License Conversion Reports Preferences Satellites Activity 9 @
Try our Virtual Assistant

Virtual Account: Virtual Account 1+ €D Major Minor  Hide Alerts
General Licenses Product Instances Event Log

Virtual Account
Description: Account 1

Default Virtual Account No

Product Instance Registration Tokens

The regisiration lokens below can be used to register new producl instances lo this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Aclions
ZjgxNzdjYjctOWRhMCOOMZIOL..Ed  Expired Token 1 Allowed User 1 Aclions +
ZTg2MjBjMzUtN2UONIOONDIKL..Ed  Expired Allowed User 1 Actions *

The system displays the Create Registration Token page.
Step 4 Enter the token description. Specify the number of days the token must be active.

Step 5 Enable the Allow export-controlled functionality on the products registered with this token check box.
Step 6 Click Create Token. After the token is created, click Copy to copy the newly created token.

Registering Device using the id Token

Procedure

Now that you have the token from the CSSM, using the token, execute the <device>#license smart register idtoken
< token from CSSM portal >command to complete the smart license configuration.

On successful registration, the device displays the “Registered” status and receives an identity certificate. This certificate
is saved on your device and is automatically used for all future communication with Cisco. However, if the registration
fails, the system generates an error log.

Example:

Note
For an ASR device with redundancy enabled, you must execute write memory after successful registration. This ensures
that the registration is valid even if you perform switchover or reload operations.
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What to do next

« Enable the required technology package licenses by executing the license boot level <technol ogypackage>
command from the global config mode.
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CHAPTER 5

Configure Smart Licensing (Satellite)

Cisco Smart Software Manager satellite is a component of Cisco Smart Licensing. CSSM Satellite works in
conjunction with CSSM to manage product licenses, providing near-realtime visibility and reporting of Cisco
licenses in use. For security reasons, if you do not want to manage the installed base with Smart Software

Manager residing on Cisco.com, you can choose to install the Smart Software Manager satellite on premises.

For information about installing a Smart Software Manager Satellite server, see the Smart Software Manager
Satellite Installation Guide.

The following are the high level steps to register a device in CSSM Satellite:
« Ensure that you meet all the prerquisites.
« Configure the Call Home settings if you want to enable email notifications.
« Register the device by executing the license smart register id token <token> command.

« In the Call-Home profile, remove the default destination CSSM production URL and configure the
satellite destination URL.

» Generate a New Token from the Satellite Server, on page 17
* Register a Device in Satellite , on page 19

Generate a New Token from the Satellite Server

If you have chosen to deploy the Smart Software Manager Satellite On Premises, you must follow this procedure
to generate a token to register your product instance to your Virtual Account.

Procedure

Step 1 Log in to the Smart Software Manager Satellite server.
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Cisco Smart Software Manager Last Synchronization: 2018-Nov-15 22:58:39 UTC Synchronize Now
Satellite-DLC-Prod-5.0.1

Virtual Accounts
(), Version Compatibility Note - Temporarily, this satelite will only be able to register Product Instances that are using the multi-level certificate hierarchy ~ Dismiss

|SR-DLC-Prod-5. 2 feature (use "show license" on the Product Instance to ensure that the agent version is 1.5+). To enable registration of Product Instances using older
versions of the agent, wait two business days after the satellite's initial registration and then synchronize.

ISR-DLC-Prod-5.0

Synchronization
Reports General  Licenses  Conversion History ~ Product Instances  Event Log
Administration Virtual Account

Description:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account. In order to register the product to this satellite, you must
set the Smart Call Home Destination URL on the product to the following: https: //<IP_Address |FQDN>:<port>/Transportgateway/services
/DeviceRequestHandler

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Export-
Controlled
Token Expiration Date Description Functionality ~Created By Actions

367960

0 results found

Step 2 Select the General tab, and click New Token.
Once the token is generated, the system displays the token on the Virtual Account page. The event log also captures the
token ID creation.

Smart Software Manager satellite admin LogOut | About | Help '2'.';'2'5'

Cisco Smart Software Manager Last Synchronization: 2018-Nov-15 22:58:39 UTC Synchronize Now
Satellite-DLC-Prod-5.0.1

Virtual Accounts

:\ Version Compatibility Note - Temporarily, this satellite will only be able to register Product Instances that are using the multi-level certificate hierarchy Dismiss
ISR-DLC-Prox S22 feature (use "show license" on the Product Instance to ensure that the agent version is 1.5+). To enable registration of Product Instances using older
versions of the agent, wait two business days after the satellite's initial registration and then synchronize.

ISR-DLC-Prod-5.0

Synchronization

Reports General Licenses Conversion History Product Instances Event Log
Administration Virtual Account
Description:

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account. In order to register the product to this satellite, you must
set the Smart Call Home Destination URL on the product to the following: https://<IP_Address|FQDN>:<port>/Transportgateway/services
/DeviceRequestHandler

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Registration Token
Token Help JActions
NjBiMzRIYmUtNmeZCOO_._‘ ( NjBiMzRIYmUtNmQwZCO0ZjNiILWFmZWMtYzcwNzI5ZjM2NGEzLTE1NzM30DEy % 0ANDQwMTV8a |
3FhcFRoUVJETVZZUmFxYTZCdXhnRThockd1dDZQOEpSZS83d3IU%0AbHFVTT0%3D%0A Y ownload... |
Revoke...

Press Control+C now to copy the token.

367961

The product instance is created in your Virtual Account.
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What to do next

Register the device using the token that you generated.

Register a Device In Satellite

Procedure

On the device, execute the <device>#license smart register idtoken <token from Satellite> command to complete the
registration. Use the token ID that you generated from Satellite.

On successful registration, the device displays the “Registered” status and receives an identity certificate. This certificate
is saved on the device and is automatically used for all future communications with the Satellite. However, if the registration
fails, an error is logged.

Example:

Device#sh license summary

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: BU Production Test

Virtual Account: ASR-SJC-DTExport-Controlled
Functionality: AllowedlLast

Renewal Attempt: None

Next Renewal Attempt: Apr 28 03:39:36 2019 UTC
License Authorization:

Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED

Next Communication Attempt: Nov 29 03:39:42 2018 UTC

License Usage:License Entitlement tag Count

Status——————————
Upgrade from 2.5 Gbp... (ASR_1001X_Throughput_2...) 1 AUTHORIZED
ASR_1000_AdvEnterprise (ASR_1000_AdvEnterprise) 1 AUTHORIZED
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CHAPTER 6

Migrate from Traditional Licensing to Smart
Licensing

Cisco employs two types of license models - Traditional or Classic Licensing and Smart Software Licensing.
If you are an existing user who is using a device earlier than Cisco 10S XE Release 16.10.1a, you are most
likely using Traditional Licensing such as an RTU license, paper license, or a PAK license. If you want to
upgrade to the Cisco I0S XE Release 16.10.1a or later SL-only image, you must migrate to Smart Licensing.
The following image specifies the high-level steps to migrate to Smart Licensing:

Figure 3: Migrate to Smart Licensing

Customer has SL Registration(Token 10)
- . lie: srmart registralion idiaken)
tfadIIIOI"iEll Ilcenses l.'LS‘."ISH Srmar J'b‘g'l' Ao Aoy &) “;
CSSM
N G Devi Virtual t
anaorate vi irtual accoury
Customer creates | joken upg:] dgﬁ - Initiate DLC
Smart account & (license smart conversion)
16.10.1a »{  Token |Ds:

Virtual account

DLC Success

A

IETOMT

When you upgrade to I0OS XE Release 16.10.1a or later, your existing licenses change to the evaluation
(EVAL) state till the device registration is complete. However, existing features continue to function without
interruption. After registration, the licenses change to the AUTHORIZED state.

1. Ensure that all the prerequisites are met before you migrate to Smart Licensing. See the Prerequisites, on
page 8 section.

2. Load the 16.10.1a or later image. See the Load the 16.10.1a or Later Image, on page 22 section.

3. Generate a token 1D using the CSSM Portal. See the Generating a New Token from Cisco Smart Software
Manager, on page 13 section.

4. Register your device using the token that you generated. See the Registering Device using the id Token,
on page 14 section.

5. Initiate DLC conversion. See the Initiate DLC, on page 23 section.
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\)

Note  For IOS XE, DLC is not supported on ASR 1000 Series RP2 platforms running non-universal K9 images. As
a workaround. you can migrate to intermediate releases such as 10S XE 16.3, 16.6, or 16.9, before migrating
to 10S XE 16.10.1a or later. Or, contact the Cisco TAC team by telephone to migrate from traditional licenses

to smart licenses.

The following sections describe the migration workflow in detail:

« Load the 16.10.1a or Later Image, on page 22

« Device Led Conversion, on page 22

« Initiate DLC, on page 23

* Verify the Migration Status in CSSM Portal, on page 23
« Verify DLC Status on Satellite, on page 24

Load the 16.10.1a or Later Image

As the first step of migrating to Smart Licensing, you must load the Cisco 10S XE 16.10.1a or later image.
When you upgrade to this image, Smart Licensing is automatically enabled.

)

Note  You cannot execute the license smart enable command on the device.

After you load the SL-only image, proceed to Generating a New Token from Cisco Smart Software Manager,
on page 13.

Device Led Conversion

Device Led Conversion (DLC) is the process where a new device or a product instance is upgraded from
Traditional to Smart Licensing when registered in Cisco Smart Software Manager (CSSM). All licenses on
the device automatically convert from Classic or Perpetual Right-to-Use (RTU) License to Smart License
without the need for any manual conversion.

)

Note  You can perform the DLC operation only once during the life of the device.

|

Important  CSR does not support DLC in the Cisco 10S XE 16.10.1a release. You can either deposit licenses directly or
you can convert licenses in CSSM and License Registration Portal (LRP).

\}

Note ASR does not support OTV, LISP, VPLS, and FPI licenses for DLC.
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Initiate DLC

To initiate the DLC operation, execute the license smart conversion start command. If the DLC operation
is complete, the device displays a "Completed" status.

The following is an example of DLC completion. Note the Completed output in the DLC Status field.

Device#show platform software license dlc
Index 1 Feature: adventerprise
Permanent License: O
EVAL RTU License: 1
RTU License: 0
Paper License: 0
DLC Status: C
Index 2 Feature:

ompleted

Permanent License: O

EVAL RTU License: 1

RTU License: 0

Paper License: 0

DLC Status: Completed
Index 3 Feature: fwnat_red

Permanent License: 0
EVAL RTU License: 1

RTU License: 0
Paper License: 0
DLC Status: Completed

To verify whether the operation was successful, run the show license all command. The system displays
a "Success" status if the DLC operation is successful. The following example shows a successful DLC
operation:

Device#show license all | sec License Conversion:

License Conversion:

Automatic Conversion Enabled: False
Status: Successful on Nov 08 18:54:40 2018 IST

To convert broadband licenses using DLC for an ASR1000 device, execute the subscriber license dlc
<sessions> command. This command sets the total number of broadband sessions that can be converted using
DLC including paper licenses and PAK licenses.

To consume the broadband licenses in the 16.10.1a or later image, use the subscriber license session command.
If this command is not configured, the broadband module also supports the automatic procuring of licenses
for every 2K session brought up in the device.

Any broadband licenses from traditional licensing are consumed as 2k sessions in SL-only mode in 16.10.1a
or later. For example, if a customer has 10 licenses as broadband and 4k in traditional licensing, after migrating
to SL-only image, these licenses are visible as 12 licenses in feature broadband during the DLC conversion.
Use the show platform software license dlc command to view the 12 licenses.

Verify the Migration Status in CSSM Portal

After the DLC conversion is successful, the smart licenses for your virtual account are authorized. You can
verify the status of the migration by checking the message in the CSSM portal.

SUMMARY STEPS
1. Log in to the CSSM portal. Click Inventory > Product Instances.
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2. Verify whether the DLC operation is successful by clicking the Convert to Smart Licensing tab, and
clicking Conversion History You see the following in the portal:

DETAILED STEPS

Procedure

Step 1 Log in to the CSSM portal. Click Inventory > Product Instances.

If the migration is successful, the converted licenses are added in CSSM.

Step 2 Verify whether the DLC operation is successful by clicking the Convert to Smart Licensing tab, and clicking Conversion
History You see the following in the portal:

« ¢ @ D@ hitg tware-stage.cico.com/FSmariLicensing-LicenseConye . @ W o

UDI_PID:ISR4221/K9; UDI_SN:FCH2043A000,

Davice Details
O ISRAZZIKS (UDH PID), FCH2043A000 (UDH Serial Mumber
T SRAE_NO_LIC
Conversion Status
SEU Product Famiy

11 1 Pometsl Converted SR_4221_Four
FL-4220-BO0STHD 1 Convered Boost Performance for ISRAZZ Y
FL-4220-HSEC-KS 1 U8, Expon vl

UDI_PID ESRAS1-0KS; UDI_SNFOCIBZITZ..  ISRA400 Converted 2018-New-07 023058

UDI_PIDESRAZZINE, UDI_SNFCHI0IAD00  ISRAZ00 Preduct farmily Converted 2018-Hew-06 232130

UCH_PIC ISRASUKS: UDI_SMFOCEZZIATW...  ISR4400 Convarted J01B-Hew-08 226432

UDI_PIDISRA4E1KS, UDI_SMFDOIINIAOL  ISR4400 Convered FO1B-Now-D4 002143

UDI_PID ISRAZZTXKD; UDI_SN-FOCTIMIR..  |SR4200 Product family Convarted 2018-Nov-02 210842

UDI_PIOISRAS1NS, UDI_SNFDOZ21IAGL:  |SR4A00 Convensd 2018-Hore-02 2004:38

10 j Sheswing Page 1 & 13 (124 Recerds) -

367952

Contnets | Fasdbick | Holp | Ste Mag | Torms & Conditicns | Privacy Sutnment | Cockie Poicy | Trasemuks [

It takes about an hour or more for the Conversion Status of the DLC to display as "Converted" on CSSM. This status
means that the DLC is complete and that successful logs have been detected on the device.

Verify DLC Status on Satellite

This verification topic is applicable only if you have configured Smart Licensing for Satellite.
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Procedure

Step 1 Log in to the Satellite Server, and click the Licenses tab. If your device is registered successfully, the Licenses are in the
In Use State.

After you initiate DLC, the Licenses move to the Pending state.

Step 2 After the DLC conversion is successful, click the Conversion History tab to verify whether the conversion status is
updated to "Converted".

After the migration is complete, in the Licenses tab, the Purchased count is updated to 1 from 0. Also, the conversion
status is displayed as "CONVERT_SUCCESS".
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