Firewall Box to Box High Availability Support
for Cisco CSR1000v Routers

The Firewall Box to Box High Availability Support on Cisco CSR1000v Routers feature enables you to
configure pairs of routers to act as backup for each other. This feature can be configured to determine the
active router based on a number of failover conditions. When a failover occurs, the standby router seamlessly
takes over and starts performing traffic forwarding services and maintaining a dynamic routing table.
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S
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PrerequisitesforFirewall Box-to-Box High Availability Support
for Cisco CSR1000v Routers

* The interfaces attached to the firewall must have the same redundant interface identifier (RII).

* The active device and the standby device must have the same Cisco I0S XE Zone-Based Firewall
configuration.

* The active device and the standby device must run on an identical version of the Cisco IOS XE software.
The active device and the standby device must be connected through a switch.

Restrictions for Firewall Box-to-Box High Availability for Cisco
CSR1000v Routers

« If the dual IOS daemon (IOSd) is configured, the device will not support the firewall box-to-box high
availability configuration.

Information AboutFirewall Box to Box High Availability Support
on Cisco CSR1000v Routers

How Firewall Box to Box High Availability Support on Cisco CSR1000v Works

You can configure pairs of routers to act as hot standbys for each other. This redundancy is configured on an
interface basis. Pairs of redundant interfaces are known as redundancy groups. The figure below depicts the
active-standby device scenario. It shows how the redundancy group is configured for a pair of routers that
has one outgoing interface. The Redundancy Group Configuration—Two Outgoing Interfaces figure depicts
the active-active device scenario shows how two redundancy groups are configured for a pair of routers that
have two outgoing interfaces.

Note that in both cases, the redundant routers are joined by a configurable control link and a data
synchronization link. The control link is used to communicate the status of the routers. The data synchronization
link is used to transfer stateful information from Network Address Translation (NAT) and the firewall and to
synchronize the stateful database for these applications.

[ ] Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S
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Also, in both cases, the pairs of redundant interfaces are configured with the same unique ID number known
as the RIIL.

Figure 1: Redundancy Group Configuration—Two Outgoing Interfaces
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Figure 2: Redundancy Group Configuration
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How Firewall Box to Box High Availability Support on Cisco CSR1000v Works
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The following scenarios are examples of Box-to-Box High Availability deployment for Cisco CSR1000v
routers:

Figure 3: CSR1000v Box-to-Box High Availability on Two Independent Servers

Ucst o ucsz o
SW Switch. SW Switch
b, [
Y Y
CER1 - B2B Links - CSRe

NIC NIC

In this deployment, two redundant Cisco CSR 1000v routers are in two independent UCS servers. The two
Cisco Unified Computing System (UCS) servers can be in the same data center or two different data centers
in different regions. We recommended that you configure two individual physical connections for box-to-box
high availability data and control links. However, if the two dedicated physical links are not available, the
box-to-box high availability data and control traffic can go through different LAN extension connections.
Box-to-Box high availability parameters, such as heart beat period need to be adjusted to take into account
the extended delay.

35318

LAN interfaces of each Cisco CSR 1000v router are connected with UCS physical network interface card
(NIC) interfaces through switches (for example, ESXi L2 SW). The two physical NICs on each UCS are

Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S
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. Configuration Example for Firewall Box-to-Box High Availability Support for Cisco CSR 1000v Routers

connected to outside switch to form a box-to-box pair. Gratuitous Address Resolution Protocols (ARP) is sent
from CSR LAN interfaces to reach physical switch and its Built-in Address (BIA).

Figure 4: CSR1000v Box-to-Box High Availability on Cluster Server
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In the above deployment, NAT and Zone-Based Firewall (ZBFW) box-to-box high availability also works
on UCS cluster setup. In this case, box-to-box control and data links go through virtual connections within
the cluster. Switches (For example, ESXi L2 SW) are used to connect the 2 redundant Cisco CSR 1000v
routers to form a box-to-box high availability pair; LAN interfaces on two Cisco CSR 1000v routers are
connected directly to the SW switches, and two physical NICs of the cluster UCS are connected with the SW
switches to communicate outside the network.

Refer to the Configuring Firewall Stateful Interchassis Redundancy module for additional information on
configurations and examples.

ConfigurationExampleforFirewallBox-to-BoxHighAvailability
Support for Cisco CSR 1000v Routers

Example:Configuring Firewall Box-to-BoxHigh Availabilityfor Cisco CSR1000v

Routers

[ ] Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S

The following examples shows how to configure a redundancy application group, a redundancy group protocol,
Virtual IP Address and Redundant Interface Identifier, and control and data interfaces:

!Configures a redundancy application group

Device# configure terminal

Device (config) # redundancy

Device (config-red)# application redundancy

Device (config-red-app) # group 1

Device (config-red-app-grp) # name groupl

Device (config-red-app-grp) # priority 100 failover-threshold 50
Device (config-red-app-grp) # preempt

Device (config-red-app-grp) # track 200 decrement 200

Device (config-red-app-grp) # exit


http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/sec-data-zbf-xe-book/conf-fw-stateful-inter-chassis.html
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Additional References for Firewall Box-to-Box High Availability for Cisco CSR1000v Routers .

!Configures a redundancy group protocol

Device (config-red-app) # protocol 1

Device (config-red-app-prtcl) # timers hellotime 3 holdtime 9

Device (config-red-app-prtcl) # authentication md5 key-string 0 nl timeout 100
Device (config-red-app-prtcl) # bfd

Device (config-red-app-prtcl) # end

! Configures a Virtual IP Address and Redundant Interface Identifier
Device# configure terminal

Device (config) # interface GigabitEthernet0/1/1

Device (conf-if) # redundancy rii 600

Device (config-if)# redundancy group 2 ip 10.2.3.4 exclusive decrement 200
Device (config) # redundancy

Device (config-red-app-grp) # data GigabitEthernet0/0/0

Device (config-red-app-grp) # control GigabitEthernet0/0/2 protocol 1
Device (config-red-app-grp) # end

!Configures control and data interfaces

Device# configure terminal

Device (config-red) # application redundancy

Device (config-red-app-grp) # group 1

Device (config-red-app-grp) # data GigabitEthernet 0/0/0

Device (config-red-app-grp) # control GigabitEthernet 0/0/2 protocol 1
Device (config-red-app-grp) # end

Additional ReferencesforFirewall Box-to-Box High Availability
for Cisco CSR1000v Routers

Related Documents

Related Topic Document Title

Cisco IOS commands Master Command List, All Releases

Security commands )
Y * Security Command Reference: Commands A to C

* Security Command Reference: Commands D to L
* Security Command Reference: Commands M to R

* Security Command Reference: Commands S to Z

Firewall Stateful Interchassis

Redundancy  Configuring Firewall Stateful Interchassis Redundancy

Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S ||


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/sec-data-zbf-xe-book/conf-fw-stateful-inter-chassis.html
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Technical Assistance

Feature Information for Firewall Box-to-Box High Availability for Cisco CSR1000v Routers

Description

Link

The Cisco Support and Documentation website
provides online resources to download documentation,
software, and tools. Use these resources to install and
configure the software and to troubleshoot and resolve
technical issues with Cisco products and technologies.
Access to most tools on the Cisco Support and
Documentation website requires a Cisco.com user ID
and password.

http://www.cisco.com/cisco/web/support/index.html

Feature Information for Firewall Box-to-Box High Availability
for Cisco CSR1000v Routers

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

[ ] Security Configuration Guide: Zone-Based Policy Firewall, Cisco 10S XE Release 3S

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1: Feature Information for Firewall Stateful Interchassis Redundancy

Feature Name Releases

Feature Information

Firewall Box-to-Box High | Cisco IOS XE Release
Availability for Cisco 3.14S
CSR1000v Routers

The Firewall Box-to-Box High Availability for
Cisco CSR1000v Routers feature enables you to
configure pairs of Cisco CSR1000v routers to act
a backups for each other.
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