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Overview
NBAR2 Protocol Pack 32.1.0 release highlights:

• Critical fix for a bug that occurs when upgrading to Protocol Pack 31.x..x or 32.x.x from an earlier
Protocol Pack release. (If you are using Cisco IOS XE Denali 16.3.x, the fix is available in Protocol
Pack 34.0.0.)

• Several protocols have been deprecated in Protocol Pack 32.x.x releases.

Supported Platforms
NBAR2 Protocol Pack 32.x.x is supported on the following platforms:

• Cisco ASR 1000 Series Aggregation Services Routers (ASR1000)

• Cisco 4000 Series Integrated Services Routers (ISR4000)

• Cisco Integrated Services Routers Generation 2 (ISRG2)

• Cisco Cloud Services Router CSR 1000V
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Supported Releases
NBAR Protocol Pack 32.1.0 is supported on the following releases:

Supported on Maintenance ReleasesBuilt-in

Cisco IOS XE 3.16.4aS Version 15.5(3)Sa4 and later
maintenance releases of 3.16.(x)S/15.5(3)S(x)

-

Cisco IOSVersion 15.5(3)M4a and later maintenance
releases of 15.5(3)M(x)

Cisco IOS Version 15.6(3)M and later maintenance
releases of 15.6(3)M(x)

Deprecated Protocols
The following protocols have been deprecated in the NBAR2 Protocol Pack 32.x.x release(s):

Table 1: Deprecated Protocols

NBAR2 Protocols DeprecatedDescriptionApplication

aol-messenger

aol-messenger-audio

aol-messenger-video

AOL Instant Messenger.aol-messenger

fring

fring-video

fring-voip

Mobile VOIP application.

http://www.fring.com/faq.html

fring

gbridgeRemote access software, no longer
supported.

gbridge

pcanywhereRemote access software,
standalone version EOL.

https://www.symantec.com/
connect/blogs/pcanywhere-eol

pcanywhere

streamworkSAP StreamWork service
(enterprise collaboration tool)
discontinued.

https://archive.sap.com/documents/
docs/DOC-69293

streamwork
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Caveats

If you have an account on Cisco.com, you can view information on select caveats, using the Bug Search
Tool (https://tools.cisco.com/bugsearch/search).

Note

Caveats Resolved in NBAR2 Protocol Pack 32.1.0

The following table lists the caveats resolved in NBAR2 Protocol Pack 32.1.0 (since 32.0.0):

DescriptionCaveat

NBAR upgrade modifies class-map configurationCSCvg67293

Caveats Resolved in NBAR2 Protocol Pack 32.0.0 and 32.1.0

The following table lists the caveats resolved in NBAR2 Protocol Pack 32.x.0 (since 31.0.0):

DescriptionCaveat

NBAR not classifying Citrix traffic when Citrix tags are used.CSCvf38142

NBAR incorrectly classifies RTP-AUDIO as Cisco-JabberCSCvf14771

Downloading
NBAR2 Protocol Packs are available for download on the Cisco.com software download page (http://
www.cisco.com/cisco/software/navigator.html). On the download page, specify a platform model to display
software available for download. One software option will be NBAR2 Protocol Packs.

Example

To display Protocol Packs available for the Cisco ASR 1001 platform, the navigation path is:

Products > Routers > Service Provider Edge Routers > ASR 1000 Series Aggregation Services Routers >
ASR 1001 Router
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Additional References
Related Documentation

Document TitleRelated Topic

Cisco Application Visibility and Control User GuideApplication Visibility and Control

Classifying Network Traffic Using NBAR moduleClassifying Network Traffic Using NBAR

NBAR Protocol Pack moduleNBAR Protocol Pack

QoS: NBAR Configuration Guide, Cisco IOS XE 3S

QoS: NBAR Configuration Guide, Cisco IOS XE 16

QoS: NBAR Configuration Guide

Quality of Service Solutions Command ReferenceQoS Command Reference
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http://www.cisco.com/c/en/us/td/docs/ios/solutions_docs/avc/guide/avc-user-guide.html
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/asr1000/clsfy-traffic-nbar.html
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/NBAR_Protocol_Pack.html
http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/configuration/xe-3s/qos-nbar-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/configuration/xe-16/qos-nbar-xe-16-book.html
http://www.cisco.com/en/US/docs/ios/qos/command/reference/qos_book.html

