EoGRE iWAG Subscriber Roaming

When a Wi-Fi subscriber device roams or reconnects with the same or a different SSID, it may send a DHCP
Discover, a DHCP Request (Init-Reboot, unicast/broadcast renew), an Address Resolution Protocol (ARP)
and Data Packet messages. Some devices, for example, Apple/iOS, sends a DHCP Release message followed
by a DHCP Discover message when they reconnect.

This chapter covers different scenarios in which a Wi-Fi subscriber can roam and reconnect.
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see a list of the releases in which each
feature is supported, see the feature information table at the end of this module.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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. EoGRE Intra-iWAG Roaming and Handover With Same SSID Call Flow

EoGRE Intra-iWAG Roaming and Handover With Same SSID
Call Flow

The following figure and steps describe the call flow pertaining to a EOGRE intra-iWAG roaming and handover
with the same SSID.

Figure 1: EoGRE Intra-iWAG Roaming and Handover With Same SSID Call Flow
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1 Extensible Authentication Protocol (EAP) authentication for the subscriber connecting through Secure
SSID.

2 DHCP session is established when a subscriber device connects to the network through an open or secure
SSID.

2a. Session establishment through Open SSID
2b. Session establishment through Secure SSID
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3 When the subscriber device roams across CPEs connected to the same iWAG and SSID, the subscriber
continues with the existing session.

3a. EAP Authentication for the subscriber connecting through Secure SSID.

3b. DHCP Request on Open SSID is honored and DHCP ACK is sent, and in case of ARP, ARP reply is
sent. Session continues with new CPE (to which the client roamed) and Accounting-Update is sent to
AAA with latest circuit and remote IDs (received in DHCP Request), CPE ID, and NAS Port/VLAN.

3c. DHCP Request on Secure SSID is honored and DHCP ACK is sent, and in case of ARP, ARP reply
is sent. Session continues with new CPE (to which the client roamed) and Accounting-Update is sent to
AAA with latest circuit and remote IDs (received in DHCP Request), CPE ID, and NAS Port/VLAN.

N

Note * In case of DHCP Discover, existing session is cleared and Accounting-Stop message is sent with
latest circuit and remote IDs (received in DHCP Discover), CPE ID, and NAS Port/VLAN. For a
subsequent DHCP Discover, a new session is established with respective policies or features (including
L4R in case of open SSID) and IP address allocated from respective subnet.

* In case of DHCP Release followed by DHCP Discover, existing session is cleared for DHCP Release
and Accounting-Stop message is sent with latest circuit and remote IDs (received in DHCP Discover),
CPE ID, and NAS Port/VLAN. For a subsequent DHCP Discover, a new session is established with
respective policies or features (including L4R in case of open SSID) and IP address allocated from
respective subnet. If the DHCP Discover is received while the session is cleared, it may
be discarded but the session is established with subsequent DHCP Discover.

* Data packet-triggered roaming is not supported; so, the existing session is not updated. Up Link data
packets may still be forwarded but Down Link packets are sent to old CPE.
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. EoGRE Intra-iWAG Roaming and Restart With Same SSID Call Flow

EoGRE Intra-iWAG Roaming and Restart With Same SSID Call

Flow

The following figure and steps describe the call flow pertaining to a EOGRE intra-iWAG roaming and restart
with the same SSID.

Figure 2: EoGRE Intra-iWAG Roaming and Restart With Same SSID Call Flow
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1 DHCEP session is established when a subscriber device connects to the network through an open or secure
SSID.

la. Session establishment through Open SSID
1b. Session establishment through Secure SSID

1c. Subscriber session gets removed due to keep-alive timeout or session timeout.
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2 When subscriber device roams across CPEs connected to the same iWAG and SSID, the subscriber may
choose to send the DHCP packet or Data packet as the lease remains valid.

2a. In case of DHCP Request on Open SSID, subscriber session is re-established with the same IPv4
address that the device is using, and respective policies or features (including L4R in case of open SSID),
and the subscriber continues with the same session. Accounting-Start is sent with latest circuit and remote
IDs (received in DHCP Request), CPE ID, and NAS Port/VLAN.

2b. In case of DHCP Request on Secure SSID, subscriber session is re-established with the same [Pv4
address that the device is using, and respective policies or features, and the subscriber continues with the
same session. Accounting-Start is sent with latest circuit and remote IDs (received in DHCP Request),
CPE ID, and NAS Port/VLAN.

A

Note  ARP-triggered session is not supported; so, the session initiation or restart on ARP packet is not supported.
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EoGRE Intra-iWAG Roaming and Reconnect With Different SSIDs Call Flow

EoGREIntra-iWAGRoamingandReconnectWithDifferentSSIDs

Call Flow

The following figure and steps describe the call flow pertaining to EOGRE intra-iWAG roaming and reconnect

with different SSIDs.

Figure 3: EoGRE Intra-iWAG Roaming and Reconnect With Different SSIDs Call Flow
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1 AnIPoE session is established when a subscriber device connects to the network through an open or secure

SSID.

la. Session establishment using Open SSID

1b. Session establishment using Secure SSID

2 When subscriber device reconnects to different SSID, the following happens:
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EoGRE Intra-iWAG Roaming and Reconnect With Different SSIDs Call Flow .

2a. DHCP Request on different SSID

« Existing session is cleared and Accounting-Stop message is sent with latest circuit and remote IDs
(received in DHCP packet), CPE ID, and NAS Port ID or VLAN ID.

* In case of DHCP Request (Init-Reboot), requested IP address is checked with respective subnet of
VLAN/SSID

« If the requested IP address matches with the respective subnet, DHCP ACK is sent and new

session is established. Accounting-Start is sent with latest circuit and remote IDs (received in
DHCP Request), CPE ID, and NAS Port ID or VLAN ID.

« If the requested IP address does not match with the respective subnet, DHCP NAK is sent.

3 For subsequent DHCP Discover, new session is established with respective policies/features (including
L4R in case of open SSID) and an IP address is allocated from respective subnet. Accounting-Start is sent
with latest circuit and remote IDs (received in DHCP packet), CPE ID, and NAS Port ID or VLAN ID.

Note: If DHCP Discover is received while the session is cleared, it may be discarded.
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EoGRE Inter-iWAG Roaming and Reconnect Call Flow

EoGRE Inter-iWAG Roaming and Reconnect Call Flow

The following figure and steps describe the call flow pertaining to a EOGRE inter-iWAG roaming and reconnect.

Figure 4: EoGRE Inter-iWAG Roaming and Reconnect Call Flow

AR e, I o

:] = ) 3
-— g ‘ Povial DHCP RADIUS S

UEt1 UE2 CPE-1  CPE-S L3 Ne .clrk WAG-1  IWAG-2 Server Server Internet

| [ I [ i
1. UEs connected 1o iWAG 1 through CPE-1

' EoGRE Tunngl
DHCP Aaquasiick i DHCP Raquasifck
L VLAN-100 SSID |
AR Foajuenl fRag (Pt =2 Aeceuring Lbidate Pt 89— Creul dD=" “mrmate it g-Unshemisaad
1a g
HASPart il - VLAN- 100, cpad-tg-«CPE- 1 1P Address")
, Dma Dt >
DHCP Rag : T DHCP Ay =
3 T T >
AnF Racua gy FEAREC AT A Aceourting -Upcate Cimu it 4ag=Ciroui 40", “mmate ichgs gesAarmoe 0"
] L] g
@ | 3 A | CUID--Aeamateil>, MAS-Paddd - VLAN-200, "cpad-tage-0CPE-1 1P Addrass"]
Data ' & Data

2. UEs Re-Attach/Authentication: Connecting to iWAG-2 through CPE-5 (different 351D}

= EARBREC], s o= ARG (BN, s SIS e eE Ry e e S e G
I
E4GRE Tunnel |l
g OncPRepuesma | TR e (cpen ssin) @ ’ OHCP Raqesytiok |
1
DHCP Discover {Crrsit I, Rernate- I0-"|Inauthen ficatad| N DHCP Discover
" OtwrRsquastick Ot/ Recuest ik L
I @
ARP Request Reply |
<
U
Data {  Daw
[ L
PO i Lo PO o, L e e ! E o Sl Lo o R
DHCPv Disdawr (Circut 10| Rarmate A0-CLAD)
@ - -ichtag--<Aamate- 10"
CUD—Ramcie 1D, WAS Furs 1ot mcCPE 1P ckdrss")
|| Acoess-Acost {User Profie)
i l
DHCP Diesaver &
' | =
i
| DHCP Otter/Raguestinck ; | DHCP OerPecuestick |
- ] < i
I | Acoounin St {circuibich g Cimaitd Db, rmoteich tag=<Parmate 40"
CUND—Rarncaa- 0=, MAS- Part | — VLANZOT - cpaid-t3—<CPES IP Addme=")
ARP Requasifenly | = |
l o
- -«
1 )
= |
i
j g
! E:

1 DHCEP session is established when a subscriber device connects to the network through an open or secure
SSID.

la. Session establishment through Open SSID
1b. Session establishment through Secure SSID

2  When subscriber device roams across CPEs connected to different iWAGs and the same SSID, the subscriber
may choose to send DHCP renew packet or Init-reboot packet as the lease remains valid.

2a. DHCP packets are NAK'ed by DHCP server resulting in the following:
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« Existing session is cleared and Accounting-Stop is sent with latest circuit and remote IDs (received
in DHCP packet), CPE ID and NAS Port/VLAN.

« If case of DHCP Request (Init-Reboot), the requested IP address is checked with the respective
subnet of VLAN/SSID.

o If the requested IP address matches with the respective subnet, DHCP Acknowledgement is
sent and a new session is established. Accounting-Start is sent with latest circuit and remote
IDs (received in DHCP Request), CPE ID and NAS Port/VLAN.

» If the requested IP address does not match with the respective subnet, DHCP NAK is sent.

2b. For subsequent DHCP Discover, a new session is established with respective policies or features
(including L4R in case of open SSID) and an IP address allocated from respective subnet. Accounting-Start
is sent with latest circuit and remote IDs (received in DHCP Request), CPE ID and NAS Port/VLAN.

Additional References

Related Documents

Related Topic Document Title

Cisco IOS commands Cisco IOS Master Commands List, All Releases

iWAG commands Cisco I0S Intelligent Wireless Access Gateway
Command Reference

MIBs
MIB MIBs Link
No new or modified MIBs are supported by this To locate and download MIBs for selected platforms,
feature. Cisco software releases, and feature sets, use Cisco

MIB Locator found at the following URL:

http://www.cisco.com/go/mibs
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Description

Link

The Cisco Support website provides extensive online
resources, including documentation and tools for
troubleshooting and resolving technical issues with
Cisco products and technologies.

To receive security and technical information about
your products, you can subscribe to various services,
such as the Product Alert Tool (accessed from Field
Notices), the Cisco Technical Services Newsletter,
and Really Simple Syndication (RSS) Feeds.

Access to most tools on the Cisco Support website
requires a Cisco.com user ID and password.

http://www.cisco.com/cisco/web/support/index.html

Feature Information for EOGRE iWAG Subscriber Roaming

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.

Table 1: Feature Information for EoGRE iWAG Subscriber Roaming

Feature Name Releases

Feature Information

EoGRE iWAG Subscriber
Roaming

Cisco IOS XE Release 3.15

In Cisco IOS XE Release 3.15, this
feature was implemented on the
Cisco ASR 1000 Series
Aggregation Services Routers.
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