Configuring HSRP

The Hot Standby Router Protocol (HSRP) isaFirst Hop Redundancy Protocol (FHRP) designed to allow for
transparent failover of thefirst-hop IP device. HSRP provides high network availability by providing first-hop
routing redundancy for IP hosts on networks configured with a default gateway 1P address. HSRPisused in
agroup of routers for selecting an active device and a standby device. In agroup of device interfaces, the
active deviceisthe device of choicefor routing packets; the standby deviceisthe device that takes over when
the active device fails or when preset conditions are met.
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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Restrictions for HSRP

» HSRPisdesigned for use over multiaccess, multicast, or broadcast capable Ethernet LANs. HSRPis not
intended as a replacement for existing dynamic protocoals.
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Information About HSRP

HSRP Operation

Most IP hosts have an | P address of a single device configured as the default gateway. When HSRP is used,
the HSRPvirtual |P addressis configured asthe host’s default gateway instead of the | P address of the device.

HSRP isuseful for hosts that do not support a discovery protocol (such as |ICMP Router Discovery Protocol
[IRDP]) and cannot switch to anew device when their selected device rel oads or |oses power. Because existing
TCP sessions can survive the failover, this protocol also provides a more transparent recovery for hosts that

dynamically choose a next hop for routing IP traffic.

When HSRP is configured on a network segment, it provides avirtual MAC address and an I P address that
isshared among agroup of devicesrunning HSRP. The address of thisHSRP group isreferred to asthevirtual
IP address. One of these devicesis selected by the protocol to be the active device. The active device receives
and routes packets destined for the MAC address of the group. For n devices running HSRP, n+ 1 IP and
MAC addresses are assigned.

HSRP detects when the designated active device fails, at which point a selected standby device assumes
control of the MAC and IP addresses of the Hot Standby group. A new standby deviceis also selected at that
time.

HSRP uses a priority mechanism to determine which HSRP configured deviceis to be the default active
device. To configure a device as the active device, you assign it a priority that is higher than the priority of
all the other HSRP-configured devices. The default priority is 100, so if you configure just one device to have
ahigher priority, that device will be the default active device.

Devicesthat are running HSRP send and receive multicast UDP-based hell o messagesto detect device failure
and to designate active and standby devices. When the active device fails to send a hello message within a
configurable period of time, the standby device with the highest priority becomes the active device. The
transition of packet forwarding functions between devicesis completely transparent to all hosts on the network.

You can configure multiple Hot Standby groups on an interface, thereby making fuller use of redundant
devices and load sharing.

The figure below shows a network configured for HSRP. By sharing avirtual MAC address and | P address,
two or more devices can act asasinglevirtual router. Thevirtual device doesnot physically exist but represents
the common default gateway for devicesthat are configured to provide backup to each other. You do not need
to configure the hosts on the LAN with the I P address of the active device. Instead, you configure them with
the IP address (virtual |P address) of the virtual device astheir default gateway. If the active device failsto
send a hello message within the configurable period of time, the standby device takes over and responds to
the virtual addresses and becomes the active device, assuming the active device duties.
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Figure 1: HSRP Topology
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HSRP Version 2 Design

HSRP version 2 is designed to address the following restrictionsin HSRP version 1.

* INnHSRP version 1, millisecond timer values are not advertised or learned. HSRP version 2 advertises
and learns millisecond timer values. This change ensures stability of the HSRP groupsin all cases.

* In HSRP version 1, group numbers are restricted to the range from 0 to 255. HSRP version 2 expands
the group number range from 0 to 4095.

* HSRP version 2 providesimproved management and troubleshooting. With HSRP version 1, you cannot
use HSRP active hello messages to identify which physical device sent the message because the source
MAC addressis the HSRP virtual MAC address. The HSRP version 2 packet format includes a 6-byte
identifier field that isused to uniquely identify the sender of the message. Typically, thisfield is popul ated
with the interface MAC address.

 The multicast address 224.0.0.2 is used to send HSRP hello messages. This address can conflict with
Cisco Group Management Protocol (CGMP) leave processing.

Version 1 is the default version of HSRP.

HSRP version 2 uses the new |P multicast address 224.0.0.102 to send hello packets instead of the multicast
address of 224.0.0.2, used by HSRP version 1. This new multicast address allows CGMP leave processing to
be enabled at the same time as HSRP.

HSRP version 2 permits an expanded group number range, 0 to 4095, and consequently uses a new MAC
address range 0000.0C9F.FO00 to 0000.0C9F.FFFF. The increased group number range does not imply that
an interface can, or should, support that many HSRP groups. The expanded group number range was changed
to alow the group number to match the VLAN number on subinterfaces.

When the HSRP version is changed, each group will reinitialize because it now has a new virtual MAC
address.
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Configuring HSRP |
. HSRP Configuration Changes

HSRPversion 2 has adifferent packet format than HSRP version 1. The packet format uses atype-length-value
(TLV) format. HSRP version 2 packets received by an HSRP version 1 device will have the type field mapped
to the version field by HSRP version 1 and subseguently ignored.

The Gateway L oad Balancing Protocol (GLBP) also addresses the same restrictions rel ative to HSRP version
1 that HSRP version 2 does. See the Configuring GLBP document for more information on GLBP.

Jitter timers

Jitter timers are used in HSRP. They are recommended for timers running on services that work realtime and
scale. Jitter timers are intended to significantly improve the reliability of HSRP, and other FHRP protocols,
by reducing the chance of bunching of HSRP groups operations, and thus hel p reduce CPU and network traffic
spikes. In the case of HSRP, a given device may have up to 4000 operational groups configured. In order to
distribute the load on the device and network, the HSRP timers use ajitter. A given timer instance may take
up to 20% more than the configured value. For example, for a hold time set to 15 seconds, the actual hold
time may take 18 seconds.

In HSRP, the Hello timer (which sends the Hello Packet) has a negative Jitter, while the Holddown timer
(which checks for failure of apeer) has a positivejitter.

HSRP Configuration Changes

With CSCsv12265, an HSRP group may be configured with avirtual |P address that matches the subnet of
an | P address of a secondary interface.

When thevirtual IP address of an HSRP group is configured with the same network | D asasecondary interface
| P address, the source address of HSRP messagesis automatically set to the most appropriate interface address.
This configuration change allows the following configuration:

interface Ethernet1/0

i p address 192.168.1.1 255.255. 255.0

i p address 192.168. 2.1 255. 255. 255. 0 secondary

standby 1 ip 192.168.1.254

standby 1 priority 105

standby 1 preenpt

standby 2 ip 192.168.2.254 ! Same network I D as secondary interface

Prior to CSCsv12265, an HSRP group remained in INIT state unless the HSRP virtual 1P address had the
same network 1D as the primary interface address.

In addition, the following warning message is displayed if an HSRP group addressis configured when no
interface addresses are configured:

% Warni ng: address is not within a subnet on this interface

HSRP Benefits

Redundancy

HSRP employs a redundancy scheme that is time proven and deployed extensively in large networks.

Fast Failover

HSRP provides transparent fast failover of the first-hop device.
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Preemption

Preemption allows a standby device to delay becoming active for a configurable amount of time.

Authentication

HSRP message digest 5 (MD5) algorithm authentication protects against HSRP-spoofing software and uses
the industry-standard M D5 a gorithm for improved reliability and security.

HSRP Groups and Group Attributes

You can use the CLI to apply group attributes to:

« A single HSRP group—performed in interface configuration mode and applies to a group.

« All groups on the interface—performed in interface configuration mode and appliesto all groups on the
interface.

« All groups on all interfaces—performed in global configuration mode and appliesto all groups on all
interfaces.

HSRP Preemption

When a newly reloaded device becomes HSRP active, and there is already an HSRP active device on the
network, HSRP preemption may appear to not function. HSRP preemption may appear not function correctly
because the new HSRP active device did not receive any hello packets from the current HSRP active device,
and the preemption configuration never factored into the new device's decision making.

HSRP may appear to not function on somelarger hardware platformswherethere can beadelay in aninterface
receiving packets.

In general, we recommend that all HSRP devices have the following configuration;
standby delay minimum 30 reload 60

Thestandby delay minimum reload interface configuration command delays HSRP groupsfrom initializing
for the specified time after the interface comes up.

Thisisadifferent command than the standby preempt delay interface configuration command, which enables
HSRP preemption delay.

HSRP Priority and Preemption

Preemption enablesthe HSRP router with the highest priority to immediately becomethe active router. Priority
is determined first by the configured priority value, and then by the IP address. In case of ties, the primary IP
addresses are compared, and the higher 1P address has priority. In each case, ahigher value is of greater
priority. If you do not use the standby preempt interface configuration command in the configuration for a
router, that router will not become the active router, even if its priority is higher than all other routers.

A standby router with equal priority but a higher 1P address will not preempt the active router.

When arouter first comes up, it does not have a complete routing table. You can set a preemption delay that
allows preemption to be delayed for aconfigurable time period. Thisdelay period alowsthe router to populate
its routing table before becoming the active router.

Configuring HSRP .
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If preemption is not enabled, then a router may appear to preempt the active router if it does not receive any
Hello messages from the active router.

How Object Tracking Affects the Priority of an HSRP Device

The priority of adevice can change dynamically if it has been configured for object tracking and the object
that is being tracked goes down. The tracking process periodically polls the tracked objects and notes any
change of value. The changesin the tracked object are communicated to HSRP, either immediately or after
aspecified delay. The object values are reported as either up or down. Examples of objectsthat can be tracked
arethe line protocol state of an interface or the reachability of an IP route. If the specified object goes down,
the HSRP priority is reduced. The HSRP device with the higher priority can become the active deviceif it
has the standby preempt command configured.

HSRP Addressing

HSRP devices communicate between each other by exchanging HSRP hello packets. These packets are sent
to the destination | P multicast address 224.0.0.2 (reserved multicast address used to communicate to all
devices) on UDP port 1985. The active device sources hello packets from its configured | P address and the
HSRP virtual MAC address while the standby device sources hellos from its configured | P address and the
interface MAC address, which may or may not be the burned-in MAC address (BIA).

Because hosts are configured with their default gateway asthe HSRP virtual | P address, hosts must communicate
with the MAC address associated with the HSRP virtual | P address. ThisMAC addresswill beavirtual MAC
addressin the format of 0000.0C07.ACxy, where xy is the HSRP group number in hexadecimal based on the
respective interface. For example, HSRP group one will use the HSRP virtual MAC address of
0000.0C07.ACO01. Hosts on the adjoining LAN segment use the normal Address Resolution Protocol (ARP)
process to resolve the associated MAC addresses.

HSRP version 2 uses the new |P multicast address 224.0.0.102 to send hello packets instead of the multicast
address of 224.0.0.2, whichisused by version 1. This new multicast address allows Cisco Group Management
Protocol (CGMP) leave processing to be enabled at the same time as HSRP.

HSRP version 2 permits an expanded group number range, 0 to 4095, and consequently uses anew MAC
address range 0000.0C9F.FO00 to 0000.0C9F.FFFF.

HSRP Virtual MAC Addresses and BIA MAC Addresses

A device automatically generates avirtual MAC address for each HSRP device. However, some network
implementations, such as Advanced Peer-to-Peer Networking (APPN), use the MAC address to identify the
first hop for routing purposes. In this case, specify the virtual MAC address by using the standby mac-address
command in the group; the virtual 1P address is unimportant for these protocols.

The standby use-bia command was implemented to overcome the limitations of using afunctional address
for the HSRP MAC address on Token Ring interfaces. This command allows HSRP groupsto use the burned-in
MAC address of an interface instead of the HSRP virtual MAC address. When HSRP runs on amultiple-ring,
source-routed bridging environment and the HSRP devices reside on different rings, configuring the standby
use-bia command can prevent confusion about the routing information field (RFI).

The standby use-bia command is used for an interface and the standby mac-address command is used for
an HSRP group.
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HSRP Timers

For HSRP version 1, nonactive devices learn timer values from the active device, unless millisecond timer
values are being used. If millisecond timer values are being used, all devices must be configured with the
millisecond timer values. Thisrule appliesif either the hello time or the hold timeis specified in milliseconds.
This configuration is necessary because the HSRP hello packets advertise the timer values in seconds. HSRP
version 2 does not have this limitation; it advertises the timer values in milliseconds.

Jitter timers

Jitter timers are used in HSRP. They are recommended for timers running on services that work realtime and
scale. Jitter timers are intended to significantly improve the reliability of HSRP, and other FHRP protocols,
by reducing the chance of bunching of HSRP groups operations, and thus hel p reduce CPU and network traffic
spikes. In the case of HSRP, a given device may have up to 4000 operational groups configured. In order to
distribute the load on the device and network, the HSRP timers use ajitter. A given timer instance may take
up to 20% more than the configured value. For example, for a hold time set to 15 seconds, the actual hold
time may take 18 seconds.

In HSRP, the Hello timer (which sends the Hello Packet) has a negative Jitter, while the Holddown timer
(which checks for failure of apeer) has a positivejitter.

HSRP MAC Refresh Interval

When HSRP runs over FDDI, you can change theinterval at which apacket is sent to refresh the MAC cache
on learning bridges and switches. HSRP hello packets on FDDI interfaces use the burned-in address (BIA)
instead of the MAC virtual address. Refresh packets keep the MAC cache on switches and learning bridges
current. Refresh packets are also used for HSRP groups configured as multigroup subordinates because these
do not send regular Hello messages.

You can change the refresh interval on FDDI ringsto alonger or shorter interval, thereby using bandwidth
more efficiently. You can prevent the sending of any MAC refresh packets if you do not need them (if you
have FDDI but do not have alearning bridge or switch).

HSRP Text Authentication

HSRPignores unauthenticated HSRP protocol messages. The default authentication typeistext authentication.

HSRP authentication protects against fal se HSRP hell o packets causing adenial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device

HSRP packets will be rejected in any of the following cases:
* The authentication schemes differ on the device and in the incoming packets.

« Text authentication strings differ on the device and in the incoming packet.

HSRP MD5 Authentication

Before the introduction of HSRP MD5 authentication, HSRP authenticated protocol packets with asimple
plain text string. HSRP M D5 authentication is an enhancement to generate an MD5 digest for the HSRP
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portion of the multicast HSRP protocol packet. Thisfunctionality provides added security and protects against
the threat from HSRP-spoofing software.

MD5 authentication provides greater security than the alternative plain text authentication scheme. MD5
authentication allows each HSRP group member to use a secret key to generate akeyed MD5 hash that is part
of the outgoing packet. A keyed hash of an incoming packet is generated and if the hash within the incoming
packet does not match the generated hash, the packet isignored.

The key for the MD5 hash can be either given directly in the configuration using a key string or supplied
indirectly through a key chain.

HSRP has two authentication schemes:

« Plain text authentication

* M D5 authentication

HSRP authentication protects against fal se HSRP hell o packets causing adenial -of -service attack. For example,
Device A hasapriority of 120 and isthe active device. If ahost sends spoof HSRP hello packetswith apriority
of 130, then Device A stops being the active device. If Device A has authentication configured such that the
spoof HSRP hello packets are ignored, Device A will remain the active device.

HSRP packets will be rejected in any of the following cases:
* The authentication schemes differ on the device and in the incoming packets.
» MD5 digests differ on the device and in the incoming packet.

« Text authentication strings differ on the device and in the incoming packet.

HSRP Support for IPv6

Most IPv4 hosts have a single router’s | P address configured as the default gateway. When HSRP is used,
then the HSRP virtual 1P addressis configured asthe host’s default gateway instead of therouter’s | P address.
Simple load sharing may be achieved by using two HSRP groups and configuring half the hosts with one
virtual |P address and half the hosts with the other virtual 1P address.

In contrast, |Pv6 hosts learn of available | Pv6 routers through IPv6 neighbor discovery Router Advertisement
(RA) messages. These are multicast periodically, or may be solicited by hosts. HSRP is designed to provide
only avirtual first hop for IPv6 hosts.

An HSRP IPv6 group has avirtual MAC address that is derived from the HSRP group number, and a virtual
IPv6 link-local addressthat is, by default, derived from the HSRP virtual MAC address. HSRP IPv6 uses the
MAC address range 0005.73A0.0000 to 0005.73A0.0FFF. Periodic RAs are sent for the HSRP virtual IPv6
link-local address when the HSRP group is active. These RAs stop after afinal RA is sent when the group
leaves the active state.

Periodic RAs for the interface link-local address stop after afinal RA is sent while at least one virtual IPv6
link-local addressis configured ontheinterface. No restrictions occur for theinterface IPv6 link-local address
other than that mentioned for the RAs. Other protocols continue to receive and send packets to this address.

HSRP uses a priority mechanism to determine which HSRP configured router isto be the default active router.
To configure arouter asthe active router, you assign it apriority that is higher than the priority of all the other
HSRP-configured routers. The default priority is 100, so if you configure just one router to have a higher
priority, that router will be the default active router.
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For more information see the "Configuring First Hop Redundancy Protocolsin IPv6" chapter of the Cisco
IOS 1Pv6 Configuration Guide.

HSRP Messages and States

Devices configured with HSRP exchange three types of multicast messages:

» Coup—When astandby device wantsto assume the function of the active device, it sendsacoup message.

* Hello—The hello message conveys to other HSRP device the HSRP priority and state information of
the device.

* Resign—A device that is the active device sends this message when it is about to shut down or when a
device that has a higher priority sends a hello or coup message.
At any time, a device configured with HSRP is in one of the following states:
« Active—The device is performing packet-transfer functions.

« Init or Disabled—The deviceis not yet ready or able to participate in HSRP, possibly because the
associated interface is not up. HSRP groups configured on other devices on the network that are learned
viasnooping are displayed as being in the Init state. Locally configured groups with an interface that is
down or groups without a specified interface | P address appear in the Init state.

* Learn—The device has not determined the virtual |P address and has not yet seen an authenticated hello
message from the active device. In this state, the device still waits to hear from the active device.

o Listen—The deviceis receiving hello messages.
* Spesk—The device is sending and receiving hello messages.

« Standby—The device is prepared to assume packet-transfer functions if the active devicefails.

HSRP uses logging Level 5 for syslog messages related to HSRP state changes to allow logging of an event
without filling up the syslog buffer on the device with low-priority Level 6 messaging.

HSRP Group Linking to IP Redundancy Clients

HSRP provides stateless redundancy for | P routing. HSRP by itself islimited to maintaining its own state.
Linking an IP redundancy client to an HSRP group provides a mechanism that allows HSRP to provide a
service to client applications so they can implement stateful failover.

IP redundancy clients are other Cisco |OS processes or applications that use HSRP to provide or withhold a
service or resource dependent upon the state of the group.

HSRP groups have a default name of hsrp-interface-group so specifying a group nameis optional. For
example, Group 1 on Ethernet0/0 has a default group name of "hsrp-Et0/0-1."

HSRP Object Tracking

Object tracking separates the tracking mechanism from HSRP and creates a separate standal one tracking
processthat can be used by any other processaswell asHSRP. The priority of adevice can change dynamically
when it has been configured for object tracking and the object that is being tracked goes down. Examples of
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objects that can be tracked are the line protocol state of an interface or the reachability of an IP route. If the
specified object goes down, the HSRP priority is reduced.

A client process such as HSRP, Virtual Router Redundancy Protocol (VRRP), or Gateway Load Balancing
Protocol (GLBP) can register itsinterest in tracking objects and then be notified when the tracked object
changes state.

For more information about object tracking, see the " Configuring Enhanced Object Tracking" document.

HSRP Group Shutdown

The FHRP—HSRP Group Shutdown feature enables you to configure an HSRP group to become disabled
(its state changed to Init) instead of having its priority decremented when a tracked object goes down. Use
the standby track command with the shutdown keyword to configure HSRP group shutdown.

If an object isalready being tracked by an HSRP group, you cannot change the configuration to use the HSRP
Group Shutdown feature. You must first remove the tracking configuration using the no standby track
command and then reconfigure it using the standby track command with the shutdown keyword.

HSRP Support for ICMP Redirect Messages

By default, HSRP filtering of Internet Control Message Protocol (ICMP) redirect messages is enabled on
devices running HSRP.

ICMPisanetwork layer Internet protocol that provides message packetsto report errors and other information
relevant to |P processing. ICMP can send error packets to a host and can send redirect packets to a host.

When HSRP is running, preventing hosts from discovering the interface (or real) |P addresses of devicesin
the HSRP group isimportant. If ahost isredirected by ICMPto thereal |P address of adevice, and that device
later fails, then packets from the host will be lost.

ICMP redirect messages are automatically enabled on interfaces configured with HSRP. This functionality
works by filtering outgoing ICMP redirect messages through HSRP, where the next hop | P address may be
changed to an HSRP virtual |P address.

ICMP Redirects to Active HSRP Devices

The next-hop IP address is compared to the list of active HSRP devices on that network; if amatch isfound,
then the real next-hop | P addressis replaced with a corresponding virtual 1P address and the redirect message
is alowed to continue.

If no match isfound, then the ICMP redirect messageis sent only if the device corresponding to the new next
hop IP address is not running HSRP. Redirects to passive HSRP devices are not allowed (a passive HSRP
deviceis adevice running HSRP, but which contains no active HSRP groups on the interface).

For optimal operation, every device in a network that is running HSRP should contain at least one active
HSRP group on an interface to that network. Every HSRP device need not be a member of the same group.
Each HSRP device will snoop on all HSRP packets on the network to maintain alist of active devices (virtual
| P addresses versus real |P addresses).

Consider the network shown in the figure below, which supports the HSRP ICMP redirection filter.
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Figure 2: Network Supporting the HSRP ICMP Redirection Filter
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If the host wants to send a packet to another host on Net D, then it first sendsiit to its default gateway, the
virtual 1P address of HSRP group 1.

The following is the packet received from the host:

dest MAC = HSRP group 1 virtual MAC
source MAC = Host MAC

dest IP = host-on-netD | P

source | P = Host IP

Device R1 receivesthis packet and determinesthat device R4 can provide a better path to Net D, so it prepares
to send aredirect message that will redirect the host to the real |P address of device R4 (because only real |P
addresses are inits routing table).

Thefollowing istheinitial ICMP redirect message sent by device R1:

dest MAC = Host MAC
source MAC = router R1 MAC
dest IP = Host IP
source | P = router RL IP

gateway to use router R4 I P

Before this redirect occurs, the HSRP process of device R1 determines that device R4 is the active HSRP
device for group 3, so it changes the next hop in the redirect message from the real 1P address of device R4
to the virtual |P address of group 3. Furthermore, it determines from the destination MAC address of the
packet that triggered the redirect message that the host used the virtual |P address of group 1 asits gateway,
so it changes the source I P address of the redirect message to the virtual |P address of group 1.

The modified ICMP redirect message showing the two modified fields (*) is as follows:

dest MAC Host MAC
source MAC router RL MAC
dest IP Host | P

source | P*
gateway to use*

HSRP group 1 virtual IP
HSRP group 3 virtual IP

This second modification is necessary because hosts compare the source | P address of the ICMP redirect
message with their default gateway. If these addresses do not match, the ICMP redirect message isignored.
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The routing table of the host now consists of the default gateway, virtual 1P address of group 1, and aroute
to Net D through the virtual |P address of group 3.

ICMP Redirects to Passive HSRP Devices

ICMP redirects to passive HSRP devices are not permitted. Redundancy may belost if hostslearn thereal IP
addresses of HSRP devices.

Inthe"Network Supporting the HSRP ICM P Redirection Filter” figure, redirection to device R8 is not allowed
because R8 is a passive HSRP device. In this case, packets from the host to Net D will first go to device R1
and then be forwarded to device R4; that is, they will traverse the network twice.

A network configuration with passive HSRP devicesis considered a misconfiguration. For HSRP ICMP
redirection to operate optimally, every device on the network that is running HSRP should contain at least
one active HSRP group.

ICMP Redirects to Non-HSRP Devices

ICMP redirects to devices not running HSRP on their local interface are permitted. No redundancy islost if
hosts learn the real |P address of non-HSRP devices.

In the "Network Supporting the HSRP ICMP Redirection Filter" figure, redirection to device R7 is alowed
because R7 is not running HSRP. In this case, the next hop IP address is unchanged. The source | P address
is changed dependent upon the destination MAC address of the original packet. You can specify the no
standby redirect unknown command to stop these redirects from being sent.

Passive HSRP Advertisement Messages

Passive HSRP devices send out HSRP adverti sement messages both periodically and when entering or leaving
the passive state. Thus, all HSRP devices can determine the HSRP group state of any HSRP device on the
network. These advertisements inform other HSRP devices on the network of the HSRP interface state, as
follows:

« Active—Interface has at least one active group. A single advertisement is sent out when the first group
becomes active.

« Dormant—Interface has no HSRP groups. A single advertisement is sent once when the last group is
removed.

* Passive—Interface has at least one nonactive group and no active groups. Advertisements are sent out
periodically.

You can adjust the advertisement interval and hold-down time using the standby redirect timer s command.

ICMP Redirects Not Sent

If the HSRP device cannot uniquely determine the | P address used by the host when it sends the packet that
caused the redirect, the redirect message will not be sent. The device uses the destination MAC addressin
the original packet to make this determination. In certain configurations, such asthe use of the standby use-bia
interface configuration command specified on an interface, redirects cannot be sent. In this case, the HSRP
groups use the interface MAC address as their virtual MAC address. The device now cannot determineif the
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default gateway of the host isthe real |P address or one of the HSRP virtual |P addresses that are active on
theinterface.

The I P source address of an | CMP packet must match the gateway address used by the host in the packet that
triggered the ICM P packet, otherwise the host will reject the ICMP redirect packet. An HSRP device usesthe
destination MAC address to determine the gateway 1P address of the host. If the HSRP deviceis using the
same MAC address for multiple | P addresses, uniquely determining the gateway |P address of the host is not
possible, and the redirect message is not sent.

The following is sample output from the debug standby eventsicmp EXEC command if HSRP could not
uniquely determine the gateway used by the host:

10: 43: 08: HSRP: ICWP redirect not sent to 10.0.0.4 for dest 10.0.1.2
10: 43: 08: HSRP: could not uniquely determine |P address for nac 00dO. bbd3. bc22

HSRP Support for MPLS VPNs

HSRP support for a Multiprotocol Label Switching (MPLS) VPN interface is useful when an Ethernet LAN
is connected between two provider edge (PE) devices with either of the following conditions:

* A customer edge (CE) device with adefault route to the HSRP virtual 1P address

» One or more hosts with the HSRP virtual 1P address configured as the default gateway
Each VPN is associated with one or more VPN routing and forwarding (VRF) instances. A VRF consists of
the following elements:

* IProuting table

« Cisco Express Forwarding table

* Set of interfaces that use the Cisco Express Forwarding forwarding table

* Set of rules and routing protocol parameters to control the information in the routing tables

VPN routing information is stored in the IP routing table and the Cisco Express Forwarding table for each
VRF. A separate set of routing and Cisco Express Forwarding tablesis maintained for each VRF. Thesetables
prevent information from being forwarded outside a VPN and also prevent packets that are outside a VPN
from being forwarded to a device within the VPN.

HSRP adds ARP entries and | P hash table entries (aliases) using the default routing table instance. However,
adifferent routing table instance is used when VRF forwarding is configured on an interface, causing ARP
and ICMP echo requests for the HSRP virtual |P address to fail.

HSRP support for MPLS VPNs ensures that the HSRP virtual 1P address is added to the correct IP routing
table and not to the default routing table.

HSRP Multiple Group Optimization

The configuration of many hundreds of subinterfaces on the same physical interface, with each subinterface
having its own HSRP group, can cause the processes of negotiation and maintenance of multiple HSRP groups
to have adetrimental impact on network traffic and CPU utilization.

Only one HSRP group is required on a physical interface for the purposes of electing active and standby
devices. Thisgroup is known asthe primary group. Other HSRP groups may be created on each subinterface
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and linked to the primary group viathe group name. These linked HSRP groups are known as client or
subordinate groups.

The HSRP group state of the client groups follows that of the primary group. Client groups do not participate
in any sort of device election mechanism.

Client groups send periodic messagesin order to refresh their virtual MAC addressesin switches and learning
bridges. The refresh message may be sent at a much lower frequency compared with the protocol election
messages sent by the primary group.

TheIn Service Software Upgrade (I1SSU) process allows Cisco software to be updated or otherwise modified
while packet forwarding continues. In most networks, planned software upgrades are a significant cause of
downtime. ISSU allows Cisco software to be modified while packet forwarding continues, which increases
network availability and reduces downtime caused by planned software upgrades.

For detailed information about I SSU, see the Cisco 10S In Service Software Upgrade Process document in
the High Availability Configuration Guide.

SSO HSRP alters the behavior of HSRP when a device with redundant Route Processors (RPs) is configured
for stateful switchover (SSO) redundancy mode. When an RP is active and the other RP is standby, SSO
enables the standby RP to take over if the active RP fails.

With this functionality, HSRP SSO information is synchronized to the standby RP, allowing traffic that is
sent using the HSRP virtual |P address to be continuously forwarded during a switchover without aloss of
dataor apath change. Additionally, if both RPsfail on the active HSRP device, then the standby HSRP device
takes over as the active HSRP device.

The feature is enabled by default when the redundancy mode of operation is set to SSO.

SS0 Dual-Route Processors and Cisco Nonstop Forwarding

SSO functionsin networking devices (usually edge devices) that support dual RPs. SSO provides RP redundancy
by establishing one of the RPs as the active processor and the other RP as the standby processor. SSO also
synchronizes critical state information between the RPs so that network state information is dynamically
maintained between RPs.

SSO is generally used with Cisco nonstop forwarding (NSF). Cisco NSF enables forwarding of data packets
to continue a ong known routes while the routing protocol information isbeing restored following a switchover.
With NSF, users are less likely to experience service outages.

HSRP and SSO Working Together

The SSO HSRP feature enablesthe Cisco | OS HSRP subsystem software to detect that astandby RPisinstalled
and the system is configured in SSO redundancy mode. Further, if the active RP fails, no change occurs to
the HSRP group itself and traffic continues to be forwarded through the current active gateway device.

Prior to introduction of the SSO HSRP feature, when the primary RP of the active devicefailed, it would stop
participating in the HSRP group and trigger another switch in the group to take over as the active HSRP
switch.
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SSO HSRPis required to preserve the forwarding path for traffic destined to the HSRP virtual |P address
through an RP switchover.

Configuring SSO on the edge device enables the traffic on the Ethernet links to continue during an RP failover
without the Ethernet traffic switching over to an HSRP standby device (and then back, if preemptionis
enabled).

Note

You may want to disable SSO HSRP by using the no standby sso command if you have LAN segments that
should switch HSRP traffic to a redundant device while SSO maintains traffic flow for other connections.

HSRP BFD Peering

The HSRP BFD Peering feature introduces Bidirectional Forwarding Detection (BFD) in the Hot Standby
Router Protocol (HSRP) group member health monitoring system. HSRP supports BFD asapart of the HSRP
group member health monitoring system. Without BFD, HSRP runs as a process in a multiprocess system
and cannot be guaranteed to be scheduled in time to service large numbers of groups with hello and hold
timers, inmilliseconds. BFD runs as a pseudopreemptive process and can therefore be guaranteed to run when
required. Only one BFD session between two devices can provide early failover notification for multiple
HSRP groups.

Thisfeature is enabled by default. The HSRP standby device learns the real |P address of the HSRP active
device from the HSRP hello messages. The standby device registers as a BFD client and asks to be notified
if the active device becomes unavailable. When BFD determines that the connections between standby and
active devices has failed, it will notify HSRP on the standby device which will immediately take over asthe
active device.

BFD provides alow-overhead, short-duration method of detecting failures in the forwarding path between
two adjacent devices, including the interfaces, datalinks, and forwarding planes. BFD is a detection protocol
that you enable at the interface and routing protocol levels. Cisco supports the BFD asynchronous mode,
which depends on the sending of BFD control packets between two systems to activate and maintain BFD
neighbor sessions between devices. Therefore, to create a BFD session, you must configure BFD on both
systems (or BFD peers). When BFD is enabled on the interfaces and at the device level for HSRP, a BFD
session is created, BFD timers are negotiated, and the BFD peers will begin to send BFD control packets to
each other at the negotiated interval.

BFD providesfast BFD peer failure detection timesindependently of all mediatypes, encapsulations, topologies,
and routing protocol s such as, Border Gateway Protocol (BGP), Enhanced Interior Gateway Routing Protocol
(EIGRP), Hot Standby Router Protocol (HSRP), Intermediate System To Intermediate System (1S-1S), and
Open Shortest Path First (OSPF). By sending rapid failure detection notices to the routing protocols in the
local device to initiate the routing table recal culation process, BFD contributes to greatly reduce overall
network convergence time. The figure below shows a simple network with two devices running HSRP and
BFD.
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Figure 3: HSRP BFD Peering
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For more information about BFD, see the IP Routing: BFD Configuration Guide.

HSRP MIB Traps

HSRP MIB supports Simple Network Management Protocol (SNMP) Get operations, to alow network devices
to get reports about HSRP groups in a network from the network management station.

Enabling HSRP MIB trap support is performed through the CLI, and the MIB is used for getting the reports.
A trap notifies the network management station when a device leaves or enters the active or standby state.
When an entry is configured from the CLI, the RowStatus for that group in the MIB immediately goesto the
active state.

Cisco software supports a read-only version of the MIB, and set operations are not supported.
This functionality supports four MIB tables, as follows:
* cHsrpGrpEntry table defined in CISCO-HSRP-MIB.my
* cHsrpExtlf TrackedEntry, defined in CISCO-HSRP-EXT-MIB.my
* cHsrpExtSecAddrEntry, defined in CISCO-HSRP-EXT-MIB.my
* cHsrpEXtIfEntry defined in CISCO-HSRP-EXT-MIB.my
The cHsrpGrpEntry table consists of al the group information defined in RFC 2281, Cisco Hot Standby

Router Protocol; the other tables consist of the Cisco extensions to RFC 2281, which are defined in
CISCO-HSRP-EXT-MIB.my.

How to Configure HSRP

Enabling HSRP

Perform this task to enable HSRP.

The standby ip interface configuration command activates HSRP on the configured interface. If an | P address
is specified, that addressis used as the virtual |P address for the Hot Standby group. For HSRP to elect a
designated device, you must configure the virtual 1P address for at least one of the devicesin the group; it
can be learned on the other devicesin the group.
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Before you begin

Enabling HSRP [J]

You can configure many attributes in HSRP such as authentication, timers, priority, and preemption. You
should configure the attributes before enabling the HSRP group. This practice avoids authentication error
messages and unexpected state changesin other routers that can occur if the group is enabled first and then
there is along enough delay (one or two hold times) before the other attribues are configured.

We recommend that you always specify an HSRP | P address.

SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask
5. standby [group-number] ip [ip-address [secondary]]
6. end
7. show standby [all] [brief]
8. show standby type number [group-number | all] [brief]
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example:  Enter your password if prompted.
Devi ce> enabl e
Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure termn nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip address ip-address mask Configures an |P address for an interface.
Example:
Device(config-if)# ip address 172.16.6.5
255. 255, 255. 0
Step 5 standby [group-number] ip [ip-address [secondary]] Activates HSRP.

Example:

Device(config-if)# standby 1 ip 172.16.6.100

« |f you do not configure a group number, the default
group number is 0. The group number rangeis from
0to 255 for HSRP version 1 and from 0 to 4095 for
HSRP version 2.
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Command or Action

Purpose

« The value for the ip-address argument is the virtual
I P address of the virtual device. For HSRP to elect a
designated device, you must configure the virtual 1P
address for at least one of the devicesin the group; it
can be learned on the other devicesin the group.

Step 6 end Returnsto privileged EXEC mode.
Example:
Devi ce(config-if)# end
Step 7 show standby [all] [brief] (Optional) Displays HSRP information.
Example: * This command displays information for each group.
The all option displays groupsthat are learned or that
Devi ce# show st andby do not have the standby ip command configured.
Step 8 show standby type number [group-number | all] [brief] | (Optional) Displays HSRP information about specific

Example:

Devi ce# show standby G gabitEthernet 0

groups or interfaces.

Delaying the Initialization of HSRP on an Interface

The standby delay command isused to delay HSRP initialization either after areload and/or after aninterface
comes up. This configuration allows the interface and device time to settle down after the interface up event

and helps prevent HSRP state flapping.

We recommend that you use the standby minimum reload command if the standby timers command is
configured in milliseconds or if HSRP is configured on aVLAN interface.

SUMMARY STEPS

enable

configureterminal
interface type number

ip address ip-address mask

end
show standby delay [typenumber]

NSO A WN A

DETAILED STEPS

standby delay minimum min-seconds reload rel oad-seconds
standby [group-number ] ip [ip-address [secondary]]

Command or Action

Purpose

Step 1

enable

. Configuring HSRP
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Command or Action

Purpose

Example:

Devi ce> enabl e

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.
Example:
Devi ce# configure term nal
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 1/0/0
Step 4 ip addressip-address mask Specifies an IP address for an interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0
Step 5 standby delay minimum min-seconds reload (Optional) Configures the delay period before the
reload-seconds initialization of HSRP groups.
Example: » The min-seconds value is the minimum time (in
seconds) to delay HSRP group initialization after an
Devi ce(config-if)# standby del ay mi ni mum 30 rel oad interface comes up. Thisminimum delay period applies
60 to all subsequent interface events.
 The reload-seconds value is the time period to delay
after the device hasrel oaded. Thisdelay period applies
only to thefirst interface-up event after the device has
reloaded.
Note The recommended min-seconds value is 30 and
the recommended rel oad-seconds value is 60.
Step 6 standby [group-number ] ip [ip-address [secondary]] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
255. 255. 2