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Finding Feature Information

Your software release may not support all the features documented in this module. For the latest caveats and
feature information, see Bug Search Tool and the release notes for your platform and software release. To
find information about the features documented in this module, and to see alist of the releasesin which each
feature is supported, see the feature information table.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to https://cfnng.cisco.com/. An account on Cisco.com is not required.

Information About FHRP - Multiple Group Optimization

HSRP Multiple Group Optimization

The configuration of many hundreds of subinterfaces on the same physical interface, with each subinterface
having its own HSRP group, can cause the processes of negotiation and maintenance of multiple HSRP groups
to have adetrimental impact on network traffic and CPU utilization.

Only one HSRP group is required on a physical interface for the purposes of electing active and standby
devices. Thisgroup is known asthe primary group. Other HSRP groups may be created on each subinterface
and linked to the primary group viathe group name. These linked HSRP groups are known as client or
subordinate groups.

The HSRP group state of the client groups follows that of the primary group. Client groups do not participate
in any sort of device election mechanism.
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. How to configure FHRP - Multiple Group Optimization

Client groups send periodic messagesin order to refresh their virtual MAC addressesin switches and learning
bridges. The refresh message may be sent at a much lower frequency compared with the protocol election
messages sent by the primary group.

How to configure FHRP - Multiple Group Optimization

Configuring Multiple HSRP Groups for Load Balancing

Perform this task to configure multiple HSRP groups for load balancing.

Multiple HSRP groups enable redundancy and load-sharing within networks and allow redundant devices to
be more fully utilized. A device actively forwarding traffic for one HSRP group can be in standby or in the
listen state for another group.

If two devices are used, then Device A would be configured as active for group 1 and standby for group 2.
Device B would be standby for group 1 and active for group 2. Fifty percent of the hosts on the LAN would
be configured with the virtual |P address of group 1 and the remaining hosts would be configured with the
virtual 1P address of group 2. See the Example: Multiple HSRP for Load Balancing section for adiagram
and configuration example.

SUMMARY STEPS
1. enable
2. configureterminal
3. interfacetype number
4. ip addressip-address mask [secondary]
5. standby [group-number] priority priority
6. standby [group-number] preempt [delay { minimum | reload | sync} delay]
7.  standby [group-number] ip [ip-address] secondary]
8. Onthe same device, repeat Steps 5 through 7 to configure the device attributes for different standby
groups.
9. exit
10. Repeat Steps 3 through 9 on another device.
DETAILED STEPS
Command or Action Purpose
Step 1 enable Enables privileged EXEC mode.
Example: * Enter your password if prompted.

Devi ce> enabl e

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure termnal
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Command or Action Purpose
Step 3 inter face type number Configures an interface type and enters interface
configuration mode.
Example:
Devi ce(config)# interface G gabitEthernet 0/0/0
Step 4 ip addressip-address mask [secondary] Specifies a primary or secondary |P address for an
interface.
Example:
Devi ce(config-if)# ip address 10.0.0.1
255, 255, 255, 0
Step 5 standby [group-number] priority priority Configures HSRP priority.
Example:
Devi ce(config-if)# standby 1 priority 110
Step 6 standby [group-number] preempt [delay { minimum | | Configures HSRP preemption.
reload | sync} delay]
Example:
Devi ce(config-if)# standby 1 preenpt
Step 7 standby [group-number] ip [ip-address] secondary] Activates HSRP.
Example:
Devi ce(config-if)# standby 1 ip 10.0.0.3
Step 8 On the same device, repeat Steps 5 through 7 to configure | For example, Device A can be configured as an active
the device attributes for different standby groups. device for group 1 and be configured as an active or
standby device for another HSRP group with different
priority and preemption values.
Step 9 exit Exitsto globa configuration mode.
Example:
Device(config-if)# exit
Step 10 Repeat Steps 3 through 9 on another device. Configures multiple HSRP and enables|oad balancing on

another device.

Improving CPU and Network Performance with HSRP Multiple Group
Optimization

Perform this task to configure multiple HSRP client groups.

The standby follow command configures an HSRP group to become a subordinate of another HSRP group.
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HSRP client groups follow the primary HSRP with a dlight, random delay so that all client groups do not
change at the same time.

Use the standby mac-refresh seconds command to directly change the HSRP client group refresh interval.
The default interval is 10 seconds and can be configured to as much as 255 seconds.

Note « Client or subordinate groups must be on the same physical interface as the primary group.

« A client group takes its state from the group it is following. Therefore, the client group does not use its
timer, priority, or preemption settings. A warning is displayed if these settings are configured on aclient
group:

Devi ce(config-if)# standby 1 priority 110
%Mrning: This setting has no effect while foll owi ng another group.
Devi ce(config-if)# standby 1 timers 5 15
% Warni ng: This setting has no effect while foll ow ng another group.
Devi ce(config-if)# standby 1 preenpt delay m ni mum 300
% Warni ng: This setting has no effect while follow ng another group.
Before you begin
Configure the HSRP primary group using the stepsin the Configuring Multiple HSRP Groups for Load
Balancing section.
SUMMARY STEPS
1. enable
2. configureterminal
3. interface type number
4. ip addressip-address mask [secondary]
5. standby mac-refresh seconds
6. standby group-number follow group-name
7. exit
8. Repesat Steps 3 through 6 to configure additional HSRP client groups.
DETAILED STEPS
Command or Action Purpose

Step 1 enable

Example:

Devi ce> enabl e

Enables privileged EXEC mode.

« Enter your password if prompted.

Step 2 configure terminal Enters global configuration mode.

Example:

Devi ce# configure term nal
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Command or Action

Purpose

Step 3

interface type number

Example:

Devi ce(config)# interface G gabitEthernet 0/0/0

Configures an interface type and enters interface
configuration mode.

Step 4

ip address ip-address mask [secondary]

Example:

Devi ce(config-if)# ip address 10.0.0.1
255. 255. 255. 0

Specifiesaprimary or secondary |1P addressfor an interface.

Step 5

standby mac-refresh seconds

Example:

Devi ce(config-if)# standby mac-refresh 30

Configures the HSRP client group refresh interval.

Step 6

standby group-number follow group-name

Example:

Devi ce(config-if)# standby 1 foll ow HSRP1

Configures an HSRP group as a client group.

Step 7

exit
Example:

Devi ce(config-if)# exit

Exitsto global configuration mode.

Step 8

Repeat Steps 3 through 6 to configure additional HSRP
client groups.

Configures multiple HSRP client groups.

Configuration Examples for FHRP - Multiple Group Optimization

Example: Configuring Multiple HSRP Groups for Load Balancing

You can use HSRP or multiple HSRP groups when you configure load sharing. In the figure below, half of
the clients are configured for Router A, and half of the clients are configured for Router B. Together, the
configuration for Routers A and B establish two Hot Standby groups. For group 1, Router A is the default
active router because it has the assigned highest priority, and Router B is the standby router. For group 2,
Router B is the default active router because it has the assigned highest priority, and Router A is the standby
router. During normal operation, the two routers share the | P traffic load. When either router becomes
unavailable, the other router becomes active and assumes the packet-transfer functions of the router that is
unavailable. The standby preempt interface configuration command is necessary so that if arouter goes
down and then comes back up, preemption occurs and restores load sharing.
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. Example: Configuring Multiple HSRP Groups for Load Balancing

Figure 1: HSRP Load Sharing Example

FHRP - HSRP Multiple Group Optimization |

s g e
/ )
: L
£ A
I"\ :-.‘_.'
;| |
k3 /
— e
M . _ Ji
Active router for group 1 - Active router for group 2
Standby router for group 2 Standby router for group 1
Router A @ Router B
GigEo [10.0.0.1 GigEo |10.0.0.2

Client 1

|m

Client 4

The following example shows Router A configured as the active router for group 1 with apriority of 110 and
Router B configured as the active router for group 2 with a priority of 110. The default priority level is 100.
Group 1 uses avirtual IP address of 10.0.0.3 and Group 2 uses avirtual |P address of 10.0.0.4.

Router A Configuration

Rout er (confi g)# host name Router A
|

Rout er (config)# interface G gabitEthernet 0/0/0

Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#
Router(config-if)#

ip address 10.0.0.1 255.255.255.0

st andby
st andby
st andby
st andby
st andby

1

1
1
2
2

priority 110
pr eenpt

ip 10.0.0.3
pr eenpt

ip 10.0.0.4

Router B Configuration

Rout er (confi g)# host name RouterB
|

Rout er (config)# interface G gabitEthernet 0/0/0

Rout er (config-if)#
Rout er (config-if)#
Rout er (config-if)#
Rout er (config-if)#
Rout er (config-if)#
Rout er (config-if)#

i p address 10.0.0.2 255.255.255.0

st andby
st andby
st andby
st andby
st andby
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Example: Improving CPU and Network Performance with HSRP Multiple Group
Optimization

The following example shows how to configure an HSRP client and primary group:

Devi ce(config)# interface G gabitEthernet 0/0/0

Devi ce(config-if)# no shutdown

Devi ce(config-if)# standby nac-refresh 30

I dient Hello nessage interval

|

Devi ce(config)# interface G gabitEthernet 0/0/1

Devi ce(config-if)# no shutdown

Device(config-if)# ip vrf forwardi ng VRF2

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 1 ip 10.0.0.254

Devi ce(config-if)# standby 1 priority 110

Devi ce(config-if)# standby 1 preenpt

Devi ce(config-if)# standby 1 nane HSRP1

| Server group

|

Devi ce(config)# interface G gabitEthernet 0/0/2

Devi ce(config-if)# no shutdown

Device(config-if)# ip vrf forwardi ng VRF3

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254

Devi ce(config-if)# standby 2 fol | ow HSRP1

I Client group

|

Devi ce(config)# interface G gabitEthernet 0/0/3

Devi ce(config-if)# no shutdown

Devi ce(config-if)# ip vrf forwardi ng VRF4

Devi ce(config-if)# ip address 10.0.0.100 255.255.0.0
Devi ce(config-if)# standby 2 ip 10.0.0. 254

Devi ce(config-if)# standby 2 fol | ow HSRP1

I dient group

Additional References

Related Documents

Related Topic Document Title
Cisco 10S commands Cisco 10S Master Commands List, All Releases
HSRP commands: complete command syntax, Cisco |OSFirst Hop redundancy Protocols Command

command mode, command history, defaults, usage | Reference
guidelines, and examples

HSRP for IPv6 “HSRP for IPv6” module
Troubleshooting HSRP Hot Standby Router Protocol: Frequently Asked
Questions
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FHRP - HSRP Multiple Group Optimization |

Standards
Standards Title
No new or modified standards are supported by this feature, and support for existing standards has not | --
been modified by this feature.
MIBs
MIBs MIBs Link
CISCO-HSRP-MIB To locate and download MIBs for selected platforms, Cisco software
CISCO-HSRP-EXT-MIB releases, and feature sets, use Cisco MIB Locator found at the
following URL:
http://www.cisco.com/go/mibs
RFCs
RFCs Title

RFC 792 | Internet Control Message Pratocol

RFC 1828 | IP Authentication Using Keyed MD5

RFC 2281 | Cisco Hot Sandby Router Protocol

Technical Assistance

Description

Link

The Cisco Support and Documentation website provides
onlineresourcesto download documentation, software,
and tools. Use these resourcesto install and configure
the software and to troubleshoot and resolve technical
issues with Cisco products and technologies. Access

to most tools on the Cisco Support and Documentation
website requires a Cisco.com user |ID and password.

http://www.ci sco.com/cisco/web/support/index.html

Feature Information for FHRP - HSRP Multiple Group

Optimization

The following table provides release information about the feature or features described in this module. This
table lists only the software release that introduced support for a given feature in a given software release
train. Unless noted otherwise, subsequent releases of that software release train also support that feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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