
      
         
            Cisco HyperFlex Systems Installation Guide for VMware ESXi, Release 6.0

            [image: images/cover_page.png]

         
      

   
      
         
            Chapter 1. New and Changed Information
            

            
            
               
                  	New and Changed Information

               

            
            
         
      

   
      
         
            Chapter 2. Overview
            

            
               This chapter provides an overview of the components in Cisco HyperFlex Systems:

            

            
            
               
                  	Cisco HyperFlex HX-Series System

                  	Cisco HyperFlex HX-Series System Components

                  	Cisco HyperFlex HX-Series System Configuration Options

                  	Cisco HyperFlex HX-Series System Management Components

                  	Cisco HyperFlex Connect User Interface and Online Help

               

            
            
         
      

   
      
         
            Cisco HyperFlex HX-Series System

            
               Cisco HyperFlex HX-Series System provides a fully contained, virtual server platform that combines all three layers of compute,
                  storage, and network with the powerful Cisco HX Data Platform software tool resulting in a single point of connectivity for
                  simplified management. Cisco HyperFlex HX-Series System is a modular system designed to scale out by adding HX nodes under
                  a single UCS management domain. The hyperconverged system provides a unified pool of resources based on your workload needs.
                  
               

            

         
      

   
      
         
            	
            Cisco HyperFlex HX-Series System Components

            
               
                  	
                     				
                     Cisco HX-Series Server—You can use any of the following servers to configure the Cisco HyperFlex System: 
                     

                     				
                     				
                     			
                  

                  	 
                     		  
                     Cisco HX Data Platform —The HX Data Platform  consists of the following components: 
                     
 
                     		  
                     
                        	 
                           				
                           
                              							Cisco HX Data Platform Installer: Download this installer to a server connected to the storage cluster. The HX Data Platform Installer configures the service
                              profiles and policies within Cisco UCS Manager, deploys the controller VMs, installs the software, creates the storage cluster,
                              and updates the VMware vCenter plug-in. 
                           
 
                           			 
                        

                        	 
                           				
                           Storage Controller VM: Using the HX Data Platform Installer, installs the storage controller VM on each converged node in the managed storage cluster.
                              
                           
 
                           			 
                        

                        	 
                           				
                           
                              							Cisco HX Data Platform Plug-in: This integrated VMware vSphere interface monitors and manages the storage in your storage cluster. 
                           
 
                           			 
                        

                     
 
                     		
                  

                  	 
                     		  
                     Cisco UCS Fabric Interconnects (FI)
                        				
                     
 
                     		  
                     Fabric Interconnects provide both network connectivity and management capabilities to any attached Cisco HX-Series Server.
                        
                     
 
                     		  
                     FI that were purchased and deployed as part of the Cisco HyperFlex System are also referred to as an HX FI Domain in this document. The following Fabric Interconnects are supported: 
                     

                     				
                     
                        	
                           						
                           Cisco UCS 6200 Series Fabric Interconnects

                           					
                        

                        	
                           						
                           Cisco UCS 6300 Series Fabric Interconnects

                           					
                        

                        					
                        					
                     
 
                     		
                  

                  	 
                     		  
                     Cisco Nexus Switches 
                        		  
                     
 
                     		  
                     Cisco Nexus switches deliver high-density, configurable ports for flexible access deployment and migration. 
 
                     		
                  

               

               
                  Cisco HyperFlex HX-Series System Component Details
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            Cisco HyperFlex HX-Series System Configuration Options

            
               The Cisco HyperFlex HX-Series System offers flexible and scalable options to expand storage and compute capabilities in your
                  environment. To add more storage capabilities to your Cisco HyperFlex System, you simply add a Cisco HyperFlex Server. 
               

               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           An HX Cluster is a group of HX-Series Servers. Each HX-Series Server in the cluster is referred to as an HX node or a Host. 
                           

                           		
                        

                     
                  

               

               You can configure a HX Cluster in many ways, the following images provide general configuration examples. For the latest compatibility
                  and scalability details consult the Cisco HX Data Platform Compatibility and Scalability Details - 5.5(x) Releases  chapter in the Cisco HyperFlex Recommended Software Release and Requirements Guide: 
               

               		
               
                  Cisco HyperFlex Hybrid M6 Configurations
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                  Cisco HyperFlex Hybrid M6 Configurations
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                  Cisco HyperFlex Hybrid M5 Configurations
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                  Cisco HyperFlex All Flash M6 Configurations
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                  Cisco HyperFlex All Flash M5 Configurations
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            Cisco HyperFlex HX-Series System Management Components

            
               The Cisco HyperFlex HX-Series System is managed using the following Cisco software components: 

               
                  Cisco UCS Manager
 
                  		 
                  		
                  Cisco UCS Manager is embedded software that resides on a pair of Fabric Interconnects providing complete configuration and
                     management capabilities for Cisco HX-Series Server. The most common way to access UCS Manager is to use a web browser to open
                     the GUI. UCS Manager supports role-based access control. 
                  
 
                  		
                  The configuration information is replicated between two Cisco UCS Fabric Interconnects (FI) providing a high-availability
                     solution. If one FI becomes unavailable, the other takes over. 
                  
 
                  		
                  A key benefit of UCS Manager is the concept of Stateless Computing. Each node in an HX Cluster has no set configuration. MAC
                     addresses, UUIDs, firmware, and BIOS settings, for example, are all configured on UCS Manager in a Service Profile and applied
                     uniformly to all the HX-Series servers. This enables consistent configuration and ease of reuse. A new Service Profile can
                     be applied within a matter of minutes. 
                  
 
                  	 
               
               
                  
                     				Cisco HX Data Platform
                     			
                  
 
                  		 
                  		
                  Cisco HX Data Platform is a hyperconverged software appliance that transforms Cisco servers into a single pool of compute
                     and storage resources. It eliminates the need for network storage and tightly integrates with VMware vSphere and its existing
                     management application to provide a seamless data management experience. In addition, native compression and deduplication
                     reduce storage space occupied by the VMs. 
                  
 
                  		
                  HX Data Platform is installed on a virtualized platform, such as vSphere. It manages the storage for your virtual machines,
                     applications, and data. During installation, you specify the Cisco HyperFlex HX Cluster name, and Cisco HX Data Platform creates
                     a hyperconverged storage cluster on each of the nodes. As your storage needs increase and you add nodes to the HX Cluster,
                     Cisco HX Data Platform balances the storage across the additional resources. 
                  
 
                  	 
               
               
                  VMware vCenter Management
 
                  		 
                  		
                  Cisco HyperFlex System has VMware vCenter-based management. The vCenter Server is a data center management server application
                     developed to monitor virtualized environments. The HX Data Platform is also accessed from the preconfigured vCenter Server
                     to perform all storage tasks. vCenter supports key shared storage features like VMware vMotion, DRS, HA, and vSphere replication.
                     More scalable, native HX Data Platform snapshots and clones replace VMware snapshots and cloning capability.
                  
 
                  		
                  You must have a vCenter installed on a separate server to access HX Data Platform. vCenter is accessed through the vSphere
                     Client, which is installed on the administrator's laptop or PC. 
                  
 
                  	 
               
            

         
      

   
      
         
            Cisco HyperFlex Connect User Interface and Online Help

            
               Cisco HyperFlex Connect (HX Connect) provides a user interface to Cisco HyperFlex. It is divided into two main sections, a
                  Navigation pane on the left and a Work pane on the right.
               

               
                  
                     	
                        Important

                     
                     	
                        
                           
                           To perform most actions in HX Connect, you must have administrative privileges.

                           
                        

                     
                  

               

               
                  Header Icons
                  
                     
                     
                     
                  
                  
                     
                        	Icon
                        	Name 
                        	Description 
                     

                  
                  
                     
                        	[image: Three horizontal lines icon for Menu]
                        	
                           
                           Menu

                           
                        
                        	
                           
                           Toggles between the full-size Navigation pane and the icon-only, hover-over Navigation pane.

                           
                        
                     

                     
                        	
                           
                           [image: Notepad icon for Messages]

                           
                        
                        	
                           
                           Messages

                           
                        
                        	Displays a list of user initiated actions; for example, datastore created, disk removed.
                           Use Clear All to remove all of the messages and hide the Messages icon.
                           

                        
                     

                     
                        	
                           
                           [image: Gear icon for Settings]

                           
                        
                        	
                           
                           Settings

                           
                        
                        	
                           
                           Accesses Support, Notification, and Cloud Management settings. You can also access the Support Bundle page.
                           

                           
                        
                     

                     
                        	[image: Bell icon for Alarms]
                        	
                           
                           Alarms

                           
                        
                        	
                           
                           Displays an alarm count of your current errors or warnings. If there are both errors and warnings, the count shows the number
                              of errors.
                           

                           
                           For more detailed alarm information, see the Alarms page.
                           

                           
                        
                     

                     
                        	
                           
                           [image: Question mark icon for Help]

                           
                        
                        	
                           
                           Help

                           
                        
                        	
                           
                           Opens the context-sensitive HX Connect Online Help file.
                           

                           
                        
                     

                     
                        	[image: Head and shoulders icon for User]
                        	
                           
                           User

                           
                        
                        	
                           
                           Accesses your configurations, such as timeout settings, and log out.

                           
                           User Settings is visible only to administrators.
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                           Information

                           
                        
                        	
                           
                           Accesses more detailed data about that element.

                           
                        
                     

                  
               

               To access the online help for:

               
                  	
                     
                     A particular page in the user interface, click Help in the header.
                     

                     
                  

                  	
                     
                     A dialog box, click Help in that dialog box.
                     

                     
                  

                  	
                     
                     A wizard, click Help in that wizard.
                     

                     
                  

               

               
                  Table Header Common Fields

                  
                  
                  Several tables in HX Connect provide one or more of the following three fields that affect the content displayed in the table.

                  
                  
                     
                     
                        
                        
                     
                     
                        
                           	UI Element
                           	Essential Information
                        

                     
                     
                        
                           	
                              
                              
                                 Refresh field and icon
                              

                              
                           
                           	
                              
                              The table automatically refreshes for dynamic updates to the HX Cluster. The timestamp indicates the last time the table was refreshed. 
                              

                              
                              Click the circular icon to refresh the content now. 

                              
                           
                        

                        
                           	
                              
                              
                                 Filter field 
                              

                              
                           
                           	
                              
                              Display in the table only list items that match the entered filter text. The items listed in the current page of the table below are automatically filtered. Nested tables are not filtered. 
                              

                              
                              Type in the selection text in the Filter field. 
                              

                              
                              To empty the Filter field, click the x. 
                              

                              
                              To export content from other pages in the table, scroll to the bottom, click through the page numbers, and apply the filter.

                              
                           
                        

                        
                           	
                              
                              
                                 Export menu
                              

                              
                           
                           	
                              
                              Save a copy of the current page of table data. The table content is downloaded to the local machine in the selected file type. If the listed items are
                                 filtered, the filtered subset list is exported. 
                              

                              
                              Click the down arrow to select an export file type. The file type options are: cvs, xls, and doc. 
                              

                              
                              To export content from other pages in the table, scroll to the bottom, click through the page numbers, and apply the export.
                                 
                              

                              
                           
                        

                     
                  

                  
               
            

            
            
               
                  	Dashboard Page

               

            
            
         
      

   
      
         
            Chapter 3. Installation
               	 Prerequisites
            

            

            
            
               
                  	Supported Versions and System Requirements for Cisco HXDP

                  	Required Hardware Cables

                  	Non Pre-configured Cisco HyperFlex Systems

                  	Host Requirements

                  	Disk Requirements

                  	Port Requirements

                  	HyperFlex External Connections

                  	Fabric Interconnect Uplink Provisioning

                  	Network Settings

                  	VLAN and vSwitch Requirements

                  	Cisco UCS Requirements

                  	Hypervisor Requirements

                  	Storage Cluster Requirements

                  	vCenter Configuration Requirements

                  	System Services Requirements

                  	CPU Resource Reservation for Controller VMs

                  	Memory Resource Reservation for Controller VMs

                  	Changing Controller Memory on a Cluster

                  	Auto Support Requirements

                  	Single Sign On Requirements

               

            
            
         
      

   
      
         
            
            
            Supported Versions and System Requirements for Cisco HXDP 

            
            
            
               
               Cisco HX Data Platform requires specific software and hardware versions, and networking settings for successful installation.
                  
               

               
               
               
               
            

            
         
      

   
      
         
            
            Non Pre-configured Cisco HyperFlex Systems

            
            
            
               
               The Cisco HyperFlex System must have VMware ESXi installed before starting the actual Cisco HyperFlex Installation. In the
                  event your system does not have VMware ESXi preinstalled, perform the tasks in the  chapter of this guide.
               

               
               
               
            

            
         
      

   
      
         
            Fabric Interconnect
               	 Uplink Provisioning
            

            
               Prior to setting up the HyperFlex cluster, plan the upstream bandwidth capacity for optimal network traffic management. This
                  ensures that the flow is in steady state, even if there is a component failure or a partial network outage. 
               

               By default, the hx-vm-network vSwitch is configured as active/active. All other vSwitches are configured as active/standby. 
               

               		
               
                  
                     	
                        Note

                     
                     	
                        All VLANs (including storage-data and vmotion) must be configured upstream.  It is imperative that storage-data is configured
                           upstream to prevent fail-back timing issues which require temporary upstream connectivity. 
                        

                     
                  

               

               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           For clusters running Catalyst switches upstream to the FI's, set the best effort Quality of Service (QOS) MTU to 9216 (located
                              in LAN > LAN Cloud > QoS System Class), otherwise failover will fail.
                           

                           		
                        

                     
                  

               

                
                  		
                  
                     HyperFlex Data Platform Connectivity for a Single Host
                     [image: images/305795.jpg]

                   
                  	 
               

               Set the default vSwitch NIC teaming policy and failover policy to yes to ensure that all management, vMotion, and storage traffic are locally forwarded to the fabric interconnects to keep the
                  flow in steady state. When vNIC-a fails, ESXi computes the load balancing and all the virtual ports are repinned to vNIC-b.
                  When vNIC-a comes back online, repinning does apply and virtual ports are rebalanced across vNIC-a and vNIC-b. This reduces
                  the latency and bandwidth utilization upstream of the Cisco UCS fabric interconnects. 
               

                
                  		
                  
                     Traffic Flow in Steady State
                     [image: images/305748.jpg]

                   
                  	 
               

               In case one or more server links fail, for instance, if Host 1 loses connectivity to Fabric A while Host 2 loses connectivity
                  to Fabric B, the traffic must go through the upstream switches. Therefore, the uplink network bandwidth usage increases, and
                  you must add more uplinks. 
               

                
                  		
                  
                     Traffic Flow During Link Failure
                     [image: images/305749.jpg]

                   
                  	 
               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           When you have uplinks from a fabric interconnect to two different upstream switches, you encounter a condition called Disjoint Layer 2 (DJL2) on the FI. This is known to happen on the FI on End Host Mode and if the DJL2 is not configured properly. 
                           

                           			
                           To deploy the DJL2 properly, refer to the Cisco UCS 6300 Series Fabric Interconnect Hardware Guide—Deploy Layer 2 Disjoint Networks Upstream in End Host Mode white paper. 
                           
 
                           	 
                        

                     
                  

               

            

         
      

   
      
         
            	
            CPU Resource
               	 Reservation for Controller VMs
            

            
               As the storage controller VMs provide critical functionality for the HyperFlex Data Platform, the HX Data Platform Installer
                  configures CPU resource reservations for the controller VMs. This reservation guarantees that the controller VMs have the
                  minimum required CPU resources. This is useful in situations where the physical CPU resources of the ESXi hypervisor host
                  are heavily consumed by the guest VMs. The following table details the CPU resource reservation for storage controller VMs.
                  
               

               		
               
                  
                  
                     
                     
                     
                     
                     
                  
                  
                     					
                     
                        						
                        	Product ID
                        						
                        	
                           							
                           Number of VM CPU 

                           						
                        
                        						
                        	
                           							
                           Shares 

                           						
                        
                        						
                        	
                           							
                           Reservation 

                           						
                        
                        						
                        	
                           							
                           Limit 

                           						
                        
                        					
                     

                     				
                  
                  
                     					
                     
                        						
                        	
                           							
                           HXAF220C-M5SN / M6SN (All NVMe 220)

                           							
                           HXAF240C-M6SN (All NVMe 240)

                           						
                        
                        						
                        	
                           							
                           12

                           						
                        
                        						
                        	
                           							
                           Low 

                           						
                        
                        						
                        	
                           							
                           10,800 MHz 

                           						
                        
                        						
                        	
                           							
                           Unlimited 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           With HX Boost Mode enabled:

                           							
                           HXAF225C-M6

                           							
                           HXAF220C-M5SN / M6SN (All NVMe 220)

                           							
                           HX245C-M6

                           							
                           HXAF240C-M6SN (All NVMe 240)

                           						
                        
                        						
                        	
                           							
                           16

                           						
                        
                        						
                        	
                           							
                           Low 

                           						
                        
                        						
                        	
                           							
                           10,800 MHz 

                           						
                        
                        						
                        	
                           							
                           Unlimited 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           With HX Boost Mode enabled:

                           							
                           HXAF220C-M5/M6

                           							
                           HXAF240C-M5SX/M6

                           						
                        
                        						
                        	
                           							
                           12

                           						
                        
                        						
                        	
                           							
                           Low 

                           						
                        
                        						
                        	
                           							
                           10,800 MHz 

                           						
                        
                        						
                        	
                           							
                           Unlimited 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           All Other Models

                           						
                        
                        						
                        	
                           							
                           8

                           						
                        
                        						
                        	
                           							
                           Low 

                           						
                        
                        						
                        	
                           							
                           10,800 MHz 

                           						
                        
                        						
                        	
                           							
                           Unlimited 

                           						
                        
                        					
                     

                     				
                  
               

               		
               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           Enabling HX Boost Mode does not change the controller VM CPU reservation. It merely changes the upper limit on how much CPU
                              the controller VM can consume.
                           

                           		
                        

                     
                  

               

            

         
      

   
      
         
            	
            Memory Resource Reservation for Controller VMs

            
               The following table details the memory resource reservations for the storage controller VMs. 

               		
               
                  
                  
                     
                     
                     
                  
                  
                     					
                     
                        						
                        	
                           							
                           Server Model 

                           						
                        
                        						
                        	
                           							
                           Amount of Guest Memory 

                           						
                        
                        						
                        	
                           							
                           Reserve All Guest Memory 

                           						
                        
                        					
                     

                     				
                  
                  
                     					
                     
                        						
                        	
                           							
                           HX220c-M5/M6

                           							
                           HX-E-220M5SX

                           							
                           HX-E-220M6S

                           						
                        
                        						
                        	
                           							
                           48 GB

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF220C-M5/M6

                           							
                           HXAF-E-220M5SX

                           							
                           HXAF-E-220M6SX

                           						
                        
                        						
                        	
                           							
                           48 GB

                           							
                           56 GB for configurations with 7.6 TB SSDs (SED and non-SED)

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HX240C-M5SX/M6SX

                           							
                           HX-E-240M5SX

                           							
                           HX-E-240M6SX

                           						
                        
                        						
                        	
                           							
                           72 GB

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF240C-M5SX/M6SX

                           							
                           HXAF-E-240M5SX

                           							
                           HXAF-E-240M6SX

                           						
                        
                        						
                        	
                           							
                           72 GB

                           							
                           88 GB for configurations with 7.6 TB SSDs (SED and non-SED)

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HX240C-M5L

                           							
                           HX240C-M6L

                           						
                        
                        						
                        	
                           							
                           78 GB

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF220C-M5SN (All NVMe 220)

                           						
                        
                        						
                        	
                           							
                           72 GB for configurations using < 8 TB NVMe capacity drives

                           							
                           84 GB for configurations with 8 TB NVMe capacity drives

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       15 TB capacity drives are supported on M6 servers only.

                                       							
                                    

                                 
                              

                           

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF220C-M6SN (All NVMe 220)

                           						
                        
                        						
                        	
                           							
                           70 GB for configurations using 8 TB or lower NVMe capacity drives

                           							
                           74 GB for configurations with 15 TB NVMe capacity drives

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       15 TB capacity drives are supported on M6 servers only.

                                       							
                                    

                                 
                              

                           

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF240C-M6SN (All NVMe 240)

                           						
                        
                        						
                        	
                           							
                           72 GB for configurations using < 8 TB NVMe capacity drives

                           							
                           84 GB for configurations with 8 TB NVMe capacity drives1

                           							
                           94 GB for configurations with 15 TB NVMe capacity drives2

                           						
                        
                        						
                        	
                           							
                           Yes

                           						
                        
                        					
                     

                     					
                     
                        						
                        	
                           							
                           HXAF245C-M6SX

                           							
                           HX245C-M6SX

                           							
                           HXAF240C-M5SD

                           							
                           HX240C-M5SD (Short depth 240)

                           							
                           HXAF225C-M6S-EXP

                           							
                           HX225C-M6S-EXP

                           						
                        
                        						
                        	
                           							
                           48 GB

                           							
                           
                              
                                 	
                                    Note

                                 
                                 	
                                    
                                       								
                                       7.6 TB drives are supported on HXAF240C-M5SD but they do not require a higher memory configuration.

                                       							
                                    

                                 
                              

                           

                           						
                        
                        						
                        	
                           							
                           Yes 

                           						
                        
                        					
                     

                     				
                  
               

               
                  1 Requires HX 5.0(2b) or higher version
                  

                  2 Requires HX 5.0(2b) or higher version
                  

               

               
                  	
                     		  
                     C240 Rack Server delivers outstanding levels of expandability and performance in a two rack-unit (2RU) form-factor. 

                     		
                  

                  	
                     		  
                     C220 Server delivers expandability in a one rack-unit (1RU) form-factor. 

                     		
                  

                  			
                  	
                     				
                     Support for 16 TB LFF drives is not enabled.

                     			
                  

               

               		
               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           Starting with HX 5.0(2b), new controller VM memory allocations are made for any clusters deployed using HX 5.0(2b) and later
                              as a fresh install or SW redeploy, or for nodes which are expanded after 5.0(2b). If you are upgrading clusters to HX 5.0(2b)
                              or later, note that the memory assigned to controller VMs is not changed automatically. If you wish to reduce the CVM memory,
                              you will need to do so manually. For more information on changing the CVM memory manually, see Changing Controller Memory on a Cluster.
                           

                           		
                        

                     
                  

               

            

         
      

   
      
         
            Chapter 4. Install Cisco HyperFlex Systems Servers
            

            
               This chapter describes how to install the physical components for setting up a HyperFlex cluster:

            

            
            
               
                  	Rack Cisco HyperFlex Nodes

                  	Setting Up the Fabric Interconnects

               

            
            
         
      

   
      
         
            
            Rack Cisco HyperFlex Nodes

            
               For details on the HyperFlex cluster and node limits, see Cisco HX Data Platform Storage Cluster Specifications in the latest release of the Release Notes for Cisco HX Data Platform.
               

               For UCS C-Series integration guidelines, see the Cisco UCS C-Series Server Integration with Cisco UCS Manager Configuration Guide for your release. 
               

               For details on the installation of Cisco HyperFlex nodes, refer to respective links from the following table:

               
                  
                  
                     
                     
                  
                  
                     
                        	
                           
                           Type of Node To Be Installed

                           
                        
                        	
                           
                           Reference

                           
                        
                     

                  
                  
                     
                        	
                           
                           Converged Nodes

                           
                        
                     

                     
                     
                        
                        	
                           
                           HyperFlex HX245c M5/M6 Nodes

                           
                        
                        
                        	
                           
                           Cisco HyperFlex HX245c Node Installation Guides

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           HyperFlex HX240c M5/M6 Nodes

                           
                        
                        
                        	
                           
                           Cisco HyperFlex HX240c Node Installation Guides

                           
                        
                        
                     

                     
                     
                        
                        	
                           
                           HyperFlex HX225c M5/M6 Nodes

                           
                        
                        
                        	
                           
                           Cisco HyperFlex HX225c Node Installation Guides

                           
                        
                        
                     

                     
                        	
                           
                           HyperFlex HX220c M5/M6 Nodes

                           
                        
                        	
                           
                           Cisco HyperFlex HX220c Node Installation Guides

                           
                        
                     

                     
                        	
                           
                           Compute-only Nodes

                           
                        
                     

                     
                        	
                           
                           Cisco UCS B200 M5 Nodes

                           
                        
                        	Cisco UCS B200 M3/M4/M5 Blade Server Installation and Service Note
                     

                     
                        	
                           
                           Cisco UCS B480 M5 Nodes

                           
                        
                        	
                           
                           Cisco UCS B480 M5 Blade Server Installation and Service Note

                           
                        
                     

                     
                        	
                           
                           Cisco UCS C240 M5/M6 Rack Nodes

                           
                        
                        	
                           
                           Cisco UCS C240 Server Installation and Service
                                 Guide

                           
                        
                     

                     
                        	
                           
                           Cisco UCS C220 M5/M6 Rack Nodes

                           
                        
                        	
                           
                           Cisco UCS C220 Server Installation and Service
                                 Guide

                           
                        
                     

                     
                        	
                           
                           Cisco UCS C480 M5 Nodes

                           
                        
                        	
                           
                           Cisco UCS C480 M5 Server Installation and Service Guide

                           
                        
                     

                  
               

            

         
      

   
      
         
            Setting Up the Fabric Interconnects

            
               Configure a redundant pair of fabric interconnects for high availability as follows:

               
                  	
                     				
                     Connect the two fabric interconnects directly using Ethernet cables between the L1 and L2 high availability ports.

                     			
                  

                  	
                     				
                     Connect Port L1 on fabric interconnect A to port L1 on fabric interconnect B, and Port L2 on fabric interconnect A to port
                        L2 on fabric interconnect B.
                     

                     			
                  

               

               This allows both the fabric interconnects to continuously monitor the status of each other. 

               Verify and obtain the following information before connecting the fabric interconnects. 

               
                  
                  
                     
                     
                  
                  
                     
                        	 
                           				  
                           Item 
                              				  
                           
 
                           				
                        
                        	 
                           				  
                           Description 
                              				  
                           
 
                           				
                        
                     

                  
                  
                     
                        	 
                           				  
                           Verify the physical connections of the fabric interconnects. 
 
                           				
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 Console port for the first fabric interconnect must be physically connected to a computer or console server. 
 
                                 					 
                              

                              	 
                                 						
                                 Management Ethernet port (mgmt0) must be connected to an external hub, switch, or router. 
 
                                 					 
                              

                              	 
                                 						
                                 L1 ports on both the fabric interconnects must be directly connected to each other. 
 
                                 					 
                              

                              	 
                                 						
                                 L2 ports on both the fabric interconnects must be directly connected to each other. 
 
                                 					 
                              

                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Verify console port parameters on the computer terminal. 
 
                           				
                        
                        	 
                           				  
                           
                              	 
                                 						
                                 9600
                                    						  baud 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 8 data
                                    						  bits 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 No parity 
 
                                 					 
                              

                              	 
                                 						
                                 1 stop
                                    						  bit 
                                    						
                                 
 
                                 					 
                              

                           
 
                           				
                        
                     

                     
                        	 
                           				  
                           Obtain information for initial setup. 
 
                           				
                        
                        	 
                           				  
                           Collect
                              					 the following information for initial setup: 
                              				  
                           
 
                           				  
                           
                              	 
                                 						
                                 System
                                    						  name 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 Password for admin account 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 Three
                                    						  static IP addresses 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 Subnet
                                    						  mask for three static IP addresses 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 Default gateway IP address 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 DNS
                                    						  server IP address 
                                    						
                                 
 
                                 					 
                              

                              	 
                                 						
                                 Domain
                                    						  name for the system 
                                    						
                                 
 
                                 					 
                              

                           
 
                           				
                        
                     

                  
               

               Both fabric interconnects must go through the same setup process. Set up the primary fabric interconnect and enable for cluster
                  configuration. When you use the same process to set up the secondary fabric interconnect, it detects the first fabric interconnect
                  as a peer. 
               

            

            
            
               
                  	Configuring the Primary Fabric Interconnect Using Cisco UCS Manager GUI

                  	Configuring the Secondary Fabric Interconnect Using Cisco UCS Manager GUI

                  	Configure the Primary Fabric Interconnect Using CLI

                  	Configure the Subordinate Fabric Interconnect Using CLI

                  	Verify Console Setup

               

            
            
         
      

   
      
         
            Verify Console Setup

            
               You can verify that both fabric interconnect configurations are complete by logging in to the fabric interconnect through
                  SSH. 
               

               Use the following commands to verify the cluster status using Cisco UCS Manager CLI. 

               
                  
                  
                     
                     
                     
                  
                  
                     
                        	
                           							
                           Command

                           						
                        
                        	
                           							
                           Purpose

                           						
                        
                        	
                           							
                           Sample Output

                           						
                        
                     

                  
                  
                     
                        	
                           							
                           show cluster state
                              							
                           

                           						
                        
                        	
                           							
                           Displays the operational state and leadership role for both fabric interconnects in a high availability cluster. 

                           						
                        
                        	
                           							
                           The following example displays that both fabric interconnects are in the Up state, HA is in the Ready state, fabric interconnect
                              A has the primary role, and fabric interconnect B has the subordinate role. 
                           

                           							
                           
                              								UCS-A# show cluster state 
Cluster Id: 0x4432f72a371511de-0xb97c000de1b1ada4 

A: UP, PRIMARY 
B: UP,
SUBORDINATE HA READY


                              							

                           						
                        
                     

                     
                        	
                           							
                           show cluster extended-state
                              							
                           

                           						
                        
                        	
                           							
                           Displays extended details about the cluster state and typically used when troubleshooting issues. 

                           						
                        
                        	
                           							
                           The following example shows how to view the extended state of a cluster.UCSC# show cluster extended-state 0x2e95deacbd0f11e2-
0x8ff35147e84f3de2Start time: Thu May 16 06:54:22 2013Last election
 time: Thu May 16 16:29:28 2015System Management
Viewing the Cluster State
A: UP, PRIMARY
B: UP, SUBORDINATE

A: memb state UP, lead state PRIMARY, mgmt services state: UP
B: memb state UP, lead state SUBORDINATE, 
mgmt services state: UP heartbeat state PRIMARY_OK 
HA READY 
Detailed state of the device selected for HA quorum data: 
Device 1007, serial: a66b4c20-8692-11df-bd63-1b72ef3ac801, state: active 
Device 1010, serial: 00e3e6d0-8693-11df-9e10-0f4428357744, state: active 
Device 1012, serial: 1d8922c8-8693-11df-9133-89fa154e3fa1, state: active

                              							

                           						
                        
                     

                  
               

            

         
      

   
      
         
            
            Overview

            
               The Cisco HX220c and HX240c Servers connect directly to the fabric interconnects. The direct connection enables Cisco UCS
                  Manager to manage the HX-Series servers using a single cable for both management traffic and data traffic. 
               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           After connecting the server with the fabric interconnect, when the server is discovered, update the C-Series software bundle
                              available for Cisco UCS Manager using the UCS Manager configuration form. 
                           
 
                           	 
                        

                     
                  

               

               When you use direct connect mode, all Cisco UCS managed adapters must be connected to the server ports on the fabric interconnects.
                  Make sure that the HX servers have the recommended firmware as listed in the Cisco HyperFlex Software Requirements and Recommendations document. If not, use Cisco UCS Manager to update the firmware. 
               

               
               For information about general Cisco UCS configuration limits, see the Cisco UCS 6200, 6332, 6324 and 6400 Configuration Limits for Cisco UCS Manager.
               

            

            
            
               
                  	Connecting Converged Nodes to the Fabric Interconnect

                  	Physical Connectivity Illustrations for Direct Connect Mode Cluster Setup

               

            
            
         
      

   
      
         
            Chapter 5. Configure Cisco HyperFlex Systems
            

            
               This chapter describes how to configure the components of the Cisco HyperFlex Systems: 

            

            
            
               
                  	Installation Workflow

                  	Deploy HX Data Platform Installer OVA Using vSphere Web Client

                  	Deploy the HX Data Platform Installer OVA with a Static IP Address

                  	Configure Syslog

                  	Installation of HyperFlex Nodes with GPUs

                  	HX Data Platform Installer Navigation Aid Buttons

                  	Warnings and Error Messages

               

            
            
         
      

   
      
         
            Chapter 6. Configure Licensing with HyperFlex Data Platform
            

            
            
               
                  	Smart Licensing and HyperFlex

                  	License Compliance and Feature Functionality

                  	License Management for Connected Environments

                  	License Management for Disconnected Environments

               

            
            
         
      

   
      
         
            
            License Compliance and Feature Functionality 

            
            
            
            
               
               Beginning with Cisco HXDP Release 5.0(2a), full feature functionality and configuration changes require a valid Cisco HyperFlex
                  Software License. HX Connect users with expired or insufficient licenses at the end of the evaluation or the grace period
                  after the license compliance date, view a prominent countdown banner that alerts the user to the license compliance need and
                  provides a link to the license renewal page until the license expiration is remedied. 
               

               
               In the event a license passes both the license expiration date and the grace period countdown, the current configurations
                  will operate as expected with limited information. Renewing the license allows a user to resume full feature functionality,
                  and make configuration changes. For details and examples of the banners, see the License Compliance and Feature Functionality section of the Cisco HyperFlex Systems Ordering and Licensing Guide.
               

               
               To review the Cisco End User Agreement (Cisco EULA), see https://www.cisco.com/c/en/us/about/legal/cloud-and-software/end_user_license_agreement.html

               
            

            
         
      

   
      
         
            
            License Management for Connected Environments

            
            
            
               
               To manage your licenses for connected environments, proceed as follows:

               
            

            
            
            
               
                  	Registering a Cluster with Smart Licensing

                  	Deregistering a Cluster from Smart Licensing

                  	Renewing Smart Licensing Authorization

               

            
            
         
      

   
      
         
            Registering a Cluster with Smart Licensing

            
               Smart Licensing automatically integrates with your HX storage cluster and is enabled by default. You need not install Smart
                  Licensing. Your HX storage cluster is unregistered with Smart Licensing and in a 90-day EVAL MODE. Within the 90 days, you
                  need to register your HX storage cluster to use full functionality.
               

               
                  
                     	
                        Attention

                     
                     	
                        
                           
                           Before registering the HyperFlex cluster with Smart Software Manager satellite, ensure that proxy is not configured. If proxy
                              is configured, remove proxy before registering the cluster with Smart Software Manager satellite.
                           

                           
                        

                     
                  

               

               Before you begin

               
                  
                  	
                     
                     Smart Licensing was introduced in Cisco HX Release 2.5. It is recommended that you confirm your cluster is running a HX 4.0
                        release and later.
                     

                     
                  

                  	
                     
                     Before you can begin using Smart Licensing, you need to have a Cisco Smart Account. You can create (or select) a Smart Account
                        while placing an order, or create a Smart Account outside of placing an order and add new or existing licenses over time.
                     

                     
                     To create a Smart Account, see Cisco Software Central  > Request a Smart Account (https://webapps.cisco.com/software/company/smartaccounts/home?route=module/accountcreation).
                     

                     
                  

               

               You can register the HX storage cluster with Cisco Smart Software Manager (SSM) in one of the following ways:

            

            
            
               
                  	Registering a Cluster with Smart Software Licensing through HX Connect

                  	Registering a Cluster with Smart Software Licensing through a Controller VM

               

            
            
         
      

   
      
         
            
            License Management for Disconnected Environments

            
            
            
               
               To manage your license for disconnected environments, proceed as follows:

               
            

            
            
            
               
                  	Smart Licensing and Smart Software Manager Satellite

                  	Specific License Reservation and HyperFlex

               

            
            
         
      

   
      
         
            
            
            Smart Licensing and Smart Software Manager Satellite 

            
            
            
               
               If you would prefer not to, or are not permitted to manage your installed base using an
                  Internet connection, you can install Smart Software Manager Satellite on-premises to
                  manage your licenses locally using a subset of Cisco Smart Software Manager. Download Smart Software Manager satellite. 
               

               
               To configure Smart Software Manager satellite for HyperFlex, from the HX Data Platform CLI, run the following command:stcli services sch set --portal-url http://<satellite-host>
/Transportgateway/services/DeviceRequestHandler --email 
<user-email-address>


               
               
               After Smart Software Manager satellite registers with Cisco Smart Software Manager and is
                  fully functional, it needs to synchronize with Cisco Smart Software Manager every 30
                  days. There are two options for syncing:
               

               
               
                  
                  	
                     
                     On-demand or scheduled synchronization when your network is connected.

                     
                  

                  
                  	
                     
                     Manual synchronization by downloading and then uploading the license file.

                     
                  

                  
               

               
               
                  
                     	
                        Note

                     
                     	
                        Once the HX cluster is configured with a Smart Satellite server, the token can no
                           longer be generated from the Smart Licensing registration from the Smart portal, as it
                           needs to be generated from the Smart Satellite Server UI. 
                        

                     
                  

               

               
               
            

            
         
      

   
      
         
            Specific License Reservation and HyperFlex

            
               Cisco Specific License Reservation (SLR) is a new software license management system that allows customers to use their devices
                  in a disconnected mode, specifically for environments without external network connectivity (air-gapped). SLR also provides
                  the following additional benefits: 
                  
                     	
                        
                        Automates time-consuming licensing tasks

                        
                     

                     	
                        
                        Allows tracking of the status of license and software usage trends

                        
                     

                     	
                        
                        Simplifies core purchasing, management, and reporting functions

                        
                     

                  

                  SLR allows customers to reserve licenses from their virtual account, tie them to a devices UDI, and then use their device
                     with these licenses in a disconnected mode. It also allows customers to operate normally without ongoing communication with
                     either the Cisco Smart Software Manager (CSSM) or a Smart Software Satellite (on-site collector).
                  

               
               
               
                  HyperFlex SLR enabled PIDs

                  
                  
                  Only the following HyperFlex PIDs are eligible for use under the SLR
                     mode:
                  

                  
                  
                     Cisco HyperFlex Data Platform (HXDP) Software SKUs for
                           Disconnected and Air-gapped Deployments
                     
                        
                        
                     
                     
                        
                        
                           
                           	
                              
                              HXDP SKU

                              
                           
                           
                           	
                              
                              Description

                              
                           
                           
                        

                        
                     
                     
                        
                        
                           
                           	
                              
                              Specific License Registration

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              HXDP-S-SLR

                              
                           
                           
                           	
                              
                              Cisco HyperFlex Data Platform Standard Edition
                                 Specific License Registration Subscription
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              HXDP-P-SLR

                              
                           
                           
                           	
                              
                              Cisco HyperFlex Data Platform Enterprise
                                 Edition Specific License Registration
                                 Subscription
                              

                              
                           
                           
                        

                        
                        
                           
                           	
                              
                              HXDP-E-SLR

                              
                           
                           
                           	
                              
                              Cisco HyperFlex Data Platform Edge Edition
                                 Specific License Registration Subscription
                              

                              
                           
                           
                        

                        
                     
                  

                  
               
            

            
            
               
                  	Installing Specific License Reservation (SLR) Licenses

                  	Canceling Specific License Reservation (SLR) Licenses

                  	Returning Specific License Reservation (SLR) Licenses

                  	Troubleshooting Specific License Reservation (SLR)

                  	Facilitating Controller VM Root Access for Air-Gapped Clusters

               

            
            
         
      

   
      
         
            Chapter 7. Configure HyperFlex Hardware Acceleration Cards
            

            
               This chapter describes how to configure Cisco HyperFlex Hardware Acceleration Cards. 

            

            
            
               
                  	Overview of HyperFlex Hardware Acceleration Cards

                  	Install HyperFlex Hardware Acceleration Cards

                  	Deploy HX Data Platform Installer OVA Using vSphere Web Client

                  	Deploy the HX Data Platform Installer OVA with a Static IP Address

                  	Verify Installation of HyperFlex Hardware Acceleration Cards

                  	Troubleshoot HyperFlex Hardware Acceleration Cards

                  	Additional Information on HyperFlex Hardware Acceleration Cards

               

            
            
         
      

   
      
         
            Overview of HyperFlex Hardware Acceleration Cards

            
               This chapter provides details for installation, post-installation, and troubleshooting of HyperFlex Hardware Acceleration
                  Cards (PID: HX-PCIE-OFFLOAD-1) on HyperFlex nodes and for configuring your initial cluster. These cards provide improved performance
                  and compression efficiency for most storage workloads.
               

               
                  
                     	
                        Note

                     
                     	
                        
                           
                           An HXDP-P Enterprise license is required for installing and configuring HyperFlex Hardware Acceleration Cards. 

                           
                        

                     
                  

               

               For a description of PCIe slots and riser cards (and other related information), please refer to the Cisco HX240c M5 HyperFlex Node (Hybrid and All-Flash Models) Installation Guide.

            

         
      

   
      
         
            Additional Information on HyperFlex Hardware Acceleration Cards

            
               Additional notes on HyperFlex Hardware Acceleration Cards include the following:

               
                  	
                     
                     Compression gain value can be seen in HX connect UI dashboard.

                     
                  

                  	
                     
                     Enhance performance for the 8K read workload using the following commands: 

                     
                     
                        	
                           
                           root@ucs984scvm:~# echo 3 > /sys/module/fdma/parameters/decompress_min_t

                           
                        

                        	
                           
                           root@ucs984scvm:~# echo 3 > /sys/module/fdma/parameters/decompress_max_t

                           
                           
                        

                     

                     
                  

               

            

         
      

   
      
         
            Chapter 8. Post Cluster
               	 Configuration Tasks 
            

            

            
            
               
                  	Post Cluster Configuration Guidelines

                  	Enabling PCI Passthrough for a Network Device on a Host

                  	Run Post-Installation Script

                  	Changing ESXi Host Root Password

                  	Changing Storage Controller Password

                  	Cisco HyperFlex HTML Plugin for VMware vCenter

                  	Add Datastores in the Storage Cluster

                  	Set HA Heartbeat

                  	Auto Support and Smart Call Home for HyperFlex

                  	Replacing Self-Signed with CA-Signed Certificate

                  	Replication Pairing

                  	Distributed Virtual Switches and Cisco Nexus 1000v

                  	Hosting vCenter on the HX Data Platform

                  	Deploying AMD GPUs

               

            
            
         
      

   
      
         
            Post Cluster Configuration Guidelines

            
               
                  
                     	
                        Important

                     
                     	
                        
                           
                           
                              	
                                 
                                 Keep SSH enabled on all ESXi hosts. This is required for the following  Cisco HyperFlex post cluster configuration operations.
                                    
                                 

                                 
                              

                              	
                                 
                                 Do not change these pre-configured values without approval from Cisco.

                                 
                              

                           

                           
                        

                     
                  

               

            

         
      

   
      
         
            
            Cisco HyperFlex HTML Plugin for VMware vCenter

            
               The Cisco HyperFlex vCenter Plugin is integrated with the vSphere Web Client and supports all of the HX Data Platform post-installation
                  management and monitoring functions. For the complete installation and usage information. See the Cisco HyperFlex HTML Plugin for VMware vCenter chapter of the Cisco HyperFlex Data Platform Administration Guide for your release. 
               

            

         
      

   
      
         
            Auto Support and Smart Call Home for HyperFlex

            
               You can configure the HX storage cluster to send automated email notifications regarding
                  			documented events. You can use the data collected in the notifications to help
                  			troubleshoot issues in your HX storage cluster.
               

               		
               
                  
                     	
                        Note

                     
                     	
                        Auto Support (ASUP) and Smart Call Home (SCH) support the use of a proxy server. You can
                           			enable the use of a proxy server and configure proxy settings for both using HX
                           			Connect.
                        

                     
                  

               

               
                  Auto Support (ASUP)

                  			
                  			
                  Auto Support is the alert notification service provided through HX Data Platform. If you enable Auto Support, notifications
                     are sent from HX Data Platform to designated email addresses or email aliases that you want to receive the notifications.
                     Typically, Auto Support is configured during HX storage cluster creation by configuring the SMTP mail server and adding email
                     recipients.
                  

                  			
                  
                     
                        	
                           Note

                        
                        	
                           
                              				
                              Only unauthenticated SMTP is supported for ASUP.

                              			
                           

                        
                     

                  

                  			
                  If the Enable Auto Support check box was not selected during configuration, Auto Support can be enabled post-cluster creation using the following methods:
                  

                  			
                  
                     
                     
                        
                        
                     
                     
                        
                           	
                              								
                              Post-Cluster ASUP Configuration Method

                              							
                           
                           	
                              								
                              Associated Topic

                              							
                           
                        

                     
                     
                        
                           	
                              								
                              HX Connect user interface

                              							
                           
                           	Configuring Auto Support Using HX Connect
                        

                        
                           	
                              								
                              Command Line Interface (CLI)

                              							
                           
                           	
                              								
                              Configuring Notification Settings Using CLI

                              							
                           
                        

                        
                           	
                              								
                              REST APIs

                              							
                           
                           	Cisco HyperFlex Support REST APIs on Cisco DevNet.
                           
                        

                     
                  

                  			
                  Auto Support can also be used to connect your HX storage cluster to monitoring tools.

                  		
               
               
                  Smart Call Home (SCH)

                  			
                  			
                  Smart Call Home is an automated support capability that monitors your HX storage clusters and then flags issues and initiates
                     resolution before your business operations are affected. This results in higher network availability and increased operational
                     efficiency. 
                  

                  			
                  Call Home is a product feature embedded in the operating system of Cisco devices that detects and notifies the user of a variety
                     of fault conditions and critical system events. Smart Call Home adds automation and convenience features to enhance basic
                     Call Home functionality. After Smart Call Home is enabled, Call Home messages/alerts are sent to Smart Call Home.
                  

                  			
                  Smart Call Home is included with many Cisco service contracts and includes:

                  			
                  
                     	
                        					
                        Automated, around-the-clock device monitoring, proactive diagnostics, real-time email alerts, service ticket notifications,
                           and remediation recommendations.
                        

                        				
                     

                     	
                        					
                        Proactive messaging sent to your designated contacts by capturing and processing Call Home diagnostics and inventory alarms.
                           These email messages contain links to the Smart Call Home portal and the TAC case if one was automatically created.
                        

                        				
                     

                     	
                        					
                        Expedited support from the Cisco Technical Assistance Center (TAC). With Smart Call Home, if an alert is critical enough,
                           a TAC case is automatically generated and routed to the appropriate support team through https, with debug and other CLI output attached.
                        

                        				
                     

                     	
                        					
                        Customized status reports and performance analysis.

                        				
                     

                     	
                        					
                        Web-based access to all Call Home messages, diagnostics, and recommendations for remediation in one place; TAC case status;
                           and up-to-date inventory and configuration information for all Call Home devices. 
                        

                        				
                     

                  

                  			
                  To ensure automatic communication among your HX storage cluster, you, and Support, see Configuring Smart Call Home for Data Collection.
                  

                  		
               
            

            
            
               
                  	Configuring Auto Support Using HX Connect

                  	Configuring Notification Settings Using CLI

                  	Configuring Smart Call Home for Data Collection

               

            
            
         
      

   
      
         
            About Private VLANs

            
                A private VLAN
                  		partitions the Layer 2 broadcast domain of a VLAN into subdomains, allowing you
                  		to isolate the ports on the switch from each other. A subdomain consists of a
                  		primary VLAN and one or more secondary VLANs. A private VLAN domain has only
                  		one primary VLAN. Each port in a private VLAN domain is a member of the primary
                  		VLAN, and the primary VLAN is the entire private VLAN domain. 
                  	 
               

               
                  Understanding
                     		  Private VLAN Ports
                  
 
                  		
                  			
                  
                     Types of Private VLAN Ports
                     
                        
                        
                     
                     
                        
                           	
                              								
                              VLAN Port

                              							
                           
                           	
                              								
                              Description

                              							
                           
                        

                     
                     
                        
                           	
                              								
                              Promiscuous Primary VLAN

                              							
                           
                           	
                              								
                              Belongs to the primary VLAN. Can communicate with all interfaces that belong to those secondary VLANs that are associated
                                 to the promiscuous port and associated with the primary VLAN. Those interfaces include the community and isolated host ports.
                                 All packets from the secondary VLANs go through this VLAN.
                              

                              							
                           
                        

                        
                           	
                              								
                              Isolated Secondary VLAN

                              							
                           
                           	
                              								
                              Host port that belongs to an isolated secondary VLAN. This port has complete isolation from other ports within the same private
                                 VLAN domain, except that it can communicate with associated promiscuous ports.
                              

                              							
                           
                        

                        
                           	
                              								
                              Community Secondary VLAN

                              							
                           
                           	
                              								
                              Host port that belongs to a community secondary VLAN. Community ports communicate with other ports in the same community VLAN
                                 and with associated promiscuous ports.
                              

                              							
                           
                        

                     
                  

                  		
                  Following HX deployment, a VM network uses a regular VLAN by default. To use a Private VLAN for the VM network, see the following
                     sections: 
                  

                  			
                  
                     	
                        					
                        Configuring a Private VLAN on a VM Network without Existing VMs. 
                        

                        				
                     

                     	
                        					
                        Configuring a Private VLAN on a VM Network with Existing VMs. 
                        

                        				
                     

                  
 
                  	 
               
            

         
      

   
      
         
            Distributed Virtual Switches and Cisco Nexus 1000v

            
               Considerations when Deploying Distributed Switches
                  		
               

               
                  
                     	
                        Note

                     
                     	
                         
                           		
                           
                              	 
                                 			 
                                 Using Distributed Virtual Switches (DVS) or Cisco Nexus 1000v (NK1v) is an optional and not a required step. 
 
                                 		  
                              

                              	 
                                 			 
                                 DVS for your
                                    				vMotion network is available only if your environment has Enterprise Plus
                                    				License for vSphere. 
                                    			 
                                 
 
                                 		  
                              

                              	 
                                 			 
                                 You can use only
                                    				one of the two switches at a given time. 
                                    			 
                                 
 
                                 		  
                              

                              	 
                                 			 
                                 There may be a potential conflict between the Quality of Service (QoS) policy for HyperFlex and Nexus 1000v. Make sure that
                                    the QoS classes for N1Kv are set as per the HyperFlex policy. See Creating a QoS Policy, in the Network and Storage Management Guide.
                                 
 
                                 		  
                              

                              	 
                                 			 
                                  If you choose to deploy N1Kv switch, apply the settings as described, so that the traffic between the HyperFlex hosts flows
                                    locally on the FIs in a steady state. If not configured accurately, it could lead to a situation where most traffic will go
                                    through the upstream switches leading to latency. In order to avoid that scenario, ensure that the Storage Controller, Management
                                    Network, and vMotion port groups are configured with active/standby and failover enabled.  
                                 
 
                                 		  
                              

                           

                           			
                           
                              	
                                 					
                                 Set the link status for the Network Control Policy using UCS Manager. For details, see the "Configuring Network Control Policy" section in the Cisco UCS Manager GUI Configuration Guide. 
                                 

                                 				
                              

                              	
                                 					
                                 Set the vSwitch properties in vCenter. 

                                 					
                                 a. Set the Network Failure Detection to Link Status only. 
                                 

                                 					
                                 b. Set Failback to Yes. For details, see the "Configuring the VM-FEX for VMware" section in the Cisco UCS Manager VM-FEX for VMware Configuration guide
                                    					
                                 

                                 				
                              

                           
 
                           	 
                        

                     
                  

               

               Distributed switches ensure that each node is using the same configuration. It helps prioritize traffic and allows other network
                  streams to utilize available bandwidth when no vMotion traffic is active. 
               

               The HyperFlex (HX)
                  		Data Platform can use Distributed Virtual Switch (DVS) Networks for
                  		non-HyperFlex dependent networks. 
                  	 
               

               These non-HX dependent
                  		networks include: 
                  	 
               

               
                  	 
                     		  
                     VMware vMotion
                        			 networks 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     VMware
                        			 applications networks 
                        		  
                     
 
                     		
                  

               

               The HX Data Platform
                  		has dependency that the following networks use standard vSwitches. 
                  	 
               

               
                  	 
                     		  
                     vswitch-hx-inband-mgmt: Storage Controller Management Network 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     vswitch-hx-inband-mgmt: Management Network 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     vswitch-hx-storage-data: Storage Hypervisor Data Network 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     vswitch-hx-storage-data: Storage Controller Data Network 
                        		  
                     
 
                     		
                  

               

               During HX Data
                  		Platform installation, all the networks are configured with standard vSwitch
                  		networks. After the storage cluster is configured, the non-HX dependent
                  		networks can be migrated to DVS networks. For example: 
                  	 
               

               
                  	 
                     		  
                     vswitch-hx-vm-network: VM Network 
                        		  
                     
 
                     		
                  

                  	 
                     		  
                     vmotion: vmotion
                        			 pg 
                        		  
                     
 
                     		
                  

               

               For further details on how to migrate the vMotion Network to Distributed Virtual Switches, please see the Migrating vMotion Networks to Distributed Virtual Switches (DVS) or Cisco Nexus 1000v (N1Kv) in the Network and Storage Management Guide. 
               

            

         
      

   
      
         
            Hosting vCenter on
               	 the HX Data Platform
            

            
               Deployment of vCenter on the HyperFlex cluster is supported with some constraints. See the How to Deploy vCenter on the HX Data Platform TechNote for more details. 
               

            

         
      

   
      
         
            Chapter 9. Setting Up Multiple
               	 HX Clusters 
            

            

            
            
               
                  	Setting Up Multiple Clusters

               

            
            
         
      

   
      
         
            Chapter 10. Expand Cisco HyperFlex System Clusters
            

            
            
               
                  	Cluster Expansion Guidelines

                  	Prerequisites When Expanding M5/M6 Clusters

                  	Mixed Cluster Expansion Guidelines - Cisco HX Release 5.5(x)

                  	Steps During Mixed Cluster Expansion

                  	Prerequisites for Adding a Converged Node

                  	Preparing a Converged Node

                  	Adding a Converged Node to an Existing Cluster

                  	Prerequisites for Adding a Compute-Only Node

                  	Preparing a Compute-Only Node

                  	Adding a Compute-Only Node to an Existing Cluster

                  	Resolving Failure of Cluster Expansion

                  	Logical Availability Zones

               

            
            
         
      

   
      
         
            Chapter 11. Set Up Clusters with Mixed CPUs
            

            
               This chapter describes how to add HX nodes with different Intel CPU versions on the same FI. 

            

            
            
               
                  	Overview

                  	Prerequisites for Using Mixed CPUs

                  	CPU Compatibility with EVC Mode

                  	Enable Enhanced vMotion Compatibility (EVC) on an Existing Cluster

               

            
            
         
      

   
      
         
            Overview

            
               HyperFlex  supports Intel v3 and Intel v4 CPUs on the same fabric interconnect. Enable VMware Enhanced vMotion Compatibility
                  (EVC) to migrate virtual machines between Intel v3 and Intel v4 CPUs. After EVC is enabled, all hosts in the HyperFlex  cluster
                  are configured to give them a baseline with features of the lower model of CPU. Identical CPU features are exposed to virtual
                  machines regardless of which host they are running on, so virtual machines can be migrated between hosts in a HyperFlex  cluster.
                  This ensures CPU compatibility for vMotion even if the hosts have different underlying hardware. 
               

            

         
      

   
      
         
            Prerequisites for Using Mixed CPUs

            
               
                  	
                     				
                     You can only use CPUs from a single vendor in an EVC-enabled cluster. You cannot add a host from a different vendor into an
                        EVC-enabled cluster.
                     

                     			
                  

                  	
                     				
                     When enabling EVC for a cluster with Intel processors of the Xeon E3 or Xeon E5 family that have different revision numbers
                        (v2, v3, or v4), an EVC baseline is required.
                     

                     			
                  

                  	
                     				
                     Enable advanced virtualization CPU features in the BIOS if they are available. Otherwise, it can cause problems in enabling
                        EVC, as EVC compatibility checks may fail to detect the features that are expected to be present for a particular CPU.
                     

                     			
                  

                  	
                     				
                     Migration of virtual machines using vMotion may fail, even if they are within an EVC cluster under the following scenarios:

                     				
                     
                        	
                           						
                           When a host is not connected to a vCenter Server system. 

                           					
                        

                        	
                           						
                           When a host is not configured for vMotion. 

                           					
                        

                        	
                           						
                           If the virtual machine does not reside on storage shared by the source and destination hosts.

                           					
                        

                     

                     			
                  

               

            

         
      

   
      
         
            CPU Compatibility
               	 with EVC Mode
            

            
                To determine the Enhanced vMotion Compatibility (EVC) modes compatible with your CPU, search the VMware Compatibility Guide. Search for the server model or CPU family, and click the entry in the CPU Series column to display the compatible EVC modes.
                  
               

               
                   Finding the Current EVC Mode for a Host

                  			
                  			
                  Each EVC mode corresponds closely to the features available in processors with the same name. 

                  			
                  Using vSphere Web Client

                  			
                  
                     	
                        					
                        From the vSphere Web Client Navigator, select Hosts and Clusters > HX Cluster > Summary. The Summary tab indicates whether EVC is enabled, and displays the current EVC mode for the host.
                        

                        				
                     

                     	
                        					
                        Click the blue icon next to the EVC mode to display a list of all the supported EVC modes for the host. 

                        				
                     

                  

                  			
                  Using VMware Shared Utilities Tool

                  			
                  VMware provides a free CPU identification utility that displays the compatible EVC modes, in addition to other CPU features.
                     You can download this utility and boot the host from the ISO image from Shared Utilities. 
                  

                  		
               
            

         
      

   
      
         
            Enable Enhanced vMotion Compatibility (EVC) on an Existing Cluster

            
               Enable EVC to ensure that migration with vMotion is possible between hosts in the cluster. EVC mode is required when mixing
                  different CPU families within the same HyperFlex cluster. Once EVC mode is enabled, only hosts that meet the minimum requirements
                  of the configured EVC mode may be added to the cluster. EVC mode can be enabled, even during cluster expansion without disruption.
                  
               

               
                  
                     	
                        Note

                     
                     	
                        
                           
                           
                              	
                                 
                                  EVC is disabled by default. It can be enabled in the cluster settings under VMware EVC. 
                                 

                                 
                              

                              	
                                 
                                 This is not an HX Data Platform constraint but rather a VMware limitation. For further details, refer to the VMware KB article
                                    EVC and CPU Compatibility FAQ (1005764). 
                                 

                                 
                              

                           

                           
                        

                     
                  

               

               
               
                  
                     	
                        Note

                     
                     	
                        
                           
                           
                              
                              	
                                 
                                 If you are enabling EVC mode, verify that EVC mode supports Advanced Encryption Standard New Instructions (AES-NI). 

                                 
                              

                              
                              	
                                 
                                 This is not an HX Data Platform constraint but rather a VMware limitation. For further details, refer to the VMware KB article
                                    EVC and CPU Compatibility FAQ (1005764). 
                                 

                                 
                              

                              
                           

                           
                           
                        

                     
                  

               

               There are two paths to consider, uniform clusters that you want to add newer generation servers to, and existing clusters
                  with mixed generations of servers. 
               

            

            
            
               
                  	Adding Newer Generation Servers to Uniform Clusters

                  	Adding Mixed or Older Generation Servers to Existing Clusters

               

            
            
         
      

   
      
         
            
            Chapter 12. Cisco HyperFlex Systems Server Imaging for Factory Shipped Servers
            

            
            
            

            
            
            
               
                  	Standard Installation Overview

                  	Installation and Configuration of Factory Shipped Cisco HyperFlex Systems

                  	Installing VMware ESXi

               

            
            
         
      

   
      
         
            Standard Installation Overview

            
               Beginning in April 2024, HyperFlex servers are being shipped from the factory without VMware ESXi preinstalled. This chapter
                  describes the process for manually preparing factory shipped servers for the Cisco HyperFlex install. It is imperative that
                  the ESXi ISO is installed before starting the HyperFlex Installation.. 
               

               		
               This standard installation method is used for the following install scenarios: 

               		
               
                  			
                  	
                     				
                     New cluster deployment.

                     			
                  

                  			
                  	
                     				
                     Converged node expansion. 

                     			
                  

                  		
               

            

         
      

   
      
         
            Chapter 13. Cisco HyperFlex Systems Customized Installation Method
            

            
            
               
                  	Customized Installation Overview

                  	Installation and Configuration Workflow for Non Pre-Configured Cisco HyperFlex Systems

                  	Installing VMware ESXi

               

            
            
         
      

   
      
         
            Customized Installation Overview

            
               Factory shipped servers are shipped without VMware ESXi preinstalled. This chapter describes the process for manually preparing
                  factory shipped servers for the Cisco HyperFlex install. Complete this process before moving to the HyperFlex installation
                  steps.  
               

               		
               This customized installation method can be used during the following scenarios:

               
                  	
                     				
                     Adding a compute-only node to the HyperFlex cluster.

                     			
                  

                  	
                     				
                     Redeploying your Cisco HyperFlex system.

                     			
                  

               

               		
               
                  
                     	
                        Note

                     
                     	
                        
                           			
                           The customized installation workflow tasks are essentially the same as for deploying pre-configured HyperFlex Systems. The
                              difference is that this workfow includes the additional task of installing VMware ESXi . 
                           

                           		
                        

                     
                  

               

            

         
      

   
      
         
            
            Communications, Services, Bias-free Language, and Additional Information

            
            
            
               
               
                  
                  
                     
                     	
                        
                        To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
                        

                        
                     

                     
                     	
                        
                        To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
                        

                        
                     

                     
                     	
                        
                        To submit a service request, visit Cisco Support.
                        

                        
                     

                     
                     	
                        
                        To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit Cisco Marketplace.
                        

                        
                     

                     
                     	
                        
                        To obtain general networking, training, and certification titles, visit Cisco Press.
                        

                        
                     

                     
                     	
                        
                        To find warranty information for a specific product or product family, access Cisco Warranty Finder.
                        

                        
                     

                     
                  

                  
               
               
               
                  Documentation Feedback

                  
                  
                  To provide feedback about Cisco technical documentation, use the feedback form available in the right pane of every online
                     document.
                  

                  
               
               
               
                  Cisco Bug Search Tool

                  
                  
                  Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system that maintains a comprehensive list of
                     defects and vulnerabilities in Cisco products and software. BST provides you with detailed defect information about your products
                     and software.
                  

                  
               
               
               
                  Bias-Free Language

                  
                  
                  The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free
                     is defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic identity,
                     sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
                     that is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language
                     that is used by a referenced third-party product.
                  

                  
                  
               
               
            

            
         
      

   
      
         
            Full Cisco Trademarks with Software License

            
               
                  
                  THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS
                     MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS, INFORMATION, AND
                     RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED
                     WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL
                     RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS. 
                     
                  

                  
                  THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT
                     ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH THE PRODUCT AND ARE
                     INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE
                     LICENSE OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY. 
                     
                  

                  
                  The Cisco implementation of TCP header compression is an adaptation of
                     a program developed by the University of California, Berkeley (UCB) as part of
                     UCB's public domain version of the UNIX operating system. All rights reserved.
                     Copyright © 1981, Regents of the University of California.
                     
                  

                  
                  NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL
                     FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION,
                     THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE,
                     OR TRADE PRACTICE.
                  

                  
                  IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT,
                     SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT LIMITATION,
                     LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO
                     USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE
                     POSSIBILITY OF SUCH DAMAGES. 
                     
                  

                  Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone
                     numbers. Any examples, command display output, network topology diagrams, and other figures included in the document are shown
                     for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional and
                     coincidental.
                  

                  
                  All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version
                     for the latest version.
                     
                  

                  
                  Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

                  
               
               
                  
                  
                  
                   Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its
                     affiliates in the U.S. and other countries. To view a list of Cisco
                     trademarks, go to this URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the
                     property of their respective owners. The use of the word partner
                     does not imply a partnership relationship between Cisco and any
                     other company. (1721R)
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5 Instructions A Launch UCS Manager
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