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Introduction

This document will cover in detail the requirements, configuration steps, and verification details for
deploying the Cisco Nexus One fabric architecture. The primary goal is to interconnect Cisco ACI Fabrics,
and NX-OS fabrics using standards based VXLAN EVPN peering leveraging border gateways. While this
document’s primary goal is to use ACI and NX-OS fabrics, it is important to note that you could connect
ACI to any standards based VXLAN EVPN fabric deployment. Therefore, the steps outlined in this white
paper aim to illustrate how that configuration is deployed independently on each fabric. For seeing how
both ACI and NX-OS configuration can be automated centrally from Nexus Dashboard, please see <insert
4.2 whitepaper link when ready>.

What is architecture?

The Cisco Nexus One Fabric architecture is comprised of a few key components:

Nexus Dashboard. Nexus Dashboard will act as a centralized and normalized control point of all
operations over Cisco fabrics interconnected with this architecture regardless of the underlying
implementation differences in each fabric. In this paper, we focus on ACI and NX-OS fabrics. In ND
release 4.1, and for this example, Nexus Dashboard will not provision the APIC configuration
required to build the end-to-end connectivity but will handle the NX-OS configuration. In Nexus
Dashboard release 4.2, Nexus Dashboard can be the single control point for all configuration, and
operations/telemetry across both fabrics. Examples of this will be coming soon in an updated
publication.

VXLAN EVPN Border Gateway. It enables scalable interconnectivity between multiple VXLAN fabrics that
can participate in VXLAN EVPN Multi-Site with Border Gateways based on the IETF draft “draft-sharma-
bess-multi-site-evpn-05.

VXLAN Security Groups. It provides a consistent security enforcement between the fabrics/sites via
EVPN Group Policy ID Extended Community based on the IETF draft “draft-Irss-bess-evpn-group-policy-
02" and VXLAN Group Policy Option based on the IETF draft “draft-smith-vxlan-group-policy-05”. For
end-to-end security enforcement, each fabric should support the same or similar capability within itself as
well.

To support this architecture, several features and enhancements were added into the Cisco Data Center
networking portfolio to support this:

Cisco ACI and border gateways. Beginning in ACI release 6.1, an additional leaf role was added:
border gateway leaf. This switch role allows the termination of internal ACI networking and policy
into standards based VXLAN EVPN. The Nexus One fabric architecture leverages these border
gateways to interconnect to other VXLAN EVPN fabrics.

VXLAN Group Policy Option. This functionality allows Security Group Tags (SGT) to be added into
EVPN routes, as well as into the VXLAN header for data plane identity and policy enforcement. For
detailed information, please refer to the VXLAN GPO whitepaper.
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Figure 1. Cisco Nexus-ONE fabric architecture overview

What are the benefits of architecture?

VXLAN EVPN has always enabled seamless extension of Layer-2 and Layer-3 networks across switches in
the same fabric, and across fabrics via VXLAN EVPN Multi-Site. With the ability to interconnect ACI fabrics
to other VXLAN EVPN fabrics, especially NX-OS, we now have the ability to apply this architecture in a way
that will work regardless of the underlying differences within each site. This unlocks some critical use
cases:

« Co-existence of multiple architectures and operating models - It is common for there to be use
cases in deploying different data center architectures and operating models. A customer may
choose to deploy ACI as their primary datacenter fabric, leveraging deep automation and software
defined networking policies. However, that same customer may opt to deploy NX-OS fabrics in
another site where a traditional networking approach with CLI and Nexus Dashboard automation
might be a better fit. There are also scenarios where mergers and acquisitions of other companies
happen where different architectures and deployments were at play. In those cases, it is critical to
be able to interconnect them if the business requires it.

« Ease of migration to or from different architectures - With the ability to extend VXLAN EVPN
across architectures, it can make migrating to or from an instance of one architecture much simpler.
Instead of relying on traditional Layer-2 and Layer-3 extensions, and inheriting the complexity of
managing duplicate IP subnet domains, and gateway cutovers, leveraging VXLAN EVPN allows
Layer-2 and Layer-3 extension of workloads natively.

« Keep a consistent policy across architectures - Whether you are leveraging the ACI policy model
via contracts, or NX-OS EVPNs policy model using Group Policy Option (GPO), these policy tags can
co-exist and integrate natively to allow a single policy domain across workloads and across
architectures.

High level architecture of the deployment

Traditionally, ACI Multi-site has relied on EVPN and VXLAN extension at the spine layer, with cross site
orchestration and policy being centralized within Nexus Dashboard Orchestrator. This is sometimes
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referred to as “ACI Multi-Site with NDO,” or “NDO Multi-Site.” This is a closed architecture that works well
if all interconnected sites are ACI.

Since the VXLAN border gateway on ACI now allows the extension of VXLAN EVPN to any remote fabric
type, and the configuration is natively exposed on APIC without NDO, this Nexus One compliant model is
referred to as ACI BGW Multi-Site.

In the example provided in this whitepaper, the remote fabric will be a Nexus 9000 fabric running VXLAN
EVPN, and also configured from Nexus Dashboard. In the current release, both the APIC and Nexus
Dashboard will be configured independently, exposing the workflow for each controller identical to how it
would be if the remote fabric(s) was a non cisco fabric. However, it is important to note that in Nexus
Dashboard release 4.2, orchestration for any Cisco VXLAN EVPN fabric will be done on Nexus Dashboard,
simplifying the overall user experience, namespace normalization, and policy domain across them. This
includes Cisco ACI and NX-OS VXLAN EVPN fabrics.

Hardware and software versions

The software and hardware used throughout this deployment guide is as follows:

ACI Software: 6.1(5)M. This release has all the features within ACI to provide VXLAN EVPN border
gateways, VNI and Security Group Tag (SGT) normalization, and policy enforcement. This also has support
for BGW Multi-Site between ACI fabrics as opposed to Multi-Site deployed through Nexus Dashboard
Orchestration (NDO). The whitepaper for this use cases is published here: <insert link>.

ACI Hardware: Any hardware combination is supported if the border gateways are FX or newer models that
use 32GB of RAM. Because of this, FX2 is not supported.

Nexus Dashboard: 4.1(1g)

NX-0OS: 10.6(1)M. This release unlocks new capabilities to allow MAC based segmentation along with
port/vlan based segmentation. This allows traffic to be classified across architectures in a consistent way
and supports both layer 2 and layer 3 based segmentation. For a complete list of feature capabilities, refer

the Cisco Nexus 9000 Series NX-OS VXLAN Configuration Guide.

Inter-Site Network: Nexus 9000 switches running 10.4(3). There are no restrictions on the hardware and
software for the inter-site network as long as the platforms and software support eBGP.

Summary of deployment steps

Below is a high-level summary of the steps required to deploy this solution. Each step will be shown in
detail using a reference topology and configuration in the Deployment Details section.

1. Configure the underlay routing and overlay BGP EVPN sessions.
Deploy the eBGP configuration on the ISN switches for the underlay.
Create a VXLAN Infra L30ut on the APIC controller. If deployment is ACI to ACI, step c is not required.

2
3
4. Deploy the underlay and overlay configuration on NX-OS using Nexus Dashboard.
5. Configure the application networks, VNI translations, and define policy.

6

Configure the Tenant, VRFs, Endpoint Groups (EPG), and Bridge Domains (BD) on the APIC Controller
(ACI) for the applications. If deployment is ACI to ACI, step b is not required.

7. Configure the VRFs and Networks on Nexus Dashboard (NX-0S).
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8. Create the VXLAN stretch configuration on the APIC Controller (ACI) to map the VRFs and Bridge
domains to the VNI of the VRF and Network on Nexus Dashboard. If deployment is ACI to ACI, the
VXLAN stretch configuration will be deployed on each APIC Controller (ACI Fabric).

9. Create the Endpoint Security Group (ESG) configuration on the APIC controller (ACI) to assign policy for
the local endpoints/routes in ACI, and the remote endpoints/routes in NX-OS.

10. Configure the Security Groups within Nexus Dashboard if end-to-end policy awareness using VXLAN
GPO is required. This ensures that the security group tags (SGT) are carried within the EVPN routes
towards ACI for re-classification within an ESG.

Deployment Details

This whitepaper will highlight the deployment steps required to configure and validate connectivity
between the different examples where ACI border gateway can be leveraged. There are a few
assumptions that are made for each example:

« The reader has a basic understanding of ACI concepts, including Tenants, EPGs, Bridge Domains,
VRFs, and Layer-3 Outs.

« Nexus Dashboard has been bootstrapped and configured based on Cisco’s best practice
deployment guidelines for managing NX-OS fabrics. The following whitepaper provides an in-depth
overview of how best to deploy Nexus Dashboard for NX-OS fabrics including Telemetry: Deploying
Nexus Fabrics with Telemetry on Cisco Nexus Dashboard

o The Initial fabric discovery, and creation for both ACI and NX-OS fabrics has already been
completed, and the intent is to now extend connectivity between them. This white paper will not
cover the initial fabric discovery for each fabric type in the following examples.

Example #1 - ACI Fabric to NX-OS Fabric (ND Managed)

Reference Topology

1/25

97 J%)A: L 1/9/ »”9‘ @

| Inter-Pod Network ‘ J

ACI NXOS VXLAN EVPN

Pod-1 Pod-2
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Figure 2. Cisco Nexus One fabric architecture reference topology

Note: This topology lacks production ready redundancy as it does not contain multiple spines and border
gateways at each site/pod (nor redundant devices in the Inter-site Network). This was used to simplify the
deployment steps for the purpose of this example and whitepaper.

BGP and IP Addressing Used
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Figure 3. Cisco Nexus One fabric architecture example BGP and IP addressing
Infrastructure Configuration for Underlay and Overlay

Inter-site Network Configuration

To provide underlay connectivity for the two fabrics to communicate using VXLAN BGP EVPN, the ISN
switches must provide a routed transport to carry the EVPN control plane and VXLAN data plane. To
accommodate this, each ISN switch will have the BGP feature enabled, and will peer eBGP to both the ACI
and NX-OS fabrics, as well as each other. This ensures that any IP address injected from each fabric will
automatically be advertised to the remote fabric and allow IP reachability to be established.

1. Configure a dedicated VRF to forward the control and date plane traffic between sites: vxlan-infra. This
is a recommendation but not a requirement. It helps isolate the underlay and overlay to a dedicated VRF
to prevent overlaps with the default VRF. This VRF must be separate from the VRF used for the Inter-Pod
network if the deployment is ACI Multi-Pod as well.

2. Configure the IP addresses and VRF onto the physical interfaces that connect the ISN switches to each
fabrics border gateways, and each other.

3. Configure the BGP feature, and BGP neighbors between each fabrics border gateways, and each other
using the appropriate Autonomous System Numbers.
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CLI Configuration for ISN-1

vrf context vxlan-infra

interface Ethernetl/25
mtu 9216
vrf member vxlan-infra
ip address 10.254.0.2/30
no shutdown

interface Ethernetl/26
mtu 9216
vrf member vxlan-infra
ip address 10.254.0.6/30
no shutdown

interface Ethernetl/31
mtu 9216
vrf member vxlan-infra
ip address 10.254.0.13/30

no shutdown

feature bgp
router bgp 65200

vrf vxlan-infra
neighbor 10.254.0.1
remote-as 65100
address-family ipv4 unicast
neighbor 10.254.0.5
remote-as 65100
address-family ipv4 unicast
neighbor 10.254.0.14
remote-as 65201

address-family ipv4 unicast
BGP Session Verification for ISN-1

isn-1# show ip bgp neighbors 10.254.0.14 vrf vxlan-infra
BGP neighbor is 10.254.0.14, remote AS 65201, ebgp link, Peer index 5
BGP version 4, remote router ID 10.254.0.14
Neighbor previous state = OpenConfirm
BGP state = Established, up for 5w3d
Neighbor vrf: vxlan-infra
Peer is directly attached, interface Ethernetl/31

<SNIP>

isn-1# show bgp sessions vrf vxlan-infra
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Total peers 3, established peers 1

ASN 65200

VRF vxlan-infra, local ASN 65200

peers 3, established peers 1, local router-id 10.254.0.2

State: I-Idle, A-Active, O-Open, E-Established, C-Closing, S-Shutdown

Neighbor ASN Flaps LastUpDn|LastRead|LastWrit St Port (L/R) Notif (S/R)
10.254.0.1 65100 4 00:00:14 | never |never I 0/0 0/2
10.254.0.5 65100 4 00:00:14 |never | never I 0/0 0/2
10.254.0.14 65201 O 10w5d [00:00:18]00:00:14 E 57312/179 0/0

CLI Configuration for ISN-2

vrf context vxlan-infra

interface Ethernetl/26
mtu 9216
vrf member vxlan-infra
ip address 10.254.0.10/30
no shutdown
interface Ethernetl/31
mtu 9216
vrf member vxlan-infra
ip address 10.254.0.14/30
no shutdown
feature bgp
router bgp 65201
vrf vxlan-infra
neighbor 10.254.0.9
remote—as 65002
address-family ipv4 unicast
neighbor 10.254.0.13
remote—as 65200

address-family ipv4 unicast

BGP Session Verification for ISN-2

isn-2# show ip bgp neighbors 10.254.0.13 vrf vxlan-infra

BGP neighbor is 10.254.0.13, remote AS 65200, ebgp link, Peer index 3
BGP version 4, remote router ID 10.254.0.2
Neighbor previous state = OpenConfirm
BGP state = Established, up for 5w3d

Neighbor vrf: vxlan-infra
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Peer is directly attached, interface Ethernetl/31

<SNIP>

isn-2# show bgp sessions vrf vxlan-infra

Total peers 2, established peers 2

ASN 65201

VRF vxlan-infra, local ASN 65201

peers 2, established peers 2, local router-id 10.254.0.14

State: I-Idle, A-Active, 0O-Open, E-Established, C-Closing, S-Shutdown

Neighbor ASN Flaps LastUpDn|LastRead|LastWrit St Port(L/R) Notif (S/R)
10.254.0.9 65002 2 00:00:14 | never |never I 0/0 0/2
10.254.0.13 65200 0 10w5d [00:00:05|00:00:55 E 179/57312 0/0

At this stage, BGP sessions between the two ISN switches have been established, but the sessions to the
ACI border gateways in each pod, and the session to the NX-OS border gateway are still Idle because the
remote configuration has not been completed. The following sections will illustrate how to deploy the
border gateways at each fabric and validate the sessions are established.

Adding the ISN Switches to Nexus Dashboard

Since this example will illustrate how to interconnect an ACI fabric to an NX-OS fabric that is deployed and
managed using Nexus Dashboard, having visibility into the ISN switches will allow Nexus Dashboard to
easily retrieve the connected interfaces on the border gateway, and provide an easy workflow to deploy
the IP addressing and BGP configuration shown in the section “NX-OS EVPN” Section.

Nexus Dashboard allows devices to be on-boarded in two modes:

« Managed Mode: In this mode, Nexus Dashboard will act as the single control point for all
configuration and telemetry.

e Monitor Mode: In this mode, Nexus Dashboard will only learn the inventory of the on-boarded
switches and allow that information to be used for other workflows and visibility.
In this example, the ISN switches will be on-boarded to Nexus Dashboard in monitor mode. This was done
to illustrate the manual configuration on each ISN device based on specific IP addressing in the topology,
rather than having ND assign addresses from a pool. Alternatively, you could have ND manage these ISN
switches and auto configure the links between the NX-OS ISN devices. To do this, log into Nexus
Dashboard, and navigate to Manage > Fabrics > Action > Create fabric.

Choose “Onboard existing LAN fabric”.
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Figure 4. Creating the ISN fabric in Nexus Dashboard
The fabric type in this case is “External and Inter-fabric connectivity.” This allows Nexus Dashboard to
build a logical and physical view of the remote ISN switches.
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Figure 5. Defining the ISN fabric type in Nexus Dashboard

Click on “Advanced” in the “Configuration mode.” Give the fabric a name that represents the NX-OS ISN
switches, enter a location, and BGP ASN. Since the NX-0OS ISN switches are participating in an eBGP
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domain, they have different ASN numbers. In this case, use the first ASN number of ISN-1, and the
configuration will be updated manually at a later step when the point-to-point connectivity is deployed for
ISN-2 connecting to the NX-OS border gateway. Optionally, enable Telemetry.

‘dueh Nexus Dashboard Q 0@ ® | Q admn
@& € Fabrics
sona Create/Onboard Fabric Whatis a fabric?
~
Home @ Select a category Settings
ard existing LAN fal hese are the recommended settings for configuring the parameters and capabilities of the new fabri
K Configuration mode
Select a type
Manage @ B ey e Default () Advanced
Name * o %,
- -
Q o Settings ‘ - -
Analyze Advancad nx-isn A
Location*
= ® @
Admin ‘ San Jose, US
BGP ASN*
| es200

Fabrictype  Multisite & External Connectivity

License tier for fabric
@ Essentials J Advantage () Premier

Enabled features

[ Give feedback

Telemetry

Telemetry collection
Out-of-band (@ In-band

Telemetry streaming via

® 1pva L3

Telemetry VRF *

| defaun

Telemetry source interface *

‘ loopback0

Security domain*

[ an

) -

Figure 6. Defining the ISN fabric settings in Nexus Dashboard

The next screen will give you advanced options, including the option to enable “Fabric Monitor Mode.”
Click this, select Next, and then finish the fabric creation wizard.
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Figure 7. Enabling Fabric Monitor Mode on the ISN fabric in Nexus Dashboard

> Give feedback

After the fabric has been created, navigate to the fabric and add the ISN switches using Manage > Fabrics

> nx-isn > Actions > Add switches.

Add the Seed IP (mgmtO IP) for ISN-1, enter the authentication parameters, and set Max Hops to 1. This
will allow Nexus Dashboard to automatically discover ISN-2 using LLDP/CDP. If there are additional
devices, the Max Hops can be increased as needed.
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Figure 8. Adding the ISN switches to the ISN fabric in Nexus Dashboard

Select the ISN switches and choose Add switches.
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Figure 9. Adding the ISN switches to the ISN fabric in Nexus Dashboard

The switches will be processed and added to the fabric. Once complete, a green progress bar will signify
they were successfully on-boarded.
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Figure 10. Adding the ISN switches to the ISN fabric in Nexus Dashboard
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Figure 11. Adding the ISN switches to the ISN fabric in Nexus Dashboard

ACI VXLAN L30ut
Deployment
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The ACI 6.1(X) release introduces a new leaf role called “Border Gateway Leaf.” In the current release,
this is a dedicated leaf for the VXLAN EVPN Border Gateway functionality. This leaf is commissioned the
same way any other node in the fabric is commissioned, just with a dedicated role. In this example, leaf
501 in pod-1 and leaf 502 in pod-2 are commissioned with this role and will act as the border gateways.

Ui APIC 00v000

(RICICM  Fabric Membership

Figure 12. Fabric membership showing the border gateway leafs at each pod

Once the border gateway leafs are registered and active, the underlay and overlay routing can be
established. The APIC controller exposes the underlay and overlay VXLAN EVPN configuration through a
“VXLAN Infra L30ut” construct within the “infra” tenant. There is a built-in wizard that will walk through the
steps and required configuration options. This configuration will create the following:

« The underlay point-to-point connectivity between the border gateways and the ISN including the
BGP neighbor configuration.

« The EVPN Control Plane Loopback for EVPN peering to the remote site.

e A VXLAN Border Gateway “set,” with each switches Multi-Site VIP. This is the external VIP address
shared by all the border gateways in the same BGW-Set in the same pod.

« Remote VXLAN fabric(s), with their peer EVPN control plane IP and BGP AS.
Navigate to Tenants > infra > Networking > VXLAN Infra L30uts, right click and select Create VXLAN
Infra L30ut.

The wizard will ask for a name for the VXLAN Infra L3Out, provide a name and click Next.
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Create VXLAN Infra L30ut [X]

1. Connectivity

BGP EVPN Address Family

BGP IPv4 Address Family
BCW. Single-hop BFD for BGP Neighbor

VXLAN ACIBGW VXLAN NxOS BGW

Connectivity

The creation of an VXLAN Infra Layer 3 outside (L30ut) is required to enable the VXLAN handoff from ACI.
Before configuring VXLAN infra L3Qut, and if Multi-Pod is configured for the ACI fabric, please ensure that the same set of spines in each Pod are
configured with both External Multi-Pod peering and as BGP Route-Reflectors

Underlay Configuration

The underlay Configuration used is BGP

Figure 13. Creating a VXLAN Infra L30ut on APIC

The next step will be to complete the configuration for the node and interfaces of the border gateways. By
default, a suggested Node Profile Name and Interface Profile Name will be auto populated based on the
name of the VXLAN Infra L30ut entered on the previous screen.

Choose the Interface type being used to connect and peer with the connected ISN switch(es). In this
workflow, each border gateway in each pod will be configured. Select the first node. There will be a
warning that is shown explaining that it is recommended to leave the “Router ID” field blank, as that router
ID is used to establish the MP-BGP session between the ACI border gateway and the ACI spines. You can
manually configure the Router ID, but the MP-BGP session to the spines will flap in this case. The use case
for this is when the pod tep pool overlaps with the ISN devices or remote EVPN fabrics(s). By default, the
Router ID will assume the IP address of the P-TEP on the ACI Border Gateway. If this is in use in the
underlay routing or remote fabric, it will need be to different. But other than that, leave this field at default
(blank).
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Create VXLAN Infra L30ut

2. Nodes And Interfaces

Nodes and Interfaces

Select the Border Gateway nodes (BGWs) for the VXLAN configuration

BFD Interface Policy

Interface Types

o -
Layer 3 Sub-
Layer 2: Port Th
Nodes
Node ID Router IC
aci-bgw1 (Node-501)
Interface MTU (by IPva4 P R
o | Jo [ ° +

Figure 14. Warning message for modifying the router ID

Configure the EVPN loopback address in the Loopback Address field. This loopback will act as the source
for the EVPN peering with the remote border gateways. Choose the physical interface that connects to the
ISN Network, along with the IP address and peer ISN switches IP address and BGP ASN for the underlay

routing. Repeat this step for all border gateways and click Next.
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Create VXLAN Infra L30ut

Node Profile Name: | VXLAN-L30ut_nodeProfile
Interface Profile Name: | VXLAN-L30ut_interfaceProfile

BFD Interface Policy: | select a value

Interface Types

Layer 3: .HHE Sub-Interface )

Layer 2: Port

Nodes
Node ID Router ID Loopback Address
aci-bgw1 (Node-501) 105.105.105.105 W + Hide Inte
Interface MTU (bytes) IPv4 Address Peer IPv4 Address Remote ASN
eth1/97 9216 10.254.0.1/30 10.254.0.2 65200

Ex: eth
1/paths-101

gy/pod address/mask
2p-[eth1/23

Node ID Router ID Loopback Address
aci-bgw2 (Node-502) 106.106.106.106 W + Hide Interfaces
Interface MTU (bytes) IPvd Address Peer IPv4 Address Remote ASN

eth1/97 9216 10.254.0.5/30 10.254.0.6 65200

Ex: eth address/mask

2. Nodes And Interfaces

Previous Cancel

Figure 15. Creating a VXLAN Infra L30ut on APIC and defining the border gateway addressing

The next step is creating a “Border Gateway Set Policy.” This policy defines the VXLAN Site ID for the ACI
site, along with the unique Multi-Site VIP shared by all the BGWs in the same pod. Enter a VXLAN Site ID,
give the set a name, and then create the Multi-Site VIP addresses shared by all the BGWSs in the same pod

by defining the POD ID along with the desired Multi-Site VIP.
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Create VXLAN Infra L30ut %]

3. Policy Configuration

VXLAN Policy Configuratic Create Border Gateway Set Policy (%)

VXLAN Border Gateway Set a

D

Figure 16. Creating a VXLAN Infra L30ut on APIC and defining the border gateway set

Next, you can click the check box next to “Configure VXLAN Remote Fabrics” to create the peer VXLAN
EVPN configuration for the remote site. Give the site a name, specify the remote EVPN peer address for
each remote site border gateway, enter a TTL that will accommodate enough physical eBGP hops between
the ACI border gateways and the remote sites border gateways. In this example topology, there is only a
single border gateway on the NX-OS site that will represent a single Remote EVPN Peer Address. By
default, Nexus Dashboard will provision loopbackO with a unique IP address per device in the fabric for
BGP peering. This IP address will be used to peer to ACI as well.
nx-bgw# show interface loopback 0
loopback0 is up
admin state is up,

Hardware: Loopback

Description: Routing loopback interface

Internet Address is 10.2.0.3/32

MTU 1500 bytes, BW 8000000 Kbit , DLY 5000 usec

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation LOOPBACK, medium is broadcast

Auto-mdix is turned off

456882 packets input 28490775 bytes

0 multicast frames 0 compressed
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input errors 0 frame 0 overrun 0 fifo
packets output 0 bytes 0 underruns

output errors 0 collisions 0 fifo

o O O O

out carrier errors

Click Finish to push the configuration to the fabric and border gateways in each pod.

Create VXLAN Infra L30ut [53)

3. Policy Configuration

VXLAN Policy Configuration

VXLAN Border Gateway Set and VXLAN Remote Fabrics.

Border Gateway Set

Policy.

ACI-VXLAN

Configure VXLAN Remote -
Fabrics: =

Remote VXLAN Fabric

Remote Fabric Name:

NXOS-Site +
Remote EVPN Peer Address Remote AS TTL

10.2.0.3 65002 2 S -

Previous Cancel Finish

Figure 17. Creating a VXLAN Infra L30ut on APIC and defining the remote VXLAN fabric

Control Plane MTU Considerations

Anytime a BGP neighbor is established, it is critical that the MTU being used at each end is matching and
compatible. This ensures that as route updates occur, the BGP control plane packets being sent can be
received un-truncated or fragmented, so the routing updates and session state can be stable. By default,
ACI switches use MTU 9000 for any control plane update. This is dictated by the policy in System >
System Settings > Control Plane MTU> Control Plane MTU Policy.
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Figure 18. Control Plane MTU Policy on APIC

By default, the physical interfaces connecting to the ISN as well as loopback0 on the NX-OS border
gateway(s) will have an MTU of 1500. This may also be true for the ISN devices depending on the platform
and software used. Therefore, there are two options for ensuring MTU consistency for the BGP EVPN
control plane between sites:

Lower the value of the Control Plane MTU Policy to 1500. When doing this, it is important to understand if
this will create a conflict for any existing BGP neighbors that are set to use a higher MTU.

Increase the MTU of all devices/interfaces in the path for all NX-OS border gateways to at least 9000 to
match the ACI fabric border gateways.

Verification

After the VXLAN Infra L30ut is deployed, we should establish BGP peering on both pods border gateways
to ISN-1. This is to establish the underlay peering.

isn-1# show bgp sessions vrf vxlan-infra

Total peers 3, established peers 3

ASN 65200

VRF vxlan-infra, local ASN 65200

peers 3, established peers 3, local router-id 10.254.0.2

State: I-Idle, A-Active, O-Open, E-Established, C-Closing, S-Shutdown

Neighbor ASN Flaps LastUpDn|LastRead|LastWrit St Port (L/R) Notif (S/R)
10.254.0.1 65100 4 04:20:49|00:00:04|00:00:44 E 179/38939 0/2
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10.254.0.5 65100 4 04:20:54100:00:09(00:00:44 E  26568/179 0/2
10.254.0.14 65201 0 10wéd  00:00:01/00:00:03 E  57312/179 0/0
We should also see a BGP EVPN neighbor deployed on both pods border gateways pointing to the remote
NX-OS border gateway loopback0 (10.2.0.3), however this will remain idle until the remote VXLAN Multi-
Site configuration has been completed in the following sections. The BGP EVPN session should always be
sourced from the dynamically allocated loopback with the “vxlan-evpn-rtep” role, driven from the
Loopback Address defined in the VXLAN Infra L3out for the given border gateway. Because it is
dynamically assigned, the loopback ID may be different across border gateways.
aci-bgwl# show bgp 1l2vpn evpn neighbors 10.2.0.3 vrf overlay-1
BGP neighbor is 10.2.0.3, remote AS 65002, ebgp link, Peer index 6, Peer Tag O

BGP version 4, remote router ID 10.2.0.3

BGP state = Idle, up for OwOd

Using Loopback3 as update source for this peer

External BGP peer might be upto to 2 hops away

<SNIP>
aci-bgwl# show ip interface loopback 3 vrf overlay-1

IP Interface Status for VRF "overlay-1"

lo3, Interface status: protocol-up/link-up/admin-up, iod: 118, mode: vxlan-evpn-rtep
IP address: 105.105.105.105, IP subnet: 105.105.105.105/32
IP broadcast address: 255.255.255.255

IP primary address route-preference: 0, tag: O

aci-bgw2# show bgp 1l2vpn evpn neighbors 10.2.0.3 vrf overlay-1
BGP neighbor is 10.2.0.3, remote AS 65002, ebgp link, Peer index 4, Peer Tag 0
BGP version 4, remote router ID 10.2.0.3
BGP state = Idle, up for OwOd
Using Loopback9 as update source for this peer
External BGP peer might be upto to 2 hops away

<SNIP>

aci-bgw2# show ip interface loopback 9 vrf overlay-1

IP Interface Status for VRF "overlay-1"

109, Interface status: protocol-up/link-up/admin-up, iod: 131, mode: vxlan-evpn-rtep
IP address: 106.106.106.106, IP subnet: 106.106.106.106/32
IP broadcast address: 255.255.255.255

IP primary address route-preference: 0, tag: O

NX-OS EVPN

For the NX-OS EVPN fabric, we will leverage Nexus Dashboard to automate the underlay and overlay
peering to build the EVPN connectivity to the ACI fabric. Below is a summary of the deployment steps with
more details to follow throughout this section:

1. Ensure the fabric is built and there is a leaf switch defined with the role “Border Gateway.”

2. Onboard an External Fabric that will represent the ACI Fabric
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3. Create a Multi-Site Domain/Fabric Group and add the ACI External Fabric and the NX-OS VXLAN EVPN
Fabric to it as child fabrics

4. Create a Multi-Site Underlay link to peer eBGP to ISN-2 from the border gateway leaf.

5. Create two Multi-Site Overlay links, 1 for each ACI border gateway leaf to peer BGP EVPN from the NX-
OS border gateway to the ACI border gateways.

6. Verify BGP connectivity is established.

Deployment

In this example, there is a single switch on the NX-OS fabric with the role set to “Border Gateway.”

‘duts: Nexus Dashboard Q Q@ @ | Q edmin

tme-do2 =

Overview Inventory Connectivity Segmentationand security Configuration policies Anomalies Advisories Integrations History

sic-nd

[rey Switches  VPCpairs  Other devices

Manage
1 Configuration sync
D Name Anomaly level IP address Model slatulsg v Role Serial number Exe
Q
Analyze
. . Border
[ tme-dc2-bgw O Major 10.16.246.109 NOK-C9336C-FX2 @ in-sync o FDO25170W20
Gateway
o
L D tme-dc2-leafl © Critical 10.16.246107 NOK-C93180YC-FX @ In-Sync Leaf FD022170QGH
[ tme-dc2-leat2 © critical 10.16.246.108 N9K-C831B0YC-FX @ 1n-sync Leaf FDO22172ZU0
[ tme-dc2-spine1 O Major 10.16.246.106 N9K-C93600CD-GX @ in-sync Spine FD028130783
‘ »
4 items found Rows per page | 10 | 1

Figure 19. Viewing the switches and roles for the NX-OS VXLAN EVPN Fabric in Nexus Dashboard

In the 4.1 release, Nexus Dashboard does not automate the ACI configuration for the Multi-Site BGW that
was just performed on APIC directly. However, Nexus Dashboard can still build a representation of that
fabric by adding it as an External Fabric. The benefit of doing this is that we can build a logical
representation of the EVPN sessions, what links they are configured on, and to what ACI switches and
loopbacks the session terminates. This is highlighted in the Figures below. First, a new fabric is created
and “Onboard existing LAN fabric” is selected.
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Current Date and Time is October 21, 2025, 01:58:32 PM (EDT

Figure 20. Creating a fabric in Nexus Dashboard for the ACI fabric

The fabric type in this case is “External and Inter-fabric connectivity.” This allows Nexus Dashboard to
build a logical and physical view of the remote fabric.
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Figure 21. Creating a fabric in Nexus Dashboard for the ACI fabric and defining the type
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Information about the fabric can be entered, and the BGP AS number of the ACI fabric should be entered.
This BGP AS number is the AS deployed within the BGP Route Reflector configuration by default. Or if the
source AS number was modified in the VXLAN Infra L30ut configuration, it would be that one. This AS will
be used under the neighbor BGP EVPN configuration on the NX-OS border gateway(s).
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Figure 22. Creating a fabric in Nexus Dashboard for the ACI fabric and updating the settings
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Figure 23. Creating a fabric in Nexus Dashboard for the ACI fabric

Nexus Dashboard leverages Fabric Groups, or “Multi-Site Domains (MSD)” to automate the configuration
for multi-site deployments. An MSD allows users to specify underlay and overlay connectivity profiles,
deploy VRFs and networks across sites, and manage GPO and global policies from a single place. An MSD
is created in this case to build the Multi-site topology between ACI and NX-0OS.
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Figure 24. Creating a Multi-Site Domain/Fabric Group in Nexus Dashboard for the ACI and NX-OS fabric

An MSD provides a few different peering options for the fabrics, including Route Server and Direct Mode.
As of the ACI 6.1(5)M release, the supported mode is “directPeering” so that is selected under the
Advanced Settings > DCI> Multi-Site Overlay IFC Deployment Method”. Support for Route-Server has
been added in the ACI 6.2(2)F release, and information can be found by reviewing the “ACI Border
gateway route server” in the Layer3 Networking Configuration Guide for release 6.2(X).
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Figure 25. Setting the overlay peering method for the MSD

Furthermore, the Multi-Site Data Plane VIP used in this example was manually allocated to
202.202.202.202/32. By default, Nexus Dashboard will give you a pool of IP addresses to allocate to each
border gateway set at each site. Considering in this example we wanted to manually allocate the IP
address, this configuration is set manually under Advanced Settings > Resources > Multi-Site VTEP VIP
Loopback IP Range.

Note: If the intended design includes multiple NX-OS fabrics as part of the Fabric Group/Multi-Site
Domain, it is better to utilize a non /32 Loopback IP Range so that multiple /32 addresses can be allocated
uniquely for each site. In this example, the VIP is manually configured to illustrate how this field is allocated
to the switch, and to provide consistency in the topology.

The DCI Subnet IP Range can be left at defaults. Considering this example uses the 10.254.0.X subnet
range for DCI links across ACI and NX-OS for peering with the ISN switches, the IP addressing will be

manually configured using the Links workflow in the next section. You could allow Nexus Dashboard to
automate the IP addressing for these links using this field.
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Figure 26. Resources setting for Fabric Group
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Figure 27. Creating a Multi-Site Domain/Fabric Group in Nexus Dashboard for the ACI and NX-OS fabric
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Figure 28. Fabric Group has been created successfully

Despite Nexus Dashboard not having control of the configuration from APIC, in order for the ND to

provision the NX-OS fabric configuration for BGW Multi-Site to the External Fabric representing ACI, both
NX-OS and the External Fabric must be added to the same MSD/Fabric Group. When navigating to the
MSD, the Action > Add Child Fabric button will provide a list of available fabrics to be added to the MSD.
This is also why the ACI fabric was manually added as an external fabric, so that it would become available

to be added as a child fabric within the MSD.
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Figure 29. Adding the ACI fabric to the Multi-Site Domain/Fabric Group
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Figure 30. Adding the NX-OS fabric to the Multi-Site Domain/Fabric Group

After the ACI and NX-0OS fabric has been added to the MSD, the next step is to build the underlay point-
to-point connection to the ISN (ISN-2 in this example), and also the overlay BGP EVPN sessions to each

ACI border gateway in each pod. This is done using the Connectivity > Links functionality exposed in the
MSD. Create a link for the underlay point-to-point connection.
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Figure 31. Creating links for the underlay connectivity between NX-OS and ISN

The Link-Sub-Type in this case would be “MULTISITE_UNDERLAY?”, and the Link Template should be
changed to “ext_multisite_underlay_setup”.

Note: In the ND 4.2 release, this has been changed to “Policy” and “Multi-Site Underlay” respectively.
The information for the source and destination fabric, device, and interface should be assigned as this will
determine on which interface the IP addressing will be assigned.

Note: The ISN switches are also on-boarded to the Nexus Dashboard cluster as an External Fabric in
“Monitor Mode”. Having the switches added as an external fabric allows Nexus Dashboard to learn all the
physical connectivity via LLDP, and build links for them that can be used in this workflow.

The Source and Destination BGP AS numbers will determine how the BGP neighbor configuration will get
created using the destination IP address.
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Figure 32. Defining the interface, BGP and IP addressing for the underlay connectivity between NX-OS and ISN

Note: If PTP is enabled in the fabric, ensure that the “Inherit ttag/ttag-strip” knob remains selected (it is
by default). This ensure that the TTag (Timestamp Tag) applied within the NX-OS fabric with PTP is
removed before being sent to the remote ACI fabric. The ACI fabric uses a different implementation of
TTag and the frames will be dropped when tagged by NX-0OS.

Inherit ttag/ttag-strip

Enables ttag/ttag-strip for DCI interfaces, when ptp knob is enabled in the fabric settings

Once the underlay point-to-point link is created, it’s time to create the overlay BGP EVPN peering between
the NX-0OS border gateway(s) and the ACI border gateways in each pod. This requires creating additional
links in the Fabric > Connectiviy > Links page. The Link-Sub-Type in this case would be
“MULTISITE_OVERLAY”, and the Link Template should be changed to “ext_evpn_multisite_overlay_setup”.

Note: In the ND 4.2 release, this has been changed to “Policy” and “Multi-Site Overlay” respectively.

Unlike the previous underlay link, where physical connectivty between the NX-OS border gateway and
ISN-2 is established, this link will create the logical configuration for the BGP EVPN peering. The ACI fabric
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that is added to the MSD is really a placeholder fabric to fulfill the requirement for a “Destination Fabric”,
and because of that, manual configuration for the “Destination Device” and “Destination Interface” will
need to be entered and created. This is simply meta data, and the name of the device and interface do not
need to be exactly the same as what you have inventoried in APIC. Once text is typed into these field, the
option to “Create” will appear and can be clicked.

‘88 Nexus Dashboard Q 0@ ® | K admn

Link Management - Create Link X

Link Type*

-~ Inter-Fabric

Link Sub-Type*

‘K MULTISITE_OVERLAY
Manage
Link Template*

Q

Analyze

Source Fabric* Destination Fabric*
tme-dc2 | ACI-Fabric

°

Admin

Source Device* Destination Device*

tme-dc2-bgw | [ aci-pod1-bgw

Source Interface* Create “aci-pod1-bgw”

\
Select. ‘ Select.
General Parameters  Advanced a

Figure 33. Defining the interface, BGP and IP addressing for the overlay connectivity between NX-OS and ISN

This needs to be done for both the Destination Device and Destination Interface. Considering the goal is to
establish a BGP EVPN session to each border gateway in each pod on the ACI fabric, and the ACI fabric is
also using a loopback (105.105.105.105 on pod1-bgw and 106.106.106.106 on pod2-bgw), the naming
scheme below is used.

Ensure that the Source BGP ASN is correct, and that the Source IP Address is the IP address allocated to
the NX-OS BGW. By default, this is the loopbackO configuration on the border gateway, which can be
validated with below CLI and screenshot below:

nx-bgwi#show ip interface brief

IP Interface Status for VRF "default" (1)

Interface IP Address Interface Status

Lo0 10.2.0.3 protocol-up/link-up/admin-up <---
Lol 10.3.0.3 protocol-up/link-up/admin-up
Lol00 202.202.202.202 protocol-up/link-up/admin-up
Ethl/1 10.4.0.1 protocol-up/link-up/admin-up
Ethl/2 10.32.0.6 protocol-up/link-up/admin-up
Ethl/3 10.32.0.2 protocol-up/link-up/admin-up
Ethl/9 10.254.0.9 protocol-up/link-up/admin-up
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Figure 34. Verifiying BGW LoopbackO0 IP address from Nexus Dashboard Ul

The destination IP address should be the BGP EVPN Loopback for the specific ACI border gateway, as well
as the BGP AS number should match that on the ACI side.
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Figure 35. Defining the interface, BGP and IP addressing for the overlay connectivity between NX-OS and ISN

Repeat the same steps for the border gateway in pod-2 with EVPN IP 106.106.106.106. In a production
scenario, you will have multiple border gateways each with unique loopbackO IP addresses acting as the
EVPN neighbor source. You’ll create the same configuration to each ACI border gateway with the other
NX-OS border gateways too.

At this stage, when we do a “Recalculate and Deploy” at the MSD level by clicking the Actions >
Recalculate and Deploy on the MSD, the BGW on the NX-OS fabric should get the underlay and overlay
configuration to build the connectivity to the ISN and ACI fabric:

evpn multisite border-gateway 65002
delay-restore time 300
interface nvel
multisite border-gateway interface loopbackl00
interface loopbackl00
ip address 202.202.202.202/32 tag 54321
ip pim sparse-mode

ip router ospf UNDERLAY area 0.0.0.0
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no shutdown

interface ethernetl/9
no switchport
ip address 10.254.0.9/30 tag 54321
evpn multisite dci-tracking
ttag
ttag-strip
mtu 9216
no shutdown
interface ethernetl/1
no switchport
ip address 10.4.0.1/30
evpn multisite fabric-tracking
description connected-to-tme-dc2-spinel-Ethernetl/1
ip ospf network point-to-point
ip pim sparse-mode
ip router ospf UNDERLAY area 0.0.0.0
mtu 9216

no shutdown

ptp

router bgp 65002
neighbor 10.254.0.10
remote-as 65201
update-source Ethernetl/9
address-family ipv4 unicast
next-hop-self
exit
exit
neighbor 105.105.105.105
remote-as 65100
update-source loopback0
ebgp-multihop 5
peer-type fabric-external
address-family 12vpn evpn
send-community both
rewrite-evpn-rt-asn
exit
exit
neighbor 106.106.106.106

remote-as 65100
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update-source loopback0

ebgp-multihop 5

peer-type fabric-external

address-family 12vpn evpn
send-community both
rewrite-evpn-rt-asn

Verification

Now that the NX-OS configuration is deployed, the EVPN peer on the ACI border gateways that was
previously Idle should move to Established. The same state should be viewable on the NX-OS border
gateway as well.

aci-bgwl# show bgp 1l2vpn evpn neighbors 10.2.0.3 vrf overlay-1
BGP neighbor is 10.2.0.3, remote AS 65002, ebgp link, Peer index 6, Peer Tag O
BGP version 4, remote router ID 10.2.0.3
BGP state = Established, up for 4dl4h
Using loopback3 as update source for this peer
External BGP peer might be upto 2 hops away

aci-bgw2# show bgp 12vpn evpn neighbors 10.2.0.3 vrf overlay-1

BGP neighbor is 10.2.0.3, remote AS 65002, ebgp link, Peer index 4, Peer Tag O
BGP version 4, remote router ID 10.2.0.3
BGP state = Established, up for 4dl4h
Using loopback9 as update source for this peer

External BGP peer might be upto 2 hops away

nx-bgw# show bgp 1l2vpn evpn neighbors 105.105.105.105
BGP neighbor is 105.105.105.105, remote AS 65100, ebgp link, Peer index 7
BGP version 4, remote router ID 130.10.240.32
Neighbor previous state = OpenConfirm
BGP state = Established, up for 4dlé4h
Neighbor vrf: default
Using loopbackO as update source for this peer
Using iod 10 (loopback0O) as update source

External BGP peer might be up to 5 hops away

Nx-bgw# show bgp 12vpn evpn neighbors 106.106.106.106
BGP neighbor is 106.106.106.106, remote AS 65100, ebgp link, Peer index 8
BGP version 4, remote router ID 130.13.0.161
Neighbor previous state = OpenConfirm
BGP state = Established, up for 4dl4h
Neighbor vrf: default
Using loopbackO as update source for this peer

Using iod 10 (loopback0O) as update source
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External BGP peer might be up to 5 hops away

When looking at the ISN switches, all IP addressing that will be used should be learned via BGP from their
respective fabrics, indicating that the control plane is fully established, and data plane reachability to the
Data Plane TEP addresses should be okay.

isn-1# show ip route vrf vxlan-infra
IP Route Table for VRF "vxlan-infra"
'*' denotes best ucast next-hop

'**' denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.2.0.0/22, ubest/mbest: 1/0
*via 10.254.0.14, [20/0], 6wéd, bgp-65200, external, tag 65201
10.2.0.3/32, ubest/mbest: 1/0 <-- NX-OS Border Gateway EVPN Loopback
*via 10.254.0.14, [20/0], 6wéd, bgp-65200, external, tag 65201
10.3.0.3/32, ubest/mbest: 1/0
*via 10.254.0.14, [20/0], 6wé6d, bgp-65200, external, tag 65201
10.5.0.0/22, ubest/mbest: 1/0
*via 10.254.0.14, [20/0], 3w4d, bgp-65200, external, tag 65201
10.16.1.0/24, ubest/mbest: 1/0
*via 10.254.0.14, [20/0], 6wed, bgp-65200, external, tag 65201
10.254.0.0/30, ubest/mbest: 1/0, attached <-- ACI Pod-1 Border Gateway Underlay Subnet
*via 10.254.0.2, Ethl/25, [0/0], 04:44:43, direct
10.254.0.2/32, ubest/mbest: 1/0, attached
*via 10.254.0.2, Ethl/25, [0/0], 04:44:43, local
10.254.0.4/30, ubest/mbest: 1/0, attached <-- ACI Pod-2 Border Gateway Underlay Subnet
*via 10.254.0.6, Ethl1/26, [0/0], 04:44:46, direct
10.254.0.6/32, ubest/mbest: 1/0, attached
*via 10.254.0.6, Ethl/26, [0/0], 04:44:46, local
10.254.0.8/30, ubest/mbest: 1/0 <-- NX-OS Border Gateway Underlay Subnet
*via 10.254.0.14, [20/0], 6éwéd, bgp-65200, external, tag 65201
10.254.0.12/30, ubest/mbest: 1/0, attached
*via 10.254.0.13, Ethl1/31, [0/0], 10wé6d, direct
10.254.0.13/32, ubest/mbest: 1/0, attached
*via 10.254.0.13, Eth1/31, [0/0], 10w6d, local
101.101.101.101/32, ubest/mbest: 1/0 <-- ACI Pod-1 Border Gateway Data-Plane TEP
*via 10.254.0.1, [20/0], 04:09:38, bgp-65200, external, tag 65100
102.102.102.102/32, ubest/mbest: 1/0 <-- ACI Pod-2 Border Gateway Data-Plane TEP
*via 10.254.0.5, [20/0], 04:09:42, bgp-65200, external, tag 65100
105.105.105.105/32, ubest/mbest: 1/0 <-- ACI Pod-1 Border Gateway EVPN Loopback
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*via 10.254.0.1, [20/0], 04:44:37, bgp-65200, external, tag 65100
106.106.106.106/32, ubest/mbest: 1/0 <-- ACI Pod-2 Border Gateway EVPN Loopback
*via 10.254.0.5, [20/0], 04:44:42, bgp-65200, external, tag 65100
202.202.202.202/32, ubest/mbest: 1/0 <-- NX-OS Border Gateway Data-Plane TEP
*via 10.254.0.14, [20/0], 6wéd, bgp-65200, external, tag 65201

Overlay Networking and Use Cases

With the underlay routing and overlay EVPN connectivity between sites established, the next logical step is
to deploy the overlay networking to allow application and client connectivity in various scenarios. This
section will highlight the configuration options within APIC and Nexus Dashboard to allow this. The
following scenarios will be covered:

1. Stretch Layer-2 networks
2. Stretch Layer-3 networks

External prefix advertisement from ACI to NX-OS

3

4. External prefix advertisement from NX-OS to ACI

5. Transit routing between external prefixes across ACI and NX-0S
6

End-To-End Policy awareness

For examples 1-5, ACI will be the only policy aware site, as the NX-OS fabric will not be leveraging
security groups. This will highlight the ACI specific configuration required to allow communication and
enforce policy. For example, 6, NX-OS will be security group enabled and policy will be applied at both
sites for end-to-end policy awareness.

The below figure highlights the initial logical configuration that is deployed at each site. The ACI
configuration has already been pre-configured, however the NX-OS configuration will be deployed in the
respective section using Nexus Dashboard. The key points are that the VRF, along with BD1/Network1 and
BD2/Network?2 are stretched. BD3/Network3 is local to ACI, and each site has a layer3 out where unique
prefixes are being learned.
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ACI Logical Configuration NXOS Logical Configuration

Tenant: aci-nxos-vxlan

VRF: v1
Bridge Domain: BD1 Network: Network1
Unicast Routing: Disabled stretched Layer-2 Only
ARP Flood/UUC Flood: True WNI: 200
EPG: EPG1 (VLAN 200) VLAN 200
stretched VRE: v
VNI: 100
Bridge Domain: BD2 MNetwork: Network2
Unicast Routing: Enabled stretched Subnet: 192.168.1.1/24
Subnet: 192.168.1.1/24 VNI 201
ARP Flood/UUC Flood: True VLAN 201
EPG: EPG2 (VLAN 201)
Bridge Domain: BD3
Unicast Routing: Enabled
Subnet: 192.168.3.1/24
ARP Flood/UUC Flood: True
EPG: EPG3 (VLAN 202)
Layer-3 Out: vxlan-stretch-I3out Layer-3 Out: vxlan-stretch-I3out
Running eBGP Running eBGP
Learning Subnet 100.100.100.100/32 Learning Subnet 111.111.111.111/32

Figure 36. Logical configuration for network deployments in the following examples

Stretch Layer-2 Networks

The fundamentals of any network include Layer-2 switching or bridging. Within ACI, we create a Tenant (if
not already created), VRF (if not already created), Endpoint Group, and Bridge Domain to allow Layer-2
learning and forwarding within a given VLAN. The EPG is then extended to Virtual or Physical workloads
leveraging a VLAN ID to attract traffic from hosts. Within Nexus Dashboard and NX-OS VXLAN EVPN, we
create a Network that maps a Layer-2 VNI to a VLAN. That VLAN is then trunked on switches and ports to
attract VLANSs from hosts. If we wanted to take the two architectures, and marry them together, we would
need to define the following:

1. Network level configuration as explained above.

2. VXLAN Stretch configuration that will map the VNI of the Network in NX-OS to the VNI of the Bridge
Domain in ACI.

3. Policy that defines the classification of a network to an endpoint security group based on the Layer-2
VNL.

The end goal of this section will be to have two networks deployed across both sites where end hosts in
those networks can talk to the other hosts in the same network. One of them will be L2 Only, and the other
will have a gateway address configured to allow routing to other networks for the Layer-2 example
afterwards.
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Figure 37. Logical topology, endpoint addressing, and flows

Deployment

Beginning with the Network Deployment on Nexus Dashboard, a new Network can easily be created by
navigating to the Fabric Group/MSD > Segmentation and Security > Networks > Actions > Create. If you
want the network to be purely layer-2, check “Layer 2 only”. In this example, this is selected to
demonstrate a pure L2 network.

"tute’ Nexus Dashboard Q Q@ @ | K admin
. Create Network X
sjc-nd
Network name*
o [ Network1
Home
Layer 2 only
N
Manigs VRF name*
B L
Analyze FetwomlD'
200 ]
x
]
]
o VLANID 8
Admin [ E
) s
g
3
Network template* -]

Default_Network_Universal >

Network extension template*

Default_Network_Extension_Universal >

General Parameters  Advanced

IPva Gateway/NetMask

example 192.0.2.1/24

IPv6 Gateway/Prefix List

t ]

example 2001:db8::1/64,2001:db9::1/64
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Figure 38. Creating a layer-2 only network in Nexus Dashboard

If the network should be routable, you can assign the appropriate VRF and an anycast gateway address to
the network.

‘ses’ Nexus Dashboard Q Q@ ® | K admn

s Create VRF X
v
sjc-nd
VRF name*
-~ [ v J
Home
VRF ID*
¥ [ 100 J
paanaos VLANID
[ 100 I Provose vian
Q
Analyze VRF Template*
Default VRF_Universal »
> VRF Extension Template®
o xtension Template

Default VRF_Extension_Universal >

@ Give feedback

General Parameters Advanced Route Target

VRF VLAN Name

l ]

if > 32 chars, enable ‘system vian long-name’ for NX-0S, ¢ Pv1 and VTPv2 or switch to VTPv3 for I0S XE. Mot applicable to L3VNI wjo VLAN config

VRF Interface Description

Not applicable to L3VNI w/o VLAN config

VRF Description

[ VRF Extended to ACI via EVPN J

Figure 39. Creating a VRF in Nexus Dashboard
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Network template*
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Default_Network_Extension_Universal >
General Parameters  Advanced

IPv4 Gateway/NetMask
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example 192.0.2.1/24

IPv6 Gateway/Prefix List
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Figure 40. Creating a layer-2 network with VRF association in Nexus Dashboard

Note the Network ID (VNI’s) that were used in this example to match the VRF to VNI 100, Network1 (Layer-
2 only) to VNI 200, and Network?2 to VNI 201. These can be any unused values in any current or new
deployment and are reference examples for this whitepaper and deployment. Once the networks are
created, they can be attached to switches and ports using the Multi-Attach workflow under the Actions
menu in the Networks view. It is important to note that the network is attached to the border gateway even
if there are no hosts attached, as the network attachment allows the stretching of VRF’s and networks to
and from the remote site.
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Figure 41. Attaching a network to switches and interfaces in Nexus Dashboard
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Figure 42. Attaching a network to switches and interfaces in Nexus Dashboard
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Figure 43. Attaching a network to switches and interfaces in Nexus Dashboard

At this stage, when we “Proceed to full switch deploy”, or do a “Recalculate and Deploy” at the MSD level
by clicking the Actions > Recalculate and Deploy on the MSD, the border gateway and leaf switches should
get the required networking configuration as part of the VXLAN EVPN fabric domain. The “Deploy All”
button will deploy the configuration to the leafs and border gateway, and the “Pending Config” can be
reviewed.

“duek Nexus Dashboard Q Q@ ® | K admn
Deploy Configuration - tme-dc2 X
sie-nd -
~
Config Preview
Home
X (|
Manage
Switch Name IP Address. Role Serial Number Fabric Status Pending Config Status Description  Progress Resync Switch o
Q
Anatyzs tme-dcz-leaf2 1016.246.108 Leaf FDO221722U0 @ out-o-Sync 84 Lines Qut-of-Sync — Resync
o tme-dc2-bgw 10.16.246.109 Border Gateway FDO25170W20 @ out-ot-sync 25 Lines Out-of-Sync — Resync
Admin
tme-dc2-leafl 10.16.246.107 Leaf FDO22170QGH @ out-of-sync 84 Lines Out-of-Syne — Resync

v Give feedback

3items found Rows per page | 10 v |
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Figure 44. Deploying the configuration to the switches in Nexus Dashboard

The example configuration that is generated for each device is below:

Border gateway:

vlan 200
vn-segment 200
vlan 201
vn-segment 201
interface nvel
member vni 201
multisite ingress-replication
mcast-group 239.1.1.0
member vni 200
multisite ingress-replication
mcast-group 239.1.1.0
evpn
vni 200 12
rd auto
route-target import auto
route-target export auto
vni 201 12
rd auto
route-target import auto

route-target export auto

Leafs 1 and 2:
interface ethernetl/1
switchport
switchport mode trunk
ttag
ttag-strip
mtu 9216
spanning-tree port type edge trunk
no shutdown
switchport trunk allowed vlan 200-201
interface ethernetl/2
switchport
switchport mode trunk
ttag
ttag-strip
mtu 9216
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spanning-tree port type edge trunk
no shutdown
switchport trunk allowed vlan 200-201
vlan 100
vn-segment 100
vrf context vl
vni 100
rd auto
address-family ipv4 unicast
route-target both auto
route-target both auto evpn
address-family ipv6 unicast
route-target both auto
route-target both auto evpn
exit
interface V1anl00
vrf member vl
ip forward
ipv6 address use-link-local-only
no ip redirects
no ipvé redirects
mtu 9216
no shutdown
router bgp 65002
vrf vl
address-family ipv4 unicast
advertise 1l2vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
exit
address-family ipv6 unicast
advertise 1l2vpn evpn
redistribute direct route-map fabric-rmap-redist-subnet
maximum-paths ibgp 2
interface nvel
member vni 100 associate-vrf
member vni 201
mcast-group 239.1.1.0
member vni 200
mcast-group 239.1.1.0
vlan 200

vn-segment 200
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vlan 201
vn-segment 201
interface Vlan201
vrf member vl
ip address 192.168.1.1/24 tag 12345
fabric forwarding mode anycast-gateway
no shutdown
evpn
vni 200 12
rd auto
route-target import auto
route-target export auto
vni 201 12
rd auto
route-target import auto

route-target export auto

Note: TTAG configuration is also included here because the fabric settings have PTP enabled. TTag
configuration can be ignored for fabrics without PTP being enabled.

Now that the NX-OS configuration has been pushed by Nexus Dashboard, the APIC configuration can be
completed to allow VNI translation and policy. There is an assumption that the reader of this paper is
familiar with how to create Tenants, VRFs, EPGs, and Bridge Domains in ACI, so that part is omitted, but
the matching configuration for the two new NX-OS networks has been defined.

The first new piece of configuration that is introduced is the “VXLAN Stretch” object. These objects
operate at the VRF and Bridge Domain level and provide a way to stretch them to remote VXLAN sites via a
BGW set along with the VNI mapping (normalization). Stretched VRFs and BDs are advertised to EVPN peers
specified in the BGW set with the normalized VNI. Navigate to Tenants > Tenant X > Networking > VXLAN
Stretch, right click, and create a new one for the VRF. In this case, we will choose the VRF (v1 in this
example which was pre-configured) and the border gateway set that was created during the VXLAN Infra
L3Out creation wizard. The “Normalized VNI” field provides an input for the external VRF that we should
map to this ACI VRF. We used VNI 100 for the VRF on NX-0OS, so that is mapped here.
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dics APIC - Q QOO0
System  EEERERES Fabric Virtual Networking Admin Operations  Integrations
ALL TENANTS Ac L en, [nameordescr | common aci-nxos-vxian infra mgmt demo-toolkit
aciessdan VXLAN Stretch 0
VRF Stretch BD Stretch
(@) =+
' Create VXLAN VRF Stretch (<]

@

et: ACI-VXLAN

Local VNI: 2883584

Route Maps
Outbound: select ar

Inbound: s

Cancel Submit

ALast Loain Time: 2025-10-22108:32 UTG-07:00 Current Svstem Time: 2025-10-22T08:34 UTC-07:004

Figure 45. Creating VXLAN stretch configuration for a VRF within APIC

Continue the VXLAN stretch configuration for the other two networks. One important thing to note is that
for any ACI Bridge Domain that is stretched via VXLAN EVPN, that Bridge Domain must be set to L2
Unknown Unicast Flood and ARP Flooding must also be enabled. This is required because the external
network may include silent hosts that we are unable to resolve without flooding. If the Bridge Domain you
are trying to create a VXLAN Stretch object for does not have this configuration, you will be asked to
enable it.
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s APIC « Q@ QOO0

System
ALLTENANTS | Add Tenant | Tenan common aci-nxos-vxlan infra | mgmt | demo-toolkit

aci-nxos-vxlan

Tenants Fabric Virtual Networking Admin Operations Integrations

VXLAN Stretch 0

VRF Stretch BD Stretch

(@] 4=

Bridge Domain Border Gateway Set

Create VXLAN BD Stretch [%]

@ Please select L2 Unknown Unicast as flood while creating a new BD or use an existing BD with L2 Unknown Unicast set as
flood for this BD to be stretched properly.

Bridge Domain: | ba1

Border Gateway Set: | ACI-VXLAN

Normalized VNI: |2

Local VNI: 15662986

Figure 46. Creating VXLAN stretch configuration for a bridge domain within APIC

Create the VXLAN Stretch configuration for Network VNI 200 and Network VNI 201 mapping to their
respective Bridge Domains and border gateway sets.

The final step is to classify remote endpoints/prefixes to a security group so that policy can be mapped as
one cohesive domain where traffic is implicitly allowed. The Nexus One, and ACI Border Gateway features
leverages ESGs to do this. Create an ESG if one is not already created under Tenants > Tenant X >
Application Profiles > Application Profile X > Endpoint Security Groups. The first step requires defining a
VRF (v1 in this case) to match on.
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i APIC i @ QOO OO

System  RELERIE Virtual Networking Admin Operations  Integrations

ALLTENANTS | Add Tenant | Tenant Search: [NEIEEEEE

aci-nxos-vxian

o S Create Endpoint Security Group Q

STEP 1> Identity G S

common infra mgmt demo-toolkit

Name: | esgl-network1 tdown Deployment

Immediacy
Description: | optiona
ESG Admin State: Ad )
Page of 0 Objects Per Page: 15 No Objects Found

Figure 47. Creating an Endpoint Security Group (ESG) within APIC

After this, there will be a list of other match conditions that we can leverage to classify the traffic into the
ESG. One of them is the “EPG/External EPG Selector.” This will provide a list of all the EPGs in the
Application Profile and VRF. In this case we are creating the Layer-2 communication policy for the first
network, so the EPG where that network is defined is selected. This is required to classify all the endpoints
connected in the ACI domain to the stretched network into the defined ESG.
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System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS Add Tenant | Tenan al common | aci-nxos-vxian | demo-toolkit

Create Endpoint Security Group [}
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STEP2> Create an EPG/External EPG Selector (<] O b %

infra mgmt
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Application EPGs In ESG + | tdown Deployment
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Name

External EPGs In ESG VRF:

Name

Page of0 Objects Per Page: | 15 Mo Objects Found
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Figure 48. Adding an EPG as a selector for an ESG

Next, we can leverage the “VXLAN BD Selector” to also match against any MAC address of an externally
learned endpoint that is part of the VXLAN Stretch configuration for a given bridge domain. This ensures
that Endpoints are learned in the NX-OS fabric, and traffic is sent from the NX-OS fabric towards ACI, any
endpoints with VNI 200 (Layer-2) will automatically be mapped to this ESG and thus communication will be
allowed to all other endpoints within the first EPG1. This is also needed because the remote EVPN fabric is
not policy aware in this example. For the case where the remote EVPN fabric is policy aware, it would be
sending type-2 routes with a pcTag on which we could match.
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Figure 49. Adding a VXLAN stretch object as a selector for an ESG

Finally, APIC also allows you to map a normalized Security Group Tag (SGT) to an ESG in case BGP EVPN
routes from the remote sites contain the SGT mapping. In this example, this capability is not used because
only the ACI site is policy aware and the remote sites do not add the SGT mapping in the EVPN routes. This
field will be utilized in final example where end-to-end policy awareness is deployed.
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Figure 50. Matching a remote Security Group Tag to an ESG (if applicable)

Repeat the same steps for the 2" Network.
Verification

After the config is deployed, connectivity between the intra-subnet endpoints in BD1/Network1 and
BD2/Network2 should be established. For verification purposes, we can check the BGP control plane to
see if the remote L2 entries (Network1) and L2/L3 entries (Network2) are learned on each border gateway.

ACI Border Gateway (Both Pods):

aci-bgwl# show bgp 1l2vpn evpn 000b.0bOb.0b0Ob vrf overlay-1

Route Distinguisher: 65002:200 <-- IMPORTED FROM NX-0OS BGW

BGP routing table entry for [2]:[0]:[0]:[48]:[000b.0b0b.0b0b]:[0]:[0.0.0.0]1/216, version
1039 dest ptr 0x9c32adae

Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x909e0660): external 0x40000028 0x4002000 ref 1 adv path ref 1, path is wvalid,
is best path

Imported to 1 destination (s)

AS-Path: 65002 , path sourced external to AS

© 2026 Cisco and/or its affiliates. All rights reserved. Page 55 of 101



202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 200

Extcommunity:
RT:65100:200
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea

Route Distinguisher: 1:32440202 (L2VNI 15662986) <-- LOCALLY ORIGINATED

BGP routing table entry for [2]:[0]:[0]:[48]:[000b.0b0b.0b0b]:[0]:[0.0.0.0]/216, version
1042 dest ptr 0x9c3292e8

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x90dd03ec): external 0xc0000028 0x400 ref 0 adv path ref 1, path is valid, is
best path, in rib

Imported from (0x909€0660)
65002:200:[2]:[0]1:[0]:[48]:[000b.0b0b.0b0b]:[0]:[0.0.0.0]1/112

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 200

Extcommunity:
RT:65100:200
S500:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8

0x310:03100000:0000fdea

Path-id 1 advertised to peers:

130.10.56.65 130.10.56.66 <-- ADVERTISED TO SPINES

aci-bgwl# show bgp 12vpn evpn 192.168.1.20 vrf overlay-1
Route Distinguisher: 65002:201

BGP routing table entry for [2]:[0]1:[0]:[48]:[0050.569c.c370]:[32]1:[192.168.1.20]1/272,
version 1036 dest ptr 0x9c329%aba

Paths: (1 available, best #1)
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Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x909e03£f0): external 0x40000028 0x4002000 ref 2 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 2 destination(s)
AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 not advertised to any peer

Route Distinguisher: 1:31719393 (L2VNI 14942177)

BGP routing table entry for [2]:[0]:[0]1:[48]:[0050.569c.c370]1:[32]1:[192.168.1.20]1/272,
version 1037 dest ptr 0x9c32a786

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x90dd04c4): external 0xc0000028 0x400 ref 0 adv path ref 1, path is valid, is
best path, remote nh not installed, in rib

Imported from (0x909e03f0)
65002:201:[2]:[0]1:[0]1:[48]:[0050.569c.c370]:([32]:[192.168.1.20]/144

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 201 100
Extcommunity:

RT:65100:100
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RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8

0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 advertised to peers:
130.10.56.65 130.10.56.66

NX-OS Border Gateway

nx-bgw# show bgp 12vpn evpn 000a.0ala.0ala

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 1:32440202 <-- IMPORTED FROM ACI BGW

BGP routing table entry for [2]:[0]:[0]:[48]:[000a.0a0a.0a0a]l:[0]:[0.0.0.0]/216, version 870
Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: L2-200
AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.10.240.32)
Origin IGP, MED not set, localpref 100, weight O
Received label 200

Extcommunity: RT:65002:200 ENCAP:8 PCTAG:0:80:0

Path-id 1 not advertised to any peer

Route Distinguisher: 10.2.0.3:32967 (L2VNI 200) <-- LOCALLY ORIGINATED
BGP routing table entry for [2]:[0]:[0]:[48]:[000a.0a0a.0a0a]l:[0]:[0.0.0.0]/216, version 962
Paths: (1 available, best #1)

Flags: (0x000212) (high32 0x000400) on xmit-list, is in 12rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop, in rib
Imported from 1:32440202:[2]:[0]:[0]:[48]:[000a.0a0a.0ala]l:[0]:[0.0.0.0]/216
AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.10.240.32)
Origin IGP, MED not set, localpref 100, weight O
Received label 200

© 2026 Cisco and/or its affiliates. All rights reserved. Page 58 of 101



Extcommunity: RT:65002:200 ENCAP:8 PCTAG:0:80:0

Path-id 1 (dual) advertised to peers: <-- ADVERTISED TO SPINE
10.2.0.4

nx-bgw# show bgp 12vpn evpn 192.168.1.10
BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 1:48496609

BGP routing table entry for [2]:[0]:[0]:[48]:[0050.569c.f45d]:[32]:[192.168.1.101/272,
version 869

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 3 destination(s)
Imported paths list: vl L2-201 L3-100
AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.13.0.161)
Origin IGP, MED not set, localpref 100, weight O
Received label 201 100
Extcommunity: RT:65002:100 RT:65002:201 ENCAP:8 PCTAG:0:80:0
Router MAC:000c.0c0Oc.0cOc Router MAC:0200.0000.0000

Path-id 1 not advertised to any peer

Route Distinguisher: 10.2.0.3:32968 (L2VNI 201)

BGP routing table entry for [2]:[0]:[0]1:[48]:[0050.569c.f45d]:([32]1:[192.168.1.10]1/272,
version 964

Paths: (1 available, best #1)

Flags: (0x000212) (high32 0x000400) on xmit-list, is in 12rib/evpn, is not in HW

Advertised path-id 1

Path type: external, path is wvalid, is best path, no labeled nexthop, in rib

Imported from
1:48496609:[2]:[0]:[0]:[48]:[0050.569¢c.£45d]:[32]:[192.168.1.10]/272

AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.13.0.161)
Origin IGP, MED not set, localpref 100, weight O
Received label 201 100
Extcommunity: RT:65002:100 RT:65002:201 ENCAP:8 PCTAG:0:80:0
Router MAC:000c.0c0Oc.0c0Oc Router MAC:0200.0000.0000

© 2026 Cisco and/or its affiliates. All rights reserved. Page 59 of 101



Path-id 1 (dual) advertised to peers:
10.2.0.4

Route Distinguisher: 10.2.0.3:17 (L3VNI 100)

BGP routing table entry for [2]:[0]:[0]1:[48]:[0050.569c.f45d]:([32]:[192.168.1.10]1/272,
version 879

Paths: (1 available, best #1)

Flags: (0x000202) (high32 0x000400) on xmit-list, is not in 1l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop

Imported from
1:48496609:[2]1:[01:[0]:[48]1:[0050.569c.£45d]:[32]1:[192.168.1.101/272

AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.13.0.161)
Origin IGP, MED not set, localpref 100, weight O
Received label 201 100
Extcommunity: RT:65002:100 RT:65002:201 ENCAP:8 PCTAG:0:80:0
Router MAC:000c.0c0Oc.0c0Oc Router MAC:0200.0000.0000

Path-id 1 (dual) not advertised to any peer

Note: A closer inspection of this ACI-originated route reveals a critical detail in its pcTag, which is set to
0:80:0. With the current implementation, AClI BGWSs cannot process VXLAN headers that contain GPO
information and hence they efficiently use EVPN to notify this preference to the NX-OS BGWs. The
meaning of this 0:80:0 value is the following: the " 80" part is to instruct the receiving NX-OS BGW not to
add policy tag info in the VXLAN header (since we only use standard VXLAN encapsulation between ACI
and NX-0OS BGWSs). The final " 0" is added if there is not a normalized pcTag configured on the ACI BGWs,
else it would be replaced with the normalized tag value.

With the control plane established, we can also verify the VNI translations on the ACI border gateways to
ensure that the VNI values assigned to the networks on NX-OS are correctly mapped to the VNI assigned
by APIC on the ACI fabric. We will use the first network with NX-OS VNI 200 as an example:

(same for both ACI border gateways)

aci-bgwl# show vlan

VLAN Name Status Ports
9 aci-NX-0S-vxlan:bdl active -=
10 aci-NX-0S-vxlan:bd2 active -
13 mgmt :inb active -=

VLAN Type Vlan-mode

© 2026 Cisco and/or its affiliates. All rights reserved. Page 60 of 101



9 enet CE
10 enet CE

13 enet CE

aci-bgwl# vsh lc -c "show system internal eltmc info vlan 9"

## This output shows the hardware configuration for the bridge domain VLAN along with the

corresponding local VNI and remote VNI mapping ##

vlan id:

vlan type:
access_encap_type:
fabric encap type:
remote_enc:
sclass:

untagged:

acess_encap hex:

Stretch Layer-3 Network

9

BD VLAN
Unknown
VXLAN
200
16386

0

0

hw vlan id:

bd vlan:
access_encap:
fabric_encap:
remote enc hex:
scope:

seclbl:

fabric_enc hex:

22

9

0
15662986
0xc8
2883584
9
Oxeeff8a

With the layer-2 networking, VNI normalization, and policy enforcement completed on the ACI domain for
the first two networks, the next use case would be to deploy the configuration to allow Layer-3 routing
across networks. With the configuration below, hosts in a third network (mapped to a dedicated security
group) will be able to communicate to other networks on the VXLAN site that have IP routing, more
distinctly: Network?2. The following Figure shows the traffic flow that will be allowed after the configuration
has been completed. Note the new Layer-3 flow in green:
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BD1
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Figure 51. Logical topology, endpoint addressing, and flows for following example
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While there only exists endpoints in the third network on the ACI site, there are two ways to allow
connectivity when the NX-0S site is policy unaware:

1. The network configuration for Network 3 can be deployed on the NX-OS site so that the importing of
route targets for that network can be deployed. Since there has been no change in the configuration on
Nexus Dashboard from the previous section, the network deployment for Network3 and the IP Gateway
of 192.168.2.1 has been omitted. Once the VXLAN Stretch configuration for BD3 has been created, the
ACI BGWs will advertise type-2 routes for any endpoint within that BD, and the remote VXLAN fabric will
import and advertise them locally.

Note: If the remote NX-OS fabric is policy aware, this step is required to correctly apply SGT tags to
type-2 endpoints.

2. Another option is to check the “Advertise Externally” flag on the subnet defined under BD3, while leaving
only the VRF stretched with no local deployment of Network3 on NX-OS. This flag enables the ACI
BGWs to export the type-5 network route to the NX-OS BGW. This is what was done in this example.

Deployment

In addition to the previous steps, another classifier is needed under the ESG to classify IP Subnets of the
remote VXLAN EVPN fabric on APIC, instead of simply adding the VXLAN Stretch configuration for the
Bridge Domain. This IP classification ensures that remotely learned EVPN IP prefixes can be correctly
mapped to an ESG. From there, contracts need to be created between the relevant ESG’s to allow specific
communication. The following figures provide the ESG configuration required on both esg2 and esg3 to
allow Layer-3 communication between them.

First, esg2 needs to have an IP selector configured so that remote IP addresses in this network learned
from BGP EVPN can be correctly classified in this esg. The entire /24 subnet is used but the length of this
match can be extended all the way to single /32 host entries learned as type-2 routes.
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ﬁ acl-nxos-vxian . ~ .
B Appication Profios Create an IP Subnet Selector (%]
@ aci-nxos-ap1 _. [':‘_ ST
& Application EPGs
[ uSeg EPGs Description: | optional

State

& Endpoint Security Groups
ik esgl
4 esg2
& Contracts
= Selectors
& Tag Selectors
[ EPG/External EPG Selectors

& IP Subnet Selectors

[ Service EPG Selectors

& VXLAN BD Selectors
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= Networking
& Contracts
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& Services

Page ofo Objects Per Page: 15 No Objects Found
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Figure 52. Creating an IP subnet selector under an ESG to match on IP prefixes

Because the endpoints requiring Layer-3 communication will also be in different ESGs, a contract is
required to allow communication. In this example, we will allow ICMP between them by selecting a
previously created ICMP contract within the tenant as the consumer on esg2.

el APIC «nin @ QL0 © O

System Tenants Fabric Virtual Networking Admin Operations Integrations
ALLTENANTS | AddTenant | Tenant Search: s | common | acknxos-vxtan| infra | mgmt | demo-toolkit
aci-nxos-vxlan
Contracts O
C» Quick Start
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via EPG Selectors
B aci-nxos-vxian —
[ Application Profiles (S S
@ aci-nxos-ap1 « Tenant Name Tenant Alias Contract Name  Contract Type Provided / QoS Class State
Consumed

[ Application EPGs

B useg EPGs Add Consumed Contract %]
& Endpoint Security Groups

v esgl

i esg2 Bl oci-nxos-vxlan
& Contracts allow-all
& Selectors common

T lector:
[ Tag Selectors allow-all-shared

& EPG/External EPG Selectors common
& 1P Subnet Selectors default
& Service EPG Selectors common
B8 VXLAN BD Selectors
& External Subnet Selectors Create Contract
& Networking
& Contracts
= Policies
= Services
Last Login T 107:22 UTC-08:00 Current System Tim -11-18T07:32 UTC-08:00

Figure 53. Adding a contract to an ESG to allow inter-ESG communication

The third network with subnet 192.168.2.0/24 now needs ESG configuration to map the EPG, and contract.
We do not need VXLAN BD or IP Selectors because the network is only local to ACI. The below figures
show the configuration steps to do this.
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| Create Endpoint Security Group (%]

STEP 1> Identity 1. Identity 2. Selectors 3. VXLAN BGW (Opt

Name: esg3

Description: | optional

! VRF: | v1 @

Figure 54. Creating an ESG for EPG3 and Network3

Create Endpoint Security Group (%]
STEP 2 > Selectors dentity 2. Selectors
Tag Selectors + +
Tag Key Value Operator Tag Value Description State
EPG/External EPG +
Selectors:
EPG Description
uni/tn-aci-nxos-vxlan/ap-aci-nxos-apl/epg-epg3
IP Subnet Selectors: W +
IP Subnet Description State

(T Cancel Next
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Figure 55. Using EPG selectors for ESG3

el APIC «nn @) @ T'O @ O

System EECHERIS Fabric Virtual Networking Admin Operations Integrations

ALLTENANTS | AddTenant | Tenant Search: [[ENIERIRESSEN | common | aci-nxos-wdan | infra | mgmt | demo-toolkit

aci-nxos-vxlan

Contracts O
C» Quick Start
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via EPG Selectors
B aci-nxos-vxian me——
& Application Profiles OF & .
@ acl-nxos-ap1 ~ Tenant Name  Tenant Alias Contract Name  Contract Type Provided / QoS Class State
S Consumed

& Application EPGs

i useg EPGs Add Provided Contract [}]

& Endpoint Security Groups )

Contract

L5 esgl

i esg2 Rl aci-nxos-vxlan
i esgd allow-all
& Contracts common

lectors
& Selector: allow-all-shared

& Networking common
ancel
& Contracts

default
= Policies common

= Services
Create Contract

Current System Time: 2025-11-18T07:34 UTC-08:00

Figure 56. Adding a contract to ESG3 to allow inter-ESG communication

Once this configuration is in place, reachability from devices in EPG2 with IP addresses 192.168.1.0/24 to
devices in EPG3 with IP Addresses 192.168.2.0/24 across pods and across sites should be established.

Verification

After the config is deployed, connectivity between the endpoints in BD2/Network2 and BD3/Network3
should be established. For verification purposes, we can check the BGP control plane to see if the remote
L3 entries for Network2 are learned on each ACI border gateway.

ACI Border Gateway (Both Pods):

aci-bgwl# show bgp 12vpn evpn 192.168.1.20 vrf overlay-1
Route Distinguisher: 65002:201

BGP routing table entry for [2]:[0]1:[0]1:[48]:[0050.569c.c370]1:[32]1:[192.168.1.20]1/272,
version 1036 dest ptr 0x9c329%aba

Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1
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Path type (0x909e03f0): external 0x40000028 0x4002000 ref 2 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 2 destination(s)
AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 not advertised to any peer

Route Distinguisher: 1:31719393 (L2VNI 14942177)

BGP routing table entry for [2]:[0]:[0]1:[48]1:[0050.569¢c.c370]1:[32]1:[192.168.1.20]1/272,
version 1037 dest ptr 0x9c32a786

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x90dd04c4): external 0xc0000028 0x400 ref 0 adv path ref 1, path is valid, is
best path, remote nh not installed, in rib

Imported from (0x909e03£0)
65002:201:[2]1:[0]1:[0]1:[48]:[0050.569c.c370]:([32]:[192.168.1.20]/144

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
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0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 advertised to peers:
130.10.56.65 130.10.56.66

NX-OS Border Gateway

Note that in this case we are checking for the type-5 route because “advertise externally” flag was enabled
on the bridge domain to advertise type-5 to NX-0OS. This is because BD3/Network3 is not deployed on
NX-OS and is only on ACI.

nx-bgw# show bgp 12vpn evpn 192.168.2.0

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 1:19660800

BGP routing table entry for [5]:[0]:[0]:[24]1:[192.168.2.0]/224, version 3782

Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: vl
Gateway IP: 0.0.0.0
AS-Path: 65100 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.10.240.32)
Origin incomplete, MED 0, localpref 100, weight O
Received label 100

Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:1 Router MAC:000c.0c0Oc.0cOc

Path-id 1 not advertised to any peer

Route Distinguisher: 10.2.0.3:17 (L3VNI 100)

BGP routing table entry for [5]:[0]:[0]1:[24]1:[192.168.2.0]/224, version 3804
Paths: (1 available, best #1)

Flags: (0x000002) (high32 0x000400) on xmit-list, is not in 12rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path, reoriginated, no labeled nexthop
Gateway IP: 0.0.0.0
AS-Path: 65100 , path sourced external to AS
10.3.0.3 (metric 0) from 0.0.0.0 (10.2.0.3)
Origin incomplete, MED 0, localpref 100, weight 0
Received label 100
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Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:0:1 Site-ID:0:0
Router MAC:bcd2.9589.4873

Path-id 1 (dual) advertised to peers:
10.2.0.4

Route Distinguisher: 1:36438016
BGP routing table entry for [5]:[0]:[0]:[24]:[192.168.2.0]/224, version 3784
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 1 destination (s)
Imported paths list: vl
Gateway IP: 0.0.0.0
AS-Path: 65100 , path sourced external to AS
102.102.102.102 (metric 0) from 106.106.106.106 (130.13.0.161)
Origin incomplete, MED 0, localpref 100, weight O
Received label 100

Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:1 Router MAC:000c.0c0Oc.0cOc

Path-id 1 not advertised to any peer

With the control plane established, we can also verify the VNI translation for the VRF on the ACI border
gateway to ensure that the VNI values assigned to the VRF (100) on NX-OS are correctly mapped to the
VNI assigned by APIC on the ACI fabric:

(same for both aci border gateways)

aci-bgwl# vsh lc -c "show system internal eltmc info vrf aci-nxos-vxlan:vl"

VRF-TABLE: aci-nxos-vxlan:vl

vrf type: tenant HESH context id: 10
overlay index: 0 HHH vnid: 2883584
scope: 2883584 HH sclass: 32770
remote_vnid: 100 ::: remote vnid hex: O0x64
v4 table id: Oxa HE ve_ table id: 0x8000000a

Finally, we can verify the contract relationships between the two endpoints on the border gateway(s). We
should have a contract relationship deployed between ESG2 (matching stretched VNI, IP Selector, and
EPG) and ESG3 (EPG). Since this flow is routed (L3), the border gateway will need to have the subnet for
ESG2 (192.168.1.0/24) programmed with the correct PCtag of ESG2. This can be verified by running the
following command on the border gateway:

aci-bgwl# vsh -c "show system internal policy-mgr prefix"

Requested prefix data

Vrf-Vni VRF-Id Table-Id Table-State VRF-Name Addr Class Shared Remote Complete Svc_ena Connected_Subnet
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2981888 2 ox2 Up management 0.0.0.0/0
3014656 5 0x80000005 Up mgmt:inb ::/0
3014656 5 x5 Up mgmt:inb 0.0.0.0/0
2883584 10 0x8000000a Up aci-nxos-vxlan:vl ::/0
2883584 10 oxa Up aci-nxos-vxlan:vl 0.0.0.0/0
2883584 10 oxa Up aci-nxos-vxlan:vl 100.100.100.100/32
2883584 10 oxa Up aci-nxos-vxlan:vl 192.168.1.0/24

Alternatively, the pcTag for ESG3, can be validated via Ul.

Figure 57. Summary of ESG3 in APIC Ul showing pcTag (sclass) of 23
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With the pcTag information (10938 for ESG2 matching IP Selector and 23 for ESG3), we can check if there
is a valid contract between the two ESGs that allows the traffic (ICMP in this case).

aci-bgwl# show zoning-rule scope 2883584 src-epg 10938 dst-epg 23

+o-mmmmmo- R +-------- EE e R R e R e e R R L T +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
Fommmmm - e R Fommmmmmmm- L ] L L L LT e Fommmmm- - e LT +
| 4116 | 10938 | 23 | 2 | bi-dir | enabled | 2883584 | aci-NX-0S-vxlan:ICMP | permit | fully qual(7)

temmmmmmee tommmmme- Fmmmmmme- Fmmmmmmmmen R e Fmmmmmmam- R e Femmmmmmee R L LR +
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With the control plane routes advertised, correct VNI translations, and contracts that allow communication,
communication should be established using ICMP.

Endpoint Mobility Considerations

Most data center fabrics are designed with host mobility in mind, allowing endpoints to move between
switches and interfaces to provide failover and redundancy. This also extends to multi-site architectures,
where high availability and disaster recovery becomes a critical use case of the architecture.

Given that this architecture consists of both ACI and NX-OS fabrics, it is important to understand what
configuration and design options are needed to ensure endpoint mobility between architectures without
packet loss.

By default, ACI switches use 0022.bdf9.19ff as the router MAC address for all bridge domains. This can be
verified by creating any new bridge domain and viewing the layer-3 configurations.

‘diee  APIC - QP QOO0 O

Tenants Fabr Virtual Networking Admir Operations Integration

aci-nxos-vxlan

C» Quick Start

Bl ac-nxos-vxian

& Application Profiles
@ aci-nxos-apt
& Appication EPGs
€% epg1 (ESG matched)
8% epg2 [ESG matched)
B2 epg3 [ESG matched)
& uSeq EPGs
& Endpoint Security Groups
B Networking '
~ Gateway escription  Scope Primary I
B VXLAN Stretch e prinary
[ Bridge Domains
@® b
@ baz
@ ba3
& VRFs
B L20uts
& L30uts
& SR-MPLS VRF L30uts
& Dot1Q Tunnels
&= Contracts
& Policies
& Services

Figure 58. Bridge Domain and the corresponding default Router MAC

Assuming that the subnet IP configured under the bridge domain is the IP used as the default gateway for
the endpoint, the host will learn this MAC address as the default gateway MAC and associate it to the
gateway IP in its ARP table. This way, when traffic is routed from the host, and sent to this destination
MAC, the ingress leaf switch will know to route the frame. ACI allows each bridge domain to have a
custom MAC address if there exists a need, with the primary use case migrating the gateway for a
segment to and from ACI and wanting to ensure the two gateway MAC addresses match.

In VXLAN EVPN fabrics, a single router MAC is used fabric wide. By default, when using Nexus Dashboard
to deploy the fabric, the template will deploy 2020.0000.00aa as the router MAC address for all layer-3
enabled VNIs. This is verified by navigating to Manage > Fabric > Actions > Edit fabric settings > Fabric
Management > General Parameters > Anycast Gateway MAC.
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Figure 59. Default anycast gateway MAC for VXLAN EVPN fabric template

If seamless endpoint mobility is required across architectures, it is critical that any stretched network
maintain the same router MAC address so that the host cache does not need to be updated after a move.
Since VXLAN EVPN deploys a fabric wide MAC, and it is potentially disruptive to change it when there are
existing endpoints and networks, there are two options:

1. For any ACI bridge domain that is stretched, or participating in endpoint mobility between sites, ensure
the Custom MAC Address under the bridge domain is configured the same as the VXLAN EVPN Anycast
Gateway MAC. This is ideal for scenarios where a brownfield fabric with existing endpoints and networks
exists because it does not require changing the gateway MAC for the entire fabric. Instead, one BD at a
time can be updated.

2. Change the VXLAN EVPN Anycast Gateway MAC to the default 0022.bdf8. 19ff so that the MAC
addresses match fabric wide by default. This is ideal for scenarios where a greenfield fabric is being
deployed because the gateway MAC can be updated without impact before the deployment of endpoints
and networks.

ACI Layer-3 Routing and Prefix Advertisement

Beyond the east-west traffic flows that have been configured, Layer-3 prefixes injected from external
routers in each fabric domain can be introduced. These prefixes can be used to advertise external
reachability to hosts in any VXLAN fabric connected through the BGWs for Multi-Site. In this example, a
single prefix 100.100.100.100/32 is being injected into the ACI fabric in Pod-1 via an L3Out in the same
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tenant:aci-NX-0S-vxlan, and same VRF: aci-nxos-vxlan:v1. The purpose of this is to illustrate how
endpoints in the remote fabrics can reach the external prefixes via the ACI fabric.

Inter-Pod Network

Border Leaf Border Leaf

EP6

192.168.1.20

MNetwork2
100.100.100.100/3 VLAN 201

VRF v1

Figure 60. Logical topology, external router/prefix advertisement, endpoint addressing, and flow

When the external prefix is injected from the external router, the BGP domain will implicitly advertise the
prefix to the remote site via EVPN. This means that the route will be learnt locally in the ACI fabric and
pods, as well as advertised remotely to the NX-OS EVPN site sourced from the border gateway in the pod
that is learning the prefix. The figure below shows the routing path for the inject route across the devices in
the domain.
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100.100.100.100/32 via ECMP 100.100.100.100/32 via
> Leaf3 TEP > ACI Pod1 DP TEP (BGW)
> Leafd TEP 101.101.101.101
ACI
= = 3R
— = — —]

} >
I Inter-Pod Network [ ‘ ‘
100.100.100.100/32 via
> NXOS DP TEP (BGW)
202.202.202.202

Border Leaf Border Leaf

™ 100.100.100.100/32 via External Router EP&
\ ) 192.168.1.20

MNetwork2
100.100.100.100/3: VLAN 201
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Figure 61. Control plane diagram for how the external prefixes learned on the ACI fabric are learnt across devices

Deployment

Once the route has been learned on the border leafs from the external router, ESG policy will need to be
configured to allow communication between the external prefix 100.100.100.100, and the Endpoint in the
NX-OS site. The endpoint in the NX-OS site is already matched to ESG esg2 with the use of the IP Selector
matching subnet 192.168.1.0/24. An ESG is created that represents the routes injected locally into the ACI
fabric. The VRF v1 is matched.
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Create Endpoint Security Group [

STEP 1> Identity

Name: | aci-external-routes

Description: optional

VRF: | v1 =

ESG Admin State

Figure 62. Creating an ESG to match locally learned external prefixes

Additionally, an “External Subnet Selector” is added to match the externally learned prefix to the current
ESG. This will allow the prefix to be assigned a unique pcTag for this ESG, which we can then assign
contract policy towards esg?2.
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| Create Endpoint Security Group ()

STEP 2 > Selectors 2. Selectors

Create an External Subnet Selector [

IP: [100.100.100.100/32 |

Shared: []

External Subnet Selectors —+

Figure 63. Adding an External Subnet Selector to match on locally learned external prefixes

Finally, once a contract is associated between ESG aci-external-routes and ESG esg2, communication that
matches that contract will be allowed between the external prefix 100.100.100.100/32, and any endpoint
that resides within the 192.168.1.0/24 subnet, including 192.168.1.20 learnt remotely from the NX-OS
EVPN Fabric.

Note: Normal Layer-3 out rules still apply, and the 192.168.1.0/24 subnet must also be advertised to the
external router to ensure bi-directional communication, unless there is a lesser prefix route like a default
route. This is accomplished using standard advertisement features within APIC, or static routes. Please
refer the ACI Layer-3 Out whitepaper for more information.

Verification

After the config is deployed, connectivity between the endpoints in BD2/Network2 and the external prefix
injected into the ACI site with IP address 100.100.100.100 should be established. For verification
purposes, we can check the BGP control plane to see if the remote L3 entries for both networks are
learned on each border gateway.

ACI Border Gateway (Both Pods):

aci-bgwl# show bgp 12vpn evpn 192.168.1.20 vrf overlay-1

Route Distinguisher: 65002:201
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BGP routing table entry for [2]:[0]:[0]:[48]:[0050.569c.c370]1:[32]:[192.168.1.20]1/272,
version 1036 dest ptr 0x9c329%aba

Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x909e03f0): external 0x40000028 0x4002000 ref 2 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 2 destination(s)
AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 not advertised to any peer

Route Distinguisher: 1:31719393 (L2VNI 14942177)

BGP routing table entry for [2]:[0]:[0]1:[48]1:[0050.569c.c370]1:[32]1:[192.168.1.20]1/272,
version 1037 dest ptr 0x9c32a786

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x90dd04c4): external 0xc0000028 0x400 ref 0 adv path ref 1, path is valid, is
best path, remote nh not installed, in rib

Imported from (0x909e03£0)
65002:201:[2]1:[0]1:[0]1:[48]:[0050.569¢c.c370]:([32]:[192.168.1.20]/144

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0
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Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 advertised to peers:
130.10.56.65 130.10.56.66

NX-OS Border Gateway

nx-bgw# show bgp 12vpn evpn 100.100.100.100

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 1:19660800

BGP routing table entry for [5]:[0]:[0]:[32]:[100.100.100.100]/224, version 877
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: vl
Gateway IP: 0.0.0.0
AS-Path: 65100 65005 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.10.240.32)
Origin IGP, MED not set, localpref 100, weight O
Received label 100

Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:0 Router MAC:000c.0c0Oc.0cOc

Path-id 1 not advertised to any peer

Route Distinguisher: 10.2.0.3:17 (L3VNI 100)
BGP routing table entry for [5]:[0]:[0]:[32]:[100.100.100.100]/224, version 889
Paths: (1 available, best #1)

Flags: (0x000002) (high32 0x000400) on xmit-list, is not in 12rib/evpn

Advertised path-id 1

Path type: local, path is valid, is best path, reoriginated, no labeled nexthop
Gateway IP: 0.0.0.0

AS-Path: 65100 65005 , path sourced external to AS
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10.3.0.3 (metric 0) from 0.0.0.0 (10.2.0.3)
Origin IGP, MED not set, localpref 100, weight O
Received label 100
Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:0 Site-ID:0:0

Router MAC:bcd2.9589.4873

Path-id 1 (dual) advertised to peers:
10.2.0.4
With the control plane established, we can also verify the VNI translation for the VRF on the ACI border
gateway to ensure that the VNI values assigned to the VRF (100) on NX-OS are correctly mapped to the
VNI assigned by APIC on the ACI fabric:
(same for both aci border gateways)
aci-bgwl# vsh lc -c "show system internal eltmc info vrf aci-nxos-vxlan:v1l"

VRF-TABLE: aci-nxos-vxlan:vl

vrf type: tenant HE context id: 10
overlay index: 0 HE vnid: 2883584
scope: 2883584 HE sclass: 32770
remote_vnid: 100 ::: remote vnid hex: 0x64
v4 table id: Oxa HE ve table id: 0x8000000a

Finally, we can verify the contract relationships between the external prefix and ESG2 on the border leafs.
We should have a contract relationship deployed between ESG2 (matching stretched L2 VNI and Subnet
192.168.1.0/24) and ESG aci-external-routes (matching external subnet selector with
100.100.100.100/32). We can validate the pcTag programming for each IP subnet in the respective VRF by
checking the policy prefix configuration on each border gateway:

Requested prefix data

Vrf-Vni VRF-Id Table-Id Table-State VRF-Name Addr Class Shared Remote Complete Svc_ena Connected_Subnet
2981888 2 ox2 Up management 0.0.0.0/0 32770 False False False False False
3014656 5 0x80000005 Up mgmt:inb ::/@ 15 False False False False False
3014656 5 ox5 Up mgmt:inb 0.0.0.0/0 15 False False False False False
2883584 10 0x8000000a Up aci-nxos-vxlan:vl ::/@ 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 0.0.0.0/0 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 100.100.100.100/32 25 False False False False False <--
2883584 10 oxa Up aci-nxos-vxlan:vl 192.168.1.0/24 10938 False False False False True <--
2883584 10 oxa Up aci-nxos-vxlan:vl 192.168.2.0/24 23 False False False False True

With the pcTag information, we can check if there is a validation contract between the two ESGs that allow
the traffic (ICMP in this case).

aci-bgwl# show zoning-rule scope 2883584 src-epg 25 dst-epg 10938

Hommmmaen ommmmmen Rt tmmmmmmmae ommmmmmn e il fmmmmmmme R LT ommmeme ommmmmmmeeee +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
Hommmmmmmn ommmmmn Rt Fmmmmmmmme ommmmmen e it Fommmmme R EE L E e ommmmme- Hommmmm e +

| 4120 | 25 | 10938 | 2 | bi-dir | enabled | 2883584 | aci-NX-0S-vxlan:ICMP | permit | fully_qual(7)
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With the control plane routes advertised, correct VNI translations, and contracts that allow communication,
traffic should be established using ICMP.

NX-OS Layer-3 Routing and Prefix Advertisement

Similarly to the previous example where an external prefix is advertised on the ACI site towards the NX-0OS
site, the reverse can also happen. In this example, a single prefix 111.111.111.111/32 is being injected
into the NX-OS fabric via the border gateway in VRF v1. The purpose of this is to illustrate how endpoints
in the ACI fabric can reach the external prefixes via the remote VXLAN EVPN fabric.

o T ’)»a Border Gateway Luz:"/—\

ey 3R
—
——

Inter-Pod Network

EP2
192.168.1.10
BD2

VRF v1

Figure 64. Logical topology, external router/prefix advertisement, endpoint addressing, and flow

When the external prefix is injected from the external router, the BGP domain will implicitly advertise the
prefix to the remote ACI site via EVPN. This means that the route will be learnt locally in the NX-OS fabric,
as well as advertised remotely to the ACI fabric. The figure below shows the routing path for the inject
route across the devices in the domain.
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Figure 65. Control plane diagram for how the external prefixes learned on the NX-OS fabric are learnt across
devices

Deployment

Once the route has been learned on the border gateway leaf from the external router in the NX-0OS site and
advertised to the border gateway in the ACI site, an ESG policy will need to be configured to allow
communication between the external prefix 111.111.111.111, and the Endpoint in the ACI site that is
already mapped to the ESG esg2. An ESG is created that represents the routes injected remotely from the
NX-OS site. The VRF v1 is matched.
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Create Endpoint Security Group (¥}

STEP 1> Identity 1. Identity

Name:  nxos-external-routes

Description: | optional

VRF: v1 %]

Figure 66. Creating an ESG to match remotely learned external prefixes from the NX-OS fabric

Just like the prefix injected from the ACI site, an “External Subnet Selector” is added to match the
externally learned prefix on the NX-OS site to the current ESG. This will allow the prefix to be assigned a
unique pcTag for this ESG, which we can then assign contract policy towards esg?2.
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Figure 67. Adding an External Subnet Selector to match remotely learned external prefixes from the NX-OS fabric

Finally, once a contract is associated between ESG NX-OS-external-routes and ESG esg2, communication
that matches that contract will be allowed between the external prefix 111.111.111.111/32, and any
endpoint that resides within the 192.168.1.0/24 subnet, including 192.168.1.20 learnt remotely from the
NX-OS EVPN Fabric.

Note: Normal Layer-3 out rules still apply, and the 192.168.1.0/24 subnet must also be advertised to the
external router to ensure bi-directional communication, unless there is a lesser prefix route like a default
route. This is accomplished using standard advertisement features within NX-OS/ND, including route-
maps, or static routes.

Verification

After the config is deployed, connectivity between the endpoints in BD2/Network2 and the external prefix
injected into the NX-0OS site, then advertised to the ACI site with IP address 111.111.111.111 should be
established. For verification purposes, we can check the BGP control plane to see if the remote L3 entries
for both networks are learned on each border gateway. The difference between this example, and the
Type-2 or Type-5 routes advertised in the host networks, is that remote prefixes will be advertised by
EVPN and learned on the ACI border gateways but then re-originated into MP-BGP VPNv4 in the tenant
VRF and advertised to the spines. Because of this, verification requires checking the presence of the route
via EVPN and then checking the presence of the route in the VPNv4 address family in the tenant VRF to
ensure it is being advertised to the spines. Ya for Deployment guide gere

ACI Border Gateway (Both Pods):

© 2026 Cisco and/or its affiliates. All rights reserved. Page 82 of 101



aci-bgwl# show bgp 12vpn evpn 111.111.111.111 vrf overlay-1
Route Distinguisher: 10.2.0.3:17

BGP routing table entry for [5]:([0]:[0]:[32]:[111.111.111.111]:[0.0.0.0]/224, version 973
dest ptr 0x9c329454

Paths: (1 available, best #1)

Flags: (0x0000000000000002 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x909df9c8): external 0x40000028 0x4000000 ref 1 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 1 destination (s)
AS-Path: 65002 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED not set, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 100

Extcommunity:
RT:65100:100 € RT with VNI of remote vxlan fabric
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea
Router MAC:bcd2.9589.4873

Path-id 1 not advertised to any peer

aci-bgwl# show bgp vpnv4 unicast 111.111.111.111/32 vrf aci-nxos-vxlan:vl

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 501:2883584 (VRF aci-nxos-vxlan:vl)

BGP routing table entry for 111.111.111.111/32, version 65 dest ptr 0x90ec8598
Paths: (1 available, best #1)

Flags: (0x00000000000c001la 0000000000) on xmit-list, is in urib, is best urib route, is in
HW, exported

vpn: version 548, (0x0000000000100002) on xmit-list
Multipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1

Path type (0x90dd0Occ8): external 0xc0000028 0x400 ref 0 adv path ref 2, path is wvalid, is
best path, remote nh not installed, in rib

Imported from (0x909df9c8)
10.2.0.3:17:[51:(01:[0]:[327:0111.111.111.111]:[0.0.0.01/120
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AS-Path: 65002 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED not set, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 100
Extcommunity:
RT:65100:2883584 € RT with VNI of local user VRF VNI in ACI (normalization)
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea
VNID:2883584

VRF advertise information:

Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:
130.10.56.65 130.10.56.66 <- - - ACI Spine TEPs

NX-0S Border Gateway
nx-bgw# show bgp 12vpn evpn 111.111.111.111
BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 10.2.0.3:17 (L3VNI 100)
BGP routing table entry for [5]:[0]:[0]:([32]:[111.111.111.111]1/224, version 3904
Paths: (1 available, best #1)
Flags: (0x000002) (high32 00000000) on xmit-list, is not in l2rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path, no labeled nexthop
Gateway IP: 0.0.0.0
AS-Path: 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 0.0.0.0 (10.2.0.3)
Origin IGP, MED not set, localpref 100, weight O
Received label 100

Extcommunity: RT:65002:100 ENCAP:8 Router MAC:bcd2.9589.4873

Path-id 1 advertised to peers:
10.2.0.4 105.105.105.105 106.106.106.106 <- - advertise to local spine and

remote ACI Border Gateways

With the control plane established, we can also verify the VNI translation for the VRF on the ACI border
gateway to ensure that the VNI values assigned to the VRF (100) on NX-OS are correctly mapped to the
VNI assigned by APIC on the ACI fabric:
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(same for both aci border gateways)
aci-bgwl# vsh lc -c "show system internal eltmc info vrf aci-nxos-vxlan:vl"

VRF-TABLE: aci-nxos-vxlan:vl

vrf type: tenant HESH context id: 10
overlay index: 0 HHN vnid: 2883584
scope: 2883584 HE sclass: 32770
remote_vnid: 100 ::: remote vnid hex: Ox64
v4 table id: Oxa HE ve table id: 0x8000000a

Finally, we can verify the contract relationships between the external prefix and ESG2 on the border leafs.
We should have a contract relationship deployed between ESG2 (matching stretched L2 VNI and Subnet
192.168.1.0/24) and ESG nxos-external-routes (matching external subnet selector with
111.111.111.111/32). We can validate the pcTag programming for each IP subnet in the respective VRF by
checking the policy prefix configuration on each border gateway:

aci-bgwl# vsh -c "show system internal policy-mgr prefix"

Requested prefix data

Vrf-Vni VRF-Id Table-Id Table-State VRF-Name Addr Class Shared Remote Complete Svc_ena Connected_Subnet
2981888 2 ox2 Up management 0.0.0.0/0 32770 False False False False False
3014656 5 0x80000005 Up mgmt:inb ::/@ 15 False False False False False
3014656 5 ox5 Up mgmt:inb 0.0.0.0/0 15 False False False False False
2883584 10 0x8000000a Up aci-nxos-vxlan:vl ::/0 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 0.0.0.0/0 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 100.100.100.100/32 25 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 111.111.111.111/32 10939 False False False False False <--
2883584 10 oxa Up aci-nxos-vxlan:vl 192.168.1.0/24 10938 False False False False True <--

With the pcTag information, we can check if there is a valid contract between the two ESGs that allows the
traffic (ICMP in this case).

aci-bgwl# show zoning-rule scope 2883584 src-epg 10939 dst-epg 10938

mmmmmman fommmma e mmmmmmme mmmmmm e mmmmmma mmmmmma dmmm e fmmmmm mmmmmmmmmmeeean +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name | Action | Priority
mmmmmmeae B mmmmmmm mmmmmmme Fommmmmmm e mmmmmmmae mmmmmma mmmm e B Fommmmmmmm e +
| 4125 | 10939 | 10938 | 2 uni-dir-ignore | enabled | 2883584 | aci-NX-0S-vxlan:ICMP | permit | fully_qual(7)
mmmmmmeae B mmmmmmm mmmmmmme Fommmmmmm e mmmmmmmae mmmmmma mmmm e B Fommmmmmmm e +

With the control plane routes advertised, correct VNI translations, and contracts that allow communication,
traffic should be established using ICMP.

Transit Routing

Transit routing refers to the ability to send traffic from end devices behind a layer-3 routed segment,
between fabrics or sites. The Cisco Nexus One Fabric solution supports prefix advertisement between both
ACI and NX-0OS sites, and for traffic to be normalized, and classified between external subnets.
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Figure 68. Logical topology, external routers/prefix advertisement, and flow

Deployment

The assumption in this case is that the L30ut on APIC within the tenant, and the Layer-3 VRF-Lite
configuration on Nexus Dashboard for NX-OS is already in place, like how the routes were advertised
individually at each site in the previous two examples. If routes are being advertised within the respective
sites and VREF, the only thing required is to map the prefixes to an ESG for policy enforcement using the
External Subnet Selector on the ESG.

In the previous two examples where routes were injected at each site respectively, two ESGs were created
to classify the local ACI learned prefix, and the remotely learned NX-OS prefix. Since these two ESGs are
already classifying the traffic, all that is needed is to add a contract between them to allow communication.
This is how this example is configured.

Alternatively, you could create a single ESG for all “transit” routes, named esg-transit-routes, and add both
prefixes to the External Subnet Selector to match. Because they would be in the same ESG, communication
would be allowed by default without a contract.

NOTE: Normal Layer-3 out rules still apply, and the 100.100.700.100/24 subnet must also be advertised to
the external router in the NX-0OS site to ensure bi-directional communication, unless there is a lesser prefix
route like a default route. This is accomplished using standard advertisement features within NX-OS/ND,
including route-maps, or static routes.

Furthermore, the 111.111.111.111 subnet must also be advertised to the external router in the ACI site to
endure bi-directional communication, unless there is a lesser prefix route like a default route. This is
accomplished using standard advertisement features within APIC, or static routes. For more information,
see ACI L30ut whitepaper.

Verification

After the config is deployed, connectivity between the two external prefixes should be established. For
verification purposes, we can check the BGP control plane to see if the remote L3 prefix entries for both
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sites are learned on the border gateways. The difference between this example, and the Type-2 or Type-5
routes advertised in the host networks, is that remote prefixes will be advertised by EVPN and learned on
the ACI border gateways but then re-originated into MP-BGP VPNv4 in the tenant VRF and advertised to
the spines. Because of this, verification on the ACI switches requires checking the presence of the route
via EVPN and then checking the presence of the route in the VPNv4 address family in the tenant VRF to
ensure it is being advertised to the spines.

ACI Border Gateway (Both Pods):

aci-bgwl# show bgp 12vpn evpn 111.111.111.111 vrf overlay-1
Route Distinguisher: 10.2.0.3:17

BGP routing table entry for [5]:[0]:[0]:[32]:[111.111.111.1111:[0.0.0.0]/224, version 973
dest ptr 0x9c329454

Paths: (1 available, best #1)

Flags: (0x0000000000000002 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x909df9c8): external 0x40000028 0x4000000 ref 1 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 1 destination(s)
AS-Path: 65002 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED not set, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 100

Extcommunity:
RT:65100:100
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea
Router MAC:bcd2.9589.4873

Path-id 1 not advertised to any peer

aci-bgwl# show bgp vpnv4 unicast 111.111.111.111/32 vrf aci-nxos-vxlan:vl

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast
Route Distinguisher: 501:2883584 (VRF aci-nxos-vxlan:vl)

BGP routing table entry for 111.111.111.111/32, version 65 dest ptr 0x90ec8598
Paths: (1 available, best #1)

Flags: (0x00000000000c001la 0000000000) on xmit-list, is in urib, is best urib route, is in
HW, exported
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vpn: version 548, (0x0000000000100002) on xmit-list
Multipath: eBGP iBGP

Advertised path-id 1, VPN AF advertised path-id 1

Path type (0x90dd0cc8): external 0xc0000028 0x400 ref 0 adv path ref 2, path is wvalid, is
best path, remote nh not installed, in rib

Imported from (0x909df9c8)
10.2.0.3:17:[51:(01:[0]:[327:0111.111.111.111]1:[0.0.0.01/120

AS-Path: 65002 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED not set, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 100

Extcommunity:
RT:65100:2883584
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
0x310:03100000:0000fdea
VNID:2883584

VRF advertise information:

Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:
130.10.56.65 130.10.56.66
NX-OS Border Gateway

nx-bgw# show bgp 12vpn evpn 100.100.100.100

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 1:19660800

BGP routing table entry for [5]:[0]:[0]:[32]:[100.100.100.100]/224, version 877
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is wvalid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: vl
Gateway IP: 0.0.0.0
AS-Path: 65100 65005 , path sourced external to AS
101.101.101.101 (metric 0) from 105.105.105.105 (130.10.240.32)
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Origin IGP, MED not set, localpref 100, weight O
Received label 100

Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:0 Router MAC:000c.0c0c.0cOc

Path-id 1 not advertised to any peer

Route Distinguisher: 10.2.0.3:17 (L3VNI 100)

BGP routing table entry for [5]:[0]:[0]:[32]:[100.100.100.100]/224, version 889
Paths: (1 available, best #1)

Flags: (0x000002) (high32 0x000400) on xmit-list, is not in 12rib/evpn

Advertised path-id 1
Path type: local, path is valid, is best path, reoriginated, no labeled nexthop
Gateway IP: 0.0.0.0
AS-Path: 65100 65005 , path sourced external to AS
10.3.0.3 (metric 0) from 0.0.0.0 (10.2.0.3)

Origin IGP, MED not set, localpref 100, weight O

Received label 100

Extcommunity: RT:65002:100 ENCAP:8 PCTAG:0:80:0 Site-ID:0:0

Router MAC:bcd2.9589.4873

Path-id 1 (dual) advertised to peers:
10.2.0.4
With the control plane established, we can also verify the VNI translation for the VRF on the ACI border
gateway to ensure that the VNI values assigned to the VRF (100) on NX-OS are correctly mapped to the
VNI assigned by APIC on the ACI fabric:
(same for both aci border gateways)
aci-bgwl# vsh lc -c "show system internal eltmc info vrf aci-nxos-vxlan:vl"

VRF-TABLE: aci-nxos-vxlan:vl

vrf type: tenant HE context id: 10
overlay index: 0 HE vnid: 2883584
scope: 2883584 HE sclass: 32770
remote_vnid: 100 ::: remote vnid hex: 0x64
v4 table id: Oxa HE ve table id: 0x8000000a

Finally, we can verify the contract relationships between the two prefixes on the border gateways. We
should have a contract relationship deployed between both ESGs that matches the external subnet selector
for each prefix, respectively. We can validate the pcTag programming for each IP subnet in the respective
VRF by checking the policy prefix configuration on each border gateway:
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aci-bgwl# vsh -c "show system internal policy-mgr prefix"

Requested prefix data

Vrf-Vni VRF-Id Table-Id Table-State VRF-Name Addr Class Shared Remote Complete Svc_ena Connected_Subnet
2981888 2 ox2 Up management 0.0.0.0/0 32770 False False False False False
3014656 5 0x80000005 Up mgmt:inb ::/0 15 False False False False False
3014656 5 x5 Up mgmt:inb 0.0.0.0/0 15 False False False False False
2883584 10 0x8000000a Up aci-nxos-vxlan:vl ::/0 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 0.0.0.0/0 15 False False False False False
2883584 10 oxa Up aci-nxos-vxlan:vl 100.100.100.100/32 25 False False False False False <--
2883584 10 oxa Up aci-nxos-vxlan:vl 111.111.111.111/32 10939 False False False False False <--
2883584 10 oxa Up aci-nxos-vxlan:vl 192.168.1.0/24 10938 False False False False True

With the pcTag information, we can check if there is a validate contract between the two ESGs that allows
the traffic (ICMP in this case).

aci-bgwl# show zoning-rule scope 2883584 src-epg 25 dst-epg 10939

SR LR R R SR ELEEEE SR ELE LR R Fommm - Fommm - SRR it Fo-mmmmm- R e L L +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority

B R e B R R R T Homm - B it +
| 4126 | 25 | 10939 | 2 | bi-dir | enabled | 2883584 | aci-NX-0S-vxlan:ICMP | permit | fully_qual(7) |
B R e B R R R T Homm - B it +

With the control plane routes advertised, correct VNI translations, and contracts that allow
communication, traffic should be established using ICMP.

End-to-End Policy Awareness

Both ACI and NX-OS fabrics have the ability to enforce policy using VXLAN, and leverage a combination of
the control plane and data plane to ensure optimal forwarding, and utmost security based on user desired
policies. Since Day-1, ACI has done this using EPGs and contracts, to assign a policy control tag (PCTag)
to every EPG, and applying that tag in the iVXLAN header so that the source and destination switches can
apply and enforce localized TCAM rules to allow or deny the traffic. This was later evolved for ESGs in the
5.2 release. Beginning with NX-OS 10.4(3), the standardized version of this implementation: VXLAN Group
Policy Option (GPO), was introduced to allow network administrators to accomplish a similar segmentation
strategy for VXLAN EVPN fabrics deployed using Nexus 9000 switches. However, the 10.6(1) release
implemented a critical capability to allow MAC based segmentation and enforcement such that NX-OS and
ACI fabrics can enforce security in the same way. Therefore, for end-to-end L2 and L3 policy
enforcement, 10.6(1) and higher is required.

Now that ACI and NX-OS fabrics can be interconnected using VXLAN EVPN border gateways, having the
ability to maintain security policies across fabrics and across implementations is critical. The intent of this
section is not to do a deep dive on VXLAN GPO, but outline an example of how GPO and Security Group
tags are mapped to ESGs to allow Paga normalization across sites. For a full deep dive on VXLAN GPO,
and its deployment, please see the VXLAN GPO whitepaper.

Deployment

Using the topology, endpoints, and configuration that was deployed in the above examples, the APIC will
be configured to map ESG SGTs to remote SGTs learned via BGP EVPN on the remote VXLAN EVPN fabric.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 90 of 101


https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/securing-datacenters-with-microsegmentation-and-vxlan-gpo.html#Introduction

The goal is to allow L2 communication within the same network: Network2 (using IP address
192.168.1.0/24) when GPO is enabled, as well as isolate a single IP address: 192.168.1.21/32 into its own
ESG to demonstrate a micro-segmentation use case.

NOTE: The isolated IP will only have policy applied at an IP level, meaning that only traffic that crosses the
Layer3 boundary (outside of subnet 192.168.1.0/24) will have the policy applied. In order to ensure
consistency between the SGT of the endpoints MAC and IP across the sites, MAC based segmentation
would need to be configured on the NX-0OS fabric which was released in 10.6(1). This ensures that the
type-2 route for the MAC only contains the same SGT tag as the MAC/IP type-2 route when both MAC and
IP selectors are defined.

As a counterpart of ESG2 in the ACI site, we will create the security group SG2 with SGT 10000 matching
Network2 in the NX-OS site. Then, we will map SGT 10000 to ESG2 on ACI via the pcTag/SGT
normalization such that EVPN routes with SGT 10000 from the NX-OS site are classified to the
corresponding security group ESG2 on the ACI site. For SG10001, an additional security group will be
created matching on the IP selector for the 192.168.1.21 IP, and a new ESG will be created to match the IP
Selector and pcTag/SGT (10001) for the specific 192.168.1.21/32 IP.

Layer 2 Flow
Layer 3 Flow
EP4 EP7 EPS i s
192.168.1.10 192.168.2.10 192.168.1.11 192.168.1.20 192.168.1.21
r Security Group: 10000
ESG2 ESG3 ESG2 Match Metwork: Network2
ESG2-Host Security Group: 10001
IP Selector: 192.168.1.21/32 Match IP:192.168.1.21/32
Mormalize PCTag: 10001
VRF vl VRF v1
VR . VLAN 100
ACI Pod 1 ACI Pod 2 NXOS Site

Figure 69. Security Group configuration for endpoints

Before doing the configuration on APIC, the following shows how this GPO configuration is deployed within
Nexus Dashboard. First, security groups must be enabled under the MSD level by navigating to Manage >
Fabric Groups > MSD > Edit fabric group settings > Security.
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Figure 70. Security Groups enabled on Fabric Group

Once enabled, the VRF can be edited to configure a certain security enforcement action.
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Figure 71. Security Group configuration on the VRF

After the VRF is enabled, specific security groups can be configured, along with their matching selectors as
well as SG tag allocation. For Network2, a network selector that matches the entire network can be
created, as well as allocated SG Tag 10000.

‘et Nexus Dashboard Q Q@ @ | A amin
Edit security group X
ajc-ndl Group identification
= Securi ty group name*
Home ”
.a< Security group tag I0*
Manage 1
@D sueen
Analyz
Selectors (D
o
Adein IPselactors  VMIP selectors  Network selectors  Network port selectors 3
"%
Actions ¥ ] [ Add network selectors ] 2
-
VRF T Network w3
B Network2
= e

Figure 72. Security Group creation for Network2

For the host-based segmentation, an IP selector that matches 192.168.1.21/32 can be created, as well as
allocated SG Tag 10001. This will allow us to create a specific policy for routed traffic, and the bridged
traffic will still be allowed because of the Network match statement matching the MAC address to SGT
10000 and the IP address to 10001.
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Figure 73. Security Group creation for specific endpoint

= 3

If the VRF is operating in enforced deny mode, then security associations can be made to allow the specific
source and destination security groups to communicate using specific contracts.
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Figure 74. Security Group Association to a contract

This will result in the following example CLI that will get pushed to all leafs and the border gateway within
the NX-OS fabric:
class-map type security match-any icmp
description Match ICMP (auto generated)
match ip icmp
security-group 10000 name Network2
match vlan 201
policy-map type security ICMP_ icmp
class icmp
permit
security-group 10001 name Network2 Host
match connected-endpoints vrf vl ipv4 192.168.1.21/32
vrf context vl
security enforce tag 10669 default permit
exit
configure terminal
configure dual-stage
vrf context vl
security contract source 10001 destination any policy ICMP icmp

commit

On the ACI fabric, there is an additional setting under the ESG: “Set Normalized pcTag.” This configuration
will create a translation between remotely learned EVPN endpoints that have an SG Tag set, to the pcTag
of the ESG for policy enforcement. For ESG2, the normalized pcTag is set to 10000 to match all remote
devices in Network?2 to ESG2.
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Figure 75. Normalized pcTag for Network2 on ESG2

For host 192.168.1.21, which has been micro-segmented into a separate security group, a new ESG is
created to match the host IP address, an normalize the SGTag 10001.
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Figure 76. IP subnet selector matching /32 host on remote site
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Figure 77. Normalized pcTag for the /32 host in security group on remote site

Once a contract is added between esg3 and esg2-host, then 192.168.2.10 will be able to establish
connectivity to 192.168.1.21 using policy enforcement at both ends with the specific contracts.
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Figure 78. Adding contract to allow communication

Verification

For verification purposes, we can check the BGP control plane to see if the remote L3 entries for both
devices in Network2, as well as the micro-segmented host 192.168.1.21 are learned on each border
gateway with the respective PCtag.

ACI Border Gateway (Both Pods):

aci-bgwl# show bgp 1l2vpn evpn 192.168.1.20 vrf overlay-1
Route Distinguisher: 1:48496609 (L2VNI 14942177)

BGP routing table entry for [2]:[0]:[0]:[48]:[0050.569c.c370]1:[32]:[192.168.1.201/272,
version 1370 dest ptr 0x9c278dec

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x908e1824): external 0xc0000028 0x400 ref 0 adv path ref 1, path is wvalid, is
best path, remote nh not installed, in rib

Imported from (0x9092e730)
65002:201:[2]:[0]:[0]:[48]1:[0050.569¢c.c370]:[32]:[192.168.1.20]/144

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)
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Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
PCTAG:00:0:0:10938
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 advertised to peers:
130.13.0.224

Route Distinguisher: 65002:201

BGP routing table entry for [2]:[0]:[0]1:[48]:[0050.569c.c370]1:[32]:[192.168.1.20]1/272,
version 1342 dest ptr 0x9c2779%4e

Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x9092e730): external 0x40000028 0x4002000 ref 2 adv path ref 1, path is wvalid,
is best path, remote nh not installed

Imported to 2 destination (s)
AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S500:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
PCTAG:00:0:0:10000
0x310:03100000:0000fdea

Router MAC:0200.caca.caca
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Path-id 1 not advertised to any peer

aci-bgwl# show bgp 12vpn evpn 192.168.1.21 vrf overlay-1
Route Distinguisher: 1:48496609 (L2VNI 14942177)

BGP routing table entry for [2]:[0]:[0]1:[48]:[0050.569¢c.9fc2]:([32]:[192.168.1.21]1/272,
version 1369 dest ptr 0x9c27772c

Paths: (1 available, best #1)
Flags: (0x0000000000000212 0000000000) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x908el4cd): external 0xc0000028 0x400 ref 0 adv path ref 1, path is wvalid, is
best path, remote nh not installed, in rib

Imported from (0x9092ea70)
65002:201:[2]:[0]1:[0]1:[48]1:[0050.569c.9fc2]:([32]:[192.168.1.21]/144

AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved 0

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S500:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
PCTAG:00:0:0:17
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 advertised to peers:

130.13.0.224

Route Distinguisher: 65002:201

BGP routing table entry for [2]:[0]:[0]:[48]:[0050.569c.9fc2]:[32]:[192.168.1.211/272,
version 1344 dest ptr 0x9c278bl4

Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is
locked

Multipath: eBGP iBGP

Advertised path-id 1

Path type (0x9092ea70): external 0x40000028 0x4002000 ref 2 adv path ref 1, path is valid,
is best path, remote nh not installed

© 2026 Cisco and/or its affiliates. All rights reserved. Page 100 of 101



Imported to 2 destination (s)
AS-Path: 65002 , path sourced external to AS
202.202.202.202 (metric 0) from 10.2.0.3 (10.2.0.3)

Origin IGP, MED 2000, localpref 100, weight 0 tag 4294966000, propagate 0, floating
svi 0, tunnel resolved O

Received label 201 100

Extcommunity:
RT:65100:100
RT:65100:201
S00:65100:1291845613
COST:pre-bestpath:170:1610612736
ENCAP:8
PCTAG:00:0:0:10001
0x310:03100000:0000fdea

Router MAC:0200.caca.caca

Path-id 1 not advertised to any peer
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