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Goals of this Document

The goals of this document are to elaborate on the requirements and deployment procedures for
infrastructure connectivity and logical tenant communication between two ACI sites using Border
Gateways. It specifically focuses on APIC configuration without relying on external tools such as Nexus
Dashboard. The guide covers Layer 2, Layer 3, shared services, and end-to-end policy extension, ensuring
consistent policy enforcement across interconnected ACI sites.

This guide details infrastructure VXLAN connectivity using either direct BGP EVPN peering (non-Route
Server) or a Border Gateway Route Server. While both are covered, the design focus remains on the non-
Route Server model. The “User Tenant Baseline Configuration” section is essential for understanding the
subsequent use cases; readers should review this foundational content and the following scenarios in the
order presented.

Note: Throughout this document, the terms “site” and “fabric” are used interchangeably.

Terminology
This document uses the following terms, with which you will need to be familiar:
« BD: bridge domain
« EPG: endpoint group
« ESG: endpoint security group
« EP: endpoint residing in an ACI fabric
e L30ut: Layer 3 Out or external routed network
o L30ut EPG also known as External EPG: subnet-based EPG in L30ut
« VRF: Virtual Routing and Forwarding
o Border leaf: ACI leaf where L30ut is deployed
o Border gateway: ACI leaf that is used to connect to other VXLAN EVPN domain

« ISN: The Inter-Site Network that provides connectivity between Border Gateways deployed in
separate ACI sites

e pcTag: Policy Class Tag is a numeric ID used for internal representation of EPG/ESG also referred to
as Source Class (sclass) or Destination Class (dclass)

e CLI: Command-Line Interface

« DF: Designated Forwarder, a role assigned to a specific Border Gateway that is responsible for
forwarding BUM (Broadcast, Unknown Unicast, and Multicast) traffic within a given Bridge Domain
(BD)

e PIP: Primary IP Address, a unique loopback IP address assigned to each individual Border Gateway,
it is used as source for VXLAN tunnel
Prerequisites
Reader Prerequisite Knowledge

« Familiarity with Cisco ACI core concepts such as Tenants, BDs, EPGs, and ESGs.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 6 of 209



« Understanding of VXLAN and BGP EVPN technologies.

« For more information, see the Cisco ACI white papers listing.

Deployment Requirements

« ACI Release: 6.1(5) or higher is required to support multiple independent ACI sites communicating
through border gateways and to leverage enhanced features such as Layer 2, Layer 3 connectivity
and policy extension between sites.

e Logical Model: ESGs are required, and BDs must be configured in Flooding mode for Unknown
Unicast traffic. ESGs are the required security model for flexible and scalable endpoint classification
in Multi-Site deployments.

o Border Gateway hardware: Cisco Nexus 9000 Series switches of the FX generation or later, with a
minimum of 32 GB of RAM, are required to support Border Gateway functionality. At the time of
writing, a Border Gateway in Cisco ACI is a dedicated leaf node that cannot host a tenant L30ut or
an endpoint in an EPG/ESG.

« Inter-Site Network: The Inter-Site Network must support external BGP (eBGP) for underlay
connectivity.

Introduction

As of ACI Release 6.1(5), interconnecting multiple ACI Sites via Border Gateways became a supported
capability. Broadly, there are three primary methods for connecting ACI sites:

¢ Independent Sites: In this model, each ACI site operates autonomously. Local APIC administrators
are responsible for configuring tenants, VRFs, BDs and Contracts independently on each site. One
ACI site perceives the other as an external Layer 2 or Layer 3 network, with no inherent policy
synchronization. Networking services rely solely on EPG static path binding and L30Out. This
architecture presents several limitations, including complex contract management, lack of support
for an “app-centric mode” (where multiple EPGs share a single stretched BD), and the absence of a
pervasive gateway across sites.

« Nexus Dashboard Orchestrator (NDO): Now known as Orchestration Service in Nexus Dashboard
(ND) starting from ND release 4.1(1), NDO provides a single pane of glass for configuring inter-site
connectivity and applying consistent network and policy across ACI sites. Site-to-site VXLAN
connectivity is established between ACI spines.

« Border Gateway Interconnect: This newer design option centralizes the interconnectivity between
ACI sites through dedicated Border Gateways. It facilitates Layer 2 and Layer 3 networking services
and policy using standard VXLAN encapsulation for the data plane and BGP EVPN for the control
plane. The VXLAN connectivity between sites is key to maintaining a pervasive gateway across ACI
sites. Centralized provisioning can be achieved through programmatic interfaces, including the APIC
REST API, as well as automation frameworks such as Ansible and Terraform. As a roadmap, Nexus
Dashboard will evolve into a central orchestrator for both infrastructure connectivity and logical
tenant extension between sites.

This document further elaborates on the requirements and deployment procedures for infrastructure
connectivity and logical tenant communication, encompassing Layer 2, Layer 3, and shared services
between two ACI sites using Border Gateway.
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In this document, the terms “site” and “fabric” are used interchangeably. Both refer to the same ACI

domain managed by a single APIC cluster. This ACl domain can be either a single-pod ACI site or a multi-

pod ACI site.

Reference Topology
Topology

The topology below is intended for configuration and deployment demonstrations only. For production

environments requiring high availability and specific business requirements, this topology can be scaled by
adding more leaf, border gateway and spine switches.

Inter-Pod Network

ACI Site 1

Pod-1 Pod-2
Figure 1. Reference physical topology

IP Addressing and BGP ASN

The figure below illustrates the IP addressing and BGP AS numbers used in the guide. Although the
examples in this guide use /30 subnets for point-to-point links, /31 subnets are also valid options.

[ BGP AS 65100 ]

Eth1/15 ’ /

172.16.63.6/30 Eth1/18

/ 172.16.63.2/30

Ethl'l /21 \

172.16.63.18/30

Eth1/51 Eth1/51 Eth1/21
172.16.63.5/30 172.16.63.1/30 172.16.63.17/30
v |
bgw-leaf1 bgw-leaf2 bgw-leaf202
EVPN Loopback EVPN Loopback EVPN Loopback
1.1.1.101 1.1.1.102 2.2.2.202
External Data Plane IP External Data Plane IP: External Data Plane IP
100.100.100.102 100.100.100.102 200.200.200.202
ACI Site 1
Pod-1 Pod-2
| BGP AS 100 )

Figure 2. IP Addressing and BGP AS numbers
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The External Data Plane IP, also known as the Multi-Site External VIP, is a virtual IP shared across all
Border Gateways within the same ACI Pod. This loopback IP is user-configured per Pod and serves
as the next-hop for Type-2 and Type-5 EVPN routes advertised to remote ACI site (VXLAN EVPN
fabric). It is set up when creating Border Gateway Sets on the APIC controller.

EVPN Loopback, also referred to as BGW PIP or VXLAN-RTEP, is a unique loopback IP address
assigned to each Border Gateway. It serves as the source IP for all traffic destined to the remote
VXLAN EVPN domain and functions as the next-hop for Type-5 prefixes received from the remote
ACI site (VXLAN EVPN domain), which are injected into the local ACI fabric via VPNv4/VPNv6. This
loopback address is configured during the setup of the VXLAN Infra L3Out.

Supported Use Cases

This section introduces several supported use cases between ACI sites utilizing Border Gateways:

Intra-subnet Communication (Bridged Flow): Stretched Layer 2 Network: Communication between
endpoints residing in the same subnet across different ACI sites.

Inter-subnet Communication (Routed Flow): Layer 3 communication between:

Directly connected endpoints across ACI Sites (e.g., an endpoint in Site 1 communicating with an
endpoint in Site 2).

External endpoints across ACI Sites (e.g., an external endpoint through Site 1 communicating with an
external endpoint through Site 2).

North-South Communication across sites: Communication from internal endpoint in one site to
external endpoint in another Site through L30ut in the same VRF.

Shared Service (Inter-VRF): Communication between endpoints located in different VRFs across
different ACI sites.

Shared L30ut: Communication between endpoints located in one VRF in one ACI Site to external
endpoint in a different VRF in another ACI Site.

For details, please refer to this section Overlay Networking and Use Cases Deployment Details.

Control Plane

Control Plane Overview

This section provides an overview of the control plane established between two ACI sites. ACI Border
Gateways (BGWs) build full-mesh BGP EVPN sessions with each other to facilitate this inter-site
communication. Starting from ACI release 6.1(6) and 6.2(2), Route-Server deployments are also supported
as an alternative topology, providing greater scalability and simplified BGP peering management.

Several types of EVPN sessions are established between ACI Border Gateways:

© 2026 Cisco and/or its affiliates. All rights reserved. Page 9 of 209



E‘f ACI Site 1

Pod-1

Border
Gateways

S5 ACI Site 2
('L"

s2-spine-1

* Border Gateway

s1-spine-2

Border
Gateway

Pod-2
EVPN Session

Figure 3. Border Gateways EVPN Sessions
« EVPN sessions between Border Gateways within the same Pod.
« EVPN sessions between Border Gateways and spine switches within the same Pod.

« EVPN sessions between Border Gateways across different Pods, which are part of the same ACI
Site.

« EVPN sessions between Border Gateways across different ACI sites.

« The primary purpose of these EVPN sessions is to advertise EVPN routes both within and across
sites. Although these routes include Type-2, Type-3, Type-4, and Type-5 routes, this document will
focus on Type-2 and Type-5 routes.

« Type-2 routes are used to advertise endpoint information, including MAC and MAC-IP addresses.

« Type-5 routes, conversely, advertise subnet reachability across ACI sites both for BD subnets and
external prefixes reachable via L30uts.

« Type-3 routes, also known as Inclusive Multicast Ethernet Tag (IMET) routes, are exchanged
between ACI Border Gateways (BGWSs) to build the Bridge Domain (BD) flood list toward the remote
ACI Site.

« Type-4 Ethernet Segment routes are used for Designated Forwarder (DF) election among all ACI
BGWs across all Pods within the same ACI Site for each deployed Bridge Domain. The DF election
ensures that only one BGW is responsible for sending and receiving BUM (Broadcast, Unknown
Unicast, and Multicast) traffic to and from the remote ACI Sites, preventing duplicate traffic
forwarding.

As ACl is a policy-aware site, the EVPN route type is extended to carry the pcTag (policy-control Tag),
also known as Class ID information, across ACI sites. Based on the pcTag information learned from the
BGP EVPN control plane, ACI Border Gateways apply policies to allow or deny communication across sites.
For VRFs stretched via Border Gateways, the use of Endpoint Security Groups (ESGs) is mandatory, as
ESGs provide the policy classification required for consistent enforcement across sites. Policy
implementation is, as usual, achieved using the contract model. Communication between endpoints within
the same ESG is permitted without a contract, while communication between endpoints in different ESGs
requires a contract with a permit filter.
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EVPN establishes overlay sessions between the loopback interfaces (PIPs) of the Border Gateways. The
reachability between these loopback interfaces is handled by the underlay protocol, which in this case is
BGP. ACI Border Gateways are configured with external BGP (eBGP) peering to the Inter-Site Network
(ISN) to ensure loopback address reachability between Border Gateways across Pods and sites. The
configuration of the ISN devices can be automated by Nexus Dashboard or by API, or it can be performed
manually using the CLI. The configuration on the ACI Border Gateway itself is managed via the APIC in
each site. Centralized configuration for both ACI sites will be supported through Nexus Dashboard
beginning with Release 4.4(1).

Namespace Normalization

APIC automates the allocation of VXLAN VNIs for both VRF and BD VNIs. Consequently, it is common to
see different VNI values for the same network constructs across different ACI sites. As shown in the
screenshot below, site 1 uses VRF VNI 2162688, while site 2 uses VRF VNI 2097152. This same
discrepancy occurs with BD VNIs. Without VNI normalization or translation, routes cannot be successfully
exchanged between these sites and consequently the network constructs (VRFs or BDs) cannot be
functionally extended.

i
cisco

dsco APIC[sie2

Virtual Networking

System

ALL TENANTS | Add Tenant | Ten

bgw

Networking - VRFs Networking - VRFs

Cr Quick Start

« Name Segment « Name Segment

share 2480368

wrf 2087152

Figure 4. Local VRF VNI on each ACI Site

To support route exchange between ACI sites with differing local VNIs, Cisco ACI utilizes a normalized VNI
(also known as a global VNI). Essentially, the Border Gateway (BGW) facilitates all inter-site route
exchanges through this normalized VNI. At a high level, when a BGW receives a local route from its home
site, it performs a VNI translation from the local VNI to the normalized VNI before advertising the route.
Conversely, the BGW at the destination site receives these updates and translates the normalized VNI back
to its own local VNI before propagating the update to the spines within its home site.

While the normalized VNI is defined individually on each ACI site, the assigned values must be identical
across all sites when stretching a VRF or BD to another site. The normalized VNI is defined when
associating them with the site’s Border Gateway Set. Similarly, when deploying the same ESG across sites,
the normalized pcTag must also be identical across all sites. This ESG is used to classify local resources
(such as endpoints and prefixes from local L30ut) and/or remote resources to consistently apply the
policy. These concepts and their associated workflows are introduced in the subsequent sections of this
document. The figure below illustrates the local VRF (Layer 3) VNIs and their corresponding Normalized
VNIs. The same applies to local Bridge Domain (Layer 2) VNIs and their corresponding Normalized BD VNIs.
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Figure 5. Normalized VNI two-way translations

Data Plane

Intra-site traffic behavior remains unchanged and continues to use iVXLAN encapsulation, which is the
standard ACI data plane behavior. For inter-site traffic, however, the ACI Border Gateways (BGWs) on each
site encapsulate traffic using standard VXLAN before forwarding it across the inter-site network.

The VXLAN tunnel source is a unique loopback IP address provisioned on each Border Gateway, commonly
referred to as the BGW Primary IP (PIP) or EVPN Loopback IP. The VXLAN tunnel destination is an anycast
IP address shared by all Border Gateways within the same ACI fabric (for single Pod fabrics) or within the
same Pod (for Multi-Pod fabrics), commonly referred to as the Multi-Site External Virtual IP (VIP) or Multi-
Site External Anycast IP. Both the PIP and VIP are defined during the provisioning of the VXLAN Infra Layer
3 Outside (L30ut) and the VXLAN Border Gateway policies, as described in the subsequent sections.

The VNI value carried in the VXLAN header is determined by the type of communication:

o Layer 2 (Bridged) Communication: The VNI used is the Layer 2 Normalized VNI, also referred to as the Bridge Domain
Normalized VNI. This value is assigned by the administrator during the configuration of a stretched Bridge Domain
across sites via the Border Gateway.

« Layer 3 (Routed) Communication: The VNI used is the Layer 3 Normalized VNI, also referred to as the VRF Normalized
VNI. This value is assigned by the administrator during the configuration of a stretched VRF across sites via the Border
Gateway.

« Shared Service Communication: A specialized form of routed communication in which the source and destination
endpoints reside in different VRFs. In this communication model, the Normalized VNI of the destination VRF is used in
the VXLAN header. Specifically:

oFor an inter-site traffic flow between VRF 1 and VRF 2, the VNI used is the Layer 3 Normalized VNI of
VRF 2.
o For the corresponding reply from VRF 2 to VRF 1, the VNI used is the Layer 3 Normalized VNI of VRF 1.

e Shared L30ut Communication: A specialized form of Shared Service Communication in which one endpoint is a directly
connected endpoint within an ACI site, while the other endpoint resides in an external network reachable via the L30ut
connection of a different ACI site and belongs to a different VRF.

Traffic captures illustrating selected inter-site communication flows including Bridged, Routed, Shared
Service (Inter-VRF), and Shared L30ut are provided within their respective use case sections. It is strongly
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recommended that readers review the Bridged (Laver 2) Communication section first, as it contains
detailed information that is applicable to all subsequent communication flows.

Underlay and Overlay Infrastructure Configuration

The infra tenant in ACl is a special predefined tenant that represents the underlay network of the fabric. All
underlay and overlay sessions originating from the ACI Border Gateway including connectivity to the ISN
(underlay) and to other ACI sites (overlay) are configured within this tenant. This section provides a step-
by-step configuration for both the underlay and the overlay networks. As the overlay relies on the underlay
to exchange the routes for the loopback IP addresses, it is essential to complete the underlay configuration
before proceeding with the overlay setup.

Within the infra tenant, several new objects have been introduced to facilitate the construction of underlay
and overlay networks for site interconnection.

tees APIC (sitel)

System Tenants Fabric Virtual Networking Admin QOperations Integrations

ALL TENANTS |  Add Tenant | Tenant Search: [Nt | common bgw | tenantl infra

Welcome to Tenant

A tenant is a logical container or a folder for application p
organizing information. A tenant represents a unit of isola

The infra tenant is preconfigured for configuration related
under the infra tenant are allowed to associate with the o
allowed. The infra tenant can also be used to extend the 1
"default” EPG can be used to configure a fabric infrastruc

What'’s Next?

e Create Application Profile and EPG
o
g
Create BD
= Trouble: g @

B Hos

Create a Filter for a Contract

&° Related Links
= Endpoint Tags . ACI External Routing Guide

=] AN y [ AC! Contracts and Segmentation Guide

Figure 6. Infra tenant VXLAN Infra L30uts and VXLAN Gateway

¢ VXLAN Infra L3Outs: This serves as the foundational “underlay” connection, used to connect ACI
Border Gateways (BGWs) to the Inter-Site Network (ISN). The VXLAN Infra L30ut is associated with
a Border Gateway Set, an object representing a group of ACI Border Gateways part of the same
fabric, to signal that these gateways should utilize this specific Infra L30ut for overlay connectivity.

« VXLAN Gateway: This sub-menu under Policies contains the logical configuration required to
represent the ACI site as a “site” within a broader VXLAN EVPN ecosystem. It consists of three key
objects:

o VXLAN Site: Defines the local ACI site as a unique EVPN site. It requires a site ID, which ensures the site
is uniquely identified when exchanging routes with remote sites, thereby preventing routing loops.
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- Border Gateway Sets: This object represents the collection of all Border Gateways within the ACI site. In
a Multi-Pod environment, Border Gateways must be deployed in each pod. As an administrator, you must
assign a unique External Anycast (External Data Plane IP also known as Multi-Site external VIP) to the
Border Gateways in each pod. For example, if you have two pods with Border Gateways, you must assign
two separate External Anycast IP addresses, one for each pod’s group of Border Gateways. This External
Anycast IP acts as the destination tunnel endpoint for remote VXLAN sites communicating with the ACI
site. Note that there is only one Border Gateway Set per site. Additionally, the APIC automatically assigns
a unique Internal Anycast IP to all Border Gateways in the site for internal data plane communication
within the ACI site. The Border Gateway Set is then linked to the Remote VXLAN Sites configuration.

o Remote VXLAN Sites: Defines the external VXLAN EVPN sites you wish to interconnect with. For
instance, from the perspective of ACI site 1, ACI site 2 is defined as a Remote VXLAN site. This is where
you specify reachability information, such as the remote site’s BGW loopback IP addresses, to establish
the EVPN Multi-Site relationship. Starting from ACI releases 6.1(6) and 6.2(2), this same configuration is
also used to define connectivity to a Route-Server, providing an alternative to full-mesh BGP EVPN
peering between Border Gateways.

In this example, the underlay BGP configuration on the ISN device is configured manually via Cisco NX-0OS
CLI. For each ACI site, the underlay configuration is done using the APIC GUI. Detailed steps, including
screenshots, will be provided in the following sections.

Inter-Site Network Configuration - Underlay

The figure below shows the IP addresses and interfaces used in the underlay BGP configuration example.

[ BaPAses100 |

7 1
Eth1/15 Eth1/21 N
172.16.63.6/30 Eth1l'|8 172.16.63.18/30 Eth1/22
/ 172.16.63.2/30 ‘ 172.16.63.30/30
Eth1/51 E(h1/51 Eth1/21 Eth1/49
172.16.63.5/30 172.16.63.1/30 172.16.63.17/30 172.16.63.29/30
i 7/ I AN
bgw-leaf1 bgw-leaf2 bgw-leaf202 qt-bgw805
EVPN Loopback EVPN Loopback EVPN Loopback EVPN Loopback
1.1.1.101 1.1.1.102 2.2.2.202 5.5.5.105
External Data Plane IP External Data Plane IP: External Data Plane IP External Data Plane IP
100.100.100.102 100.100.100.102 200.200.200.202 105.105.105.105
( BGP AS 100 ) ( BepAsao0 |

Figure 7. ISN Underlay IP addressing

To provide underlay connectivity between the two sites to communicate using VXLAN BGP EVPN, the ISN
devices must provide a routed transport to carry the EVPN control plane and VXLAN date plane. To
accommodate this, each ISN device will have the BGP enabled, and will peer eBGP to Border Gateways in
both ACI sites. This ensures that any IP address injected from each site will automatically be advertised to
the other sites and allow IP reachability to be established. Although this reference topology uses single ISN
device to represent ISN network, it is recommended to use at least two ISN devices for redundancy.

The following outlines the primary configuration steps on the ISN device which is Cisco Nexus 9000
running NX-OS. Note that object names, such as VRF, are provided for reference only; you should employ
names consistent with your network’s naming conventions.

Proceed with the following key configuration steps on the ISN device.
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« If the ISN device is shared between other function, it is recommended to create a dedicated VRF for
inter-site control plane and data plane traffic forwarding.

« Assign IP addresses and the relevant VRF to the physical interfaces connecting the ISN device to the
Border Gateways of each site.

« Configure BGP and establish BGP peers with the Border Gateways of each site, and between
individual Border Gateways, using the appropriate Autonomous System Numbers.
The sample configuration below uses routed physical interfaces on the ISN to connect to the Border
Gateways. If the use of routed sub-interface is preferred, any appropriate VLAN ID can be used; the
commonly referenced VLAN 4 is supported but not required.
# Create a VRF
vrf context bgw

address-family ipv4 unicast

# Interface configuration
interface Ethernetl/15
description --> bgw-leafl 51
mtu 9216
vrf member bgw
ip address 172.16.63.6/30

no shutdown

interface Ethernetl/18
description --> bgw-leaf2 el/52
mtu 9216
vrf member bgw
ip address 172.16.63.2/30

no shutdown

interface Ethernetl/21
description bgw-leaf202 el/21
mtu 9216
vrf member bgw
ip address 172.16.63.18/30

no shutdown

interface Ethernetl/22
description --> gt-bgw-805
mtu 9216
vrf member bgw
ip address 172.16.63.30/30

no shutdown

© 2026 Cisco and/or its affiliates. All rights reserved. Page 15 of 209



# BGP configuration
router bgp 65100
vrf bgw
neighbor 172.16.63.1
remote—-as 100
update-source Ethernetl/18

address-family ipv4 unicast

neighbor 172.16.63.5
remote—-as 100
update-source Ethernetl/15

address-family ipv4 unicast

neighbor 172.16.63.17
remote-as 100
update-source Ethernetl/21

address-family ipv4 unicast

neighbor 172.16.63.29
remote-as 400
update-source Ethernetl/22

address-family ipv4 unicast

ACI VXLAN L30ut - VXLAN Gateway

The followings are the pre-requisite and steps to configure VXLAN L3O0ut that is an infra L30ut object to
build underlay BGP peering from ACI Border Gateway to ISN device.

« Make sure ACI leaf nodes are registered with Border Gateway role

« In the infra tenant, create a VXLAN L3Out to do underlay BGP peering with ISN devices
ACl releases 6.1(6) and 6.2(2) add support for the Border Gateway Route Server, which streamlines the
BGP overlay control plane by reducing the required number of overlay BGP sessions. This model uses
overlay BGP EVPN sessions between the ACI Border Gateways and Route Servers, providing an alternative
to full-mesh inter-site overlay BGP EVPN peering between Border Gateways. Configuration steps and best
practices are covered at the end of this section.

ACI Site 1 - Inventory

Border Gateway is new role; we need to explicitly register the leaf with Border Gateway role. If the leaf had
been already registered with leaf role, it must be decommissioned and re-registered with Border Gateway
role. The leaf will be displayed with the Node Type “Border Gateway Leaf” in the fabric inventory.
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Figure 8. ACI Site 1 Inventory Fabric Membership

ACI Site 1 - Border Gateway Sets

At the time of writing, only one Border Gateway Set is permitted per site. As an APIC administrator, you
must manually define a unique External Data Plane IP Address for each ACI Pod. The External

Data Plane IP is an anycast IP address shared by all Border Gateways within the same Pod. Also known as
the Multi-Site External VIP, this IP address has the following properties and purposes:

« Used as the next-hop for Type-2 and Type-5 EVPN routes advertised to remote VXLAN EVPN
fabrics.

« Serves as the destination IP for Layer 2 and Layer 3 communications initiated from the VXLAN EVPN
domain toward endpoints or external networks via ACI fabric.

e Has a unique value per Pod.
The Internal Anycast IP Address (Internal Anycast TEP) is automatically assigned by the APIC to all Border
Gateways within the same ACI site. Also known as the Multi-Site Internal VIP, this Internal Anycast IP
address has the following properties and purposes:

« Used as the source IP for all traffic received from the remote ACI sites and re-encapsulated to be
sent into the ACI fabric.

o Used as the destination IP for all traffic destined to remote endpoints that are part of stretched BDs.

« Assigned as a common value to all ACI Border Gateways within the same site (regardless of single
Pod or Multi-Pod).
The Border Gateway Set is associated with the Remote VXLAN Sites object, which is configured in the
following step.
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Figure 9. ACI Site 1 Border Gateway Sets

To create a Border Gateway Set, navigate to Policies -> VXLAN Gateway in the infra tenant. Right-click on
Border Gateway Sets and select Create Border Gateway Set Policy. A workflow will open to guide you
through the creation process. Once the set is created, it can be used in the VXLAN Infra L3Out creation
workflow to reference the Border Gateway Set to the VXLAN Infra L3Out.

afafe R
clsco APIC (site1)

System Tenants Fabric Virtual Networking Admin Operation

ALL TENANTS Add Tenant | Tenant Search: | ElCReRCIEES | common | bgw

infra Border Gateway Sets
P Quick Start

v ﬁ infra

= Application Profiles

Name

B Host Protectio
= Monitoring
B NetFlow

Create Border Gateway Set Policy

Figure 10. Create a Border Gateway Set Policy

ACI Site 1 - VXLAN Infra L30Outs

Upon joining the fabric, the Border Gateway, like any other leaf switch, automatically obtains a router ID
from the ACI site’s TEP pool (in this example, 10.1.248.7 for the first Border Gateway). This router ID is
used for the MP-BGP sessions to the spines and is referred to as the Operational Router ID.
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When configuring the VXLAN Infra L30ut, it is recommended to leave the Router ID field blank to retain the
existing Router ID. In this case, the Router ID field will display as 0.0.0.0, while the actual router ID, referred
to as the Operational Router ID (10.1.248.7), remains in use. While it is technically possible to configure a
different router ID, doing so will cause the existing MP-BGP sessions on the Border Gateway to flap.

When configuring a node profile, you can specify the loopback interface under the node. The IP address
assigned to the loopback interface on the Border Gateway is used to establish BGP EVPN control plane
peering with Border Gateways in other ACI sites or with a Route Server.

To create VXLAN Infra L30Out, from infra tenant, navigate to Networking, right click on VXLAN Infra L3Outs.

System Tenants Fabric Virtual Netwarking Admin Operations Integrations

ALL TENANTS | Add Tenant | Tenant Search: [(EIS c | common | infra | mgmt

it VXLAN Infra L30uts

C» Quick Start

~ Name Description

= Bridge Domains
= VRFs
B L20uts
= L30uts
B SR-MPLS Infra L30uts
B VXLAN Infr:
B Dot1Q Tunnels
= Contracts

Create VXLAN Infra L30ut

L)

Figure 11. Create a VXLAN Infra L30ut

Give it a name for example vxlan-infra and hit Next to continue.

Create VXLAN Infra L30ut (]

1. Connectivity

BGP EVPN Addross Family

BGP IPy4 Address Family
Single-hop BFD for BGP Neighbor
VALAN AC1BGW VXLAN NS B
Connectivity

The creation of an VXLAN Infra Layer 3 outside (L30ut) is required to enable the VXLAN handoff from ACI

Before configuring VXLAN infra L30ut, and if Multi-Ped is configured for the ACI fabric, please ensure that the same set of spines in each Pod are
configured with both External Multi-Pod peering and as BGP Route-Reflectors,

Underlay Configuration

The underlay Configuration used is BGP,

Name: |vxlan-infra VXLAN Custom Qa5 Policy

Figure 12. VXLAN Infra L3Out vxlan-infra

Choose a Border Gateway from the Node ID drop-down list. A warning message appears with additional
information about the Operational Router ID. Click OK to continue.
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Create VXLAN Infra L30ut

2. Nodes And Interfaces

Nodes and Interfaces

Select the Border Gateway nodes (BGWs) for the VXLAN configuration,

ra_nodeProfile

Interface Profile Name: |vxlan-infra_interfaceProfile

BFD Interface Policy: | select a vz Warning (]

Interface Types

Nodes

Node ID Router IC

bgw-leaf1 (Node-111)

Figure 13. VXLAN Infra Operational Router ID
Configure the following fields:

» Node Profile name

« Interface Profile name

o Loopback Address: The source IP address used to establish the BGP EVPN control plane to remote
Border Gateways or a Route Server.

« Interface IPv4 address: The IP address of the local interface.
« Peer IPv4 Address: The IP address of the connected ISN interface.
« Remote ASN: The BGP ASN of the ISN device.

e MTU: Use the default value 9216
This example uses a routed interface, but routed sub-interfaces are also supported. Any VLAN ID can be
used for routed sub-interfaces, there is no requirement to use VLAN 4, which is required for spine uplinks
in ACI Multi-Pod and Multi-Site deployments. The Border Gateway must use a downlink port to connect to
the ISN device. Default uplink ports are intended for connectivity to the ACI spines; however, if needed, an
uplink port can be converted to a downlink port and used for ISN connectivity. To add more interfaces,
click the + button. Once complete, click Next to continue.
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Create VXLAN Infra L30ut [<]

2. Nodes And Interfaces

Nodes and Interfaces

elect the Border Gateway nodes (BGW) for the VXLAN configuratio

Figure 14. VXLAN Infra L30ut node, interface profile, peer.

On the next screen, select the Border Gateway Set created in the previous step and click Finish to
complete the configuration. You may check the “Configure VXLAN Remote Fabrics” checkbox to proceed a
VXLAN Remote Fabric configuration in the same wizard.

Create VXLAN Infra L30ut

VXLAN Policy Configuration

VXLAN Border Gataws:

Border Gateway Sat

Figure 15. VXLAN Infra L30Out Attach Border Gateway Set

If a Border Gateway Set has not yet been created, click the dropdown list and select “Create Border
Gateway Set Policy” to launch the creation workflow. Once a Border Gateway Set is created, the
configuration workflow returns to this main window.
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Create VXLAN Infra L30ut

VXLAN Policy Configuration

VXLAN Border Gateway Set and VXLAN Remote Fabrics.
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Figure 16. Create Border Gateway Set inside VXLAN Infra L3Out creation workflow.
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Figure 17. VXLAN Infra L30ut

The figure above shows the completed VXLAN Infra L30Out object and its Border Gateway Set Policy. This
set represents all Border Gateways in the site. You can define the set during the VXLAN L3Out creation
workflow or later in the Policy tab. However, the VXLAN Infra L30ut must be attached to a Border Gateway
Set Policy to successfully create the overlay EVPN session. The next screenshots show completed objects

including node profiles, interface profiles.

ACI Site 1 - Border Gateway Node Profiles

dscs APIC

Logical Node Profile - vian-infra-node-pod1

Properties

~ Node ID Router ID

@O0

Loopback Address

1114C

1114¢

)

Figure 18. ACI Site 1 BGW Logical Node Profile
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Figure 19. ACI Site 1 bgw-leaf1 Node Association
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Figure 20. ACI Site 1 bgw-leaf2 Node Association

ACI Site 1 - Border Gateway Interface Profiles
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Policy  Faults
¢
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Sub
- path P Address MAC Addrass MTU (oytes) LANEncap
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Figure 21. ACI Site 1 Border Gateway bgw-leaf1 Logical Interface Profile
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e APIC (siten)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | Tenant Search: [l | common | infra | bgw tenantl | tenant2
infra BGP Peer Connectivity Profile
C> Quick Start
BH infra
[ Application Profiles
[ Nety ing
& Bridge Domains.
B VRFs
& L20uts
I Laouts Remote AS: 65100
-MPLS Infra L30uts

B VXLAN infra L30uts Admin State: (_ Disabled Enabled

& vxlan-infra Password:

Peer IPv4 Address: 172.16.63.6

Description: |optional

B Logical Node Profiles Confirm Password:
B vian-infra-node-pod1 Peer Controls: [] Bidirectional Forwarding Detection
B Configured Nodes Address Type Controls: ' AF Ucast
y L
Bl topology/pod-1/node-102
BGP Peer Prefix Policy: |select a value
Pre-existing BGP + 10 apply the Prefix policy

Bl topology/pod-1/node-111
B Logical Interface Profiles Local-AS Number Config:
B bgw-leaft Local-AS Number 3
Bl 80P Peer 17216. Node-111/1/51 i B R MPSECE RE poWy

Figure 22. ACI Site 1 Border Gateway bgw-leaf1 BGP Peer Connectivity Profile
QOO

el APIC

TG Tenants Fabric Virtual Netwarking Admin ra Integrations

OO R

| tenant2

Logical Interface Profile - bgw-leaf2

Policy Faults
4
Properties
Name: bgw-leafz
o + port52
Sub-interfaces:
~ Path MAC Address MTU (bytes) VLAN Encap
Interfaces:
P Address MAC Address MTU foytes)
31130 00:22:8DF819:FF 9216

Figure 23. ACI Site 1 Border Gateway bgw-leaf2 Logical Interface Profile
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cieco APIC (site1)
System JREQELIS Fabric Virtual Networking Admin Operations  Integrations

ALL TENANTS | Add Tenant | Tenant Search: \ common | infra | bgw | tenanti | tenant2

infra

BGP Peer Connectivity Profile
C» Quick Start
ﬁ infra
= Application Profiles
= Networking Properties
& Bridge Domains Peer IPv4 Address
B VRFs
= L20uts
-t Remote AS: 65100 2
B SR-MPLS Infra L30uts
B VXLAN Infra L30uts Admin:otte:
& vxlan-in Password:
8 Logical Node Profiles Confirm Password:

E vlan-infra-node-pod1 Peer Controls: |_| Bidirectional Forwarding Detection

Description: | optional

=] Configured Nodes [« Address Type Controls: AF Ucast

TTL: 1
B topology/pod-1/node-102
BGP Peer Prefix Policy: |select a v.

Pre-exist

E topology/pod-1/node-111
& Logical Interface Profiles Local-AS Number Config:

E bgw-leaf1 Local-AS Number: 5

E bgw-leaf2

Bl BGP Peer 172.16.63.2- Node-102/1/52
Figure 24. ACI Site 1 Border Gateway bgw-leaf2 BGP Peer Connectivity Profile
altle APIC (ste) an @ Q@'

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | Tenant Search: | common | infra | bgw | tenanti |

infra Node Association

C» Quick Start

B infra

& Application Profiles

Policy

B Networking

Properties
[ Bridge Domains Node ID: topology/pod-2/node-202
B VRFs Router ID: |0.0.0.0
B L20uts Operational Router ID: 10.2.208.66

= L30uts
& SR-MPLS Infra L30uts

[ VXLAN Infra L30uts
& vxlan-infra

[ Logical Node Profiles

Bl vian-infra-node-podi

Bl vian-infra-node-pod2
[ Configured Nodes
B topology/pod-2/node-202

[ Logical Interface Profiles

Figure 25. ACI Site 1 bgw-leaf202 (in pod2) Node Association
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dico’ APIC (sitel o -X-X-X

Systel Tenants Fabric Virtual Networking Admin Operations Integrations

EETETET | covron | i | bgw | et | tenani

Logical Interface Profile - bgw-leaf202

Policy
Properties

[—] Name: bgw-leaf202
=) Description: port21
=
=] Sub-Interfaces:
| « Path 1P Address MAC Address MTU (bytes) WLAN Encap
|

Interfaces:

~ Path IP Address MAC Address MTU (bytes)
I Pod-2/Node-202/eth1/21 17216.6317/30 00:22:BD:FRISFF 8000 ]

Figure 26. ACI Site 1 bgw-leaf202 (in pod2) Logical Interface Profile
dule APIC (site) ann @ ©Q @

System
ALLTENANTS | Add Tenant | Tenant Search: | MRS | common | infra | bgw | tenanti | tenant2

infra

Tenants Fabric Virtual Networking Admin  Operations  Integrations

BGP Peer Connectivity Profile
C» Quick Start

B infra

Policy

Propgrties
Peer IPvd Addre

Description: | optional

& L30uts
Remote AS: 65100

& SR-MPLS Infra s
& VXLAN Infr s dmi e: (_ Disabled Enabled

& vxian-infra

Bidirectional Forwarding Detection
Address Type Controls: - AF Ucast
T

BGP Peer Prefix Policy: | select a value

Local-AS Number Config

Local-AS Number

B Dot1Q Tunnels

Figure 27. ACI Site 1 bgw-leaf202 (in pod2) BGP Peer Connectivity Profile

ACI Site 1 - VXLAN Site ID

The VXLAN Site object uniquely identifies the local site, which in this example is ACI Site 1 (site1). At the
time of writing, only one VXLAN Site is permitted per site; therefore, the APIC Ul prevents the creation of a
new VXLAN Site if one already exists. It is a common practice to use the BGP Autonomous System Number
(ASN) as the Site ID though it is not mandatory.
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dics APIC (ste)

System Te Fabric

ALLTENANTS | nant TN | comron | infra | bow | tenantl | tenantz

Virtual Networking Admin  Operations  Integrations

VXLAN Site

Name 10

Figure 28. ACI Site 1 VXLAN Site

ACI Site 1 - Remote VXLAN Sites

The Remote VXLAN Sites object (displayed as Remote VXLAN Fabrics in the APIC GUI) defines the external
site to which local ACI site (site1 in this example) will connect. In this step, specify the Peer IP Address
(5.5.5.105 in this example), which is the loopback address of the Border Gateway in the remote site (ACI
site2).

The Remote VXLAN Sites object is also used to define a Route Server, enabling all ACI site Border
Gateways to establish BGP EVPN control plane peering to the Route Server. This eliminates the need for
direct peering between Border Gateways across sites.

As an APIC administrator, you must also associate the Remote VXLAN Site with the local Border Gateway
Set to complete the configuration.

ek APIC (siten) sanin @) € @

EECU Tenants Fabric irtual Networking Admin  Operations  Integrations

T |l == | o | o | oo | o

Properties

mote EVPN Peers:

Peer IP Address TTL

I:::ID: 8 I

et
~ Border Gateway Set

baw

=
=
=
=
=
=
B
& En
=

Figure 29. ACI Site 1 Remote VXLAN Fabric
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ACI Site 2 - Inventory
detk APIC (site2) i P QOO O

Virtual Networking Admin  Operations  Integrations

System  Tenants Fabric

Inventory

nventory Fabric Membership

Registered Nodes Nodes Pending Registration Unreachable Nodes Unmanaged Fabric Modes Auto Firmware Update

IrNresa<

o L 0%
Serial Number Model Pod ID = Node ID Name Node Type P Maintenance Status
Mode
NBK-C 801 qt-leal8n 0118112 66/32 Act
NOK-CO3 Act
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M
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Figure 30. ACI Site 2 Inventory - Fabric Membership

ACI Site 2 - Border Gateway Sets
Since ACI Site 2 (site2) is a single-pod site, only one External Data Plane IP needs to be configured.

el APIC (sied) X -

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS Add Te [rame ordescr (ISR T bgw | mgmt | gueenstown

Border Gateway Set Policy

Policy

Properties
Name: qt-aci

External Data Plane IP

Pod ID Address

l 1 105105105105 ]

Intemnal A

Attached Remote VXLAN
Fabrics: ~ aci-site

Figure 31. ACI Site 2 Border Gateway Sets
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ACI Site 2 - VXLAN Infra L3Outs

el APIC (site2) aamin §

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | common | bgw | infra| mgmt | queenstown

Inf VXLAN Infra L30ut - qt-vxlan-infra

C» Quick Start

[ infra

[ Application Profiles

Summary Policy

& Networking

& Bridge Domains

&= VRFs Properties
B L20uts

& L30uts

& SR-MPLS Infra L30uts

Name: qt-vxlan-infra

Description: | optional

VRF: overlay-1

& VXLAN Infra L30uts
[Bovdev Gateway Set: qt-aci

& qt-vxlan-infra

[ Logical Node Profiles
Bl at-vxian-infra_nodeProfile

B Configured Nodes

& Logical Interface Profiles

Figure 32. ACI Site 2 VXLAN Infra L30Outs

ACI Site 2 - Border Gateway Node Profiles

e APIC |

admin e 0

System EEERERE Fabric Virtual Networking Admin Operations  Integrations

ALL TENAN |

infra mgmt queenstown

Logical Node Profile - qt-vxlan-infra_nodeProfile

Policy

Properties
Name: qt-vxlan-infra_nodeProfile
Description onal
Alias:
VXLAN Custom QoS Policy: | select an option
Nodes

n-infra » Node ID Router ID Loopback Address
Node P | topology/pod-1jnode-805 0000 555105 l

Figure 33. ACI Site 2 Border Gateway qt-bgw805 Logical Node Profile
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ACI Site 2 - Border Gateway Interface Node Profiles
bl APIC (site2) aanin Q) €@ Qo

system  [EACHENIS Fabric Virtual Networking Admin  Operations  Integrations

IR | covvon | infe | bow | momt | oueenstowr

Logical Interface Profile - qt-vxlan-infra_interfaceProfile

Policy Fault
Properties
= Name: qt-valan-infra_interfaceProfile
= Description: optional
=
-] Sub-interfaces
[—] - Path 1P Address MAC Address MTU (bytes) VLAN Encap
=
erfac
« Path 1P Address MAC Address MTU (bytes)

17216.63.29/30 00:22:BD:F8:19:FF a216

Figure 34. ACI Site 2 Border Gateway - Logical Interface Profile
il APIC (site2)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | Tenant Search: | common | infra | bgw | mgmt queenstown

ffea BGP Peer Connectivity Profile

C» Quick Start

ﬁ infra
= Application Profiles
= Networking

Properties
& Bridge Domains Peer IPv4 Address: 172.16.63.30/30 ]
= M Description: | optional
B L20uts
= L30uts
Remote AS: | 65100
& SR-MPLS Infra L30uts -~
B VXLAN Infra L30uts Admin State: (  Disabled Enabled
e o U
& qt-vxlan-infra Password
= Logical Node Profiles Confirm Password.
Bl gt-vxian-infra_nodeProfile Peer Controls: [] Bidirectional Forwarding Detection

= Configured Nodes Address Type Controls: AF Ucast

TTL: 1
[ Logical Interface Profiles

BGP Peer Prefix Policy: | sele

E qt-vxlan-infra_interfaceProfile

E BGP Peer 172.16.63.30/30- Node-805/1/49 Local-AS Number Config

= Dot1Q Tunnels Local-AS Number

Figure 35. ACI Site 2 Border Gateway qt-leaf805 BGP Peer Connectivity Profile

ACI Site 2 - VXLAN Site

The VXLAN Site can be assigned any descriptive name; in this example, the site representing ACI Site 2 is
named qt-site. It is common practice to use the BGP Autonomous System Number (ASN) as the Site ID.
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el APIC (site2)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS \dd Tenan enz sc | common | infra bgw mgmt | queenstown
i VXLAN Site
C» Quick Start
Bl infra
- Name D
i [[asite 400

[ Remote VXLAN Fabi

Figure 36. ACI Site 2 VXLAN Site

ACI Site 2 - Remote VXLAN Sites

Because the remote VXLAN site (ACI Site 1) consists of three Border Gateways: two in Pod 1 and one in
Pod 2, we must configure three corresponding EVPN peers. These are defined using the loopback IP
addresses of the ACI Site 1 Border Gateways: 1.1.1.101, 1.1.1.102, and 2.2.2.202.

alraln 2\

dics APIC (site2) aomin @) @
System Ti Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS @ [romeorcescr MEEEEIRGE infra bgw | mgmt | gquesnstown

bt Remote VXLAN Fabric

Palicy
Properties

Mame: aci-sitel

Remote EWPN Peers:

Peer IP Address TTL
111101 8
112102 B
2.2.2.202 8

« Border Gataway Set

qt-ac:

Figure 37. ACI Site 2 Remote VXLAN Fabrics

Verification

This section covers verification of the underlay and overlay configurations by validating routing and control
plane reachability. For reference, the topology with IP addressing is shown again below:
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BGP AS 65100
4
Eth1/15 / - 21 AN

172.16.63.6/30 Eth1/18 172.16.63.18/30 Eth1/22
/ 172.16.63.2/30 172.16.63.30/30
Eth1/51 Eth1/51 Eth1/21 Eth1/49
172.16.63.5/30 172.16.63.1/30 172.16.63.17/30 172.16.63.29/30
Z / | .
bgw-leaf1 bgw-leaf2 bgw-leaf202 qt-bgw805
EVPN Loopback EVPN Loopback EVPN Loopback EVPN Loopback
1.1.1.101 1.1.1.102 2.2.2.202 5.5.5.105
External Data Plane IP External Data Plane IP: External Data Plane IP External Data Plane P
100.100.100.102 100.100.100.102 200.200.200.202 105.105.105.105
ACI Site 1 ACI Site 2
Pod-1 Pod-2

| )

Figure 38. Topology with IP addressing

While CLI commands are available for detailed troubleshooting, the APIC GUI offers built-in features that
simplify the process of monitoring BGP EVPN adjacency status.

The following figures show the successful configuration, where the first Border Gateway in ACI Site 1 has
established five EVPN adjacencies.

e 1.1.1.102: The second Border Gateway in Pod 1 of ACI Site 1

> This EVPN session is used to exchange EVPN Type-4 routes for Designated Forwarder (DF) election.
e 2.2.2.102: The first Border Gateway in Pod 2 of ACI Site 1

> This EVPN session is used to exchange EVPN Type-4 routes for Designated Forwarder (DF) election.
e 5.5.5.105: The Border Gateway in the remote site, ACI Site 2

> This EVPN session is used to exchange EVPN Type-2, Type-3, Type-5 routes.
e 10.1.248.0: The first spine in Pod 1 of ACI Site 1

o This EVPN session is used to exchange EVPN Type-2 between Border Gateway and Spine.
e 10.1.248.1: The second spine in Pod 1 of ACI Site 1

> This EVPN session is used to exchange EVPN Type-2 between Border Gateway and Spine.
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Al APIC (siten)

System Tenants Fabric Virtual Networking Admin Operations Integrations
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Figure 39. ACI Site 1 Border Gateway bgw-leaf1 BGP EVPN neighbors
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Figure 40. ACI Site 1 Border Gateway bgw-leaf2 BGP EVPN neighbors
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Figure 42. ACI Site 2 Border Gateway qt-bgw805 BGP EVPN neighbors
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Using Route Server

With the Border Gateway Route Server (or “Route Server” for short), BGP EVPN sessions are established
between ACI Border Gateways and the Route Servers, eliminating the need for direct inter-site BGP EVPN
peering. These sessions are built between the loopback interfaces of the ACI Border Gateways and the
Route Server. Loopback reachability is carried via BGP IPv4, while the Inter-Site Network (ISN) continues to
handle underlay BGP functions exclusively.

« A Route Server is a dedicated node that acts as a centralized EVPN BGP route reflector like entity
between fabrics using eBGP.

« Deployment model: Supported as dedicated standalone nodes; also supports co-location where the
same physical node serves as both the Route Server and the ISN (Inter-Site Network) forwarding
node.

« Protocol: All sessions between BGWSs and Route Servers are eBGP sessions.

« Redundancy: On production it is recommended to deploy more than one Route Server for
redundancy; no BGP overlay session is required between the Route Servers themselves.

« AS Flexibility: The Route Server cluster can reside within a single AS or be spread across multiple
ASes.
Although the Route Server and ISN functions can reside on the same device, this deployment example
utilizes a dedicated Nexus 9000 NX-OS for the Route Server. For production environments, deploying
Route Servers in a redundant pair is recommended to ensure high availability.

Routing Sessions

The architecture consists of three primary session types:
« BGP IPv4 sessions between the ACI Border Gateways (in each Pod/Site) and the ISN.
+ BGP IPv4 sessions between the Route Server and the ISN.

« BGP EVPN sessions between the ACI Border Gateways and the Route Server.

Loopback0:
9.9.9.109

BGP AS
65109 Eth1/51
172.16.63.33/30
eBGP
BGP AS
65100 Eth1/35:
172.16.63.34/30
Eth1/15
172.16.63.6/30 . 172 Eg’égzgo 0
Eth1/18 Eth1/21 16,6330/
eBGP 172.16.63.2/30  172.16.63.18/30
ABGP eBGP eBGP
Eth1/51 Eth1/51 Eth1/21 Eth1/49
172.16.63.5/30 172.16.63.1/30 172.16.63.17/30 172.16.63.29/30
bgw-leaf1 bgw-leaf2 bgw-leaf202 qt-bgw805
EVPN Loopback ID: EVPN Loopback ID: s EVPN Loopback ID: (\T.j“’ EVPN Loopback ID:
1.1.1.101 1.1.1.102 = 2.2.2.202 =0 5.5.5.105
[ o
ACI Site 1 ACI Site 2
Pod-1 Pod-2
( BGP AS 100 ) BGP AS 400

Figure 43. Infra VXLAN L3Out Route Server option
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Configuration Logic

From a configuration perspective, the underlay VXLAN infrastructure remains unchanged across both ACI
sites. The only modification is to the overlay BGP EVPN sessions. Instead of defining the peer ACI site as a
remote site, both Site 1 and Site 2 now point to the Route Server as the remote site.

Configuration Steps
« Configure external underlay BGP sessions between the ISN and the ACI Border Gateways.
« Configure external underlay BGP sessions between the ISN and the Route Server.
« On the Route Server, advertise the LoopbackO interface into BGP.
« On the Route Server, configure BGP EVPN peering with the ACI Border Gateways.
e On both ACI sites, configure the Route Server as a Remote VXLAN Fabric.

« (Optional) Remove any existing legacy remote VXLAN fabric configurations if transitioning from a
non-Route Server environment. Create Route Server as Remote VXLAN fabric.

ISN configuration
# Create a VRF
vrf context bgw

address-family ipv4 unicast

# Interface configuration
interface Ethernetl/15
description --> bgw-leafl 51
mtu 9216
vrf member bgw
ip address 172.16.63.6/30

no shutdown

interface Ethernetl/18
description --> bgw-leaf2 el/52
mtu 9216
vrf member bgw
ip address 172.16.63.2/30

no shutdown

interface Ethernetl/21
description bgw-leaf202 el/21
mtu 9216
vrf member bgw
ip address 172.16.63.18/30

no shutdown

interface Ethernetl/22
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description --> gqt-bgw-805
mtu 9216

vrf member bgw

ip address 172.16.63.30/30

no shutdown

interface Ethernetl/35
description --> Route-Server
mtu 9216
vrf member bgw
ip address 172.16.63.34/30

no shutdown

# BGP configuration
router bgp 65100
vrf bgw
neighbor 172.16.63.1
remote—-as 100
update-source Ethernetl/18
address-family ipv4 unicast

disable-peer-as-check

neighbor 172.16.63.5
remote-as 100
update-source Ethernetl/15
address-family ipv4 unicast

disable-peer-as-check

neighbor 172.16.63.17
remote-as 100
update-source Ethernetl/21
address-family ipv4 unicast

disable-peer-as-check

neighbor 172.16.63.29
remote-as 400
update-source Ethernetl/22

address-family ipv4 unicast
neighbor 172.16.63.33
remote-as 65109

update-source Ethernetl/35
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address-family ipv4 unicast

Route Server configuration
# Interface configuration
interface loopback0

ip address 9.9.9.109/32 tag 54321

interface Ethernetl/51
description --> ISN
no switchport
ip address 172.16.63.33/30 tag 54321

no shutdown

# Route-map configuration

route-map rmap-redist-direct permit 10
match tag 54321

route-map unchanged permit 10

set ip next-hop unchanged

# BGP IPv4 Unicast and BGP EVPN configuration

router bgp 65109
address-family ipv4 unicast
network 9.9.9.109/32
address-family 12vpn evpn
retain route-target all
template peer OVERLAY-PEERING
update-source loopbackO
ebgp-multihop 5
address-family 12vpn evpn
send-community
send-community extended
route-map unchanged out
neighbor 1.1.1.101
inherit peer OVERLAY-PEERING
remote—as 100
description multi-site overlay session to ACI Site 1 BGW bgw-leafl
address-family 12vpn evpn
rewrite-evpn-rt-asn
neighbor 1.1.1.102
inherit peer OVERLAY-PEERING
remote—as 100

description multi-site overlay session to ACI Site 1 BGW bgw-leaf?2
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address-family 12vpn evpn
rewrite-evpn-rt-asn
neighbor 2.2.2.202
inherit peer OVERLAY-PEERING
remote—-as 100
description multi-site overlay session to ACI Site 1 BGW bgw-leaf202
address-family 12vpn evpn
rewrite-evpn-rt-asn
neighbor 5.5.5.105
inherit peer OVERLAY-PEERING
remote—-as 400
description multi-site overlay session to ACI Site 2 BGW gt-1leaf805
address-family 12vpn evpn
rewrite-evpn-rt-asn
neighbor 172.16.63.34
remote—-as 65100
description BGP session to ISN
update-source Ethernetl/51

address-family ipv4 unicast

Since both ACI Sites are using RT in the same format ASN:VNI, and Border Gateway and Route Server are
in different ASNSs, it is critical to include the “rewrite-evpn-rt-asn” command (supported in Nexus 9000
platform) in your Route Server configuration. This command ensures the Route Server modifies the EVPN
Route Target (RT) and Autonomous System Number (ASN) before forwarding updates to BGP EVPN peers.
For example, if the ACI Site 1 Border Gateway sends an update with RT 100:30004, the Route Server
rewrites it to 65109:30004 before advertising it to Site 2. Without this rewrite, the Site 2 Border Gateway
would reject the update because it does not maintain a direct BGP EVPN session with Site 1 and therefore
cannot process the original RT. If the Route Server is deployed different platform than Nexus 9000 then the
manual rewrite must be utilized.

Unlike the default eBGP behavior, the Route Server must not rewrite the next hop to itself. Instead, it must
preserve the original next hop, which is the external anycast address of the originating Border Gateway.
Accordingly, a route map must be configured under “address-family 12vpn evpn” to ensure that the next-
hop attribute is preserved.

Peer ACI Border Gateway with Route Server

The underlay infrastructure, specifically the VXLAN Infra L30Out connectivity between the ACI Border
Gateway and the ISN device, remains unchanged. Ensure that these underlay configuration steps are
completed before proceeding. This section outlines the integration of the Route Server, enabling the ACI
Border Gateway to establish BGP EVPN control-plane peering with the Route Server. When using the Route
Server model, from the perspective of an ACI site, the Route Server functions as the remote VXLAN fabric,
since the ACI Border Gateways do not establish direct peering with the remote fabric but instead peer with
the Route Server.

Navigate to Infra tenant, Policies, VXLAN Gateway, right click on Remote VXLAN Fabrics and click Create
Remote VXLAN Fabric.
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-'I:Ist.élc\'. APIC (sitel)

System Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | Ten. ame C | common | demo | tenantl bgw infra

i Remote VXLAN Fabrics

Cr Quick Start

B infra

Name

aci-site2

Create Remote VXLAN Fabric
L

Figure 44. ACI Site 1 Create Remote VXLAN Fabric

Configure a name for the Remote VXLAN fabric. Since it is a route server, this example uses “Route-
Server” as the name. Then, click “+” to add the route server information such as the IP address and AS
number.

Create Remote EVPN Peer [}]

[ crce J oc J
Figure 45. Create a Remote EVPN Peer using the Route Server IP address and ASN

Click OK to proceed. The next step is to associate the Route Server with the Border Gateway Sets. In the
Associated Border Gateway Set, click “+” to add Border Gateway Sets.

Create Remote VXLAN Fabric (<]
Name: Route-Server
Remote EVPN Peers: ﬁ +
Peer IP Address TTL
| 9.9.9108 8
Associated Border +
Gateway Set: —

Border Gateway Set

Figure 46. ACI Site 1 Associate Route Server to a Border Gateway Set
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Create Remote VXLAN Fabric [}
Hame: | Route-Server
Remote EVPN Peers: o +
Peer IP Addiess T
| ss0108 8
ociat w4
ol i
Border G
 baw

Figure 47. Click Submit to associate the Border Gateway Set

The Route Server now appears as a Remote VXLAN Fabric.

ek APIC (site)

System Fabric Virtual Networking Admin Operations  Integrations

SRS | common | infra | bgw | Fortne | cemo

Remote VXLAN Fabric

Properties
Remote EVPN Pears
Peer IP Address i

9.8.8109 8

~ Border Gateway Set

bgw

Figure 48. ACI Site 1 Route Server as a remote VXLAN Fabric

If Site 2 was previously configured as a remote site, it can now be removed. In the Remote VXLAN Fabrics
window, right-click aci-site2 and select Delete.
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alels APIC (siten)

System RGHENIE Fabric Virtual Networking Admin  Operations  Integrations

ALLTENANTS | AddTenant | Tena CO 2 or descr | common | infra| bgw | Fortune | demo

( Remote VXLAN Fabrics

Name
Route-Server

I aci-site2

Save as
Post
Share

Open In Object Store Browser

Figure 49. ACI Site 1 Delete the old aci-site2

Repeat the same steps for ACI Site 2. Once the Route Server is added and the old remote site is deleted,
the configuration should appear as follows.

A m , -
csco  APIC (site2)

System  ERERERE Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS |  Add Tenant | Tenant Search: [EIIACRCEaE | common | bow | infra | queenstown | mgmt

s Remote VXLAN Fabric

C» Quick Start

B infra

Properties
Name: Route-Serve
Remote EVPN Peers
Peer IP Address T

9.9.9.109 8

Associated Border
Gateway Set
+ Border Gateway Set

qt-ac

Figure 50. ACI Site 2 Route Server

Route Server Verification

The verification process is identical to a setup without a Route Server. When a Route Server is deployed,
the BGP EVPN control plane is established between each ACI site Border Gateway and the Route Server,
eliminating the need for direct BGP EVPN sessions between Border Gateways across different sites.

On the Route Server, the show “bgp 12vpn evpn summary” command displays four established BGP EVPN
sessions with the ACI Border Gateways (three from ACI Site 1 and one from ACI Site 2).
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Route-Server# show bgp 12vpn evpn summary
BGP
BGP
BGP
116

network entries and 151 paths using 45864 bytes

summary information for VRF default, address family L2VPN EVPN
router identifier 9.9.9.109, local AS number 65109
table version is 325, L2VPN EVPN config peers 4, capable peers 4

of memory

BGP attribute entries [86/31648], BGP AS path entries [9/106]

BGP community entries [@/@], BGP clusterlist entries [@/0]
Neighbor v AS MsgRcvd MsgSent  TblVer

1.1.1.101 4 100 447 389 325 %]
1.1.1.102 4 100 447 389 325 [} [ ’]
2.2.2.202 4 100 388 389 325 ] 00
5.5.5.105 4 400 398 403 325 e 00
Neighbor T AS Type-1 Type-2 Type-3 Type-4
1.1.1.101 I 100 @ 22 7 %]
1.1.1.102 I 100 @ 22 7 %]
2.2.2.202 I 100 @ 7 7 %]
5.5.5.105 I 400 @ 15 5 0

Figure 51. Route server evpn summary

5:
5:
5:

InQ OutQ Up/Down State/PfxRcd
@ 05:55:19 45

55:17 45
55:17 27
50:53 34

Type-5
16
16
13
14

Type-6
[/}

Type-7 Type-8 Type-12

oo
oo
e e

2}
2}
0

Established BGP EVPN sessions can be verified via the APIC GUI at each site or through the CLI on the
respective Border Gateways. Within the APIC GUI, status is available under the Inventory tab or the infra
tenant; this section demonstrates verification through the infra tenant. The output below focuses on the first
Border Gateway in ACI Site 1, Pod 1. A similar verification procedure can be applied to all other Border

Gateways and ACI sites.

alnali
cisco

APIC

tel)

Fabric

ial Networking erations  Integrat|

| infra | baw | F

BGP Peer Entry - 9.9.9.109

Peer Address Family

L2VPN EVPN Address Famity

Figure 52. L 2VPN EVPN Address Family

lons

ortune dems

admin

FPeer Ad
o e

Alternatively, checks the status using the command on the Border Gateway in vsh mode.

bgw-leafl# show bgp 12vpn evpn summary

BGP summary information for VRF overlay-1, address family L2VPN EVPN
BGP router identifier 10.1.248.7, local AS number 100

BGP table version is 39014, L2VPN EVPN config peers 5, capable peers 5
126 network entries and 149 paths using 39672 bytes of memory

BGP attribute entries [74/26048], BGP AS path entries [@/@

BGP community entries [8/@], BGP clusterlist entries [5/28

Neighbor v AS MsgRcvd MsgSent  TblVer InQ OutQ Up/Down State/PfxRcd
1.1.1.102 4 180 480337 40319 39014 0 (] 3w3d 1
2.2.2.202 4 100 48610 48595 39014 0 (] 4w2d 1
9.9.9.109 4 65109 390 376 39014 @ 05:57:22 26
10.1.248.0 4 1@ 55960 48907 39014 0 ] 4wsd 23
10.1.248.1 4 100 56019 48987 39014 0 (] 4w5d 23

Figure 53. ACI Site 1 - BGP EVPN established session from Border Gateway to Route Server

Please note that after this section, the design will revert to the non-Route Server design. From a high-level
architectural perspective, there is no difference in data plane forwarding behavior between the Route
Server and Non-Route Server designs, as the Route Server does not participate in the data plane.
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Overlay Networking and Use Cases Deployment Details

Section Overview

This section describes the tenant-based baseline configuration and the supported use cases built on top of
it. The baseline configuration introduced in the first subsection provides the foundation for most of the
scenarios covered later in this document. It is recommended to review that subsection first, as it defines
the common building blocks used throughout this section, including stretched VRFs, stretched Bridge
Domains (BDs), and Endpoint Security Groups (ESGs) configuration with normalized pcTags.

The following use cases are covered in this section.

Use Case 1: Intra-Subnet Communication
Endpoints are in the same IP subnet and the same BD. The endpoints are in the same EPG/ESG, thus
communication between them does not require a contract.

Use Case 2: Inter-Subnet Communication with Stretched BDs and Multiple ESGs
Endpoints are in different IP subnets and in different stretched BDs. The endpoints are in different

ESGs, thus communication between them requires a contract.

Use Case 3: Inter-Subnet Communication with Non-Stretched BDs and Single ESG
Endpoints are in different IP subnets and in different local (non-stretched) BDs. The endpoints are in

the same ESG, thus communication between them does not require a contract.

Use Case 4: Inter-Subnet Communication with Non-stretched BDs and Multiple ESGs
Endpoints are in different IP subnets and in different non-stretched (local) BDs. The endpoints are in

the different ESGs, thus communication between them require a contract.

Use Case 5: North-South Communication Across ACI Sites with a Stretched BD
Endpoints in a stretched BD communicate with external endpoints through the other site.

Use Case 6: North-South Communication Across ACI Sites with a Non-stretched BD
Endpoints in a non-stretched (local) BD communicate with external endpoints through the other site.

Use Case 7: Transit Routing Across ACI Sites
External endpoints communicate with external endpoints through the other site.

Use Case 8: Design Considerations and Traffic Flow Optimization for Overlapping Prefixes in Multi-

L30ut Deployments
The same IP prefix is advertised from multiple L3Outs in different sites. This use case presents

design considerations along with inbound and outbound traffic flow optimization.

Use Case 9: Inter-VRF Communication (Shared Services) with Stretched BDs

Communication between endpoints located in different stretched BD in different stretched VRFs.

Use Case 10: Inter-VRF Communication (Shared Services) with Non-stretched BDs
Communication between endpoints located in different non-stretched BD in different stretched
VRFs.

Use Case 11: Inter-VRF Communication (Shared Services) with Shared L30ut
Endpoint in a VRF communicates with an external endpoint in a different VRF through the other site.

Use Case 12: Service Node Integration
Explains inter-site traffic flow with L4-L7 service nodes insertion. The service insertion is performed
independently within each site.
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User Tenant Baseline Configuration

Completion of this baseline is a prerequisite before proceeding to the specific use cases. Additionally, it is
assumed that all necessary access policies and domains have already been configured accordingly.

~

ACI Site1 ACI Site 2

Figure 54. User Tenant Baseline Configuration
Baseline configuration is the following:
e Tenant: bgw
e VRF: vrf1
« Bridge Domain: bd1, bd2 (Unknown Unicast Flooding ON)

Application Profile ap1 (Note: Not depicted in the diagram)

Endpoint Group: epg1, epg2
Note: As of APIC release 6.2(2), “Unknown Unicast Flooding” must be ON for the stretched BDs and it is
enforced by APIC.

The EPGs are associated with the appropriate domains; for this example, a VMM domain is utilized. EPGs
are later migrated to ESGs. The following endpoints are available for connectivity testing:

e ESG esg1 endpoints:
©192.168.1.11: endpoint in Pod 1 ACI Site 1
©192.168.1.41: endpoint in Pod 2 ACI Site 1
©192.168.1.201: endpoint in ACI Site 2

o ESG esg2 endpoints:
©192.168.2.11: endpoint in Pod 1 ACI Site 1
©192.168.2.21: endpoint in Pod 2 ACI Site 1

©192.168.2.201: endpoint in ACI Site 2

The VRF and BDs are stretched across both ACI sites by associating them with the Border Gateway on
each site. This ensures that the network objects are correctly deployed to the Border Gateways of both
sites. The screenshots below show the baseline configuration for EPGs and the stretched VRF/BD
constructs applied across the sites.
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Logical Construct

el APIC (site)

System Tenants Fabric Virtual Networking Admin Operations Integrations
ALL TENANTS Add Tenant ame or | common | bgw | infra | tenant! | tenant2
bgw
© VRF-vrf1
C» Quick Start
Summary Policy
B vow roy_
& Application Profiles
@ o1 Properties
[ Networking Name: vrfi
[ VXLAN Stretch Alias
B Bridge Domains Description: optional

@ ba
@) ba2 Annotations: @)
= VRFs Global Alias
& vrfl Routing Domain ID: 0
= L20uts Segment: 2162688

= L30uts Policy Control Enforcement Preference: m )
[ SR-MPLS VRF L30uts W
( Egress

Policy Control Enforcement Direction

Figure 55. ACI Site 1 tenant and vrf1

Uecs’ APIC (it

Systern  [IREIENIES Fabric Virtual Networking Admin  Operations  Integrations

Add Tenant h bgw | infra tenant]
© Bridge Domain - bd1
Summary olic Opera

ation Profile: General

Properties
Name: bd1
Alias:
Description: | optiona

Annotations: @)

Enab

L2 Unknown Unicast Hardware Proxy

L3 Unknown Multicast Flooding: M

Multi Destinatio

Figure 56. ACI Site 1 bd1

afal o
cisco APIC (sitel) admin e ‘
Virtual Networking Admin  Operations  Integrations

Jrameoraescr I 1 | bgw | 2 | tenantt |

© Bridge Domain - bd1

Summary Operational ~ Stats
General
Properties
Unicast Routing: (4]
e for Unicast ling: true
Custom MAC Address: (0:22:BD-FB:19:FF
Virtual MAC Address: | Not Configured
~ Gateway Description Scope Primary IP Virtual I Subnet Control Matct
Address Address
[ 182.168.1.254/24 Advertised Extarnally False ] Faise

Figure 57. ACI Site 1 bd1 subnet

© 2026 Cisco and/or its affiliates. All rights reserved.

Page 46 of 209



i
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System Tel s Fabric Virtual Networking Admin Operations Integrations

n [EEETR | comvon | bgw | infra | tenanti |

Properties
Name: bd2
Alias:

ption

Global Alias:

Annctations:

Advertise Host Routes: []

le Scaled L2

Scaled L2

Resolved VRF:
L2 Unknown Unicast]
L3 Unknown Multicast Flooding

IPv6 L3 Unknawn Multicast:

Multi Destin

ding:

Figure 58. ACI Site 1 bd2

il
cisco
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General
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Summary Policy ~ Operational  Stats
General L3 Configurations
Properties
Unicast Routing: [
) Operational Value for Unicast Routing: true
(B Custom MAC Address: |00:22 BD:F8:19:FF
Virtual MAC Address: | Not d
Subnets

~ Gateway Description Scope Primary P Virtual 1P Subnet Control  Match

Address Address

[ 82.168.2 Advertised Externally Faise False ]

Figure 59. ACI Site 1 bd2 subnet

dscs’ APIC

Virtual Networking Admin  Operations  Integrations

TR | conron | bgw | it | tenantl | tenanz

OHeaty @ O T

aci-ubu-1

Figure 60. ACI Site 1 epg1 endpoints
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Source Controller
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Figure 61. ACI Site 1 epg2 endpoints
alafn
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C» Quick Start
Summary Policy
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@ ba1
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Figure 62. ACI Site 2 tenant and vrf1
ahjranjne y
ol APIC (site2)
System Te Fabric Virtual Networking Admin Operations Integrations
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© Bridge Domain - bd1
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General
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Alias:

Descrip
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;
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Figure 63. ACI Site 2 bd1
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Figure 64. ACI Site 2 bd1 subnet
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Figure 65. ACI Site 2 bd2
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Figure 66. ACI Site 2 bd2 subnet
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Figure 67. ACI Site 2 epg1 endpoints
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Figure 68. ACI Site 2 epg2 endpoints

Stretched VRF and Bridge Domain

The following figures show the configuration steps to stretch vrf1, then bd1 and bd2 for ACI Site 1. The
process is the same on both sites.

Navigate to bgw tenant -> Networking -> VXLAN Stretch -> VRF Stretch -> “+” button.

el APIC Gsiten) Y- X-X-13-X 1°

m Admin  Operations  Integrations

mon | bgw | infra

tenantl | temant2

Border Gateway Set Normalized VNI Local VNI

Figure 69. ACI Site 1 stretch vrf1 step 1

On Create VXLAN VRF Stretch window, from drop-down menu, choose vrf1 and a Border Gateway Set, fill
in 50001 as Normalized VNI, and then click Submit.
Create VXLAN VRF Stretch Q

The Normalized VNI value should not overlap with Normalized VNI values canfigured for
other VRFs/BDs object either in the local or remote sites.

2]

Local VNI: 2162688

Route Maps

Outbou

Inbound:

Figure 70. ACI Site 1 stretch vrf1 step 2

Now that vrf1 is stretched, it is visible within the VRF Stretch sub-menu.
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(o] <

- VRF Border Gateway Set Normalized VNI Local VNI
[ vrfl bgw 50001 2162688 I

Figure 71. ACI Site 1 vrf1 stretched

Navigate to bgw tenant -> Networking -> VXLAN Stretch -> BD Stretch -> “+” button.
dick APIC (siten) o P OOROOO

Admin

System enants Fabric Virtual Networking

Operations Integrations

common | bgw | infra | tenantl | tenanz

VXLAN Stretch O

N 5

Bridge Domain Border Gateway Set Normalized VNI Local VNI

Figure 72. ACI Site 1 stretch bd1 step 1

On Create VXLAN BD Stretch window, from drop-down menu choose bd1 and a Border Gateway Set, fill in
30001 as Normalized VNI, and then click Submit.

Create VXLAN BD Stretch [}]

® Please select L2 Unknown Unicast as flood while creating a new BD or use an existing BD with L2 Unknown Unicast set as
flood for this BD to be stretched properly

Bridge Domai n.l bd1 }@

Border Gateway Srﬁl:[ bgw

The Normalized VNI value should not overlap with Normalized VNI values configured for other VRFs/BDs object either in
the local or remote sites

Normalized ‘-."\u[ 30001 "]

Cancel
Figure 73. ACI Site 1 stretch bd1 step 2

Now that bd1 is stretched, it is visible within the BD Stretch sub-menu.

Uics APIC (sitel) W OO00000

System ts Virtual Networking Admin  Operations  Integrations

on | bgw | infra | tenantl | tenant2z

VXLAN Stretch

Q

O +
Bridge Domain Border Gateway Set Normalized VNI Local VNI
I bd bgw 30001 15007704 |

Figure 74. ACI Site 1 bd1 stretched

Follow similar process to stretch bd2 with 30002 as Normalized VNI. Below figure shows the result
including both stretched bd1 and bd2.
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System Ti Fabric Virtual Networking Admin Operations Integrations
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Figure 75. ACI Site 1 bd1 and bd2 stretched

The configuration process for ACI Site 2 follows the same steps as ACI Site 1. However, to make the
object functionally stretched across the two APIC domains, the same Normalized VNI value must be
configured on both sites. The following figures show the resulting configuration on ACI Site 2.

el APIC (site2) X131 1=

System

Virtual Networking Admin  Operations  Integrations

| mgmt

bgw | infra

Q

BD Stretch

(e} S

VRF Border Gateway Set Normalized VNI Local VNI

[ wrfl qt-aci 50001 2097152 ]

Figure 76. ACI Site 2 vrf1 stretched
dics’ APIC (site2) QD QOO O

Fabric Virtual Networking Admin  Operations  Integrations

ALL TENANTS nt | common | bgw | infra | mgmt | queenstown

VXLAN Stretch

Q

2E
Bridge Domain Border Gateway Set Normalized VNI Local VNI

b1 qt-aci 30001 15105996
bd2 qt-aci 30002 5204288

Figure 77. ACI Site 2 bd1 and bd2 stretched

The APIC user interface may vary slightly on different ACI versions. For instance, the VRF and BD stretch
views do not display VNI information if your ACI version is prior to 6.2(1). To display detail info about VRF
and BD VNI, you can double click on the entry below VRF Stretch and BD Stretch.

apag. (site2)
csco APIC (site2) VXLAN VRF Stretch - vrfl 00 @ OV

Policy Stats Faults History

o - I

Properties

Resolved VRF: bgw/vrf1 VRF Stretch

Border Gateway Set: qt-aci

The Normalized VNI value should not averlap with Normalized VNI values configured for other VRFs/BDs object either in the local or
remote sites.

Normalized VNI 50001 -
Local VNI: 2087152

Route Maps

Outbound: ' selac

Inbound: selec

Figure 78. ACI Site 2 vrf1 Normalized VNI and Local VNI
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Figure 79. ACI Site 2 bd1 Normalized VNI and Local VNI
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remote sites

e Normalized VNI 30002 ~
| bd2 Local VNI: 15204288

Figure 80. ACI Site 2 bd2 Normalized VNI and Local VNI

Once the VRF and BDs are stretched, they are deployed across all Border Gateways within the site’s
Border Gateway Set. You may now proceed to the next section, which covers detailed use cases along
with control plane and data plane verification. Any requirements for additional BD stretching will be
explicitly mentioned within those specific use cases.

Use Case 1: Intra-Subnet Communication

Use Case Overview

Intra-subnet communication involves endpoints in the same subnet, regardless of whether they reside in a
single or multiple ACI sites. Locally, endpoints in the same EPG communicate without contracts. For Multi-
Site scenarios, however, you must migrate from EPGs to ESGs. This is typically done by creating an ESG
and selecting an EPG as its member to ensure policy consistency across sites.

4 I 4 ™

ACI Site 1 ACI Site 2

Local L3VNI: 2097152

Local L3VNI: 2162688

Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

Normalized L2VNI: 30001 192.168.1.254/24 Normalized L2VNI: 30001

Local L2VNI: 15007704 BD: bd1 Local L2VNI: 15105996

pcTag: 10947 pcTag: 10930

Normalized pcTag: 1001 ESG: esg1 Normalized pcTag: 1001
Selector: EPG epg1 Selector: EPG epg1

192.168.1.11 192.168.1.201
A

Figure 81. Intra-Subnet Communication

There are several key steps that must be performed across both ACI sites. It is assumed that the baseline
tenant configuration is already complete, including the creation of Tenants, VRFs, BDs, Application Profiles,
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and EPGs, as well as the stretching of VRFs and BDs. The subsequent steps involve creating Endpoint
Security Groups (ESGs) and configuring normalized pcTags to facilitate seamless end-to-end
communication across the sites.

Migrate EPG to ESG

A script is available to assist with the EPG-to-ESG migration. The script can be accessed from the
following GitHub repository: https://github.com/datacenter/ACI-ESG-Migration-Assistant

Each EPG or ESG is assigned with a unique pcTag, also known as a Class ID. Like the local VNI values used
for stretched VRFs and BDs, pcTags are typically assigned locally within each APIC domain. As a result, the
pcTag assigned to esg1 in ACI Site 1 may not match the pcTag assigned to esg1 in ACI Site 2.

To ensure consistent security enforcement across the multi-site domain, ACI uses a Normalized pcTag. In
this example, the Normalized pcTag for esg1 is set to 1001 on both sites.

ACI Site 1 ACI Site 2

pcTag: 10947 pcTag: 10930

Normalized pcTag: 1001 ESG: esgl Normalized pcTag: 1001
Selector: EPG1 Selector: EPG1

192.168.1.11 192.168.1.201

Figure 82. ESG esg1 pcTag and Normalized pcTag

By using this consistent global identifier, endpoints classified as part of esg1 across both sites are
recognized as members of the same security group, allowing them to communicate without requiring a
contract.

Within the BGW tenant on each ACI site, create an ESG named esg1. To do this, navigate to Endpoint
Security Groups and select Create Endpoint Security Group from the Toolbox icon drop-down menu.
Alternatively, right-click the Endpoint Security Groups folder in the left navigation pane and select Create
Endpoint Security Group.

dsco’ APIC (sitel) QP ODROOO

System [JE3 Fat

Virtual Networking Admin  Operations  Integrations

Endpoint Security Groups

- Name Description Class ID Preferred Group  VRF Intra ESG Isolation  In Shutdown Deployment [
Member Immediacy

Figure 83. ACI Site 1 Create ESG step 1

Name the ESG “esg1” and select “vrf1” from the VRF dropdown menu. Click Next to proceed to the
Selectors configuration.
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Create Endpoint Security Group

STEP 1> Identity 1. identity

Figure 84. ACI Site 1 Create ESG step 2

Within the Selectors window, click the plus (+) icon on the right side of the EPG/External EPG/Selectors
section to add a new selector.
Create Endpoint Security Group

STEP 2> Selectors

Value Operator Tag Value

IP Subnet Selectors:

e
P Subnet scription

oo S ©
Figure 85. ACI Site 1 Add Selector step 3

In the Create an EPG/External EPG Selector window, select epg1 and click OK to proceed.
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Create an EPG/External EPG Selector [ ]

Application EPGs In ESG
VRF
Name

1

ap-apliepg-epgl |

ap-api/epa-epaZ

External EPGs In ESG VRF

Figure 86. ACI Site 1 Choose epg1 as selector

After clicking OK, select Next to proceed to the VXLAN BGW (optional) window. Enter 1001 into the
Normalized pcTag field.

Create Endpoint Security Group (%]

STEP 3 > VXLAN BGW (Optio... 3. VXLAN BGW (Optional)
[\ ;100 ]

Previous Cancel Next

Figure 87. ACI Site 1 Set Normalized pcTag 1001

In the Advanced (optional) window, keep everything default. Adding an EPG to an ESG selector changes
the pcTag assigned to the endpoints that match the selector. This policy reclassification may cause a
temporary traffic outage while the endpoints are moved from the EPG to the ESG. Click Finish to complete.
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Create Endpoint Security Group (%]

STEP 4 > Advanced (Option... N BGW 4. Advanced (Optional)
b

ESG Contract Master

ntra ESG Isolation: ( Enforced

Preferred Group

ESGs

Figure 88. ACI Site 1 esg1 creation completion

Once created, you can review the information for esg1 and modify the configuration as needed. Note that
the local pcTag value (e.g., 10947) is automatically assigned by the APIC during the creation process and
cannot be manually changed. The most critical parameter is the Normalized pcTag, which must be identical
for esg1 across both ACI sites. If you need to update the normalized pcTag for an existing ESG, ensure that
the Set Normalized pcTag checkbox is selected before entering the value.

Wice APIC (site) anin @)

System Tena Fabric Virtual Networking Admin Operations Integrations

W oveorcescr bgw | Infra tenantl |  tenamt2
U ESG-esgl
Summary Ooe ational
R
Properties
tion: optional
roups
Annotations: P

10947

ized peTag: 1001 ']

Deployment Immediacy: {  Immediate

Figure 89. ACI Site 1 esg1 general information

The figure below displays the selectors for esg1. You can update a selector by right clicking the relevant
entry in the left navigation pane.
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el APIC (site

T Tenants Fabric Virtual Networking Admin  Operations  Integrations

SRS | comon | bgw | ifm | tenant | tenantz
Selectors 0
0 4 %

Tag Key Value Operator Tag Value Description State

Page ot0 Objects Per Page: 1

Condition Description State

Figure 90. ACI Site 1 esg1 selectors
.Ic‘\ls‘éltll. APIC (site1) admin o ° 0“9 ‘

Tenants Fabric Virtual Networking Admin Operations Integrations

| AdaTenant v ORI | covvon | bgw | infa | tenan | tensn2

System

v ESG-esgl
Summary  Policy jealth  Faults
Deployed Leaves  Tag §
Oty @ O T
MAC/IP Endpaint Name Leaming  Hosting Server Reporting Interface (leamed) ~ Encap  Base EPG Policy Tags
Source Controller
Name
00°50:56:BF-3F:28 aci-p2-sg-ubul t‘;ﬁ,\"{""" 10.68.235148 veenter Pod-2/Node-2: vian-373  bowapLepol
1921681.41
s Leamed
GBFTAS3 Lyl
192168111
217 act-ubu-6 o veemter  Pod-1/Node-101/eth/3 .. wian-373
/56:8F92:1 aci-ut L 3-1/Node-101/eth] I

18216816

Figure 91. ACI Site 1 esg1 endpoints

The process for creating esg1 on ACI Site 2 is identical. The following image illustrates the resulting
configuration for esg1 on the second site.

.\c|lls.é|°|. APIC (site2) admin ‘

System Tenants Fabric Virtual Networking Admin QOperations Integrations
| common bgw | infra | | mgmt
© ESG-esgl
Summary Operational
Topology
Properties
Name: esg1
Deseription: | optional
Annotations: e
[ Normalized pcTag: | 1001 "]

ation Status: applied

Configuration Iss

VRF:

vrfl

Resolved VRF: uniftn-bgw/ctx-vrfl

Admin Up Admin Shut )

Deployment Immediacy On Demand
Operational:

\

Figure 92. ACI Site 2 esg1 general information

ESG Admin Stat
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Figure 93. ACI Site 2 esg1 selectors
dice APIC (site2) o @ OO (

System Fabric Virtual Networking Admin Operations Integrations

common | bgw | infra queenstown mgmt
@ ESG -esgl
Summary Palicy | Operational IHaalm Faults
l Client Endpoints l Contracts Deployed Leaves Tag S
OHeathy @ Q| T
MAC/IP Endpoint Name Learning  Hosting Server Reporting Interface (learmed)  Encap Base EPG Policy Tags
Source Controller
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. Learned - T r 02 .
v ODI50:56:8F:58:81 gi-ubu-1 e, 17216.0.4 QT-DC Pod-1/Node-B02/eth1/.. vlan-235  bgwaplepgl
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192.168.1.202 bowaplepgl

Figure 94. ACI Site 2 esg1 endpoints

Control Plane Verification

This section is intended for advanced users seeking a technical deep dive into how routing and policy
enforcement function across the site. At a high level, the block diagram below illustrates the control plane
advertisement from ACI Site 1 to ACI Site 2. The same process occurs in reverse, from ACI Site 2 to ACI
Site 1.

Site 1 Spine advertises EP to Site 1 Border Gateway Site 2 Border Gateway
Border Gateway advertises EP to Site 2 Border advertises EP to Site 2 Spine
through BGP EVPN Gateway through BGP EVPN through BGP EVPN

Site 1 Spine exports EP
from COOP to BGP

Site 1

Leaf updates EP to Spine
00P Site 2 Spine imports

EP from BGP to COOP

Site 1 Leaf
learns local EP

Site 1 Local VNI Site 2 Local VNI
Figure 95. Control Plane across sites

To ensure clarity, the topology diagram illustrates only the essential devices required for this specific
configuration.
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0050.56bf.3f2b 0050.56bf.7a53 0050.56bf.5881
Pod-2 Pod-1
& ACI Site 1 “=h  ACISite 2

Figure 96. Control Plane verification topology

Leaf1 on ACI Site 1 learns endpoint MAC address 0050.56bf.7a53.

leafl# show system internal epm endpoint mac 0050.56bf.7a53

MAC : @050.56bf.7a53 ::: Num IPs : 1
IP# @ : 192.168.1.11 ::: IP# @ flags : host-tracked| ::: 13-sw-hit: Yes ::: flags2 :
Vlan id : 17 ::: Vlan vnid : 8465 ::: VRF name : bgw:vrfl

BD vnid : 15007704 ::: VRF vnid : 2162688

Phy If : 0x1a002000 ::: Tunnel If : @

Interface : Ethernetl/3

Flags : 0x80005c@4 ::: sclass : 10947 ::: Ref count : 5
EP Create Timestamp : 12/27/2025 19:39:55.399532

EP Update Timestamp : ©1/21/2026 21:19:43.628794

EP Flags : local|IP|MAC|host-tracked|sclass|timer|

Figure 97. ACI Site 1 - leaf1 learns local endpoint MAC address

When bd1 is configured as Layer 3 BD with unicast routing enabled, Leaf1 learns IP address 192.168.1.11
as well.

leafl# show system internal epm endpoint ip 192.168.1.11

MAC : 0050.56bf.7a53 ::: Num IPs : 1

IP# @ : 192.168.1.11 ::: IP# @ flags : host-tracked| ::: 13-sw-hit: Yes ::: flags2 :
Vlan id : 17 ::: Vlan vnid : 8465 ::: VRF name : bgw:vrfl
BD vnid : 15007704 ::: VRF vnid : 2162688 -

Phy If : 0x1a002000 ::: Tunnel If : @

Interface : Ethernetl/3
Flags : @x80005c@4 ::: sclass : 10947 ::: Ref count : 5

EP Create Timestamp : 12/27/2025 19:39:55.399532
EP Update Timestamp : 01/21/2026 21:19:43.628794
EP Flags : local|IP|MAC|host-tracked|sclass|timer|

Figure 98. ACI Site leaf1 learns endpoint IP address

Verify the COOP entry for the endpoint MAC address on one of the spines. The value 15007704 represents
the local VNI for bd1 in ACI Site 1. Note that the COOP output has been truncated to show only the
relevant information. For reference, the PcTag value 0x1002ac3 can be converted to decimal by removing
the “Ox1” prefix and converting “002ac3” from hexadecimal to decimal. This results in 10947, which
correctly matches the esg1 pcTag.
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spine688# show coop internal info repo ep key 15007704 0050.56bf.7a53

Repo Hdr Checksum : 44357

Repo Hdr record timestamp : @1 21 2026 13:38:48 320039868
Repo Hdr last pub timestamp : @1 21 2026 13:38:48 321550678
Repo Hdr last dampen timestamp : @01 @1 1970 00:00:00 @
Repo Hdr dampen penalty : @

Repo Hdr flags : IN_OBJ EXPORT ACTIVE

EP bd vnid : 15007704

EP mac : ©00:50:56:BF:7A:53

flags : 0x80

repo flags : @x122

Seq No In Use: No

Vrf vnid : 2162688

PcTag : ©@x1002ac3

EVPN Seqno : @

Figure 99. Local endpoint COOP entry

In the same output, the IN_OBJ EXPORT flag indicates that this COOP entry has been exported to the BGP
process.

IPv4 Repo Hdr record timestamp : 01 26 2026 22:38:49 677605688
IPv4 Repo Hdr last pub timestamp : @1 26 2026 22:38:49 679132001
IPv4 Repo Hdr last dampen timestamp : @1 01 1970 00:00:00 @

IPv4 Repo Hdr dampen penalty : @

IPv4 Repo Hdr flags : IN_OBJ EXPORT

Real IPv4 EP : 192.168.1.11

Synthetic Flags IPv4 EP : @x25

EVPN Seq no : @

PcTag: @x1@002ac3

Remote publish timestamp: @1 @1 1970 00:00:00 @

Current publisher_id: 10.1.248.3

BackupTunnel nh : 0.0.0.0

MAC Tunnel : 10.1.248.3
IPv4 Tunnel : 10.1.248.3
IPv6 Tunnel : 1@.1.248.3
Figure 100. COOP exports to BGP

ACI Site 1 spines advertise local endpoint information to the ACI Site 1 Border Gateways and to spine
switches in other pods, such as Pod-2 in this example. This is standard ACI Multi-Pod behavior and is not
specific to the Border Gateway implementation.

spine688# show bgp 12vpn evpn @0@50.56bf.7a53

Route Distinguisher: 1:16777199 (L2VNI 1)

BGP routing table entry for [2]:[@]:[15007704]:[48]:[0050.56bf.7a53]:[0]:[0.0.0.0]1/216, version 632 dest ptr @x7fefc49c4b78
BGW RD: 100:15007704 (L2VNI 15007704)

Local Route Distinguisher: 1:16777199 (L2VNI 1)

Paths: (1 available, best #1)

Flags: (0x000000000000010a 0OOOAPOOOO) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fefba@576@8): local 0x4000008c @x4000000 ref @ adv path ref 1, path is valid, is best path
AS—Path: NONE, path locally originated
9.0.0.0 (metric @) from @.0.0.@ (199.6.8.8)
Origin IGP, MED not set, localpref 100, weight 32768 tag @, propagate @, floating svi @, tunnel resolved @
Received label 15007704
Extcommunity: RT:5:16 PCTAG:@1:0:11:10947

Path-id 1 advertised to peers:
10.1.248.2 10.1.248.7 199.8.8.8

; ‘ H
bgw-leaf2 bgw-leaf1 spine888

Figure 101. ACI Site 1 - Spine advertises local EP to Border Gateways and Spine in another Pod

Note that the local pcTag 10947 is included in the BGP EVPN update.
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After the Border Gateway in the same pod receives the endpoint information, it advertises this information
to the Border Gateway in the remote ACI site (ACI Site 2 in this example) using the Normalized VNI and
Normalized pcTag.

Note that the CLI output on the local Border Gateway, in this case the Border Gateway in ACI Site 1,
currently displays the local VNI and local pcTag values. In the screenshot below, 15007704 represents the
local VNI configured in ACI Site 1, and 10947 represents the local pcTag assigned to esg1. The

corresponding normalized values are observed on the remote Border Gateway in ACI Site 2 by issuing
command in vsh mode.

bgw-leafl# show bgp 12vpn evpn @@50.56bf.7a53
<snip>

Route Distinguisher: 100:31784920 (L2VNI 15007704)

BGP routing table entry for [2]:[0]:[@]:[48]:[0@5@.56bf,7a53]1:([0]:[0.0.0.0]1/216, version 210 dest ptr @x7f687cacals84
Paths: (1 available, best #1)

Flags: (0x@000000000000212 @00000000A@) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f6870e87d1@): internal @xc@0@0018 0x400 ref @ adv path ref 1, path is valid, is best path, in rib
Imported from (@x7f687@fe6b2c) 100:15007704:[2]:[0]:[@]:[48]:[@050.56bf.7a53]:([0]:[0.0.0.0]/112
AS-Path: NONE, path sourced internal to AS
10.1.144.67 (metric 2) from 10.1.248.8 (199.6.8.8)

Origin IGP, MED not set, localpref 1860, weight @ tag @, propagate @, floating svi @, tunnel resolved @
Received label 15007704
Extcommunity: RT:100:15007704 S00:1:1 ENCAP:8 PCTAG:01:0:11:10947

Path-id 1 advertised to peers:
5.5.5.105

v
qt-bgw805 ACI Fabric 2 Border Gateway

Figure 102. ACI Site 1- Border Gateway advertises endpoint to ACI Site 2 Border Gateway

ACI Site 2 Border Gateway receives endpoint information via a BGP EVPN Type-2 update. Subsequently,
this endpoint information is forwarded to the ACI Site 2 spine using BGP EVPN Type-2, with the pcTag
updated to 10930, which corresponds to the local pcTag for esg1 in Site 2. The screenshot below taken
from ACI Site 2 Border Gateway shows the remote endpoint EVPN Type-2 route learned the remote ACI
site (ACI Site 1). The route is first displayed under the remote Route Distinguisher, 100:31784920, with
paths learned from the Border Gateways in ACI Site 1. In this section of the output, the route carries the
normalized VNI and pcTag information received from ACI Site 1 Border Gateways.

In the following output, “Received label 30001” represents Normalized BD VNI. The pcTag value 1001
represents Normalized esg1 pcTag.

qt-bgw805# show bagp 12vpn_evpn @@58.56bf.7a53

Route Distinguisher: 100:31784920

BGP routing table entry for [2]:[@]:[@]:[48]:[0050.56bf.7a53]:[0]:[0.0.0.0]/216, version 18151 dest ptr @x7f250b90eald
Paths: (2 available, best #2)

Flags: (@x0000000000000202 00PPAVEORG) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Path type (@x7f24fff2858c): external 0x40000028 0x4002000 ref @ adv path ref @, path is valid, not best reason: Router Id
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.101 (10.1.248.7)
Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30001
Extcommunity: RT:408:30001 S00:400:2432696301 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:1001

Advertised path-id 1
Path type (@x7f24fff25698): external 0x40000028 0x4002000 ref 1 adv path ref 1, path is valid, is best path
Imported to 1 destination(s)
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.102 (10.1.248.2)

Origin IGP, MED not set, localpref 100, weight @ tag 4294966080, propagate @, floating svi @, tunnel resolved @

Received label 30001

Extcommunity: RT:400:30801 S00:480:2432696301 COST:pre-bestpath:170:1610612736

ENCAP:8 PCTAG:80:0:0:1001

Figure 103. ACI Site 2 Border Gateway received section of EVPN Route
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In the same CLI output, the same route is then imported into the local site context under Route
Distinguisher 400:31883212 and local L2VNI 15105996. The “Imported from” field identifies the original
remote EVPN route, while the “Path-id 1 advertised to peers” field confirms that the imported route is
advertised to the local spine peer, 10.118.112.65. The value 10930 represents the esg1 local pcTag.

qt-bgw805# show bgp 12vpn evpn 0050.56bf.7a53

<snip>

Route Distinguisher: 400:31883212 (L2VNI 15105996)

BGP routing table entry for [2]:[0]:[0]:[48]:[0050.56bf.7a53]:[0]:[0.0.0.0]/216, version 189 dest ptr 0x7f922465eled
Paths: (1 available, best #1)

Flags: ( 212 ) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@0x7f9218a35d0c): external 0xc@000028 0x400 ref @ adv path ref 1, path is valid, is best path, in rib
Imported from (@x7f9218c8538c) 100:31784920: [2]:[0]:[0]: [48]: [0050.56bf.7a53]:[0]:[0.0.0.0]/112
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.102 (10.1.248.2)

Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @

Received label 30001

Extcommunity: RT:400:30001 S00:400:2432696301 COST:pre-bestpath:170:1610612736

ENCAP:8 PCTAG:00:0:0:10930

Path-id 1 advertised to peers:
10.118.112.65
y

ACI fabric 2 Spine

Figure 104. ACI Site 2 Border Gateway receives endpoint information through BGP EVPN update
ACI Site 2 spine receives endpoint information through BGP EVPN update from ACI site 2 Border Gateway,
subsequently it imports endpoint information to spine COOP.

qt-spine811# show bgp 12vpn evpn 0@50.56bf.7a53
<snip>

Route Distinguisher: 48@:15105996 (L2VNI 15105996)

BGP routing table entry for [2]:[@]:[15105996]:[48]: [@@50.56bf.7a53]:[0]:[0.0.0.0]/216, version 64 dest ptr @x7f6ed7c34046
BGW RD: 400:15105996 (L2VNI 15105996)

Local Route Distinguisher: 1:16777199 (L2VNI 1)

Paths: (1 available, best #1)

Flags: (@x000000000000021a 0xPQ00A003) on xmit-list, is in rib/evpn, is not in HW, is in 12rib mpod shard, is in 12rib
Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f6ecd23efa@): internal ©xc@@@0018 0x220000 ref @ adv path ref 1, path is valid, is best path, is in 12rib
Imported from (@x7f6ecd2b1f20) 400:31883212:[2]:[0]:[0]:[48]:[0050.56bf.7a53]:([0]:[0.0.0.0]/112
AS-Path: 10@ , path sourced external to AS
10.118.176.68 (metric 2) from 10.118.112.67 (18.118.112.67)

Origin IGP, MED not set, localpref 100, weight @ tag @, propagate @, floating svi @, tunnel resolved @

Received label 15105996

Extcommunity: RT:400:15105996 S00:400:2432696301

COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:00:0:0:10930

Path-id 1 not advertised to any peer

Figure 105. ACI Site 2 spine receives endpoint information from Border Gateway through BGP EVPN update

As shown in the figure above, ACI Site spine receives endpoint information from the Border Gateway via a
BGP EVPN update. This is indicated by the output line “from 10.118.112.67”, which refers to the Border
Gateway PTEP. The spine then imports this information into its COOP database.

ACI Site spine now has endpoint information in its COOP database. On Site 2 spine:
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qt-spine811# show coop internal info repo ep key 15185996 8@5@.56bf.7a53

Repo Hdr Checksum : 30692

Repo Hdr record timestamp : 01 01 1970 00:00:00 0@
Repo Hdr last pub timestamp : 01 01 1970 00:00:00 @
Repo Hdr last dampen timestamp : 01 @1 1970 00:00:00 @
Repo Hdr dampen penalty : @

Repo Hdr flags : IN_OBJ REMOTE ACTIVE

EP bd vnid : 15105996

EP mac : @@:50:56:BF:7A:53

flags : @x1080@

repo flags : 0x182

Remote Type : External Fabric

Seq No In Use: Yes

Vrf vnid : 2097152

PcTag : @x10@2ab2

EVPN Seq no : @

Remote publish timestamp: 01 18 2026 14:49:15 882610657
Snapshot timestamp: @1 01 1970 00:00:00 @

Tunnel nh : 10.118.176.68

MAC Tunnel : 10.118.176.68

IPv4 Tunnel : 10.118.176.68

IPv6 Tunnel : 10.118.176.68

ETEP Tunnel : 0.0.0.0

num of active ipv4 addresses : 1

num of anycast ipv4 addresses : @

num of ipv4 addresses : 1

num of active ipv6 addresses : @

num of anycast ipv6 addresses : @

num of ipv6 addresses : @

Primary Path:

Current published TEP : 10.118,176.68

Figure 106. ACI Site 2 spine COOP entry of remote endpoint

Keep in mind that the Bridge Domain (BD) VNID is 15105996, which is the local VNID for bd1 on ACI Site 2.
In the COOP entry, “Remote Type: External Site” indicates that this endpoint originates from a remote site
(ACI Site 1). We can derive the pcTag in decimal from the value “PcTag: 0x1002ab2” by converting the
hexadecimal portion “002ab2” to decimal. The result is 10930, which corresponds to the local pcTag of
esg1 configured on ACI Site 2. The tunnel next-hop, 10.118.176.68, represents the internal VXLAN
anycast address.

At this stage the control plane information of endpoint in ACI Site 1 has been sent successfully to ACI Site
2. In the reverse direction endpoint information from ACI Site 2 is also sent to ACI Site 1.

Data Plane Verification

Communication occurs between two endpoints, EP-1 and EP-2, residing in the same stretched Bridge
Domain but on different ACI Sites. In this example EP-1 resides in ACI Site 1 Pod-1, EP-2 resides in ACI
Site 2 Pod-1. The Normalized VNI 30001 is defined by the administrator by configuring the normalized BD
VNI when stretching the BD across the sites.
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ACI Site 1 — ACI Site 2
| BGPPIP: 1.1.1.101 |
5 BGP PIP: 5.5.5.105
100.100.100.102 | ‘
— | | Multi-Site External VIP
] 1 | 105.105.105.105
/~ BGP PIP; 1.1.1.102 Border Gateway
»  Border Gateways
spine688 spine689 , , qt-spine811
' H
' H
Local BD VNI H Normalized VNI H Local BD VNI
15007704 ! (BD VNI) 30001 i 15105996
ey e e i e e e o P e e e e ->
IVXLAN : VXLAN IVXLAN
'
i qt-leaf802
192.168.1.11 192.168.1.201
00:50:56:bf:72:53 00:50:56:bf:58:81

Figure 107. Data plane Bridged Communication across sites

From endpoint in esg1 ACI Site 1 ping endpoint in esg1 ACI Site 2.

cisco@aci-ubu-1:~% ifconfig ens192
ens192: flags=4163<UP,BROADCAST, RUNNING,MU

inet 192.168.1.11 netmask 255.255.255.@0 broadcast 192.168.1.255

inet6 fe80::250:56ff:febf:7a53 pr
ether 00:50:56:bf:7a:53 txqueuele
RX packets 2464804 bytes 23837027
RX errors dropped 151 overruns
TX packets 2714106 bytes 26133572
TX errors @ dropped @ overruns @

Figure 108. Endpoint in esg1 ACI Site 1

LTICAST> mtu 1500

efixlen 64 scopeid @x20<link>
n 1000 (Ethernet)
2 (238.3 MB)
@ frame @
4 (261.3 MB)
carrier @ collisions @

cisco@aci-ubu-1:~% ping 192.168.1.201

PING 192.168.1.201 (192.168.1.201) 56(84) bytes of data.

64 bytes from 192.168.1.201: icmp_seq=1 tt1=64 time=0.153 ms
64 bytes from 192.168.1.201: icmp_seq=2 ttl=64 time=0.294 ms
64 bytes from 192.168.1.201: icmp_seq=3 tt1=64 time=0.258 ms
64 bytes from 192.168.1.201: icmp_seq=4 ttl=64 time=0.260 ms
64 bytes from 192.168.1.201: icmp_seq=5 tt1=64 time=0.306 ms

Figure 109. Ping from endpoint in esg1 ACI Site 1 to endpoint in esg1 ACI Site 2

The following packet capture was obtained via ERSPAN traffic from ISN device.

The packet capture of the ICMP request from EP-1 to EP-2 confirms that the Layer 2 (BD) Normalized VNI

is used in the VXLAN header for inter-
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[ ] [ ] “ intra-esg1-aci.pcapng
4 m ©® B[R0 QRe=s=EF &/ = & @ @ T [
No. Time Source Destination Protoco  Lengt Info
0.986706 g 1 (ping) request id=@xle5a, seq=790/5635, (reply in 48)
48 ©.986898 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@xle5a, seq=79@/5635, ttl=64 (request in 47)
160 2.810751 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=791/5891, ttl=64 (reply in 101)
101 2.010869 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=0x1e5a, seq=791/5891, ttl=64 (request in 100)
157 3.034749  192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=0xle5a, seq=792/6147, tt1=64 (reply in 158)
158 3.034888 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1e5a, seq=792/6147, ttl=64 (request in 157)
204 4,058748 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=793/6403, ttl=64 (reply in 2@5)
205 4,058874 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@xle5a, seq=793/64083, ttl=64 (request in 204)
257 5.082776 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=794/6659, ttl=64 (reply in 258)
Frame 47: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-/ 08 50 56 bf d«
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (80:50:56:bf:dd:el) 00 b8 9 dz ot
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100 50 64 10 0@ 8t

00 Oc 00 22 be
45 00 00 86 O«
69 69 69 69 4¢

Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:Ff) 00 75 31 00 Ei
Internet Protocol Version 4, Src: 1.1.1.102, Dst: 1085.105.105.105 08 00 45 00 O
User Datagram Protocol, Src Port: 18814, Dst Port: 4789 81 b c@ a8 @
Virtual eXtensible Local Area Network 40 6a 00 0@ B(
Flags: ©x0800, VXLAN Network ID (VNI) 12 13 14 15 1t
Group Policy ID: @ 22 23 24 25 2t
VXLAN Network Identifier (VNI): 30801 32 33 34 35 3

Reserved: @
Ethernet II, Src: VMware_bf:7a:53 (80:50:56:bf:7a:53), Dst: VMware_bf:58:81 (00:50:56:bf:58:81)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.201
Internet Control Message Protocol

Figure 110. ICMP request from EP-1 (192.168.1.11) to EP-2 (192.168.1.201)

As illustrated in the figure above, an ICMP packet originating from source 192.168.1.11 (EP-1) destined for
192.168.1.201 (EP-2) is encapsulated in standard VXLAN using the standard destination UDP port 4789.

The VXLAN header confirms that the VNI value is 30001, which matches the value configured by the
administrator. Of particular interest is the Group Policy ID field, which is set to 0.

To understand the significance of this, it is important to note how the Group Policy ID is used in standard
ACI intra-site traffic. Within an ACI fabric, intra-site traffic uses the iVXLAN header, which carries a non-
zero Group Policy ID value. This value is also referred to as the Policy Control Tag (pcTag) and represents
the EPG/ESG membership of the endpoint. The pcTag is used for policy enforcement to determine whether
traffic should be permitted or dropped.

In the ACI Border Gateway implementation, the Group Policy ID (pcTag) is set to 0 in the VXLAN header
whenever the Border Gateway sends traffic out of its local site. This is by design rather than relying on the
Group Policy ID field for policy enforcement, the BGW leverages the BGP EVPN control plane to carry both
routing information and pcTag information within the BGP EVPN route attributes. The policy enforcement
decision is therefore made based on the information exchanged through the BGP EVPN control plane,
rather than carried via the VXLAN data plane header.

The figure above also illustrates the VXLAN tunnel source address as 1.1.1.102, which is the BGW Primary
IP (PIP) also referred to as the EVPN Loopback IP of the second Border Gateway in ACI Site 1. The VXLAN
tunnel destination is the Multi-Site External Anycast IP of the Border Gateways in ACI Site 2, Pod-1.

It is important to note that the selection of the VXLAN tunnel source, specifically which Border Gateway PIP
is used, is determined by a hashing algorithm. Intra-fabric ECMP determines the path between the local

leaf and the local Border Gateway. If multiple Border Gateways exist within the same ACI Pod, the
intra-fabric ECMP selects one based on the hash outcome. Once the selected Border Gateway receives

the flow, it sources the VXLAN tunnel using its own PIP and forwards the packet toward the remote Border
Gateways’ Multi-Site External VIP.

The packet capture of the ICMP reply from EP-2 to EP-1 confirms that the Layer 2 (BD) Normalized VNI is
used in the VXLAN header for inter-site data plane forwarding.
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‘o0 e " intra-esg1-aci.pcapng
AdE s M X0 Re=2EF 3|, 5 & & § I
No. Time Source Destination Protoco Lengt Info
— 47 0.986706 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=798/5635, ttl=64 (reply in 48)
©.986898 1 ilg id=@x1le5a, seq=798/5635, ttl=64 (request in 47)
100 2.010751 192.168.1.11 .168.1. ICMP 198 Echo (ping) request id=@xle5a, seq=791/5891, tt1=64 (reply in 101)
101 2.010869 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1le5a, seq=791/5891, ttl=64 (request in 100)
157 3.034749 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=792/6147, ttl=64 (reply in 158)
158 3.034888 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@xle5a, seq=792/6147, ttl=64 (request in 157)
204 4.058748 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=793/6403, ttl=64 (reply in 285)
205 4.058874 192.168.1.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@xle5a, seq=793/6483, ttl=64 (request in 204)
257 5.082776 192.168.1.11 192.168.1.201 ICMP 198 Echo (ping) request id=@xle5a, seq=794/6659, ttl=64 (reply in 258)
Frame 48: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Devic 00 50 56 bf d4 el 4c 77 6d d5
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:d4:el) 00 bs f8 fb @0 @0 ff 2f bb a5
Internet Protocol Version 4, Src: 10.0.8.1, Dst: 172.16.80.100 50 64 10 00 88 be 00 f9 ac fb

@1 3d 4c 77 6d d5 bb 47 00 22
45 00 00 86 @0 @0 00 0@ le 11
64 64 64 66 c6 ba 12 b5 @0 72

Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47) 00 75 31 @0 00 50 56 bf 7a 53

Internet Protocol Version 4, Src: 5.5.5,105, Dst: 100.100.100.102 08 0@ 45 @0 00 54 49 15 @0 00

User Datagram Protocol, Src Port: 50874, Dst Port: 4789 91 c9 c@ a8 @1 @b 08 8@ dd 73

Virtual eXtensible Local Area Network 40 6a 00 00 @0 00 97 e@ 0Oc 00
Flags: @x080@, VXLAN Network ID (VNI) 12 13 14 15 16 17 18 19 1a 1b
Group Palic! ID: @ 22 23 24 25 26 27 28 29 2a 2b
VXLAN Network Identifier (VNI): 30@01 32 33 34 35 36 37

Reserved: @
Ethernet II, Src: VMware_bf:58:81 (00:50:56:bf:58:81), Dst: VMware_bf:7a:53 (00:50:56:bf:7a:53)
Internet Protocol Version 4, Src: 192.168.1.201, Dst: 192.168.1.11
Internet Control Message Protocol

Figure 111. ICMP reply from EP-2 (192.168.1.201) to EP-1 (192.168.1.11)

The information displayed in the ICMP reply capture is almost identical to that of the request. One of the
most notable differences is that the VXLAN tunnel source address is now 5.5.5.105, which is the BGW
Primary IP (PIP) of the first Border Gateway in ACI Site 2. The VXLAN tunnel destination address is
100.100.100.102, which is the Multi-Site External Virtual IP (VIP) of the Border Gateways in ACI Site 1,
Pod-1.

It is important to note that the Multi-Site External VIP is unique per ACI Pod. Therefore, traffic returning
from ACI Site 2 is always destined for the Multi-Site External VIP associated with the specific Pod in ACI
Site 1 from which the original request was sourced.

Policy Enforcement

The figure below illustrates the policy enforcement locations for intra-subnet communication. The same
logic applies for returning flow from ACI Site 2 to ACI Site 1.

ACI Site 1 ACI Site 2

enforce
policy

Border
Gateway

Border
Gateway

ER=1 EP-2
192.168.1.11 192.168.1.201

Figure 112. Intra-Subnet communication policy enforcement

For Layer 2 communication, policy enforcement occurs on the compute leaf where the traffic enters the
ACI fabric. This is possible because the compute leaf has learned the remote endpoint MAC address, along
with the associated pcTag, through data-plane activity. If the compute leaf has not learned the required
MAC endpoint information, the Border Gateway performs policy enforcement instead. Since the traffic is
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bridged within the same Layer 2 domain, ACI performs the policy based on the source and destination
MAC addresses.

« Source site: If the destination endpoint MAC is learned, the compute leaf applies policy, else the
Border Gateway applies policy.

« Destination site: The compute leaf applies policy.

Use Case 2: Inter-Subnet Communication with Stretched BDs and Multiple ESGs

Use Case Overview

The figure below illustrates the logical design. In this use case, the source and the destination endpoints
are in the different stretched BD subnets and are classified to different ESGs.

( ACI Site 1 h (" ACI Site 2 B

Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

Local L3VNI: 2162688

Local L2VNI: 15007704 BD: bd1 Local L2VNI: 15105996
Normalized L2VNI: 30001 192.168.1.254/24 Normalized L2VNI: 30001

pcTag: 10947 pcTag: 10930
Normalized pcTag: 1001 ESG: esg1 Normalized pcTag: 1001
Selector: EPG epg1 Selector: EPG epg1

192.168.1.11 192.168.2.201

pcTag: 10948 pcTag: 19
Normalized pcTag: 1002 ESG: esg2 Normalized pcTag: 1002
Selector: EPG epg2 Selector: EPG epg2
Local L2VNI: 15007704 BD bd2 Local L2VNI: 15105996
Normalized L2VNI: 30001 192.168.2.254/24 Normalized L2VNI: 30001
A vy A J

Figure 113. Inter-Subnet Communication

It is assumed that the baseline tenant configuration has already been completed, including the creation of
tenants, VRFs, BDs, application profiles, and EPGs, as well as the stretching of VRFs and BDs. It is also
assumed that you are already familiar with the process of migrating an EPG to an ESG and configuring a
normalized pcTag for an ESG. The following screenshot shows the completed configuration for esg2.

Migrate EPG to ESG
ESG esg?2 uses EPG epg1 as EPG selector.
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Figure 115. ACI Site 1 esg2 normalized pcTag
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Figure 116. ACI Site 1 esg2 endpoints
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Figure 119. ACI Site 2 esg2 endpoints

Create and Apply Contract

Since the endpoints in BD1 and BD2 are classified into different ESGs, a contract is required to enable
communication between them. In this example, esg1 is the consumer and esg?2 is the provider. The policy
must be configured consistently across both APIC domains to ensure the intended communication
behavior. Nexus Dashboard could help address this operational challenge in a future release by providing a
centralized point for policy authoring.
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Figure 120. ACI Site 1 esg1 contract consumer
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Figure 121. ACI Site 1 esg1 contract provider
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Figure 123. ACI Site 2 esg2 contract provider

Control Plane Verification

Control plane verification is very similar to intra-subnet communication in the previous section. Border
Gateway in ACI Site 1 learns endpoint information of endpoints in esg2 in ACI Site 2. Endpoints information
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includes MAC address and IP address since BD2 also has Unicast routing on. Below are few screenshots
for illustration purpose, the similar information could be seen on ACI Site 2.

bgw-leafl# show bgp 12vpn evpn @@50.56bf.8ecd

Route Distinguisher: 100:32341911 (L2VNI 15564695)

BGP routing table entry for [2]:[@]:[@]:[48]:[0050.56bf.8ec@]:[0]:[0.0.0.0]/216, version 145 dest ptr @x7fb8a32497b8
Paths: (1 available, best #1)

Flags: (0x0000000000000212 P@00EAGAA0) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1
Path type (0x7fb897607934): external 0xc0000028 0x400 ref @ adv path ref 1, path is valid, is best path, in rib

Imported from (@x7fb89776764c) 40@0:31981504: [2]:[0]:[@]: [48]:[@050.56bf.8eca]:[0]:[0.0.0.0] /112
AS-Path: 400 , path sourced external to AS

105.105.105.185 (metric @) from 5.5.5.105 (10.118.112.67)
Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30002
Extcommunity: RT:10@:38002 S00:100:1694498797 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:00:0:0:10948

Path-id 1 advertised to peers:
10.1.248.90 10.1.248.1
BGP routing table entry for [2]:[0]:[@]:[48]:[0050.56bf.8ec@]:[32]:[192.168.2.201]1/272, version 146 dest ptr @x7fb8a32496ba
Paths: (1 available, best #1)

Flags: (0x0000000000000212 0800EAORAG) on xmit-list, is in rib/evpn, is not in HW
Multipath: eBGP iBGP

Advertised path-id 1

Path type (@x7fb8976@77ec): external @xc@0@0028 0x400 ref @ adv path ref 1, path is valid, is best path, remote nh not installed, in rib

Imported from (@x7fb8977675b@) 40@:31981504: [2]:[0]:[0]: [48]:[0050.56bf.8ec@]: [32]:[192.168.2.201]/144
AS-Path: 40@ , path sourced external to AS

105.105.105.105 (metric @) from 5.5.5.105 (10.118.112.67)

Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30002 50001

Extcommunity: RT:10@:30002 RT:100:50001 S00:100:1694498797
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:00:0:0:10948
Router MAC:080f.e5e2.bb99

Path-id 1 advertised to peers:
10.1.248.0 10.1.248.1

Figure 124. ACI Site 1 Border Gateway learns MAC endpoint from ACI Site 2

Although the endpoint is in ACI Site 2 and is associated with a different pcTag in that site, the border
gateway in ACI Site 1 learns the endpoint with the local pcTag of esg2 in ACI Site 1, which is 10948.

bgw-leafl# show bgp 12vpn evpn 192.168.2.201
Route Distinguisher: 100:32341911 (L2VNI 15564695)

BGP routing table entry for [2]:[@]:[@]:[48]:[@056.56bf.8ec@]:[32]:[192.168.2.201]1/272, version 146 dest ptr @x7fb8a32496ba
Paths: (1 available, best #1)

Flags: (@x 212 @) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1
Path type (0x7fb8976077ec): external @xc@000028 0x400 ref @ adv path ref 1, path is valid, is best path, remote nh not installed, in rib

Imported from (@x7fb8977675b@) 400:31981504:[2]:[0]:[0]: [48]: [0@50.56bf.8ec@d]:[32]:[192.168.2.201]/144
AS-Path: 40@ , path sourced external to AS

105.105.105.1085 (metric @) from 5.5.5.105 (10.118.112.67)

Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30002 50001

Extcommunity: RT:100:30002 RT:100:50001 S00:100:1694498797
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:00:0:0:10948
Router MAC:@80f.e5e2.bb99

Path-id 1 advertised to peers:
10.1.248.0 10.1.248.1

Figure 125. ACI Site 1 Border Gateway learns IP endpoint from ACI Site 2

Data Plane Verification

Communication happens between two endpoints EP-1 and EP-3 across sites. Normalized VNI 50001 is
defined by administrator by configuring the normalized VRF VNI when stretching VRF across two sites.
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Figure 126. Data plane Routed Communication across sites

The following packet capture was obtained via ERSPAN traffic from ISN device. The packet capture of the
ICMP request from EP-1 to EP-3 confirms that the Layer 3 (VRF) Normalized VNI is used in the VXLAN

header for inter-site data plane forwarding.

e e " esgl-esg2-aci.pcapng

mECRE Q &= Q e & F [

No. ime Source Destination Protoco Lengt Info

0.472346  192.168.1.11 192.168.2.201

request 3 tt1=62 (reply in 34)

34 192.168.2.201 192.168.1.11 ICMP 198 Echo (ping) reply tt1=62 (request in 33)
79 1.496362 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=0xle5e, seq=70/17920, ttl=62 (reply in 88)

80 1.496495 192.168.2.201 192.168.1.11 IcMP 198 Echo (ping) reply id=0xle5e, seq=70/17920, ttl=62 (request in 79)
129 2.520393 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=Oxle5e, seq=71/18176, ttl=62 (reply in 13@)

130 2.520531  192.168.2.201 192,168.1.11 ICMP 198 Echo (ping) reply id=0x1le5e, seq=71/18176, tt1=62 (request in 129)
179 3.544369  192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=@xle5e, seq=72/18432, tt1=62 (reply in 180)
180 3.544516  192.168.2.201 192.168.1.11 ICMP 198 Echo (ping) reply id=0x1le5e, seq=72/18432, tt1=62 (request in 179)
225 4.568426 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=@xle5e, seq=73/18688, ttl=62 (reply in 226)

Frame 33: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-2# 50 56 bf d
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@@:50:56:bf:d4:el) b8 fa le @
Internet Protocol Version 4, Src: 18.0.0.1, Dst: 172.16.80.180 64 10 @0 €
Generic Routing Encapsulation (ERSPAN) c 00 22 t
Encapsulated Remote Switch Packet ANalysis Type IT gg gg gg g
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:ff) c3 51 00 @
Internet Protocol Version 4, Src: 1,1.1.162, Dst: 105.105.105,105 00 45 00 @
User Datagram Protocol, Src Port: 5063, Dst Port: 4789 @b c@ a8 @
Virtual eXtensible Local Area Network 6a 00 00 @
Flags: ©x0808, VXLAN Network ID (VNI) 1314 151
Group Policy ID: @ 23 24 25 2
33 34 35 3

VXLAN Network Identifier (VNI): 50001

Reserved: 0
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (0@:@c:@c:@c:@c:@c), Dst: Cisco_e2:bb:99 (@8:8f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.2.201
Internet Control Message Protocol

Figure 127. ICMP request from EP-1 (192.168.1.11) to EP-3 (192.168.2.201)

The packet capture of the ICMP reply from EP-3 to EP-1 confirms that the Layer 3 (VRF) Normalized VNI is

used in the VXLAN header for inter-site data plane forwarding.
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‘® [ ] " esg1-esg2-aci.pcapng
Am e mMTIRE Qes=Es § = @ 6 & F [
No. Time Source Destination Protoco Lengt Info
33 0.472346 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=0xle5e, seq=69/17664, ttl=62 (reply in 34)
0.472547 2 1 (ping) id=0x1le5e, seq=69/17664, ttl=62 (request in 33)
79 1.496362 192.168.1.11 192. 2.201 ICMP 198 Echo (ping) request id=@xleS5e, seq=70/17920, tt1=62 (reply in 8@)
80 1.496495  192.168.2.201 192.168.1.11 ICMP 198 Echo (ping) reply id=0x1le5e, seq=70/1792@, tt1=62 (request in 79)
129 2.520393  192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=0xleSe, seq=71/18176, ttl=62 (reply in 130)
130 2.520531 192.168.2.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@xleSe, seq=71/18176, ttl=62 (request in 129)
179 3.544369 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=@8xle5e, seq=72/18432, ttl=62 (reply in 188@)
180 3.544516 192.168.2.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1le5e, seq=72/18432, ttl=62 (request in 179)
225 4.568426 192.168.1.11 192.168.2.201 ICMP 198 Echo (ping) request id=@xle5e, seq=73/18688, ttl=62 (reply in 226)
Frame 34: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-# 9@ 50 56 bf d4
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:dd:el) 00 b8 f9 4e 00
Internet Protocol Version 4, Src: 18.0.0.1, Dst: 172.16.80.100 50 64 18 00 88

Generic Routing Encapsulation (ERSPAN) @1 3d 4c 77 &d

Encapsulated Remote Switch Packet ANalysis Type II 45 00 00 86 00

64 64 64 66 c5

Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47) 00 c3 51 90 08
Internet Protocol Version 4, Src: 5.5.5.105, Dst: 100.100.100.102 98 00 45 00 00
User Datagram Protocol, Src Port: 58539, Dst Port: 4789 02 c9 c@ a8 01
Virtual eXtensible Local Area Network 40 6a 00 00 00
Flags: @x088@, VXLAN Network ID (VNI) 12 13 14 15 16
Group Policy ID: @ 22 23 24 25 26
VXLAN Network Identifier (UNI): 50001 32 33 34 35 36

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (0@:8c:@c:@c:0c:@0c), Dst: Cisco_eb:c5:99 (8@:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 192.168.2.201, Dst: 192.168.1.11
Internet Control Message Protocol

Figure 128. ICMP reply from EP-3 (192.168.2.201) to EP-1 (192.168.1.11)

Policy Enforcement
The figure below illustrates the policy enforcement locations for inter-subnet communication.

ACI Site 1 ACI Site 2

enforce
policy

enforce
policy

Compute Border
Gateway

Border
Gateway

EP-3 EP-3 and EP-4 are in different subnets EP-4

192.168.1.11 192.168.2.201
Figure 129. Inter-subnet communication policy enforcement Site 1 to Site 2

Traffic from ACI Site 1 to ACI Site 2: The ACI Site 1 Border Gateway and the ACI Site 2 compute leaf
enforce policy for this traffic flow. From the ACI Site 1 perspective, the destination endpoint in ACI Site 2 is
a remote endpoint. The remote endpoint information is advertised to the ACI Site 1 Border Gateway and
then advertised to the ACI Site 1 spines through EVPN. The endpoint information is subsequently stored in
the spine COOP database. This information is not advertised to the ACI Site 1 compute leaf, which is
consistent with the standard ACI COOP behavior designed to conserve hardware resources on the
compute leaf. At the same time, the remote endpoint IP is not learned on the compute leaf, even based on
received data plane traffic. This is because the local Border Gateway sets the Do-Not-Learn bit to the
traffic received from remote site that is re-encapsulated toward to the local compute leaf. The ACI Site 1
Border Gateway has the required remote endpoint classification context and performs policy enforcement
for traffic leaving the site. In ACI Site 2, although Border Gateway has endpoint information advertised by a
local spine, it does not program the information to local hardware table for scalability reason, the compute
leaf attached to the destination endpoint enforces policy based on the locally learned endpoint information.
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EP-3 EP-3 and EP-4 are in different subnets EP-4

192.168.1.11 192.168.2.201
Figure 130. Inter-subnet communication policy enforcement Site 2 to Site 1

Traffic from ACI Site 2 to ACI Site 1: The same logic applies to the reverse direction. The ACI Site 2 Border
Gateway enforces policy for traffic leaving the site, whereas the ACI Site 1 compute leaf enforces the
policy for traffic destined to the locally attached endpoint.

Use Case 3: Inter-Subnet Communication with Non-stretched BDs and Single ESG

Use Case Overview

This use case describes communication between endpoints residing in different subnets. It differs from
Use Case 2, in which the BDs are deployed locally on each site and a single ESG is used to classify
endpoints part of both subnets. Because the endpoints belong to the same ESG, they can communicate
without a contract and for that to work the ESG normalized pcTag must be identical on both sites. The
following diagram illustrates this scenario.

(" ACI Site 1 ) 4 ACI Site 2 R
Local L3VNI: 2162688 Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI; 50001
BD: bd10 BD: bd20
192.168.10.254/24 192.168.20.254/24

Selector: EPG epg10 ESG: esg1020 Selector: EPG epg20

Normalized pcTag: 1020

192.168.10.11 192.168.20.201
\_ ~

Figure 131. Inter-Subnet Communication Non-Stretched BDs Single ESG

As shown in the above diagram, bd10 is deployed locally in ACI Site 1, and bd20 is deployed locally in ACI
Site 2. The ESG esg1020 is stretched across the two ACI sites; however, its selectors differ between the
sites. At a high level, the following are the main configuration steps, assuming that VRF vrf1 has already
been deployed and stretched across the sites.

« On ACI Site 1, create bd10 with the subnet defined with “Advertised Externally” scope enabled.
« On ACI Site 1, deploy bd10 to Border Gateway by associating the BD to the Border Gateway Set.
e Create epg10 in bd10, create esg1020 and use EPG selector epg10, use 1020 as Normalized pcTag.
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e On ACI Site 2, create bd20 with the subnet defined with “Advertised Externally” scope enabled.
« On ACI Site 2, deploy bd20 to Border Gateway by associating the BD to the Border Gateway Set.

o Create epg20 in bd20, create esg1020 and use EPG selector epg20, use 1020 as Normalized pcTag.
After the above steps are completed, the EVPN Type-5 route is exchanged between the two sites. In
addition, because the BDs are deployed on the Border Gateway, the EVPN Type-2 route carrying the
pcTag is also exchanged across sites. As a result, endpoint EP1 in bd10 in ACI Site 1 can communicate
with endpoint EP2 in bd20 in ACI Site 2. The next section covers configuration result and verification.

Create non-stretched local Bridge Domain and ESG
On ACI Site 1 create Bridge Domain bd10:

¢ L2 Unknown Unicast: Flood
« L3 Configurations: Unicast Routing (checked)

> Subnet 192.168.10.254/24 has scope Advertised Externally
The “Advertised Externally” scope must be enabled to allow subnet advertisement (EVPN type-5 routes) to
remote ACI sites.
dscs APIC (i)

System Tenants Fabric Virtual Networking Admin Operations Integrations

| commoen bgw | Fortune | demo veg-dema

Bridge Domain - bd10

Summary Palicy Operati
General
Properties
Name: b
Alias:
Description: optional
Figure 132. ACI Site 1 bd10 L2 Unknown Unicast Flood
alualn feira)
cisco APIC (site1) admin e
System Tenants Fabric Virtual Networking Admin Operations Integrations
ALL TENANTS | Add Tenant | desci | common baw Fortune demo vc8-demo
Bridge Domain - bd10
Summary Policy Operational Stats 3
General L3 Configurations
Properties
Operational Value fo
om M 2:B0:FBIRFF
Virtual MAC Not Configured
Subnets
“ Gateway Address Description  Scope Primary IP Virtual 1P Subnet Control I
Address

192.16810.254/24 Advertised Externally False False

Figure 133. ACI Site 1 bd10 L3 Configurations
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Deploy BD bd10 and associate it with the Border Gateway. This association is required even when the
subnet remains local to the site, because it enables the Border Gateway to advertise EVPN Type-2
endpoint routes carrying pcTag information to the remote site. The remote site uses this pcTag information
for endpoint classification and policy enforcement. A BD is considered local to a site when its Normalized
VNI is unique across multiple ACI sites (independently from the name assigned to the BD). In this example,
Normalized VNI 30010 is assigned to bd10. Conversely, in ACI Site 2, Normalized VNI 30020 is assigned to
bd20.

Wi APIC (siten) = ) QWO O O

tual Networking Admin  Operations  Integrations

o TSRS | common | bow | Forme | dema | ved-demo

VXLAN Stretch Q
VRF Stretch ED Stretch
[¢]
Bridge Domain Border Gateway Set Normalized VNI Local VNI
bad-share1 bgw 31000 15138760
b bgw 15007704
ba2 bgw 15564695
bd10 bgw 30010 14880065

Figure 134. ACI Site 1 deploy bd10 on border gateway

The subsequent step is to create the ESG esg1020. Consistent with the preceding procedures, the
associated EPG must be defined prior to the creation of the ESG.

inin \
cllsclo APIC (site1) admir

System Tenants Fabric Virtual Networking Admin QOperations Integrations

ALLTENANTS | AddTenant | TenantSearch: (iR aii | common | bgw | Fortune | demo vcg-demo

U EPG - epgl0

Summary Palicy Operational Stats
Topology General

Properties

Annotations: )

Contract Ex

QoS class: | Level3 (Default)

Data-Plane Policer: | select a value

Intra EPG Isolation: (  Enforced Unenforced

Configuration Status: applied

Preferred

Configuratio

Label Match C At Least One

Bridge Domain: | bd10 -l

Resalved Bridge Domain: baw/bd10

Figure 135. ACI Site 1 epg10
ESG esg1020 uses EPG epg10 as EPG selector.
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i APIC (site) - X1 -3

System enan Fabric Virtual Networking Admin Operations Integrations

common | bgw | Fotune | demo | ves-demo

Selectors

Tag Selectors:

Tag Key Walue Operater Tag Value Description
Page of 0 Objects Per Page: 15
Other Selectors:
Selector Type Condition Description State
EPG bavlap Ac
Figure 136. ACI Site 1 esg1020 EPG selector
Set the Normalized pcTag to 1020 for ESG esg1020.
Icllls::loI APIC (site1) admin
System ERCHENIE Fabric Virtual Networking Admin  Operations  Integrations
ALL TENANTS | Add Tenant | Te | common | bgw Fortune | demo | vc9-demo
v ESG - esg1020
Summary Palicy Operational
Topology General

Properties
Name: esg1020

Description: |optiona

Anno
cTag(sclass): 5476

pc
Set Normalized pcTag: [ Normalized pcTag: 1020

Configuration Sta

: applied
Configuration Issues:

VRF: vrfl 15

= Contracts
| s

Resolved VRF: uniftn-bgw/ctx-vrfi

Figure 137. ACI Site 1 esg1020 Normalized pcTag
On ACI Site 2 create Bridge Domain bd20:

e L2 Unknown Unicast: Flood

« L3 Configurations: Unicast Routing (checked)

> Subnet 192.168.20.254/24 has scope Advertised Externally

The “Advertised Externally” scope must be enabled to allow subnet advertisement to remote ACI sites.
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alels APIC (site2)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALLTENANTS | AddTenant | Te r | common | bgw | infra queenstown | mgmt

¥ Bridge Domain - b20

Summary Policy Operat
General
Properties
Name: b20
Alias:
Description: | optional
Global Alias:
Annotations: )
e
ype: ( fc [N
Advertise Host Routes: []
Enable Scaled L2 Only (Legacy) Mode: [
Scaled L2 Only (Legacy) Mode: No
VRF: | vrfl i
Resolved VRF: bgw/vrfl
L2 Unknown Unicas ardware
Figure 138. ACI Site 2 bd20 L2 Unknown Unicast Flood
Al ABIG (site2)
cisco (siteZ) admin
System Te i Virtual Networking Admin Operations Integrations
T | o bgw | inf mgmt
© Bridge Domain - b20
Summary Policy Operational Stats He
General L3 Configurations
Properties
Unicast Reuting: =]
QOperational Value for Unicast Routing: true
Custom MAC 0:22:BD:FB19:FF
Virtual MAC Address: Nat Configured
Subnets:
~ Gateway Address Description  Scope Primary 1P Virtual IP Subnet
Address Contral
192168.20.254/24 Advertised Externally False False

Figure 139. ACI Site 2 bd20 L3 Configurations

Deploy BD bd20 by associating it with the Border Gateway. In this example, the Normalized VNI 30020 is
distinct from the VNI 30010 assigned to bd10 on ACI Site 1. This distinction indicates that bd10 on ACI Site
1 and bd20 on ACI Site 2 are independent, non-stretched entities, each deployed locally on its respective
site Border Gateway to advertise EVPN Type-2 route.

el APIC (site2) o QO O O

rtual Networking Admin  Operations  Integrations

bgw | infrs | guesnstown | mgm:

VXLAN Stretch 0

VRF Stretch BD Stretch
(o} 4
Bridge Domain Border Gateway Set Normalized VNI Local VNI
b qescl 30001
baz qt-acl 1000
bd-share’ qt-aci 31000
b20 qt-ac 30020

Figure 140. ACI Site 2 deploy bd20 on Border Gateway

The subsequent step is to create ESG esg1020. Consistent with the preceding procedures, the associated
EPG must be defined prior to the creation of the ESG.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 79 of 209



Al APIC (site2)
System Fabric Virtual Nei king Admin  Operations  Integrations

ITESEUE | convon | bow | v | que

© EPG - epg20

Summary Policy Operationa Stats

Topology [

Properties

Description: optiona

9

Annatatio

Global Alias

Figure 141. ACI Site 2 epg20
Create ESG esg1020 using EPG epg20 as EPG Selector.

‘LII‘;;L" APIC (site2) admin eu

System  ELENIE Fabric Virtual Networking Admin  Operations  Integrations
TN | covmon | bow | e | quse | memt
Selectors
Tag Selectors
Tag Key Value Operator Teg Value Description
Page oto Objects Per Page: |15

Other Selectors

Selector Type Condition Deseription

]

Figure 142. ACI Site 2 esg1020 EPG selector
Set the Normalized pcTag to 1020 for ESG esg1020.

'-lzlllg‘l:!' APIC (site2)

System Tenants Fabric Wirtual Networking Admin Operations Integrations

bgw infre | queens mgmt

Summary Policy

Topalogy

Properties
Name: esg1020

Descriptior snal
Annotatians:
peTag(sclass): 5478

Mormalized peTag: | 1020

uni/tn-bgw/ctx-vrf1 (3

Figure 143. ACI Site 2 esg1020 Normalized pcTag
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Control Plane Verification

ACI Site 1 ACI Site 2

VRF: vrf1
Normalized VNI: 50001

BD: bd10 BD: bd20
192.168.10.254/24 192.168.20.254/24
Local VNI: 14680065 Local VNI: 15433636

Normalized VNI: 30010 Normalized VNI: 30020

EP-10 EP-20

ESG: esg1020

192.168.10.11 Normalized pcTag: 1020 192.168.20.201

Figure 144. ESG esg1020

The control-plane verification for this use case follows the same general approach as the previous use
case, “Use Case 2: Inter-Subnet Communication with Stretched BDs and Multiple ESGs”. The key
difference is that bd10 and bd20 are deployed locally in ACI Site 1 and ACI Site 2, respectively, rather than
being configured as stretched BDs. As a result, the verification in this scenario should focus on both EVPN
Type-5 and EVPN Type-2 route advertisements across the two sites.

Because the BDs are locally deployed, EVPN Type-5 routes are required to exchange subnet reachability
information between the sites otherwise compute leaf in local site does not have route to the non-
stretched (local) BD subnet defined in the remote site. In this example, IP subnet 192.168.10.0/24 must be
advertised to ACI Site 2, and IP subnet 192.168.20.0/24 must be advertised to ACI Site 1.

In addition, EVPN Type-2 routes are required to exchange endpoint reachability information and support
end-to-end communication across the two sites. EVPN Type-2 routes also carry the pcTag information
needed for endpoint classification and policy enforcement. Without this Type-2 route exchange, pcTag
information would not be shared across sites, and policy enforcement for inter-site traffic is not possible. In
this example, IP host route 192.168.10.11/32 must be advertised to ACI Site 2, and IP host route
192.168.20.201/32 must be advertised to ACI Site 1. The EVPN Type-2 route also carries the endpoint
pcTag information when the endpoint is advertised to the remote site.

The block diagram below illustrates the EVPN Type-5 advertisement workflow from ACI Site 1 to ACI Site
2. Note that if only EVPN Type-5 route exchange is required between the sites, the BD does not need to be
deployed on the Border Gateway. However, deployment of the BD on the Border Gateway is required when
EVPN Type-2 route exchange is needed for policy enforcement. The same procedure applies in the
reverse direction, from ACI Site 2 to ACI Site 1.

Site 1 Border Gateway Site 2 Border Gateway
BD subnet deployed } N Site 2 Spine reflects route to
on Site 1 advertises route to Site 2 advertises routes to local Spine local leaf through BGP VPNv4

Border Gateway through EVPN through BGP VPNv4

Site 2 leaf program routes to
RIB with next-hop of Border
Gateway

Site 1 Local VNI Site 2 Local VNI

Figure 145. BGP EVPN Type-5 from Site 1 to Site 2
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The next screenshots focus on the first Border Gateway in ACI Site 1, keep in mind that all Border
Gateways in ACI Site 1 require the same procedure to advertise route to ACI Site 2.

ACI Site 1 Border Gateway has bd10 subnet 192.168.10.0/24 locally:

bgw-leafl# show ip route 192.168.10.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'%' denotes best ucast next-hop

's*x' denotes best mcast next-hop

'[x/y]' denotes [preference/metricl

'%<string>' in via output denotes VRF <string=>

192.168.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive, dcs
xvia 10.1.144.66%overlay-1, [1/0], 4wld, static
bgw-leafl#

Figure 146. ACI Site 1 Border Gateway non-stretched (local) BD subnet

Non-stretched (local) BD subnet 192.168.10.0/24 is advertised by ACI Site 1 Border Gateways to ACI Site
2 Border Gateways through BGP EVPN. The IP 5.5.5.105 is loopbackO address of ACI Site 2 Border
Gateway.

bgw-1leafl# show bgp 12vpn evpn 192.168.10.0

Route Distinguisher: 100:18939904 (L3VNI 2162688)

BGP routing table entry for [5]:[0]:[0]1:[24]:[192.168,10.0]:[0.0.0,0]/224, version 30890 dest ptr @x7fd@5824c858
Paths: (1 available, best #1)

Flags: (0x0000000000000002 0000000Q00) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fde4c76ebf®): local 0x4000008c 0x4400000 ref @ adv path ref 1, path is valid, is best path
AS-Path: NONE, path locally originated

0.0.0.0 (metric @) from 0.0.0.0 (10.1.248.7)

Origin incomplete, MED @, localpref 100, weight 32768 tag @, propagate @, floating svi @, tunnel resolved @
Received label 2162688
Extcommunity: RT:100:2162688 VNID:2162688

Path-id 1 advertised to peers:
5.5.5.105

Figure 147. ACI Site 1 First Border Gateway advertises EVPN Type-5

As mentioned above, all Border Gateways in ACI Site 1 advertise the same BD subnet, for completion the

EVPN output of the second Border Gateway (in ACI Site 1 Pod-1) and third Border Gateway (in ACI Site 1
Pod-2) are as follows:

bgw-leaf2# show bgp 12vpn evpn 192.168.10.0
Route Distinguisher: 100:18939904 (L3VNI 2162688)

BGP routing table entry for [5]:[0]:[@]:[24]:[192.168.10.0]:[0.0.0.0]1/224, version 24123 dest ptr @0xa242a898
Paths: (1 available, best #1)

Flags: (0x0000000000000002 PPOPOAPALA) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1

Path type (@x96876e40): local 0x4000008c 0x4400000 ref @ adv path ref 1, path is valid, is best path
AS-Path: NONE, path locally originated
2.0.0.0 (metric @) from 0.0.0.0 (10.1.248.2)

Origin incomplete, MED @, localpref 100, weight 32768 tag @, propagate @, floating svi @, tunnel resolved @
Received label 2162688
Extcommunity: RT:100:2162688 VNID:2162688

Path-id 1 advertised to peers:
5.5.5.105

Figure 148. ACI Site 1 Second Border Gateway advertises EVPN Type-5
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bgw-leaf202# show bgp 12vpn evpn 192.168.10.9

Route Distinguisher: 10@:35717120 (L3VNI 2162688)

BGP routing table entry for [5]:[@]:[@]:[24]1:[192.168.10.0]:[0.0.0.0]1/224, version 22007 dest ptr ©xa23a2a@4
Paths: (1 available, best #1)

Flags: (0x00000000000P0002 00OPPOOOOA) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@0x967e2480): local 0x4000008c 0x4400000 ref @ adv path ref 1, path is valid, is best path
AS—Path: NONE, path locally originated
0.0.0.9 (metric @) from 0.0.0.0 (10.2.208.66)
Origin incomplete, MED @, localpref 100, weight 32768 tag @, propagate @, floating svi @, tunnel resolved @
Received label 2162688
Extcommunity: RT:100:2162688 VNID:2162688

Path-id 1 advertised to peers:
5.5.5.105

Figure 149. ACI Site 1 Third Border Gateway advertises EVPN Type-5

As a result, ACI Site 2 Border Gateways receive the route to 192.168.10.0/24 through BGP EVPN from
three Border Gateways in ACI Site 1.

qt-bgw8@5# show bgp 12vpn evpn 192.168.10.8

Route Distinguisher: 10@:1 4

BGP routing table entry for [5]:[@]:[e]:[24]:([192.168.10.0]:(0.0.0.0]/224, version 18143 dest ptr @x7f25@b90cdde
Paths: (2 available, best #2)

Flags: ( [:[] 2 ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Path type (@x7f24fff20abc): external 0x40000028 0x4000000 ref @ adv path ref @, path is valid, not best reason: Router Id, remote nh not installed
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.181 (10.1.248.7)
Origin incomplete, MED @, localpref 10@, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 S00:400:2432696301 COST:pre-bestpath:170:1618612736
ENCAP:8 PCTAG:80:0:0:1 Router MAC:6408.64ca.393a

Advertised path-id 1
Path type (@x7f24fff24a68): external 0x40000028 0x4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.1082 (108.1.248.2)
Origin incomplete, MED @, localpref 100, weight @ tag 4294966000, propagate 8, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 500:400:2432696301 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:1 Router MAC:005d.73eb.c599

Path-id 1 not advertised to any peer

Route Distinguisher: 100:35717120

BGP routing table entry for [5]:[@]:[@]:[24]:[192.168.10.0]:[0.0.08.0]/224, version 18122 dest ptr @x7f250b90@ffe8
Paths: (1 available, best #1)

Flags: (0x000P000000000002 0000ER0V0) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (0x7f24fff2703@): external 0x40000028 0x4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 100 , path sourced external to AS
200.200.200.202 (metric @) from 2.2.2.202 (10.2.208.66)
Origin incomplete, MED @, localpref 108, weight @ tag 42949660008, propagate @, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 S00:400:2432696301 COST:pre-bestpath:170:1618612736
ENCAP:8 PCTAG:80:0:0:1 Router MAC:2cd@.2d23.1736

Path-id 1 not advertised to any peer

Figure 150. ACI Site 2 Border Gateway receive EVPN Type-5

100.100.100.102: ACI Site 1 Pod-1 Multi-Site External VIP (Anycast External VIP)
e 1.1.1.101: ACI Site 1 Pod-1 first Border Gateway TEP (EVPN loopback)

e 1.1.1.102: ACI Site 1 Pod-1 second Border Gateway TEP (EVPN loopback)

e 200.200.200.202: ACI Site 1 Pod-2 Multi-Site External VIP (Anycast External VIP)

e 2.2.2.202: ACI Site 1 Pod-2 Border Gateway TEP (EVPN loopback)
The field “Path-id 1 not advertised to any peer” means ACI Site 2 Border Gateway receives the EVPN
Type-5 route, but it does not forward this route (re-advertise) through BGP EVPN. Instead, this route is
then advertised to ACI Site 2 Spine through BGP VPNv4. ACI Site 2 Spine then reflects the route to ACI
Site 2 compute leaf. As a result on ACI Site 2 compute leaf, the route to 192.168.10.0/24 is received in
BGP VPNv4 table then is installed in the routing table.
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qt-leaf802# show bgp vpnv4 unicast vrf all

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

BGP table version is 1241, local router ID is 10.118.112.64

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, =-best

Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup
Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 8@1:2097152
%>12,2.2.18/32 10.118.112.66 ] 100 e
*>1100.68.1.0/24 10.118.112.66 2] 100 @ 900 i
*>1172.16.164.0/24 10.118.112.66 2] 100 e?
Route Distinguisher: 802:2097152 (VRF bgw:vrfl)
*12.2.2.18/32 10.118.112.66 ] 100 @7
*>1100.64.1.0/24 10.118.112.67 ] 100 0 100 600 i
*>1100.64.2.0/24 10.118.112.67 ] 100 @ 100 600 i
*>1100.64.3.0/24 10.118.112.67 ] 100 @ 100 600 i
*>1100.64.4.0/24 10.118.112.67 ] 100 @ 100 600 i
*>1100.64.5.0/24 10.118.112.67 ] 100 0 100 600 i
*>1100.64.6.0/24 10.118.112.67 ] 100 @ 100 600 i
*>1100.68.1.0/24 10.118.112.66 ] 100 @ 900 i
%*>1172.16.161.0/38 10.118.112.67 ] 100 @ 100 7
*>1172.16.164.0/24 10.118.112.66 -] 100 e?
*>1192.168.10.0/24 10.118.112.67 %] 100 @ 100 ?
*>1192.168.50.0/24 10.118.112.67 ] 100 @ 100 ?

Figure 151. ACI Site 2 compute leaf BGP VPNv4

The route is installed in the compute leaf routing table with the Border Gateway PTEP as the next hop.

qt-leaf802# show ip route 192.168.10.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'%' denotes best ucast next-hop

'sk' denotes best mcast next-hop

'[x/y]' denotes [preference/metricl

'%<string>' in via output denotes VRF <string>

192.168.10.0/24, ubest/mbest: 1/0
*via 10.118.112.67%overlay-1, [200/0], @1w@4d, bgp-400, internal, tag 100, pc-tag: 1
recursive next hop: 10.118.112.67/32%overlay-1

Figure 152. ACI Site 2 compute leaf routing table

Following the same procedure, IP subnet route 192.168.20.0/24 is advertised from ACI Site 2 to ACI Site
1. In this example, the ACI Site 1 Border Gateway receives the route through BGP EVPN and then
advertises it to the ACI Site 1 spines through BGP VPNv4. The spines subsequently reflect the route to the
compute leaf switches.

The Next-hop IP 105.105.105.105 is the Multi-Site External VIP (Anycast External IP) of ACI Site 2 Border
Gateway, 5.5.5.105 is loopbackO IP address of ACI Site 2 Border Gateway.

bgw-leafl# show bap 12vpn evpn 192.168.20.0
Route Distinguisher: 400:18874368

BGP routing table entry for [5]:[0]:[@]:[24]:[192.168.20.0]:[0.0.0.0]/224, version 42124 dest ptr 0x7fd@5824d53e
Paths: (1 available, best #1)

Flags: (0x0000000000000002 PPOOAAAOPO) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fde4c76dadd): external @x40000028 0x4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 400 , path sourced external to AS
105.105,105.105 (metric @) from 5.5.5.105 (10.118.112.67)

Origin incomplete, MED @, localpref 108, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @

Received label 50001

Extcommunity: RT:100:50001 S00:100:1694498797 COST:pre-bestpath:170:1610612736

ENCAP:8 PCTAG:80:0:0:1 Router MAC:080f.e5e2.bb99

Path-id 1 not advertised to any peer
Figure 153. ACI Site 1 Border Gateway learn ACI Site 2 bd20 subnet

The IP subnet route 192.168.20.0/24 then is programmed in the routing table.
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bgw-leafl# show ip route 192.168.20.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

'*x' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.20.0/24, ubest/mbest: 1/0
*via 1@5.105.105.105%0verlay-1, [20/0], 1w4d, bgp-100, external, tag 400
bgw-leafl#

Figure 154. ACI Site 1 Border Gateway routing table

ACI Site 1 compute leaf switches have the route in its BGP VPNv4 table, then in the routing table.

leafl# show bgp vpnv4 unicast vrf all

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

BGP table version is 3133, local router ID is 10.1.248.3

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, 1-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup
Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 181:2097153 (VRF common: rke-tmerkeclusterl-vrf)
*>r0.0.0.0/0 0.0.0.90 /] 32768 ?
*>rl.1.1.1/32 8.0.0.0 ] 180 32768 7
*>r20.2.0.0/16 0.0.0.90 ] 1e0 32768 7
*>r192.168.1.0/24 8.0.0.0 -] 160 32768 ?
*>r192.168.2.0/24 0.0.0.0 '] 100 32768 7
Route Distinguisher: 181:2162688 VRF bgw:vrfl)
*>rl.1.1.101/32 8.2.0.0 ] 160 32768 ?
*>e100.64.1.0/24 172.16.161.2 '] 0 600 i
*>e100.64.2.0/24 172.16.161.2 "] Q9 600 1
*>2100.64.3.0/24 172.16.161.2 [} 9 600 i
*>e100.64.4.0/24 172.16.161.2 ] Q0 600 1
*>e100.64.5.0/24 172.16.161.2 '] 0 600 i
*>e100.64.6.0/24 172.16.161.2 "] Q9 600 1
*>1100.68.1.0/24 10.1.248.2 ] 100 @ 400 900 i
*| 1 10.1.248.7 -] 1ee 0 400 900 i
*>r172.16.31.0/24 0.0.0.0 -] 1e0 32768 ?
#*>r172.16.161.0/30 0.0.0.0 "] 160 32768 ?
*>1172.16.164.0/24 10.1.248.2 -] 1e0 9 400 7
*| 1 10.1.248.7 "] 160 Q 400 ?
*>r192.168.1.0/24 0.0.0.0 ] 180 32768 7
*>r192.168.1.7/32 0.0.0.90 ] 1e0 32760 7
*>r192.168.1.11/32 0.0.0.0 -] 160 32760 ?
*>r192.168.1.29/32 0.0.0.0 /] 100 32760 7
*>r192.168.2.0/24 8.2.0.0 ] 160 32768 7
*>r192.168.10.0/24 0.0.0.90 ] 1e0 32768 7
*>1192,168,20.0/24 10.1,248,2 (%] 160 Q 400 ?
*|1i 10.1.248.7 %] 100 @ 400 ?

Figure 155. ACI Site 1 compute leaf BGP VPNv4 table

leafl# show ip route 192.168.20.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x%' denotes best ucast next-hop

'xx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

192.168.20.0/24, ubest/mbest: 2/0
*via 10.1.248.2%overlay-1, [200/0], 01w@4d, bgp-100, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.2/32%overlay-1
kvia 10.1.248.7%overlay-1, [200/0], 01w@4d, bgp-100, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.7/32%overlay-1

Figure 156. ACI Site 1 compute leaf routing table

Note that, in this use case, the EVPN Type-5 route does not carry pcTag information. Instead, the pcTag
information is carried in the EVPN Type-2 route. This behavior is consistent with the “Inter-Subnet
Communication with Stretched BDs and Multiple ESGs” use cases. ACI Site 1 Border Gateway learns EVPN
Type-2 for remote endpoint 192.168.20.201 from Site 2. The figure below shows output of first Border
Gateway. The pcTag 1020 is Normalized pcTag, this value later is translated to the local pcTag when the
route is installed in the routing table.
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bgw-leafl# show bgp 12vpn evpn 192.168.20.201
Route Distinguisher: 355:325%33'52

BGP routing table entry for [2]:[@]:[@]: [48]:[@@5@.56bf.5559]: [32]:[192.168.20.201]/272, version 42126 dest ptr @x7fde5825661a
Paths: (1 available, best #1)

Flags: (0x0000000000000202 POPAAAAAAA) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (0x7fd@4c76cb@8): external 0x40000028 0x4002000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 400 , path sourced external to AS
105.105.105.105 (metric @) from 5.5.5.105 (10.118.112.67)
Origin IGP, MED not set, localpref 100, weight @ tag 4294966080, propagate @, floating svi 8, tunnel resolved @
Received label 30020 50001
Extcommunity: RT:100:30020 RT:100:50001 S00:100:1694498797
COST:pre-bestpath:170:1618612736 ENCAP:8 PCTAG:80:0:0:1020
Router MAC:@80f.e5e2.bb39

Path-id 1 not advertised to any peer
Figure 157. ACI Site 1 Border Gateway learns remote endpoint through EVPN Type-2

Note that the local pcTag is shown only when using the exec mode (default mode, non-vsh mode)

bgw-leafl# show ip route 192.168.20.201 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

‘%' denotes best ucast next-hop

'sk' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%s<string>' in via output denotes VRF <string>

192.168.20.201/32, ubest/mbest: 1/0
*via 105.105.105.105%0verlay-1, [20/0], @1w@4d, bgp-100, external, tag 400, redist-only, pc-tag: 5476
recursive next hop: 105.105.105.105/32%overlay-1
bgw-leafl#

Figure 158. ACI Site 1 Border Gateway displays remote endpoint with local pcTag

Data Plane Verification

Because ESG esg1020 is deployed in both sites with the same Normalized pcTag, endpoints within this
ESG can communicate each other across both ACI sites without a contract.

dits APIC s

Y1 1Y

Tenants Fabric Virtual Networking Admin Operations Integrations

ALLTENANTS | Add Tenant | Tenan  [EEEEE | coovon | bgw | Fortune demo ved-demo

v ESG - esgl020

Summary Palicy Operational Health Faults
Client Endpoints Contracts Deployed Leaves Tag €
THealthy @ Q| T
MAC/IP Endpoint Name Learning  Hosting Server Reporting Interface (learned) Encap Base EPG Policy Tags
Source Controller
Name
| 00:50:56:BF:F8:82 aci-ubu-10 bﬁ:,’j‘“ 1068235139 veenter Pod-1/Nade-101/eth)/3.. wian-235  bow.aplepgld

192.168.10.11 bgw.aplepgld

Figure 159. ACI Site 1 esg1020 endpoint
el APIC (site2) ami ) O (

system JRCH Fabric Virtual Networking Admin  Operations  Integrations

[name or geser il on | bgw | infra |«

mgmt

© ESG - esgl020

Summary Palicy Health Faults
Client Endpoints Contracts Deployed Leaves Tag S
QHeathy @ O T
MAC/IP Endpoint Name Learning  Hosting Server Reporting  Interface (learned) Encap Base EPG Policy Tags
Source Controller
Name
00:50:56:BF:55:59 site2-aci-ubu-20 L,';jh‘,"” 17216.0.4 Q1-DC Pod-1jNode-802/ethl/..  vlen-370  bow:apliepg20
w:aplepg20

192.168.20.201 bg
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Figure 160. ACI Site 2 esg1020 endpoint

ACI Site 1

| BGPPIP: 1.1.1.101
bgw-leaf1 g
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" Border Gateway
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Figure 161. Data plane Inter-Subnet Communication with Non-stretched BDs and Single ESG

An endpoint in ESG esg1020 in ACI Site 1 can ping an endpoint in the same ESG in ACI Site 2. The

following packet capture was obtained via ERSPAN traffic from ISN device. The packet capture of the ICMP
request from EP-10 to EP-20 confirms that the Layer 3 (VRF) Normalized VNI is used in the VXLAN header
for inter-site data plane forwarding.

0.580223

192.168.10.11

Destination
192.168.20.201

Protoco Lengt Info

* esg1020.pcapng

[ = 30 0.580307
80 1.604226
81 1.604383
131 2.628214
132 2.628352
179 3.652284
180 3.652353
230 4.676218
231 4.676365

192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201

192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11
192.168.20.201
192.168.10.11

ICMP
ICcMP
ICMP
ICMP
ICMP
ICcMP
IcMp
ICMP
ICMP

198
198
198
198
198
198
198
198
198

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)
(ping)

reguest
reply
request
reply
request
reply
request
reply
request
reply

1d=0x7c07,
1d=0x7c07,
id=0x7c@7,
1d=0x7c@7,
id=ex7ce7,
1d=ex7ce7,
1d=0x7c@7,
id=0x7c@7,
id=0x7c@7,
id=0x7c07,

seq=10/2560,
seq=10/2568,
seq=11/2816,
seq=11/2816,
seq=12/3072,
seq=12/3072,
seq=13/3328,
seq=13/3328,
seq=14/3584,
seq=14/3584,

tt1=62
tt1=62
ttl=62
ttl=62
ttl=62
ttl=62
tt1=62
ttl=62
tt1=62

(request in 29)
(reply in 81)
(request in 80)
(reply in 132)
(request in 131)
(reply in 188)
(request in 179)
(reply in 231)
(request in 23@)

Frame 29: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-# @@0¢ 0@
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:d4:el) 8

Internet Protocol Version 4, Src: 10.0.8.1, Dst: 172.16.80.100

Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (0@:22:bd:f8:19:ff)

Internet Protocol Version 4, Src:

1.1.1.102, Dst: 1085.105.105.105

User Datagram Protocol, Src Port: 18976, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: 0x0800, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 5eee1

Reserved: @

Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:0c:0c:@c:@c:0c), Dst: Cisco_e2:bb:99 (@8:0f:e5:e2:bb:99)

Internet Protocol Version 4, Src:
Internet Control Message Protocol

192.168.10.11, Dst: 192.168.20.201

p10

50 56 bf d4 el 4c
b8 f8 4e 00 00 ff
64 10 00 88 be 00
@c 00 22 bd f8 19
00 00 86 00 00 00
69 69 69 2a e@ 12
c3 51 00 @8 @f e5
00 45 00 00 54 e9
@b c@ a8 14 c9 08
6a 00 00 00 0@ 58
13 14 15 16 17 18
23 24 25 26 27 28
33 34 35 36 37

Figure 162. ICMP request from EP-10 (192.168.10.11) to EP-20 (192.168.20.201)

The packet capture of the ICMP reply from EP-20 to EP-10 confirms that the Layer 3 (VRF) Normalized VNI
is used in the VXLAN header for inter-site data plane forwarding.
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‘®0e * esg1020.pcapng

e TH

A u ® W KRR Q&=»EF S

Bl _ws.col.protocol == “ICMP*

No. Time Source Destination Protoco Lengt Info
29 0.580223 192.168.10.11 192.168.20.201 ICMP 198 Echo (ping) request id=8x7c@7, seq=10/2560, tt1=62 (reply in 30)
0.58083087 s A R .10. id=0x7c@7, seq=10/2568, ttl=62 (request in 29)
80 1.604226 192.168.10.11 192.168.20.2081  ICMP 198 Echo (ping) request id=8x7c@7, seq=11/2816, ttl=62 (reply in 81)
81 1.604383  192.168.20.201 192.168.10.11 ICMP 198 Echo (ping) reply id=0x7c@7, seq=11/2816, ttl=62 (request in 8@)
131 2.628214 192.168.10.11 192.168.20.201 ICcMP 198 Echo (ping) request id=0x7c@7, seq=12/3072, ttl=62 (reply in 132)
132 2.628352 192.168.20.201 192.168.10.11 ICMP 198 Echo (ping) reply id=0x7c@7, seq=12/3872, ttl=62 (request in 131)
179 3.652284 192.168.10.11 192.168.20.201 ICMP 198 Echo (ping) request id=0x7c@7, seq=13/3328, ttl=62 (reply in 188)
180 3,652353  192.168.20.201 192.168.10.11 ICMP 198 Echo (ping) reply id=0x7c@7, seq=13/3328, ttl=62 (request in 179)
230 4,676218  192,168.10,11 192.168.20.201 ICMP 198 Echo (ping) request id=8x7c@7, seq=14/3584, tt1=62 (reply in 231)
231 4.676365 192.168.20.201 192.168.10.11 IcMP 198 Echo (ping) reply id=0x7c@7, seq=14/3584, ttl=62 (request in 23@)

Frame 30: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-# 00¢ 00 50 56 bf d4 el 4c
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@@:50:56:bf:d4:el) 010 0@ b8 f9 2b 0@ @@ ff
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100 020 5@ 64 10 00 88 be @@

Generic Routing Encapsulation (ERSPAN) 0030 @1 3d 4c 77 6d d5 bb

Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_f8:19:ff (@@:22:bd:f8:19:ff), Dst: Cisco_dS:bb:47 (4c:77:6d:d5:bb:47)

040 45 00 00 86 B0 00 00
( 64 64 64 66 24 ef 12
@@ c3 51 00 8@ 5d 73

Internet Protocol Version 4, Src: 5.5.5.105, Dst: 100.100.100.102 ’ 08 45 9@ 80 54 19

User Datagram Protocol, Src Port: 9455, Dst Port: 4789 08 14 c9 c@ a8 @a @b 0@

Virtual eXtensible Local Area Network I 47 6a 00 00 00 0@ 58
Flags: @x@808, VXLAN Network ID (VNI) [ 12 13 14 15 16 17 18
Group Policy ID: @ Gbe 22 23 24 25 26 27 28
VXLAN Network Identifier (VNI): 50001 ( 32 33 34 35 36 37

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:0c:0c), Dst: Cisco_eb:c5:99 (@@:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 192.168.20.201, Dst: 192.168.10.11
Internet Control Message Protocol

Figure 163. ICMP reply from EP-20 (192.168.20.201) to EP-10 (192.168.10.201)

Policy Enforcement

From a policy enforcement location perspective, this use case is identical to the previous use case, “Inter-
Subnet Communication with Stretched BDs and Multiple ESGs” between ESGs. Although endpoints
192.168.10.11 (Site 1) and 192.168.20.201 (Site 2) are members of the same ESG (esg1020), their
communication is inter-subnet (routed), which is same as the previous use case. The topology below
illustrates the policy enforcement points for traffic originating in Site 1 and destined for Site 2. The same
logic applies to the return path from Site 2 to Site 1; the egress switch enforces the policy in each site.

ACI Site 1 ACI Site 2

enforce
enforce palicy
policy

Compute Border Border

Gateway Gateway

EP-10 EP-10 and EP-20 belong to the same ESG but reside in different subnets EP-20

192.168.10.11 192.168.20.201
Figure 164. Intra-ESG Inter-Subnet communication policy enforcement

In ACI Site 2, although Border Gateway has endpoint information advertised by local spine, it ignores the IP
part to save hardware resource, the Border Gateway does not enforce policy, instead the compute leaf
attached to the destination endpoint enforces policy based on the locally learned endpoint information.

Use Case 4: Inter-Subnet Communication with Non-stretched BDs and Multiple ESGs

Use Case Overview

This use case describes communication between endpoints residing in different subnets. It is similar to Use
Case 3: Inter-Subnet Communication Non-stretched BDs and Single ESG; however, the main difference
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lies in the security segmentation model based on ESGs. In this use case, each site contains two ESGs: one
ESG is used for local endpoint classification, with an ESG selector for actual endpoints assigned to it, and
the other ESG is used for remote endpoint classification, this ESG does not need any local ESG selectors.

i ACI Site 1 h ( ACI Site 2 )
Local L3VNI: 2162688 Local L3VNI; 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001
BD bd50 BD bd60
192.168.50.254/24 192.168.60.254/24

ESG: esg50 ESG: esg60

Normalized pcTag: 1050
Selector: epg50

ESG: esg60 ESG: esg50
Normalized pcTag: 1060 Normalized pcTag: 1050

= ACI Site 1: esg60 has no selector

Normalized pcTag: 1060
Selector: epg60

L 192.168.50.11 ) * ACI Site 2: esg50 has no selector L 192.168.60.201 )

Figure 165. Inter-Subnet Communication Non-stretched BD Multiple ESGs

As shown in the above diagram, all the objects including ESGs and BDs are locally defined. At a high level,
the following are the main configuration steps, assuming that VRF vrf1 has already been deployed and
stretched across the sites.

Create non-stretched local Bridge Domain, ESGs, Contract
On ACI Site 1 create Bridge Domain bd50:
e L2 Unknown Unicast: Flood

« L3 Configurations: Unicast Routing (checked)

> Subnet 192.168.50.254/24 has scope Advertised Externally
The “Advertised Externally” scope must be enabled to allow subnet advertisement to the remote ACI site.

bl APIC (site)

System |G Fabric Virtual Networking Admin Operations  Integrations

name or descr nman infra bgw | Fortune | demo

Bridge Domain - bd50
Summary Policy Operat

General

Properties
Name: bd50

Alias:

Description: | optional

Global Alias
revotations: @) :
'

Advertise Host Routes: [|
Enable Scaled L2 Only (Legacy) Mode: []
Scaled L2 Only (Legacy) Mode: No
VRF: yrfl [
Resolved VRF: bgw/vrfl

L2 Unknown Unicast: Hardware Proxy ]
~
L3 Unknown Multicast Flooding Optimized Flood )
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Figure 166. ACI Site 1 bd50 L2 Unknown Unicast Flood

il -
cisco APIC (site1) admin e

System e s Fabric Virtual Networking Admin Operations Integrations

ALL TENAI a descr common infra bgw | Fortune | demo

Bridge Domain - bd50

Summary Palicy Operational Stats H
General L3 Cenfigurations
Properties
Unicast Routing: 4]
Operational Value for Unicast Routing: true
ss: |Not Configured
Subnat:
~ Gateway Addrass Description  Scope Primary IP virtual IP Subnet b
Address Control
192.168.50.254/24 Advertised Externally False False

Figure 167. ACI Site 1 bd50 L3 Configurations

Deploy BD bd50 by associating it with the Border Gateway. A Bridge Domain is considered local to a site
when its Normalized VNI is unique across multiple ACI sites. In this example, Normalized VNI 30050 is
assigned to bd50. Conversely, in ACI Site 2, Normalized VNI 30060 is assigned to bd60.

L APIC e - @ OXEO @ O

System 8 ial Netwaorking Admin  Operations  Integrations

[ESTESETE | ccvvon | e | bgw | Forune | cemo
VXLAN Stretch 0
VRF Stretch BD Stretch
© i
Bridge Domain Border Gateway Set Narmalized VNI Local VNI
el b 31000
bal baw 30001
baz v 30002
bd10 bagw 30010
baso - 30050

Figure 168. ACI Site 1 deploy bd50 on border gateway

Create epg50 and associate it to bd50, then create esg50 using epg50 as EPG Selector.

.::ll‘s.é‘uh APIC (sitel) admin
Tenants

| AddTenamt | Tenant searcr: MRS |

System Fabric Virtual Networking Admin  Operations  Integrations

infra | baw | Fortune demo

Summary Policy Operational Stats

Topology General

Properties

Description: |optional

Annotations: ()

uSeq EPG

peTaglsclass): 49156

Cantract Exception Tag
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Figure 169. ACI Site 1 epg50
il APIC (sitel)

System Tenants Fabric Virtual Networking Admin Operations Integrations
ALL TENANTS Add Tenant | Ten: | commen | infra bgw | Fortune demo
bgw

Selectors
Cr Quick Start Tag Selectors
H baw
Tag Key Value Operator Tag Value
B Application Profiles
Page of 0 Objects Per Page: 1
Other Selectars;
Selector Type Condition Description
EPG bow(apl/epas0

Figure 170. ACI Site 1 esg50 EPG Selector

Set the Normalized pcTag to 1050 for ESG esg50.

el APIC Gsiten) admin

T Fabric Virtual Networking Admin  Operations  Integrations

. T | won | intra | bgw | Fortune | demo
¢ ESG - esg50
Summary Palicy Operaticnal
Topology General
Properties

Hame: esgsD

Description: | optional

Normalized peTag: 1050

@

Figure 171. ACI Site 1 esg50 Normalized pcTag

Create ESG esg60 without EPG selectors and assign a normalized pcTag of 1060. Subsequently, create
and apply a contract between esg50 and esg60 to permit traffic from esg60 endpoints in ACI Site 2 to
esgb50 endpoints in ACI Site 1.
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alnaln
cisco

system  [REH Fabric Virtual Networking Admin  Operations  Integrations

W 1 e | o 1wl e | e

Selectors

Tag Key Value Operator Tag Value Description

Page of0 Objects Per Page: 15

Selector Type Condltion Description

Figure 172. ACI Site 1 esg60 without selector

&b APIC

admin
Admin  Operations  Integrations
cn: R | common | infra bgw | Fortune demo
U ESG - esg60
Summary  Policy  Operational
Topology General

Properties

Annota

peTag(sclass

Mormalized peTag: 1080

@

Resolved VRF: unifn-bgwicox-vrtl (@

Figure 173. ACI Site 1 esg60 normalized pcTag

Create contract esg50-esg60 with permit IP filter. Since the ESGs are in the same VRF, the scope is set to
VRF.

I‘cllls‘ql:lg_l,' APIC (site?) |

king Admin  Operations  Integrations

DEECEI | oo | bow | i |

| mgmt

Summary Policy Operational
Topology Genera

Properties
Name: esgS0

Description: | aptional

Annotations: ()

5| Normalized pcTag: | 1050

vift

Resolved VRF: uniftn-bgw/ctx-vrf1 (3

Figure 174. ACI Site 2 esg50 Normalized pcTag
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Hmm .
asco APIC (site1)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALLTENANTS | Add Tenant ena - [ | common | infra | bgw| Fortune | demo

Contract - esg50-esg60

Summary Topology Policy
Properties
Name: esg50-2sg60
B Standard Alias:
& bgw-s Global Alias:
Scope: VRF
QoS Class: Unspecified
Target DSCP: Un
Ta k ass |
Description npuuna
I Annotations: 6
Subjects:
~ Name Alias Filters
ip bgw/ip

Figure 175. ACI Site 1 esg50-esg60 contract

Apply contract esg50-esg60 between ESG esg50 and esg60. The ESG esg50 is the consumer, esg60 is
the provider.

'L','S'QL“ APIC (site1) i o oﬁo

System NP Virtual Networking Admin  Operations  Integrations

nfra | bgw | Fortune | demo

Contracts

Contracts ~ Inherited Contracts  Contracts Via EPG Selectors  Inherited Contracts Via EPG
o

« Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed QoS Class State

3 Contract Type: Contract

bgw #5550-85g50 Contract Consumed Unspecified Formed

Figure 176. ACI Site 1 esg50 contract consumer

dsco APIC (ste) wnin @) © R

System [RES Fabric Virtual Networking Admin  Operations  Integrations

ALL TENA ant search: [ | | infra | bgw | Forwne |
Contracts
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via
= Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed QoS Class State
3 Contract Type: Contract
bgw e5050-25080 GContract Provided Unspecified Formed

Figure 177. ACI Site 1 esg60 contract provider
On ACI Site 2 create Bridge Domain bd60:
e L2 Unknown Unicast: Flood

« L3 Configurations: Unicast Routing (checked)
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o Subnet 192.168.60.254/24 has scope Advertised Externally
The “Advertised Externally” scope must be enabled to allow subnet advertisements to the remote ACI site.

'él|‘s'élo" APIC (site2)

System Tenan Fabric Virtual Networking Admin Operations Integrations

© Bridge Domain - bd60

Summary Policy Operat
General
Properties
Name: bd80
ias:
tion: [opt
Resolved
L2 Unknawn Uni
L3 Unknown Multicast Flooding
Figure 178. ACI Site 2 bd60 L2 Unknown Unicast Flood
alvaln Y
C‘ISCIO APIC (site2) admir
System Ten: Fabric Virtual Networking Admin Operations Integrations
R | covvon | bgw | infra | queenstown | mgmt
@ Bridge Domain - bd60
Summary Policy Operational Stats H
General L3 Configurations
Properties
Operational Value for Us
ubn
~ Gateway Address Description  Scope Primary P Virtual IP Subnet
Address Control
192,168 Advertised Externally False False

Figure 179. ACI Site 2 bd60 L3 Configurations

Deploy BD bd60 by associating it with the Border Gateway. In this example, the Normalized VNI 30060 is
distinct from the VNI 30050 assigned to bd50 on ACI Site 1. This distinction indicates that bd50 on ACI Site
1 and bd60 on ACI Site 2 are independent, non-stretched entities and deployed locally on its respective
site Border Gateway.

Tids APIC (site2) an @O OO

al Networking Admin  Operations  Integrations

VXLAN Stretch O
VRF Streteh  BD Stretch
) +
Bridge Domain Border Gateway Set Normalized VNI Local VNI
bat qt-aci 30001 15105996
s J-aci 30002
bd-sharel qt-aci
620 qt-aci
bdE0 qt-aci 30060

Figure 180. ACI Site 2 deploy bd60 on border gateway

Create epg60 and associate it to bd60, then create esg60 using epg60 as EPG Selector.
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el APIC (site?)

rking Admin Operations Integrations

| common bgw | infra | queenstown mgmt

U EPG - epgb60

Summary Palicy Operaticnal Stats
Topology General
Properties
vescription: | optional
peTag(sclass): 49162
Contract Exception Tag
Data-Plane Palicer: se
Configurat applied
Configuratiar
Label Match Criteria: | At Least One
Res
Figure 181. ACI Site 2 epg60
mmm (eitad)
cleco APIC (site2)
System Tenants Fabric Virtual Networking Admin Operations Integrations
| AddTenant | TenantSear | common | bgw | infra queenstown | mgmt
Selectors
Tag Selectors:
Tag Key Value Operator Tag Value
Page of 0 Objects Per Page: |
Other Selectors:
Selector Type Condition Description

EPG bgw/ap/epgE0

Figure 182. ACI Site 2 esg60 EPG Selector

Create ESG esg50 without EPG selectors and assign a normalized pcTag of 1050. Subsequently, create
and apply a contract between esg50 and esg60 to permit traffic from esg50 endpoints in ACI Site 1 to
esg60 endpoints in ACI Site 2.
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Al APIC (site2)

System [RINERIS Fabric Virtual Networking Admin  Operations  Integrations
| Add Tenant s | common | bgw | infra | queenstown | mgmt
Selectors
Tag Selectors:
Tag Key Value Operator Tag Value Description
Page of 0 Objects Per Page: 15

Other Selectors

Selector Type Condition Description

Figure 183. ACI Site 2 esg50 without selector

Create contract esg50-esg60 with permit IP filter. Since the ESGs are in the same VRF, the scope is set to
VRF.

'éllls'élol' APIC (site2)

System [RERERTE Fabric Virtual Networking Admin Operations  Integrations

ALL TENANTS | Add Tenant | Tenant Search: [EMCRERCa | common | bgw | infra | queenstown | mgmt

Contract - esg50-esg60

Summary Topology Palicy

Properties
Name: esg50-esg60
Alias:
Global Alias
Scope: |VRF
QoS Class: | Unspecified

Target DSCP: |Unsp

d

Description: | optional

Annotations: e

Subjects
+ Name Alias Filters

P bgw/ip

Figure 184. ACI Site 2 esg50-esg60 contract

Apply contract esg50-esg60 to ESG esg50 and esg60. The ESG esg50 is consumer, esg60 is provider.
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dics’ APIC (site?) canin @

System Fabric Virtual Networking Admin  Operations  Integrations

| common | bgw | infra queenstown mamt
Contracts
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via
+ Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed QoS Class State
& Contract Type: Contract
bgw esgS0-esg0 Contract Consumed Unspecified Formed

Figure 185. ACI Site 2 esg50 contract consumer

é‘llsé‘ol APIC (site2) admin ou‘

System Fabric virtual Networking Admin  Operations  Integrations

Contracts
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via
= Tenant Name Tenant Alias Contract Name: Contract Type Provided / Consumed QoS Class State
= Contract Type: Contract
bgw £5950-e5960 Conlract Provided Unspaciied Formed

Figure 186. ACI Site 2 esg60 contract provider

Control Plane Verification

The verification steps for this use case are similar to those of the previous Use Case 3: Inter-Subnet
Communication Non-Stretched BDs Single ESG. The primary difference is that this scenario includes
multiple ESGs, specifically esg50 and esg60. As a result, the control-plane verification process remains
largely the same.

ACI Site 1 ACI Site 2

VRF: vrf1
Normalized VNI: 50001

BD: bd50 BD: bd60
192.168.50.254/24 192.168.60.254/24
Local VNI: 15564697 Local VNI: 15237052

Normalized VNI: 30050 Normalized VNI: 30060

esg50 esgb0
Local pcTag: 5477 Local pcTag:24
Normalized pcTag: 1050 Normalized pcTag: 1060
Selector: epg50 Selector: epg60

192.168.50.11 192.168.60.201

Figure 187. Non-stretch BD multiple ESGs

ACI Site 1 Border Gateways learn the route to 192.168.60.0/24 through BGP EVPN advertised by ACI Site
2 Border Gateway.
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bgw-leafl# show bgp 12vpn evpn 192.168.60.0
Route Distinguisher: 400:18874368

BGP routing table entry for [5]:[0]:[0]:[24]:[192,168,60.0]:[0.0.0.01/224, version 42125 dest ptr @0x7fd@58252a92
Paths: (1 available, best #1)

Flags: (0x0000000000000002 POPAAAOR0R) on xmit-list, is not in rib/evpn, is not in HW, is locked
Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fd@4c76e@5c): external @x40000028 0x4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS—-Path: 48@ , path sourced external to AS
105.105.105.105 (metric @) from 5.5.5.185 (10.118.112.67)

Origin incomplete, MED @, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @

Received label 50001

Extcommunity: RT:100:50001 S00:100:1694498797 COST:pre-bestpath:170:1610612736

ENCAP:8 PCTAG:80:0:0:1 Router MAC:088f.e5e2.bb99

Path-id 1 not advertised to any peer

Figure 188. ACI Site 1 Border Gateway learns route 192.168.60.0

The route to 192.168.60.0/24 is then advertised to the ACI Site 1 spine switches through BGP VPNv4 and
subsequently reflected to the compute leaf switches.

The compute leaf switches in ACI Site 1 learn the IP subnet route 192.168.60.0/24 with the Border
Gateways in the same ACI Pod as the next hops.

leafl# show ip route 192.168.60.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfi"

'*' denotes best ucast next-hop

'xx' denotes best mcast next-hop

'[x/y]"' denotes [preference/metricl
's<string>' in via output denotes VRF <string>

192.168.60.0/24, ubest/mbest: 2/0
xvia 10.1.248.2%overlay-1, [200/0], 01wedd, bgp-10@, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.2/32%overlay-1
*via 10.1.248.7%overlay-1, [200/0], 01we4d, bgp-100, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.7/32%overlay-1
leafl#

Figure 189. ACI Site 1 Compute leaf learns the route to 192.168.60.0/24

In addition, the ACI Site 1 Border Gateways learn the EVPN Type-2 route for the endpoint 192.168.60.201
located in ACI Site 2. As shown in the output below, pcTag 1060 corresponds to the esg60 Normalized
pcTag configured in ACI Site 2.

bgw-leafl# show bgp 12vpn evpn 192.168.60.201
Route Distinguisher: 408:32014268

BGP routing table entry for [2]:[e]:[e]:[48]:[@e5@.56bf.653e]:[32]:[192.168.60.201]/272, version 42133 dest ptr @x7fde582522a2
Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fd@4c771254): external 0x40000028 0x4002000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 48@ , path sourced external to AS
105.105.105.105 (metric @) from 5.5.5.105 (10.118.112.67)
Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30060 50001
Extcommunity: RT:100:30060 RT:100:50001 S00:100:1694498797
COST:pre-bestpath:1708:1610612736 ENCAP:8 PCTAG:80:0:0:1060
Router MAC:0808f.e5e2.bb99

Path-id 1 not advertised to any peer
Figure 190. ACI Site 1 Border Gateway learns the EVPN Type-2 route to 192.168.60.201.

The ACI Site 1 Border Gateway programs the host route for the endpoint 192.168.60.201, with the pcTag
translated to the local esg60 pcTag value of 10942. The local pcTag value is displayed only when the
command is executed in non-vsh mode.
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bgw-leafl# show ip route 192.168.60.201 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

'xx"' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.60.201/32, ubest/mbest: 1/0
*via 105.105.105.105%overlay-1, [20/0], 00:01:16, bgp-10@, external, tag 400, redist-only, pc-tag: 10942
recursive next hop: 105.105.105.105/32%0verlay-1
bgw-leafl#
Figure 191. ACI Site 1 Border Gateway program the host route in the routing table with the local site ESG

pcTag

Failure scenario (inconsistent normalized pcTag): As shown previously in Figure 211, pcTag 1060
represents the normalized pcTag configured for esg60 in ACI Site 2. If the normalized pcTag for esg60 in
ACI Site 2 is changed from 1060 to 10601, the ACI Site 1 Border Gateway still receives the EVPN Type-2
route for endpoint 192.168.60.201 with the updated pcTag value of 10601.

e APIC (site2)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant | Tenant Search: [EElERsIRs! | common bgw | infra | queenstown | mgmt

bgw
2 ESG - esg60
C» Quick Start
ﬁ bgw
& Application Profiles
Properties

Name: esg60

Description: optiona

annotations: €8

Normalized pcTagq 10601 +

Figure 192. ACI Site 2 Change esg60 Normalized pcTag to 10601

bgw-leafl# show bgp 12vpn evpn 192.168.60.201
Route Distinguisher: 400:32014268

BGP routing table entry for [2]:[@]:[@]:[48]:[0050.56bf.653e]:[32]1:[192.168.60.201]/272, version 51197 dest ptr @x7fd8582522a2
Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Configuration Status: applied

Advertised path-id 1
Path type (@x7fd@4c771254): external 0x40000028 0x4002000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 480 , path sourced external to AS
105.105.185.105 (metric @) from 5.5.5.105 (10.118.112.67)
Origin IGP, MED not set, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 30060 50001
Extcommunity: RT:100:30060 RT:100:50001 S00:100:1694498797
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:80:0:0:10601
Router MAC:080f.e5e2.bb99

Path-id 1 not advertised to any peer

Figure 193. ACI Site 1 Border Gateway receive the EVPN Type-2 route with the updated pcTag 10601

However, because pcTag 10601 does not exist in ACI Site 1, the ACI Site 1 Border Gateway cannot map
the received normalized pcTag to a locally defined policy object. As a result, when the Border Gateway
programs the host route into the routing table, it uses the reserved pcTag value of 12.
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bgw-leafl# show ip route 192.168.60.201 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x"' denotes best ucast next-—hop

'sx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%s<string>' in via output denotes VRF <string>

192.168.60.201/32, ubest/mbest: 1/0
*via 105.105.105.105%overlay-1, [20/0], 00:03:57, bgp-100, external, tag 400, redist-only, pc-tag: 12
recursive next hop: 105.105.105.105/32%0verlay-1
bgw-leaf1l#

Figure 194. ACI Site 1 Border Gateway use the reserved pcTag of 12 for the unclassified endpoint

The reserved pcTag value of 12 indicates that the endpoint is unclassified from the perspective of ACI Site
1. In other words, ACI Site 1 cannot associate the remote endpoint with any locally recognized policy.
Consequently, communication from endpoint 192.168.50.11 in ACI Site 1 to endpoint 192.168.60.201 in
ACI Site 2 fails.

This behavior highlights the importance of careful normalized pcTag planning across sites. Consistent
pcTag allocation is required to ensure that remote endpoints are correctly classified and that inter-site
communication is enforced as intended.

The same verification procedure applies to ACI Site 2, for the sake of brevity , the results are shown below.

ACI Site 2 Border Gateway learns the route to 192.168.50.0/24 through BGP EVPN advertised by ACI Site
1 Border Gateways.

qt-bgwB05# show bgp 12vpn evpn 192,168.50.0

Route Distinguisher: 10@:18939904

BGP routing table entry for [S]:[@]:[@]:[24]:(192.168.50.0]:[0.0.0.0]/224, version 18144 dest ptr @x7f250b9104de
Paths: (2 available, best #2)

Flags: ( 2 ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Path type (@x7f24fff209d@): external @x40eeee28 0x4000000 ref @ adv path ref @, path is valid, not best reason: Router Id, remote nh not installed
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1,1.1,101 (10.1,248.7)
“Origin incomplete, MED @, localpref 108, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 S00:400:2432696301 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:1 Router MAC:6408.64ca.393a

Advertised path-id 1
Path type (@x7f24fff24cd8): external @x40000028 @x400000@ ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 100 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.102 (10.1.248.2)
Origin incomplete, MED @, localpref 180, weight @ tag 4294966008, propagate @, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 S00:400:2432696301 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:9:0:1 Router MAC:@05d.73eb.c599

Path-id 1 not advertised to any peer

Route Distinguisher: 100:35717120

BGP routing table entry for [5]:[@]:[@]:[24]:[192.168.50.0]:[0.0.0.0]/224, version 18123 dest ptr 0x7f250b90e420
Paths: (1 available, best #1)

Flags: ( 2 ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f24fff24450): external @x40000028 0x4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 100 , path sourced external to AS
200.200.200.202 (metric @) from 2.2.2.202 (1@.2.208.66)
Origin incomplete, MED @, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 50001
Extcommunity: RT:400:50001 S00:400:2432696301 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:1 Router MAC:2cd@.2d23.1736

Path-id 1 not advertised to any peer

Figure 195. ACI Site 2 Border Gateway receive the EVNP Type-5 route

ACI Site 2 compute leaf switches have the route to 192.168.50.0/24 in its routing table.
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qt-leaf802# show ip route 192.168.50.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

"sk' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

192.168.50.0/24, ubest/mbest: 1/0
*via 10.118.112.67%overlay-1, [200/@0], @1w@4d, bgp-4@@, internal, tag 10@, pc-tag: 1
recursive next hop: 10.118.112.67/32%overlay-1
qt-leaf8@2#

Figure 196. ACI Site 2 Compute leaf route table entry

ACI Site 2 Border Gateway also learns EVPN Type-2 route for the host 192.168.50.11 from ACI Site 1. As
shown in the output below, pcTag 1050 corresponds to the esg50 Normalized pcTag configured in ACI
Site 1.

qt-bgwB@5# show bgp 12vpn evpn 192.168.50.11

Route Distinguisher: 188:32341913

BGP routing table entry for [2]:[@]:[@]:[48]:[0050.56bf.ef@9]:[32]:[192.168.50.11]1/272, version 18150 dest ptr @x7f250b9@c65¢
Paths: (2 available, best #2)

Flags: ( 202 ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Path type (@x7f24fff20628): external 0x40000028 @x4002000 ref @ adv path ref @, path is valid, not best reason: Router Id, remote nh not installed
AS-Path: 108 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.101 (10.1.248.7)
Origin IGP, MED not set, localpref 108, weight @ tag 429496608@, propagate @, floating svi @, tunnel resolved @
Received label 30050 50001
Extcommunity: RT:40@:30050 RT:400:50001 S00:400:2432696301
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:80:0:0:1850
Router MAC:6408.64ca.393a

Advertised path-id 1
Path type (@x7f24fff25428): external 0x40000028 8x4802000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 108 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.102 (10.1.248.2)
Origin IGP, MED not set, localpref 180, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 300850 50001
Extcommunity: RT:400:30050 RT:400:50001 S00:400:2432696301
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:80:0:0:1050
Router MAC:0@5d.73eb.c599

Path-id 1 not advertised to any peer

Figure 197. ACI Site 2 Border Gateway learns the EVPN Type-2 route to 192.168.50.11

The ACI Site 2 Border Gateway programs the host route for endpoint 192.168.50.11, with the pcTag
translated to the local esg50 pcTag value of 25. The local pcTag value is displayed only when the
command is executed in non-vsh mode.

qt-bgwB@5# show ip route 192.168.50.11 vrf bgw:vrfl
IP Route Table for VRF "bgwivrfl"

'x' denotes best ucast next-hop

"x*' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

192.168.50.11/32, ubest/mbest: 1/0
*via 100.100.100.102%overlay-1, [20/0], 01w@4d, bgp-400, external, tag 100, redist-only, pc-tag: 25
recursive next hop: 100.100.100.102/32%0overlay-1 -
qt-bgw8@5#

Figure 198. ACI Site 2 Border Gateway program the host route in the routing table with the local site ESG
pcTag
Data Plane Verification

In this use case, both esg50 and esg60 are configured on ACI Site 1 and ACI Site 2. However, on ACI Site
1, esg60 has no selectors assigned; and no endpoints belong to esg60 in the site. Similarly, on ACI Site 2,
esg50 has no selectors assigned, no endpoints belong to esg50 in the site.

The communication between endpoints in esg50 and esg60, such as between 192.168.50.11(esg50) in
ACI Site 1 and 192.168.60.201(esg60) in ACI Site 2 is permitted because a contract is configured between
esg50 and esg60 on each site.
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Figure 199. ACI Site 1 esg50 endpoint
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Figure 200. ACI Site 2 esg60 endpoint
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Figure 201. Data plane Inter-Subnet Communication with Non-stretched BDs and Multiple ESGs

An endpoint in esg50 in ACI Site 1 can ping to an endpoint in esg60 in ACI Site 2. The following packet
capture was obtained via ERSPAN traffic from ISN device. The packet capture of the ICMP request from
EP-50 to EP-60 confirms that the Layer 3 (VRF) Normalized VNI is used in the VXLAN header for inter-site
data plane forwarding.
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" esg50-esg60.pcapng

Q& & If [}

Protoco Lengt Info
0.147008 192.168.50.11 (ping) reguest i X 5eq=1008/25600, tt1=62 (reply in 8)

8 0.147118  192.168.60.201 192.168.50.11  ICMP 198 Echo (ping) reply  id=0x5fd9, seq=108/25608, ttl=62 (request in 7)

58 1.171091  192.168.50.11 192.168.60.201 ICMP 198 Echo (ping) request id=0x5fd9, seq=101/25856, ttl=62 (reply in 59)

59 1.171156  192.168.60.201 192.168.50.11  ICMP 198 Echo (ping) reply  id=8x5fd9, seq=101/25856, ttl=62 (request in 58)
104 2.195114  192.168.50.11 192.168.60.201 TICMP 198 Echo (ping) request id=8x5fd9, seq=102/26112, tt1=62 (reply in 105)
105 2.195173  192.168.60.201 192.168.50.11  ICMP 198 Echo (ping) reply  id=0x5fd9, seq=102/26112, tt1=62 (request in 104)
157 3.219621  192.168.50.11 192.168.60.201 ICMP 198 Echo (ping) request id=dx5fd9, seq=183/26368, ttl=62 (reply in 158)
158 3.219166  192.168,60.201 192,168.50.11  ICMP 198 Echo (ping) reply  id=0x5fd9, seq=103/26368, ttl=62 (request in 157)
205 4.247039  192.168.50.11 192,168.60.201 ICMP 198 Echo (ping) request id=0x5fd9, seq=104/26624, ttl=62 (reply in 206)
206 4.247183  192.168.60.201 192.168.50.11  ICMP 198 Echo (ping) reply  id=0x5fd9, seq=104/26624, tt1=62 (request in 205)
249 5.267008  192,168,50.11 192,168.60,201 ICMP 198 Echo (ping) request id=0x5fd9, seq=105/26880, ttl=62 (reply in 250)

Frame 7: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-A: 0000 @@ 58 56 bf d4 el 4c 77
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (0@:50:56:bf:dd:el) € @0 bs f8 4d @@ ep ff 21
Destination: VMware_bf:dd:el (0:50:56:bf:da:el) gg gz ;g gg gi 2; 22 23
= LG bit: Globally unique address (factory default)
e aee o s = IG bit: Individual address (unicast) 45 00 00 86 00 00 00 0
Source: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47)
Type: IPv4 (8x0800)
[Stream index: 6]
Internet Protocol Version 4, Src: 10.8.8.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:ff)
Internet Protocol Version 4, Src: 1.1.1.181, Dst: 1@5.105.105.185
User Datagram Protocol, Src Port: 16346, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @x880@, VXLAN Network ID (VWNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 50081
Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (0@:0c:@c:@c:@c:0c), Dst: Cisco_e2:bb:99 (@8:0f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 192.168.50.11, Dst: 192.168.60.201
Internet Control Message Protocol

- 69 69 69 69 3f da 12 bS
00 c3 51 80 08 @f e5 e2
08 0@ 45 @0 00 54 76 3%
32 @b c® a8 3c c9 08 @
47 6a 00 @0 00 B0 d6 4
12 13 14 15 16 17 18 18
22 23 24 25 26 27 28 29
32 33 34 35 36 37

Figure 202. ICMP request from EP-50 (192.168.50.11) to EP-60 (192.168.60.201)

The packet capture of the ICMP reply from EP-60 to EP-50 confirms that the Layer 3 (VRF) Normalized VNI
is used in the VXLAN header for inter-site data plane forwarding.

Qe T

sg50-esg60.pcapng

‘ene
A4 =

No. Time Source Destination Protoco Lengt Info

7 0.147008  192.168.50.11 192.168.60.201  ICMP 198 id=8x5fd9, 62 (reply in 8)

(request in 7)

Echo (ping) request s5eq=100/25600, ttl=

58 1.171091 192.168.50.11 192.168.60 ICMP 198 Echo (ping) request seq=101/25856, (reply in 59)
59 1.171156  192.168.60.201 192.168.50.11 ICMP 198 Echo (ping) reply i seq=101/25856, (request in 58)
104 2.195114 192.168.50.11 192.168.60.201 ICMP 198 Echo (ping) request i 5eq=102/26112, (reply in 185)
105 2.195173 192.168.60.201 192.168.50.11 ICMP 198 Echo (ping) reply i seq=102/26112, ttl=62 (request in 104)
157 3.219021 192.168.50.11 192.168.60.201 ICMP 198 Echo (ping) request i seq=103/26368, ttl=62 (reply in 158)
158 3.219166 192.168.60.201 192.168.50.11 ICMP 198 Echo (ping) reply i 5eq=103/26368, tt1=62 (request in 157)
285 4.247039  192.168.50.11 192.168.60.201  ICMP 198 Echo (ping) reguest i seq=104/26624, ttl=62 (reply in 206)
206 4.247183 192.168.60.201 192.168.50.11 ICMP 198 Echo (ping) reply i seq=104/26624, ttl=62 (request in 205)
249 5.267008  192.168.50.11 192.168.60.201  ICMP 198 Echo (ping) request i 5eq=105/26880, ttl=62 (reply in 258)

Frame 8: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-AZz 008@ @@ 50 56 bf d4 el 4c
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (80:508:56:bf:d4:el) 0010 @@ b8 fa 43 00 @@ ff
Internet Protocol Version 4, Src: 10.0.8.1, Dst: 172.16.80.100 64 10 00 88 be 00
Generic Routing Encapsulation (ERSPAN) S}g ;; ;g gg gg 33
Encapsulated Remote Switch Packet ANalysis Type II 64 64 66 88 69 12
Ethernet II, Src: Cisco_f8:19:ff (0@:22:bd:fB:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47) 3 51 @0 8@ 5d 73
Internet Protocol Version 4, Src: 5.5.5.105, Dst: 108.18@.100.102 o0 45 00 08 54 fe
User Datagram Protocol, Src Port: 34921, Dst Port: 4789 €9 ¢@ a8 32 @b 88
Virtual eXtensible Local Area Network 6a 00 00 00 00 d6
Flags: @x8800, VXLAN Network ID (VNI)

13 14 15 16 17 18
Group Policy ID: @

23 24 25 26 27 28
VXLAN Network Identifier (VNI): 58081 33 34 35 36 37
Reserved: @

Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:0c), Dst: Cisco_eb:c5:99 (00:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 192.168.60.201, Dst: 192,168.50.11
Internet Control Message Protocol

Figure 203. ICMP reply from EP-60 (192.168.60.201) to EP-50 (192.168.50.11)

Policy Enforcement

From a policy enforcement location perspective, this use case is identical to Use Case 3: Inter-Subnet
Communication Non-stretched BDs Single ESG.
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Figure 204. Inter-ESG Inter-Subnet communication policy enforcement
Use Case 5: North-South Communication Across ACI Sites with Stretched BD

Use Case Overview

This use case is North-South communication from an endpoint in ACI Site 1 to an external endpoint located
behind the L30ut of ACI Site 2, and vice versa, from an endpoint in ACI Site 2 to an external endpoint
located behind the L30ut of ACI Site 1.

ACI Site 1 ACI Site 2

Border Gateway .. Border Gateway
~ «——| Spine
Leaf \o——| Leaf
m L30ut-1
192.168.1.11 192.168.1.201

100.64.1.10 100.68.1.20

Figure 205. North-South Communication across ACI Sites

In this use case, the new feature starting from ACI release 6.1(4) is used to classify external prefixes to a
specific ESG by using external subnet selectors. So that it will be a contract between ESGs from contract
configuration perspective, which is like other use cases.

For more detail, please refer to this link https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/security-

configuration/cisco-apic-security-configuration-guide-61x/endpoint-security-groups-61x.html
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Figure 206. North-South Communication across ACI Sites

It is assumed that readers are familiar with ACI fundamental concepts such as L30ut and able to configure
ACI L30ut.

Considerations for Endpoint Security Groups (ESG) with External Subnet Selectors

When implementing Endpoint Security Groups (ESGs) using External Subnet Selectors to classify L30ut
traffic, network administrators must adhere to specific configuration guidelines to ensure deterministic
traffic classification and maintain data plane connectivity. These considerations are applicable to all
deployment scenarios involving L30ut connectivity, encompassing both local North-South traffic flows and
cross-site communication.

1. Overlapping and Exact Match External Subnet Selectors

To ensure predictable classification, the configuration of External Subnet Selectors must be unique across
all ESGs within the same VRF. Also, the configured external subnet selectors should always exactly match
the external prefixes learned via the L30ut connection.

Though Cisco APIC allows the configuration of overlapping prefixes (e.g., 100.64.0.0/24 in ESG ext-1 and
100.64.0.0/16 in ESG ext-2) to classify routes received from the external network on the L30ut, this
practice is strongly discouraged. Due to current implementation specifics within the ACI fabric, the use of
overlapping prefixes may result in non-deterministic or incorrect classification. The same considerations
apply to the specific use case where specific prefixes and a default-route are learned via the L30ut. If an
external subnet selector is defined to classify the default route 0.0.0.0/0, the same non-deterministic or
incorrect classification issue may arise, since such route represents a prefix that overlaps (i.e. “covers”) all
more specific prefixes.

Note: Always ensure that External Subnet Selector prefixes do not overlap across ESGs to maintain stable
policy enforcement. This is a current requirement in ACI; however, a future ACI release is planned to
address this issue. The paper will be updated accordingly once the enhancement is available.

The figure below illustrates an example where communication from ESG esg1 to ESG ex-1 may break
when a new ESG ext-1-a with an overlapping External Subnet Selector is introduced.
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Figure 207. Communication is broken due to a mismatch between ESGs with overlapping External Subnet
Selectors

2. Alignment Between Selectors and the Routing Table Prefixes

As explained in the point above, for successful classification, an External Subnet Selector must correspond
to a specific prefix present in the routing table (RIB) of the L30ut (e.g. the prefix is learned via the L30ut)
and an exact prefix matching is required in the External Subnet Selector.

Defining a more specific prefix (e.g., 100.64.1.0/24) as a selector when only the default route (0.0.0.0/0) is
learned via the L30ut will result in a failure of data plane communication between the remote site endpoint
(EP-2 in Site 2) and external endpoint in Site 1 (ExtEP-1 in Site 1).

The figure below illustrates the connectivity failures that occur when the External Subnet Selector does not
align with the received routes. In this scenario, traffic from EP-2 to ExtEP-1 is dropped by the Border
Gateway in Site 2. This occurs because the Border Gateway lacks a specific pcTag mapping for the
100.64.1.0/24 external subnet where ExtEP-1 resides (since that prefix was never learned via the L30ut of
Site 1 and therefore could not be propagated toward Site 2 via EVPN control plane). Instead, the Border
Gateway only learns via EVPN the 0.0.0.0/0 default route, which is associated with the pcTag 12, the
reserved tag for unclassified destinations (this is because in this example, an External Subnet Selector for
0.0.0.0/0 was not defined in Site 1). Consequently, the Border Gateway treats ExtEP-1 as an unclassified
endpoint, resulting in a policy drop.

ESG ext-1 uses 100.64.1.0/24
as External Subnet Selector

Data plane between EP-2 and
ExtEP-1 is dropped by ACI Site 2

ACI Site 2

ACI Site 1

4
:

L30ut-1 | 0.0.0.0/0

. External device advertises only 0.0.0.0/0

ESG ext-1 W

100.64.1.10/24

Figure 208. Cross-site data plane broken due to a mismatch between the External Subnet Selector and the
received prefix.

The same logic applies to the supernet use case, where an external device advertises only 100.64.0.0/16
to Site 1, and Site 1 ESG ext-1 configures the External Subnet Selector as 100.64.1.0/24.
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Configure ACI L30ut, External EPG, ESG with External Subnet Selector

In this use case, BGP is used for the routing protocol between the ACI border leaf switches and the
external router. Although OSPF and static routing are also valid options, BGP is the preferred option. An
external EPG is required to deploy IP interfaces and BGP configuration on the border leaf switches based
on the L30ut configuration, but no external EPG subnet configuration is required because the classification
of external prefixes will be done by external subnet selectors. The figures below show the configuration
examples in ACI Site 1.

i APIC (siten)

stworking Admin  Operationk Integrations

[External EPG - bgp-ext-epg

General Contracts Inheri

Configure the L30ut using BGP. Define the external EPG, but
there is no need to configure any subnets at this stage. Subnet

configuration will be defined later by the ESG

< IP Address Saope Nama Aggragate Route Contrc
Profile

)

Figure 209. ACI Site 1 L30ut and External EPG

Create ESG ext-1 and set normalized pcTag to 8001. The same configuration will be applied to ACI Site 2
later.

nmim feitmd)
ceco APIC (sitel) aamin (@Y
System Tenants Fabric Virtual Networking Admin Operations Integrations
| common | bgw | mgmt | infra Fortune
© ESG - ext-1
Summary Policy Operational
Topology General
Properties
Name: ext-1
Dascription: external subnet 1
Annotations: )
Tag( gs)- 2
lwgrrmze: pcTag: BOO1 ‘l
Configuration Status: applied
Configuration Issues:
/RF: | wrf1 3

Resolved VRF: uni/tn-bawjctx-vrf1 (g1

Figure 210. ACI Site 1 ESG ext-1

Define External Subnet Selector for ESG ext-1. This step is crucial: make sure to select “External Subnet
Selector” as the selector for ESG ext-1, specify the subnet 100.64.1.0/24 as the external subnet in the
selector.
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Al APIC (site)

System Tenant: Fabric Virtual Networking Admin Operations Integrations

| Tenant Sear common bgw | mgmt | infra | Fortune

Selectors

Tag Selectors:

Tag Key Value Operator
@ ap1
B Application EPGs
Page of 0
Other Selectors
Selector Type Condition
[ External Subnet 100.64.1.0/24 ]

[ External Subnet Selectors

Figure 211. ACI Site 1 ESG ext-1 with external subnet selector

Create a contract “esg-to-ext-1” and configure a filter as needed; in this example, the contract has a filter
to allow all IP traffic. Apply this contract between esg1 and ext-1, ensuring that one side is set as the
consumer and the other as the provider.

il APIC (site)

System EEERERIE Fabric Virtual Networking Admin Operations  Integrations
ALL TENANTS Add Tenant Tenant | mon | bgw | mgmt | infra | Fortune
Contracts
Contracts Inherited Contracts Contracts Via El
= Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed
3 Contract Type: Contract
bgw esg-ext-core Contract Consumed
l baw Contract Consumed ]
baw esgl-esg? Contract Consumed
baw share-svc Contract Consumed

Figure 212. ACI Site 1 - ESG esg1 contract consumer
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'(Irllls‘-‘:lt; APIC (sitel)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS Add Tenant | Tenan h: BB T | common | bgw mgmt | infra Fortune

Contracts
Contracts Inherited Contracts Contracts
tion Profiles
~ Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed
= Contract Type: Contract
[ bgw esg-to-ext-1 Contract Provided ]

Figure 213. ACI Site 1 ESG ext-1 contract provider

Similar to the configuration shown for ACI Site 1, the following figures illustrate configuration examples for
ACI Site 2. Begin by configuring an L30ut and creating an external EPG without any associated subnet.
Note that at least one L30ut EPG is required to deploy a routing protocol and configure related interface
parameters on the leaf switches. Although the L30ut EPG functions as a security construct similar to other
EPGs, it does not represent the routing protocol configuration itself. For detailed information, please refer

to the Cisco ACI Fabric L30ut White Paper at https://www.cisco.com/c/en/us/solutions/collateral/data-

center-virtualization/application-centric-infrastructure/quide-c07-743150.html

v‘:lw'sélz': APIC (site2)

System Fabric Virtual Networking Admin  Operations  Integr

frameorcescr ] | bgw mgmt | infra

@ External EPG - ext-1

Summary  Policy

General Contracts Inheri

Properties

Configure the L30ut using BGP. Define the external EPG, but
there is no need to configure any subnets at this stage. Subnet
configuration will be defined later by the ESG

~ IP Adaress Scope Name Aggregate Route Contral Route.
Profile Summariza

Summa
Policy

[ ]

Figure 214. ACI Site 2 L30ut and External EPG

Create ESG ext-1 and set the normalized pcTag to 8001.
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altale o
cisco APIC (site2) admin

System Tenants Fabric Virtual Networking Admin

Operations  Integrations

[ETEEEEEE | comon | bow | queenstown | mmt | infra

© ESG - ext-1
Summary Policy Operational
Topology General
Properties
Name: ext-1
Description: tional

[Nc."'a\’“,:! pcTag: | 8001 - ]

]

Resolved VRF: uniftn-bgw/ctx-vrf1 (@

ESG Admin State: m
Figure 215. ACI Site 2 ESG ext-1

Define External Subnet Selector for ESG ext-1. This step is crucial: make sure to select “External Subnet
Selector” as the selector for ESG ext-1, specify the subnet 100.68.1.0/24 as the external subnet in the
selector.

Al APIC (site2)

System Ten Fabric Virtual Networking Admin Operations Integrations

common | bgw | queenstown | mamt | infra

Selectors

Tag Selectors:

Tag Key Value Operator
Page of 0
Other Selectors
Selector Type Condition
[ Extemal subnet 006810/24 |

Figure 216. ACI Site 2 ESG ext-1 with external subnet selector

Create a contract “esg-to-ext-1” and configure a filter as needed; in this example, the contract has a filter
to permit all IP traffic. Apply this contract between ESG1 and ext-1, ensuring that one side is set as the
consumer and the other as the provider.

.g;;!. APIC (site2)

System  [ERERERIE Fabric Virtual Networking Admin  Operations  Integrations
aren T | on | bgw | au wn | mgmt | infra
Contracts
Contracts Inherited Contracts Contracts Via |
= Tenant Name Tenant Alias Contract Name Contract Type Provided | Consumed

= Contract Type: Contract

bgw

bgw

Contract Consumed

ned

bgw share-sve Contract Consumed
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Figure 217. ACI Site 2 ESG esg1 contract consumer

'éllls‘::lé‘ APIC (site2)

rtual Networking Admin  Operations  Integrations
1ame or descr common bow | queenstown mgmt | infra
Contracts
Contracts Inherited Contracts Contracts Vi
= Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed
= Contract Type: Contract
bow esg-to-ext-1 Contract Provided ]

Figure 218. ACI Site 2 ESG ext-1 contract provider

Control Plane Verification

The figure below shows the parameters used for the control plane verification example in this section.

Route Type 5
™ Subnstl === MP-BGP EVPN
Two-way translations Lnbel 50001 - Two-way translations
(2162688 = 50001) ' ~ ( 4= 50001)
o~ . ’ Route-Target 100:50001 ~ N ~
A\ s - s
ACI Border Gateways _ (=]  [F—1] ACiBorder Gateways
ys | =] ] e ] L=l =] y
Connectivity

Spine m ISN Spine

Normalized VNI

L3 VNI: 2162688
sy | — o

BGP ASN 400

leaf =] [ —] = = = =] e
L30ut-2 ‘
BGP ASN 600 BGPASNO0O0 |
192.168.1.11 192.168.1.201
Subnet 1: 100.64.1.0/24 Subnet 2: 100.68.1.0/24 WS S
100.64.1.10 100.68.1.20
& ACI Site 1 = ACl Site 2

Figure 219. EVPN Type 5 Route exchange across ACI Sites

Note that bd1 (subnet 192.168.1.254/24) is stretched bridge domains, as defined in the section Tenant-
Based Line Configuration.

The block diagram below illustrates the EVPN Type-5 route exchange process between ACI sites. While
the diagram depicts the route advertisement from ACI Site 1 to ACI Site 2, the same logic applies to
advertisement from ACI Site 2 to ACI Site 1.
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Spine reflects route to
Border Gateway
through BGP VPNv4

Site 1 Border Gateway
advertises route to Site 2
Border Gateway through EVPN

Border leaf advertises
route to Spine through
BGP VPNv4

ACI Site 1 Border
Leaf leamns route from
external

Site 1 Local VNI ! Site 2 Local VNI
Figure 220. EVPN Type-5 update from ACI Site 1 to Site 2

ACI Site 1 border leaf learns the route from the external device; it is a general behavior, not specific to
Multi-Site design. In this example, leaf1 serves a dual role as both a border leaf and a compute leaf.

leafl# show ip route 100.64.1.@ vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

"xx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

"s<string>' in via output denotes VRF <string>

172.16.16.1

100.64.1.0/24, ubest/mbest: 1/0@ 172.16.16.2
*xvia 172.16.161.2%bgw:vrfl, [20/0], -02w@6d, bgp-100, external, tag 600
recursive next hop: 172.16.161.2/32%bgw:vrfl BGP ASN 600

Subnet 1
100.64.1.0/24

Figure 221. ACI Site 1 Border Leaf learns external route

The border leaf assigns the local pcTag to the external subnet based on the external subnet selector for
ESG. In this example, ESG ext-1 is assigned a local pcTag of 27.

"dseh APIC (site)

Virtual Networking Admin Operations Integrations

infra | vco-demo | tmerker!

Summary Policy Operational

Topology General

Properties
Name: ext

Description: external subnet 1

Normalized pcTag: | 8001

Reso uniftn-bgw/cti-vrfi

_ # ESG Admin State W\'
Figure 222. ESG ext-1 pcTag

The external subnet route, along with its associated local pcTag of 27, is carried via VPNv4 from the border
leaf to the Border Gateway in the same ACI site. Specifically, the border leaf advertises the route to the
spine, which in turn reflects the route to the other switches including Border Gateways. The Border
Gateways receive the route via VPNv4, identifying the border leaf PTEP (10.1.248.3) as the next hop.
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bgw-leafl# show bgp vpnv4 unicast vrf bgw:vrfl | grep 100.64.1.0
*>1100.64.1.0/24 10.1.248.3 100 0 600 i

bgw-leafl# show ip route 100.64.1.8 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x%" denotes best ucast next—hop

'sk' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

100.64.1.0/24, ubest/mbest: 1/0@

*via 1@.1.248.3%overlay-1, [200/0], @1w@2d, bgp-10@, internal, tag 600
recursive next hop: 10.1.248.3/32%overlay-1

Figure 223. ACI Site 1 Border Gateway learns external route

The ACI Site 1 Border Gateways advertise the route 100.64.1.0/24 to the ACI Site 2 Border Gateways via
BGP EVPN. This advertised route can be verified in the BGP EVPN output, as shown in the screenshot
below. As highlighted in the output, the value 27 represents the local pcTag carried from the ACI Site 1
Border Leaf. The IP address 5.5.5.15 is the loopback interface IP Address of ACI Site 2 Border Gateway.

bgw-1leafl# show bgp 12vpn evpn 100.64.1.0
Route Distinguisher: 100:18939904 (L3VNI 2162688)

BGP routing table entry for [5]:[0]:[0]:[24]:[100.64.1.0]:[0.0.0.0]/224, version 35409 dest ptr @x7fd@5825455c
Paths: (1 available, best #1)

Flags: (0x0000000000000002 0PPOOOPOOA) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1

Path type (@x7fd@4c772ef8): local 0x4000008c 0x4000000 ref @ adv path ref 1, path is valid, is best path
AS-Path: 600 , path sourced external to AS
9.0.0.0 (metric @) from 0.0.0.0 (10.1.248.7)

Origin IGP, MED @, localpref 180, weight @ tag @, propagate @, floating svi @, tunnel resolved @
Received label 2162688

Extcommunity: RT:100:2162688 PCTAG:01:0:0:27 VNID:2162688
Originator: 10.1.248.3 Cluster list: 199.6.8.8

Path-id 1 advertised to peers:
5.5.5.105
Figure 224. ACI Site 1 Border Gateway advertises EVPN Type-5

It is important to note that when advertising the route to another site, the ACI Site 1 Border Gateway uses
the normalized pcTag value of 8001 (configured at ESG ext-1). The normalized pcTag value of 8001 can
also be observed on the receiving side, which is the ACI Site 2 Border Gateway. Now on ACI Site 2 Border
Gateways, EVPN Type-5 route is received, which verifies the route is advertised properly.

qt-bgw80@5# show bgp 12vpn evpn 100.64.1.0
Route Distinguisher: 100:18939904

BGP routing table entry for [5]:[@]:[@]:[24]:

:[100.64.1.0]:[0.0.0.0]/224, version 3920 dest ptr @x7f9224661le6a
Paths: (2 available, best #2)

Flags: (@x
Multipath: eBGP iBGP

) on xmit-list, is not in rib/evpn, is not in HW, is locked

Path type (@x7f921Bc844ec): external 0x40000028 0x4000000 ref @ adv path ref @, path is valid, not best reason: newer EBGP path, remote nh not installed
AS-Path: 100 600 , path sourced external to AS

100.100.100.102 (metric @) from 1.1.1.101 (10.1.248.7)

Origin IGP, MED @, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 50001

Extcommunity: RT:400:50001 S00:400:24326963@1 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:8001 Router MAC:64@8.64ca.393a

Advertised path-id 1

Path type (@x7f921Bc84f48): external @x40000028 @x400000@ ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 100 600 , path sourced external to AS
100.100.100.102 (metric @) from 1.1.1.102 (10.1.248.2)

Origin IGP, MED @, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @
Received label 50001

Extcommunity: RT:400:50001 S00:400:24326963@1 COST:pre-bestpath:170:1610612736
ENCAP:8 PCTAG:80:0:0:8001 Router MAC:@@5d.73eb.c599

Path-id 1 not advertised to any peer

Figure 225. ACI Site 2 Border Gateway receives EVPN Type-5 route

As shown above, the pcTag value (8001) is carried within the EVPN Type-5 update. This value represents
the normalized pcTag for the ESG ext-1 configured on ACI Site 1. The IP address 100.100.100.102 is
External Data Plane IP, also known as Multi-Site External VIP of Border Gateway in Pod-1 in ACI Site 1. The
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value 50001 in “Received label 50001” indicates that the border gateway receives the EVPN route in VNI
50001, which is the normalized VNI of VRF vrf1 used in both ACI sites.

Nmm cital)
cisco APIC (sitel) admin
stem Fabric Virtual Networking Admin  Operations  Integrations
| common infra | bgw | demo | Fortne
© ESG-ext-1
Summary Policy Operational
Topology General
Properties
Mame: ext-1
Description: external subnet selector: 100.64.1.0/24
Annatations: (@@

Normalized pcTag: | 8001

@
Resolved VRF: Uniftn-bgwicte-vrtl
C
3% |mmediate

( R
SG lenlation- | Enforced gan

Deployment Im

Figure 226. ACI Site 1 ESG ext-1

I::Ills.c‘lc‘;' APIC (site)

System [E Fabric Virtual Networking Admin Operations

emo | Fortune

Border Gateway Set Policy

Properties

Name: bgw
External Data Plane IP:

Pod ID Address

0100102

2 200.200.200.202

ntemal Anycast IP 101144 64/32
s

Attached Remote VXLAN
Fabrics:  aci-sita2

-1

Figure 227. ACI Site 1 Border Gateway Set

ACI Site 2 Border Gateway then imports the route to 100.64.1.0/24 from EVPN to BGP VPNv4.

qt-bgw805# show bgp vpnv4 unicast vrf bgw:vrfl

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

BGP table version is 237, local router ID is 10.118.112.67

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, 1-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e — EGP, ? — incomplete, | - multipath, & - backup

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 8@5:2097152 (VRF bgw:vrfl)
*>el.1.1.101/32 100.100.100.102 '] 0 10@ ?
*>el.1.1.201/32 200.200.200.202 @ 9 108 ?
*>12.2.2.18/32 10.118.112.66 e 100 Q7
+>e4.0.13.250/32 200.200.200.202 0 100 700 BOO i
*>e4.0.14.250/32 100.100.100.102 @ 9 108 ?
*>e8.8.8.0/24 100.100.100.102 0 100 600 1000 i
*>e100.64.1.0/24 100.100,100.102 ] 0 100 600 i
*>e100.64.2.0/24 100.100.100.102 [} 0 100 600 i
*>e100.64.3.0/24 100.100.100.102 @ 9 100 600 i
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Figure 228. ACI Site 2 Border Gateway imports the EVPN route to VPNv4

Note that 100 is ACI Site 1 BGP ASN, 600 is BGP ASN of the external router connecting to ACI Site 1
border leaf. ACI Site 2 Border Gateway installs the route to its routing table.

qt-bgw8@5# show ip route 100.64.1.@ vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'*' denotes best ucast next-hop

'kx' denotes best mcast next-hop

'[x/y]' denotes [preference/metricl

'%<string>"' in via output denotes VRF <string>

100.64.1.0/24, ubest/mbest: 1/0
xvia 100.100.100.102%overlay-1, [20/@0], 5d@5h, bgp-40@, external, tag 100, pc-tag: 10931
recursive next hop: 100.100.100.102/32%overlay-1

Figure 229. ACI Site 2 Border Gateway routing table

100.100.100.102 is ACI Site 1 Pod 1 External Data Plane IP also known as Multi-Site External VIP. The
value 10931 is the local pcTag of ESG ext-1 configured on ACI Site 2.

This route is reflected to ACI Site 2 spine through BGP VPNv4.

qt-spine811# show bgp vpnv4 unicast vrf bgw:vrfl

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

BGP table version is 217, local router ID is 1@.118.112.65

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, 1-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 811:2097152 (VRF bgw:vrfl)
*>12.2.2.18/32 10.118.112.66 (/] 160 07
4>14.0.13.250/32 10.118.112.67 100 @ 100 700 800 i
*>14.0.14.250/32 10.118.112.67 ] 100 0 100 7
*>18.8.8.0/24 10.118.112.67 100 @ 100 600 1000 i
*>1100.64.1.0/24 10.118.112.67 1@ 0 100 600 i
+>1100.64.2.0/24 10,118.112.67 e 100 @ 100 600 i
*>1100.64.3.0/24 10.118.112.67 1e0 0 100 600 i

Figure 230. ACI Site 2 Spine VPNv4 route

The spine reflects the route to ACI Site 2 compute leaf switches. The next hop 10.118.112.67 is ACI Site 2
Border Gateway PTEP.

qt-leaf802# show bgp vpnv4 unicast vrf bgw:vrfl

BGP routing table information for VRF overlay-1, address family VPNv4 Unicast

BGP table version is 1193, local router ID is 10.118.112.64

Status: s-suppressed, x-deleted, S-stale, d-dampened, h-history, *-valid, >-best

Path type: i-internal, e-external, c-confed, l-local, a-aggregate, r-redist, I-injected

Origin codes: i - IGP, e - EGP, ? - incomplete, | - multipath, & - backup

Network Next Hop Metric LocPrf Weight Path
Route Distinguisher: 8@2:2097152 (VRF bgw:vrfl)
*>10.0.0.0/0 10.118.112.66 100 @ 900 800 i
*=12,2.2.18/32 10.118.112.66 "] 100 07
*>14.0.13.250/32 10.118.112.67 100 0 100 700 800 i
*>i4.0.14.250/32 10.118.112.67 100 0 100 700 800 i
*>i8.8.8.0/24 10.118.112.66 100 0 900 800 i
*>1100.64.1.0/24 10.118.112.67 '] 1e0 0 100 600 i
%>1100.64.2.0/24 10.118.112.67 /] 100 100 600 i
*>1100.64.3.08/24 10.118.112.67 /] 100 100 600 1

Figure 231. ACI Site 2 Compute leaf VPNv4 route

ACI Site 2 compute leaf then installs the route to its routing table.

qt-leaf802# show ip route 100.64.1.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

"sx' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$s<string>' in via output denotes VRF <string>

100.64.1.0/24, ubest/mbest: 1/0
*via 10.118.112.67%overlay-1, [200/0], 06:53:18, bgp-400, internal, tag 100, pc-tag: 1
recursive next hop: 10.118.112.67/32%overlay-1

Figure 232. ACI Site 2 Compute leaf routing table
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The Site 2 Border Gateway has route to 100.64.1.0/24 with proper pcTag defined in Site 2 ESG ext-1.
However, once this route is reflected to the compute leaf, the leaf resets the pcTag to 1. Consequently, the
leaf implicitly allows traffic to the remote external subnet without contract enforcement, as pcTag 1 is the
default allowed destination.

It verifies that the external route (100.64.1.0/24) from ACI Site 1 has been successfully advertised all the
way to the compute leaf switches in ACI Site 2. The external Router 1 (Site1-C8K-1) in ACI Site 1 learns
the bd1 subnet (192.168.1.254/24) advertised by the ACI Site 1 border leaf.

Sitel-C8K-1#show ip route 192.168.1.0
Routing entry for 192.168.1.0/24
Known via "bgp 600", distance 20, metric @
Tag 100, type external
Last update from 172.16.161.1 1d21h ago
Routing Descriptor Blocks:
* 172.16.161.1, from 172.16.161.1, 1d21h ago
opaque_ptr @0x7F@A9158B1A0
Route metric is @, traffic share count is 1
AS Hops 1
Route tag 100
MPLS label: none
Sitel-C8K-1#
Sitel-C8K-1#show ip route | in 192.168.1.0
B 192.168.1.0/24 [20/@] via 172.16.161.1, 1d21h
Sitel-C8K-1#

Figure 233. Site 1 external router learns ACI bd1 subnet

Data Plane Verification

The figure below illustrates a routed communication scenario between directly connected endpoint and
external endpoint. Communication occurs between endpoint EP-2, a directly connected endpoint in ACI
Site 2, and endpoint ExtEP-1, an external endpoint reachable through the L30ut in ACI Site 1. The
Normalized VNI 50001 is defined by administrator by configuring the normalized VRF VNI when stretching
VRF across two sites.

ACI Site 1 i . ACI Site 2

Multi- Site External VIP |
100.100.100.102 |

| Multi-Site External VIP
: 105.105.105.105

BGP PIP: 1.1.1.102

Border Gateways

spine688 spine689 qt-spine811

Local VRF VNI Normalized VNI Local VRF VNI
2162688 (VRF VNI) 50001 2097152
IVXLAN VXLAN ' iVXLAN

i
i

! qt-leaf802

i

192.168.1.201

ExtEP-1

100.64.1.10

Figure 234. Data plane North-South Communication Across ACI Sites with Stretched BD
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From endpoint EP-2 (192.168.1.201) pings endpoint ExtEP-1 (100.64.1.10). The packet capture of the
ICMP request from EP-2 to ExtEP-1 confirms that the Layer 3 (VRF) Normalized VNI is used in the VXLAN
header for inter-site data plane forwarding.

‘eve site2-esg1-ext-sitel.pcapng
Adm o mTORT Q&= sCE aaa T
[ _ws.col protocal == "IcMP*
Time Source Protoco Lengt Info
0.264468 . request seq=54/1382 (reply in 11)
- 11 9.265088  100.64.1.10 192,168.1.201 ICMP 198 Echo (ping) reply id=8x3b88, seq=54/13824, ttl=61 (request in 18)
44 0.972014  192.168.1.41 192.168.1.201 ICMP 198 Echo (ping) request id=8x19cc, seq=187082/3657, ttl=64 (reply in 45)
45 ©9.972155  192.168.1.201 192.168.1.41 ICMP 198 Echo (ping) reply id=0x19cc, seq=18702/3657, ttl=64 (request in 44)
60 1.288504  192.168.1.201 100.64.1.10 ICMP 198 Echo (ping) request id=@x3b8@, seq=55/14080, tt1=62 (reply in 61)
61 1.288982 100.64.1.10 192.168.1.201 ICMP 198 Echo (ping) reply id=0x3b8@, seq=55/14880, ttl=61 (request in 60@)
97 1.996014  192.168.1.41 192.168.1.201 ICMP 198 Echo (ping) request id=8x19cc, seq=18703/3913, ttl=64 (reply in 98)
98 1.996122  192,168.1.201 192,168.1.41 ICMP 198 Echo (ping) reply id=Bx19cc, seq=187@3/3913, ttl=64 (request in 97)
112 2.312434 192.168.1.201 100.64.1.10 IcMP 198 Echo (ping) request id=@x3b8@, seq=56/14336, ttl=62 (reply in 113)

113 2.312886  100.64.1.10@ 192.168.1.201 ICMP 198 Echo (ping) reply id=0x3b80, seq=56/14336, ttl=61 (request in 112)

5@ 56 bf d4 el 4c
b8 f9 8e 00 00 ff
64 10 @0 88 be 00
3d 4c 77 6d d5 bb
90 00 86 00 60 00
64 64 66 6 @d 12
c3 51 @@ 00 5d 73
98 45 0@ 00 54 cc
c9 64 48 01 @a @08
6a 00 00 00 60 ece
13 14 15 16 17 18
23 24 25 26 27 28
33 34 35 36 37

Frame 10: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-/
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@@:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47)
Internet Protocol Version 4, Src: 5.5.5.185, Dst: 108.160.100.102
User Datagram Protocol, Src Port: 62989, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: 0x0808, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 58081

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:0c:@c), Dst: Cisco_eb:c5:99 (@0:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 192.168.1.201, Dst: 100.64.1.10
Internet Control Message Protocol

Figure 235. ICMP request from EP-2 (192.168.1.201) to ExtEP-1 (100.64.1.10)

The packet capture of the ICMP reply from ExtEP-1 to EP-2 confirms that the Layer 3 (VRF) Normalized VNI
is used in the VXLAN header for inter-site data plane forwarding.

o0 e " site2-esg1-ext-sitel.pcapng
Amde mE X e & & f ]

I _ws.col.protocol == "ICMP"

No. Time Source

Protoco Lengt Info

- 10 9.264468 192.168.1.201 ICMP 198 Echo (ping) request id=8x3bge,

11 0.265088
9.972014 192.168.1. (ping) request

45 8.972155 192.168.1.201 192.168.1.41 ICMP 198 Echo (ping) reply id=0x19¢cc,
60 1.288504 192.168.1.201 100.64.1.10 ICMP 198 Echo (ping) request id=0x3b8@, 5/14080, ttl=62 (reply in 61)
61 1.288982 100.64.1.10 192.168.1,201 ICMP 198 Echo (ping) reply 1d=0x3b8@, seq=55/14888, ttl=61 (request in 60)
97 1.996014 192.168.1.41 192.168.1.201 ICMP 198 Echo (ping) request id=@x19cc, seq=18703/3913, ttl=64 (reply in 98)
98 1.996122 192.168.1.201 192.168.1.41 ICMP 198 Echo (ping) reply id=ex19cc, 8703/3913, ttl=64 (request in 97)
112 2.312434 192.168.1.201 100.64.1.10 ICMP 198 Echo (ping) request id=0x3b8@, seq=56/14336, ttl=62 (reply in 113)
113 2.312886 100.64.1.10 192.168.1.201 ICMP 198 Echo (ping) reply 1d=0x3b8@, seq=56/14336, ttl=61 (request in 112)

50 56 bf d4 el 4c
b8 fb ae @@ 00 ff
64 10 00 88 be 00
@c 8@ 22 bd 8 19
00 00 86 00 00 00
69 69 69 @7 97 12
c3 51 00 @8 of e5
00 45 00 00 54 fo
@a c@ a8 @1 c9 ee
6a 00 00 00 00 ee
13 14 15 16 17 18
23 24 25 26 27 28

Frame 11: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-#
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 10.9.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:ff)
Internet Protocol Version 4, Src: 1 102, Dst: 105.105.105.105
User Datagram Protocol, Src Port: 1943, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: @x@80@, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 50001 00ce 32 33 34 35 36 37
Reserved: @

Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:0c:@c:@c:@c:0c), Dst: Cisco_e2:bb:99 (08:8f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 100.64.1.10, Dst: 192.168.1.201
Internet Control Message Protocol

Figure 236. ICMP reply from ExtEP-1 (100.64.1.10) to EP-2 (192.168.1.201)

Policy Enforcement

The figure below illustrates the policy enforcement locations for traffic an endpoint in ACI Site 2 to an
external endpoint in ACI Site 1.
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ACI Site 1 ACI Site 2

enforce
enforce policy
policy

Border
Gateway

EP-2
192.168.1.201

ExtEP-1
100.64.1.10

Figure 237. ACI Site 2 internal endpoint to ACI Site 1 external endpoint

Traffic from esg1 ACI Site 2 to ACI Site 1 external endpoint: the Border Gateways apply the policy in each
site. At ACI Site 2, the Border Gateway maintains the pcTag information for the external subnet advertised
from Site 1. However, when sending the route information to the spine switches, it uses pcTag 1 instead of
the original pcTag. As a result, the compute leaf receives the route with pcTag 1. Consequently, the
compute leaf does not apply the policy for the traffic destined to the external subnet. Instead, the Border
Gateway enforces the policy in ACI Site 2. Upon traffic reaching Site 1, Site 1 Border Gateway can derive
the source class of the source endpoint using the BGP EVPN control plane and the destination class based
on the external subnet because of the external subnet selector. As a result, the Border Gateway enforces
the policy and forwards the traffic to the border leaf.

The figure below illustrates the policy enforcement locations for the return traffic.

ACI Site 1 ACI Site 2

enforce
policy

enforce
- policy

Border Border Compute
Gateway Gateway Leaf

I
V

EP=2
192.168.1.201

ExtEP-1
100.64.1.10

Figure 238. ACI Site 1 external endpoint to ACI Site 2 internal endpoint

Traffic from an external endpoint through ACI Site 1 to an endpoint in ACI Site 1: At ACI Site 1, the Border
Gateway enforces the security policy for traffic from an external endpoint to an endpoint in ACI Site 2
because the border leaf in Site 1 cannot derive destination class based on the destination IP address. It is
because the Border Gateways in ACI Site 1 sets the Do-Not-Learn bit on traffic received from Site 2, which
prevents the border leaf from learning the remote endpoint. As a result, policy enforcement at Site 1 is
performed by the Border Gateway. When the traffic reaches ACI Site 2, the Border Gateway does not apply
the policy. Although the Border Gateway in ACI Site 2 has the destination endpoint information advertised
by local spine switches, it does not program the information to the hardware table for scalability reason. As
a result, the compute leaf attached to the destination endpoint enforces the policy.
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Use Case 6: North-South Communication Across ACI Sites with Non-stretched BD

Use Case Overview

This use case describes communication between an endpoint and an external endpoint in different ACI
sites, like the Use Case 5: North-South Communication Across ACI Sites with Stretched BD, but the BD is
deployed locally, not stretched. The figure below illustrates the logical design; an endpoint in a locally
defined BD in ACI Site 1 talks to an external endpoint behind the L30ut of ACI Site 2, and vice versa.

~

BD bd50
192.168.50.254/24
. ESG: esg50 @
Selector: EPG epg50 ACI Site 2: esg50 has no selector Normalized pcTag: 1050
Normalized pcTag: 8001 ESG: ext-1 ExtEP-2 Normalized pcTag: 8001

e
ACI Site 1 N 4 ACI Site 2
Local L3VNI: 2162688 Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001
ESG: esg50
Normalized pcTag: 1050
contract
192.168.50.11
pcTag: 27 pcTag: 10931
Selector: External subnet Selector: External subnet
100.64.1.0/24 100.68.1.20 100.68.1.0/24

A

Figure 239. North-South Communication across ACI sites with non-stretched (local) BD

Because BD bd50 is local to ACI Site 1, advertising its subnets to the external router connected to ACI Site
2 requires creating a route-map in ACI Site 2. This route-map facilitates advertising the bd50 subnet
(192.168.50.0/24 in this example) to the external network (L30ut-2). Most of the configuration elements
including ESG ext-1, L30ut-2, bd50, and esg50 are assumed to be configured as per previous use cases.

The main configuration steps are as follows:

On ACI Site 1:
« Advertise the bd50 subnet (192.168.50.0/24) to the external router connected to ACI Site 2.
e Add 100.68.1.0/24 as an external subnet selector to ESG ext-1.

« Create and apply a contract between esg50 and ext-1 to permit communication from the bd50
subnet to 100.68.1.0/24.
On ACI Site 2:

« Create a default-export route map to permit 100.68.1.0/24

« Create and apply a contract between esg50 and ext-1 to allow communication from the bd50 subnet
to subnet 100.68.1.0/24.

Configuration Details

The figures below show the configuration examples in ACI Site 1. Add 100.68.1.0/24 as to External Subnet
Selector ESG ext-1.
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el APIC (sitet)

System  [NEUEY Fabric Virtual Networking Admin  Operations tegrations

- 1P Description Shared
True

Figure 240. Add 100.68.1.0/24 to external subnet selectors of ESG ext-1

Create a contract “esgb0-to-ext-1”, and configure a filter as needed; in this example, the contract has a
filter to allow all IP traffic.

‘é‘\ls‘gl:‘uh APIC (site1)

System  [ERENENE Fabric Virtual Networking Admin Operations Integrations

R I e e

Contract - esg50-to-ext-1

Summary Topalogy Policy
Properties
o-ext-1
Unspecifisd
Be Target DSCP: | Unspecified
8 e :
. Description: | optional
Arnatations: )
=]
. Subjects
= ~ Mame Alias Filters
bgw/ip
=1 P 3

Figure 241. ACI Site 1 contract esg50-to-ext-1

Apply this contract between esg1 and ext-1, ensuring that one side is set as the consumer and the other
as the provider.
dice APIC (siel) an @ QRO

EEC Tenants Fabric Virtual Networking Admin  Operations  Integrations

Add Tenant | Te arch: R | common | bgw | infra | wed-demo | tmerker
Contracts
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Contracts Via EPG
o
= Tenant Name Tenant Alias Contract Name Contract Type Provided [ Consumed QoS Class State

S Contract Type: Contract

bgw Cantract

-1 Contract

Figure 242. ACI Site 1 esg50 contract consumer
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el APIC (sitel) i @ OO

Te Fabric Virtual Netwarking Admin  Operations  Integrations

[raneoransc | bgw | ! tmerk
Contracts
Contracts  Inherited Contracts  Contracts Via EPG Selectors  Inherited Gontracts Via EPG
(o]
~ Tenant Name Tenant Alias Contract Name Contract Type Provided / Consumed QoS Class State
S Cantract Type: Contract
bar Contract Provided Unspecified Formed

Contract Provided

Formed

Figure 243. ACI Site 1 ESG ext-1 contract provider

The figures below show the configuration examples in ACI Site 2. On ACI Site 2, in the L30ut object (c8k-
1-bgp in this example), right click on Route-map for Import and export route control, choose “Create
default-export route-map”.

el APIC (site2)

System Fabric

Networking Admin Operations Integrations

common | queenstown | infra | mgmt | bgw

Route map for import and export route control

for import and export route cantrol

Figure 244. ACI Site 2 create default-export route-map

From the drop-down list, choose default-export then click “+” to add the context entry.

Create Route map for import and export route control [<]

Name: | default-export

QU Match Prefix AND Routing Policy Match Routing Policy Only )

Description: optiona

Route-Map Continue: [

Contexts

Order Name Action Description

Figure 245. Choose default-export contract and add context entry

Give a descriptive context name, fill in description text box if needed, and then click “+”.
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Create Route Control Context <}

Order: |0

Name: |sitel

Description: 192.168.50.0/24

Associated Matched
Rules

Rule Name

Set Rule: | select

Figure 246. Create context

From the Rule Name drop-down list, click Create match Rule for a Route-map, this step is used to create a
match rule to match prefix 192.168.50.0/24.

Create Route Control Context (]
Order: 0 -
Name: |site1-bd50

Action: \_ Deny

Description: 192.168.50.0/24

Associated Matched ﬁ +
Rules:
Rule Name

||se lect an option ‘ 7 o‘

Create Match Rule for a Route Map W

Figure 247. Create a match rule

Give match rule a descriptive Name for example site1-bd50-subnet, then click “+” in the Match Prefix
working area.

Create Match Rule (]
Name: | sitel-bdS0-subnet

Description: |192.168.50.0/24

Match Regex Community Terms: +
Mame Reqular Community Description
Expression Type
Match Community Terms dx
Name Description
Match AS Path Regex Terms s
Name Regular Expression  Descriptior

Match Prfix:

P Description Aggregate Greater Equal Less Equal
Mask Mask

Figure 248. Create match prefix

In the IP field, type 192.168.50.0/24 then click OK.
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Create Match Route Destination Rule [<]
IP: 192.168.50.0/24

Description: optiona

Aggregate: []

D
Figure 249. Type 192.168.50.0/24 for IP field

Then, click Submit to create the match rule.

Create Match Rule (<}
Name: siet-bds0-sutnet
Description: 192.168.50.0/24
Match Reg o +
Regula ommunit escri
Prensio T
Mitch & +
Match AS Path Reg +
o tor
Moteh Pro ® o+
Descriptior aregat eater Equal  Less Equal
v Mask
| 102188500124 e 0 0
e Y som 3

Figure 250. Submit to finish creating a match rule

Click Update to associate the match rule to the route control context.

Create Route Control Context []

Order: 0 <

Name: te1-bdS0

Description: 192168.50.0/24

Associated Matched & +
Rules:
Rule Name

site1-bd50-subnet

-

Set Rule: select a value

Cancel

Figure 251. Update the rule

Then click OK to add the route control context entry to default-export route-map.
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Create Route Control Context (%)
Order: 0
Name: site1-bdS0

Description: 192.168.50.0/24

Action:

Associated Matched W +
Rules:
Rule Name

| site1-bas0-subnet

Set Rule: select a value

Figure 252. Click OK

Click Submit to complete default-export route-map creation.

Create Route map for import and export route control [%]
Name:  default-export

QT Match Prefix AND Routing Policy Match Routing Policy Only )

Description: optional

Route-Map Continue: [

Contexts
mw +
Order Name Action Description
lo site1-bd50 Permit 192.168.50.0/24

Figure 253. Submit to finish default-export route-map creation

Confirm default-export route-map is created.

dek APIC (site2)

L)

atworking Admin  Operations  Integrations

Properties

Figure 254. Default-export route-map completion

Create contract “esgb50-to-ext-1” and configure a filter as needed; in this example, the contract has a filter
to allow all IP traffic.
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‘éll's'élclz' APIC (site2)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS Add Tenant | Tenant & comman | queenstown infra | mgmt | bgw

Contract - esg50-to-ext-1

Summary Topology Palicy
—
Properties
Name: esgq50-to-ext-1
Alias:
Global Alias:
Description: | optiona
Annotations: e
Subjects:
- Name Alias Filters
ip bawiip

Figure 255. ACI Site 2 contract esg50-to-ext-1

Apply this contract between esg1 and ext-1, ensuring that one side is set as the consumer and the other
as the provider.

‘::Il's',':lc',‘ APIC (site2) sdmin e &e

Ter Fabric Virtual Networking Admin  Ope

integrations

emeoraecer ] o | infrs | mgmt | bgw
Contracts
Contracts Inherited Contracts Contracts Via EPG Selectors Inherited Cantracts Via EP
4
+ Tenant Name Tenant Alias Contract Name Contract Type Provided | Consumed QoS Class State
3 Contract Type: Contract
bgw esgs0 Consumed Unspecified Formed
baw £550 Consumed Unspecified Formed

Figure 256. ACI Site 2 ESG esg50 contract consumer
itk APIC e - @@

mamt
Contracts
Contracts inherited Contracts Contracts Via ERG Selectors Inherited Contracts Via EPG
[«]
= Tenant Name Tenant Allas Contract Name Contract Type Provided / Cansumed QoS Class State

3 Contract Type: Contract

Figure 257. ACI Site 2 ESG ext-1 contract provider

Control Plane Verification

The following diagram illustrates the topology used in this verification.
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Border
Gateways

Border
Gateways

ACI Site 1 BGP ASN 400
192.168.50.254/24 BGP ASN 100 172.16.164.1
EP-1

192.168.50.11 L30ut-2

172.16.164.2

BGP ASN 900 | Site2-C8K-1

Subnet 2: 100.68.1.0/24
ExtEP-2: 100.68.1.20

Figure 258. North-South Communication Across Sites with non-stretched (local) BD

ACI Site 1 ACI Site 2

VRF: vrf1
Normalized VNI: 50001

ESG: esg50
Normalized pcTag: 1050
Selector: EPG epg50

ESG: ext1
Normalized pcTag: 8001

ExtEP-2
100.68.1.20

Figure 259. ESG esg50 and ESG ext-1 pcTag

Verify that the external router Site2-C8K-1 in ACI Site 2 has successfully received and installed the route
to subnet 192.168.50.0/24, which originates from ACI Site 1, in its routing table.

Site2-C8K-1#show ip bgp 192.168.50.0
BGP routing table entry for 192.168.50.0/24, version 33
Paths: (1 available, best #1, table default)
Advertised to update-groups:
290
Refresh Epoch 1
400 100
172.16.164.1 from 172.16.164.1 (2.2.2.18)
Origin incomplete, localpref 100, valid, external, best
rx pathid: @, tx pathid: ox@
Updated on Jun 4 2826 15:57:56 UTC
Site2-CBK-1#
Site2-CBK-1#show ip route | in 192.168.50.0
B 192.168.50.8/24 [20/8] via 172.16.164.1, 16:35:32
Site2-C8K-1#

Figure 260. ACI Site 2 External router learns ACI Site 1 non-stretched (local) BD Subnet

For reference, and in line with the previous use case, the compute leaf switches in ACI Site 1 learns the
external subnet 100.68.1.0/24 located in ACI Site 2 via the ACI Site 1 Border Gateways. 10.1.248.2 and
10.1.248.7 are the PTEP addresses of Border Gateway 1 and Border Gateway 2 in ACI Site 2, respectively.

leafl# show ip route 100.68.1.0 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x%' denotes best ucast next-hop

's%' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]
'$<string>' in via output denotes VRF <string>

100.68.1.0/24, ubest/mbest: 2/0
*via 10.1.248.2%overlay-1, [200/0], 17:51:49, bgp-100, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.2/32%overlay-1
*via 10.1.248.7%overlay-1, [20@/@], 17:51:49, bgp-10@, internal, tag 400, pc-tag: 1
recursive next hop: 10.1.248.7/32%overlay-1
leafl#

Figure 261. ACI Site 1 Compute leaf learns ACI Site 2 external subnet
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Data Plane Verification

The figure below illustrates a routed communication scenario between directly connected endpoint and
external endpoint. Communication occurs between endpoint EP-1, a directly connected endpoint in ACI
Site 1, and endpoint ExtEP-2, an external endpoint reachable through the L30ut in ACI Site 2. The
Normalized VNI 50001 is defined by administrator by configuring the normalized VRF VNI when stretching

VRF across two sites

ACI Site 1
! BGP PIP: 1.1.1.101

bgw-leaf1 &

Multi-Site Extemal VIP |
100.100.100.102

bgw-leaf2 &

/" BGP PIP: 1.1.1.102

* Border Gateways

spine689

spine688

Local VRF vrf1
VNI 2162688

IVXLAN

Local BD bd50 |
VNI 15564697 |
!
:

192.168.50.11

Figure 262. Data plane North-South Communication Across ACI Sites with Non-stretched BD

Ping from an endpoint (192.168.50.11) in ACI Site 1 to an external endpoint (100.68.1.20) in ACI Site 2.
The packet capture of the ICMP request from EP-1 to ExtEP-2 confirms that the Layer 3 (VRF) Normalized

Normalized VNI
(VRF VNI) 50001

| Multi-Site External VIP

BGP PIP: 5.5.5.105

105.105.105.105

 Border Gateway

Local VRF vrf1
VNI 2097152

IVXLAN

ACI Site 2

qt-spine811

qt-leaf802

L30ut-2

=n

100.68.1.20

VNI is used in the VXLAN header for inter-site data plane forwarding.

e e * esg50-ext-1-site2.pcapng

i o M RE Re=sE3 & = @ 9 ¢ I {

N _wscol “ICMP*

Ne. Time Source Destination Protoco Lengt Info
12 9.286028 192.168.50.11 100.68.1.20 (ping) request id=8x6093, seq=16/4096, ttl=62 (reply in 13)
13 9.286487 100.68.1.20 192.168.58.11 ICMP 198 Echo (ping) reply id=0x6093, seq=16/4096, ttl=61 (request in 12)
62 1,310028  192,168.50,11 100.68.1.29 ICMP 198 Echo (ping) request id=8x6093, seq=17/4352, tt1=62 (reply in 63)
63 1.310514  1@0.68.1.20 192.168,50.11 ICMP 198 Echo (ping) reply 1d=0x6093, seq=17/4352, ttl=61 (request in 62)
111 2.334621  192.168.50.11 100.68.1.20 ICMP 198 Echo (ping) request id=8x6093, seq=18/4608, tt1=62 (reply in 112)
112 2.334663 100.68.1.20 192.168.508.11 Icmp 198 Echo (ping) reply 1d=0x6093, seq=18/4608, ttl=61 (request in 111)
161 3.358012 192.168.50.11 100.68.1.20 Imp 198 Echo (ping) request id=0x6093, seq=19/4864, ttl=62 (reply in 162)
162 3.358554 100.68.1.20 192.168.50.11 Imp 198 Echo (ping) reply 1d=0x6093, seq=19/4864, ttl=61 (request in 161)
211 4.382045 192.168.50.11 100.68.1.20 Ime 198 Echo (ping) request id=0x6093, seq=20/5128, ttl=62 (reply in 212)
212 4,382567 100.68.1.20 192.168.58.11 ICMP 198 Echo (ping) reply id=0x6093, seq=20/51208, ttl=61 (request in 211)

Frame 12: Packet,
Ethernet II, Src:
Internet Protocol Version 4, Src: 10.8.8.1, Dst: 172.16.
Generic Routing Encapsulation (ERSPAN)

Encapsulated Remote Switch Packet ANalysis Type II

80.100

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (@8:22:bd:f8:19:7f)
Internet Protocol Version 4, Src: 1.1.1.102, Dst: 185,105.105.105

User Datagram Protocol, Src Port: 9443, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @x@800, VXLAN Network ID (VNI)

Group Policy ID: @
VXLAN Network Identifier (VNI): 50881

Reserved: @

Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (8@:8c:@c:@c:@c:0c), Dst: Cisco_e2:bb:99 (@8:8f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 192.168.50.11, Dst: 108.68.1.20

Internet Control Message Protocol

198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595- 0000
Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (80:50:56:bf:d4:el)

] 0@ 5@ 56 bf d4 el 4c

» 8@ b8 fb 54 0@ @@ ff
50 64 1@ 0@ 88 be @0
) 80 Bc 0@ 22 bd f8 19
) 45 00 00 86 20 00 @9
) 69 69 69 69 24 e3 12
@9 c3 51 9@ @8 @f e5
) 88 0@ 45 00 20 54 cb
) 32 0b 64 44 01 14 @8
' 47 6a 00 00 0@ 08 17
)12 13 14 15 16 17 18
) 22 23 24 25 26 27 28
) 32 33 34 35 36 37

Figure 263. ICMP request from EP-1 (192.168.50.11) to ExtEP-2 (100.68.1.20)

The packet capture of the ICMP reply from ExtEP-2 to EP-1 confirms that the Layer 3 (VRF) Normalized VNI

is used in the VXLAN header for inter-site data plane forwarding.
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[ oW ] ° esg50-ext-1-site2.pcapng
dE e m[RE A+«=7 8|5 & a & T
W _ws.col.protocol == "ICMP"
No. Time Source Destination Protoco Lengt Info
12 0.2860828 192.168.50.11 100.68.1.20 ICMP 198 Echo (ping) regquest id=0x6093, s5eq=16/4896, tt1=62 (reply in 13)

13 0.286487 100.68.1.20 192 50.11 ICMP 198 Echo (ping) reply 1d=0x6093, s5eq=16/40896, ttl=61 (request in 12)
62 1.3100828 192,16 9.11 100 ;] MP 198 Echo (ping] request id=0x6093, seq=17/4352, ttl=62 (reply in 63)
63 1.310514 100.68.1.20 192.168.50.11 ICMP 198 Echo (ping) reply 1d=0x6093, seq=17/4352, ttl=61 (request in 62)

111 2.334021 192.168.50.11 100.68.1.20 ICMP 198 Echo (ping) request id=0x6093, seq=18/4608, ttl=62 (reply in 112)
112 2.334663 100.68.1.20 192.168.50.11 ICMP 198 Echo (ping) reply 1d=0x6093, seq=18/4688, ttl=61 (request in 111)
161 3.358012 192.168.50.11 100.68.1.20 ICMP 198 Echo (ping) request id=0x6093, seq=19/4864, ttl=62 (reply in 162)
162 3.358554 100.68.1.20 192.168.50.11 ICMP 198 Echo (ping) reply 1d=0x6093, seq=19/4864, ttl=61 (request in 161)
211 4.382045 192.168.50.11 100.68.1.20 ICMP 198 Echo (ping) request id=0x6093, seq=28/5120, ttl=62 (reply in 212)
212 4,382567  100.68.1.20 192.168.58.11 ICMP 198 Echo (ping) reply id=0x6093, seq=20/5120, tt1=61 (request in 211)
Frame 13: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-f @¢ @@ 58 56 bf d4 el 4c
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:dé:el (8@:50:56:bf:dd:el) 9010 @@ b f9 6c 00 00 ff
Internet Protocol Version 4, Src: 10.0.8.1, Dst: 172.16.89.180 2020 50 64 10 00 88 be 00
Generic Routing Encapsulation (ERSPAN) e gé gg ;; ;Z, gg gg :g
Encapsulated Remote Switch Packet ANalysis Type II 0 64 64 64 66 34 94 12
Ethernet II, Src: Cisco_f8:19:ff (@@:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47) 0060 @@ c3 51 90 88 5d 73
Internet Protocol Version 4, Src: 5.5.5.105, Dst: 100.100.100.102 0070 08 08 45 00 @@ 54 51
User Datagram Protocol, Src Port: 13468, Dst Port: 4789 '@ @1 14 c@ a8 32 @b 80
Virtual eXtensible Local Area Network @p98 47 6a 00 @8 @P @8 17
Flags: 0x080@, VXLAN Network ID (VNI) @0a@ 12 13 14 15 16 17 18
Group Policy ID: @ Gobe 22 23 24 25 26 27 28
VXLAN Network Identifier (VNI): 50001 32 33 34 35 36 37

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:@c), Dst: Cisco_eb:c5:99 (@@:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 108.68.1.20, Dst: 192,168,58.11
Internet Control Message Protocol

Figure 264. ICMP reply from ExtEP-2 (100.68.1.20) to EP-1 (192.168.50.11)

Policy Enforcement
The figure below illustrates the policy enforcement locations for traffic an endpoint in ACI Site 1 to an
external endpoint in ACI Site 2.

ACI Site 1 ACI Site 2

enforce enforce
policy policy

Border
Gateway

Border
Gateway

EP-1
192.168.50.11

100.68.1.20

Figure 265. ACI Site 1 internal endpoint to ACI Site 2 external endpoint

Traffic from an endpoint in ACI Site 1 to an external endpoint through ACI Site 2: The Border Gateway
applies policy in each site. Site 1 Border Gateway learns remote external subnet from Site 2 with pcTag
advertised by Site 2 Border Gateway, which uses pcTag of 1 when it is advertised within ACI Site 1. It
results that ACI Site 1 compute leaf does not apply the policy for the traffic destined to the remote external
subnet and ACI Site 1 Border Gateway applies the policy instead. Upon traffic reaching ACI Site 2, ACI Site
2 Border Gateway applies policy because both source and destination class IDs can be derived.

The figure below illustrates the policy enforcement locations for the return traffic.
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ACI Site 1 ACI Site 2

enforce
~ policy

enforce =
policy -

Border
Gateway

EP=1
192.168.50.11

100.68.1.20

Figure 266. ACI Site 2 external endpoint to ACI Site 1 internal endpoint

Traffic an external endpoint through ACI Site 2 to an endpoint in ACI Site 1: the Border Gateway applies the
policy for traffic from an external endpoint to an endpoint in ACI Site 1 because Site 2 border leaf in ACI
Site 2 cannot derive destination class based on the destination IP address. It is because the Border
Gateways in ACI Site 2 sets the Do-Not-Learn bit on traffic received from Site 1, which prevents the
border leaf from learning the remote endpoint. As a result, policy enforcement at Site 2 is performed by the
Border Gateway. When the traffic reaches ACI Site 1, the compute leaf applies the policy because the
Border Gateways do not learn local endpoints in the same sit, which means Border Gateways will implicitly
permit the traffic.

Use Case 7: Transit Routing Across ACI Sites

Use Case Overview

In this use case, the two ACI Sites play a transit function to forward traffic between L30uts across ACI
Sites. The figure below illustrates the logical diagram. An external endpoint via L30ut-1 in ACI Site 1
communicate with an external endpoint via L30ut-2 in ACI Site 2.

ACI Site 1 ACI Site 2

Local L3VNI: 2162688 Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

pcTag: 27 pcTag: 10931
Normalized pcTag: 8001 ESG: ext-1 Normalized pcTag: 8001
Selector: External subnet ’ Selector: External subnet
100.64.1.0/24 100.68.1.0/24
- J

Figure 267. Transit routing across ACI Sites

The figure below illustrates the topology and IP addresses used in this section.
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Border

I Gateways '

BGP ASN BGP ASN
100 400

Router 1 | BGP ASN BGPASN | Router 2
600 900
Subnet 1: 100.64.1.0/24 Subnet 2: 100.68.1.0/24
Ext EP1: 100.64.1.10 Ext EP2: 100.68.1.20

Figure 268. Transit routing across ACI Sites networking view

To enable communication between the two external endpoints (100.64.1.10 and 100.68.1.20), both
external routes must be exchanged between ACI Sites; 100.64.1.0/24 from ACI Site 1 must be advertised
to Router 2, and the route 100.68.1.0/24 from ACI Site 2 must be advertised to Router 1.

Configure Transit Routing

Transit routing configuration has been documented in detail at
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/6x/I3-configuration/cisco-apic-layer-3-networking-

configuration-guide-62x/transit-routing-layer3-config-62x.html

Configure a route-map for advertising external route from ACI Site 2 to ACI Site 1. On ACI Site 1 L30ut,
right click on L30ut object and choose “Create Route map for import and export route control”.

‘decs’ APIC (site)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant Tenant Searc common | bgw infra | wc9-demo

L3 Outside - bgp-c8kv

™% Nodes from Node Profiles

1

Create External EPG
Create Route map for import and export route contral

Create Default Route Leak Policy ce Profiles

ort and export route

Delete

Save as O
Post

Share

Open In Object Store Browse

Figure 269. ACI Site 1 Create route map for import and export route control
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Name the route map for example “transit-100-68", keep Type as default “Match Prefix AND Routing
Policy”, click “+” to add a Context.

Create Route map for import and export route control (<]

Name: | transit-100-68

~
Type: Match Prefix AND Routing Policy Match Routing Policy Only /:

Description: |optional

Contexts

Order Name Action Description

Figure 270. ACI Site 1 Route-map

Name the context, for example 100-68, then click “+” to add a match rule which is to match the prefix
100.68.1.0/24 that is the external prefix from ACI Site 2.

Create Route Control Context (<]

Order: |0 -

Name: 100-68
——

a
.

Description: | optional

Associated Matched
Rules

Rule Name

Figure 271. ACI Site 1 Route-map route control context

Click the drop-down list and scroll all the way to the bottom then choose “Create Match Rule for a Route
Mapn

Create Route Control Context (<]

Order: 0

Name: 100-68

Description: optional

Action:

Associated Matched i
Rules
Rule Name

Peiassn o

lo14-c8kv-3
bgw
permit-any
bgw

Set Rule: 9
routerloopback
bgw
$00
bgw

test
bgw

Create Match Rule for a Route Map i

Figure 272. ACI Site 1 Create a match rule

Name the match rule for example “100-68-1", then click “+” in the Match prefix pane.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 131 of 209



Create Match Rule (]

Name: | 100-68-1

Description: | optiona

Match Regex Community Terms +

Name Regular Community Description
Expression Type
Match Community Terms:
Name Description
Match AS Path Regex Terms -+
Name Regular Expression Description

Match Prefix El

Description Aggregate Greater Equal ess Equal Mask
Mask

Figure 273. ACI Site 1 Add Match Prefix for a match rule

In the IP field, type 100.68.1.0/24, then click OK to complete.
Create Match Route Destination Rule &

IP:{100,68.1.0/24

Description: | optional

Aggregate: []

Figure 274. ACI Site 1 Route-map match rule add prefix

Click Submit to create a match rule.
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Create Match Rule [x]
Name: |100-68-
Description: | optional
Match Regex Community Terms: 4
Mame Regular Community Description
Expressior Type
Match Community Terms: +
Name Description
Match AS Path Regex Terms: L
Name Regular Expression Descriptior
Match Prefix: n +
F Description Aggregate Greater Equal Less Equal
Mask Mask
I 100.68.1.0/24 False o 0

Figure 275. ACI Site 1 Create Match rule completion

Click Update to associate the match rule.

Create Route Control Context S
Order: 0

Name: 100-68

s
Action: (_ Deny

Description: optional

Associated Matched m -+
Rules:
Rule Name

100-68-1

Co1 -3

Set Rule: select a value

Cancel

Figure 276. ACI Site 1 Create update to utilize matched rule

Click OK to complete the route-map route control context creation.
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Create Route Control Context <]
Order: |0

Name:

Description: |optional

Associated Matched w +
Rules:
Rule Name

] 100-68-1

Set Rule: | select a valut

Figure 277. ACI Site 1 Click OK to complete route-map route control context creation

Click Submit to complete the route-map creation.

Create Route map for import and export route control [>]

Name: transit-100-68-1

Match Prefix AND Routing Policy [V EHI SN

Descript ptional
Contexts
w +
Order Name Action Description
lo 100-68 Parmit

Figure 278. ACI Site 1 Submit to finish route-map creation

The newly created route-map appears under “Route map for import and export route control” sub-menu.

RITRIE
cisco APIC (site
Tenants Fabric Virtua ing Admin  Operations  Integrations

ALLTENANTS | AddTenant | T [rame orceser [MENEEUREY bgw | infra | wco-demo | tmerker

Route Control Profile - transit-100-68-1

Properties

~ Order Name Action

100-68 Permit

Figure 279. ACI Site 1 Route-map completion

To apply the route-map, navigate to external EPG -> Policy -> General then scroll down to Route Control

Profile section and click “+”.
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CETT— = "
9 External EPG - bgp-ext-epg C
.
- e - "
O £ %
Properies
L30Ut Contract Mastar -
: G

Figure 280. ACI Site 1 Apply route-map

In the Name drop-down list, choose “transit-100-68-1" which is the route-map created above, and
choose Route Export Policy for Direction.

el APIC (sitel) )

Tenan! Fabric Virtual Networking Admin  Operations

Integrations

¢ External EPG - bgp-ext-epg

Properties

L30ut Contract Master

Figure 281. ACI Site 1 Apply route-map export direction
Verify that the external router in ACI Site 1 learns 100.68.1.0/24 from the ACI Site1 border leaf switch.

Sitel-CBK-1#show ip route bgp
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX — EIGRP external, 0 - OSPF, IA — OSPF inter area
N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-1I5, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
o - 0DR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& = replicated local route overrides by connected

Gateway of last resort is not set

8.0.0.0/24 is subnetted, 1 subnets
8.8.8.0 [20/0] via 11.0.8.1, 7wld
100.0.0.9/8 is variably subnetted, 13 subnets, 2 masks
B 100.68.1.8/24 [20/0] via 172.16.161.1, 3dleh
B 192.168.1.0/24 [2@/8] via 172.16.161.1, 3d1lh
Sitel-C8K-1#

Figure 282. ACI Site 1 External router learns remote route

The configuration steps on ACI Site 2 are identical to those on ACI Site 1, with the exception that the
match rule is 0 match subnet 100.64.1.0/24 that is the external subnet from ACI Site 1.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 135 of 209



Match Rule - 100-64-1 08
Policy History
o + %K.
Properties
Match AS Path Regex Terms: +
~ Name Regular Expression Description
Match Prefix +
P Description Aggregate Greater Equal Mask Less Equal Mask
100.64.1.0/24 False a a

Figure 283. ACI Site 2 Match rule

él\;éll; APIC (site2)

System Fabric Virtual king Admin Operations Integrations

ALL TENANTS = [ameoroeser . D i o | aeararonn a0 gt
© External EPG - ext-1
Summary Palicy Operational
General Contracts nherited Contracts
Properties
L30ut Contract Masters:
L30u Contract Master
r impert and export route contral
Route Control Profile:
“ Name Direction
ransit-100-64-1 Route Export Polcy

Figure 284. ACI Site 2 Apply route-map export direction

Verify that the external router in ACI Site 2 learns 100.64.1.0/24 from the ACI Site 2 border leaf switch.

Site2-C8K-1#show ip route bgp
Codes: L - local, C - connected, S - static, R = RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n = NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g — NHRP registration summary
o - ODR, P - periodic downloaded static route, 1 - LISP
a - application route
+ - replicated route, % - next hop override, p - overrides from PfR
& - replicated local route overrides by connected

Gateway of last resort is 172.16.0.1 to network 0.0.0.0

100.0.8.0/8 is variably subnetted, 3 subnets, 2 masks
B 100.64.1.0/24 [2@/0] via 172.16.164.1, 3d1llh
B 192.168.1.08/24 [20/@] via 172.16.164.1, Sw2d
Site2-C8K-1#

Figure 285. ACI Site 2 External router learns remote route

It is important to note that the default-export route map configured in Use Case 6: North-South
Communication Across ACI sites with Non-stretched BD can also be leveraged for transit routing
purposes. To utilize this capability, a new match context for subnet 100.64.1.0/24 must be added to the
existing default-export route map configuration.
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Al -
dsc APIC (sie2) w QO O O

System  [IE Fabric Virtual Networking Admin  Operations  Integrations

[ rame ordeser ] | 1 1
Route Control Profile - default-export Q
Policy ult History
o+
Properties

- Order Hame Action Description

a sitel-bs0 Permit 102.168.50.0/24

Figure 286. Add new context to default-export route-map

Follow similar step to add a new context.

Al -
cllsc!: APIC (site2) admin o‘l

System Tenants Fabric Virtual Networking Admin Operations Integrations

| on | bgw town | infra | mgmt

Route Control Profile - default-export

Policy
Properties
Name: defauli-export
QT Match Prefix AND Rauting Match Routing
Description: optiona
Context:
~ Order Name Action Description
site1-bd50 Permit 192.168.50.0/24
| 1 100-64-1 Permit 100.64.1.0/24

Figure 287. ACI Site 2 Add new context to default-export

Control Plane Verification

The following diagram illustrates the topology used in this verification.

Border Border
Gateways Gateways
BGP ASN BGP ASN
100 400
172.16.161.1 172.16.164.1

172.16.161.2 172.16.164.2

Site1-C8K-1| Router 1 | BGP ASN BGPASN | Router 2 | site2-C8K-1
Subnet 1: 100.64.1.0/24 Subnet 2: 100.68.1.0/24
EXtEP-1: 100.64.1.10 ExtEP-2: 100.68.1.20

Figure 288. Transit Routing control plane verification
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ACI Site 1 ACI Site 2
Local L3VNI: 2162688 Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

L30ut-1 L30ut-2

pcTag: 27 pcTag: 10931
Normalized pcTag: 8001 ESG: ext-1 Normalized pcTag: 8001
Selector: External subnet . Selector: External subnet

100.64.1.0/24 100.68.1.0/24

Figure 289. ESG ext-1 with normalized pcTag 8001

As this use case is analogous to Use Case 5 North-South Communication Across ACI Sites with Stretched
BD , this section briefly reviews the routing table entries on the external routers on both sites. The
expected outcome is that Router 1 (Site1-C8K-1) learns 100.68.1.0/24 and Router 2 (Site2-C8K-1) learns
100.64.1.0/24.

Sitel-C8K-1#show ip route 100.68.1.0
Routing entry for 100.68.1.0/24
Known via "bgp 600", distance 20, metric @
Tag 100, type external
Last update from 172.16.161.1 15:26:32 ago
Routing Descriptor Blocks:
* 172.16.161.1, from 172.16.161.1, 15:26:32 ago
opaque_ptr @x7FOA9158B2EQ
Route metric is @, traffic share count is 1
AS Hops 3
Route tag 100
MPLS label: none
Sitel-C8K-1#

Figure 290. ACI Site 1 Router 1 learns route from Router 2

Site2-C8K-1#show ip route 100.64.1.0
Routing entry for 100.64.1.0/24
Known via 'bgp 900", distance 2@, metric @
Tag 400, type external
Last update from 172.16.164.1 15:05:56 ago
Routing Descriptor Blocks:
* 172.16.164.1, from 172.16.164.1, 15:05:56 ago
opaque_ptr @0x7B7C90E2EB38
Route metric is @, traffic share count is 1
AS Hops 3
Route tag 400
MPLS 1label: none
Site2-C8K-1#

Figure 291. ACI Site 2 Router 2 learns route from Router 1

Data Plane Verification

The figure below illustrates a transit routing communication scenario. Communication occurs between
ExtEP-1, an external endpoint reachable through the L30ut in ACI Site 1, and ExtEP-2, an external
endpoint reachable through the L30ut in ACI Site 2.
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ey —— -p‘q- ------------------------------ Pt e -
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i '
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L30ut-2
100.64.1.10 100.68.1.20

Figure 292. Transit Routing

Ping from an external endpoint ExtEP-1 (100.64.1.10) in ACI Site 1 to an external endpoint ExtEP-2
(100.68.1.20) in ACI Site 2. Communication works even without any contract between ESG ext-1 in ACI
Site 1 and ESG ext-1 in ACI Site 2, the reason is that the same normalized pcTag 8001 is used for ESG
ext-1 Site 1 and ESG ext-1 Site 2, which means that the external prefixes received from the local L30ut
and from the other site are part of the same ESG.

The packet capture of the ICMP request from ExtEP-1 to ExtEP-2 confirms that the Layer 3 (VRF)
Normalized VNI is used in the VXLAN header for inter-site data plane forwarding.

*0®
AW 0 mORT ResEF 215 aqa T
No.

_ws.col.protocol == ICMP*

Time Source Destination Protoco Lengt Info

— 38 0.812441 100.64.1.18 100.68.1.20 ICMP 198 Echo (ping) request id=@x6bf4, seq=689/45314, tt1=61 (reply in 39)
39 0.812929 100.68.1.20 108.64.1.10 ItMP 198 Echo (ping) reply id=@x6bf4, seq=689/45314, ttl=61 (request in 38)
90 1.812608 100.64.1.10 100.68.1.20 IcMP 198 Echo (ping) request id=@x6bfd, seq=698/45570, ttl=61 (reply in 91)
91 1.813159 100.68.1.20 108.64.1.10 IcMe 198 Echo (ping) reply id=@x6bf4, seq=690/45570, ttl=61 (request in 98)
158 2.813771 100.64.1.10 100.68.1.20 IcMP 198 Echo (ping) request id=@x6bfd4, seq=691/45826, ttl=61 (reply in 159)
159 2,814277 100.68,1.20 100.64.1.10 ICMP 198 Echo (ping) reply id=@x6bf4, seq=691/45826, ttl=61 (request in 158)
Frame 38: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-f 0000 @@ 5@ 56 bf d4 el 4c 7

@@ b8 fa 2c @0 00 ff 2
50 64 10 00 88 be 00 @
@@ @c 08 22 bd f8 19 f
45 00 00 86 00 00 @6 O

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@0:50:56:bf:d4:e1)
Internet Protocol Version 4, Src: 10.0.8.1, Dst: 172.16.88.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (8@:22:bd:f8:19:ff)
Internet Protocol Version 4, Src: 1.1.1.1081, Dst: 1@5.185.185.105
User Datagram Protocol, Src Port: 28234, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @x088@, VXLAN Network ID (VNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 50081
Reserved: @

69 69 69 69 6e 4a 12 b
@8 c3 51 @8 88 of e5 e
@8 00 45 @0 00 54 84 4
@1 0a 64 44 91 14 @88 B
42 6a 00 @0 00 00 7c B
12 13 14 15 16 17 18 1
22 23 24 25 26 27 28 2
32 33 34 35 36 37

Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (80:8c:@c:@c:@8c:@c), Dst: Cisco_e2:bb:99 (08:8f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 100.64.1.10, Dst: 100.68.1.20
Internet Control Message Protocol

Figure 293. ICMP request from ExtEP-1 (100.64.1.10) to ExtEP-2 (100.68.1.20)

The packet capture of the ICMP reply from ExtEP-2 to ExtEP-1 confirms that the Layer 3 (VRF) Normalized
VNI is used in the VXLAN header for inter-site data plane forwarding.
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[N ] " transit-routing-aci.pcapng
A4 m ® = RE Qe=E% & = @ q & I
i _ws.col.pratocol == "ICMP"
No. Time Source Destination Protoco Lengt Info
- 38 0.812441 100.64.1.10 100.68.1.20 ICMP 198 Echo (ping) request id=0x6bf4, seq=689/45314, ttl=61 (reply in 39)
39 8.812929 100.68.1.20 100.64.1.18 1d=0x6bf4, seq=689/45314, (request in 38)
90 1.812608 100.64.1.10 100.68.1.20 ICMP 198 Echo (ping) request id=@x6bfd4, seq=69@/4557@, tt1=61 (reply in 91)
91 1.813159 100.68.1.20 100.64.1.10 IcMP 198 Echo (ping) reply id=0x6bf4, seq=690/45578, tt1=61 (request in 9@)
158 2.813771 100.64.1.10 100.68.1.20 IcMp 198 Echo (ping) request id=0x6bf4, seq=691/45826, ttl=61 (reply in 159)
159 2.814277  100.68.1.20 100.64.1.10 ICMP 198 Echo (ping) reply id=0x6bf4, seq=691/45826, tt1=61 (request in 158)
Frame 39: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-£ 00 58 56 bf d4 el 4c
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:e1 (@0:50:56:bf:d4:e1) 00 b8 fa 17 @0 00 ff I
Internet Protocol Version 4, Src: 10,0.8.1, Dst: 172,16.80.100 50 64 10 00 88 be 00 {
Generic Routing Encapsulation (ERSPAN) gé ég ;; ;Z gg ga gg é
Encapsulated Remote Switch Packet ANalysis Type II 64 64 64 66 20 58 12 |
Ethernet II, Src: Cisco_f8:19:ff (@@:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47) 88 c3 51 08 64 B8 64 ¢
Internet Protocol Version 4, Src: 5.5.5.105, Dst: 100.100.100.102 08 00 45 80 00 54 39 ¢
User Datagram Protocol, Src Port: 8288, Dst Port: 4789 @1 14 64 48 @1 @a 0@ ¢
Virtual eXtensible Local Area Network 42 6a B0 00 0@ 0O 7c £
Flags: 0x@80@, VXLAN Network ID (VNI) 12 13 14 15 16 17 18 1
Group Policy 1D: @ 22 23 24 25 26 27 28
VXLAN Network Identifier (VNI}: 50001 32 33 34 35 36 37

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:@c), Dst: Cisco_ca:39:3a (64:08:64:ca:39:3a)
Internet Protocol Version 4, Src: 100.68.1.2@, Dst: 100.64.1.10
Internet Control Message Protocol

Figure 294. ICMP reply from ExtEP-2 (100.68.1.20) to ExtEP-1 (100.64.1.10)

Policy Enforcement

The figure below illustrates the policy enforcement locations for traffic from an external endpoint in ACI Site
1 to an external endpoint in ACI Site 2.

ACI Site 1 ACI Site 2

enforce
; enforce policy
< policy 7
Border - - -—— Border
Gateway ISN Gateway
ExtEP-1 ExtEP-2
100.64.1.10 100.68.1.20

Figure 295. Policy enforcement Transit Routing across sites

Policy is enforced at the Border Gateways at both ACI sites in both directions, as the Border Gateways
retain the route and the associated pcTag through BGP EVPN Type-5 route exchange. Conversely, the
compute leaf receives the route but resets the pcTag to 1, resulting in traffic being forwarded without
contract enforcement.

Use Case 8: Design Considerations with Overlapping Prefixes in Multi-L30ut
Deployments

Use Case Overview

In this use case, each ACI site maintains its own dedicated L30Out connection to the external WAN.

The figure below illustrates the design. The external routers (Router 1 In ACI Site 1 and Router 2 in ACI Site
2) establish BGP sessions with the Core-WAN router (BGP ASN 800), which serves as the gateway to the
external WAN. The Core-WAN router advertises 108.0.0.0/24 to both ACI sites. As a result, both ACI sites
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learn the same prefixes through their local L30uts as well as through the other site, which requires a
traffic-engineering for path-selection and failover to ensure optimal forwarding behavior, efficient
WAN-link utilization, and seamless recovery if the local L30ut becomes unavailable.

It is important to note that, with the introduction of Core-WAN router in this specific design, the two ACI
sites no longer serve as transit points between Router 1 and Router 2. For example, 100.64.1.0/24 behind
Router 1 is now advertised through Core-WAN router to Router 2 via BGP. In the reverse direction,
100.68.1.0/24 behind Router 2 is advertised through Core-WAN router to Router 1 via BGP.

ASN 400

ASN 100

EP-1
192.168.1.11
192.168.1.0/24
192.168.1.0/24 172.16.161.1 172.16.164.1
ESG: esgl ESG: esgl
Local pcTag: L30ut-1 L30ut-2 Local pcTag: 10930

Normalized pcTag: 1001 Normalized pcTag: 1001

172.16.161.2 172.16.164.2

11.0.0.2 12.0.0.2

Advenis;\ Advertise
108.0.0.0/24 108.0.0.0/24

11.0.01 12.0.0.1 ESG: ext-core
Local pcTag: 20
Normalized pcTag: 8008

100.64.1.0/24 100.68.1.0/24

ASN 800

ESG: ext-core
Local pcTag:
Normalized pcTag: 8008

108.0.0.10

108.0.0.0/24

Figure 296. Overlapping Prefix multiple L30uts

Create common prefix ESG and apply policy

The ESG ext-core is configured on both ACI sites using the same External Subnet Selector and the
normalized pcTag to maintain policy consistency. In this use case, under normal conditions when both
L30uts are operational, both ACI Sites learn the same external prefix (108.0.0.0/24) from the Core-WAN. It
is required to configure the “External Subnet Selector” on both ACI Sites to match the subnet 108.0.0.0/24
for the ESG ext-core to classify traffic correctly. This configuration allows traffic originating from the local
L30ut to be recognized and permitted once the contract between esg1 and ext-core is applied.

To permit traffic between EP-1 in esg1 to EP-3 in esg-ext-core, create a contract named esg-ext-core,
between esg1 and ext-core. The following figures are ESG and contract configuration in both ACI sites.
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Al APIC (sitel)

Syst Tenants ri Virtual Networking Admin  Operations  Integrations

o ORI | common | bgw | infia | Fortune

Properties

Normalized pcTag: | 8

Resolved VRF: uni/tn-bgw/ctx-vrf1 (33

ESG Admin State

Figure 297. ACI Site 1 ESG ext-core

el APIC (site)

System Tenants Fabric Virtual Networking Admin Operations Integrations

| common | bgw | infra | wee-demo | tmerkerl

Description

& External Sul

Figure 298. ACI Site 1 ESG ext-core External Subnet Selector
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Figure 299. ACI Site 1 ESG ext-core contract provider
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Figure 300. ACI Site 1 ESG esg1 contract consumer
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Figure 301. ACI Site 2 ESG ext-core

el APIC (site2)

Systen  [REGEUES Fabric Virtual Networking Admin  Operations  Integrations

™ Description

B Extema

Figure 302. ACI Site 2 ESG ext-core External Subnet Selector
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Figure 303. ACI Site 2 ESG ext-core contract provider
dice APIC (site2) wnn @Ol

T Fabric Jirtual Networking Admin  Operations  Integrations

Contracts
Contracts. Inherited Contracts Contracts Via EPG Selectars Inherited Contracts Via
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baw esg-ext-core Contract Censumes Unspecified Formed

Figure 304. ACI Site 2 esg1 contract consumer

Default Traffic Flow

By default, in an ACI fabric, a local L30ut is always preferred for outbound communication from an ACI
local endpoint to an external network. As a result, outbound traffic is deterministic whereas inbound traffic
from an external client (108.0.0.10 in this example) to an ACI local endpoint might not be deterministic
depending on how to advertise the ACI internal subnet to the external network.

AT
- ™~

ASN 100 ASN 400
EP-1 EP-2
192.168.1.11 —| ACI Site 1 ACI Site 2 —192.168.1.201
-Q = Py 2 |

172.16.161.1 172.16.164.1

Ep-3 | 108.0.0.10

Figure 305. Outbound flow from ACI Site connected endpoint to external

The following is a BGP configuration example on Core-WAN router:
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Core-WAN#show run | sec bgp
router bgp 800

bgp log-neighbor-changes
neighbor 11.0.0.2 remote-as 600

neighbor 11.0 fall-over bfd

(@]
(@]

neighbor 12. remote-as 900

N N N N

(@)
(@)

neighbor 12. fall-over bfd

!
address-family ipv4

network 0.0.0.0

network 108.

(@]

0

network 8.8.8.0 mask 255.255.255.0
0.0.0 mask 255.255.255.0
0

(@)

neighbor 11. .2 activate

neighbor 12.0.0.2 activate

exit-address-family

The BGP table on Core-WAN router shows two entries for the same destination prefix 192.168.1.0/24
(BD1 subnet), with next-hops 11.0.0.2 and 12.0.0.2 corresponding to Router 1 (Site 1) and Router 2 (Site
2). Following the default BGP best path selection process, only one route is selected as the best path. In
this case, the route via 12.0.0.2 is selected as it happens to be the oldest route. Although BGP multipath
can be enabled to install multiple equal-cost paths for load balancing, it does not address suboptimal
inbound traffic to ACI Sites.

Core-WAN#show ip bgp

BGP table version is 98, local router ID is 8.8.8.8

Status codes: s suppressed, d damped, h history, % valid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,
x best-external, a additional-path, ¢ RIB-compressed,
t secondary path, L long-lived-stale,

Origin codes: i - IGP, e — EGP, 7 - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.0.1 32768 i
32768 i

*> 8.8.8.0/24 0.0.0.0

]

*> 100.64.1.8/24 11.0.0.2 [} 600 i

*>  100.64.2.0/24 11.0.0.2 ] 0 600 i

*> 100.64.3.8/24 11.0.8.2 @ 600 i

*> 100.64.4.0/24 11.0.0.2 ] 0 600 i

*> 100.64.5.8/24 11.0.0.2 @ 600 i

*> 100.64.6.0/24 11.0.08.2 e @ 600 i

*> 100.68.1.8/24 12.0.08.2 0 900 i

*> 108.0.0.0/24 0.0.0.0 32768 i

*> 172.16.31.8/24 11.0.0.2 @ 600 100 ?
* 192.168.1.0 11.0.0.2 600 100 ?
*> 12.0.0.2 @ 900 4ee ?

Core-WAN#

Figure 306. Core-WAN BGP Table

The following is the routing table for 192.168.1.0/24 (BD-1 subnet) on Core-WAN, which uses 12.0.0.2
(Router 2) as the next hop.
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Core-WAN#show ip route 192.168.1.0

Routing entry for 192.168.1.6/24
Known via "bgp 800", distance 20, metric @
Tag 900, type external
Last update from 12.0.0.2 00:06:52 ago
Routing Descriptor Blocks:
* 12.0.0.2, from 12.8.0.2, 80:86:52 ago

opaque_ptr @x7F3F85800CA8

Route metric is @, traffic share count is 1
AS Hops 2
Route tag 900
MPLS label: none
Core-WAN#
Core-WAN#
Core-WAN#show ip route | in 192.168.1.0
B 192.168.1.0/24 [20/0] via 12.0.0.2, @0:07:83
Core-WAN#

Figure 307. Core-WAN Routing Table

Based on the routing table on Core-WAN, inbound traffic from the external endpoint behind Core-WAN is
always forwarded through Router 2 connected to ACI Site 2, regardless of the actual location of the
destination endpoint in 192.168.1.0/24. Moreover, the inbound traffic path is not deterministic. For
example, if Router 2 is reloaded or the L30ut-2 BGP session is reset, the Core-WAN router will shift its
best path next-hop to Router 1, redirecting all inbound traffic from the external WAN to 192.168.1.0/24
accordingly. This non-deterministic inbound traffic behavior introduces challenges in deployments where a
stateful device resides between the Core-WAN router and the ACI sites, as such stateful devices may drop
asymmetric traffic. Furthermore, with this default configuration, one of the L30ut connections remains
consistently idle for inbound traffic, resulting in suboptimal utilization of the available WAN links.

- =~
ASN100 - S~ ASN 400

ACI Site 1

EP-2
192.168.1.201

EP-1
192.168.1.11

o — — =

172.16.161.1

172.16.161.2

1 1
ASN 600 R(iuter’2 ASN 900
11.0.0.2 / p 12002

EP-3 | 108.0.0.10

Figure 308. Non-optimal incoming flow

Inbound Traffic Flow Optimization

To optimize inbound traffic from the external WAN to ACI local endpoints, host-based routing can be
enabled on both ACI sites. By configuring the “Advertised Host Route” option on bd1 in both ACI Site 1
and ACI Site 2, each site advertises /32 host routes (/128 for IPv6) for every active endpoint in bd1 to
Core-WAN router via their respective local L30uts.

As a result, Core-WAN router learns /32 host routes from both ACI sites simultaneously. Since each /32
host route is advertised exclusively by the site where the endpoint resides, Core-WAN router can
accurately determine the optimal next-hop for each destination endpoint. This ensures that inbound traffic
from the external WAN is always forwarded to the correct ACI site, regardless of endpoint location,
eliminating the non-deterministic inbound traffic behavior described previously.
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When enabling host-based routing, it is important to carefully consider the routing table capacity of all
external devices along the path between the ACI sites and Core-WAN router. Intermediate routers, such as
Router 1 and Router 2, will also learn and carry the /32 host routes in their routing tables. As the number of
active endpoints grows, the volume of advertised host routes increases proportionally, which may exceed
the routing table capacity of intermediate devices if not properly planned.

The following figures show the bd1 configuration in both ACI sites.

o
[

lis APIC Gsiten) womin

Ter Virtual Networking Admin  Operations  Integrations

Bridge Domain - b1
Operational Stats

eneral L3 Configurations

Properties

Figure 309. ACI Site 1 bd1 Advertise Host Routes

dics APIC (site2)

Summary Policy Operational Stats

General L3 Configurations

Properties

Figure 310. ACI Site 2 bd1 Advertise Host Routes

With host-based routing enabled on bd1, Core-WAN router learns /32 host routes for all active endpoints
such as 192.168.1.11 in ACI Site 1 via Router 1 and 192.168.1.201 in ACI Site 2 via Router 2.

The following figures is the routing table for 192.168.1.0/24 and the hosts routes on Core-WAN.

Core-WAN#show ip route | in 192.168.1

192.168.1.0/24 is variably subnetted, 5 subnets, 2 masks
B 192.168.1.0/24 [20/0] via 12.0.0.2, 01:44:57
B 192.168.1.7/32 [20/0] via 11.0.0.2, 00:12:32
B 192.168.1.11/32 [20/0) via 11.0.0.2, 00:13:02
B 192.168.1.29/32 [20/0] via 11.0.0.2, 00:13:02
B
C

192.168.1.201/32 [20/0] via 12.0.0.2, 00:16:12
ore-WAN#

Figure 311. Core-WAN Router learns host routes

The figures below show traceroute outputs on an external endpoint 108.0.0.10, which are to 192.168.1.11
and 192.168.1.201.
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cisco@core-wan-endpoint:~$ ifconfig ens192
ens192: flags=4163<UP, BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 108.0.0.10 netmask 255.255.255.@0 broadcast 108.0.0.255
inet6 feB8@::250:56ff:febf:9618 prefixlen 64 scopeid @x20<link>
ether @@:50:56:bf:96:18 txqueuelen 1000 (Ethernet)
RX packets 638402621 bytes 38978668129 (38.9 GB)
RX errors @ dropped 9362820 overruns @ frame @
TX packets 19175142 bytes 879826624 (879.8 MB)
TX errors @ dropped @ overruns carrier @ collisions @

cisco@core-wan-endpoint:~$

Figure 312. Core WAN external endpoint

cisco@core-wan-endpoint:~$ traceroute 192.168.1.11

traceroute to 192.168.1.11 (192.168.1.11), 30 hops max, 6@ byte packets
1 _gateway (108.0.0.1) 0.859 ms ©.839 ms 0.808 ms

2 11.0.0.2 (11.0.0.2) 1.319 ms 1.305 ms 1.284 ms

3 172.16.161.1 (172.16.161.1) 2.216 ms 2.630 ms 3.062 ms

4 192.168.1.11 (192.168.1.11) 1.599 ms 1.918 ms 1.898 ms
cisco@core-wan-endpoint:~$

Figure 313. Traceroute from core wan external endpoint to ACI Site 1 endpoint

cisco@core-wan-endpoint:~$ traceroute 192.168.1.201

traceroute to 192.168.1.201 (192.168.1.201), 30 hops max, 60 byte packets
1 _gateway (108.0.0.1) ©0.465 ms ©0.434 ms 0.409 ms

2 12.0.0.2 (12.0.0.2) 1.183 ms 1.169 ms 1.152 ms

3 172.16.164.1 (172.16.164.1) 2.003 ms 2.438 ms 2.606 ms

4 192.168.1.254 (192.168.1.254) 2.391 ms 2.814 ms 3.402 ms

5 192.168.1.201 (192.168.1.201) 1.744 ms 1.747 ms 1.732 ms
cisco@core-wan—-endpoint:~$

Figure 314. Traceroute from core wan external endpoint to ACI Site 2 endpoint

Incoming default route (0/0) consideration

This subsection discusses key considerations when an external router advertises the default route
(0.0.0.0/0) to both ACI sites.

ASN 100 ASN 400

EP-1
192.168.1.11

192.168.1.0/24

192.168.1.0/24

ESG: esg1
Local pcTag:
Normalized pcTag: 1001

172.16.161.1 172.16.164.1

ESG: esg1
Local pcTag: 10930
Normalized pcTag: 1001

172.16.161.2 172.16.164.2

12.0.0.2

100.64.1.0/24 ASN 600 ASN 900 100.68.1.0/24

WQ 0 V
ASN 800

11.0.0.1

11.0.0.2

12.0.01

ESG: ext-core ESG: ext-core
Local pcTag: 108.0.0.10 Local pcTag: 20

Normalized pcTag: 8008 Normalized pcTag: 8008

Figure 315. External router advertises default route to both ACI sites

In a typical scenario where both L30uts are operational and without route manipulation, local L30ut is
always preferred for outgoing communication. The bi-directional communication between EP-1, EP-2, and
EP-3 remains uninterrupted, provided that the subnet 108.0.0.0/24 or 0.0.0.0/0 is configured as an
external Subnet Selector in the ESG ext-core on both ACI sites. Although incoming traffic from EP-3 may
follow a suboptimal path such as using Site 1 as a transit to reach EP-2—the data plane between EP-1, EP-
2, and EP-3 functions correctly. However, if Core-WAN advertises only 0.0.0.0/0 and a specific subnet,
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108.0.0.0/24, is defined as the External Subnet Selector on both ACI Sites, then if L30ut-2 goes down,
communication from EP-3 to EP-2 will be disrupted. Similarly, if L3Out-1 goes down, communication from
EP-3 to EP-1 will be disrupted. This behavior was previously discussed in the sub-section “Considerations
for Endpoint Security Groups (ESG) with External Subnet Selectors.”

To support the failover scenario where either of the two L30uts could go down, and the WAN device
advertises only the default route (0.0.0.0/0), it is required to configure 0.0.0.0/0 as the External Subnet
Selector in the ESG ext-core on both sites.

ASN 400
B EP-2

ACI Site 2

ASN 100

EP-1
192.168.1.11

—— "-P;CI Site 1

192.168.1.0/24

192.168.1.0/24 172.16.164.1

ESG: esg1
Local pcTag: 10930
Normalized pcTag: 1001

ESG: esgl
Local pcTag:
Normalized pcTag: 1001

172.16.164.2

12.0.0.2

100.64.1.0/24 ASN 900 100.68.1.0/24

ESG: ext-core
Local pcTag:
External Subnet Selector: 0.0.0.0/0
Normalized pcTag: 8008

ESG: ext-core
Local pcTag: 20
External Subnet Selector: 0.0.0.0/0
Normalized pcTag: 8008

108.0.0.10

Figure 316. ACI Site 2 traffic failover when L30ut-2 down
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192.168.1.0/24

ESG: esg1
Local pcTag:
Normalized pcTag: 1001

72.16.161.1

100.64.1.0/24 100.68.1.0/24

ESG: ext-core
Local pcTag:
External Subnet Selector: 0.0.0.0/0
Normalized pcTag: 8008

ESG: ext-core

Local pcTag: 20

External Subnet Selector: 0.0.0.0/0
Normalized pcTag: 8008

108.0.0.10

Figure 317. ACI Site 1 traffic failover when L30ut-1 down

The same consideration applies to non-default routes. For example, if the WAN device advertises only the
108.0.0.0/16 prefix, the External Subnet Selector on both sites must be configured exactly as
108.0.0.0/16.
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To achieve fine granularity on the ESG ext-core by defining a non-default subnet instead of 0.0.0.0/0 for
example, using 108.0.0.0/24 as the External Subnet Selector to restrict traffic only to and from
108.0.0.0/24, the WAN side must advertise the specific route, including 108.0.0.0/24, to the ACI Sites.
This ensures that only the designated subnet is classified and allowed through the ESG ext-core, providing
more precise traffic control.

Cross-site data plane connectivity may be disrupted if an existing Endpoint Security Group (ESG) uses an
External Subnet Selector configured as a supernet or default route (0.0.0.0/0). For example, if an existing
ESG has 108.0.0.0/16 as its External Subnet Selector, defining a new ESG with an overlapping selector
such as 108.0.0.0/24 could cause data plane failures. In summary, ensure that ESGs use non-overlapping
External Subnet Selectors that correspond to the prefixes received from the local L30ut.

Use Case 9: Inter-VRF Communication (Shared Services) with Stretched BDs

Use Case Overview

This section covers an inter-VRF communication use case, also called shared service, where the source
and the destination reside in different VRFs.

The figure below illustrates an example used in the section. Although this example shows stretched VRFs,
Bridge Domains, and ESGs, only the VRF must be stretched. The BD and ESG may remain local to each
site. A contract is configured between ESG esg1 in VRF1 and ESG share1 in VRF Share.

ACI Site 1 ) ( ACI Site 2
Local L3VNI: 2162688 Local L3VNI: 2097152
Normalized L3VNI: 50001 Normalized L3VNI: 50001

Local L2VNI: 15007704 BD: bd1
Normalized L2VNI: 30001 192.168.1.254/24

Local L2VNI: 15105996
Normalized L2VNI: 30001

pcTag: 10947
Normalized pcTag: 1001 ESG: esg1
Selector: EPG epg1

pcTag: 10930
Normalized pcTag: 1001
Selector: EPG epg

)

@ Tenant scope

pcTag: 10934 pcTag: 22
Normalized pcTag: 2001 ESG: sharel Normalized pcTag: 2001

Selector: EPG share1

Local L2VNI: 15138760
Normalized L2VNI: 31000

BD: bd-share1
172.16.31.254/24

'

Selector: EPG share1

Local L2VNI: 15204289
Normalized L2VNI: 31000

Local L3VNI: 2228225 VRE: sh Local L3VNI: 2490368
Normalized L3VNI: 60001 S Skl Normalized L3VNI: 60001
J

Figure 318. Shared Service use case

The assumption is that the VRF vrf1, BD bd1, and ESG esg1 were already created in the previous sub-
section User Tenant Baseline Configuration and Use Case 1: Intra-Subnet Communication.

On both sites, the required configuration steps are following:

1. Create the VRF named “share” and stretch it by deploying it on the Border Gateway, ensuring the same
normalized VNI is set (60001 in this example).

2. Create the BD bd-share1 in VRF share with subnet 172.16.31.254/24 and stretch it by deploying it on
Border Gateway, ensuring the same normalized VNI is set (31000 in this example).

3. Create the EPG share1 mapped to BD bd-share1, associate it to domain.
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4. Create the ESG share1 ensuring the same normalized pcTag is set (2001 in this example), use EPG
share1 as selector.

5. Configure route leak between VRF vrf1 and VRF share, make sure the leaked subnet cover /32 host
routes:

o leak Internal Prefix 192.168.1.0/24 with less than or equal (prefix) of 32 from VRF vrf1 to VRF share
o leak Internal Prefix 172.16.31.0/24 with less than or equal (prefix) of 32 from VRF share to VRF vrf1

6. Apply a tenant-scope contract between ESG esg1 and ESG share1.

Please note that the steps above are not necessarily in a fixed order. Steps 2, 3, and 4 can be performed in
any sequence.

Create Provider VRF and Bridge Domain
The figures below are VRF and BD configurations in ACI Site 1.

e APIC (sitel)

System Tenan! Fabric Virtual Networking Admin Operations Integrations

| common bgw | mamt infra | Fortune

VRF - share

Summary Paolicy

Properties

Policy Control Enforcement

Bridge Domain - bd-share1

Properties

Figure 320. ACI Site 1 BD bd-share1

The figures below are normalized VNIs configuration in ACI Site 1.
o VRF share: normalized VNI 60001
o BD bd-share1: normalized VNI 31000
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Figure 321. ACI Site 1 stretched VRF share
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Figure 322. ACI Site 1 stretched BD bd-share1

The figures below are VRF and BD configurations in ACI Site 2.

"(lﬂ;c‘l‘;’ APIC (site2)

System Fabric Virtual Networking Admin  Operations  Integrations

pame arqescr i bgw | infra | mgmt
@ VRF - share
Summary Policy
Properties
Name: shar
Alias:
hescription: |aptional
Policy Control Enforcement Pref
aliafie (cita?)
Aok APIC (site2) aamin (G
Virtual Networking Admin  Operations  Integrations
@ Bridge Domain - bd-share1
Summary Policy Operational Stats H
Generat
Properties
« Gateway Deseription Scope Primary 1P Agdress  Virtual IP Subnet Control Matching

Address

False False

Figure 324. ACI Site 2 BD bd-share1

The figures below are normalized VNIs configuration in ACI Site 2.
o VRF share: normalized VNI 60001
o BD bd-share1: normalized VNI 31000
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Figure 325. ACI Site 2 stretched VRF share
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Figure 326. ACI Site 2 stretched BD bd-share1
Create Provider ESG
The figures below are ESG share1 configurations in ACI Site 1.

e APIC (siten) i

System abric a king Admin Operations  Integrations

[T | covon | nfra | bgw | mgmt | Feriune
| © ESG - sharei
Topology General

Properties
Name: share1

Description: [optional

Normalized pcTag: | 2001

R [ @

Figure 327. ACI Site 1 ESG share

Al APIC (site)

Virtual Networking Admin Operations Integrations
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Page ofo
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Selector Type Candition

Figure 328. ACI Site 1 ESG share1 EPG Selector
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The figures below are ESG share1 configurations in ACI Site 2.

Al APIC (site2) admin

System Virtual Networking Admin  Operations Integrations

IR | covron | bgw | e

Summary Policy Operational
Topology General

Properties

Name: sharel

Description: optional

Mormalized peTag: | 2001

WRF! share

Figure 329. ACI Site 2 ESG share1

Uit APIC (sre2)

Virtual Networking Admin  Operations  Integrations

cr: [EREERE | covmon | bgw | infa | quesnsown | mem

Selectors
Tag Selectors

Tag Key Value Operator

Selector Type Condition

Figure 330. ACI Site 2 ESG share1 EPG Selector

Create and Apply Tenant Scope Contract

The figures below are contract configurations in ACI Site 1. Note that the contract scope is set to “Tenant”
instead of “VRF” because it is for inter-VRF communication for ESGs in the same tenant.

iy APIC (site)

Operations  Integrations

bgw | infra | tenant! | tenantz

Contract - share-svc

Summary  Topology  Policy
Properties
Be
e
[~
Be
e
D iption: ional
s
= Namg Alig; Filtgrg

Figure 331. ACI Site 1 tenant scope contract
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Figure 332. ACI Site 1 ESG esg1 contract consumer
bk APIC (sitel) - P O00C000
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3 Contract Type: Contract

byw share-sv Contract Provided Unspecified Formed

Figure 333. ACI Site 1 ESG share1 contract provider

The figures below are contract configurations in ACI Site 2.

il APIC (site2)

EEEU Tenant Fabric Virtual Networking Admin  Operations  Integrations

ALL TENAN t | common | bgw| mgmt | infra |

Contract - share-sve

Summary Topology Policy
Properties
Name: share-sve
Alias:
Global Alias:
~ Name Alias Filters
P bgw/ip

Figure 334. ACI Site 2 tenant scope contract
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Figure 335. ACI Site 2 ESG esg1 contract consumer
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Figure 336. ACI Site 2 ESG share1 contract provider

Configure Route Leak

Although the tenant-scope contract between ESGs was created in the previous step to define the security
policies allowing communication, this contract alone does not establish network connectivity between the
endpoints. Because the endpoints reside in different VRFs, route leaking must be configured to enable
routing reachability between these VRFs. Without this route leaking configuration, the endpoints cannot
communicate despite the contract being in place.

The next step is to configure route leak between VRF vrf1 and VRF share. The configuration steps are
identical on both ACI Sites.

In ACI Site 1, navigate to VRFs -> vrf1 -> Inter-VRF Leaked Routes for ESG -> Internal Prefixes. From the
toolbox dropdown list, choose “Create Leaked Internal Prefix”.

dite APIC (sie) Q00000

AllowL30ut  Greater Than  Les
Advertisement  or Equal «
(Prefix)

Figure 337. ACI Site 1 Create Leaked Internal Prefix from VRF vrf1 to VRF share

Configure 192.168.1.0/24 in IP field. Although bd1 subnet is 192.168.1.254/24, to include the /32 host
routes (so that host routes for endpoints in vrf1 are leaked to the other VRF), “Less Than or Equal (Prefix)”
needs to be set to 32. (In the case of IPv6 host routes, it needs to be set to 128.)

Create Leaked Internal Prefix (]

[ IP: 192.168.1.0/24
Deseription: ]

Figure 338. Create Leaked Internal Prefix 192.168.1.0/24
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Click “+” to add the destination VRF (which is VRF share in this example).

Create Tenant and VRF Destination (]

[\ymram‘-.ua-: bgw share =

Description: optional

Allow L30ut Advertisement (Overridden):

SR

Figure 339. ACI Site 1 choose share as the destination VRF

Click Submit to finish Inter-VRF route leak configuration for the route from VRF vrf1 to VRF share.

.g;yon. APIC (site1) o) e ° 030 e e

Figure 340. ACI Site 1 route leak from VRF vrf1 to VRF share completion

For the other direction, which is from VRF share to VRF vrf1, navigate to VRFs -> share -> Inter-VRF
Leaked Routes for ESG -> Internal Prefixes. From the toolbox dropdown list, choose “Create Leaked
Internal Prefix”.

aliale cita
didh APIC (site) = QOO0

Inter-VRF Leaked Routes for ESG

~1p Deseriptien Allow L30ut  Greater Than Target VRF(s) Is Targ:
Adver t e

Figure 341. ACI Site 1 Create Leaked Internal Prefix from VRF share to VRF vrf1

Configure 172.16.31.0/24 in IP field. Although bd-share1 subnetis 172.16.31.254/24, to include the /32
host routes (so that host routes for endpoints in VRF share are leaked to the other VRF), “Less Than or
Equal (Prefix)” needs to be set to 32. (In the case of IPv6 host routes, it needs to be set to 128).
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1P 17

Description: | optiona

Greater Than or Equal (Prefix); | unspecified

han or Equal (Pr

TenantMame  VRF Name Description Allow L30ut
Advertisement
(Overridden)

Figure 342. Create Leaked Internal Prefix 172.16.31.0/24

Click “+” to add the destination VRF (which is VRF vrf1 in this example).

Create Tenant and VRF Destination (]
[’eremawde bgw @ v @l]

Description: optional

Allow L30ut Advertisement (Overridden) m False True )

Cancel -

Figure 343. ACI Site 1 choose vrf1 as destination VRF
dics’ APIC (e @ OO OO

Virtual Networking Admin s
[ rame ordeser ] bgw me

8 Inter-VRF Leaked Routes for ESG '3

PG/BD Subnet External Prefixes  Internal Pref auts  History

Qi & Re

~1P Description AllowL30ut  Greater Than Less Thanor  Target VRF(s} Is Target Deployed
Advertisement or Equal Equal VRF
(Prefix) (Prefix) Present?

18310124 i ecifie 32 qwivel

Figure 344. ACI Site 1 Route Leak from VRF share to VRF vrf1 completion

The procedure to configure route leaking is identical in ACI Site 2. The figures below are examples.

‘decs APIC (site2) i @) @O @ ©

Inter-VRF Leaked Routes for ESG ¢

EPG/BD Subnets  External Prafixes internal Prefix Fault History

o L %
Description Allow L30ut  Greater Than Less Thanor  Target VRF(s) Is Target Deployed
Advertisement or Equal Equal VRF
(cafis) Prafiy) 2

)

Figure 345. ACI Site 2 Route Leak from VRF vrf1 to VRF share completion
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dids APIC (site2) - QD QOO C
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VRF
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Figure 346. ACI Site 2 Route Leak from VRF share to VRF vrf1 completion

Control Plane Verification

The following figure illustrates IP subnets used in this verification section.

ACI Site 1 ACI Site 2
Local L3VNI: 2162688 ; Local L3VNI: 2087152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001
Route Leak

Local L3VNI: 2228225 Local L3VNI: 2490368

Normalized L3VNI: 60001 Normalized L3VNI: 60001

Figure 347. Route Leak diagram
Each VRF learns the route from the other VRF.

For example, the following figures are routing table information on a compute leaf in ACI Site 1.

leafl# show ip route 172.16.31.0/24 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrf1l"

'x' denotes best ucast next-hop

"sx' denotes best mcast next-hop

"[x/y]l' denotes [preference/metric]

'‘%s<string>' in via output denotes VRF <string>

172.16.31.08/24, ubest/mbest: 1/@, attached, direct, pervasive
*via 10.1.144.66%overlay-1, [1/0], 4dllh, static, tag 4294967294, rwVnid: vxlan-2228225
recursive next hop: 10.1.144.66/32%overlay-1

Figure 348. ACI Site 1 Compute Leaf VRF vrf1 Route Table
VRF share learns 192.168.1.0/24 from VRF vrf1. The VNI is 2162688, that is the VNI of VRF vrf1.

leafl# show ip route 192.168.1.0/24 vrf bgw:share
IP Route Table for VRF "bgw:share"

'x" denotes best ucast next-hop

'xx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%s<string>' in via output denotes VRF <string>

192.168.1.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.1.,144,.66%0verlay-1, [1/@], 4d11lh, static, tag 4294967294, rwvnid: vxlan-2162688
recursive next hop: 10.1.144.66/32%overlay-1

Figure 349. ACI Site 1 Compute Leaf VRF share Route Table

The following figures are routing table information on a Border Gateway in ACI Site 1. VRF vrf1 learns
172.16.31.0/24 from VRF share. The VNI is 2228225, that is the VNI of VRF share.
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bgw-leafl# show ip route 172.16.31.0/24 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

'sk' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

172.16.31.8/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.1.144.66%0verlay-1, [1/0]1, 4dllh, static, tag 4294967294, rwVnid: vxlan-2228225
recursive next hop: 10.1.144.66/32%overlay-1

Figure 350. ACI Site 1 Border Gateway VRF vrf1 Route Table

VRF share learns 192.168.1.0/24 from VRF vrf1. The VNI is 2162688, that is the VNI of VRF vrf1.

bgw-leafl# show ip route 192.168.1.0/24 vrf bgw:share
IP Route Table for VRF "bgw:share"

"' denotes best ucast next-hop

"xx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.1.0/24, ubest/mbest: 1/@, attached, direct, pervasive
*via 10.1.144.66%0verlay-1, [1/@], 4dllh, static, tag 4294967294, rwVnid: vxlan-2162688
recursive next hop: 10.1.144.66/32%0overlay-1

Figure 351. ACI Site 1 Border Gateway VRF share Route Table

From endpoint learning perspective, Border Gateways in ACI Site 1 learn remote endpoints (endpoints in
ACI Site 2) which reside in different VRF. For example, 172.16.31.201 that is in VRF share in ACI Site 2 is
learned in VRF vrf1 too.

bgw-leafl# show endpoint ip 172.16.31.201

Legend:
S - static s — arp L - local 0 - peer-attached
V - vpc-attached a - local-aged p - peer-aged M - span
B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy
E - shared-service m - svc-mgr C - control-ep Rv - remote-vxlan-ep
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
bgw:share 172.16.31.201 Rv tunnel2l
bgw:vrfl 172.16.31.201 RvE tunnel2l

Figure 352. ACI Site 1 Border Gateway learns remote endpoint across VRF

Similarly, the endpoint 192.168.1.201, which is in VRF vrf1 at ACI Site 2, is also learned in the VRF share at
ACI Site 1.

bgw-leafl# show endpoint ip 192.168.1.201

Legend:

S - static s - arp L - local 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy

E - shared-service m - svc-mgr C - control-ep Rv - remote-vxlan-ep
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

bgw:share 192.168.1.201 RvE tunnel2l

bgw:vrfl 192.168.1.201 Rv tunnel2l

Figure 353. ACI Site 1 Border Gateway learns remote endpoint across VRF

The following figures are routing table information on a compute leaf in ACI Site 2. The results are similar
information to the one in ACI Site 1. VRF vrf1 learns 172.16.31.0/24 from VRF share.

qt-leaf802# show ip route 172.16.31.0/24 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

'xx' denotes best mcast next-hop

'[x/y]"' denotes [preference/metricl

'%<string>" in via output denotes VRF <string>

172.16.31.0/24, ubest/mbest: 1/@, attached, direct, pervasive
*via 10.118.176.64%overlay-1, [1/@], 06we3d, static, tag 4294967294, rwVnid: vxlan-2490368
recursive next hop: 10.118.176.64/32%0verlay-1

Figure 354. ACI Site 2 Compute Leaf VRF vrf1 Route Table
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VRF share learns 192.168.1.0/24 from VRF vrf1.

qt-leaf802# show ip route 192.168.1.0/24 vrf bgw:share
IP Route Table for VRF "bgw:share"

'x" denotes best ucast next-hop

'xx' denotes best mcast next-hop

"[x/y]' denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

192.168.1.08/24, ubest/mbest: 1/@, attached, direct, pervasive

*via 10.118.176.64%overlay-1, [1/@0], @5w@3d, static, tag 4294967294, rwVnid: vxlan-2097152
recursive next hop: 10.118.176.64/32%overlay-1

Figure 355. ACI Site 2 Compute Leaf VRF share Route Table

The following figures are routing table information on a Border Gateway in ACI Site 2. VRF vrf1 learns
172.16.31.0/24 from VRF share.

qt-bgwB8@5# show ip route 172.16.31.0/24 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

"xk' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

172.16.31.0/24, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.118.176.64%overlay-1, [1/0], @5w@3d, static, tag 4294967294, rwVnid: vxlan-2490368
recursive next hop: 10.118.176.64/32%0verlay-1

Figure 356. ACI Site 2 Border Gateway VRF vrf1 Route Table

VRF share learns 192.168.1.0/24 from VRF vrf1.

qt-bgw805# show ip route 192.168.1.0/24 vrf bgw:share
IP Route Table for VRF "bgw:share"

'x' denotes best ucast next-hop

"xk' denotes best mcast next—hop

"[x/y]' denotes [preference/metric]
's<string>' in via output denotes VRF <string>

192.168.1.0/24, ubest/mbest: 1/@, attached, direct, pervasive

*via 10.118.176.64%0verlay-1, [1/0], @5w@3d, static, tag 4294967294, rwVnid: vxlan-2097152
recursive next hop: 10.118.176.64/32%overlay-1

Figure 357. ACI Site 2 Border Gateway VRF share Route Table

Border Gateways in ACI Site 2 learn remote endpoints (endpoints in ACI Site 1) which reside in different

VRF. For example, the endpoint 172.16.31.11, which is in VRF share at ACI Site 1, is also learned in the
VRF vrf1 at ACI Site 2.

qt-bgw8@85# show endpoint ip 172.16.31.11

Legend:
S - static s — arp L - local 0 - peer-attached
V - vpc-attached a - local-aged p - peer-aged M - span
B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy
E - shared-service m - svc-mgr C - control-ep Rv - remote-vxlan-ep
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info
bgw:vrfl 172.16.31.11 RvE tunnell8
bgw:share 172.16.31.11 Rv tunnell8

Figure 358. ACI Site 2 Border Gateway learns remote endpoint across VRF

Similar to this, the endpoint 192.168.1.11, which is in VRF vrf1 at ACI Site 1, is also learned in the VRF
share at ACI Site 2.
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qt-bgwB@5# show endpoint ip 192.168.1.11

Legend:

S - static s — arp L - local 0 - peer-attached

V - vpc-attached a - local-aged p - peer-aged M - span

B - bounce H - vtep R - peer-attached-rl D - bounce-to-proxy

E - shared-service m - svc-mgr C - control-ep Rv - remote-vxlan-ep
VLAN/ Encap MAC Address MAC Info/ Interface
Domain VLAN IP Address IP Info

bgw:vrfl 192.168.1.11 Rv tunnells

bgw:share 192.168.1.11 RvE tunnell8

Figure 359. ACI Site 2 Border Gateway learns remote endpoint across VRF

Data Plane Verification
The figure below shows the endpoints used in this use case.

ACI Site 1 ACI Site 2

VRF: vrf1
BD: bd1
Subnet: 192.168.1.254/24

EP-1

192.168.1.11

Route Leak

VRF: share EP-5

172.16.31.201

BD: share1
Subnet: 172.16.31.254/24

Figure 360. Endpoint communication across VRFs across Sites

The figure below illustrates the policy enforcement location and VNI translation behavior for traffic from
192.168.1.11 (VRF vrf1) in ACI Site 1 to 172.16.31.201 (VRF share) in ACI Site 2. In the case of inter-VRF
communication, ingress compute leaf performs “VRF switch” also known as VRF re-write, from the source
VRF to the destination VRF using the local source and destination VNI numbers, since the compute leaf is
not aware of the normalized VNI.

ACI Site 1 — ACI Site 2
ASN 100 ASN 400
IVXLAN

IVXLAN encap (2] Decap VXLAN and encap IVXLAN IVXLAN snc20 ISR O
g‘:ﬂf Iga-" T'I’ED P IVXLAN encap o DIPo: leaf802 TEP
VN 2228225 VXLAN encap o SiPo: Multi-Site Int VIP VNI: 2097152

SIPo: BGW PIP (vxlan-rtep) DIPo: Spine Proxy IP

DIPo: Multi-Site Ext VIP (105.105.105.105) VNI: 2097152

VRF switch: vrf1 -> share VI 60001 /

Multi-Site Int VIP
10.1.144.64

100.100.100.102

Eth frame
SMAC: MAC1 o
DMAC: BD SVI MAC

VRF: vrf1

Local VNE: 2162688

Normalized VNI: 50001

192.168.1.11
MAC: MAC1

VRF: share
Local VNI: 2228225
Normalized VNI: 60001

_—

Muli-Site Ext vip Tk

Multi-Site Int VIP
10.118.176.68

Multi-Site Ext VIP

105.105.105.105 Eth frame

SMAC: BD SVI MAC
DMAC: MAC2

°l

172.16.31.201
MAC: MAC2

VRF: vrf1
Local VNI: 2490368
Normalized VNI: 50001

VRF: share
Local VNI 2097152
Normalized VNI: 60001

Figure 361. ACI Site 1 VRF vrf1 to ACI Site 2 VRF share, ingress leaf performs VRF switch

© 2026 Cisco and/or its affiliates. All rights reserved.

Page 162 of 209



ACI Site 1 —— ACI Site 2
ASN 100 ASN 400
o Wimencs @
IVXLAN encap () VXLAN encap o VXLAN encap o SIPo: leaf802 TEP
SIPo: Multi-Site Int VIP SIPo: Multi-Site Int VIP SIPo: BGW PIP (vxlan-rtep) DiPo: Spine Proxy IP
DIPo: leaf1 TEP DiPo: Spine Proxy IP DIPo: Multi-Site Ext VIP (100.100.100.102) VNI: 2490368
VNI: 2162688 VNI: 2162688 VNI: 50001
/ N VRF switch: \
Enforce policy share -> vrf1
Multi-Site Int VIP
Multi-Site Int VIP 10.118.176.68
10.1.144.64
Multi-Site Ext VIP Multi-Site Ext VIP
Eth frame e 100.100.100.102 105.105.105.105
SMAC: BD SVI MAC T o
DMAC_HAC) SMAC: MAC2
DMAG: BD SV MAC
VRF vrf1: VRF vrf1:
Local VNI: 2162688 Local VNI: 2490368
Normalized VNI: 50001 Normalized VNI: 50001
192.168.1.11 VRF share: VRF share: 172.16.31.201
MAC: MAC1 Local VNI: 2228225 Local VNI: 2097152 MAC: MAC2

Normalized VNI: 60001

Normalized VNI: 60001

Figure 362. ACI Site 2 VRF share to ACI Site 1 VRF vrf1, ingress leaf performs VRF switch

ACI Site 1 J—

Multi-Site External VIP |

100.100.100.102 |

/ BGP PIP: 1.1.1.102

* Border Gateways

spine688 spine689

.
i
i
Local VRF vrf1 H Normalized VNI
i
i

EP-1 in VRF vrf1
EP-5 in VRF share

192.168.1.11

| Multi-Site Extemal VIP

~ Border Gateway

VNI 2162688 (VRF VNI) 50001 VNI 2097152
e e ———— > A e e e e e e 4=
IVXLAN : VXLAN : IVXLAN
Local VRF share i Normalized VNI ! Local VRF share
VNI 2228225 | (VRF share VNI) 60001 i VNI 2490368
e e | o B B}t o e e ] e -

ACI Site 2

BGP PIP: 5.5.5.105

105.105.105.105

qat-spine811

Local VRF vrf1

172.16.31.201

Figure 363. Data plane Shared service communication

Ping from 192.168.1.11 in ACI Site 1 VRF vrf1 to 172.16.31.201 in ACI Site 2 VRF share. The packet
capture of the ICMP request from EP-1 to EP-5 confirms that the Layer 3 (VRF) Normalized VNI of the

destination VRF (VRF share) is used in the VXLAN header for inter-site data plane forwarding.
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K ] ° esgl-esg-share.pcapng
Am @ W[ XR ] &= e Qe e T [

"W _ws.col protocol == "ICMP"

No. Time Source Destination Protoco Lengt Info

(ping)

id=@x1e63,

tt1=62 (reply in 20)

0.467714

192.168.1.11

request

seq=6/1536,

tt1=62 (request in 19)
ttl=62 (reply in 71)

(request in 7@)
ttl=62 (reply in 128)

tt1=62 (request in 119)
tt1=62 (reply in 171)

- 20 0.467795 172.16.31.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1e63, seq=6/1536,
70 1.491677 192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@x1e63, seq=7/1792,
71 1.491819 172.16.31.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1e63, seq=7/1792, ttl=62
119 2.515746 192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@x1e63, seq=8/2048,
128 2.515887 172.16.31.201 192.168.1.11 ICMP 198 Echo (ping) reply id=0x1e63, seq=8/2048,
170 3.539807 192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@x1e63, seq=9/2304,
171 3.539893  172.16.31.201 192,168.1.11 ICMP 198 Echo (ping) reply id=0x1e63, seq=9/2304, tt1=62

Frame 19: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-# 000

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@@:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (@@:22:bd:f8:19:ff)
Internet Protocol Version 4, Src: 1,1,1.102, Dst: 105,105.185,105
User Datagram Protocol, Src Port: 13669, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 0x@80@, VXLAN Network ID (VNI)
Group Policy ID: @
VXLAN Network Identifier (UNI): 60001
Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@0:08c:@c:@c:@c:08c), Dst: Cisco_e2:bb:99 (@8:8f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 172.16.31.201
Internet Control Message Protocol

(request in 170)

Figure 364. ICMP request from EP-1 (192.168.1.11) to EP-5 (172.16.31.201)
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The packet capture of the ICMP reply from EP-5 to EP-1 confirms that the Layer 3 (VRF) Normalized VNI of

the destination VRF (VRF vrf1) is used in the VXLAN header for inter-site data plane forwarding.

e e * esgl-esg-share.pcapng

4 m ® m A = @ e @ T [

W |_ws.col.protocol == "ICMP"

No. Time Source Destination Protoco Lengt Info

- 19 0.467714  192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=0x1e63, tt1=62 (reply in 20)

172.16.31.201 192.168.1.11
70 1.491677  192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@x1e63, ttl=62
71 1.491819 172.16.31.201 192.168.1.11 ICtMP 198 Echo (ping) reply id=@x1e63, seq=7/1792, ttl=62
119 2.515746 192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@xle63, seq=8/2048, ttl=62
120 2.515887 172.16.31.201 192.168.1.11 ICMP 198 Echo (ping) reply id=@x1e63, seq=8/2048, tt1=62
17¢ 3.539807 192.168.1.11 172.16.31.201 ICMP 198 Echo (ping) request id=@x1e63, seq=9/2304, ttl=62
171 3.539893 172.16.31.201 192.168.1.11 ICMP 198 Echo (ping) reply id=0x1e63, seq=9/2304, tt1=62

Frame 2@: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-#

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 10.8.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_f8:19:ff (00:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47)
Internet Protocol Version 4, Src: 5.5.5.105, Dst: 100.100.100.102
User Datagram Protocol, Src Port: 31742, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 8x@808, VXLAN Network ID (VNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 50001
Reserved: 0
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:0c), Dst: Cisco_eb:c5:99 (@@:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 172.16.31.201, Dst: 192.168.1.11
Internet Control Message Protocol

Figure 365. ICMP reply from EP-5 (172.16.31.201) to EP-1 (192.168.1.11)
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The figure below illustrates the policy enforcement location for traffic from 192.168.1.11 (endpoint in ESG

esg1 in VRF vrf1) in ACI Site 1 to 172.16.31.201 (endpoint in ESG share in VRF share) in ACI Site 2.
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ACI Site 1 ACI Site 2

enforce
policy in VRF share

enforce
policy in VRF share

Compute Border Border
Leaf Gateway Gateway

EP-1 and EP-5 are in different VRFs

VRF: vrf1 EP-1in VRF vif1 VRF: share EP-5

EP-5 in VRF share 172.16.31.201

192.168.1.11

Figure 366. Policy enforcement VRF vrf1 to VRF share, from ACI Site 1 to ACI Site 2

As outlined in the Data Plane verification, the compute leaf at the source site (Site 1 in this flow) performs a
VRF switch from VRF vrf1 to VRF share. Following this VRF switch, the policy enforcement aligns with the
behavior described in Use Case 2: Inter-Subnet Communication Stretched BDs Multiple ESGs. Specifically,
for traffic flowing from ACI Site 1 to ACI Site 2 (from VRF vrf1 to VRF share):

« ACI Site 1 Border Gateway applies policy in VRF share
« ACI Site 2 Compute Leaf applies policy in VRF share

The figure below illustrates the policy enforcement location for traffic from 172.16.31.201 (endpoint in ESG
share in VRF share) in ACI Site 2 to 192.168.1.11 (endpoint in ESG esg1 in VRF vrf1) in ACI Site 1.

ACI Site 1 ACI Site 2

enforce
policy in VRF vrf1

7 enforce
/ policy in VRF vrf1

Compute
Leaf

Border
Gateway

Border
Gateway

EP-1 and EP-5 are in different VRFs
EP-1 in VRF vrf1 VRF: share EP-5
EP-5 in VRF share 172.16.31.201

VRF: vrf1

192.168.1.11

Figure 367. Policy enforcement VRF share to VRF vrf1, from ACI Site 2 to ACI Site 1

Similarly, the compute leaf at the source site (Site 2 in this flow) performs a VRF switch from VRF share to
VRF vrf1. Following this VRF switch, the policy enforcement aligns with the behavior described in Use Case
2: Inter-Subnet Communication Stretched BDs Multiple ESGs. Specifically, for traffic flowing from ACI Site
2 to ACI Site 1 (from VRF share to VRF vrf1):

« ACI Site 2 Border Gateway applies policy in VRF vrf1
« ACI Site 1 Compute Leaf applies policy in VRF vrf1
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Use Case 10: Inter-VRF Communication (Shared Services) with Non-stretched BDs

Use Case Overview

This use case is similar to Use Case 9: Inter-VRF Communication (Shared Services) with Stretched BDs.
The main difference is that, in this case, both Bridge Domains (BDs) are non-stretched and are deployed
locally at each site. A normalized VNI is still configured when each BD is deployed on the local Border
Gateway; however, the normalized VNI values are different between the two sites.

The figure below illustrates an example used in the section.

( ACI Site 1 ) ( ACI Site 2
Local L3VNI: 2162688 VRE: vrfl Local L3VNI: 2097152
Normalized L3VNI: 50001 v Normalized L3VNI: 50001
BD: bd50
ESG: esg50
192.168.50.254/24

ESG: esg50
pcTag: 10947

Normalized pcTag: 1050 . o -
Selector: EPG epg50 ACI Site 1: ESG share2 has no selector

CUEE Tenant scope

+ ACI Site 2: ESG esg50 has no selector ESG: share2

pcTag: 26
contract Tenant scope Nc;rrll'la\itzed Ep;:é’ag:]: 20202
elector: share
BD: bd-share2

172.16.32.254/24

ESG: share2

Normalized pcTag: 2002 Normalized VNI: 32000

Local L3VNI: 2228225 VRE: share Local L3VNI: 2490368
Normalized L3VNI: 60001 : Normalized L3VNI: 60001

. J [N

Figure 368. Shared Service with Non-stretched BDs

Most of the required objects were created in the previous use cases. Bridge Domain (BD) bd50 and ESG
esgb0 were introduced in Use Case 4: Inter-Subnet Communication with Non-Stretched BDs and Multiple
ESGs. This section focuses on the new objects introduced for this use case, including ESG share2 in ACI
Site 1, and BD bd-share2 and ESG share2 in ACI Site 2.

The route leaking configuration is similar to that described in Use Case 9: Inter-VRF Communication
(Shared Services) with Stretched BDs. Any differences specific to this use case are called out explicitly.

The BD bd50, ESG esg50 were created in the previous Use Case 4: Inter-Subnet Communication with
Non-stretched BDs Multiple ESGs.

For the purpose of completion, the required configuration steps are as follows:

On ACI Site 1:

o Create BD bd50, with subnet “Advertised Externally” scope enabled. Without “Advertised Externally”
scope enabled, Border Gateway does not advertise Type-5 route through BGP EVPN.

¢ Create ESG esg50 with normalized pcTag 1050 and selector EPG epg50.
o Create ESG share2 with normalized pcTag 2002 and no ESG need selectors configured.

« Configure route leak between VRF vrf1 and VRF share, make sure the leaked subnet cover /32 host
routes:

o leak Internal Prefix 192.168.50.0/24 with “Less Than or Equal (Prefix)” of 32 from VRF vrf1 to VRF share
o leak Internal Prefix 172.16.32.0/24 with “Less Than or Equal (Prefix)” of 32 from VRF share to VRF vrf1
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o Apply a contract with tenant scope between esg50 and share2
On ACI Site 2:

« Create BD bd-share2, with subnet “Advertised Externally” scope enabled. Without “Advertised
Externally” scope enabled, Border Gateway does not advertise Type-5 route through BGP EVPN.

« Deploy the Bridge Domain bd-share2 on the Border Gateway by associating it with the Border
Gateway Set. You may assign a Normalized VNI but note that this value does not exist on Site 1.

o Create ESG share2 with normalized pcTag 2002 and selector EPG share?2.
« Create ESG esg50 with normalized pcTag 1050 and no ESG need selectors configured.

« Configure route leak between VRF vrf1 and VRF share, make sure the leaked subnet cover /32 host
routes.

o leak Internal Prefix 192.168.50.0/24 with less “Less Than or Equal (Prefix)” of 32 from VRF vrf1 to VRF
share

o leak Internal Prefix 172.16.32.0/24 with less “Less Than or Equal (Prefix)” of 32 from VRF share to VRF
vrfl

o Apply a contract with tenant scope between esg50 and share2.

Create Provider VRF and Bridge Domain

Note that the Bridge Domain (BD) bd50 was previously created on Site 1 in Use Case 4: Inter-Subnet
Communication with Non-Stretched BDs and Multiple ESGs.

Please verify that the BD subnet has the “Advertised Externally” scope enabled. Since bd50 is local to Site
1, if the “Advertised Externally” scope is not enabled, the BD subnet 192.168.50.0/24 will not be
advertised to Site 2 through BGP EVPN.

teco APIC (site)

System Tenants Fabric Virtual Networking Admin Operations ntegrations

TR | oo | bgw | momt | nra | veg-demo

Subnet - 192.168.50.254/24

Properties

Figure 369. ACI Site 1 bd50 subnet Advertised Externally scope enabled

The figures below are BD bd-share2 configurations in ACI Site 2.
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e APIC (site2)

rtus orking Admin  Operations  Integrations
e s
© Bridge Domain - bd-share2
Summary Policy Operatic
General

Properties

Enable

Multi Destination Flooding

Figure 370. ACI Site 2 BD bd-share2

Ensure that the BD subnet has the “Advertised Externally” scope enabled. Since bd-share2 is local to Site
2, if the “Advertised Externally” scope is not enabled, the BD subnet 172.16.32.0/24 will not be advertised

to Site 1 through BGP EVPN.

el APIC (site2)

System Tenants Fabric Virtual Networking Admin

ALL TENANTS oo ] e T

Operations Integrations

own mgmt

Subnet - 172.16.32.254/24

Policy

Properties

Description:

Treat as virtual IP address:
Make this IP address primary:

Scope

Subnet Control

L3 Out for Route Profile: | select
Configuration Issues:
Policy Tags: P

P Data-plane Learning: 1_\

Figure 371. ACI Site 2 bd-share2 subnet Advertised Externally scope enabled

On Site 2, deploy the Bridge Domain bd-share2 on the Border Gateway by associating it with the Border

Gateway Set. The normalized VNI 32000 does not exist in Site 1.
dsce APIC fsite2) - QOO O

Admin  Operations  Integrations

VXLAN Stretch Q

VRF Stretch BD Stretch
o i

Bridge Domain Border Gateway Set Normalized VNI Local VNI

b1 t-ac 3000 I

b2 qt 30002

be-sharel I 31000

b20 qt-ac 30020

bdg0 " 30060

bd-share2 qt 32000

Figure 372. ACI Site 2 deploy BD bd-share2 to Border Gateway
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Create ESG

On both ACI Site 1 and Site 2, ESG esg50 were already created in Use Case 4: Inter-Subnet
Communication with Non-Stretched BDs and Multiple ESGs. They are shown here for completeness. ESG
esg50 uses 1050 as the Normalized pcTag.

'::lllslélri\‘ APIC (site1) admin
System Nl Fabric Virtual Networking Admin  Operations Integrations
[rame orceser - I on | bgw | mgmt | it | v
© ESG -esg50
Summary Policy Operational
Topology ~ General
Properties
Name: esg
Description: |aptiona
ized pcTag: 1050
Figure 373. ACI Site 1 ESG esg50 Normalized pcTag
Al .
cisco APIC (site2)
Admin Operations Integrations
| bgw | infra | | mgmt
© ESG - esg50
Summary  Policy  Operationa
Topology General
Properties

Normalized peTag: | 1050

Configuration

Conf

RF: uniftn-bgw/cte-vri (2

Figure 374. ACI Site 2 ESG esg50 Normalized pcTag

Although the Bridge Domain bd-share?2 is deployed locally only in Site 2, it is necessary to create the
Endpoint Security Group (ESG) share?2 in Site 1 with the same normalized pcTag as the ESG share2 in Site
2. The ESG share?2 in Site 1 does not have an ESG selector and is used solely to classify traffic originating
from the ESG share2 in Site 1. The figures below are ESG share2 configurations in ACI Site 1.
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‘oich APIC (sitel)

System [IEUENIS Fabric Virtual Networking Admin  Operations  Integrations

ALL TENANTS nt common bgw | mgmt | infra | o

Selectors
ag Selectors:

Tag Key Value Operatar Tag Value Description

Page of 0 Objects Per Page: |15
Other Selectors:

Selector Type Condition Description

Figure 375. ACI Site 1 ESG share2 without selector

ACI Site 1 ESG share2 Normalized pcTag is set to 2002, later the same normalized value is used for ESG

share2 in ACI Site 2.

ek APIC (site)

Networking Admin  Operations  Integrations

| common | bgw | mgmt | infra | ves-demo

© ESG - share2

Summary  Policy  Operational

General

Properties

iin-bgwictx-share (G

Admin Sh

~
Figure 376. ACI Site 1 ESG share2 Normalized pcTag

Deployment Immediac;

The figures below are ESG share2 configurations in ACI Site 2.

el APIC (site2)

System [ Fabric Virtual Networking Admin  Operations  Integrations

[T | oo | bgw | i | q mgmt
Selectors
Tag Selectors;
Tag Key Value Operator Tag Value
Page of 0 Objects Per Page: 15
Salector Type Condition Description

EPG bawlap-share/shareZ

Figure 377. ACI Site 2 ESG share2 with EPG share2 as selector
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afaf
cisco APIC (site2)
System Fabric Virtual Networking Admin  Operations  Integrati

ALLTENANTS | 2 T | oo | bow | e | ques

@ ESG - share2

Properties

Figure 378. ACI Site 2 ESG share2 Normalized pcTag

Create and Apply Tenant Scope Contract

On both ACI Sites, create a tenant-scope contract named “esg50-share2”. Apply the contract esg50-
share2 to ESG esg50 and ESG share2, making esg50 the contract consumer and share2 the contract
provider. The figures below are contract configurations in ACI Site 1. Note that the contract scope is set to
“Tenant” instead of “VRF” because it is for inter-VRF communication for ESGs in the same tenant.

‘deds APIC (site)

Té Fabr| Virtual Networking Admin Operations Integrations

Contract - esg50-share2

summary  Topology  Policy
Properties
I @sg50-s
ed
ed
Description: [optiona
Annotations: @)
Subjects:
~ Name Alas Fitters
p bowiip

iy APIC .~ @ OO 00

Figure 380. ACI Site 1 ESG esg50 contract consumer
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Al APIC (siten)

cisco

System Virtual Netwarking Admin  Operations  Integrations

TSN | oo | bgw | momw | o | vebdemo

- QO KOO0

Contracts 0
Contracts  Inherited Contracts  Contracts Via ERG § Inherited Contracts Via E9G Selectars
O & e
- Tenant Name Tenant Alias Contract Name Contract Type Provided [ Consumed QoS Class State
3 Contract Typa:Contact
s s550-shana? — Frovidss Unspacifisd Formen
Figure 381. ACI Site 1 ESG share2 contract provider
The figures below are contract configurations in ACI Site 2.
alraln I
clsco APIC (site2)
System nts Fabric Virtual Netwaorking Admin Operations Integrations
ALL TENAN | n | bgw infra magmt
Contract - esg50-share2
Summary Topology Policy
on Profiles
rking Properties
Name: esg50-share?
Alias:
=] Global Alias:
=]
=]
[~} Target DSCP: Uns
i Descriptior (:;m.(w ]
|
[
a Annotations: e
= Subjects
™ + Name Alias Filters
[~} ip bgwiip
&

Figure 382. ACI Site 2 tenant scope contract esg50-share2

Ul APIC @en

irt: MNetwarking Ad Ops o
[CIETE gt
Contracts C
Inherited Conracts  Contracts Via EPG Selectors  Inherited Contracts Via EPG Selectors
G L %
- Tenant Name Tenant Alas Contract Name Contract Type Brovided | Consumed QoS Class sute

3 Contract Type: Contrast

Figure 383. ACI Site 2 ESG esg50 contract consumer

dieh APIC (site?

Virtual Netw Admin  Operations  Intagrations
oonecrdescr ] | bgw | inte gt
Contracts
nherited Contracts  Canlracts Via EPG Sl
- Tenant Name Tenant Alias Contract Name Contract Type Provided j Consumed
5 Gontract Type: Gontract
b o — Contract Provided

ectors  Inherited Contracts Via EPG Selectors
o & %
QoS Class State
inspecite Forme

Figure 384. ACI Site 2 ESG share2 contract provider
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Configure Route Leak

Although the tenant-scope contract between ESGs was created in the previous step to define the security
policies allowing communication, this contract alone does not establish network connectivity between the
endpoints. Because the endpoints reside in different VRFs, route leaking must be configured to enable
routing reachability between these VRFs. Without this route leaking configuration, the endpoints cannot
communicate despite the contract being in place.

ACI Site 1 ACI Site 2

VRF: vrfl

BD: bd50
Subnet: 192.168.50.254/24

EP-5

192.168.50.11

‘\ Route Leak

BD: share2
Subnet: 172.16.32.254/24

EP-6
172.16.32.201

VRF: share

Figure 385. Route Leak diagram

The next step is to configure route leaking between VRF vrf1 and VRF share. This involves leaking the
subnet 192.168.50.0/24 from VRF vrf1 to VRF share, and the subnet 172.16.32.0/24 from VRF share to
VRF vrf1. It is essential to ensure that the route leak covers not only the /24 prefixes but also the /32 host
routes. This guarantees that host routes can be exchanged across VRFs and sites, allowing the destination
to program the host route in its respective routing table with the appropriate pcTag for policy enforcement.

Since this configuration is similar to Use Case 9: Inter-VRF Communication (Shared Services) with

Stretched BDs, this section presents the configuration results rather than the detailed steps.

On ACI Site 1, leak Internal Prefix 192.168.50.0/24 from VRF vrf1 to VRF share.
sty APIC (sie) = QOO O ¢

Figure 386. ACI Site 1 leak prefix 192.168.50.0/24 from VRF vrf1 to VRF share

On ACI Site 1, leak Internal Prefix 172.16.32.0/24 from VRF share to VRF vrf1.

© 2026 Cisco and/or its affiliates. All rights reserved. Page 173 of 209



b APIC sie) « @ QB O E
Figure 387. ACI Site 1 leak prefix 172.16.32.0/24 from VRF share to VRF vrf1
On ACI Site 2, leak Internal Prefix 192.168.50.0/24 from VRF vrf1 to VRF share.

el APIC (site2) i @O @ €

stem ants a tual Networking Acm' L}u:m'm Integrations -

Figure 388. ACI Site 2 leak prefix 192.168.50.0/24 from VRF vrf1 to VRF share
On ACI Site 2, leak Internal Prefix 172.16.32.0/24 from VRF share to VRF vrf1.

ik APIC (site2) . -X-X-1 13

: o] LS[;

Properties

Figure 389. ACI Site 2 leak prefix 172.16.32.0/24 from VRF share to VRF vrf1

Control Plane Verification

The following figure illustrates IP subnets used in this verification section. Note that BD bd50 is local to ACI
Site 1, BD bd-share?2 is local to ACI Site 2.
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ACI Site 1 ACI Site 2

Local L3VNI: 2162688 S Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

BD: bd50
Subnet: 192.168.50.254/24
EP-6
192.168.50.11 Route Leak 172.16.32.201
EP-5
BD: bd-share2
Subnet: 172.16.32.254/24

Local L3VNI: 2228225 : Local L3VNI: 2490368

Normalized L3VNI: 60001 Normalized L3VNI: 60001

Figure 390. Route Leak diagram

Note that route leaking depends on the configuration of each site. Specifically, regardless of the
configuration on Site 2, the subnet 172.16.32.0/24 is leaked from VRF share to VRF vrf2 on Site 1 only if
the route leak configuration is completed on Site 1 itself. On ACI Site 2, compute leaf has the route
172.16.32.0/24 in VRF vrf1.

Since both VRFs are stretched, EVPN Routes Type 5 are advertised by default across sites within the same
VRF, provided that the Bridge Domain (BD) subnets have the “Advertised Externally” scope enabled.
Specifically, Site 1 Border Gateways learn the 172.16.32.0/24 route in VRF share, while Site 2 Border
Gateways learn the 192.168.50.0/24 route in VRF vrf1. Once these routes are learned, route leaking is
initiated by the route leak configuration on the local site.

Also note that although BDs are not stretched, they are deployed on Border Gateways so that EVPN Type-
2 routes for endpoints are always exchanged between sites within the same VRF. For example, Site 1
Border Gateways learn the 172.16.32.201/32 host route in VRF share, and Site 2 Border Gateways learn
the 192.168.50.11/32 host route in VRF vrf1.

To enable data plane communication between endpoint EP-5 (192.168.50.11) in Site 1 VRF vrf1 and
endpoint EP-6 (172.16.32.201) in Site 2 VRF share, the Site 1 compute leaf must learn the 172.16.32.0/24
route in VRF vrf1, and the Site 2 compute leaf must learn the 192.168.50.0/24 route in VRF share.
Additionally, the Border Gateway on each site must learn the remote endpoints from the other site to
facilitate proper forwarding and policy enforcement.

Let’s verify how the route 172.16.32.0/24 is imported into VRF vrf1 on the Site 1 compute leaf.

The route 172.16.32.0/24 is advertised through BGP EVPN to Border Gateways in ACI Site 1. In vsh mode,
on ACI Site 2 Border Gateway:

qt-bgwB@5# show bgp 12vpn evpn 172.16.32.8

Route Distinguisher: 400:19267584 (L3VNI 2490368)

BGP routing table entry for [5]:[@]:[0]:[24]:[172.16.32.0]:[0.0.0.0]/224, version 27328 dest ptr @x7f250b9102e2
Paths: (1 available, best #1)

Flags: (0x0000000000000002 000000000@) on xmit-list, is not in rib/evpn

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f24fff212f4): local 0x4000008c 8x4400000 ref @ adv path ref 1, path is valid, is best path
AS-Path: NONE, path locally originated
0.0.0.0@ (metric @) from 0.0.0.0 (10.118.112.67)
Origin incomplete, MED @, localpref 100, weight 32768 tag @, propagate @, floating svi @, tunnel resolved @
Received label 2490368
Extcommunity: RT:400:2490368 VNID:2490368

Path-id 1 advertised to peers:
1.1.1.101 1.1.1.102 2.2.2.202

Figure 391. ACI Site 2 Border Gateway advertises EVPN Route Type 5 to Site 1 Border Gateways.
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In the figure above, 1.1.1.101, 1.1.1.102, 2.2.2.202 are loopback IP of Border Gateways bgw-leaf1, bgw-
leaf2, bgw-leaf202 in ACI Site 1 respectively. Site 1 Border Gateways receive route 172.16.32.0/24
through EVPN. Below is output in vsh mode of the first Border Gateway in Site 1.

bgw-leafl# show bgp 12vpn evpn 172.16.32.0

Route Distinguisher: 400:19267584

BGP routing table entry for [5]:[0]:[0]:[24]:[172.16.32.0]:([0.0.08.0]/224, version 66658 dest ptr @x7fd@582518b6
Paths: (1 available, best #1)

Flags: (@x 2 ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fde4c76f8bc): external 0x40000028 Bx4000000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS—Path: 400 , path sourced external to AS
105.105,1085,105 (metric @) from 5.5.5.105 (10,118,112.67)

Origin incomplete, MED @, localpref 100, weight @ tag 4294966000, propagate @, floating svi @, tunnel resolved @

Received label 60001

Extcommunity: RT:108:60001 S00:100:1694498797 COST:pre-bestpath:170:1610612736

ENCAP:8 PCTAG:80:0:0:1 Router MAC:08@f.e5e2.bb99

Path-id 1 not advertised to any peer
Figure 392. ACI Site 1 Border Gateway receives EVPN Route Type 5 from Site 2 Border Gateway.

In the figure above, 5.5.5.105 is Site 2 Border Gateway loopback IP. The value 60001 represents the
normalized L3 VNI of VRF share. After route leak is configured on Site 1, the route 172.16.32.0/24 is
leaked to VRF vrf1.

bgw-leafl# show ip route 172,16.32.@ vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x' denotes best ucast next-hop

'sk' denotes best mcast next-hop

"[x/y]' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

172.16.32.0/24, ubest/mbest: 1/0
#*via 105.105.105.105%0verlay-1, [20/0], 00:40:08, bgp-100, external, tag 40@, rwVnid: vxlan-60081, pc-tag: 11
recursive next hop: 105.185.105.105/32%o0verlay-1
bgw-1leaf1#

Figure 393. ACI Site 1 Border Gateway VRF vrf1 route table

The route 172.16.32.0/24 is then advertised to Spine trough BGP VPNv4 and later it is reflected to
compute leaf leaf1.

leafl# show ip route 172.16.32.@/24 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'x" denotes best ucast next-hop

'*x' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

's<string>' in via output denotes VRF <string>

172.16.32.0/24, ubest/mbest: 2/@
*via 10.1.248,2%overlay-1, [200/0], 00:47:56, bgp-100, internal, tag 4@@, rwVnid: vxlan-2228225, pc-tag: 14
recursive next hop: 10.1.248.2/32%overlay-1
*via 10.1,248.7%overlay-1, [200/0], 00:47:56, bgp-10@, internal, tag 40@, rwVnid: vxlan-2228225, pc-tag: 14
recursive next hop: 1@.1.248.7/32%overlay-1

Figure 394. ACI Site 1 Compute Leaf VRF vrf1 route table

Let’s verify how the endpoint route 172.16.32.201/32 is imported into VRF vrf1 on the Site 1 Border
Gateway. As mentioned above, host route 172.16.32.201/32 is advertised from Site 2 Border Gateway to
Site 1 Border Gateway. In vsh mode, on ACI Site 2 Border Gateway:
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qt-bgwB@5# show bgp 12vpn evpn 172.16.32.201

Route Distinguisher: 115564693

BGP routing table entry for [2]:[@]:[@]:[48]:[0@50.56bf.2e90]:[32]:[172.16.32.201]/272, version 27855 dest ptr @x7f250b90d73a
Paths: (1 available, best #1)

Flags: ( 202 ox ) on xmit-list, is not in rib/evpn, is not in HW, is locked

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f24fff21390): internal 0x40000018 0x4002000 ref 2 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 2 destination(s)
AS-Path: NONE, path sourced internal to AS
10.118.176.64 (metric 2) from 10,118.112.65 (10.118.112.65)

Origin IGP, MED not set, localpref 108, weight @ tag @, propagate @, floating svi @, tunnel resolved @

Received label 15564693 2490368

Extcommunity: RT:400:2490368 RT:400:15564693 S00:1:1 ENCAP:8 PCTAG:01:0:0:26

Router MAC:0200.0000.0000

Path-id 1 not advertised to any peer

Route Distinguisher: 4@0:32341909 (L2VNI 15564693)

BGP routing table entry for [2]:[@]:[@]:[48]:[0@5@.56bf.2e90]:[32]:[172.16.32.201]/272, version 27864 dest ptr @x7f250b914262
Paths: (1 available, best #1)

Flags: (@x| 212 ) on xmit-list, is in rib/evpn, is not in HW

Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7f24ffcd6e58): internal 0xc@@@0@18 0x400 ref @ adv path ref 1, path is valid, is best path, remote nh not installed, in rib
Imported from (@x7f247ff21390) 400:15564693: [2]:[0]:[@]: [48]:[0050.56bf.2e00] : [32]:[172.16.32.201]/144
AS-Path: NONE, path sourced internal to AS
10.118.176.64 (metric 2) from 10.118.112.65 (10.118.112.65)

Origin IGP, MED not set, localpref 188, weight @ tag @, propagate @, floating svi @, tunnel resolved @

Received label 15564693 2498368

Extcommunity: RT:400:2490368 RT:400:15564693 S00:1:1 ENCAP:8 PCTAG:01:0:0:26

Router MAC:0200.0000.0000

Path-id 1 advertised to peers:
1.1.1.101 1.1.1.102 2,2,2.202

Figure 395. ACI Site 2 Border Gateway advertises EVPN Route Type 2

ACI Site 1 Border Gateways receive EVPN Type 2 route 172.16.32.201 from Site 2 Border Gateway. In vsh
mode, Site 1 first Border Gateway:

bgw-leafl# show bgp 12vpn evpn 172.16.32.201
Route Distinguisher: 400:32341909

BGP routing table entry for [2]:[@]:[@]:[48]:[0@50.56bf.2e90]:[32]:[172.16.32.201]/272, version 65647 dest ptr @x7fd@5825269a
Paths: (1 available, best #1)

Flags: (0x0000000000000202 0000000000) on xmit-list, is not in rib/evpn, is not in HW, is locked
Multipath: eBGP iBGP

Advertised path-id 1
Path type (@x7fdedc771b78): external 0x40000028 @x4002000 ref 1 adv path ref 1, path is valid, is best path, remote nh not installed
Imported to 1 destination(s)
AS-Path: 480 , path sourced external to AS
105.105.105.105 (metric @) from 5.5.5.105 (10.118.112.67)
Origin IGP, MED not set, localpref 1808, weight @ tag 4294966000, propagate @, floating svi @, tunnel resclved @
Received label 32000 66001
Extcommunity: RT:100:32000 RT:100:60001 S00:100:1694498797
COST:pre-bestpath:170:1610612736 ENCAP:8 PCTAG:80:0:0:2002
Router MAC:080f.e5e2.bb99

Path-id 1 not advertised to any peer

Figure 396. ACI Site 1 Border Gateway receives EVPN Route Type 2 for 172.16.31.201

In the figure above, 5.5.5.105 is Site 2 Border Gateway loopback IP. The value 60001 represents the
normalized L3 VNI of VRF share.

Since Site 1 has route leak configuration with Internal Prefixes 172.16.32.0/24 and “Less than or Equal
(Prefix)” set to 32, the host route 172.16.32.201 is leaked from VRF share to VRF vrf1 with proper pcTag.
In exec mode on Site 1 Border Gateway, in VRF vrf1, Border Gateway has route with pcTag of 31 which is
local pcTag of ESG share2 on Site1 itself.

bgw-leafl# show ip route 172.16.32.201 vrf bgw:vrfl
IP Route Table for VRF "bgwivrfi"

'x' denotes best ucast next-hop

'sx"' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

‘%<string>=' in via output denotes VRF <string>

172.16.32.201/32, ubest/mbest: 1/0
*via 105.105.185.105%o0verlay-1, [20/0], 00:01:81, bgp-10@, external, tag 400, redist-only, rwVnid: vxlan-60001, pc-tag: 31
recursive next hop: 105.185.105.105/32%overlay-1

Figure 397. ACI Site 1 Border Gateway receives host route with proper local pcTag

Here shown the local pcTag of ESG share2 in Site1 for reference:
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Figure 398. ACI Site 1 ESG share2 local pcTag
For easy of verification, it is shown here the route leak configuration on Site 1.

alialrs )
clsco APIC (site1)

System Tenants Fabric Virtual Networking Admin QOperations Integrations

ALL TENANTS | Add Tenant ant § : r | common bgw | mgmt infra | ve9-demo

bgw

Inter-VRF Leaked Internal Prefix - 172.16.32.0/24
C» Quick Start
BH bow
> [ Application Profiles
- [l Networking Properties
[ VXLAN stretch P: 172.16.32.0/24
[ Bridge Domains Description: | Optiona
Greater Than or Equal (Prefix): |unspecified
= Multicast Less Than or Equal (Prefix): | 32
& Multicast IPv& Allow L30ut Advertisement @ \
[ Inter-VRF Leaked Routes for ESG i
[ EPG/BD Subnets

Configuration Issues

Tenant and VRF Destinations:

+ Tenant Name VRF Name

bgw vrfl

Figure 399. ACI Site 1 route leak from VRF share to VRF vrf1

Note that the value 32 in “Less Than or Equal(Prefix)” is critical, without it the host route is still leaked to
VRF vrf1 however the pcTag is wrong causing data plane broken between EP-5 and EP-6.

Failure scenario (Leaked prefix does not cover host route): Let do quick verification by set “Less Than or
Equal(Prefix)” to 32 or unspecified.
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cisco APIC (sitel)

System Tenants Fabric Virtual Networking Admin Operations Integrations

ALL TENANTS | Add Tenant 2 name or descr | common | bgw | mamt infra | vc9-demo

bgw

Inter-VRF Leaked Internal Prefix - 172.16.32.0/24
C» Quick Start

Properties
IP: 172.16.32.0/24
Description: optional
Greater Than or Equal (Prefix): unspecified

Less Than or Equal (Prefix): 31

Allow L30ut Advertisement: m /:

Configuration Issues:

Tenant and VRF Destinations:

~ Tenant Name VRF Name Description

bgw

Figure 400. ACI Site 1 leak route “Less Than or Equal(Prefix)” set to 31

As shown in the figure below, the Site 1 Border Gateway does not have the endpoint (host route) in VRF
vrf1, so it assigns pcTag 11 to the host route. pcTag 11 is a reserved tag that indicates the endpoint is not
learned in the control plane. This signals the compute leaf in the same site to drop packets originating from
that endpoint.

bgw-leafl# show ip route 172.16.32.281 vrf bgw:vrfl
IP Route Table for VRF "bgw:vrfl"

'*' denotes best ucast next-hop

'sx' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'$<string>" in via output denotes VRF <string>

172.16.32.0/24, ubest/mbest: 1/@
*via 105.105.105.105%0verlay-1, [20/0], ©3:57:05, bgp-10@, external, tag 40@, rwVnid: vxlan-60001, pc-tag: 11
recursive next hop: 105.185.185.185/32%overlay-1

Figure 401. ACI Site 1 Border Gateway receives only subnet route and set endpoint with pcTag 11

Following the same procedure, it is verified that in VRF share, ACI Site 2 Border Gateway learns host route
192.168.50.11 with proper pcTag and compute leaf learns route to 192.168.50.0/24. ACI Site 2 compute
leaf VRF share route table.

qt-leafB802# show ip route 192.168.58.8/24 vrf bgw:share
IP Route Table for VRF “bgw:share”

'x' denotes best ucast next-hop

'sk' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'%s<string>' in via output denotes VRF <string>

192.168.50.0/24, ubest/mbest: 1/0@
*via 10.118.112.67%overlay-1, [200/0], 16:26:22, bgp-40@, internal, tag 100, rwVnid: vxlan-2097152, pc-tag: 14
recursive next hop: 10.118.112.67/32%overlay-1

Figure 402. ACI Site 2 compute leaf VRF share route table

ACI Site 2 Border Gateway learns host route and sets proper local pcTag.

qt-bgw8@5# show ip route 192.168.50.11 vrf bgw:share
IP Route Table for VRF "bgw:share”

"' denotes best ucast next-hop

"#x' denotes best mcast next-hop

*[x/y]* denotes [preference/metric]

's<string>' in via output denotes VRF <string>

192.168.50.11/32, ubest/mbest: 1/@
*via 100.100.100.102%0verlay-1, [28/@], 04:49:44, bgp-40@, external, tag 108, redist-only, rwVnid: vxlan-50001, pc-tag: 25
recursive next hop: 100.100.100.102/32%overlay-1

Figure 403. ACI Site 2 Border Gateway learns host route in VRF share
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Data Plane Verification

Summary Policy Operational

Topology ~ General

The figure below illustrates the policy enforcement location and VNI translation behavior for traffic from
192.168.50.11 (VRF vrf1) in ACI Site 1 to 172.16.32.201 (VRF share) in ACI Site 2. In the case of inter-VRF
communication, ingress compute leaf performs “VRF switch” also known as VRF re-write, from the source
VRF to the destination VRF using the local source and destination VNI numbers, since the compute leaf is

not aware of the normalized VNI.
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Figure 405. ACI Site 1 VRF vrf1 to ACI Site 2 VRF share,
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Figure 406. ACI Site 2 VRF share to ACI Site 1 VRF vrf1,
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Figure 407. Data plane Inter-VRF Communication (Shared Services) with Non-stretched BDs

Ping from 192.168.50.11 in ACI Site 1 to 172.16.32.201 in ACI Site 2. The packet capture of the ICMP
request from EP-5 to EP-6 confirms that the Layer 3 (VRF) Normalized VNI of the destination VRF (VRF
share) is used in the VXLAN header for inter-site data plane forwarding.

e e ; *| esgE0-esg-share2.pcapng
AEm i@ mMRE Q+«E=2=25 &, 5 & & & T

W _ws.cal protacol == "ICMP"

No. Time Source Destination Protoco Lengt Info

.16.32.201 (ping) request 1id=@x609a, seq=12/3072, tt1=62 (reply in 43)
- 43 9.866226 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply 1d=0x609a, seq=12/3072, t 2 (request in 42)
99 1.890128 192.168.50.11 172.16.32.201 ICMP 198 Echo (ping) request id=@x669a, seq=13/3328, ttl=62 (reply in 10@)
100 1.890211 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply id=8x609a, seq=13/3328, ttl=62 (request in 99)
146 2.914094 192.168.50.11 172.16.32.201 IcMP 198 Echo (ping) request 1id=@x60%9a, seq=14/3584, ttl1=62 (reply in 147)
147 2,914228 172.16.32.201 192.168.50.11 IcMp 198 Echo (ping) reply id=@x609a, seq=14/3584, ttl=62 (request in 146)
193 3.938088 192.168.50.11 172.16.32.201 ICtMP 198 Echo (ping) request id=@x669a, seq=15/384@, ttl=62 (reply in 194)
194 3.938243 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply id=8x609a, seq=15/3840, ttl=62 (request in 193)

56 bf d4 el 4c
8 cf 00 @@ ff
10 0@ 88 be 00
@0 22 bd f8 19
@0 86 00 @0 00
69 69 29 @2 12
61 0@ @8 ef e5
45 0@ 8@ 54 76
ac 18 20 c9 08
@8 00 00 @8 ce
14 15 16 17 18
24 25 26 27 28
34 35 36 37

Frame 42: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-/
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (@0:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 10.0.@.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_fB8:19:ff (80:22:bd:fB:19:ff)
Internet Protocol Version 4, Src: 1.1.1.101, Dst: 105.105.105.105
User Datagram Protocol, Src Port: 18498, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: 0x@880, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 60001

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:@c), Dst: Cisco_e2:bb:99 (@8:0f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 192,168,50.11, Dst: 172,16.32.201
Internet Control Message Protocol

Figure 408. ICMP request from EP-5 (192.168.50.11) to EP-6 (172.16.32.201)

The packet capture of the ICMP reply from EP-6 to EP-5 confirms that the Layer 3 (VRF) Normalized VNI of
the destination VRF (VRF vrf1) is used in the VXLAN header for inter-site data plane forwarding.
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ece * esg50-esg-share2.pcapng

dE o mRE Qeas=FsL18 & a q T H

" | _ws.col.protocal == "ICMP*

No. Time Source Destination Pratoco Lengt Info
42 9.866086 192.168.50.11 172.16.32.201 ICMP 198 Echo (ping) request id=@x6@9a, seq=12/3072, ttl=62 (reply in 43)
43 0.866226 .16.32.201 .168.50.11 id=0x609a, seq=12/3072, ttl=62 (request in 42)
99 1.890128 192.168.50.11 172.16.32.201 ICMP 198 Echo (ping) request id=@x6@9a, seq=13/3328, ttl=62 (reply in 1@8)
106 1.898211 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply id=@x689a, seg=13/3328, ttl=62 (request in 99)
146 2.914094 192.168.50.11 172.16.32.201 ICMP 198 Echo (ping) request id=@x689a, seq=14/3584, ttl=62 (reply in 147)
147 2.914220 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply id=0x609a, seq=14/3584, ttl=62 (request in 146)
193 3.938080 192.168.50.11 172.16.32.201 ICMP 198 Echo (ping) request id=@x689a, seq=15/3848, ttl=62 (reply in 194)
194 3.938243 172.16.32.201 192.168.50.11 ICMP 198 Echo (ping) reply id=0x609a, seq=15/3848, ttl=62 (request in 193)

Frame 43: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-#
Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:dd:el (@0:58:56:bf:dd:el)
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_f8:19:ff (@88:22:bd:f8:19:ff), Dst: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47)
Internet Protocol Version 4, Src: 5.5.5.185, Dst: 100.100.100.102
User Datagram Protocol, Src Port: 4877, Dst Port: 4789
Virtual eXtensible Local Area Network

Flags: 0x080@, VXLAN Network ID (VNI)

Group Policy ID: @

VXLAN Network Identifier (VNI): 508601

Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:@c), Dst: Cisco_eb:c5:99 (00:5d:73:eb:c5:99)
Internet Protocol Version 4, Src: 172.16.32.201, Dst: 192.168.50.11
Internet Control Message Protocol

90 58 56 bf d4 el 4«
0@ b8 f8 61 00 @@ fi
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Figure 409. ICMP reply from EP-6 (172.16.32.201) to EP-5 (192.168.50.11)

Policy Enforcement

The figure below illustrates the policy enforcement location for traffic from 192.168.50.11 (endpoint in ESG
esg50 in VRF vrf1) in ACI Site 1 to 172.16.32.201 (endpoint in ESG share2 in VRF share) in ACI Site 2.

ACI Site 1 ACI Site 2

enforce
policy in VRF share

enforce
policy in VRF share

Compute Border Border
Gateway Gateway

EP-5 and EP-6 are in different VRFs.

VRF: vrf1 EP-5 in VRF vrf1 VRF: share EP-6

192.168.50.11 EP-6 in VRF share 172.16.31.201

Figure 410. Policy enforcement VRF vrf1 to VRF share, from ACI Site 1 to ACI Site 2

As outlined in the Data Plane verification, the compute leaf at the source site (Site 1 in this flow) performs a
VRF switch from VRF vrf1 to VRF share. Following this VRF switch, the policy enforcement aligns with the

behavior described in Use Case 4: Inter-Subnet Communication with Non-stretched BDs Multiple ESGs.
Specifically, for traffic flowing from ACI Site 1 to ACI Site 2 (from VRF vrf1 to VRF share):

« ACI Site 1 Border Gateway applies policy in VRF share
« ACI Site 2 Compute Leaf applies policy in VRF share

The figure below illustrates the policy enforcement location for traffic from 172.16.32.201 (endpoint in ESG
share2 in VRF share) in ACI Site 2 to 192.168.50.11 (endpoint in ESG esg50 in VRF vrf1) in ACI Site 1.
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ACI Site 1 ACI Site 2

enforce
policy in VRF vrf1

enforce
/ policy in VRF vrf1

Border Compute
Gateway Gateway Leaf

EP-5 and EP-6 are in different VRFs.

VRF: urf1 EP-5in VRF vrf1 VRF: share EP-6

EP-6 in VRF share 172.16.32.201

192.168.50.11

Figure 411. Policy enforcement VRF share to VRF vrf1, from ACI Site 2 to ACI Site 1

Similarly, the compute leaf at the source site (Site 2 in this flow) performs a VRF switch from VRF share to
VRF vrf1. Following this VRF switch, the policy enforcement aligns with the behavior described in Use Case

4: Inter-Subnet Communication with Non-stretched BDs Multiple ESGs. Specifically, for traffic flowing from
ACI Site 2 to ACI Site 1 (from VRF share to VRF vrf1):

« ACI Site 2 Border Gateway applies policy in VRF vrf1
« ACI Site 1 Compute Leaf applies policy in VRF vrf1

Use Case 11: Inter-VRF Communication (Shared Services) with Shared L30ut

Use Case Overview

This section covers an inter-VRF communication use case with an L30ut where the source and the
destination reside in different VRFs similar to the previous use case. A shared L3Out and its ESG does not
have to be in the same tenant with the ESG for endpoints.

The figure below illustrates an example used in this section. VRFs, BDs and ESGs are stretched across
sites, and the L30ut is local to ACI Site 1. Although this example shows stretched VRFs, Bridge Domains,
and ESGs, only the VRF must be stretched. The BD and ESG may remain local to each site. A Contract is
configured between ESG ext-1 in VRF vrf1 and ESG share1 in VRF share. When an endpoint in ESG share1
in ACI Site2 communicate with an external endpoint in ESG ext-1 (100.64.1.0/24), it will go through the
L3Out in ACI Site 1.

ACI Site 1 ) ( ACI Site 2

Local L3VNI: 2162688 : Local L3VNI: 2097152
Normalized L3VNI: 50001 VRF: vrf1 Normalized L3VNI: 50001

pcTag: 10931
Normalized pcTag: 8001

pcTag: 27
Normalized pcTag: 8001

100.64.1.0/24

L30ut-1

ESG: ext-1
@ Tenant scope

Local L2VNI: 15138760 BD: bd-share1 Local L2VNI: 15204289

Normalized L2VNI: 31000 172.16.31.254/24 Normalized L2VNI: 31000

Local L3VNI: 2228225 Local L3VNI: 2490368
Normalized L3VNI: 60001 Normalized L3VNI: 60001
J

Figure 412. Shared L30Out across ACI Sites

© 2026 Cisco and/or its affiliates. All rights reserved. Page 183 of 209



The configuration steps are following:
e Create VRF share, BD bd-share1, stretch the VRF and the BD.
o Create ESG share1 with the normalized pcTag.

o Leak ACI Site 1 VRF vrf1 external prefix to VRF share.

« Leak BD bd-share1 subnet in VRF share to ACI Site 1 VRF vrf1 L30ut.

« Apply a tenant scope contract between ESG esg1 and ESG ext-1.

» Enabled “Shared” flag under ESG External Subnet Selector (for external subnet 100.64.1.0/24) in ACI
Site 1
Since the first two steps are identical with the previous use case, this section covers the last four steps.

The following figure summarizes the leaked subnet information between VRF vrf1 and VRF share. In this
example, the following subnets need to be leaked:

o 100.64.1.0/24 learnt via the L30ut in VRF vrf1 needs to be leaked to VRF share.
e 172.16.31.0/24 in bridge domain bd-share of VRF share must be leaked to VRF vrf1.

'y 100.64.1.0/24

| VRF vrf1

"' \-
bd-share: 172.16.31.0/24

VRF share

Figure 413. Leak routes across VRF

Advertise External Route from L30ut to Remote VRF

This section covers how to leak an external prefix to another VRF. At ACI Site 1, navigate to Networking ->
VRFs -> vrf1 -> Inter-VRF Leaked Routes for ESG. Right click and choose “Create Leaked External Prefix”.
And follow the wizard to specify the prefix and the destination VRF where the prefix needs to be leaked.

“c|||5'é!;‘)' APIC (site1)

Virtual Networking Admin Operation

External Prefixes

Right click and choose Create
Leaked External Prefix

Figure 414. Create Leaked External Prefix
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Enter 100.64.1.0/24 in the IP field, then click “+” button.

Create Leaked External Prefix <]

IP: 100.6410/24

Description: optional

Greater Than or Equal (Prefix): unspecified

Less Than or Equal (Prefix): unspecified

Tenant and V

Tenant Name VRF Name Description

Figure 415. Define 100.64.1.0/24 as leaked external prefix

Choose “bgw” from the Tenant drop-down list, choose “share” from VRF drop-down list then click OK.

Create Tenant and VRF Destination [}
Tenant and VRF: bgw share =

Description: optional

Figure 416. Choose VRF share as destination VRF

Click Submit to finish.

Create Leaked External Prefix (<]

P: 100.84..0/24
Description: optional
Greater Than or Equal (Prefix): unspecifie
Less Than or Equal (Prefix): unspecified
Tenant and VRF Destinations: mw +

Tenant Name VRF Name Description

| baw share

Figure 417. Leak External Prefix to destination VRF completion
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BD Subnets External Prefixes Internal Prefixes Fau

escription Greater Than or Target VRF(s) s Target VRF
Equ efix) Present?

Less Than or
Equal (Prefix)

Figure 418. Leak external prefix to different VRF completion

Advertise Internal Bridge Domain Subnet to L30ut Across VRF
This section covers how to leak an internal subnet to an external network in another VRF.

Iy 100.64.1.0/24

! VRF vrf1

bd-share: 172.16.31.0/24

VRF share
Figure 419. Advertise 172.16.31.0/24 to ACI Site 1 L3Out in VRF vrf1

At ACI Site 1, make sure the subnet 172.16.31.0/24 is leaked from VRF share to VRF vrf1 using Internal
Prefixes route leak.

el APIC (sitel) o QOO O

rnal Prefix - 172.16.31.0/24

VRF Name Dascription s Target VRF Prasent?

Figure 420. ACI Site 1 Internal Prefixes leak 172.16.31.0/24 to VRF vrf1

A route profile configuration is required at the external EPG to export the internal prefix to L30ut. In this
example, the route profile that has a match prefix rule for 172.16.31.0/24 is required on the external EPG
under the L30ut in VRF vrf1. After this step, subnet 172.16.31.0/24 is advertised from VRF share to the
external router in VRF vrf1 in ACI Site 1.

It is important to note that a given external EPG supports only one Route Control Profile per direction. In
Use Case 7: Transit Routing Across ACI Sites, the route map transit-100-68-1 has already been applied in
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the export direction under the Route Control Profile associated with the External EPG bgp-ext-epg.
Therefore, applying a new export route map in this scenario would replace the existing association and
cause transit-100-68-1 to be detached.

Although this use case uses a different route-map named 172-vrf-share, the existing route-map transit-
100-68-1 can be reused by adding an additional context to the existing route map.

The following figures show a configuration example for route control profile at the external EPG. Route-
map 172-vrf-share is associated to external EPG bgp-ext-epg in ACI Site 1.

aletle APIC (sien) admir

Integrations

External EPG - bgp-ext-epg

Ay Operstione

Contracts Inherited Contracts

Properties

L30ut Contract Master

Figure 421. Apply route profile export direction

Route-map 172-vrf-share is configured with a match prefix rule for 172.16.31.0/24.

dsco APIC (sitel)

Tenants Ac n Operations Integrations

Add Tenan mmon. bgw | mgmt infra

Route Control Profile - 172-vrf-share

Properties

Name: 172-vrf-share

Match Prefix AND Routing Policy  [SNEIENERIRRS

~ Order Name Action

Figure 422. Route-map to match 172.16.31.0/24 subnet

Route Control Context - 1

Properties

Rule Name state

Figure 423. Route Context
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Match Rule - 172

Palicy

Properties
Match AS Fath Ragex Terrs

= Name Regular Expression Description

Match Prafix

P Description Aggregate Greater Equal Mask Less Equal Mask

[\";m 310124 False 0 o ]

Figure 424. Match rule to match 172.16.31.0/24

Create and Apply Tenant Scope Contract

On both ACI Sites, create a tenant scope contract named bgw-shared-13out, apply this contract between
ESG share1 and ESG ext-1.

100.64.1.0/24

pcTag: 27 VRF: vrfl pcTag: 10931

Normalized pcTag: 8001 Normalized pcTag: 8001

¢ bgw-shared-13out

pcTag: 10934 pcTag: 22
Normalized pcTag: 2001 VRF: share Normalized pcTag: 2001

Selector: EPG share1 ESG: sharel Selector: EPG share1
172.16.31.11 bd-share:172.16.31.0/24 172.16.31.201

Figure 425. Shared L30ut logical topology

The following screenshots show a contract configuration example.

‘cl\lsélul APIC (site1)

Fabric tual Networking Admin erations  Integrations
[romeocgese ] bgw I f
Contract - bgw-shared-13out
Summary  Topalegy  Policy
Properties
Name: byw-shared-i3out
Alas
Giobal Allas:
. ptior
Aonctations: @)
Subjests
~ Name Ailos Fiters
o bawlip

Figure 426. ACI Site 1 tenant-scope contract
‘teeh' APIC (site) «n @ OGO

Contracts

Contracts  Inherited Contracts  Contracts Via EPG Selectors Inherited Contracts Via EPC
e}
= Tenant Name Tenant Alias Contract Name. Contract Type Provided | Consumed QoS Class State
3 Contract Type: Centract
s - ] Unspecified Formed
b Unspecified Formed

Figure 427. ACI Site 1 ESG share1 contract consumer
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dils APIC (sie) = @ OWRE@

Admi

. Egw

Contracts

Inherited Contracts  Contracts ¥ia EPG Selectors  Inherited Contracts Via EP

= Tenant Marme

Alias Contract Name Cantract Type Provided | Consumed QoS Class

S Contract Type: Contract

Figure 428. ACI Site 1 ESG ext-1 contract provider
afaje ‘ .
cisco APIC (site2)
System [EENEHIE Fabric Virtual Networking Admin Operations  Integrations
Add Tenant | Tenant Search: [T | common bgw | infra | mgmt
Contract - bgw-shared-I3out
Summary Topology Policy
Properties
QoS Class:
Description: op/
Annotations: @)
Subjects:
“ Name Alias Filters
Figure 429. ACI Site 2 tenant-scope contract
il "
tech APIC (s
System Te Fabric Virtual Networking Admin Operations Inte:
L [T bgw | | s
Contracts
Inherited Contracts Contracts Via EPG Selectors
~ Tenant Name Tenant Alias Contract Name Contract Type Pravided | Consumed QoS Class

3 Contract Typs: Contract

Figure 430. ACI Site 2 ESG share1 contract consumer
mmm feita®)
dics  APIC (siie2)
Sy Tenants Fabric Virtual Networking Admin Operations
. CrTrrTE— oo |
Contracts
+ Tenant Name Tenant Alias Contract Name Contract Type Provided { Consumed QoS Class

Figure 431. ACI Site 2 ESG ext-1 contract provider
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Enable Shared flag in ESG External Subnet Selector

The “Shared” flag needs to be enabled at the external subnet selector for the ESG ext-1 otherwise
endpoint in VRF share in ACI Site 1 is not allowed to communication to external endpoint in L30ut in ACI
Site 1 even with tenant-scope contract applied. Navigate to ESG ext-1 -> Selectors -> Double-click on
External subnet.

el APIC (sitet)

tworking Admin  Operations  Integrations

Selectors

Double click

Selactor Type Candition

Extemal Subnet 100640124

Figure 432. Enable shared flag in external subnet

Once the External subnet setting window open, check Shared and click Submit.

‘e APIC (siten o

Selectors

External Subnet Selector - 100.64.1.0/24 0o

Properties

Figure 433. Check Shared and Submit

Control Plane Verification
The external router in ACI Site 1 learns 172.16.31.0/24 that is BD bd-share1 subnet in VRF share.
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Sitel-CBK-1#show ip route bgp
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m — OMP
n — NAT, Ni - NAT inside, No - NAT outside, Nd — NAT DIA
i - IS-1S, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated local route overrides by connected

e+ oo

Gateway of last resort is not set

8.0.0.8/24 is subnetted, 1 subnets

B 8.8.8.0 [20/0] via 11.0.0.1, 7wed
100.0.0.0/8 is variably subnetted, 13 subnets, 2 masks
B 100.68.1.0/24 [20/0] via 172.16.161.1, 18:59:18
172.16.0.0/16 is variably subnetted, 7 subnets, 3 masks
B 172.16.31.0/24 [20/0] via 172.16.161.1, 18:59:26
B 192.168.1.8/24 [20/0] via 172.16.161.1, 18:59:26

Figure 434. External router learns internal BD subnet

Data Plane Verification

The figure below illustrates the policy enforcement location and VNI translation behavior for traffic from
172.16.31.201 (VRF share) in ACI Site 2 to 100.64.1.10 (VRF vrf1) in ACI Site 1. In this case, ingress leaf
performs “VRF switch” also known as VRF re-write for both directions.

AClI Site 1 e — ACI Site 2
ASN 100 ASN 400
Decap VXLAN and s VLAY VKN @)
IVXLAN encap o VXLAN en o SIPo: leaf802 TEP
SlPo: Multi-Site Int VIP SIPo: BGW PIP (vxlan-rtep) DIPo: BGW TEP
DIPo: leaf1 TEP DIPo: Multi-Site Ext VP (100.100.100.102) VNI: 2490368
VNI 2162688 VNI: 50001
\ VRF switch: \
Enforce policy share=>vfl
Multi-Site Int VIP
Multi-Site Int VIP 10.118.176.68
10.1.144.64
Multi-Site Ext VIP Multi-Site Ext VIP
Eth frame 100.100.100.102 105.105.105.105
L30ut-1 SMAC: leaf1 L30ut intf MAC Eth frame
DMAC: NH Router MAC SMAC: MAC2 (1]
DMAC: bd-share1 SVl MAC
VRF: vrf1 VRF vrf1:
Local VNI: 2162688 Local VNI: 2490368
Normalized VNI: 50001 Normalized VNI: 50001
100.64.1.10 VRF: share VRF: share 172.16.31.201
MAC: MAC1 Local VNI: 2228225 Local VNI: 2097152 MAC: MAC2

Normalized VNI: 60001

Normalized VNI: 60001

Figure 435. ACI Site 2 VRF share to ACI Site 1 VRF vrf1 L30ut, ingress leaf performs VRF switch

ASN 100

iVXLAN encap
SiPo: leaf1 TEP o

VXA o) (2] DIPo: Multi-Site Int vip  SEde A CS A Sl
0: 18 VNI: 2228225 VXLAN encal
DIPo: Spine Proxy IP 0 o

SlPo: BGW PIP (vxlan-rtep)
DIPo: Multi-Site Ext VIP (105.105.105.105)
VNI: 60001

VNI;: 2228225
/VRF switch: vrf1 -> share

Multi-Site Int VIP
10.1.144.64

2
st v T

100.100.100.102

Eth frame

SMAC: MAC1 o

DMAC: NH Router MAC
VRF: vrf1

Local VNI: 2162688
Normalized VNI: 50001

100.64.1.10 VRF: share
MAC: MAC1 Local VNI: 2228225
Normalized VNI: 60001

ACI Site 1 EEEEE—

ACI Site 2
ASN 400

IVXLAN encap 0
SlPa: Multi-Site Int VIP

DIPo: leaf802 TEP

'VNI: 2097152

\

Enforce policy

Decap VXLAN and encap IVXLAN
ey Q)
SlPa: Multi-Site Int VIP
DIPo: Spine Proxy IP
'VNI: 2097152

Multi-Site Int VIP
10.118.176.68

Multi-Site Ext VIP
105.105.105.105 Eth frame 0
SMAC: BD SVl MAC

DMAC: MAC2

VRF: vrf1
Local VNI: 2490368
Normalized VNI: 50001

VRF: share 172.16.31.201
Local VNI: 2097152 MAC: MAC2
Normalized VNI: 60001

Figure 436. ACI Site 1 VRF vrf1 L30ut to ACI Site 2 VRF share, ingress leaf performs VRF switch
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ACI Site 1

BGP PIP: 5.5.5.105

Multi-Site External VIP
100.100.100.102

Mutlti-Site External VIP
105.105.105.105

BGP PIP: 1.1.1.102

Border Gateways

spine688 spine689

(VRF share VNI) 60001

VNI 2228225 VNI 2490368

= ExtEP-1 is external endpoint Site 1 VRF vrf1
+ EP-2in VRF share

L30ut-1

Local VRF vrf1 Normalized VNI i Local VRF vrf1
VNI 2162688 (VRF VNI) 50001 v VNI 2097152
o e i e e B

IVXLAN VXLAN i IVXLAN

I
Local VRF share Normalized VNI | Local VRF share

'
'

e o ]

-

qt-leaf802

ACI Site 2

qt-spine811

172.16.31.201

100.64.1.10

Figure 437. Data plane Shared L30ut communication

Ping result from an endpoint in ESG share1 in ACI Site 2 to an external endpoint in VRF vrf1 in ACI Site 1.
The packet capture of the ICMP request from EP-2 to ExtEP-1 confirms that the Layer 3 (VRF) Normalized
VNI of the destination VRF (VRF vrf1) is used in the VXLAN header for inter-site data plane forwarding.

LK " shared-I3out. peapng

Adm i@ MR Res=F 3 = @ a & T [

N _ws.col protocal == "ICMP"
Destination

Protoco Lengt Info
) request

0.179976 reply

69 1.199472  172.16. 100.64.1.10 ICMP 198 Echo request x496d, seq=10/2560,

70 1.199886  100.64 172.16.31.201  ICMP 198 Echo reply x496d, seq=10/2568, ttl=61
141 2. 172.16 100.64.1.10 ICMP 198 Echo request x496d, seq=11/2816, ttl=62
142 2.223836  108.64. 172.16.31.201  ICMP 198 Echo reply x496d, seq=11/2816, ttl=61
109 3.247424  172.16. 100.64.1.10 ICMP 198 Echo request x496d, seq=12/3072, ttl=62

191 3.247822 108.64. 172.16.31.201 IcMP 198 Echo (ping)

reply  1d=0x496d, seq=12/3072, ttl=61

(reply in 70)

(request in 69)

(reply in 142)
{request in 141)
(reply in 191)
{request in 198)

Frame 12: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-¢# 0@00
Ethernet IT, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (00:50:56:bf:d4:e1)
Internet Protocol Version 4, Src: 10.0.0.1, Dst: 172.16.80.100
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_f8:19:ff (@0:22:bd:f8:19:ff), Dst: Cisco_dS5:bb:47 (4c:77:6d:d5:bb:47)
Internet Protocol Version 4, Src: 5.5.5.185, Dst: 100.100.100,162
User Datagram Protocol, Src_Port: 48268, Dst Port: 4789
Virtual eXtensible Local Area Network 2090
Flags: ©x0808, VXLAN Network ID (VNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 50081
Reserved: @
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (@@:@c:@c:@c:@c:8c), Dst: Cisco_ca:39:3a (64:08:64:ca:39:3a)
Internet Protocol Version 4, Src: 172.16.31.201, Dst: 100.64.1.10
Internet Control Message Protocol

Figure 438. ICMP request from EP-2 (172.16.31.201) to ExtEP-1 (100.64.1.10)

The packet capture of the ICMP reply from ExtEP-1 to EP-2 confirms that the Layer 3 (VRF) Normalized VNI

of the destination VRF (VRF share) is used in the VXLAN header for inter-site data plane forwarding.
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ene " shared-13out.pcapng

Adm @ mCRE Q&= EF ] & & *f [

W |_ws.col.protocol == "ICMP"

No. Time Source Destination Protoco Lengt Info

~ 12 9.179589  172.16.31.201 100.64.1.10 ICMP 198 Echo (ping) request id=8x496d, seq=9/2304, tt1=62 (reply in 13)

[ 10 31,20 1d=0x496d, seq=9/2304, ttl=61 (request in 12)

69 1.199472  172.16.31.201 1008.64.1.10 ICMP 198 Echo (ping) request id=8x496d, seq=108/2568, tt1=62 (reply in 70)
70 1,199886  1900.64.1.10 172.16.31.201 ICMP 198 Echo (ping) reply id=8x496d, seq=10/256@, ttl=61 (request in 69)
141 2,223446 172.16.31.201 100.64.1.10 ICMP 198 Echo (ping) request id=8x496d, seq=11/2816, tt1=62 (reply in 142)
142 2,223836 108.64.1.10 172.16.31.201 ICMP 198 Echo (ping) reply id=0x496d, seq=11/2816, ttl=61 (request in 141)
190 3.247424 172.16.31.201 100.64.1.10 IcMP 198 Echo (ping) request id=08x496d, seq=12/3072, tt1=62 (reply in 191)
191 3,247822 108.64.1.10 172.16.31.201 IcMP 198 Echo (ping) reply id=0x496d, seq=12/30872, ttl=61 (request in 198)

Frame 13: Packet, 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits) on interface \Device\NPF_{5D6AB595-¢

Ethernet II, Src: Cisco_d5:bb:47 (4c:77:6d:d5:bb:47), Dst: VMware_bf:d4:el (0@:50:56:bf:d4:el)
Internet Protocol Version 4, Src: 16.0.8.1, Dst: 172.16.80.180
Generic Routing Encapsulation (ERSPAN)
Encapsulated Remote Switch Packet ANalysis Type II
Ethernet II, Src: Cisco_dS5:bb:47 (4c:77:6d:d5:bb:47), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:ff)
Internet Protocol Version 4, Src: 1.1.1.182, Dst: 185.105.105.185
User Datagram Protocol, Src Port: 11842, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: @x0800, VXLAN Network ID (VWNI)
Group Policy ID: @
VXLAN Network Identifier (VNI): 60@01
Reserved: 8
Ethernet II, Src: Cisco-ACI-Gleaning-Leaf (0@:0c:®@c:0c:@c:8c), Dst: Cisco_e2:bb:99 (08:0f:e5:e2:bb:99)
Internet Protocol Version 4, Src: 108.64.1.10, Dst: 172.16.31.201
Internet Control Message Protocol

0000 00

50 56 bf d4 el
b8 fa 6e 00 00
64 10 80 B8 be
Bc 80 22 bd f8
00 00 B6 00 00
69 69 69 2b 22
ea 61 00 08 of
90 45 80 80 54
Ba ac 19 1f c9
6a 00 00 00 00
13 14 15 16 17
23 24 25 26 27
33 34 35 36 37

Figure 439. ICMP reply from ExtEP-1 (100.64.1.10) to EP-2 (172.16.31.201)

Policy Enforcement

The figure below illustrates the policy enforcement location for traffic between 172.16.31.201 (an endpoint
in ESG share1 ACI Site 2 VRF share) and 100.64.1.10 (an external endpoint in ESG ext-1 in ACI Site 1 VRF
vrf1). In both directions, after the ingress leaf performs the “VRF switch” policy enforcement is identical to

that described in Use Case 5: North-South Communication Across ACI Sites with Stretched BDs

ACI Site 1 ACI Site 2

enforce
policy in VRF wrf1 enforce
policy in VRF vrf1
Border
Gateway i

L30ut-1
EP-2 endpoint in VRF share

ExtEP-1 external endpoint in VRF vrf1 VRF: share

VRF: vrfl

ExtEP-1

Figure 440. Local endpoint in ACI Site 2 VRF share to external endpoint in ACI Site 1 VRF vrf1

ACI Site 1 ACI Site 2

enforce

policy in VRF share enforce

Border
Gateway

Border
Gateway
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Figure 441. External endpoint in ACI Site 1 VRF vrf1 to local endpoint in ACI Site 2 VRF share
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ACI Site 2 compute leaf does not apply the policy. Instead, ACI Site 2 Border Gateway applies the policy.
ACI Site 1 Border Gateway applies the policy. ACI Site 1 Border Leaf does not apply the policy since the
policy was already applied by the Border Gateway. ACI Border Leaf (node-101) does not apply the policy.

Instead, Border Gateway applies the policy in the destination VRF. ACI Site 2 Border Gateway does not
apply the policy. Instead, ACI Site 2 compute leaf applies the policy in the destination VRF.

Use Case 12: Service Node Integration

Use Case Overview

This section explains PBR (Policy Based Redirect) for L4-L7 service integration in an ACI-to-ACI
deployment through Border Gateways. For inter-site communication, contracts are applied in both the
source and the destination sites, hence service insertion is handled independently within each site.

Each site may connect its own firewall devices, operating in Active/Standby mode, Active/Active mode, or
as multiple independent firewalls with symmetric PBR (Policy Based Redirect). Firewall deployment is
independent for each site, and the Service Bridge Domain (BD) can be entirely local to the site without
requiring deployment on the Border Gateway. This means the Service BD does not need to be stretched or
deployed on the Border Gateway to function properly within that site. Consumer and Provider Bridge
Domains (BDs) can be either stretched across sites or remain local to each site. It is a valid design option
for one site to deploy a firewall while another site operates without one. The site with the firewall can
redirect traffic to its local firewall for traffic that is local to that site, for traffic arriving from the remote site,
and for traffic destined toward the remote site. However, the remote site that does not have a local firewall
cannot redirect traffic to the firewall deployed at the other site. However, for consistent security and policy
enforcement, this guide recommends deploying firewalls at both source and destination sites. The
Endpoint Security Groups (ESGs) involved in these relationships can be standard ESGs (for example ESG
esg1, esg?2) or ESGs configured with an external subnet to represent an external network (for example ESG
ext-1).

Two-way translations ISN Two-way translations

(2162688 <= 50001) (2097152 <= 50001)
[ [
J ( VXLAN tunnel ) J

L2/L3 VXLAN EVPN
Connectivity
. Normalized VNI
Spine :
P Local Local Spine
VNID VNID
VNI 2097152
| wzies ;
Leaf Leaf

| Site2-Firewalls
(active/standby)

Site1-Firewalls
(active/standby) |

o ACI Site 1 S ACI Site 2

[} “

Figure 442. Firewall Insertion Topology

Below is a logical diagram with a contract between esg1 and esg2, the expectation is that traffic flow
between esg1 and esg?2 is redirected to the local firewall in each site independently.
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Local VNI: 15007704 BD: bd1 Local VNI: 15105996
Normalized VNI: 30001 192.168.1.254/24 Normalized VNI: 30001

pcTag: 10947 pcTag: 10930

Normalized pcTag: 1001 ESG: esgl Normalized pcTag: 1001
Selector: EPG1 Selector: EPG1

! BD: bd-svc-site2

m | 192.168.252.254/24
\
’ ]
192.168.1.11 L \

e oo 192.168.252.11
Site1-Firewall, gl - @ Site2-Firewall
i P ST
192.168.251.11 . ; 192.168.2.201

A !
BD: bd-svc-site1 ‘. m

192.168.251.254/24 '

pcTag: 10948 pcTag: 19

Normalized pcTag: 1002 ESG: esg2 Normalized pcTag: 1002
Selector: EPG2 Selector: EPG2

Normalized VNI: 30002 192.168.2.254/24 Normalized VNI: 30002
Figure 443. Firewall Insertion Logical Diagram

As shown in the figure above, both the consumer and provider are locally connected endpoints. However,
as mentioned previously it is also possible for the consumer and provider to be external endpoints; for
example, the consumer could be ESG esg1, and the provider could be ESG ext-1.

The following diagram illustrates the traffic flow originating from esg1 in ACI Site 1 to esg2 in ACI Site 2.

Incoming traffic arriving from a remote site is always redirected by the Border Gateway in the receiving
site.

ACI Site 1 ACI Site 2

~  leaf802

192.168.251.11

EP-1 Site1-firewall Site2-firewall EP-2

192.168.1.11 192.168.2.201
Figure 444. Flow from ACI Site 1 esg1 endpoint to ACI Site 2 esg2 endpoint

Since in the example in figure above the compute leaf in Site 1 does not have the pcTag information of the
destination endpoint (EP-2), it forwards the traffic to the Site 1 Border Gateway, which maintains the
complete pcTag information for both the source and destination endpoints. Upon receiving the traffic, the
Site 1 Border Gateway performs a Policy-Based Redirect (PBR) and redirects the traffic to the Site 1
Firewall for inspection.

« 1a) EP-1 -> Site 1 leaf1 -> Site 1 Spine -> Site 1 Border Gateway -> Site 1 Spine -> Site 1 leaf601
-> Site 1 Firewall

« 1b) Site 1 Firewall -> Site 1 leaf601 -> Site 1 Spine -> Site 1 Border Gateway -> ISN -> Site 2
Border Gateway -> Site 2 Spine -> Site 2 leaf802 -> Site 2 Firewall

« 1c) Site 2 FW -> Site 2 leaf802 -> EP-2
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Note: in the specific case where the BD of EP-2 is stretched across sites and also locally deployed on leaf1
in Site 1, it may happen that EP-2 IP information (and associated pcTag) will be learned on leaf1 based on
data-plane activity. Under those specific circumstances, the PBR policy could be directly applied on leaf1
and traffic would be optimally redirected to the local firewall. The following diagram illustrates the flow for
returning traffic from ESG2 in ACI Site 2 to ESG1 in ACI Site 1.

ACI Site 1 ACI Site 2

Border
Gateway

Border
Gateway

2b 2a
192.168.252.1 2‘]
Site2-firewall EP-2
192.168.1.11 192.168.2.201

Figure 445. Returning flow from ACI Site 2 esg1 endpoint to ACI Site 1 esg2 endpoint

« 2a) EP-2 -> Site 2 leaf802 -> Site2 Spine -> Site 2 Border Gateway -> Site 2 Spine -> Site leaf802
-> Site 2 Firewall

» 2Db) Site2 Firewall -> Site 2 leaf802 -> Site 2 Spine -> Site 2 Border Gateway -> ISN -> Site 1
Border Gateway -> Site 1 Spine -> Site 1 leaf1 -> Site 1 Spine -> Site 1 leaf601 -> Site 1 Firewall

e 2c) Site 1 Firewall -> Site 1 leaf601-> Site 1 Spine -> Site 1 leaf1 -> EP-1
Note: in the specific case where the BD of EP-1 is stretched across sites and also locally deployed on
leaf802 in Site 2, it may happen that EP-1 IP information (and associated pcTag) will be learned on leaf802
based on data-plane activity. Under those specific circumstances, the PBR policy could be directly applied
on leaf802 and traffic would be optimally redirected to the local firewall.

The following steps outline the primary configuration on both ACI Sites, assuming that esg1, esg2, and the
required contract are already in place.

» Create a Bridge Domain (BD) for the service node, also known as the Service BD.
o Create the Firewall Logical Device.

o Create the Service Graph Template.

o Create the L4-L7 Redirection Policy.

« Deploy the Service Graph using the template.
For more detail information, please refer to this whitepaper:
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739971.html

The next section shows a configuration example for both ACI sites.

Firewall Insertion Configuration Details

In ACI Site 1, the Service BD is configured as Layer 3 with Unicast Routing enabled. The Service BD subnet
does not need to be advertised externally or stretched across sites.
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Figure 446. ACI Site 1 Service BD

For the ACI Site 1 service node, this deployment uses a virtual domain; however, the same principles apply
to a physical domain. While this service node is configured using a one-arm interface, a two-arm interface
configuration is also supported. Note that for a two-arm service, two separate service BDs need be
defined, one for each interface. This example uses one-arm service node.

el APIC (siten) aamin (@) €

System Fabric tual Networking Admin Operations Integrations

common | bgw | mgmt | infra | vco-demo

L4-L7 Devices - site1-fw

Policy
General Devices
~ Name VM Name vCenter Name Interfaces
site1-fw site-fw veanter onearm
Cluster
MM Domain: VMware/AC!
Pramisc ade: [
Context Aware: | ple ~ Name Conerete Interfaces Enl
Function Type: ( | o) cheonm site1-furflonearm]

Figure 447. ACI Site 1 Service Node

The “Route Redirect” parameter in the Service Graph Template must be set to “true” as this deployment
utilizes PBR.

el APIC (site) =nn @ @ GO

System Fabric rtual Networking Admin  Operations  Integrations
ALL TENANTS common | bgw| mgmt | infra | ved-demo
bgw
g L4-L7 Service Graph Template - site1-graph

Topology Palicy Faults

Consumer Provider
s = N
site-fw
N1

site1-fw Information

Figure 448. ACI Site 1 Service Graph Template
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In this example, the IP SLA frequency is set to 3 seconds, resulting in ACI sending an ICMP probe to the
service node every 3 seconds. Based on the Detect Multiplier value of 3, the service node is declared
down after three consecutive probe failures.

el APIC (sitel)

System EMEUERIS Fabric

ALLTENANTS | AddTenant | Tenant Search: [N | common | bgw | Fortune demo | vc9-demo

Virtual Networking Admin  Operations  Integrations

IP SLA Monitoring Policy - icmp-3second

Properties

& Data Piane Policing
& DHeP

& IGMP Interface
& IGMP Snoop

Figure 449. ACI Site 1 IP SLA Monitoring Policy

A Redirect Health Group (Health Group) in Cisco ACI Policy-Based Redirect (PBR) is a logical grouping of
PBR destination IP addresses used to track the operational status of service nodes, such as firewalls or
load balancers. The health group prevents traffic redirection to a service node that is down, avoiding traffic
blackholing. To enable IP SLA monitoring, a Redirect Health Group must be configured. For more details,
please refer to the Cisco ACI white paper on optional features available at
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-739971.html#Optionalfeatures

Uico APIC sier

S+ 1P Address

Figure 450. ACI Site 1 L4-L7 Redirect Health Group
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L4-L7 Policy Based Redirect (also known as PBR policy) specifies where ACI fabric should redirect the
traffic by specifying the destination IP and MAC addresses. Since this configuration example uses the IP
SLA Monitoring Policy, MAC address configuration is not mandatory.

Uil apic e QO EOOO

T ual Netwarking Admin Integrations

Figure 451. ACI Site 1 L4-L7 Policy-Based Redirect Policy

To apply the service graph to the contract subject, right click on the graph template and choose “Apply
L4-L7 Service Graph Template”.

v . )
cisco APIC (site1)

Admin

System Tenants Fabric Virtual Networking QOperations Integrations

| common | bgw| mgmt | infra

L4-L7 Service Graph Template - sitel-graph

Consumer

raph Templates.

Graph Template
brmation

Edit L4-L7 Sel

& Graph Template Firewall: Routed
Delete tedirect: true

Remove Related Objects of Service Graph Template

Post

Share

Open In Object Store Browser

Figure 452. Apply Service Graph Template

From the menu, choose a consumer ESG, a provider ESG and a contract subject. In this example, choose
esg1 as consumer, esg2 as provider and choose esg1-esg2/ip from Existing Contracts subjects.
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Apply L4-L7 Service Graph Template to EPG/ESG(s)

Endpoint Group Type

e

Group Type: { Endpoint Palicy Group (EPG)

Endpoint Group Canfiguratior

Configure an ntra-Engpoint
Contract:
onsumer ESG J Extemal Network: | bawjaptjesg-esgl @ erovider £SG/ Internal Natwor

& [bgwiaptjesg-esa? @

Contract Information

Selact Existing Contract Subject

Figure 453. Choose ESGs and Contract subjects

Choose a service BD, a Redirect Policy and a Cluster interface for each connector: consumer and provider
connector. In this example, choose bd-svc-site1 as the service BD, site1-fw-one-arm as the Redirect
Policy and one-arm as the Cluster interface for both connectors.

Apply L4-L7 Service Graph Template to EPG/ESG(s)

(<]
STEP 2 > Graph m
Consumer Provider
& \&
N1
sitel-fw Information
@
@
]
< €D
Figure 454. Consumer connector configuration
Apply L4-L7 Service Graph Template to EPG/ESG(s) (]
Sorvica Graph Templata: | bgw/siteT-graph @
Consumer Provider
I . =, (oo
\&/ —— &/
M

Figure 455. Provider connector configuration
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Once the configuration is complete, click Finish. A Deployed Graph Instance will appear in the Deploy
Graph Instances menu; verify that the status is “Applied” and that no faults are present.

.Lll's'c‘loh APIC (site1)

System  [EERERTE Fabric Virtual Networking Admin Operations Integrations

jescr | common bgw | mgmt infra | wve3-demo

Deployed Graph Instances

Service Graph Contract Contained By State

sitel-graph esgl-esg2 Private Network vrfl Applied

Figure 456. Deployed Graph Instance

As previously noted, service insertion is configured independently across ACI sites. The following
screenshots show the corresponding configuration on ACI Site 2.

vl P
fleco APIC (sits2) admir
System K Fabric al Netwarking Admin  Operations  Integratic
[ameoroescr i | bgw | ntra | | mg
9 Bridge Domain - bd-sve-site2
Summary Palicy Operational Stats Hi
General L3 Configurations
Properties
r
+ Gateway Address Dasrpon scope Prumary 1P Virtual P Subret Contral M
Address
92.168.252.254/24 False False

Figure 457. ACI Site 2 Service BD
ded APIC (site2) = @O @

win  Operations  Integrati

bgw | infra | qu

L4-L7 Devices - site2-fw

Policy  Fauts  H
o &
Genera Devices
~ Name VM Name vCenter Name Interfaces
site2-fw sita2-fw aT-0e onearm
Pros
(o]
~ Name Conerete Interfaces Enhanced Lag Policy

12 ) - site2-fw/fonearm]

Figure 458. ACI Site 2 Service Node
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Figure 459. ACI Site 2 Service Graph Template

o APIC ¢
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ALLTENANTS | Add Tenant | Tena on | bgw | infra | queenstown | mgmt

IP SLA Menitoring Policy - icmp-3sec

Properties
Neme: icmp-3sec

Description:

Figure 460. ACI Site 2 IP SLA Monitoring Policy

dick APIC (sie2)
System bric Virtual Networking Admin Operation

L4-L7 Redirect Health Groups

- Name

Figure 461. ACI Site 2 L4-L7 Redirect Health Group
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Figure 462. ACI Site 2 L4-L7 Policy-Based Redirect
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Figure 463. Apply Service Graph site2-graph
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Figure 464. Choose proper ESG and Contract subject
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Apply L4-L7 Service Graph Template to EPG/ESG(s)

STEP 2> Graph

Service Graph Template: |bgw/sitaz-gragh
Consumer Provider
c P
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Redirect Policy
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Figure 465. ACI Site 2 Consumer connector
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Figure 466. ACI Site 2 Provider connector click Finish to complete

il APIC (site2)
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Figure 467. ACI Site 2 Deployed Graph Instance

© 2026 Cisco and/or its affiliates. All rights reserved.

Page 204 of 209



Data Plane and Policy Verification

This section focuses on the verification process only for ACI Site 1 as the same principles apply to both

ACI sites. The following figure illustrates the topology.

ACI Site 1

Border
Gateway

192.168.251.11
Site1-Firewall

192.168.1.11

Figure 468. Firewall insertion topology example

ACI Site 2

Border leaf802
Gateway

192.168.252.12

Site2-Firewall EP-2

192.168.2.201

The initial verification step is to confirm that the deployed graph instance is in “Applied” state without any

faults.

Hmm
clsco APIC (sitel)

Virtual Networking Admin  Operations

Deployed Graph Instances

Service Graph Contract

sitel-graph esgl-esg?

scr common | bgw mgmt

ve-demo

Contained By State

Private Network vrfl Applied

Figure 469. Deploy Graph Instance in Applied state without any faults

scs APIC (siter

L4-L7 Service Graph Instance - esgi-esg2-site-graph-vrf1

=}

- Severit Acked Cause Creation Time Affected Object

Figure 470. Deployed graph instance without faults

@ QU0 @O

Description Code Last Transition Lifecycle

The pcTag (class ID) of the service node connector can be verified under the Deployed Graph Instance.
Since the service node uses a one-arm interface, both the consumer and provider connectors use the
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same class ID. In this example, VLAN 240 is programmed on the ACI leaf interface that connects to the
service node that is a virtual firewall running on top of a VMM domain integrated with ACI, and the VLAN is
automatically programmed by the APIC. However, if the service node resides in a physical domain, the
VLAN must be statically configured as part of the L4-L7 device configuration.

alialn
cisco

APIC (site1)

Fabric Admin

Tenant:

Virtual Networking

Operations  Integrations

Function Node - N1

Properties

Encap

vian-240

o @ OGO

Class ID L30utPBR Service pcTag

Figure 471. ACI Site 1 Service Node connector class ID

Verify that the contract subject within the contract “esg1-

attached.

i
cisco

APIC (site1)

Tenants

Contract Subject - ip

Property

Name Tenant Action

Permit

esg2” has the right L4-L7 Service Graph

@ OV

Eriority Directives State

Defautt Levs Formed

Figure 472. ACI Site 1 Contract subject with service graph attached

Verify that the redirect zoning rules are programmed on the leaf switches to which the consumer or the
provider endpoints are attached. In this example, 2162688 is the VRF vrf1 VNID, ESG esg1 class ID is
10947 and ESG esg?2 class ID is 10948. Although the figure below shows the result for one direction from
10947 to 10948, a zoning-rule for the return direction, from 10948 to 10947, should also exist.

bgw-leafl# show zoning-rule scope 2162688 src—epg 18947 dst-epg 10948

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name

| Action | Priority |

| 4174 | 10947 | 10948 | 71

| bi-dir | enabled | 2162688 | bgw:esgl-esg2 | redir(destgrp-7) | fully_qual(7) |

Figure 473. ACI Site 1 Border Gateway zoning-rule with redirect action
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In this example, 192.168.251.11 is the Service Node (Firewall) one-arm interface IP address. Verify that
the “operSt” is “enabled”. Note that for inter-site traffic, the Border Gateway is responsible for the policy
enforcement. Thus, the zoning-rule and reachability verification should be performed on the Border
Gateway switches.

bgw-leafl# show service redir info destination ip 192.168.251.11 vnid 2162688

LEGEND

TL: Threshold{Low) | TH: Threshold(High) | HP: HashProfile | HG: HealthGrp | BAC: Backup-Dest | TRA: Tracking | RES: Resiliency | W: Weight

Name bdVnid vMac vrf operSt operStQual HG-name
dest-[192.168.251.11]-[vx1an-2162688] vxlan-15728624 @@:50:56:BF:EC:ED bgw:vrfl enabled no-oper-dest bgw: :sitel-HG
bgw-leafl#

Figure 474. Service redirect on Border Gateway

To verify the data plane behavior, initiate ICMP traffic from endpoint 192.168.1.11 (ESG: esg1) in ACI Site
1 to endpoint 192.168.2.201 (ESG: esg2) in ACI Site 2. The expected behavior is that the traffic will be
steered through the firewall.

cisco@aci-ubu-1:~$ ifconfig ens192
ens192: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.11 netmask 255.255.255.@ broadcast 192.168.1.255
inet6 fe8@::250:56ff:febf:7a53 prefixlen 64 scopeid @x2@<link>
ether 00:50:56:bf:7a:53 txqueuelen 1000 (Ethernet)
RX packets 9500806 bytes 916865928 (916.8 MB)
RX errors @ dropped 377 overruns @ frame @
TX packets 10009224 bytes 955331964 (955.3 MB)
TX errors @ dropped @ overruns @ carrier @ collisions @

cisco@aci-ubu-1:~%
cisco@aci-ubu-1:~% ping 192.168.2.201
PING 192.168.2.201 5192.168.2.2815 56(84) bytes of data.
64 bytes from 192.168.2.201: icmp_seg=1 tt1=56 time=1.26 ms
64 bytes from 192.168.2.201: icmp_seq=2 tt1=56 time=0.864 ms
64 bytes from 192.168.2.201: icmp_seq=3 tt1=56 time=0.971 ms
64 bytes from 192.168.2.201: icmp_seq=4 tt1=56 time=0.695 ms
2
2

64 bytes from 192.168.2.201: icmp_seg=5 tt1=56 time=0.737 ms
64 bytes from 192.168.2.201: icmp_seq=6 tt1=56 time=0.845 ms

Figure 475. Sending ICMP from 192.168.1.11 to 192.168.2.201

The capture command below is specific to Cisco ASA platforms; syntax for other firewall models may vary.
In this example, the firewall is configured with a one-arm interface named “onearm”. As show in the Figure
below, traffic is redirected to Site1-Firewall.

Sitel-Firewall# capture in interface onearm real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to terminate real-time capture

1: 23:48:33.626066 192.168.1.11 > 192.168.2.201 icmp: echo reguest
2: 23:48:33.626096 192.168.1.11 > 192.168.2.201 icmp: echo reguest
3: 23:48:33.626783 192.168.2.201 > 192.168.1.11 icmp: echo reply
4: 23:48:33.626783 192.168.2.201 > 192,168.1.11 icmp: echo reply
5: 23:48:33.737632 192.168.251.254 > 192.168.251.11 icmp: echo request
6: 23:48:33.737785 192.168.251.11 > 192.168.251.254 icmp: echo reply
7: 23:48:33.738105 192.168.251.254 > 192.168.251.11 icmp: echo request
8: 23:48:33.738212 192.168.251.11 > 192.168.251.254 icmp: echo reply
9: 23:48:34.627286 192.168.1.11 > 192.168.2.201 icmp: echo request
10: 23:48:34.627317 192.168.1.11 > 192.168.2.201 icmp: echo request
11: 23:48:34.627820 192.168.2.201 > 192.168.1.11 icmp: echo reply
12: 23:48:34.627836 192.168.2.201 > 192,168.1.11 icmp: echo reply
13: 23:48:35.637402 192.168.1.11 > 192.168.2.201 icmp: echo request
14: 23:48:35.637433 192.168.1.11 > 192.168.2.201 icmp: echo request
15: 23:48:35.637921 192.168.2.201 > 192.168.1.11 icmp: echo reply
2

16: 23:48:35.637936 192.168.2.201 > 192.168.1.11 icmp: echo reply

Figure 476. Site 1 Firewall sees traffic in and out

In the Site 1 firewall capture output above, 192.168.251.254 is the service BD SVI that ACI Site 1 uses as
the source IP to send continuous ICMP health probes to the firewall at 192.168.254.11, based on the
intervals defined in the IP SLA Monitoring Policy.
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Since the service graph is also applied in ACI Site 2, traffic is redirected to the Site2 firewall by Site 2
Border Gateway, as demonstrated in the captured traffic below:

Site2-Firewall# capture in interface onearm real-time

Warning: using this option with a slow console connection may
result in an excessive amount of non-displayed packets
due to performance limitations.

Use ctrl-c to terminate real-time capture

1: 23:53:30.377452 192.168.1.11 > 192.168.2.201 icmp: echo request
2: 23:53:30.377482 192.168.1.11 > 192.168.2.201 icmp: echo request
3: 23:53:30.377757 192.168.2.201 > 192.168.1.11 icmp: echo reply

4: 23:53:30.377772 192.168.2.201 > 192.168.1.11 icmp: echo reply

5: 23:53:31.401483 192.168.1.11 > 192.168.2.281 icmp: echo request
6: 23:53:31.401514 192.168.1.11 > 192.168.2.201 icmp: echo request
7: 23:53:31.401743 192.168.2.201 > 192.168.1.11 icmp: echo reply

8: 23:53:31.401758 192.168.2.201 > 192.168.1.11 icmp: echo reply

9: 23:53:32.275620@ 192.168.252.254 > 192.168.252.12 icmp: echo request
10: 23:53:32.275849 192.168.252.12 > 192.168.252.254 icmp: echo reply
11: 23:53:32.425515 192.168.1.11 > 192.168.2.201 1icmp: echo request
12: 23:53:32.425545 192.168.1.11 > 192.168.2.201 icmp: echo request

13: 23:53:32,425759 192.168.2.201 > 192.168.1.11 icmp: echo reply

.1,
.2,
14: 23:53:32.425774 192.168.2.201 > 192.168.1.11 icmp: echo reply
15: 23:53:33,449515 192.168.1.11 > 192.168.2.201 icmp: echo request
16: 23:53:33.449546 192.168.1.11 > 192.168.2.201 icmp: echo request
17: 23:53:33.449760 192.168.2.201 > 192.168.1.11 icmp: echo reply
18: 23:53:33.449775 192.168.2.201 > 192.168.1.11 icmp: echo reply

Figure 477. Site 2 Firewall sees traffic in and out

In the Site 2 firewall capture output above, 192.168.252.254 is the service BD SVI that ACI Site 2 uses as
the source IP to send continuous ICMP health probes to the firewall at 192.168.252.12, based on the
intervals defined in the IP SLA Monitoring Policy.

FAQ

Q. Can | connect my endpoints, such as servers or routers, directly to a Border Gateway?

A. At the time of writing up to ACI release 6.2(2), Border Gateway must be a dedicated device, you cannot
connect endpoints like server, router to a Border Gateway. The requirement maybe relaxed in the future
ACl release.

Q. Can | connect Border Gateways from ACI Site 1 directly to Border Gateways in ACI Site 2 using back-
to-back connections?

A. No, it is not supported to use back-to-back connections, the ISN is required to interconnect Border
Gateways across site. The requirement maybe relaxed in the future ACI release.

Q. Can | just use EPGs instead of ESGs?

A. No, it is required to use ESGs when extending a logical construct between ACI sites using Border
Gateways. ESGs must be used for security group classification for policy enforcement whereas EPGs are
used to enable the VLANs on the downlinks for endpoint connectivity.

Q. Is it mandatory to use the same ACI version between two ACI sites?
A. No, there is no version dependency between two ACI Sites.
Q. Can | share an ISN device with other networking functions?

A. Yes, you can share an ISN device with other networking functions. However, it is recommended to use
a dedicated VREF for the Inter-Site function between ACI Border Gateways across sites.

Q. If I do not need intra-subnet communication across sites, and all communication is inter-subnet; do |
need to stretch the BD across sites?
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A. No, you do not need to stretch the BD in this scenario, local BDs should be deployed also on the site’s

BGWs to ensure EVPN Type-2 prefixes are advertised toward the remote sites.

Q. Can | use vzAny contract instead of specific contract?

A. Yes, you can use vzAny just like in a single ACI site; it represents all ESGs in a VRF and simplifies
contract application across multiple sites.

Q. Does the solution support inter-tenant communication?

A\. Yes, inter-tenant communication is supported. The use cases for intra-tenant inter-VRF communication
are similarly supported in inter-tenant scenarios, enabling flexible policy enforcement and connectivity
across tenants.

Document history

First Release This document September 2, 2026

Americas Headquarters Asia Pacific Headquarters Europe Headquarters

Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at https://www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks,
go to this URL: https://www.cisco.com/go/trademarks. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner
does not imply a partnership relationship between Cisco and any other company. (1110R)

Printed in USA CXX=XXXXXX=XX 01/26

© 2026 Cisco and/or its affiliates. All rights reserved. Page 209 of 209



	Goals of this Document
	Terminology
	Prerequisites
	Introduction
	Reference Topology
	Topology
	IP Addressing and BGP ASN

	Supported Use Cases
	Control Plane
	Control Plane Overview
	Namespace Normalization

	Data Plane
	Underlay and Overlay Infrastructure Configuration
	Inter-Site Network Configuration - Underlay
	ACI VXLAN L3Out – VXLAN Gateway
	ACI Site 1 – Inventory
	ACI Site 1 - VXLAN Infra L3Outs
	ACI Site 1 - Border Gateway Node Profiles
	ACI Site 1 - Border Gateway Interface Profiles
	ACI Site 1 - VXLAN Site ID
	ACI Site 1 - Remote VXLAN Sites
	ACI Site 2 - Inventory
	ACI Site 2 - Border Gateway Sets
	ACI Site 2 - VXLAN Infra L3Outs
	ACI Site 2 - Border Gateway Node Profiles
	ACI Site 2 - Border Gateway Interface Node Profiles
	ACI Site 2 - VXLAN Site
	ACI Site 2 - Remote VXLAN Sites
	Verification
	Using Route Server
	Routing Sessions
	Configuration Logic
	Configuration Steps
	ISN configuration
	Route Server configuration
	Peer ACI Border Gateway with Route Server
	Route Server Verification



	Overlay Networking and Use Cases Deployment Details
	Section Overview
	User Tenant Baseline Configuration
	Logical Construct
	Stretched VRF and Bridge Domain

	Use Case 1: Intra-Subnet Communication
	Use Case Overview
	Migrate EPG to ESG
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 2: Inter-Subnet Communication with Stretched BDs and Multiple ESGs
	Use Case Overview
	Migrate EPG to ESG
	Create and Apply Contract
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 3: Inter-Subnet Communication with Non-stretched BDs and Single ESG
	Use Case Overview
	Create non-stretched local Bridge Domain and ESG
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 4: Inter-Subnet Communication with Non-stretched BDs and Multiple ESGs
	Use Case Overview
	Create non-stretched local Bridge Domain, ESGs, Contract
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 5: North-South Communication Across ACI Sites with Stretched BD
	Use Case Overview
	Considerations for Endpoint Security Groups (ESG) with External Subnet Selectors
	Configure ACI L3Out, External EPG, ESG with External Subnet Selector
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 6: North-South Communication Across ACI Sites with Non-stretched BD
	Use Case Overview
	Configuration Details
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 7: Transit Routing Across ACI Sites
	Use Case Overview
	Configure Transit Routing
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 8: Design Considerations with Overlapping Prefixes in Multi-L3Out Deployments
	Use Case Overview
	Create common prefix ESG and apply policy
	Default Traffic Flow
	Inbound Traffic Flow Optimization
	Incoming default route (0/0) consideration

	Use Case 9: Inter-VRF Communication (Shared Services) with Stretched BDs
	Use Case Overview
	Create Provider VRF and Bridge Domain
	Create Provider ESG
	Create and Apply Tenant Scope Contract
	Configure Route Leak
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 10: Inter-VRF Communication (Shared Services) with Non-stretched BDs
	Use Case Overview
	Create Provider VRF and Bridge Domain
	Create ESG
	Create and Apply Tenant Scope Contract
	Configure Route Leak
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 11: Inter-VRF Communication (Shared Services) with Shared L3Out
	Use Case Overview
	Advertise External Route from L3Out to Remote VRF
	Advertise Internal Bridge Domain Subnet to L3Out Across VRF
	Create and Apply Tenant Scope Contract
	Enable Shared flag in ESG External Subnet Selector
	Control Plane Verification
	Data Plane Verification
	Policy Enforcement

	Use Case 12: Service Node Integration
	Use Case Overview
	Firewall Insertion Configuration Details
	Data Plane and Policy Verification


	FAQ
	Document history

