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Live Protect Shield

Cisco has released Live Protect shields for the following CVEs to temporarily mitigate the vulnerabilities in
Cisco NX-OS Software.

Shield CVE Title
ID

Ip00031 CVE-2026-20212 Cisco Nexus 9000 Series Switches Silicon One
Remote Code Execution Vulnerability

Ip00030 CVE-2026-20032 Cisco NX-OS Software Python Sandbox Escape
Vulnerability

Ip00035 CVE-2026-76485 Cisco Nexus 3000 and 9000 Series Switches
VXLAN OAM (NGOAM) Remote Code Execution
Vulnerability

Ip00036 CVE-2026-76501 Cisco Nexus 9000 Series Switches SRv6 OAM
(NGOAM) Remote Code Execution Vulnerability

Ip00037 CVE-2026-76465 Cisco Nexus 3000 and 9000 Series Switches
MPLS OAM Remote Code Execution Vulnerability

Ip00071 CVE-2026-76486 Cisco Nexus 3000 and 9000 Series Switches
VXLAN OAM (NGOAM) Remote Code Execution
Vulnerability

Ip00074 CVE-2026-76471 Cisco NX-OS Software NX-APlI Remote Code

Execution Vulnerability

For information about Live Protect for Cisco NX-OS Software, see Cisco Nexus 9000 Series NX-OS Security
Configuration Guide.

Note: Live Protect shield is a temporary mitigation to bridge the gap until software updates can be scheduled. To
fully remediate this vulnerability, upgrade to a fixed software release, which can be found using the Cisco
Software Checker.

Release Notes

Release notes for the Live Protect Shields are available in the following links.

Shield ID Release
(p00030 Cisco NX-OS Release10.6(3)
(p00031 Cisco NX-OS Release 10.6(3)
(p00031 Cisco NX-OS Release 10.6(3s)
(p00035 Cisco NX-0OS Release 10.6(3)
([p00036 Cisco NX-OS Release 10.6(3)
(p00037 Cisco NX-OS Release 10.6(3)
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/release-notes-nxos-live-protect-shield-1063.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-n9k-s1-rce-EH8dEtr
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00030.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-nxos-mppe-dhKZAFgb
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00035.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-LWKQ4BU
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00036.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-LWKQ4BU
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00037.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-moam-rce-uBTzYV7
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00071.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ngoam-rce-LWKQ4BU
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00074.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-napi-rce-r2shwu2j
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-secure-nx-os-with-live-protect.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-secure-nx-os-with-live-protect.html
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://sec.cloudapps.cisco.com/security/center/softwarechecker.x
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00030.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/release-notes-nxos-live-protect-shield-1063.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/release-notes-nxos-live-protect-shield-1063s.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00035.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00036.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00037.html

(p00071 Cisco NX-OS Release 10.6(3)
([p00074 Cisco NX-OS Release 10.6(3)
Reference

For detailed installation steps about Live Protect for Cisco NX-OS Software, see Cisco Nexus 9000 Series NX-
OS Security Configuration Guide.

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your
comments to nexus9k-docfeedback@cisco.com. We appreciate your feedback.
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and other countries. To view a list of Cisco trademarks, go to this URL:
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00071.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/release-notes/nxos-live-protect-shield-lp00074.html
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