	Cisco Nexus 9000 Series NX-OS Programmability Guide, Release 10.6(x)
	Contents
	New and Changed Information
	New and Changed Information

	Platform Support for Programmability Features
	Platform Support for Programmability Features

	Overview
	Programmability Overview
	Supported Platforms
	Standard Network Manageability Features
	Advanced Automation Features
	Programmability Support
	NX-API Support
	Python Scripting
	Tcl Scripting
	Broadcom Shell
	Bash
	Bash Shell Access and Linux Container Support
	Guest Shell
	Container Tracker Support
	Perl Modules
	FPM Parallel Lookup


	Shells and Scripting
	Shells and Scripting
	About Bash
	Guidelines and Limitations
	Accessing Bash
	Enabling Consent Token
	Escalate Privileges to Root
	Examples of Bash Commands
	Displaying System Statistics
	Running Bash from CLI

	Managing Feature RPMs
	RPM Installation Prerequisites
	Installing Feature RPMs from Bash
	Upgrading Feature RPMs
	Downgrading a Feature RPM
	Erasing a Feature RPM

	Support for DME Modularity
	Installing the DME RPMs
	Verifying the Installed RPM
	Querying for the RPM in the Local Repo
	Downgrading Between Versions of DME RPM
	Downgrading to the Base RPM

	Managing Patch RPMs
	RPM Installation Prerequisites
	Adding Patch RPMs from Bash
	Activating a Patch RPM
	Committing a Patch RPM
	Deactivating a Patch RPM
	Removing a Patch RPM

	Persistently Daemonizing an SDK- or ISO-built Third Party Process
	Persistently Starting Your Application from the Native Bash Shell
	Synchronize Files from Active Bootflash to Standby Bootflash
	Copy Through Kstack
	An Example Application in the Native Bash Shell

	Guest Shell
	About the Guest Shell
	Guidelines and Limitations for Guestshell
	Accessing the Guest Shell
	Resources Used for the Guest Shell
	Capabilities in the Guestshell
	NX-OS CLI in the Guest Shell
	Network Access in Guest Shell
	Access to Bootflash in Guest Shell
	Python in Guest Shell
	Python in Guestshell 2.11
	Python 3 in Guest Shell versions up to 2.10 (CentOS 7)
	Python in Guestshell 4.x
	Installing RPMs in the Guest Shell

	Security Posture for Virtual ServicesGuest Shell
	Kernel Vulnerability Patches
	ASLR and X-Space Support
	Namespace Isolation
	Root-User Restrictions
	Resource Management

	Guest File System Access Restrictions
	Managing the Guest Shell
	Disabling the Guest Shell
	Destroying the Guest Shell
	Enabling the Guest Shell
	Replicating the Guest Shell
	Exporting Guest Shell rootfs
	Importing Guest Shell rootfs
	Importing YAML File
	show guestshell Command


	Verifying Virtual Service and Guest Shell Information
	Persistently Starting Your Application From the Guest Shell
	Procedure for Persistently Starting Your Application from the Guest Shell
	An Example Application in the Guest Shell
	Troubleshooting Guest Shell Issues

	Broadcom Shell
	About the Broadcom Shell
	Guidelines and Limitations
	Accessing the Broadcom Shell (bcm-shell)
	Accessing bcm-shell with the CLI API
	Accessing the Native bcm-shell on the Fabric Module
	Accessing the bcm-shell on the Line Card

	Examples of Broadcom Shell Commands
	Displaying L2 Entries
	Displaying Routing Information from FM and LC ASIC Instances
	Displaying Spanning Tree Group Entries
	Display T2 Counters for Interface xe0
	Displaying L3 Information


	Python API
	Using Python
	Guidelines and Limitations
	Cisco Python Package
	Using the CLI Command APIs
	Invoking the Python Interpreter from the CLI
	Display Formats
	Non-Interactive Python
	Running Scripts with Embedded Event Manager
	Python Integration with Cisco NX-OS Network Interfaces
	Cisco NX-OS Security with Python
	Examples of Security and User Authority
	Example of Running Script with Scheduler



	Scripting with Tcl
	About Tcl
	Guidelines and Limitations
	Tclsh Command Help
	Tclsh Command History
	Tclsh Tab Completion
	Tclsh CLI Command
	Tclsh Command Separation
	Tcl Variables
	Tclquit
	Tclsh Security

	Running the Tclsh Command
	Navigating Cisco NX-OS Modes from the Tclsh Command
	Tcl References

	iPXE
	About iPXE
	Netboot Requirements
	Guidelines and Limitations for iPXE
	Boot Mode Configuration
	Verifying the Boot Order Configuration

	Kernel Stack
	About Kernel Stack
	Guidelines and Limitations
	Changing the Port Range
	About VXLAN with kstack
	Setting Up VXLAN for kstack
	Troubleshooting VXLAN with kstack

	Netdevice Property Changes


	Applications
	Third-Party Applications
	About Third-Party Applications
	Guidelines and Limitations
	Installing Python2 and Dependent Packages
	Installing Third-Party Native RPMs/Packages
	Persistent Third-Party RPMs
	Installing RPM from VSH
	Package Addition
	Package Activation
	Deactivating Packages
	Removing Packages
	Displaying Installed Packages
	Displaying Detail Logs
	Upgrading a Package
	Downgrading a Package

	Third-Party Applications
	NX-OS
	DevOps Configuration Management Tools
	V9K
	Automation Tool Educational Content
	collectd
	Ganglia
	Iperf
	LLDP
	Nagios
	OpenSSH
	Quagga
	Splunk
	tcollector
	tcpdump
	TShark
	Third-Party Application (TPA) Container Hosting
	How Container-Based Third-Party Application (TPA) Hosting Works
	Guidelines and Limitations
	Configure Third-Party Application (TPA) Container Hosting
	Verify Third-Party Application (TPA) Container Hosting



	Using Ansible with Cisco NX-OS
	Prerequisites
	About Ansible
	Cisco Ansible Module

	Puppet Agent
	About Puppet
	Prerequisites
	Puppet Agent NX-OS Environment
	ciscopuppet Module

	Using Chef Client with Cisco NX-OS
	About Chef
	Prerequisites
	Chef Client NX-OS Environment
	cisco-cookbook

	Nexus Application Development - Yocto
	About Yocto
	Installing Yocto

	Nexus Application Development - SDK
	About the Cisco SDK
	Installing the SDK
	Procedure for Installation and Environment Initialization
	Using the SDK to Build Applications
	Using RPM to Package an Application
	Creating an RPM Build Environment
	Using General RPM Build Procedure
	Example to Build RPM for collectd with No Optional Plug-Ins
	Example to Build RPM for collectd with Optional Curl Plug-In

	NX-SDK
	About the NX-SDK
	Considerations for Go Bindings

	About On-Box (Local) Applications
	Default Docker Images
	Guidelines and Limitations for NX-SDK
	About NX-SDK 2.0
	About NX-SDK 2.5
	About Remote Applications
	NX-SDK Security
	Security Profiles for NX SDK 2.0

	Using Docker with Cisco NX-OS
	About Docker with Cisco NX-OS
	Guidelines and Limitations for Docker
	Prerequisites for Setting Up Docker Containers Within Cisco NX-OS
	Starting the Docker Daemon
	Configure Docker to Start Automatically
	Starting Docker Containers: Host Networking Model
	Starting Docker Containers: Bridged Networking Model
	Mounting the bootflash and volatile Partitions in the Docker Container
	Enabling Docker Daemon Persistence on Enhanced ISSU Switchover
	Enabling Docker Daemon Persistence on the Cisco Nexus Platform Switches Switchover
	Resizing the Docker Storage Backend
	Stopping the Docker Daemon
	Docker Container Security
	Securing Docker Containers With User namespace Isolation
	Moving the cgroup Partition

	Docker Troubleshooting
	Docker Fails to Start
	Docker Fails to Start Due to Insufficient Storage
	Failure to Pull Images from Docker Hub (509 Certificate Expiration Error Message)
	Failure to Pull Images from Docker Hub (Client Timeout Error Message)
	Docker Daemon or Containers Not Running On Switch Reload or Switchover
	Resizing of Docker Storage Backend Fails
	Docker Container Doesn't Receive Incoming Traffic On a Port
	Unable to See Data Port And/Or Management Interfaces in Docker Container
	General Troubleshooting Tips



	Application Hosting
	Application Hosting
	Guidelines and Limitations for Application Hosting
	Information About Application Hosting
	Need for Application Hosting
	Application Hosting Overview

	How to Configure Application Hosting
	Enabling Application Hosting Feature
	Configuring Application Hosting Bridge Connections
	Lifecycle of an Application
	Upgrading an Application
	Configuring Docker Run Time Options
	Configuring Application Hosting on the Management Interface
	Overriding Application Resource Configuration
	Advanced Application Hosting Features

	Copying Application Data
	Deleting Application Data
	Verifying the Application-Hosting Configuration
	Configuration Examples for Application Hosting
	Example: Enabling AppHosting Feature
	Example: Configuring Application Hosting Bridge Connections
	Example: Configuring Docker Run Time Options
	Example: Configuring Application Hosting on the Management Interface
	Example: Overriding App Resource Configuration

	Additional References
	Feature Information for Application Hosting

	ThousandEyes Enterprise Agent
	ThousandEyes Enterprise Agent Overview
	Prerequisites for the ThousandEyes Enterprise Agent
	Resources Required for the ThousandEyes Enterprise Agent
	Installing the ThousandEyes Enterprise Agent
	Guidelines and Limitations
	Configuring Application Hosting for the ThousandEyes Enterprise Agent
	Installing the ThousandEyes Enterprise Agent

	Configuration Examples for ThousandEyes Enterprise Agent
	Examples: Installing ThousandEyes Enterprise Agent
	Sample Configuration for ThousandEyes Enterprise Agent



	NX-API
	NX-API CLI
	About NX-API CLI
	Guidelines and Limitations
	Transport
	Message Format
	Security

	Using NX-API CLI
	Escalate Privileges to Root on NX-API
	NX-API Management Commands
	Working With Interactive Commands Using NX-API
	NX-API Client Authentication
	NX-API Client Basic Authentication
	NX-API Client Certificate Authentication
	Guidelines and Limitations
	NX-API Client Certificate Authentication Prerequisites
	Configuring NX-API Client Certificate Authentication
	Example Python Scripts for Certificate Authentication
	Example cURL Certificate Request
	Validating Certificate Authentication

	NX-API Request Elements
	NX-API Response Elements
	Restricting Access to NX-API
	Updating an iptable
	Making an Iptable Persistent Across Reloads


	Kernel Stack ACL
	Table of NX-API Response Codes
	JSON and XML Structured Output
	About JSON (JavaScript Object Notation)
	Examples of XML and JSON Output

	Sample NX-API Scripts

	NX-API REST
	About NX-API REST
	DME Config Replace Through REST
	About DME Full Config Replace Through REST Put
	Guidelines and Limitations
	Replacing Property-Level Configuration Through REST POST
	Replacing Feature-Level Config Through REST PUT
	Troubleshooting Config Replace for REST PUT


	NX-API Developer Sandbox
	NX-API Developer Sandbox: NX-OS Release 9.2(2) and Later
	About the NX-API Developer Sandbox
	Guidelines and Limitations
	Configuring the Message Format and Input Type
	Using the Developer Sandbox
	Using the Developer Sandbox to Convert CLI Commands to REST Payloads
	Using the Developer Sandbox to Convert from REST Payloads to CLI Commands
	Using the Developer Sandbox to Convert from RESTCONF to json or XML




	Model-Driven Programmability
	Overview
	About Model-Driven Programmability
	About the Programmable Interface Infrastructure
	NX-OS Programmability Agents
	NX-OS Observability Agents
	Model Infrastructure
	Native (Device) YANG Model
	Common (OpenConfig) YANG Models
	Additional YANG References


	Original and OpenConfig YANG
	About YANG
	Cisco Device YANG
	Guidelines and Limitations
	Migration from DME to Device YANG
	About OpenConfig YANG
	Guidelines and Limitations
	OpenConfig Paths
	Guidelines and Limitations for High Scale Data
	Configuring OpenConfig Support

	Upgrading or Downgrading YANG Version
	RBAC for YANG
	Guidelines and Limitations
	Configuring YANG RBAC
	Troubleshooting YANG

	NETCONF Agent
	About the NETCONF Agent
	Revision History
	Guidelines and Limitations for NETCONF
	Configuring the NETCONF Agent
	Configuring the NETCONF Agent Over SSH
	Configuring the NETCONF Agent Over TLS
	Generating Key/Certificate Example


	Manage a NETCONF Session
	Start Session
	Terminate Session

	NETCONF Get / Set
	NETCONF Notifications
	About NETCONF Notifications
	Capabilities Exchange
	Event Stream Discovery
	Create Subscriptions
	Receive Notifications
	Terminate Subscriptions

	NETCONF Device YANG RPC
	About Model Driven RPC in NETCONF
	Native Device RPC Examples

	Netconf Client Examples
	Using the Sandbox to Generate the NETCONF Payload
	Connecting Cisco NX-OS with the ncclient
	Getting Configuration Data
	Getting the Running Configuration and Operational Data
	Creating a New Configuration
	Deleting Configuration

	Troubleshooting the NETCONF Agent
	Check Feature Status
	Check Connectivity
	Check TLS
	Accounting Log for NETCONF Agent

	About NETCONF Explicit Mode
	Guidelines and Limitations
	NETCONF Explicit Mode Get/Set
	Add Configuration Using CLI

	RESTCONF Agent
	About the RESTCONF Agent
	Guidelines and Limitations
	Configuring the RESTCONF Agent
	Manage a RESTCONF Session
	RESTCONT Get / Set
	RESTCONF Device YANG RPC
	About Operational Commands in RESTCONF
	Device YANG RPC Examples

	Troubleshooting the RESTCONF Agent

	gRPC Agent
	About gRPC Agent
	Guidelines and Limitations for gRPC Agent
	Configuring the gRPC Agent
	Configuring gRPC
	Example for Generating PKCS12 file

	Configuring gRPC Client Certificate Authentication
	Configuring gRPC Client Certificate Authentication With CA bundle
	Configuring NGINX proxy for GRPC

	Troubleshooting
	Check Feature Status
	Check Connectivity
	Client tools usage example


	gNMI - Management Interface
	About gNMI
	Guidelines and Limitations for gNMI
	Configuring gNMI
	Configuring gNMI Options

	gNMI RPCs
	Union-Replace Operations for gNMI Set Requests
	Attributes of Union-Replace Operations
	How Union-Replace Operations Work
	Guidelines and Limitations for Union-Replace Operations
	Configure the Union-Replace Operation

	About Get
	About Set
	Extensions for Set
	Extension Confirm-Commit
	Guidelines and Limitations for Confirm-Commit
	Show Commands


	About Subscribe
	About Subscribing Custom Syslog Stream
	Troubleshooting gNMI
	Configuration Examples for gRPC Commands
	Gathering Debug Logs
	Accounting Log for gNMI

	gNOI - Operation Interface
	About gNOI
	Guidelines and Limitations for gNOI
	Configuring gNOI
	System .Proto
	Ping
	Traceroute
	SetPackage
	Guidelines and Limitations for SetPackage
	RPC Options


	OS .Proto
	Cert .Proto
	File .Proto
	Put
	Factory Reset .Proto
	FactoryReset

	Containerz .Proto
	Troubleshooting gNOI
	Debug gNOI
	Show Commands
	Example Output
	Bash Commands
	Gathering Debug Logs


	gRPC Tunnel
	About gRPC Tunnel
	Guidelines and Limitations
	Topic 2.1

	Configuring gRPC Tunnel
	Configuring gRPC Tunnel without authentication
	Configuring gRPC Tunnel with Trustpoints
	Configuring gRPC Tunnel with VRF

	Troubleshooting

	Telemetry
	About Telemetry
	Telemetry Components and Terminology
	High Availability of the Telemetry Process
	Licensing Requirements for Telemetry
	Guidelines and Limitations for Telemetry
	Configuring Telemetry Using the CLI
	Configuring with CLI
	Configuring Cadence for YANG Paths
	Configure HEC Protocol
	Configuration Examples for Telemetry Using the CLI
	Configuration Example for Telemetry Merge subscriptions
	Displaying Telemetry Configuration and Statistics

	Configuring Telemetry Using the NX-API
	Telemetry Model in the DME
	Configuring with NX-API
	Configuration Example for Telemetry Using the NX-API
	Multicast Flow Path Visibility

	Cloud Scale Software Telemetry
	About Cloud Scale Software Telemetry
	Cloud Scale Software Telemetry Message Formats
	Guidelines and Limitations for Cloud Scale Software Telemetry

	Telemetry Path Labels
	About Telemetry Path Labels
	Polling for Data or Receiving Events
	Guidelines and Limitations for Path Labels
	Configuring the Interface Path to Poll for Data or Events
	Configuring the Interface Path for Non-Zero Counters
	Configuring the Interface Path for Operational Speeds
	Configuring the Interface Path with Multiple Queries
	Configuring the Environment Path to Poll for Data or Events
	Enabling Power Usage Tracking Functionality
	Displaying Power Consumption History

	Configuring the Resources Path to Poll for Events or Data
	Configuring the VXLAN Path to Poll for Events or Data
	Verifying the Path Label Configuration
	Displaying Path Label Information

	Native Data Source Paths
	About Native Data Source Paths
	Telemetry Data Streamed for Native Data Source Paths
	Guidelines and Limitations
	Configuring the Native Data Source Path for Routing Information
	Configuring the Native Data Source Path for MAC Information
	Configuring the Native Data Source Path for all MAC Information
	Configuring the Native Data Path for IP Adjacencies
	Displaying Native Data Source Path Information

	Streaming Syslog
	About Streaming Syslog for Telemetry
	Configuring the YANG Data Source Path for Syslog Information
	Telemetry Data Streamed for Syslog Path

	Troubleshooting Telemetry
	Displaying Telemetry Log and Trace Information
	Additional References


	Diagnosis and Serviceability
	About Diagnosis and Serviceability
	Show Commands
	Debug Logs
	Programmability Agent Logs
	YANG Infra Logs
	DME Logs
	Change the Log Configuration Using CLI

	Diagnosis Suggestions
	Revision History


	XML Management Interface
	XML Management Interface
	About the XML Management Interface
	Information About the XML Management Interface
	NETCONF Layers
	SSH xmlagent


	Licensing Requirements for the XML Management Interface
	Prerequisites to Using the XML Management Interface
	Using the XML Management Interface
	Configuring the SSH and the XML Server Options Through the CLI
	Starting an SSHv2 Session
	Sending a Hello Message
	Obtaining XML Schema Definition (XSD) Files
	Sending an XML Document to the XML Server
	Creating NETCONF XML Instances
	RPC Request Tag
	NETCONF Operations Tags
	Device Tags

	Extended NETCONF Operations
	NETCONF Replies
	RPC Response Tag
	Interpreting the Tags Encapsulated in the data Tag


	Information About Example XML Instances
	Example XML Instances
	NETCONF Close Session Instance
	NETCONF Kill Session Instance
	NETCONF Copy Config Instance
	NETCONF Edit Config Instance
	NETCONF Get Config Instance
	NETCONF Lock Instance
	NETCONF Unlock Instance
	NETCONF Commit Instance: Candidate Configuration Capability
	NETCONF Confirmed Commit Instance
	NETCONF Rollback-On-Error Instance
	NETCONF Validate Capability Instance


	Additional References


	Streaming Telemetry Sources
	About Streaming Telemetry
	Guidelines and Limitations
	Data Available for Telemetry

	Websocket Subscription
	WebSocket Subscription

	Programmability RFCs
	Programmability RFCs

	INDEX

