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Introduction

This document describes the features, issues, and exceptions of Cisco NX-OS Release 10.3(6)M software
for use on Cisco Nexus 9000 Series switches.

The Cisco NX-0OS Software Strategy and Lifecycle Guide provides details about the new Cisco NX-OS
Software Release and Image-naming Convention.

Note: The documentation set for this product strives to use bias-free language. For the purposes of this
documentation set, bias-free is defined as language that does not imply discrimination based on age,
disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and
intersectionality. Exceptions may be present in the documentation due to language that is hardcoded in the
user interfaces of the product software, language used based on RFP documentation, or language that is
used by a referenced third-party product.

The following table lists the changes to this document:
Description

August 23, 2024 Cisco NX-0OS Release 10.3(6)M became available

New and Enhanced Software Features

There are no new software features introduced in Cisco NX-OS Release 10.3(6)M.

Hardware Features

There are no new hardware features introduced in Cisco NX-OS Release 10.3(6)M.

For details about transceivers and cables that are supported on a switch, see the Transceiver Module
(TMG) Compatibility Matrix.

Release Image

In Cisco NX-OS Release 10.3(6)M, the following two 64-bit images are supported:

o The 64-bit Cisco NX-OS image filename with " nxos64-cs” as the prefix (for example, nxos64-
¢s.10.3.6a.M.bin) is supported on all Cisco Nexus 9000 series switches except Cisco Nexus 9500 -R
and -R2 switches and cards.

o The 64-bit Cisco NX-OS image filename with " nxos64-msll” as the prefix (for example, nxos64-
msll.10.3.6a.M.bin) is supported on Cisco Nexus 9000 -R and -R2 series modular switches.

The 32-bit image is no longer supported.

Open Issues

CSCw;j84211 N9K-C9348GC-FXP - Front Port - No Traffic Received in RX Direction

CSCwj95850 N9K-C9348GC-FXP - Ingress drops all packets with Bad Preamble tag

CSCwk35857 Traffic blackholed after module or chassis reload EOR R linecards with custom MAC config
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https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/guide_c07-658595.html
https://tmgmatrix.cisco.com/
https://tmgmatrix.cisco.com/
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj84211
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj95850
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk35857

CSCwk48494
CSCwk76266
CSCwk76333
CSCwk77692
CSCwk78006

CSCwk80733

Getting internal failure error while creating police cir in class-map

IGMP proxy reports not generated for L2ZTRM

NOK traffic interrupt due to delayed phy port down when admin shutdown E1-48 PO member port
Continuous Alarms and Warnings on Ports Eth1/49 and Eth1/51 on N9K-C9348GC-FXP

(S,Q) entry is created on intermediate mrouters even though the LHR did not switch to source tree

The fibre interface not coming up on N9K-C93216TC-FX2 with NXOS 10.4.1

Resolved Issues

Bug ID Headline

CSCwk77003

CSCwh88500

CSCwh96124

CSCwi50121
CSCwi61233
CSCwj28749
CSCwj29822
CSCwj57371
CSCwj62619
CSCwj64248
CSCwj67317
CSCwj69012
CSCwj69012
CSCwj69659
CSCwj70267
CSCwj72942
CSCwj73810
CSCwj77571
CSCwj78936
CSCwj79046
CSCwj82709
CSCwj82922

CSCwij88820
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N9K-C93180YC-FX3S delaying updating mfdm table when " ip igmp snooping v3-report-
suppression" enabled

HSRP - Duplicates packets received only for SVI 3999

Soak testing: 33M hawkey.log file filling space - shut/no shut of range of int & break/no br

In satmgr , while handling sigchild signal may cause deadlock in malloc or other locked resources.
High Info interrupts trigger throttle logic resulting DMA starvation and CPU busy

All traffic stops when a port with speed 2.5G/5G is oversubscribed.

Port-security static mac configuration fail after L2VLAN RemoveAdd Trigger

N9K VXLAN: A short loop occurs at the moment the peer-link is up after VPC peer restart

Disable " spanning-tree fcoe" in Nexus 9000 device.

" spanning-tree pathcost method long" missing from show run after cli config sequence

Multicast traffic dropping at Nexus 9500 FM-G due to ELAM VLAN_XLATE_MISS

DHCP Discover is dropped with custom COPP policy on L2 only n9k without SVI nor DHCP feature
enabled.

DHCP Discover packets are being dropped with custom COPP policy on a purely L2 Nexus 9k

One way CDP neighborship seen between Nexus 9500 (L3) & Catalyst 3850(L2) when VLAN 1 is
tagged.

N9K: ARP issue with Fabric Peering in VXLAN EVPN VPC set up

ssh rekey max-data 1K max-time 2M & " force" option of ssh key rsa not working

While adding IP unnumbered interface using Netconfic, an error generate

400G DRA4 Finisar and Finisar+ on Nexus 9000 shows incorrect ‘'show int transceiver™ detail outputs
Config-sync fails to import running-config into Switch-Profile

N9K:duplicate " no errdisable detect cause acl-exception" in startup-config

"no mac address-table loop-detect nve port-down" cannot be configure on NXOS 10.2.5 or 10.4.3

Policer idx mismatches seen on Cisco Nexus 9300-FX3, GX, GX2 after the ND ISSU sequence -
Release 10.2x to 10.2x to 10.3(5).

Nexus 93180YC-FX3 : L2 IGMP joins are dropped when L3 GRE tunnel is configured
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk48494
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk76266
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk76333
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk77692
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk78006
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk80733
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk77003
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh88500
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwh96124
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi50121
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwi61233
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj28749
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj29822
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj57371
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj62619
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj64248
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj67317
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj69012
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj69012
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj69659
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj70267
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj72942
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj73810
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj77571
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj78936
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj79046
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj82709
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj82922
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj88820

CSCwij88901
CSCwj89859
CSCw;j89894
CSCwij89920
CSCwj90902

CSCwj97009

CSCwk02394
CSCwk02635
CSCwk03048

CSCwk03361

CSCwk04005
CSCwk04520
CSCwk07305
CSCwk11030
CSCwk11115
CSCwk15087
CSCwk22889
CSCwk27865
CSCwk29697
CSCwk30154
CSCwk32265
CSCwk34847
CSCwk37039
CSCwk45686
CSCwk49219
CSCwk49778
CSCwk52635
CSCwk56902
CSCwk61152
CSCwk61235
CSCwk62461

CSCwk69444
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Bad config applied to previous context if next config context contains syntax error in config file
N9K PBR IPv4 ACEs of icam will count without any PBR configuration.

Error NCIM12024 due to a postgres limitation for lldp tlv entry string count

Adding ITU channel config prevents port-channel creation on N9K switch.

Telemetry suddenly stops working due to memory leak

Cisco NX-0OS Software CLI Command Injection Vulnerability

SSH session/console pause indefinitely during configuring netflow

N9300 FHR may fail to create SG state for one of the sources sending traffic to same group

N9k TCAM Carving for e-racl must not be allowed for mpls extended ecmp

Unable to create a TACACS user due to the directory /var full with a power supply debug lodfile.
VxLan: vPC fabric peering flap after time change

n9k: "DCBX No ACK in 100 PDU" seen after upgrade from 9.3.x to 10.3.4a

Packets with MPLS-SR label dropped on P routers

Storm control gets triggered when unplug/replug the cable of a port

Vulnerabilities in rpcbind 0.2.4

MST priority value get removed after changing vlan in a instance.

N3K aclqgos hap reset

Archive feature doesn't work when S is specified within password

KLM_pss installation delay seen (potentially leading to boot failure)

Stats for ACE matching different ether type not updated in MAC ACL

nxos/N9K-X9400-16W: Port 15 and 16 do not correctly forwarding traffic after reload

Nexus 9000 crash due to "tahusd" process crash @ tah_sdk_hea_aclqos_hex_print

The static route stuck in pending ufdm

Twamp not working in a server-N9k setup.

Type 2 route for RMACs with Next hop set to vIP address is not generated for IPv6 Fabric underlay
Getting an error when trying to enable log-neighbor-changes command

Removing VLAN on one pair causing other pair to suspend all VLANs on port-channel in pvlan trunk
Configuring 'udld diable' thru configure-replace it returns an empty patch and nothing configuring
N9K-C9336C-FX2-E - DAC breakout 100G to 4x25G - interface ethernet1/7/4 not working
Confirm if CVE-2024-6387 impacts Nexus 9000

loop detect is triggered due to incorrect time stamp update

Rapid memory leak in securityd and component(libpython3.8.s0.1.0)
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj88901
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj89859
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj89894
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj89920
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj90902
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwj97009
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk02394
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk02635
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk03048
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk03361
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk04005
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk04520
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk07305
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk11030
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk11115
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk15087
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk22889
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk27865
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk29697
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk30154
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk32265
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk34847
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk37039
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk45686
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk49219
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk49778
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk52635
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk56902
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk61152
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk61235
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk62461
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk69444

CSCwk73210 private-vlans suspended on vpc primary side after switch bootup

CSCwk78700 BGP does not pass Tunnel Encapsulation attribute to Cloudsec from the best path in BRIB

Device Hardware

The following tables list the Cisco Nexus 9000 Series hardware that Cisco NX-OS Release 10.3(6)M
supports. For additional information about the supported hardware, see the Hardware Installation Guide for
your Cisco Nexus 9000 Series device.

Table 1. Cisco Nexus 9400 Switches
Product ID Description
N9K-C9408 4-rack unit (RU) 8-slot LEM-based modular chassis switch, which is configurable with up to
128 200-Gigabit QSFP56 (256 100-Gigabit by breakout) ports or 64 400-Gigabit ports.
N9K-C9400-SUP-A Cisco Nexus 9400 Supervisor Card
N9K-C9400-SW-GX2A Cisco Nexus 9400 25.6Tbps Switch Card
N9K-X9400-8D Cisco Nexus 9400 8p 400G QSFP-DD LEM
N9K-X9400-16W Cisco Nexus 9400 16p 200G QSFP56 LEM

Note: N9K-C9400-SW-GX2A Sup card ports 2xSFP Eth10/1-2 are not supported in Cisco NX-OS
Release 10.3(x).

Table 2. Cisco Nexus 9800 Switches
Product ID Description
N9K-C9808 16-RU modular switch with slots for up to 8 Line Cards in addition to two supervisors, 8 fabric

modules, 4 fan trays, and 3 power trays.

Table 3. Cisco Nexus 9800 Series Line Cards
Product ID Description
N9K-X9836DM-A Cisco Nexus 9800 36-port 400G QSFP-DD Line Card with MACsec.
Table 4. Cisco Nexus 9800 Series Fabric Modules
Product ID Description
N9K-C9808-FM-A Cisco Nexus 9800 Fabric Module with for 8-slot Chassis
Table 5. Cisco Nexus 9800 Supervisor Module
N9K-C9800-SUP-A Cisco Nexus 9800 Platform Supervisor Module *
Table 6. Cisco Nexus 9800 Fans and Fan Trays
N9K-C9808-FAN-A Cisco Nexus 9800 8-slot chassis fan tray (1%t Generation) 4
Table 7. Cisco Nexus 9800 Power Supplies
Product ID Description Quantity Cisco Nexus
Switches
NXK-HV6.3KW20A-A Cisco Nexus 9800 6,300W 20A AC and HV 9 (3 per tray) Cisco Nexus 9808
Power Supply
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk78700

Table 8. Cisco Nexus 9500 Switches
Product ID Description
N9K-C9504 7.1-RU modular switch with slots for up to 4 Line Cards in addition to two supervisors, 2
system controllers, 3 to 6 fabric modules, 3 fan trays, and up to 4 power supplies.
N9K-C9508 13-RU modular switch with slots for up to 8 Line Cards in addition to two supervisors, 2
system controllers, 3 to 6 fabric modules, 3 fan trays, and up to 8 power supplies.
N9K-C9516 21-RU modular switch with slots for up to 16 Line Cards in addition to two supervisors, 2

system controllers, 3 to 6 fabric modules, 3 fan trays, and up to 10 power supplies.

Table 9. Cisco Nexus 9500 Cloud Scale Line Cards

Product ID Description Maximum Quantity

Cisco Nexus |Cisco

N9K-X9716D-GX Cisco Nexus 9500 16-port 400G QSFP-DD Line Card N/A

N9K-X9736C-FX Cisco Nexus 9500 36-port 40/100 Gigabit Ethernet 4 8 16
QSFP28 Line Card

N9K-X9788TC-FX Cisco Nexus 9500 48-port 1/10-G BASE-T Ethernet 4 8 16
and 4-port 40/100 Gigabit Ethernet QSFP28 Line
Card

N9K-X97160YC-EX Cisco Nexus 9500 48-port 10/25-Gigabit Ethernet 4 8 16
SFP28 and 4-port 40/100 Gigabit Ethernet QSFP28
Line Card

N9K-X9732C-FX Cisco Nexus 9500 32-port 40/100 Gigabit Ethernet 4 8 16
QSFP28 Line Card

N9K-X9732C-EX Cisco Nexus 9500 32-port 40/100 Gigabit Ethernet 4 8 16
QSFP28 Line Card

N9K-X9736C-EX Cisco Nexus 9500 36-port 40/100 Gigabit Ethernet 4 8 16

QSFP28 Line Card

Table 10. Cisco Nexus 9500 R-Series Line Cards

Product ID Description Maximum Quantity

Cisco Nexus Cisco Nexus 9508
9504

N9K-X9636C-R Cisco Nexus 9500 36-port 40/100 Gigabit 4 8
Ethernet QSFP28 Line Card

N9K-X9636C-RX Cisco Nexus 9500 36-port 40/100 Gigabit 4 8
Ethernet QSFP28 Line Card

N9K-X9636Q-R Cisco Nexus 9500 36-port 40 Gigabit Ethernet 4 8
QSFP Line Card

N9K-X96136YC-R Cisco Nexus 9500 16-port 1/10 Gigabit, 32-port 4 8
10/25 Gigabit, and 4-port 40/100 Gigabit Ethernet
Line Card

N9K-X9624D-R2 Cisco Nexus 9500 24-port 400 Gigabit QDD Line  Not supported 8

Card

Table 11. Cisco Nexus 9500 Cloud Scale Fabric Modules

N9K-C9504-FM-E Cisco Nexus 9504 100-Gigabit cloud scale fabric 4 5
module

N9K-C9504-FM-G Cisco Nexus 9500 4-slot 1.6Tbps cloud scale 4 5
fabric module

N9K-C9508-FM-E Cisco Nexus 9508 100-Gigabit cloud scale fabric 4 5
module

N9K-C9508-FM-E2 Cisco Nexus 9508 100-Gigabit cloud scale fabric 4 5
module

N9K-C9508-FM-G Cisco Nexus 9500 8-slot 1.6Tbps cloud-scale 4 5

fabric module
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5

N9K-C9516-FM-E2 Cisco Nexus 9516 100-Gigabit cloud scale fabric 4
module

Table 12. Cisco Nexus 9500 R-Series Fabric Modules

4

N9K-C9504-FM-R Cisco Nexus 9504 100-Gigabit R-Series fabric module 6
N9K-C9508-FM-R Cisco Nexus 9508 100-Gigabit R-Series fabric module 4 6
N9K-C9508-FM-R2 Cisco Nexus 9508 400-Gigabit R-Series fabric module 4 6

Table 13. Cisco Nexus 9500 Supervisor Modules

Description

N9K-SUP-A 1.8-GHz supervisor module with 4 cores, 4 threads, and 16 GB of 2
memory

N9K-SUP-A+ 1.8-GHz supervisor module with 4 cores, 8 threads, and 16 GB of 2
memory

N9K-SUP-B 2.2-GHz supervisor module with 6 cores, 12 threads, and 24 GB of 2
memory

N9K-SUP-B+ 1.9-GHz supervisor module with 6 cores, 12 threads, and 32 GB of 2
memory

Note: N9K-SUP-A and N9K-SUP-A+ are not supported on Cisco Nexus 9504 and 9508 switches with -R
Line Cards.

Table 14. Cisco Nexus 9500 System Controller

N9K-SC-A Cisco Nexus 9500 Platform System Controller Module 2

Table 15. Cisco Nexus 9500 Fans and Fan Trays

3

N9K-C9504-FAN Fan tray for 4-slot modular chassis

N9K-C9504-FAN2 Fan tray that supports the Cisco N9K-C9504-FM-G fabric module 3

N9K-C9508-FAN Fan tray for 8-slot modular chassis 3

N9K-C9508-FAN2 Fan tray that supports the Cisco N9K-C9508-FM-G fabric module 3

N9K-C9516-FAN Fan tray for 16-slot modular chassis 3
Table 16. Cisco Nexus 9500 Fabric Module Blanks with Power Connector

1 2

N9K-C9504-FAN-PWR Nexus 9500 4-slot chassis 400G cloud scale fan tray
power connector

N9K-C9508-FAN-PWR Nexus 9500 4-slot chassis 400G cloud scale fan tray 1 2
power connector

Table 17. Cisco Nexus 9500 Power Supplies

Product ID Description Quantity Cisco Nexus
Switches

N9K-PAC-3000W-B 3 KW AC power supply Upto 4 Cisco Nexus 9504
Upto 8 Cisco Nexus 9508
Up to 10 Cisco Nexus 9516
N9K-PDC-3000W-B 3 KW DC power supply Up to 4 Cisco Nexus 9504
Upto 8 Cisco Nexus 9508
Upto 10 Cisco Nexus 9516
N9K-PUV-3000W-B 3 KW Universal AC/DC power supply Upto 4 Cisco Nexus 9504
Upto 8 Cisco Nexus 9508
Upto 10 Cisco Nexus 9516
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Product ID Description

Quantity Cisco Nexus
Switches
3.15-KW Dual Input Universal AC/DC Power Upto 4 Cisco Nexus 9504

Supply Up to 8 Cisco Nexus 9508
Up to 10 Cisco Nexus 9516

N9K-PUV2-3000W-B

Table 18. Cisco Nexus 9200 and 9300 Switches

Cisco Nexus Switch Description

N9K-C9316D-GX
N9K-C9364C-GX
N9K-C93600CD-GX

N9K-C9364C

N9K-C9332C
N9K-C9332D-GX2B
N9K-C9348D-GX2A
N9K-C9364D-GX2A
N9K-C93180YC-FX3
N9K-C93180YC-FX3S
N9K-C9336C-FX2-E
N9K-C9336C-FX2
N9K-C93360YC-FX2
N9K-C93240YC-FX2
N9K-C93216TC-FX2

N9K-C93180YC-FX

N9K-C93180YC-FX-24

N9K-C93108TC-FX
N9K-C93108TC-FX-24
N9K-C93108TC-FX3P

N9K-C9348GC-FXP
N9K-C92348GC-X

N9K-C93180YC-EX
N9K-C93180YC-EX-24
N9K-C93108TC-EX

N9K-C93108TC-EX-24

Table 19.
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1-RU switch with 16x400/100/40-Gbps ports.

2-RU fixed-port switch with 64 100-Gigabit SFP28 ports.

1-RU fixed-port switch with 28 10/40/100-Gigabit QSFP28 ports (ports 1-28), 8
10/40/100/400-Gigabit QSFP-DD ports (ports 29-36)

2-RU Top-of-Rack switch with 64 40-/100-Gigabit QSFP28 ports and 2 1-/10-Gigabit
SFP+ ports.

- Ports 1 to 64 support 40/100-Gigabit speeds.

- Ports 49 to 64 support MACsec encryption.

Ports 65 and 66 support 1/10 Gigabit speeds.

1-RU fixed switch with 32 40/100-Gigabit QSFP28 ports and 2 fixed 1/10-Gigabit SFP+
ports.

1-Rack-unit (1RU) spine switch with 32p 400/100-Gbps QSFP-DD ports and 2p 1/10
SFP+ ports.

48p 40/100/400-Gigabit QSFP-DD ports and 2p 1/10G/10G SFP+ ports

64p 400/100-Gigabit QSFP-DD ports and 2p 1/10 SFP+ ports

48 1/10/25 Gigabit Ethernet SFP28 ports (ports 1-48)

6 10/25/40/50/100-Gigabit QSFP28 ports (ports 49-54)

48 1/10/25 Gigabit Ethernet SFP28 ports (ports 1-48)

6 10/25/40/50/100-Gigabit QSFP28 ports (ports 49-54)

1- RU switch with 36 40-/100-Gb QSFP28 ports

1-RU switch with 36 40-/100-Gb Ethernet QSFP28 ports

2-RU switch with 96 10-/25-Gigabit SFP28 ports and 12 40/100-Gigabit QSFP28 ports
1.2-RU Top-of-Rack switch with 48 10-/25-Gigabit SFP28 fiber ports and 12 40-/100-
Gigabit Ethernet QSFP28 ports.

2-RU switch with 96 T00M/1G/10G RJ45 ports, 12 40/100-Gigabit QSFP28 ports, 2
management ports (one RJ-45 and one SFP port), 1 console, port, and 1 USB port.
1-RU Top-of-Rack switch with 10-/25-/32-Gigabit Ethernet/FC ports and 6 40-/100-
Gigabit QSFP28 ports. You can configure the 48 ports as 1/10/25-Gigabit Ethernet ports
or as FCoE ports or as 8-/16-/32-Gigabit Fibre Channel ports.

1-RU 24 1/10/25-Gigabit Ethernet SFP28 front panel ports and 6 fixed 40/100-Gigabit
Ethernet QSFP28 spine-facing ports. The SFP28 ports support 1-, 10-, and 25-Gigabit
Ethernet connections and 8-, 16-, and 32-Gigabit Fibre Channel connections.

1-RU Top-of-Rack switch with 48 100M/1/10GBASE-T (copper) ports and 6 40-/100-
Gigabit QSFP28 ports

1-RU 24 1/10GBASE-T (copper) front panel ports and 6 fixed 40/100-Gigabit Ethernet
QSFP28 spine-facing ports.

1-RU fixed-port switch with 48 100M/1/2.5/5/10GBASE-T ports and 6 40-/100-Gigabit
QSFP28 ports

Nexus 9300 with 48p 100M/1 G, 4p 10/25 G SFP+ and 2p 100 G QSFP

The Cisco Nexus 92348GC-X switch (N9K-C92348GC-X) is a 1RU switch that supports
696 Gbps of bandwidth and over 250 mpps. The 1TGBASE-T downlink ports on the
92348GC-X can be configured to work as 100-Mbps, 1-Gbps ports. The 4 ports of
SFP28 can be configured as 1/10/25-Gbps and the 2 ports of QSFP28 can be configured
as 40- and 100-Gbps ports. The Cisco Nexus 92348GC-X is ideal for big data customers
that require a Gigabit Ethernet ToR switch with local switching.

1-RU Top-of-Rack switch with 48 10-/25-Gigabit SFP28 fiber ports and 6 40-/100-
Gigabit QSFP28 ports

1-RU 24 1/10/25-Gigabit front panel ports and 6-port 40/100 Gigabit QSFP28 spine-
facing ports

1-RU Top-of-Rack switch with 48 T0GBASE-T (copper) ports and 6 40-/100-Gigabit
QSFP28 ports

1-RU 24 1/10GBASE-T (copper) front panel ports and 6 40/100-Gigabit QSFP28 spine
facing ports.

Cisco Nexus 9200 and 9300 Fans and Fan Trays
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NXA-FAN-160CFM-PE Fan module with port-side exhaust airflow (blue 3 9364C 1
coloring) 93360YC-FX2

NXA-FAN-160CFM-PI Fan module with port-side intake airflow (burgundy 3 9364C [
coloring) 93360YC-FX2

NXA-FAN-160CFM2-PE Fan module with port-side exhaust airflow (blue 4 9364C-GX
coloring)

NXA-FAN-160CFM2-PI Fan module with port-side intake airflow (burgundy 4 9364C-GX
coloring)

NXA-FAN-30CFM-B Fan module with port-side intake airflow (burgundy 3 93108TC-EX
coloring) 93108TC-FX

93180YC-EX

93180YC-FX W
9348GC-FXp M

NXA-FAN-30CFM-F Fan module with port-side exhaust airflow (blue 3 93108TC-EX
coloring) 93108TC-FX W
93180YC-EX
93180YC-Fx W
9348GC-FXP
NXA-FAN-35CFM-PE Fan module with port-side exhaust airflow (blue 4 92300YC W
coloring) 9332Cc W

93180YC-FX3s @
93180YC-FX3
93108TC-FX3P

6 9336C-FX2-E
9316D-GX
93600CD-GX

NXA-FAN-35CFM-PI Fan module with port-side intake airflow (burgundy 4 92300YC W
coloring) 9332Cc W

93180YC-FX3s &
93180YC-FX3
93108TC-FX3P

6 9316D-GX
93600CD-GX
Fan module with port-side exhaust airflow (blue 6 9336C-FX2-E
coloring)
NXA-FAN-65CFM-PE Fan module with port-side exhaust airflow (blue 3 93240YC-Fx2 1l
coloring) 9336C-Fx2
NXA-FAN-65CFM-PI Fan module with port-side exhaust airflow 3 93240YC-FX2
(burgundy coloring) 9336C-Fx2 Ul

Table 20. Cisco Nexus 9200 and 9300 Power Supplies

Product ID Description Quantity Cisco Nexus
Switches

NXA-PAC-500W-PE 500-W AC power supply with port-side exhaust airflow 2 93108TC-EX
(blue coloring) 93180YC-EX
93180YC-FX
NXA-PAC-500W-PI 500-W AC power supply with port-side intake airflow 2 93108TC-EX
(burgundy coloring) 93180YC-EX
93180YC-FX
NXA-PAC-650W-PE 650-W power supply with port-side exhaust (blue 2 92300YC
coloring) 93180YC-FX3S

' For specific fan speeds see the Overview section of the Hardware Installation Guide.

2 This switch runs with +1 redundancy mode so that if one fan fails, the switch can sustain operation. But if a second fan fails, this
switch is not designed to sustain operation. Hence before waiting for the major threshold temperature to be hit, the switch will
power down due to entering the fan policy trigger command.
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Cisco Nexus
Switches

NXA-PAC-650W-PI

NXA-PAC-750W-PE

NXA-PAC-750W-PI

NXA-PAC-1100W-PE2

NXA-PAC-1100W-PI2

NXA-PAC-1100W-PI
NXA-PAC-1100W-PE

NXA-PAC-1900W-PI
NXA-PAC-1200W-PE

NXA-PAC-1200W-PI

N9K-PUV-1200W

NXA-PDC-930W-PE

NXA-PDC-930W-PI

NXA-PDC-1100W-PE

NXA-PDC-1100W-PI

650-W power supply with port-side intake (burgundy
coloring)

750-W AC power supply with port-side exhaust airflow
(blue coloring) 1

750-W AC power supply with port-side intake airflow
(burgundy coloring) 1

1100-W AC power supply with port-side exhaust
airflow (blue coloring)

1100-W AC power supply with port-side intake airflow
(burgundy coloring)

Cisco Nexus 9000 PoE 1100W AC PS, port-side intake
Cisco Nexus 9000 PoE 1100W AC PS, port-side
exhaust

Cisco Nexus 9000 PoE 1900W AC PS, port-side intake
1200-W AC power supply with port-side exhaust
airflow (blue coloring)

1200-W AC power supply with port-side intake airflow
(burgundy coloring)

1200-W Universal AC/DC power supply with
bidirectional airflow (white coloring)

930-W DC power supply with port-side exhaust airflow
(blue coloring)

930-W DC power supply with port-side intake airflow
(burgundy coloring)

1100-W DC power supply with port-side exhaust
airflow (blue coloring)

1100-W DC power supply with port-side intake airflow
(burgundy coloring)

© 2024 Cisco and/or its affiliates. All rights reserved.

93108TC-EX
93180YC-EX
93180YC-FX3
92300YC
93180YC-FX3S
93108TC-EX
93180YC-EX
93180YC-FX3
9336C-FX2
9336C-FX2-E
9332C
93240YC-FX2
9336C-FX2
9336C-FX2-E
9332C
93240YC-FX2
93240YC-FX2
9332C
9316D-GX
9336C-FX2
9336C-FX2-E
93600CD-GX
93240YC-FX2
9332C
9316D-GX
9336C-FX2
9336C-FX2-E
93600CD-GX
93108TC-FX3P
93108TC-FX3P

93108TC-FX3P
93360YC-FX2
9364C
93360YC-FX2
9364C
92300YC
93108TC-EX
93108TC-FX
93360YC-FX2
93180YC-FX3S
93180YC-EX
93180YC-FX
9364C
93108TC-EX
93180YC-EX
93360YC-FX2
93180YC-FX3S
93180YC-FX
9364C
93108TC-EX
93180YC-EX
93360YC-FX2
93180YC-FX3S
93180YC-FX
9364C
93240YC-FX2
93600CD-GX
9316D-GX
9332C
9336C-FX2
9336C-FX2-E
93240YC-FX2
93600CD-GX
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UCSC-PSU-930WDC 930-W DC power supply with port-side intake (green
coloring)

UCS-PSU-6332-DC 930-W DC power supply with port-side exhaust (gray
coloring)

NXA-PHV-1100W-PE 1100-W AC power supply with port-side exhaust

airflow (blue coloring)

1100-W AC power supply with port-side intake airflow
(burgundy coloring)

2000-W AC power supply with port-side exhaust
airflow (blue coloring)

2000-W AC power supply with port-side intake airflow
(burgundy coloring)

2000-W DC power supply with port-side exhaust
airflow (blue coloring

2000-W DC power supply with port-side intake airflow
(burgundy coloring)

400-W AC power supply with port-side exhaust airflow
(blue coloring)

NXA-PHV-1100W-PI
NXA-PAC-2KW-PE
NXA-PAC-2KW-PI
NXA-PDC-2KW-PE
NXA-PDC-2KW-PI

N2200-PAC-400W

N2200-PAC-400W-B 400-W AC power supply with port-side intake airflow
(burgundy coloring)
N2200-PDC-350W-B 350-W DC power supply with port-side intake airflow

N2200-PDC-400W 400-W DC power supply with port-side exhaust airflow

(blue coloring)

Compatibility Information

Fabric Module and Line Card compatibility details are listed below:

Table 21. Cisco Nexus 9500 Cloud Scale Line Cards

Product ID N9K- N9K-C9508- | N9K-C9504- |N9K-C9508-
C9504-FM- | FM-G FM-E FM-E

G

4
5
4
4
4
4
4
5

N9K-X9716D-GX
N9K-X9736C-FX
N9K-X97160YC-EX
N9K-X9788TC-FX
N9K-X9732C-EX
N9K-X9736C-EX
N9K-X9732C-FX

S NFNFNFNFNIT N
ORBBADNOZ
ORBBRRADNOZ

(n+1 (n+1 (n+1 (n+1
redundancy) redundancy) redundancy) redundancy)

Table 22. Cisco Nexus 9500 R-Series Line Cards

Product ID N9K-C9504-FM- | N9K-C9508-FM-
R R

N9K-X9636C-RX 6 6
N9K-X9636Q-R 4 4
6 (n+2 6 (n+2
redundancy) redundancy)
N9K-X9636C-R 5 5
6 (n+1 6 (n+1
redundancy) redundancy)
N9K-X96136YC-R 6 6
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N9K-C9508-

oARRBRDOZ

redundancy)

Cisco Nexus
Switches

9316D-GX
9332C
9336C-FX2
9336C-FX2-E
93108TC-EX
93180YC-EX
93108TC-EX
93180YC-EX
93240YC-FX2
9336C-FX2
93240YC-FX2
9336C-FX2
9364C-GX

9364C-GX
9364C-GX
9364C-GX
92348GC-X
92348GC-X

92348GC-X
92348GC-X

FM-E2

RO Z

(n+1
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Table 23. Cisco Nexus 9500 R2-Series Line Cards

Product ID N9K-C9508-
FM-R2

N9K-X9624D-R2 6

Optics

For information about transceivers and cables supported on a switch, see the Transceiver Module (TMG)
Compatibility Matrix. For the transceiver specifications and installation information, see the Install and

Upgrade Guides.

Cisco Nexus Dashboard Insights for Data Center

Cisco NX-0OS Release 10.3(6)M supports the Nexus Dashboard Insights on Cisco Nexus 9200, 9300-EX,
9300-FX, 9300-FX2, 9300-FX3, 9400, and 9800 platform switches and 9500 platform switches with -
EX/FX/GX Line Cards. See the Cisco Nexus Insights documentation.

Upgrade and Downgrade

To perform a software upgrade or downgrade, follow the instructions in the Cisco Nexus 9000 Series NX-
OS Software Upgrade and Downgrade Guide, Release 10.3(x). For information about an In Service
Software Upgrade (ISSU), see the Cisco NX-OS ISSU Support Matrix.

Related Content
Cisco Nexus 9000 Series documentation: Cisco Nexus 9000 Series Switches

Cisco NX-0OS Software Release and Image-naming Convention: Cisco NX-OS Software Strategy and
Lifecycle Guide

Cisco Nexus 9000 and 3000 Series NX-OS Switch License Navigator: Cisco Nexus 9000 and 3000 Series
NX-OS Switch License Navigator

Cisco Nexus 9000 Series Software Upgrade and Downgrade Guide: Cisco Nexus 9000 Series NX-OS
Software Upgrade and Downgrade Guide, Release 10.3(x).

Cisco Nexus 3000 and 9000 Series NX-API REST SDK User Guide and API Reference: Cisco Nexus NX-
API Reference

Cisco NX-OS Supported MIBs;
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

Supported FEX modules: Cisco Nexus 9000 Series Switch FEX Support Matrix

Licensing Information: Cisco NX-OS Licensing Guide and Cisco Nexus Smart Licensing Using Policy User
Guide

When you downgrade from Cisco NX-OS Release 10.3(6)M to an earlier release, the features that use the
ACI+NX-0OS Essentials, Advantage, and add-on licenses or the Hardware Streaming Telemetry license
continue to work in honor mode in the downgraded version. In addition, the output of the show license
usage command continues to include entries for these unsupported licenses.

See the Cisco NX-OS Licensing Guide.

© 2024 Cisco and/or its affiliates. All rights reserved. Page 12 of 13


https://tmgmatrix.cisco.com/
https://tmgmatrix.cisco.com/
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/interfaces-modules/transceiver-modules/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/data-center-analytics/nexus-insights/series.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/ISSUmatrix/index.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/guide_c07-658595.html
https://www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/nx-os-software/guide_c07-658595.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/license/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/license/index.html
https://developer.cisco.com/site/nx-os/docs/n3k-n9k-api-ref/
https://developer.cisco.com/site/nx-os/docs/n3k-n9k-api-ref/
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/nexus9000/hw/interoperability/fexmatrix/fextables.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/slp/cisco-nx-os-smart-licensing-using-policy-guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/slp/cisco-nx-os-smart-licensing-using-policy-guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide.html

Documentation Feedback

To provide technical feedback on this document, or to report an error or omission, please send your
comments to nexus9k-docfeedback@cisco.com. We appreciate your feedback.

Legal Information

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S.
and other countries. To view a list of Cisco trademarks, go to this

URL: https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are
the property of their respective owners. The use of the word partner does not imply a partnership
relationship between Cisco and any other company. (1721R)

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be
actual addresses and phone numbers. Any examples, command display output, network topology
diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of
actual IP addresses or phone numbers in illustrative content is unintentional and coincidental.
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