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name-lookup
[no] name-lookup

Syntax Description

(Optional) Negate a command or set its defaultsno

Enable Name Lookup for OSPFv3 Neighborsname-lookup

Command Mode

• /exec/configure/router-ospf3 /exec/configure/router-ospf3/vrf
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name-lookup
[no] name-lookup

Syntax Description

(Optional) Negate a command or set its defaultsno

Display OSPF router ids as DNS namesname-lookup

Command Mode

• /exec/configure/router-ospf /exec/configure/router-ospf/vrf
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name
name <vlan-name> | no name

Syntax Description

Negate a command or set its defaultsno

Ascii name of the VLANname

The ascii name for the VLANvlan-name

Command Mode

• /exec/configure/vlan
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name
name <name-val> | no name [ <name-val> ]

Syntax Description

Negate a command or set its defaultsno

Set configuration namename

Configuration namename-val

Command Mode

• /exec/configure/spanning-tree/mst/configuration
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name
name [ <name> ] | no name

Syntax Description

Negate a command or set its defaultsno

Redundancy name stringname

(Optional) name stringname

Command Mode

• /exec/configure/if-eth-any/hsrp_ipv4 /exec/configure/if-eth-any/hsrp_ipv6
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nat destination
{ nat destination } | { no nat destination }

Syntax Description

Negate a command or set its defaultsno

Network Address Translationnat

Destination NATdestination

Command Mode

• /exec/configure/itd
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nbm bandwidth unicast
nbm bandwidth unicast <percentage> | no nbm bandwidth unicast

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

percentage of bandwidth set aside other than multicastbandwidth

unicastunicast

percentage value. 0 means no reservation for unicast on this linkpercentage

Command Mode

• /exec/configure/if-igp
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nbm external-link
[no] nbm external-link

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

link connected to external router. Configuring this will flap the interfaceexternal-link

Command Mode

• /exec/configure/if-igp
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nbm flow-definition
[no] nbm flow-definition <group> [ <source> ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Define a multicast flowflow-definition

Multicast Group Addressgroup

(Optional) Source IP address to usesource

Command Mode

• /exec/configure
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nbm flow-definition
[no] nbm flow-definition <group> [ <source> ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Define a multicast flowflow-definition

Multicast Group Addressgroup

(Optional) Source IP address to usesource

Command Mode

• /exec/configure/nbm-vrf
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nbm flow-policy
[no] nbm flow-policy

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Policy Characteristicsflow-policy

Command Mode

• /exec/configure/nbm-vrf
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nbm flow-policy
[no] nbm flow-policy

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Policy Characteristicsflow-policy

Command Mode

• /exec/configure
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nbm flow asm range
[no] nbm flow asm range <group> +

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Any-Source Multicast (ASM) groupsasm

Configure explicit group rangesrange

List of group range prefixesgroup

Command Mode

• /exec/configure
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nbm flow asm range
[no] nbm flow asm range <group> +

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Any-Source Multicast (ASM) groupsasm

Configure explicit group rangesrange

List of group range prefixesgroup

Command Mode

• /exec/configure/nbm-vrf
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nbm flow bandwidth immediate-recovery
[no] nbm flow bandwidth immediate-recovery

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Bandwidth per flowbandwidth

Free up used BW immediately on last OIF removalimmediate-recovery

Command Mode

• /exec/configure/nbm-vrf
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nbm flow bandwidth immediate-recovery
[no] nbm flow bandwidth immediate-recovery

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Bandwidth per flowbandwidth

Free up used BW immediately on last OIF removalimmediate-recovery

Command Mode

• /exec/configure
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nbm flow bandwidth kbps mbps gbps
{ nbm flow bandwidth { <val_kbps> kbps | <val_mbps>mbps | <val_gbps> gbps } } | { no nbm flow bandwidth
}

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Bandwidth per flowbandwidth

Per Flow Bandwidth in Kbpsval_kbps

Bandwidth value in Kbpskbps

Per Flow Bandwidth in Mbpsval_mbps

Bandwidth value in Mbpsmbps

Per Flow Bandwidth in Gbpsval_gbps

Bandwidth value in Gbpsgbps

Command Mode

• /exec/configure
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nbm flow bandwidth kbps mbps gbps
{ nbm flow bandwidth { <val_kbps> kbps | <val_mbps>mbps | <val_gbps> gbps } } | { no nbm flow bandwidth
}

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Bandwidth per flowbandwidth

Per Flow Bandwidth in Kbpsval_kbps

Bandwidth value in Kbpskbps

Per Flow Bandwidth in Mbpsval_mbps

Bandwidth value in Mbpsmbps

Per Flow Bandwidth in Gbpsval_gbps

Bandwidth value in Gbpsgbps

Command Mode

• /exec/configure/nbm-vrf
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nbm flow dscp
{ nbm flow dscp <val_dscp> } | { no nbm flow dscp }

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

DSCP for the flowdscp

Integer valueval_dscp

Command Mode

• /exec/configure/nbm-vrf
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nbm flow dscp
{ nbm flow dscp <val_dscp> } | { no nbm flow dscp }

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

DSCP for the flowdscp

Integer valueval_dscp

Command Mode

• /exec/configure
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nbm flow policer
[no] nbm flow policer

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Flow rate limiter installed in hardwarepolicer

Command Mode

• /exec/configure
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nbm flow policer
[no] nbm flow policer

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Flow rate limiter installed in hardwarepolicer

Command Mode

• /exec/configure/nbm-vrf
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nbm flow reserve-bandwidth receiver-only
[no] nbm flow reserve-bandwidth receiver-only

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Reserve bandwidthreserve-bandwidth

Configure explicit group ranges to restrict reserve bandwidth on receiver
only

receiver-only

Command Mode

• /exec/configure/nbm-vrf
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nbm flow reserve-bandwidth receiver-only
[no] nbm flow reserve-bandwidth receiver-only

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Flow Characteristicsflow

Reserve bandwidthreserve-bandwidth

Configure explicit group ranges to restrict reserve bandwidth on receiver
only

receiver-only

Command Mode

• /exec/configure
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nbm host-policy
[no] nbm host-policy

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

NBM SW Host Admission Policyhost-policy

Command Mode

• /exec/configure
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nbm host-policy
[no] nbm host-policy

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

NBM SW Host Admission Policyhost-policy

Command Mode

• /exec/configure/nbm-vrf
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nbm mode pim
nbm mode { pim-active | pim-passive } [ __readonly__ <output> ]

Syntax Description

Non Blocking Multicastnbm

Set pmn modemode

Bandwidth engine running in fabricpim-active

API driven flow stitchingpim-passive

(Optional)__readonly__

(Optional)output

Command Mode

• /exec/configure /exec/configure/nbm-vrf
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nbm reserve unicast fabric bandwidth
nbm reserve unicast fabric bandwidth <percentage> | no nbm reserve unicast fabric bandwidth

Syntax Description

Negate a command or set its defaultsno

Non Blocking Multicastnbm

reserve bandwidthreserve

unicastunicast

fabricfabric

percentage of bandwidth for unicast flowbandwidth

percentage valuepercentage

Command Mode

• /exec/configure /exec/configure/nbm-vrf
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nbm vrf
[no] nbm vrf <vrf-name>

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Display per-VRF informationvrf

VRF namevrf-name

Command Mode

• /exec/configure
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nbm vrf default
[no] nbm vrf default

Syntax Description

(Optional) Negate a command or set its defaultsno

Non Blocking Multicastnbm

Display per-VRF informationvrf

Default VRFdefault

Command Mode

• /exec/configure /exec/configure/nbm-vrf
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negotiate auto
negotiate auto | no negotiate auto

Syntax Description

Negate a command or set its defaultsno

Configure link negotiation parametersnegotiate

Configure auto-negotiationauto

Command Mode

• /exec/configure/if-ethernet-all /exec/configure/if-eth-non-member /exec/configure/if-port-channel
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negotiate auto 25000
[no] negotiate auto 25000

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure link negotiation parametersnegotiate

Configure auto-negotiationauto

Force auto-negotiate to only 25000 and change fec to auto25000

Command Mode

• /exec/configure/if-ethernet-all /exec/configure/if-eth-non-member /exec/configure/if-port-channel
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neighbor-down fib-accelerate
[no] neighbor-down fib-accelerate

Syntax Description

(Optional) Negate a command or set its defaultsno

Handle BGP neighbor down event, due to various reasonsneighbor-down

Accelerate the hardware updates for IP/IPv6 adjacencies for neighborfib-accelerate

Command Mode

• /exec/configure/router-bgp/vrf-cmds
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neighbor
[no] neighbor { <neighbor-prefix> | <ipv6-neighbor-prefix> } [ remote-as [ <asn> | route-map <rmap-name>
] ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

IP prefix for neighborsneighbor-prefix

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

(Optional) Route-map to match prefix peer AS numberroute-map

(Optional) Route-map namermap-name

Command Mode

• /exec/configure/router-bgp/router-bgp-vrf
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neighbor
neighbor [ vrf { <vrf-name> | <vrf-known-name> } ] <ipaddr> { implicit-withdraw | labels accept <pfx-list>
| targeted } | no neighbor [ vrf { <vrf-name> | <vrf-known-name> } ] <ipaddr> [ implicit-withdraw | labels
accept | targeted ]

Syntax Description

Negate a command or set its defaultsno

Configure neighbor parametersneighbor

(Optional) VRF Routing/Forwarding instance informationvrf

(Optional) VPN Routing/Forwarding instance namevrf-name

(Optional) Known VRF namevrf-known-name

IP address for LDP neighboripaddr

Enable LDP Implicit Withdraw Labelimplicit-withdraw

Configure label binding exchange controlslabels

Specify label bindings to acceptaccept

Name of prefix listpfx-list

Establish targeted sessiontargeted

Command Mode

• /exec/configure/ldp
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neighbor
[no] neighbor { <neighbor-id> | <ipv6-neighbor-id> } [ remote-as <asn> ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

IP address of the neighborneighbor-id

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

Command Mode

• /exec/configure/router-bgp
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neighbor
[no] neighbor { <neighbor-id> | <ipv6-neighbor-id> } [ remote-as <asn> ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

IP address of the neighborneighbor-id

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

Command Mode

• /exec/configure/router-bgp/router-bgp-vrf
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neighbor
[no] neighbor { <neighbor-prefix> | <ipv6-neighbor-prefix> } [ remote-as [ <asn> | route-map <rmap-name>
] ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

IP prefix for neighborsneighbor-prefix

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

(Optional) Route-map to match prefix peer AS numberroute-map

(Optional) Route-map namermap-name

Command Mode

• /exec/configure/router-bgp
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neighbor
[no] neighbor <interface> [ remote-as [ <asn> | route-map <rmap-name> ] ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

Interface name for BGP interface peeringinterface

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

(Optional) Route-map to match interface peer AS numberroute-map

(Optional) Route-map namermap-name

Command Mode

• /exec/configure/router-bgp
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neighbor
[no] neighbor <interface> [ remote-as [ <asn> | route-map <rmap-name> ] ]

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure a BGP neighborneighbor

Interface name for BGP interface peeringinterface

(Optional) Specify Autonomous System Number of the neighborremote-as

(Optional) Autonomous System Numberasn

(Optional) Route-map to match interface peer AS numberroute-map

(Optional) Route-map namermap-name

Command Mode

• /exec/configure/router-bgp/router-bgp-vrf
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nemo config address port interval
[no] nemo config address <ip_address> port <portnum> interval <interval-num>

Syntax Description

(Optional) Negate a command or set its defaultsno

Nemo switch onboarding enablernemo

Configure Nemo for switch onboardingconfig

IP address of the Nemo platformaddress

IP Addressip_address

Port number of the Nemo platformport

Port numberportnum

Config interval in millisecondinterval

Config interval in millisecondinterval-num

Command Mode

• /exec/configure
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net
[no] net <net>

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure Network Entity Title for IS-ISnet

NET in form of XX.XXXX. ... .XXXX[.00]net

Command Mode

• /exec/configure/otv-isis
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net
[no] net <net>

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure Network Entity Title for IS-ISnet

NET in form of XX.XXXX. ... .XXXX[.00]net

Command Mode

• /exec/configure/router-isis/router-isis-vrf-common
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network
[no] network { <ip-addr> mask <ip-mask> | <ip-prefix> } [ route-map <rmap-name> | summarize | evpn ] +

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure an IP prefix to advertisenetwork

IP network to advertiseip-addr

Configure the mask of the IP prefix to advertisemask

Dotted 4-octet maskip-mask

IP prefix in CIDR formatip-prefix

(Optional) Apply route-map to modify attributesroute-map

(Optional) Route-map namermap-name

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDsummarize

(Optional) Only advertise route towards evpn sideevpn

Command Mode

• /exec/configure/router-bgp/router-bgp-af-ipv4 /exec/configure/router-bgp/router-bgp-vrf-af-ipv4
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network
[no] network <ipv6-prefix> [ route-map <rmap-name> | summarize ] +

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure an IPv6 prefix to advertisenetwork

(Optional) Apply route-map to modify attributesroute-map

(Optional) Route-map namermap-name

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDsummarize

Command Mode

• /exec/configure/router-bgp/router-bgp-af-ipv6 /exec/configure/router-bgp/router-bgp-vrf-af-ipv6
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next-hop-self
[ no | default ] next-hop-self [ all ]

Syntax Description

(Optional) Negate a command or set its defaultsno

(Optional) Inherit values from a peer templatedefault

Set our address as nexthop (non-reflected)next-hop-self

(Optional) Set our address as nexthop for all routesall

Command Mode

• /exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-ipv4-label
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-vpnv4
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-vpnv6
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-ipv4-mdt
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next-hop-third-party
[ no | default ] next-hop-third-party

Syntax Description

(Optional) Negate a command or set its defaultsno

(Optional) Inherit values from a peer templatedefault

Compute a third-party nexthop if possiblenext-hop-third-party

Command Mode

• /exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-ipv4-label
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-ipv6-label
/exec/configure/router-bgp/router-bgp-neighbor/router-bgp-neighbor-af-ipv4-mdt
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nexthop route-map
[no] nexthop route-map <rmap-name>

Syntax Description

(Optional) Negate a command or set its defaultsno

Nexthop trackingnexthop

Route map for valid nexthopsroute-map

Route-map namermap-name

Command Mode

• /exec/configure/router-bgp/router-bgp-af /exec/configure/router-bgp/router-bgp-af-l2vpn-evpn
/exec/configure/router-bgp/router-bgp-af-link-state /exec/configure/router-bgp/router-bgp-af-ipv4-mvpn
/exec/configure/router-bgp/router-bgp-af-ipv6-mvpn /exec/configure/router-bgp/router-bgp-af-ipv4-mdt
/exec/configure/router-bgp/router-bgp-af-l2vpn-vpls
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nexthop suppress-default-resolution
[no] nexthop suppress-default-resolution

Syntax Description

(Optional) Negate a command or set its defaultsno

Nexthop resolution optionsnexthop

Prohibit use of default route for nexthop address resolutionsuppress-default-resolution

Command Mode

• /exec/configure/router-bgp
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nexthop trigger-delay critical non-critical
{ nexthop trigger-delay critical <criticaldelay> non-critical <noncriticaldelay> } | { no nexthop trigger-delay
}

Syntax Description

Negate a command or set its defaultsno

Nexthop trackingnexthop

Set the delay to trigger nexthop trackingtrigger-delay

Nexthop changes affecting reachabilitycritical

Other nexthop changesnon-critical

Delay value (miliseconds)noncriticaldelay

Delay value (miliseconds)criticaldelay

Command Mode

• /exec/configure/router-bgp/router-bgp-af /exec/configure/router-bgp/router-bgp-af-ipv4-mdt
/exec/configure/router-bgp/router-bgp-af-vpnv4 /exec/configure/router-bgp/router-bgp-af-vpnv6
/exec/configure/router-bgp/router-bgp-af-link-state /exec/configure/router-bgp/router-bgp-af-l2vpn-vpls
/exec/configure/router-bgp/router-bgp-af-ipv4-mvpn /exec/configure/router-bgp/router-bgp-af-ipv6-mvpn
/exec/configure/router-bgp/router-bgp-af-l2vpn-evpn
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ngoam authentication-key
{ ngoam authentication-key <value> } | { no ngoam authentication-key [ <value> ] }

Syntax Description

Negate a command or set its defaultsno

Configure ngoamngoam

Ngoam authentication-keyauthentication-key

authentication keyvalue

Command Mode

• /exec/configure

N Commands
54

N Commands
ngoam authentication-key



ngoam connect-check
[no] ngoam connect-check <id>

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure ngoamngoam

Configure ngoam oam connectivity checkconnect-check

connect check idid

Command Mode

• /exec/configure
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ngoam install acl
[no] ngoam install acl

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure ngoamngoam

Ngoam installinstall

Ngoam install aclacl

Command Mode

• /exec/configure
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ngoam loop-detection
[no] ngoam loop-detection

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure ngoamngoam

Configure Loop Detectionloop-detection

Command Mode

• /exec/configure
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ngoam loop-detection bringup vlan
ngoam loop-detection bringup { vlan <vlan-range> } [ port <port-range> ]

Syntax Description

Configure ngoamngoam

Configure Loop Detectionloop-detection

Bringup the ports,if disabledbringup

Vlanvlan

(Optional) Ports to bringup if disabledport

vlan range max span 1024, Example: 2000-3000,400,500vlan-range

(Optional) Interface for loop detectionport-range

Command Mode

• /exec
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ngoam loop-detection probe vlan
ngoam loop-detection probe { vlan <vlan-range> } [ port <port-range> ]

Syntax Description

Configure ngoamngoam

Configure Loop Detectionloop-detection

Probe for loop detectionprobe

Start probing on vlan for loop detectionvlan

(Optional) start probing on port for loop detectionport

vlan range max span 1024, Example: 2000-3000,400,500vlan-range

(Optional) Interface for loop detectionport-range

Command Mode

• /exec
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ngoam profile
[no] ngoam profile <profile-id>

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure ngoamngoam

Configure ngoam oam profileprofile

ngoam profile idprofile-id

Command Mode

• /exec/configure
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ngoam xconnect hb-interval
{ ngoam xconnect hb-interval <ms> } | { no ngoam xconnect hb-interval [ <ms> ] }

Syntax Description

Negate a command or set its defaultsno

Configure ngoamngoam

Configure xconnect parametersxconnect

Configure xconnect heartbeat intervalhb-interval

interval in ms, 3 failures triggers failure default is 190ms

Command Mode

• /exec/configure
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no-more
| no-more

Syntax Description

Pipe command output to filter|

Turn-off pagination for command outputno-more

Command Mode

• /output
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no
{ [ <seqno> ] | no } <permitdeny> { { ethertype <ethertypeid> } | { <proto_udp> { { { { <src_any> | {
<src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name>
} } [ { { <src_port_op> { <src_port0> | <src_port0_str> } } | { <src_port_range> { <src_port1> |
<src_port1_str> } { <src_port2> | <src_port2_str> } } | src_portgroup <src_port_group> } ] { <dst_any> | {
<dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name>
} } [ { { <dst_port_op> { <dst_port0> | <dst_port0_str> } } | { <dst_port_range> { <dst_port1> |
<dst_port1_str> } { <dst_port2> | <dst_port2_str> } } | dst_portgroup <dst_port_group> } ] { { [ [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0>
| <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } |
{ ttl <ttl_num> } ] } + | { [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ]
| packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } }
| { precedence { <prec_num> | <prec_str> } } | { ttl <ttl_num> } ] } + } [ { udf { <udf_name> <udf_val>
<udf_mask> } + } ] [ nve vni <vni-id> ] } | { { <src_any> | { <src_addr> <src_wild> } | <src_prefix> | {
src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild>
} | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } { { [ [ fragments
] | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op>
<plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str>
} } | { ttl <ttl_num> } | { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + | { [ [ fragments ] | [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0>
| <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str>
} } | { ttl <ttl_num> } | { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + } } } [ nve vni <vni-id> ] }
} } [ vlan <vlanid> | ingress_intf { <intfid> | <intfname> } | vlan_priority <vlanpriorityid> ] + { { [ [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0>
| <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } |
{ ttl <ttl_num> } ] } + | { [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ]
| packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } }
| { precedence { <prec_num> | <prec_str> } } | { ttl <ttl_num> } ] } + } [ { udf { <udf_name> <udf_val>
<udf_mask> } + } ] # 2369 ../feature/acl_mgr/cli/aclmgr.cmd [ capture session <session-id> ] { [ <action>
<actionid> ] } + [ log ]

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Configure match based on ethertypeethertype

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

Configure the ethertype valueethertypeid

(Optional) VLAN numbervlanid
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(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Protocolproto_udp

Anysrc_any

Source network addresssrc_addr

Source wildcard bitssrc_wild

Source network prefixsrc_prefix

A single source hostsrc_key_host

Source addresssrc_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

(Optional) Port operatorsrc_port_op

(Optional) Port rangesrc_port_range

(Optional) Port numbersrc_port0

(Optional) UDP portsrc_port0_str

(Optional) Port numbersrc_port1

(Optional) UDP portsrc_port1_str

(Optional) Port numbersrc_port2

(Optional) UDP portsrc_port2_str

(Optional) src port groupsrc_portgroup

(Optional) Port group namesrc_port_group

Anydst_any

Destination network addressdst_addr

Destination wildcard bitsdst_wild

Destination network prefixdst_prefix

A single destination hostdst_key_host

Destination addressdst_host

Destination address groupdst_key_addrgrp
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Address group namedst_addrgrp_name

(Optional) Port operatordst_port_op

(Optional) Port rangedst_port_range

(Optional) Port numberdst_port0

(Optional) UDP portdst_port0_str

(Optional) Port numberdst_port1

(Optional) UDP portdst_port1_str

(Optional) Port numberdst_port2

(Optional) UDP portdst_port2_str

(Optional) dst port groupdst_portgroup

(Optional) Port group namedst_port_group

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_num

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_str

(Optional) Match packets with given precedence valueprecedence

(Optional) Precedence valueprec_num

(Optional) Precedence labelprec_str

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length
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(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Match Packets with a given TTL valuettl

(Optional)ttl_num

(Optional) VNI ID <0-16777215>nve

(Optional) VNI ID <0-16777215>vni

(Optional) VNI ID <0-16777215>vni-id

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) Actionaction

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionid

Command Mode

• /exec/configure/ipacl
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no
[no] <seqno>

Syntax Description

Negate a command or set its defaultsno

Sequence numberseqno

Command Mode

• /exec/configure/arpacl /exec/configure/ipgroup /exec/configure/ipv6group /exec/configure/portgroup
/exec/configure/timerange
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no
[no] <seqno>

Syntax Description

Negate a command or set its defaultsno

Sequence numberseqno

Command Mode

• /exec/configure/macacl
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no
[no] <seqno>

Syntax Description

Negate a command or set its defaultsno

Sequence numberseqno

Command Mode

• /exec/configure/mplsacl
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no
[no] <seqno>

Syntax Description

Negate a command or set its defaultsno

Sequence numberseqno

Command Mode

• /exec/configure/ipacl /exec/configure/ipv6acl
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no
{ [ <seqno> ] | no } <permitdeny> { { { { ethertype <ethertypeid> } | { { ip | <proto> | <ip_other_proto> } {
<src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp
<src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host>
} | { dst_key_addrgrp <dst_addrgrp_name> } } { { [ [ fragments ] | [ log ] [ telemetry_queue ] [ telemetry_path
] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2>
} | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } | { ttl <ttl_num> } | { udf {
<udf_name> <udf_val> <udf_mask> } + } ] } + | { [ [ fragments ] | [ log ] [ telemetry_queue ] [ telemetry_path
] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2>
} | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str> } } | { ttl <ttl_num> } | { udf
{ <udf_name> <udf_val> <udf_mask> } + } ] } + } [ capture session <session-id> ] } } [ vlan <vlanid> |
ingress_intf { <intfid> | <intfname> } | vlan_priority <vlanpriorityid> ] + [ { udf { <udf_name> <udf_val>
<udf_mask> } + } ] } | { udf { <udf_name> <udf_val> <udf_mask> } + } } { [ <action> <actionid> ] } + [
log ] | { [ <action> <actionid> ] } + [ telemetry_queue ] | { [ <action> <actionid> ] } + [ telemetry_path ]

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Configure match based on ethertypeethertype

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

Configure the ethertype valueethertypeid

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Any IP protocolip

A protocol numberproto

ip_other_protoip_other_proto

Anysrc_any

Source network addresssrc_addr

Source wildcard bitssrc_wild
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Source network prefixsrc_prefix

A single source hostsrc_key_host

Source addresssrc_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

Anydst_any

Destination network addressdst_addr

Destination wildcard bitsdst_wild

Destination network prefixdst_prefix

A single destination hostdst_key_host

Destination addressdst_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_num

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_str

(Optional) Match packets with given precedence valueprecedence

(Optional) Precedence valueprec_num

(Optional) Precedence labelprec_str

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range
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(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Match Packets with a given TTL valuettl

(Optional)ttl_num

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) Actionaction

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionid

Command Mode

• /exec/configure/ipacl
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no
{ [ <seqno> ] | no } <permitdeny> { { ethertype <ethertypeid> } | { <proto_tcp> { { { { <src_any> | {
<src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name>
} } [ { { <src_port_op> { <src_port0> | <src_port0_str> } } | { <src_port_range> { <src_port1> |
<src_port1_str> } { <src_port2> | <src_port2_str> } } | src_portgroup <src_port_group> } ] { <dst_any> | {
<dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name>
} } [ { { <dst_port_op> { <dst_port0> | <dst_port0_str> } } | { <dst_port_range> { <dst_port1> |
<dst_port1_str> } { <dst_port2> | <dst_port2_str> } } | dst_portgroup <dst_port_group> } ] { { [ urg | ack |
psh | rst | syn | fin | established | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name>
] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask
] <dscp_mask> ] | <dscp_str> } } | { http-method { <opt_num> | <opt_str> } } | { tcp-option-length
<tcp_opt_len> } | { tcp-flags-mask <tcp_flags_mask> } | { ttl <ttl_num> } ] } + | { [ urg | ack | psh | rst | syn
| fin | established | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] |
packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } |
{ precedence { <prec_num> | <prec_str> } } | { ttl <ttl_num> } ] } + } [ { udf { <udf_name> <udf_val>
<udf_mask> } + } ] } | { { <src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host>
} | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | {
dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } { { [ [ fragments ] | [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0>
| <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } |
{ ttl <ttl_num> } | { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + | { [ [ fragments ] | [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0>
| <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str>
} } | { ttl <ttl_num> } | { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + } } } } } } [ vlan <vlanid> |
ingress_intf { <intfid> | <intfname> } | vlan_priority <vlanpriorityid> ] + { { [ urg | ack | psh | rst | syn | fin |
established | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask>
] | <dscp_str> } } | { http-method { <opt_num> | <opt_str> } } | { tcp-option-length <tcp_opt_len> } | {
tcp-flags-mask <tcp_flags_mask> } | { ttl <ttl_num> } ] } + | { [ urg | ack | psh | rst | syn | fin | established | [
log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op>
<plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num>
| <prec_str> } } | { ttl <ttl_num> } ] } + } [ { udf { <udf_name> <udf_val> <udf_mask> } + } ] [ capture
session <session-id> ] { [ <action> <actionid> ] } + [ log ]

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Configure match based on ethertypeethertype

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

Configure the ethertype valueethertypeid
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(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Protocolproto_tcp

Anysrc_any

Source network addresssrc_addr

Source wildcard bitssrc_wild

Source network prefixsrc_prefix

A single source hostsrc_key_host

Source addresssrc_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

(Optional) Port operatorsrc_port_op

(Optional) Port rangesrc_port_range

(Optional) Port numbersrc_port0

(Optional) TCP portsrc_port0_str

(Optional) Port numbersrc_port1

(Optional) TCP portsrc_port1_str

(Optional) Port numbersrc_port2

(Optional) TCP portsrc_port2_str

(Optional) src port groupsrc_portgroup

(Optional) Port group namesrc_port_group

Anydst_any

Destination network addressdst_addr

Destination wildcard bitsdst_wild

Destination network prefixdst_prefix

A single destination hostdst_key_host

Destination addressdst_host
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Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Port operatordst_port_op

(Optional) Port rangedst_port_range

(Optional) Port numberdst_port0

(Optional) TCP portdst_port0_str

(Optional) Port numberdst_port1

(Optional) TCP portdst_port1_str

(Optional) Port numberdst_port2

(Optional) TCP portdst_port2_str

(Optional) dst port groupdst_portgroup

(Optional) Port group namedst_port_group

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_num

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_str

(Optional) Match packets with given precedence valueprecedence

(Optional) Precedence valueprec_num

(Optional) Precedence labelprec_str

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name
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(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Match Packets with a given TTL valuettl

(Optional)ttl_num

(Optional) Specify TCP Options sizetcp-option-length

(Optional) TCP option length (multiples of 4 bytes)tcp_opt_len

(Optional) Specify TCP Flagstcp-flags-mask

(Optional) TCP flags masktcp_flags_mask

(Optional) Match packets based on http-methodhttp-method

(Optional) http_option valueopt_num

(Optional) http_option_paramopt_str

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Match on the URG biturg

(Optional) Match on the ACK bitack

(Optional) Match on the PSH bitpsh

(Optional) Match on the RST bitrst

(Optional) Match on the SYN bitsyn

(Optional) Match on the FIN bitfin

(Optional) Match established connectionsestablished

(Optional) User defined field matchudf
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(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) Actionaction

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionid

Command Mode

• /exec/configure/ipacl
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no
{ [ <seqno> ] | no } <permitdeny> <proto_igmp> { { { <src_any> | { <src_addr> <src_wild> } | <src_prefix>
| { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | { <dst_addr>
<dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } { [
[ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | <igmp_num> | packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask>
] | <dscp_str> } } ] + | [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] |
<igmp_str> | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num>
[ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ] + | [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] | <igmp_num> | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2>
} | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str> } } ] + | [ [ log ] [
telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | <igmp_str> | packet-length {
<plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence {
<prec_num> | <prec_str> } } ] + } } | { { <src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host
<src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } |
<dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } { { [ [ fragments ]
| [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length { <plen_op>
<plen0> | <plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str>
} } | { ttl <ttl_num> } ] } + | { [ [ fragments ] | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos {
<tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str> } } | { ttl <ttl_num> } ] } + } } [ capture
session <session-id> ] { [ <action> <actionid> ] } + [ log ] }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Protocolproto_igmp

Anysrc_any

Source network addresssrc_addr

Source wildcard bitssrc_wild

Source network prefixsrc_prefix

A single source hostsrc_key_host

Source addresssrc_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

Anydst_any

Destination network addressdst_addr
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Destination wildcard bitsdst_wild

Destination network prefixdst_prefix

A single destination hostdst_key_host

Destination addressdst_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_num

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_str

(Optional) Match packets with given precedence valueprecedence

(Optional) Precedence valueprec_num

(Optional) Precedence labelprec_str

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2
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(Optional) Match Packets with a given TTL valuettl

(Optional)ttl_num

(Optional) IGMPv1 message typeigmp_num

(Optional) IGMP typeigmp_str

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) Actionaction

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionid

Command Mode

• /exec/configure/ipacl
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no
{ [ <seqno> ] | no } <permitdeny> { { { ethertype <ethertypeid> } | { <proto_icmp> { { { <src_any> | {
<src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name>
} } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp
<dst_addrgrp_name> } } { [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name>
] | { <icmp_type> [ <icmp_code> ] } | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2>
} | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ] + | [ [ log ] [ telemetry_queue ] [
telemetry_path ] [ time-range <time_range_name> ] | <icmp_str> | packet-length { <plen_op> <plen0> |
<plen_range> <plen1> <plen2> } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ]
+ | [ [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | { <icmp_type> [
<icmp_code> ] } | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num>
| <tos_str> } } | { precedence { <prec_num> | <prec_str> } } ] + | [ [ log ] [ telemetry_queue ] [ telemetry_path
] [ time-range <time_range_name> ] | <icmp_str> | packet-length { <plen_op> <plen0> | <plen_range> <plen1>
<plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence { <prec_num> | <prec_str> } } ] + } } | { {
<src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp
<src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host>
} | { dst_key_addrgrp <dst_addrgrp_name> } } { { [ [ fragments ] | [ log ] [ telemetry_queue ] [ telemetry_path
] [ time-range <time_range_name> ] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2>
} | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } | { ttl <ttl_num> } ] } + | { [ [
fragments ] | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } | { tos { <tos_num> | <tos_str> } } | { precedence
{ <prec_num> | <prec_str> } } | { ttl <ttl_num> } ] } + } } } } } [ vlan <vlanid> | ingress_intf { <intfid> |
<intfname> } | vlan_priority <vlanpriorityid> ] + [ capture session <session-id> ] { [ <action> <actionid> ]
} + [ log ] }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Configure match based on ethertypeethertype

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

Configure the ethertype valueethertypeid

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Protocolproto_icmp
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Anysrc_any

Source network addresssrc_addr

Source wildcard bitssrc_wild

Source network prefixsrc_prefix

A single source hostsrc_key_host

Source addresssrc_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

Anydst_any

Destination network addressdst_addr

Destination wildcard bitsdst_wild

Destination network prefixdst_prefix

A single destination hostdst_key_host

Destination addressdst_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_num

THIS KEYWORD OR VARIABLE IS NOT SUPPORTEDtos_str

(Optional) Match packets with given precedence valueprecedence

(Optional) Precedence valueprec_num

(Optional) Precedence labelprec_str

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog
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(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Match Packets with a given TTL valuettl

(Optional)ttl_num

(Optional) ICMP message typeicmp_type

(Optional) ICMP message codeicmp_code

(Optional) ICMP labelicmp_str

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) Actionaction

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionid

Command Mode

• /exec/configure/ipacl
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no
{ [ <seqno> ] | no } <permitdeny> { { ipv6 | <proto> | <ipv6_other_proto> } { <src_any> | { <src_addr>
<src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } {
<dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp
<dst_addrgrp_name> } } { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ] [ {
flow-label <flow_num> } ] [ fragments ] [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] [ packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] [ { udf {
<udf_name> <udf_val> <udf_mask> } + } ] } + [ vlan <vlanid> | ingress_intf { <intfid> | <intfname> } |
vlan_priority <vlanpriorityid> ] + [ { udf { <udf_name> <udf_val> <udf_mask> } + } ] [ capture session
<session-id> ] { [ <actionv6> <actionidv6> ] } [ log ] | { udf { <udf_name> <udf_val> <udf_mask> } + } }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Any IPV6 protocolipv6

A protocol numberproto

ipv6_other_protoipv6_other_proto

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Anysrc_any

A single source hostsrc_key_host

Source address groupsrc_key_addrgrp
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Address group namesrc_addrgrp_name

Anydst_any

A single destination hostdst_key_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

(Optional) Flow labelflow-label

(Optional) Flow label valueflow_num

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) ActionV6actionv6
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(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionidv6

Command Mode

• /exec/configure/ipv6acl

N Commands
87

N Commands
no



no
{ [ <seqno> ] | no } <permitdeny> <proto_tcp> { { { <src_any> | { <src_addr> <src_wild> } | <src_prefix>
| { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } [ { { <src_port_op> { <src_port0>
| <src_port0_str> } } | { <src_port_range> { <src_port1> | <src_port1_str> } { <src_port2> | <src_port2_str>
} } | src_portgroup <src_port_group> } ] { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | {
dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } [ { { <dst_port_op> { <dst_port0>
| <dst_port0_str> } } | { <dst_port_range> { <dst_port1> | <dst_port1_str> } { <dst_port2> | <dst_port2_str>
} } | dst_portgroup <dst_port_group> } ] { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str>
} } ] | [ { flow-label <flow_num> } ] | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] | [ urg | ack | psh | rst | syn | fin | established ] | { tcp-flags-mask <tcp_flags_mask> } |
[ packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] } + [ { udf { <udf_name> <udf_val>
<udf_mask> } + } ] } | { { <src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host>
} | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | {
dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } { [ { dscp { <dscp_num> [ [ dscp-mask
] <dscp_mask> ] | <dscp_str> } } ] [ { flow-label <flow_num> } ] [ fragments ] [ log ] [ telemetry_queue ] [
telemetry_path ] [ time-range <time_range_name> ] [ packet-length { <plen_op> <plen0> | <plen_range>
<plen1> <plen2> } ] [ { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + } } [ vlan <vlanid> | ingress_intf
{ <intfid> | <intfname> } | vlan_priority <vlanpriorityid> ] + [ capture session <session-id> ] { [ <actionv6>
<actionidv6> ] }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Protocolproto_tcp

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid
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Anysrc_any

A single source hostsrc_key_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

(Optional) Port operatorsrc_port_op

(Optional) Port rangesrc_port_range

(Optional) Port numbersrc_port0

(Optional) TCP portsrc_port0_str

(Optional) Port numbersrc_port1

(Optional) TCP portsrc_port1_str

(Optional) Port numbersrc_port2

(Optional) TCP portsrc_port2_str

(Optional) src port groupsrc_portgroup

(Optional) Port group namesrc_port_group

Anydst_any

A single destination hostdst_key_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Port operatordst_port_op

(Optional) Port rangedst_port_range

(Optional) Port numberdst_port0

(Optional) TCP portdst_port0_str

(Optional) Port numberdst_port1

(Optional) TCP portdst_port1_str

(Optional) Port numberdst_port2

(Optional) TCP portdst_port2_str

(Optional) dst port groupdst_portgroup

(Optional) Port group namedst_port_group

(Optional) Match packets with given dscp value and Maskdscp
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(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

(Optional) Flow labelflow-label

(Optional) Flow label valueflow_num

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

Specify TCP Flagstcp-flags-mask

TCP flags masktcp_flags_mask

(Optional) Match on the URG biturg

(Optional) Match on the ACK bitack

(Optional) Match on the PSH bitpsh

(Optional) Match on the RST bitrst

(Optional) Match on the SYN bitsyn

(Optional) Match on the FIN bitfin

(Optional) Match established connectionsestablished

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession
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(Optional) Session ID <1-48> for this sessionsession-id

(Optional) ActionV6actionv6

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionidv6

Command Mode

• /exec/configure/ipv6acl
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no
{ [ <seqno> ] | no } <permitdeny> <proto_udp> { { { <src_any> | { <src_addr> <src_wild> } | <src_prefix>
| { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } [ { { <src_port_op> { <src_port0>
| <src_port0_str> } } | { <src_port_range> { <src_port1> | <src_port1_str> } { <src_port2> | <src_port2_str>
} } | src_portgroup <src_port_group> } ] { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | {
dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } [ { { <dst_port_op> { <dst_port0>
| <dst_port0_str> } } | { <dst_port_range> { <dst_port1> | <dst_port1_str> } { <dst_port2> | <dst_port2_str>
} } | dst_portgroup <dst_port_group> } ] { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str>
} } ] [ { flow-label <flow_num> } ] [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] [ packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] } + [ { udf
{ <udf_name> <udf_val> <udf_mask> } + } ] } [ nve vni <vni-id> ] | { { <src_any> | { <src_addr> <src_wild>
} | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | {
<dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name>
} } { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ] [ { flow-label <flow_num> }
] [ fragments ] [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] [ packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] [ { udf { <udf_name> <udf_val> <udf_mask> }
+ } ] } + } } [ nve vni <vni-id> ] [ vlan <vlanid> | ingress_intf { <intfid> | <intfname> } | vlan_priority
<vlanpriorityid> ] + [ capture session <session-id> ] { [ <actionv6> <actionidv6> ] }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Protocolproto_udp

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Anysrc_any
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A single source hostsrc_key_host

Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

(Optional) Port operatorsrc_port_op

(Optional) Port rangesrc_port_range

(Optional) Port numbersrc_port0

(Optional) UDP portsrc_port0_str

(Optional) Port numbersrc_port1

(Optional) UDP portsrc_port1_str

(Optional) Port numbersrc_port2

(Optional) UDP portsrc_port2_str

(Optional) src port groupsrc_portgroup

(Optional) Port group namesrc_port_group

Anydst_any

A single destination hostdst_key_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Port operatordst_port_op

(Optional) Port rangedst_port_range

(Optional) Port numberdst_port0

(Optional) UDP portdst_port0_str

(Optional) Port numberdst_port1

(Optional) UDP portdst_port1_str

(Optional) Port numberdst_port2

(Optional) UDP portdst_port2_str

(Optional) dst port groupdst_portgroup

(Optional) Port group namedst_port_group

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask
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(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

(Optional) Flow labelflow-label

(Optional) Flow label valueflow_num

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) VNI ID <0-16777215>nve

(Optional) VNI ID <0-16777215>vni

(Optional) VNI ID <0-16777215>vni-id

(Optional) ActionV6actionv6

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionidv6

Command Mode

• /exec/configure/ipv6acl

N Commands
94

N Commands
no



no
{ [ <seqno> ] | no } <permitdeny> <proto_sctp> { { { <src_any> | { <src_addr> <src_wild> } | <src_prefix>
| { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } [ { { <src_port_op> { <src_port0>
| <src_port0_str> } } | { <src_port_range> { <src_port1> | <src_port1_str> } { <src_port2> | <src_port2_str>
} } | src_portgroup <src_port_group> } ] { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | {
dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name> } } [ { { <dst_port_op> { <dst_port0>
| <dst_port0_str> } } | { <dst_port_range> { <dst_port1> | <dst_port1_str> } { <dst_port2> | <dst_port2_str>
} } | dst_portgroup <dst_port_group> } ] { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str>
} } ] [ { flow-label <flow_num> } ] [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] [ packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] } + } | { {
<src_any> | { <src_addr> <src_wild> } | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp
<src_addrgrp_name> } } { <dst_any> | { <dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host>
} | { dst_key_addrgrp <dst_addrgrp_name> } } { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] |
<dscp_str> } } ] [ { flow-label <flow_num> } ] [ fragments ] [ log ] [ telemetry_queue ] [ telemetry_path ] [
time-range <time_range_name> ] [ packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> }
] [ { udf { <udf_name> <udf_val> <udf_mask> } + } ] } + } [ vlan <vlanid> | ingress_intf { <intfid> |
<intfname> } | vlan_priority <vlanpriorityid> ] + [ capture session <session-id> ] }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Protocolproto_sctp

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Anysrc_any

A single source hostsrc_key_host
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Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

(Optional) Port operatorsrc_port_op

(Optional) Port rangesrc_port_range

(Optional) Port numbersrc_port0

(Optional) SCTP portsrc_port0_str

(Optional) Port numbersrc_port1

(Optional) SCTP portsrc_port1_str

(Optional) Port numbersrc_port2

(Optional) SCTP portsrc_port2_str

(Optional) src port groupsrc_portgroup

(Optional) Port group namesrc_port_group

Anydst_any

A single destination hostdst_key_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Port operatordst_port_op

(Optional) Port rangedst_port_range

(Optional) Port numberdst_port0

(Optional) SCTP portdst_port0_str

(Optional) Port numberdst_port1

(Optional) SCTP portdst_port1_str

(Optional) Port numberdst_port2

(Optional) SCTP portdst_port2_str

(Optional) dst port groupdst_portgroup

(Optional) Port group namedst_port_group

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num
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(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

(Optional) Flow labelflow-label

(Optional) Flow label valueflow_num

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

Command Mode

• /exec/configure/ipv6acl
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no
{ [ <seqno> ] | no } <permitdeny> <proto_icmpv6> { { { { <src_any> | { <src_addr> <src_wild> } |
<src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | {
<dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name>
} } { [ { <icmpv6_type> [ <icmpv6_code> ] } | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] |
<dscp_str> } } | { flow-label <flow_num> } | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range
<time_range_name> ] | packet-length { <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] + | [
<icmpv6_str> | { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } | { flow-label
<flow_num> } | [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] | packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] + } } | { { <src_any> | { <src_addr> <src_wild>
} | <src_prefix> | { src_key_host <src_host> } | { src_key_addrgrp <src_addrgrp_name> } } { <dst_any> | {
<dst_addr> <dst_wild> } | <dst_prefix> | { dst_key_host <dst_host> } | { dst_key_addrgrp <dst_addrgrp_name>
} } { [ { dscp { <dscp_num> [ [ dscp-mask ] <dscp_mask> ] | <dscp_str> } } ] [ { flow-label <flow_num> }
] [ fragments ] [ log ] [ telemetry_queue ] [ telemetry_path ] [ time-range <time_range_name> ] [ packet-length
{ <plen_op> <plen0> | <plen_range> <plen1> <plen2> } ] [ { udf { <udf_name> <udf_val> <udf_mask> }
+ } ] } + } } [ vlan <vlanid> | ingress_intf { <intfid> | <intfname> } | vlan_priority <vlanpriorityid> ] + [
capture session <session-id> ] { [ <actionv6> <actionidv6> ] } }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Protocolproto_icmpv6

(Optional) Configure match based on vlanvlan

(Optional) Configure match based on ingress interfaceingress_intf

(Optional) Configure match based on priorityvlan_priority

(Optional) User defined field matchudf

(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

(Optional) VLAN numbervlanid

(Optional) Interface indexintfid

(Optional) Interface nameintfname

(Optional) Vlan Priorityvlanpriorityid

Anysrc_any

A single source hostsrc_key_host
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Source address groupsrc_key_addrgrp

Address group namesrc_addrgrp_name

Anydst_any

A single destination hostdst_key_host

Destination address groupdst_key_addrgrp

Address group namedst_addrgrp_name

(Optional) Match packets with given dscp value and Maskdscp

(Optional) DSCP wildcard Maskdscp-mask

(Optional) Differentiated services codepoint valuedscp_num

(Optional) Differentiated services codepoint mask - 0 to 0x3Fdscp_mask

(Optional) Differentiated services codepoint labeldscp_str

(Optional) Flow labelflow-label

(Optional) Flow label valueflow_num

(Optional) Check non-initial fragmentsfragments

(Optional) Log matches against this entrylog

(Optional) Flow of interest for BDC/HDCtelemetry_queue

(Optional) IPT enabledtelemetry_path

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Match packets based on layer 3 packet lengthpacket-length

(Optional) Packet-length operatorplen_op

(Optional) Packet-length rangeplen_range

(Optional) Packet lengthplen0

(Optional) Lower packet lengthplen1

(Optional) Higher packet lengthplen2

(Optional) ICMPv6 message typeicmpv6_type

(Optional) ICMPv6 message codeicmpv6_code

(Optional) ICMPv6 labelicmpv6_str

(Optional) Enable packet capture on this filter for sessioncapture
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(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) ActionV6actionv6

(Optional) redirect: Ethernet1/1,port-channel1 set-erspan-dscp: <1-63>
set-erspan-gre-proto: <1-65535>

actionidv6

Command Mode

• /exec/configure/ipv6acl
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no
{ [ <seqno> ] | no } { <addr> <wild> | <prefix> | host <hostaddr> }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

A.B.C.D Network address of object-group memberaddr

A.B.C.D wildcardwild

A.B.C.D/nn Network prefix of the object-group memberprefix

Host address of the object-group memberhost

A.B.C.D Host addresshostaddr

Command Mode

• /exec/configure/ipgroup
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no
{ [ <seqno> ] | no } { <addr> <wild> | <prefix> | host <hostaddr> }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Host address of the object-group memberhost

Command Mode

• /exec/configure/ipv6group
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no
{ [ <seqno> ] | no } { <_port_op> <port0_num> | <_port_range> <port1_num> <port2_num> }

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Port operator_port_op

Port range_port_range

Port numberport0_num

Port numberport1_num

Port numberport2_num

Command Mode

• /exec/configure/portgroup
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no
{ [ <seqno> ] | no } <permitdeny> { <src_any> | { <src_addr> <src_wild> } } { <dst_any> | { <dst_addr>
<dst_wild> } } [ <mac_proto> | <mac_proto_str> ] [ vlan <vlan> | cos <cos> ] + [ time-range
<time_range_name> ] [ capture session <session-id> ] { [ <macaction> <macactionid> ] } + [ { udf {
<udf_name> <udf_val> <udf_mask> } + } ]

Syntax Description

(Optional) Sequence numberseqno

Negate a command or set its defaultsno

Permit/denypermitdeny

Anysrc_any

Source MAC addresssrc_addr

Source wildcard bitssrc_wild

Anydst_any

Destination MAC addressdst_addr

Destination wildcard bitsdst_wild

(Optional) MAC protocol numbermac_proto

(Optional) MAC protocol namemac_proto_str

(Optional) VLAN numbervlan

(Optional) CoS valuecos

(Optional) VLAN numbervlan

(Optional) CoS valuecos

(Optional) Specify a time rangetime-range

(Optional) Time range nametime_range_name

(Optional) Enable packet capture on this filter for sessioncapture

(Optional) Session ID <1-48> for this sessionsession

(Optional) Session ID <1-48> for this sessionsession-id

(Optional) MAC ACL Actionmacaction

(Optional) redirect: Ethernet1/1,port-channel1macactionid

(Optional) User defined field matchudf
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(Optional) UDF nameudf_name

(Optional) UDF value to matchudf_val

(Optional) Mask to apply to UDF valueudf_mask

Command Mode

• /exec/configure/macacl

N Commands
105

N Commands
no



no
[no] { userprofile | trustedCert | CRLLookup | user-switch-bind | user-certdn-match | user-pubkey-match }

Syntax Description

Negate a command or set its defaultsno

Delete the userprofileuserprofile

Delete the trustedCerttrustedCert

Delete the CRLLookupCRLLookup

Delete the user-switch-binduser-switch-bind

Delete the certificate matchinguser-certdn-match

Delete the pubkey matchinguser-pubkey-match

Command Mode

• /exec/configure/ldap/search
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no
no

Syntax Description

Negate a command or set its defaultsno

Command Mode

• /exec/configure/vsan-db

N Commands
107

N Commands
no



node ip
[no] node { ip <ip-addr> | IPv6 <ip-addrv6> }

Syntax Description

(Optional) Negate a command or set its defaultsno

ITD nodenode

ITD node IPv4 addressip

ITD node IP4 prefix in format i.i.i.iip-addr

ITD node IPv6 addressIPv6

Command Mode

• /exec/configure/itd-session-device-group
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node ip
[no] node { ip <ip-addr> | IPv6 <ip-addrv6> }

Syntax Description

(Optional) Negate a command or set its defaultsno

ITD nodenode

ITD node IPv4 addressip

ITD node IP4 prefix in format i.i.i.iip-addr

ITD node IPv6 addressIPv6

Command Mode

• /exec/configure/itd-device-group
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npv auto-load-balance disruptive
[no] npv auto-load-balance disruptive

Syntax Description

(Optional) Negate a command or set its defaultsno

Config commands for FC N_port Virtualizernpv

configure auto load balancing among preferred external linksauto-load-balance

enable disruptive auto load balancing among external linksdisruptive

Command Mode

• /exec/configure
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npv traffic-map server-interface external-interface
[no] npv traffic-map server-interface <if1> external-interface <interface>

Syntax Description

(Optional) Negate a command or set its defaultsno

Config commands for FC N_port Virtualizernpv

Configure NPV traffic engineeringtraffic-map

Configure server interface based traffic engineeringserver-interface

if1

Configure preferred external interface(s)external-interface

interface

Command Mode

• /exec/configure
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nsf await-redist-proto-convergence
{ [ no ] nsf await-redist-proto-convergence }

Syntax Description

(Optional) Negate a command or set its defaultsno

Non-stop forwardingnsf

Specify whether EIGRP should wait for other protocols to converge
before advertising routes

await-redist-proto-convergence

Command Mode

• /exec/configure/router-eigrp/router-eigrp-vrf-common /exec/configure/router-eigrp/router-eigrp-af-common
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ntp access-group
[no] ntp access-group { peer | serve-only | serve | query-only } <acl-name>

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

NTP access-groupaccess-group

access-group peerpeer

access-group serveserve

access-group serve-onlyserve-only

access-group query-onlyquery-only

Name of access listacl-name

Command Mode

• /exec/configure
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ntp access-group match-all
[no] ntp access-group match-all

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

NTP access-groupaccess-group

Scan ACLs present in all ntp access groupsmatch-all

Command Mode

• /exec/configure
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ntp allow private
[no] ntp allow { private | control [ rate-limit <delay> ] }

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

Enable/Disable the packetsallow

Enable/Disable Private mode packetsprivate

Enable/Disable Control mode packetscontrol

(Optional) Rate-limit the control packetsrate-limit

(Optional) Rate-limit delay (Default 3)delay

Command Mode

• /exec/configure
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ntp authenticate
[no] ntp authenticate

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

Enable/Disable authenticationauthenticate

Command Mode

• /exec/configure
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ntp authentication-key md5
[no] ntp authentication-key <number> md5 <md5> [ 0 | 7 ]

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

NTP authentication keyauthentication-key

authentication key number (range 1-65535)number

use md5 authentication schememd5

MD5 stringmd5

(Optional) clear text0

(Optional) encrypted7

Command Mode

• /exec/configure
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ntp logging
[no] ntp logging

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

Enable/Disable logging of NTPD Eventslogging

Command Mode

• /exec/configure
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ntp master
[no] ntp master [ <stratum-no> ]

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

Act as NTP master clockmaster

(Optional) Stratum numberstratum-no

Command Mode

• /exec/configure
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ntp passive
[no] ntp passive

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

NTP passive commandpassive

Command Mode

• /exec/configure
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ntp peer
[no] ntp peer <host0> [ prefer | key <keyid> | use-vrf { <vrf-name> | <vrf-known-name> } | minpoll <minpoll>
| maxpoll <maxpoll> ] +

Syntax Description

(Optional) Negate a command or set its defaultsno

NTP Configurationntp

NTP Peer addresspeer

Hostname/IP address of the NTP Peerhost0

(Optional) Preferred Serverprefer

(Optional) Keyid to be used while communicating to this serverkey

(Optional) Value of keyid 1-65535keyid

(Optional) Display per-VRF informationuse-vrf

(Optional) VRF namevrf-name

(Optional) Known VRF namevrf-known-name

(Optional) Minimum interval to poll a peerminpoll

(Optional) Poll interval in secs to a power of 2 [default 4]minpoll

(Optional) Maximum interval to poll a peermaxpoll

(Optional) Poll interval in secs to a power of 2 [default 6]maxpoll

Command Mode

• /exec/configure
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ntp server
[no] ntp server <host0> [ prefer | key <keyid> | use-vrf { <vrf-name> | <vrf-known-name> } | minpoll <minpoll>
| maxpoll <maxpoll> ] +

Syntax Description

(Optional) Negate a command or set its defaultsno

NTP Configurationntp

NTP server addressserver

Hostname/IP address of the NTP Serverhost0

(Optional) Preferred Serverprefer

(Optional) Keyid to be used while communicating to this serverkey

(Optional) Value of keyid 1-65535keyid

(Optional) Display per-VRF informationuse-vrf

(Optional) VRF namevrf-name

(Optional) Known VRF namevrf-known-name

(Optional) Minimum interval to poll a serverminpoll

(Optional) Poll interval in secs to a power of 2 [default 4]minpoll

(Optional) Maximum interval to poll a servermaxpoll

(Optional) Poll interval in secs to a power of 2 [default 6]maxpoll

Command Mode

• /exec/configure
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ntp source-interface
[no] ntp source-interface <interface>

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

Source interface sending NTP packetssource-interface

Source interfaceinterface

Command Mode

• /exec/configure
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ntp source
[no] ntp source <ip-addr>

Syntax Description

(Optional) Negate a command or set its defaultno

NTP Configurationntp

Source of NTP packetssource

IPv4/IPv6 addressip-addr

Command Mode

• /exec/configure
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ntp sync-retry
ntp sync-retry

Syntax Description

NTP configurationntp

Retry synchronization with configured serverssync-retry

Command Mode

• /exec
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ntp trusted-key
[no] ntp trusted-key <number>

Syntax Description

(Optional) Negate a command or set its defaultno

NTP configurationntp

NTP trusted-keytrusted-key

trusted-key numbernumber

Command Mode

• /exec/configure
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nv overlay evpn
[no] nv overlay evpn

Syntax Description

(Optional) Negate a command or set its defaultsno

Command to enable/disable featuresnv

Command to enable/disable featuresoverlay

Enable/Disable Ethernet VPN (EVPN)evpn

Command Mode

• /exec/configure
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nve interface remap-replication-servers
nve interface <nve-if> remap-replication-servers

Syntax Description

Configure NVE informationnve

Interfaceinterface

NVE interfacenve-if

Remap Replication servers to VNIsremap-replication-servers

Command Mode

• /exec
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nve interface replication-server up
nve interface <nve-if> replication-server <rep-addr> { up | down }

Syntax Description

Configure NVE informationnve

Interfaceinterface

NVE interfacenve-if

Configure a replication serverreplication-server

Replication Server IP Addressrep-addr

mark replication-server upup

mark replication-server downdown

Command Mode

• /exec
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nve oam mode draft-pang
[no] nve oam mode draft-pang

Syntax Description

(Optional) Negate a command or set its defaultsno

VxLAN functionalitynve

VxLAN OAM functionalityoam

Choose operation mode for OAMmode

OAM implementation as per Draft Pangdraft-pang

Command Mode

• /exec/configure
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nwwn
[no] nwwn <wwn0>

Syntax Description

(Optional) Negate a command or set its defaultsno

Node WWN of the platformnwwn

Node WWNwwn0

Command Mode

• /exec/configure/fcs-register/attrib
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nwwn vsan
[no] nwwn <wwn0> vsan <i1>

Syntax Description

(Optional) Negate a command or set its defaultsno

Device NWWNnwwn

NWWN of the Devicewwn0

VSAN id for devicevsan

vsan idi1

Command Mode

• /exec/configure/dpvm-db
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nxapi certificate
{ nxapi certificate { { httpskey { keyfile <uri0> [ password <passphrase> ] } } | { httpscrt { certfile <uri1> }
} | { enable } } }

Syntax Description

Configure nxapinxapi

Https certificate configurationcertificate

Https private keyhttpskey

Https certificatehttpscrt

Https key filekeyfile

Https certificate filecertfile

(Optional) Https encrypted key passphrasepassword

Enable the current certificateenable

File containing https private key for the useruri0

(Optional) Https encrypted private key passphrasepassphrase

File containing https certificateuri1

Command Mode

• /exec/configure
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nxapi client certificate authentication
{ nxapi client certificate authentication [ <verification-setting> ] } | { no nxapi client certificate authentication
}

Syntax Description

Negate a command or set its defaultsno

Configure nxapinxapi

Configure NX-API client management propertiesclient

Configure NX-API client certificate authentication functionalitycertificate

Enable/Disable client certificate authenticationauthentication

(Optional) Configure nxapi client-certificate authentication verification
restriction setting

verification-setting

Command Mode

• /exec/configure
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nxapi http port
{ nxapi { http | https } port <s0> } | { no nxapi { http | https } } | { no nxapi { http | https } port <s0> }

Syntax Description

Negate a command or set its defaultsno

Configure nxapinxapi

Http configurationhttp

Https configurationhttps

Port numberport

Port number. Please do not use well-known protocol portss0

Command Mode

• /exec/configure
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nxapi idle-timeout
[no] nxapi idle-timeout <i0>

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure nxapinxapi

duration until idle session expiresidle-timeout

Length of time, in minutesi0

Command Mode

• /exec/configure
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nxapi ssl ciphers weak
{ [ no ] nxapi ssl ciphers weak }

Syntax Description

(Optional) Negate a command or set its defaultsno

Configure nxapinxapi

Configure ssl parametersssl

Configure allowed ciphers for sslciphers

Allow weak ciphersweak

Command Mode

• /exec/configure
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nxapi ssl protocols
{ nxapi ssl protocols <prot_string> } | { no nxapi ssl protocols }

Syntax Description

Negate a command or set its defaultsno

Configure nxapinxapi

Configure ssl parametersssl

Configure allowed ssl protocolsprotocols

String of supported protocols, Ex: TLSv1 TLSv1.1 TLSv1.2prot_string

Command Mode

• /exec/configure
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nxapi use-vrf management default
{ nxapi use-vrf { management | default | <vrf_name> } } | { no nxapi use-vrf { management | default |
<vrf_name> } }

Syntax Description

Negate a command or set its defaultsno

Configure nxapinxapi

vrf to be used for nxapi communicationuse-vrf

management vrfmanagement

default vrfdefault

name of the vrfvrf_name

Command Mode

• /exec/configure
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nxsdk profile
[no] nxsdk profile <nxsdk-profile-name>

Syntax Description

(Optional) Negate a command or set its defaultsno

NXOS SDKnxsdk

service profileprofile

NxSDK service profile namenxsdk-profile-name

Command Mode

• /exec/configure
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nxsdk remote port
[no] nxsdk remote port <port> [ namespace { <vrf-name> | <vrf-known-name> } ] [ certificate <cert-id> ]

Syntax Description

(Optional) Negate a command or set its defaultsno

NXOS SDKnxsdk

To run NX-SDK service as a remote serviceremote

Port to accept remote NX-SDK connectionsport

Portport

(Optional) Namespace to run the remote server on. Default is Vrf:
Default

namespace

(Optional) VRF namevrf-name

(Optional) Known VRF namevrf-known-name

(Optional) Specify certificate id to be used for the remote sessioncertificate

(Optional) Certificate identificationcert-id

Command Mode

• /exec/configure
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nxsdk service-name
[no] nxsdk service-name <nxsdk-service-name> [ profile <nxsdk-profile-name> ]

Syntax Description

NXOS SDKnxsdk

Complete path and name of file to executeservice-name

Service namenxsdk-service-name

(Optional) Service profileprofile

(Optional) Name of the profilenxsdk-profile-name

Command Mode

• /exec/configure
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