	Cisco Nexus 3550-T Configuration Guide, Release 10.1(x)
	Contents
	Cisco Nexus 3550-T Configuration Guide Overview
	Preface
	Full Cisco Trademarks with Software License
	Audience
	Document Conventions
	Related Documentation for Cisco Nexus® 3550-T Switches
	Documentation Feedback
	Communications, Services, and Additional Information

	Configuration Overview
	Overview of the Cisco Nexus® 3550-T Switches
	Hardware Architecture of the Cisco Nexus® 3550-T Switches


	Cisco Nexus 3550-T Security Configuration Guide
	Security Overview
	Licensing Requirements
	Authentication, Authorization, and Accounting
	RADIUS and TACACS+ Security Protocols
	SSH and Telnet
	IP ACLs

	Configuring AAA
	About AAA
	AAA Security Services
	Benefits of Using AAA
	Remote AAA Services
	AAA Server Groups
	AAA Service Configuration Options
	Authentication and Authorization Process for User Login
	AES Password Encryption and Primary Encryption Keys

	Prerequisites for AAA
	Guidelines and Limitations for AAA
	Default Settings for AAA
	Configuring AAA
	Process for Configuring AAA
	Configuring Console Login Authentication Methods
	Configuring Default Login Authentication Methods
	Disabling Fallback to Local Authentication
	Enabling the Default User Role for AAA Authentication
	Enabling Login Authentication Failure Messages
	Logging Successful and Failed Login Attempts
	Configuring Login Block Per User
	Enabling CHAP Authentication
	Enabling MSCHAP or MSCHAP V2 Authentication
	Configuring AAA Accounting Default Methods
	Using AAA Server VSAs with Cisco NX-OS Devices
	About VSAs
	VSA Format
	Specifying Cisco NX-OS User Roles and SNMPv3 Parameters on AAA Servers

	Configuring Secure Login Features
	Configuring Login Parameters
	Restricting User Login Sessions
	Restricting the Password Length
	Enabling the Password Prompt for the Username
	Configuring the Shared Secret for RADIUS or TACACS+


	Monitoring and Clearing the Local AAA Accounting Log
	Verifying the AAA Configuration
	Configuration Examples for AAA
	Configuration Examples for Login Parameters
	Configuration Examples for the Password Prompt Feature
	Additional References for AAA

	Configuring Traffic Storm Control
	Licensing Requirements for Traffic Storm Control
	Guidelines and Limitations for Traffic Storm Control
	Configuration Examples for Traffic Storm Control
	Additional References for Traffic Storm Control

	Configuring RADIUS
	About RADIUS
	RADIUS Network Environments
	RADIUS Operation
	RADIUS Server Monitoring
	Vendor-Specific Attributes

	About RADIUS Change of Authorization
	Session Reauthentication
	Session Termination

	Prerequisites for RADIUS
	Guidelines and Limitations for RADIUS
	Default Settings for RADIUS
	Configuring RADIUS Servers
	RADIUS Server Configuration Process
	Configuring RADIUS Server Hosts
	Configuring Global RADIUS Keys
	Configuring a Key for a Specific RADIUS Server
	Configuring RADIUS Server Groups
	Configuring the Global Source Interface for RADIUS Server Groups
	Allowing Users to Specify a RADIUS Server at Login
	Configuring the Global RADIUS Transmission Retry Count and Timeout Interval
	Configuring the RADIUS Transmission Retry Count and Timeout Interval for a Server
	Configuring Accounting and Authentication Attributes for RADIUS Servers
	Configuring Global Periodic RADIUS Server Monitoring
	Configuring Periodic RADIUS Server Monitoring on Individual Servers
	Configuring the RADIUS Dead-Time Interval
	Configuring One-Time Passwords
	Manually Monitoring RADIUS Servers or Groups

	Enabling or Disabling Dynamic Author Server
	Configuring RADIUS Change of Authorization
	Verifying the RADIUS Configuration
	Verifying RADIUS Change of Authorization Configuration
	Monitoring RADIUS Servers
	Clearing RADIUS Server Statistics
	Configuration Example for RADIUS
	Configuration Examples of RADIUS Change of Authorization
	Additional References for RADIUS

	Configuring IP ACLs
	About ACLs
	ACL Types and Applications
	Order of ACL Application
	About Rules
	Source and Destination
	Implicit Rules for IP ACL
	Additional Filtering Options
	Sequence Numbers
	Logical Operators and Logical Operation Units

	Time Ranges

	Prerequisites for IP ACLs
	Guidelines and Limitations for IP ACLs
	Default Settings for IP ACLs
	Configuring IP ACLs
	Creating an IP ACL
	Changing an IP ACL
	Changing Sequence Numbers in an IP ACL
	Removing an IP ACL
	Applying an IP ACL as a Router ACL

	Verifying the IP ACL Configuration
	Configuration Examples for IP ACLs
	Configuring Time-Ranges
	Creating a Time-Range
	Changing a Time-Range
	Removing a Time-Range
	Changing Sequence Numbers in a Time Range

	Verifying the Time-Range Configuration

	Configuring SSH and Telnet
	About SSH and Telnet
	SSH Server
	SSH Client
	SSH Server Keys
	SSH Authentication Using Digital Certificates
	Telnet Server

	Prerequisites for SSH and Telnet
	Guidelines and Limitations for SSH and Telnet
	Default Settings for SSH and Telnet
	Configuring SSH
	Generating SSH Server Keys
	Specifying the SSH Public Keys for User Accounts
	Specifying the SSH Public Keys in IETF SECSH Format
	Specifying the SSH Public Keys in OpenSSH Format

	Configuring a Maximum Number of SSH Login Attempts
	Starting SSH Sessions
	Starting SSH Sessions from Boot Mode
	Configuring SSH Passwordless File Copy
	Configuring SCP and SFTP Servers
	Configuring X.509v3 Certificate-Based SSH Authentication
	Configuring Legacy SSH Algorithm Support
	Algorithms Supported - FIPs Mode Enabled

	Changing the Default SSH Server Port
	Clearing SSH Hosts
	Disabling the SSH Server
	Deleting SSH Server Keys
	Clearing SSH Sessions

	Configuring Telnet
	Enabling the Telnet Server
	Starting Telnet Sessions to Remote Devices
	Clearing Telnet Sessions

	Verifying the SSH and Telnet Configuration
	Configuration Example for SSH
	Configuration Example for SSH Passwordless File Copy
	Configuration Example for X.509v3 Certificate-Based SSH Authentication
	Additional References for SSH and Telnet

	Configuring DHCP
	About DHCP Client
	Guidelines and Limitations for DHCP
	Configuring DHCP
	Enabling DHCP Client
	Configuration Examples for DHCP Client
	Additional References for DHCP


	Cisco Nexus 3550-T System Management Configuration Guide
	System Management Overview
	Software Image
	Licensing Requirements
	Cisco Discovery Protocol
	LLDP

	Configuring CDP
	About CDP
	High Availability

	Guidelines and Limitations for CDP
	Default Settings for CDP
	Configuring CDP
	Enabling or Disabling CDP Globally
	Enabling or Disabling CDP on an Interface
	Configuring Optional CDP Parameters

	Verifying the CDP Configuration
	Configuration Example for CDP

	Configuring LLDP
	About LLDP
	High Availability
	Virtualization Support

	Guidelines and Limitations for LLDP
	Default Settings for LLDP
	Configuring LLDP
	Enabling or Disabling LLDP Globally
	Enabling or Disabling LLDP on an Interface
	Multiple LLDP Neighbors Per Physical Interface
	Enabling or Disabling LLDP Multi-Neighbor Support

	Enabling or Disabling LLDP Support on Port-Channel Interfaces
	Configuring Optional LLDP Parameters

	Verifying the LLDP Configuration
	Configuration Example for LLDP


	Cisco Nexus 3550-T Multicast Routing Configuration Guide
	Multicast Configuration Overview
	Licensing Requirements
	About Multicast
	Cisco NX-OS PIM
	ASM

	IGMP

	Guidelines and Limitations for Multicast
	High-Availability Requirements for Multicast
	Troubleshooting Inconsistency Between SW and HW Multicast Routes
	Technical Assistance

	Configuring IGMP
	About IGMP
	IGMP Versions
	IGMP Basics

	Prerequisites for IGMP
	Guidelines and Limitations for IGMP
	Default Settings for IGMP
	Configuring IGMP Parameters
	Configuring IGMP Interface Parameters

	Restarting the IGMP Process
	Verifying the IGMP Configuration
	Configuration Examples for IGMP

	Configuring IGMP Snooping
	About IGMP Snooping
	IGMPv1 and IGMPv2
	IGMP Snooping Querier

	Prerequisites for IGMP Snooping
	Guidelines and Limitations for IGMP Snooping
	Default Settings
	Configuring IGMP Snooping Parameters
	Configuring Global IGMP Snooping Parameters
	Configuring IGMP Snooping Parameters per VLAN

	Verifying the IGMP Snooping Configuration
	Displaying IGMP Snooping Statistics
	Clearing IGMP Snooping Statistics
	Configuration Examples for IGMP Snooping

	Configuring PIM
	About PIM
	Hello Messages
	Join-Prune Messages
	State Refreshes
	Rendezvous Points
	Static RP

	PIM Register Messages
	Designated Routers

	Prerequisites for PIM
	Guidelines and Limitations for PIM
	Guidelines and Limitations for Hello Messages
	Guidelines and Limitations for Rendezvous Points

	Default Settings
	Configuring PIM
	PIM Configuration Tasks
	Enabling the PIM Feature
	Configuring PIM Sparse Mode Parameters
	Configuring PIM Sparse Mode Parameters

	Configuring ASM
	Configuring Static RPs
	Configuring Static RPs

	Configuring Shared Trees Only for ASM

	Configuring Message Filtering
	Configuring Message Filtering

	Restarting the PIM Processes
	Restarting the PIM Process


	Verifying the PIM Configuration
	Displaying Statistics
	Displaying PIM Statistics
	Clearing PIM Statistics

	Related Documents
	Standards
	MIBs


	Cisco Nexus 3550-T Unicast Routing Configuration Guide
	Unicast Routing Overview
	Licensing Requirements
	Information About Layer 3 Unicast Routing
	Routing Fundamentals
	Packet Switching
	Routing Metrics
	Path Length
	Reliability
	Routing Delay
	Bandwidth
	Load
	Communication Cost

	Router IDs
	Convergence
	Route Redistribution
	Administrative Distance
	Stub Routing

	Routing Algorithms
	Static Routes and Dynamic Routing Protocols
	Interior and Exterior Gateway Protocols
	Distance Vector Protocols
	Link-State Protocols

	Cisco NX-OS Forwarding Architecture
	Unicast RIB
	Adjacency Manager
	Unicast Forwarding Distribution Module
	FIB
	Hardware Forwarding
	Software Forwarding

	Summary of Layer 3 Unicast Routing Features
	IPv4
	OSPF
	BGP
	Static Routing
	First Hop Redundancy Protocols
	Object Tracking

	Related Topics

	Configuring IPv4
	About IPv4
	Multiple IPv4 Addresses
	Address Resolution Protocol
	ARP Caching
	Static and Dynamic Entries in the ARP Cache
	Devices That Do Not Use ARP
	Reverse ARP
	Proxy ARP
	Local Proxy ARP
	Gratuitous ARP
	ICMP

	Prerequisites for IPv4
	Guidelines and Limitations for IPv4
	Default Settings
	Configuring IPv4
	Configuring IPv4 Addressing
	Configuring Multiple IP Addresses
	Configuring a Static ARP Entry
	Configuring Proxy ARP
	Configuring Local Proxy ARP on Ethernet Interfaces
	Configuring Local Proxy ARP on SVIs
	Configuring Gratuitous ARP
	Configuring the Interface IP Address for the ICMP Source IP Field

	Verifying the IPv4 Configuration

	Configuring OSPFv2
	About OSPFv2
	Hello Packet
	Neighbors
	Adjacency
	Designated Routers
	Areas
	Link-State Advertisements
	Link-State Advertisement Types
	Link Cost
	Flooding and LSA Group Pacing
	Link-State Database
	Opaque LSAs


	OSPFv2 and the Unicast RIB
	Authentication
	Simple Password Authentication
	Cryptographic Authentication
	MD5 Authentication
	HMAC-SHA Authentication


	Advanced Features
	Stub Area
	Not-So-Stubby Area
	Route Redistribution
	Route Summarization
	High Availability and Graceful Restart
	OSPFv2 Stub Router Advertisements
	Multiple OSPFv2 Instances
	SPF Optimization

	Prerequisites for OSPFv2
	Guidelines and Limitations for OSPFv2
	Default Settings for OSPFv2
	Configuring Basic OSPFv2
	Enabling OSPFv2
	Creating an OSPFv2 Instance
	Configuring Optional Parameters on an OSPFv2 Instance
	Configuring Networks in OSPFv2
	Configuring Authentication for an Area
	Configuring Authentication for an Interface

	Configuring Advanced OSPFv2
	Configuring Filter Lists for Border Routers
	Configuring Stub Areas
	Configuring a Totally Stubby Area
	Configuring NSSA
	Configuring Multi-Area Adjacency
	Configuring Redistribution
	Limiting the Number of Redistributed Routes
	Configuring Route Summarization
	Configuring Stub Route Advertisements
	Configuring the Administrative Distance of Routes
	Modifying the Default Timers
	Configuring Graceful Restart
	Restarting an OSPFv2 Instance

	Verifying the OSPFv2 Configuration
	Monitoring OSPFv2
	Configuration Examples for OSPFv2
	OSPF RFC Compatibility Mode Example

	Additional References
	Related Documents for OSPFv2
	MIBs


	Configuring Basic BGP
	About Basic BGP
	BGP Autonomous Systems
	4-Byte AS Number Support

	Administrative Distance
	BGP Peers
	BGP Sessions
	Dynamic AS Numbers for Prefix Peers and Interface Peers

	BGP Router Identifier
	BGP and the Unicast RIB

	Prerequisites for BGP
	Guidelines and Limitations for Basic BGP
	Default Settings
	CLI Configuration Modes
	Global Configuration Mode
	Neighbor Configuration Mode

	Configuring Basic BGP
	Enabling BGP
	Creating a BGP Instance
	Restarting a BGP Instance
	Shutting Down BGP
	Configuring BGP Peers
	Configuring Dynamic AS Numbers for Prefix Peers
	Clearing BGP Information

	Verifying the Basic BGP Configuration
	Monitoring BGP Statistics
	Configuration Examples for Basic BGP
	Related Topics
	Where to Go Next

	Configuring Advanced BGP
	About Advanced BGP
	Peer Templates
	Authentication
	Route Policies and Resetting BGP Sessions
	eBGP
	iBGP
	AS Confederations
	Route Reflector

	Capabilities Negotiation
	Route Dampening
	BGP Best-Path Selection
	BGP Additional Paths
	Route Aggregation
	BGP Conditional Advertisement
	BGP Next-Hop Address Tracking
	Route Redistribution
	Tuning BGP
	BGP Timers
	Tuning the Best-Path Algorithm

	Graceful Restart and High Availability
	Low Memory Handling

	Prerequisites for Advanced BGP
	Guidelines and Limitations for Advanced BGP
	Default Settings
	Configuring BGP Session Templates
	Configuring BGP Peer-Policy Templates
	Configuring BGP Peer Templates
	Configuring Prefix Peering
	Configuring BGP Authentication
	Resetting a BGP Session
	Modifying the Next-Hop Address
	Configuring BGP Next-Hop Address Tracking
	Configuring Next-Hop Filtering
	Configuring Next-Hop Resolution via Default Route
	Controlling Reflected Routes Through Next-Hop-Self
	Shrinking Next-Hop Groups When A Session Goes Down
	Disabling Capabilities Negotiation
	Disabling Policy Batching
	Configuring BGP Additional Paths
	Advertising the Capability of Sending and Receiving Additional Paths
	Configuring the Sending and Receiving of Additional Paths
	Configuring Advertised Paths
	Configuring Additional Path Selection

	Configuring eBGP
	Disabling eBGP Single-Hop Checking
	Configuring eBGP Multihop
	Disabling a Fast External Fallover
	Limiting the AS-path Attribute
	Configuring Local AS Support

	Configuring AS Confederations
	Configuring Route Reflector
	Configuring Next-Hops on Reflected Routes Using an Outbound Route-Map
	Configuring Route Dampening
	Configuring Maximum Prefixes
	Configuring DSCP
	Configuring Dynamic Capability
	Configuring Aggregate Addresses
	Suppressing BGP Routes
	Configuring BGP Conditional Advertisement
	Configuring Route Redistribution
	Advertising the Default Route
	Configuring BGP Attribute Filtering and Error Handling
	Treating as Withdraw Path Attributes from a BGP Update Message
	Discarding Path Attributes from a BGP Update Message
	Enabling or Disabling Enhanced Attribute Error Handling
	Displaying Discarded or Unknown Path Attributes

	Tuning BGP
	Configuring Policy-Based Administrative Distance
	Configuring Multiprotocol BGP
	Configuring BMP
	About BGP Graceful Shutdown
	Graceful Shutdown Aware and Activate
	Graceful Shutdown Contexts
	Graceful Shutdown with Route Maps
	Guidelines and Limitations
	Graceful Shutdown Task Overview
	Configuring Graceful Shutdown on a Link
	Filtering BGP Routes and Setting Local Preference Based On GRACEFUL_SHUTDOWN Communities
	Configuring Graceful Shutdown for All BGP Neighbors
	Controlling the Preference for All Routes with the GRACEFUL_SHUTDOWN Community
	Preventing Sending the GRACEFUL_SHUTDOWN Community to a Peer
	Displaying Graceful Shutdown Information
	Graceful Shutdown Configuration Examples
	Configuring a Graceful Restart
	Verifying the Advanced BGP Configuration
	Monitoring BGP Statistics
	Related Topics
	Additional References

	Configuring Static Routing
	About Static Routing
	Administrative Distance
	Directly Connected Static Routes
	Fully Specified Static Routes
	Floating Static Routes
	Remote Next Hops for Static Routes

	Prerequisites for Static Routing
	Default Settings
	Configuring Static Routing
	Configuring a Static Route
	Configuring a Static Route Over a VLAN
	Verifying the Static Routing Configuration

	Configuration Example for Static Routing

	Configuring VRRP
	About VRRP
	VRRP Operation
	VRRP Benefits
	Multiple VRRP Groups
	VRRP Router Priority and Preemption
	VRRP Advertisements
	VRRP Authentication
	VRRP Tracking

	High Availability
	Guidelines and Limitations for VRRP
	Default Settings for VRRP Parameters
	Configuring VRRP
	Enabling VRRP
	Configuring VRRP Groups
	Configuring VRRP Priority
	Configuring VRRP Authentication
	Configuring Time Intervals for Advertisement Packets
	Disabling Preemption
	Configuring VRRP Interface State Tracking
	Configuring VRRP Object Tracking

	Verifying the VRRP Configuration
	Monitoring and Clearing VRRP Statistics
	Configuration Examples for VRRP
	Additional References
	Related Documents for VRRP



	Cisco Nexus 3550-T Layer 2 Switching Configuration Guide
	Layer 2 Switching Configuration Guide
	Licensing Requirements
	Layer 2 Ethernet Switching Overview
	VLANs
	Spanning Tree
	STP Overview
	MST
	STP Extensions

	About Traffic Storm Control
	Related Topics

	Configuring Layer 2 Switching
	Information About Layer 2 Switching
	Layer 2 Ethernet Switching Overview
	Switching Frames Between Segments
	Building the Address Table and Address Table Changes
	Layer 3 Static MAC Addresses


	Prerequisites for Configuring MAC Addresses
	Default Settings for Layer 2 Switching
	Configuring Layer 2 Switching by Steps
	Configuring a Static MAC Address
	Configuring a Static MAC Address on a Layer 3 Interface
	Configuring the Aging Time for the MAC Table
	Clearing Dynamic Addresses from the MAC Table

	Verifying the Layer 2 Switching Configuration
	Configuration Example for Layer 2 Switching
	Additional References for Layer 2 Switching -- CLI Version

	Configuring MST Using Cisco NX-OS
	Information About MST
	MST Overview
	MST Regions
	MST BPDUs
	MST Configuration Information
	IST, CIST, and CST
	IST, CIST, and CST Overview
	Spanning Tree Operation Within an MST Region
	Spanning Tree Operations Between MST Regions
	MST Terminology

	Hop Count
	Boundary Ports
	Port Cost and Port Priority
	Interoperability with IEEE 802.1D
	High Availability for MST

	Prerequisites for MST
	Guidelines and Limitations for Configuring MST
	Default Settings for MST
	Configuring MST
	Enabling MST - CLI Version
	Entering MST Configuration Mode
	Specifying the MST Name
	Specifying the MST Configuration Revision Number
	Configuring the Root Bridge
	Configuring an MST Secondary Root Bridge
	Configuring the MST Switch Priority
	Configuring the MST Port Priority
	Configuring the MST Port Cost
	Configuring the MST Hello Time
	Configuring the MST Forwarding-Delay Time
	Configuring the MST Maximum-Aging Time
	Configuring the MST Maximum-Hop Count
	Configuring an Interface to Proactively Send Prestandard MSTP Messages - CLI Version
	Specifying the Link Type for MST - CLI Version
	Reinitializing the Protocol for MST

	Verifying the MST Configuration
	Displaying and Clearing MST Statistics -- CLI Version
	MST Example Configuration
	Additional References for MST -- CLI Version

	Configuring STP Extensions Using Cisco NX-OS
	Information About STP Extensions
	STP Port Types
	STP Edge Ports

	BPDU Guard
	BPDU Filtering
	Loop Guard
	Root Guard
	Applying STP Extension Features
	PVST Simulation
	High Availability for STP

	Prerequisites for STP Extensions
	Guidelines and Limitations for Configuring STP Extensions
	Default Settings for STP Extensions
	Configuring STP Extensions Steps
	Configuring Spanning Tree Port Types Globally
	Configuring Spanning Tree Edge Ports on Specified Interfaces
	Enabling BPDU Guard Globally
	Enabling BPDU Guard on Specified Interfaces
	Enabling BPDU Filtering Globally
	Enabling BPDU Filtering on Specified Interfaces
	Enabling Loop Guard Globally
	Enabling Loop Guard or Root Guard on Specified Interfaces

	Verifying the STP Extension Configuration
	Configuration Examples for STP Extension
	Additional References for STP Extensions -- CLI Version


	Cisco Nexus 3550-T Interfaces Configuration Guide
	Interfaces Configuration Guide
	Licensing Requirements
	About Interfaces
	Ethernet Interfaces
	Access Ports
	Trunk Ports
	Routed Ports

	Management Interface
	Port-Channel Interfaces
	Loopback Interfaces

	High Availability for Interfaces

	Configuring Static NAT Translation
	Network Address Translation Overview
	Information About Static NAT
	NAT Inside and Outside Addresses
	Guidelines and Limitations for Static NAT
	Configuring Static NAT
	Enabling Static NAT
	Configuring Static NAT on an Interface
	Enabling Static NAT for an Inside Source Address
	Enabling Static NAT for an Outside Source Address
	Configuring Static PAT for an Inside Source Address
	Configuring Static PAT for an Outside Source Address
	Enabling and Disabling no-alias Configuration
	Configuration Example for Static NAT and PAT
	Verifying the Static NAT Configuration


	Configuring Layer 2 Interfaces
	Information About Access and Trunk Interfaces
	About Access and Trunk Interfaces
	IEEE 802.1Q Encapsulation
	Access VLANs
	Native VLAN IDs for Trunk Ports
	Tagging Native VLAN Traffic
	Allowed VLANs
	Default Interfaces
	Switch Virtual Interface and Autostate Behavior
	High Availability

	Prerequisites for Layer 2 Interfaces
	Guidelines and Limitations for Layer 2 Interfaces
	Default Settings for Layer 2 Interfaces
	Configuring Access and Trunk Interfaces
	Configuring a VLAN Interface as a Layer 2 Access Port
	Configuring Access Host Ports
	Configuring Trunk Ports
	Configuring the Native VLAN for 802.1Q Trunking Ports
	Configuring the Allowed VLANs for Trunking Ports
	Configuring a Default Interface
	Changing the System Default Port Mode to Layer 2

	Verifying the Interface Configuration
	Monitoring the Layer 2 Interfaces
	Configuration Examples for Access and Trunk Ports
	Related Documents

	Configuring Port Channels
	About Port Channels
	Port Channels
	Port-Channel Interfaces
	Basic Settings
	Compatibility Requirements
	Load Balancing Using Port Channels
	LACP
	LACP Overview
	Port-Channel Modes
	LACP ID Parameters
	LACP System Priority
	LACP Port Priority
	LACP Administrative Key

	LACP Marker Responders
	LACP-Enabled and Static Port Channels Differences
	LACP Compatibility Enhancements
	LACP Port-Channel Minimum Links and MaxBundle
	LACP Fast Timers
	High Availability

	Prerequisites for Port Channeling
	Guidelines and Limitations
	Default Settings
	Configuring Port Channels
	Creating a Port Channel
	Adding a Layer 2 Port to a Port Channel
	Adding a Layer 3 Port to a Port Channel
	Configuring the Bandwidth and Delay for Informational Purposes
	Shutting Down and Restarting the Port-Channel Interface
	Configuring a Port-Channel Description
	Configuring the Speed and Duplex Settings for a Port-Channel Interface
	Configuring Load Balancing Using Port Channels
	Enabling LACP
	Configuring LACP Port-Channel Port Modes
	Configuring LACP Port-Channel Minimum Links
	Configuring the LACP Port-Channel MaxBundle
	Configuring the LACP Fast Timer Rate
	Configuring the LACP System Priority
	Configuring the LACP Port Priority
	Configuring LACP System MAC and Role
	Disabling LACP Graceful Convergence
	Reenabling LACP Graceful Convergence

	Disabling LACP Suspend Individual
	Reenabling LACP Suspend Individual
	Configuring Delayed LACP
	Verifying the Port-Channel Configuration
	Monitoring the Port-Channel Interface Configuration
	Example Configurations for Port Channels
	Related Documents


	Configuring Layer 3 Interfaces
	About Layer 3 Interfaces
	Routed Interfaces
	VLAN Interfaces
	Loopback Interfaces

	Prerequisites for Layer 3 Interfaces
	Guidelines and Limitations for Layer 3 Interfaces
	Default Settings
	Configuring Layer 3 Interfaces
	Configuring a Routed Interface
	Configuring a VLAN Interface
	Configuring a Loopback Interface
	Configuring a DHCP Client on an Interface

	Verifying the Layer 3 Interfaces Configuration
	Monitoring the Layer 3 Interfaces
	Configuration Examples for Layer 3 Interfaces
	Related Documents



