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C H A P T E R 1
Overview

• Know your Web UI, on page 1

Know your Web UI
When you launch the Cisco Nexus Dashboard Fabric Controller Web UI for the first time, the Feature
Management window opens. After you choose a deployment type, the left pane displays menu relevant to
the personality.

The top pane displays the following UI elements:

• Home icon – Click to view One view on the Nexus Dashboard setup.

• Nexus Dashboard – Click to view One view on the Nexus Dashboard setup.

• Help – Click on Help to see a drop-down list with the following options:

• About Nexus Dashboard – Displays the version of the Cisco Nexus Dashboard on which Cisco
Nexus Dashboard Fabric Controller is deployed.

• Welcome Screen – Displays What's New information. You can choose to see this page every time
you launch the Web UI.

• Help Center – Click to view the Help Center page. You can access various product documents
from this page.

Scroll to the end of the page to view the services installed on Nexus Dashboard. Click on the Service
to view Help Center.

• User Role – Displays the role of the user who is currently logged in, for example, admin. Click on the
username to see a drop-down list with the following options:

• User Preferences – Allows you to view the Welcome screen on every login.

• Change Password – Allows you to change the password for the current logged-in user.

If you are a network administrator user, you can modify the passwords of other users.

• Manage API Keys – Click to manage API keys. Click on Add API Key to generate API key. Click
on Edit icon to provide Name and modify API Key. Click Save.

• Logout – Allows you to terminate the Web UI and return to the login screen.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
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• Cisco Nexus Dashboard Fabric Controller Persona – Specifies the deployment persona – Fabric
Controller or SAN Controller or Fabric discovery.

• View Alarms – Click the bell icon to view the Alarms. You can also view this page from Operations
> Event Analytics > Alarms from the left pane.

• Help icon – Click to view help pages or information about Cisco NDFC.

• Select Help to view the context-sensitive help for the UI page.

• Select About NDFC to view the version number and copyright information.

General icons on UI:

• Hamburger icon – Click on Hamburger icon adjacent to product name on home screen to minimize
the menu items on home screen or to view menu items in details.

• Refresh icon – Click refresh icon to refresh and load screen.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
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C H A P T E R 2
New and Changed Information

• New and Changed Information, on page 3

New and Changed Information
The following table provides an overview of the significant changes to this guide for this current release. The
table does not provide an exhaustive list of all changes made to the guide or of the new features in this release.

The following tables provide information about the new and changed features in Cisco NDFC.

Table 1: New and Enhanced features for all personas in NDFC Release 12.1.1e

Where DocumentedDescriptionFeature

Cisco Nexus Dashboard
Deployment Guide

NDFC can be installed on virtual
Nexus Dashboard cluster running
on top of KVM hypervisor. This is
supported for Fabric Controller,
Fabric Discovery and SAN
Controller modes.

Support NDFC with Nexus
Dashboard on KVM

Table 2: New and Enhanced features in SAN Fabrics in Cisco NDFC Release 12.1.1e

Where DocumentedDescriptionFeature

Cisco Nexus Dashboard
Deployment Guide

Nexus Dashboard can be deployed
on Red Hat Enterprise Linux and
allows you to install NDFC SAN
Controller persona.

NDFC delivered on RHEL for SAN
deployments

DIRL, on page 66Beginning from Release 12.1.1e,
NDFC provides visualization of
DIRL information to highlight
congestion points within a SAN
fabric.

DIRL Congestion Management
Visualization

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
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Where DocumentedDescriptionFeature

One View Dashboard, on page 261This feature provides a single pane
of glass for multiple NDFC SAN
Controller instances. It provides
information about the status of
switches, ports, and fabrics across
multiple controllers.

One View for multiple SAN
Controllers

Execute CLI, on page 72With this release, NDFC provides
an interface to execute CLI
commands on multiple Cisco MDS
9000 Series Switches
simultaneously.

Interface to execute CLI
Commands

Smart Licensing using Policy for
Cisco NDFC

NDFC allows you to discover Cisco
MDS 9000 Series Switches that are
configured with Smart Licensing
using Policy.

Smart Licensing using Policy
support for Cisco MDS 9000 Series
Switches

Viewing Transceiver Information
for FC Ports, on page 107

You can now view transceiver
information in Fibre Chanel
interfaces.

Endpoint Visibility

Fabrics, on page 29• Enhanced SAN Insights scale
now supports up to 500K
ITLs/ITNs.

• Support for SAN Insights for
64G modules

Enhancement to SAN Insights

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
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C H A P T E R 3
Dashboard

The intent of the Dashboard is to enable network and storage administrators to focus on particular areas of
concern around the health and performance of data center switching. This information is provided as 24-hour
snapshots.

The various scopes that are available on the Cisco SAN Controller Web UI are:

• Overview, on page 5
• Host, on page 7
• Storage, on page 10
• SAN Insights, on page 12

Overview
By default, a subset of the available dashlets are automatically displayed in the Overview of dashboard.

From the left menu bar, choose Dashboard > Overview. The Overview window displays the default dashlets.

The following are the default dashlets that appear in the Overview window:

DescriptionDashlet

Displays details of Fabrics such as name, state, and
health status of the fabric.

Fabrics

To view more information about the fabric, click the
fabric name (link) to open the Fabric slide-in pane.
Click the Launch icon. Alternatively, double-click
the fabric name.

The Fabric Overview window appears.

Displays events with Critical, Major, Minor, and
Warning severity.

Event Analytics

Click the severity level or the sectors on the pie chart
to view more information about the severity of events
and alarms in the Event Analytics window.

Displays a diagram of Inter-Switch Link (ISL) and
NPV Links for transmitting and receiving in the data

Links
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DescriptionDashlet

center. Click the sectors on the pie chart to view more
information in the SAN Links window.

Switch Health - Displays the switch's health status
in the form of chart with colors and health condition
names with total number of switches in the brackets.

Switches

The colors and what they indicate are described in the
following list:

• Green: Indicates that the element is in good
health and functioning as intended.

• Yellow: Indicates that the element is in warning
state and requires attention to prevent any further
problems.

• Red: Indicates that the element is in critical state
and requires immediate attention.

• Gray: Indicates lack of information to identify
the element or the element has been discovered.

Switch Status - Displays the status of the switch.

Switch Release Versions - Displays the switch release
versions.

Switch Models - Displays the models of switches.

Click the sectors on the pie chart, the severity, status,
versions, or the models to view more information in
the Switches window.

Displays the switches on which the modules are
discovered, the models name and the count.

Modules

Displays the ports inventory summary information.Port Usage

Displays the performance collection information.Performance Collector

• Click Stop collector to stop performance
collection information.

• Click Start collector to restart the performance
collection information.

Displays data for top 10 performing ISLs. Each entry
shows device name, specifies the average of Rx traffic
and Tx traffic in percentage.

Top ISL

Click the chart icon next to the device name to view
more details.
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DescriptionDashlet

Displays the performance data for the top ten
performing SAN host and storage ports. Each entry

Top SAN End Ports

shows the current receive and transmit percentage,
with a graph depicting the percentage of time each
trunk spent exceeding the currently configured
thresholds.

Click the chart icon next to the device name to view
more details.

Displays data for top 10 performing FICON host and
control unit ports. Each entry shows port traffic of

TOP FICON End Ports

switch interface, specifies the device to which the
FICON port is connected, specifies the average of Rx
traffic and Tx traffic, and exceeded percentage value.

Click the chart icon next to the device name to view
more details.

Displays data for top 10 performing FCIP ISLs. Each
entry shows device name, specifies the average of Rx
traffic and Tx traffic, and exceeded percentage value.

TOP FCIP ISL

Click the chart icon to view more details.

Displays data for top 10 optics. You can sort optics
by hotest SPFs, coldest SPFs, lowers Rx Power, and
lowest Tx Power.

TOP Optics

Click the chart icon next to the switch interfaces view
more details.

Displays the data for top CPU and temperature details
of switches.

TOP CPU/Temperature

Click the chart icon next to the switch to view more
details.

Displays the top error packets that are discarded for
the selected interface.

TOP Error And Discard

Click the chart icon to view more details.

Host
UI Path: Dashboards > Host

Host dashboard provides information that is related to the discovered SAN and LAN hosts. It provides detailed
information that is related to the network, such as I/O traffic, disk latency, CPU, memory statistics, topology,
and events about each individual host and virtual machines that are configured on top of the virtual host. The
Host dashboard consists of four panels:
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• Enclosures panel - Lists the hosts and their network attributes.

• The Host Enclosure Name column lists all the hosts.

Click i icon for relevant host enclosure to view the SAN Insights Monitor page. See Monitor
Metrics for more information.

Click the host name to view the summary information of a host.

• Member WWNs displays the World-Wide Name of the member devices. It is a 64-bit identifier
and is unique world-wide.

• #VMs displays SAN host VM details. Click #VMs to view the SAN Host VM Screen and
Enclosures information.

• Traffic Chart — Provides the I/O statistics, CPU and memory information, and disk latency of individual
hosts or virtual machines.

• Events Table — Provides information about events of all the switch ports that are configured within a
specific host enclosure.

• Topology - Provides an end-to-end topology layout and path information between host enclosures and
storage enclosures. The discovered virtual machines are displayed and when you select the virtual machine,
the path to the SAN data source is displayed. You can toggle this view to list all the data paths.

Click a Host Enclosure Name to display a slide-out panel that displays the following details about the host
device. The details displayed may vary depending on the device type.

DescriptionField

Displays the IP address of the switch.IP Address

Displays the MAC addresses.MAC Address

Displays the port WWN.WWN

Specifies the associated FCID.FCIDs

Displays the OS details.OS Version

Displays the number of VMs.#VMs

Displays the name of the virtual host.VHost Name

Displays the name of the virtual host IP Address.VHost IP

Displays the name of the virtual cluster.VCluster

Displays the multipath details.Multipath

Specifies if the Host is streaming SCSI protocol traffic or NVMe
protocol traffic.

This column displays data only for the Hosts for which data is
streamed to NDFC using SAN Insights.

Protocol
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Collection level in the vCenter settings determines the amount of data that is gathered and displayed in charts.
Level 1 is the default Collection Level for all collection intervals. Change the vCenter statistics settings to
Level 2 or higher to collect disk I/O history data.

Note

Viewing Host Enclosures
To view the host enclosures from the SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose Dashboard > Hosts.

The list of hosts in the host enclosures table is displayed.

Step 2 Click on i icon of host enclosure.

The SAN Insights Monitor window appears.

Step 3 On SAN Insights Monitor window, click on required host name.

The Host enclosure slide-in pane appears.

Step 4 Click on Launch icon to view Host Enclosure page.

The Host Enclosure window appears.

The Host Enclosure window displays the Initiator-Target (IT) pairs, Topology, average ECT/DAL/read/write
times, and Switch Interface for the selected host.

• Initiator Target Pairs - This table lists all the initiator-target pairs for the selected host. The flow table
shows the details of all metrics on ECT/DAL/read/write times, active I/Os, aborts, failures etc. along
with their 1-hour average and the baseline information.

• Topology - Provides an end-to-end topology layout and path information between host enclosures. On
View card click + or - to zoom-in and zoom-out. Similarly, you can use the mouse scroll wheel to zoom-in
and zoom-out. Click Refresh icon to refresh the topology view. Choose Select layout drop-down list to
view topology. This can be either Hierachical or Hierachical Left-Right view .

• The first table in below row shows the details of all metrics on ECT/DAL/read/write times, active I/Os,
IOPS, Throughput, etc. along with their 1-hour average and the baseline information.

• Switch Interface - Click on topology to view associated switch name and the interface name in the last
row in table.

Viewing CPU & Memory and Disk I/O Charts
To view the SAN host enclosures from the NDFC SAN Controller Web UI, perform the following steps:
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Before you begin

To view VM charts for CPU & Memory and Disk I/O, you must edit vCenter settings on the vSphere vCenter
and enable statistics manually.

To enable statistics manually on the vSphere vCenter, perform the following steps:

1. Login to vSphere vCenter. (Click on the appropriate Host.)

2. Click Configure > EDIT. The Edit vCenter general settings screen appears.

3. On Statistics tab, check all the check boxes and click SAVE.

Procedure

Step 1 Choose Dashboard > Hosts.

The list of hosts in the Enclosures table is displayed.

Step 2 Click the host name.

The Host slide-in pane displays general information.

Step 3 Click on #VMs to view the required virtual machine (VM) details.

The SAN Host VM Screen is displayed.

Select an Enclosure to view CPU & Memory and Disk I/O charts on the right pane.

Storage
To access the Storage dashboard, choose Dashboards > Storage.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
10

Dashboard
Storage



The Storage dashboard consists of the following:

• Enclosures: Lists the storage and their network attributes.

• The Storage Enclosure Name column lists all the storage devices.

• Member WWNs displays the World-Wide Name of the member storage devices. It's a 64-bit
identifier and is unique world-wide.

• Traffic Chart area: Provides the I/O statistics, CPU and memory information, and disk latency of
individual storage device or virtual machines.

• Events Table area: Provides information about the events of all the ports that are configured within a
specific storage device enclosure.

• Topology: Provides end-to-end topology layout and path information of storage enclosures. The discovered
virtual machines are displayed and when you select the virtual machine, the path to the SAN data source
is displayed. You can toggle this view to list all data paths.

Viewing Storage Enclosure
SAN Controller allows you to view SAN Insights metrics based on two protocols, SCSI and NVMe. By
default, the SCSI protocol is selected. However, you can change this setting from the Settings > Server
Settings > Insights. Ensure that you restart the SAN Insights service to use the new properties.

To view the storage enclosure from the SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose Dashboard > Storage.

The list of storage in the storage enclosures table is displayed.

Step 2 Click i icon to view SAN Insights Monitor page. On SAN Insights Monitor window, click on required storage
name. Refer to Monitor Metrics for more information.

Step 3 Click on Launch icon to view Storage Enclosure window.

The Storage Enclosure window appears.

The Storage Enclosure window displays the Initiator-Target (IT) pairs, Topology, average ECT/DAL/read/write
times, and Switch Interface for the selected host.

• Initiator Target Pairs - This table lists all the initiator-target pairs for the selected storage. The flow
table shows the details of all metrics on ECT/DAL/read/write times, active I/Os, aborts, failures etc.
along with their 1-hour average and the baseline information.

• Topology - Provides an end-to-end topology layout and path information between host enclosures. On
View card click + or - to zoom-in and zoom-out. Similarly, you can use the mouse scroll wheel to zoom-in
and zoom-out. Click Refresh icon to Refresh the topology view. Choose Select layout drop-down list
to view topology. This can be either Hierachical or Hierachical Left-Right view.

• The flow table shows the details of all metrics on ECT/DAL/read/write times, active I/Os, IOPS,
Throughput etc. along with their 1-hour average and the baseline information.
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• Switch Interface - This table displays data for the last hour period that is selected for the interface. The
switch name and the interface name are displayed on top of the switch interface table.

SAN Insights
SAN Insights visually displays fabric-level information in a holistic view from end-to-end.

On the SAN Insights dashboard page, you can select protocol, fabric, and switches from protocol, fabric, and
switches drop-down lists. The dashlets display insight data based on the selected scope.

The dashboard displays the data over the last 72 hours. However, the Flow Summary and the Enclosure
Summary donuts display the last 15 minutes from the latest updated time.

SAN Controller allows you to view SAN Insights metrics based on fabrics, switches, and two protocols namely
SCSI and NVMe.

Ensure that you have enabled SAN Insights feature for SAN Controller. Choose Settings > Feature
Management, choose check box SAN Insights.

Ensure that you have configured SAN Insights, to view information on Dashboard. See Configuring SAN
Insights, on page 37.

Viewing SAN Insights
To view the SAN Insights Dashboard, choose Dashboard > SAN Insights. The SAN Insights Dashboard
provides visibility for overall read/write IO operations/latency.

Table 3: SAN Insights Dashboard

DescriptionField

Click Fabric, to select required fabric, and click Save.Fabric

Click Switch, to select required switch.Switch

Choose SCSI or NVMe check box to select required protocol.

By default, SCSI protocol is selected,

Protocol

Displays total ITL value for selected options.Total ITL

Displays total ITN value for selected options.Total ITN

Displays last record time for selected options.Last Record Time

Click Custom Graphing, SAN Insights Metrics Custom Graphing window
is displayed. For more information, see Custom Graphing.

Custom Graphing

Click Monitor Metrics, SAN Insights Monitor window is displayed. For
more information, see Monitor Metrics.

Monitor Metrics

Click Refresh icon to Refresh and load screen.Refresh
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Ensure that you restart the SAN Insights service to use the new properties.

The total distinct ITL and ITN counts from the trained baseline is displayed at top center of dashboard. The
donuts show the active ITL/ITN count only, for the last 15 minutes. The total ITL and ITN count, however,
shows the count of all the ITLs and ITN for the scope selected.

The SAN Insights dashboard contains the following dashlets.

• Flow Summary (ECT)

From the drop-down list, select Read Completion Time or Write Completion Time, based on which the
donuts show IT Pairs and ITL Flows. These data-points are computed based on the last available 15mins
data in the Elasticsearch.

• Enclosure Summary (ECT)
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From the drop-down list, select Read Completion Time or Write Completion Time, based on which the
donuts display Storage and Hosts. These data-points are computed based on the last available 15mins
data in the Elasticsearch.

• Anomalies

Displays the number of anomalies policy and their severity levels in pie-chart and list. The pie chart
displays the severity levels in different color modes and the list next to the chart displays the severity
level and the number of anomaly policies in that level.

You can edit, manage, view, acknowledge, and clear these anomalies. Choose Operations > Event
Analytics > Alarms.

• Throughput

Displays the Read and Write throughput rate. Hover the mouse on the graph to view the value at that
instance. The metrics in these line charts are computed based on the data during the last 72 hours.

• IOPS

Displays the Read and Write IOPs trend. The metrics in these line charts are computed based on the data
during the last 72 hours.

• Aborts

Displays the Read and Write Aborts trend. The metrics in these line charts are computed based on the
data during the last 72 hours. This metric is computed based on the read_io_aborts and write_io_aborts
metric reported by the Cisco MDS SAN Analytics infrastructure.

Select a switch to see more details, to view the custom graphing for READ IO Aborts/Failures for the
switch IP address that is selected on the Dashboard page.

• Failures

Displays the Read and Write Failures trend. The metrics in these line charts are computed based on the
data during the last 72 hours. This metric is computed based on the read_io_failures and write_io_failures
metric reported by the Cisco MDS SAN Analytics infrastructure.

Select a switch to see more details, to view the custom graphing for READ IO Aborts/Failures for the
switch IP address that is selected on the Dashboard page.

• Top 10 Hosts

Represents the top 10 Host Enclosures/WWN/Device Alias in the selected Protocol/Fabric/Switch scope
based on the metric that is selected in the drop-down list. The data can be sorted by Read/Write IOPS,
Throughput, Exchange Completion Time or Data Access Latency.

• Top 10 Storage

Represents the top 10 Storage Enclosures/WWN/Device Alias in the selected Protocol/Fabric/Switch
scope based on the metric that is selected in the drop-down list. The data can be sorted by Read/Write
IOPS, Throughput, Exchange Completion Time or Data Access Latency.
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• The Top 10 Host and Top 10 Storage are computed over the last 72 hours, based on hourly data collected
for the selected protocol, fabric(s), and switch(es). If you change the enclosure names for specific WWPNs,
the names of the old enclosures names are visible until the data ages out after 72Hours.

• In the Top 10 Host and Top 10 Storage dashlets, the bars for the write metrics do not display the value
always due to restricted space. To view all the values on the graph, you can either hover the mouse over
the bar or hide the read or the write bar using the legend at the bottom of the dashlet.

Note

A warning message appears as HIGH NPU LOAD Detected on top of the Dashboard > SAN Insights
window. The warning implies that one or more switches has an unacknowledged Syslog event during the
previous week. The event may affect the availability of the analytics data stored or displayed. You must
acknowledge these events to remove the warning.

A warning appears as HIGH ITL LOAD Detected on top of the Dashboard > SAN Insights window.

Ensure that you have configured Syslog on the SAN Controller Device Manager, to capture NPU and ITL
Loads. Choose SAN > Switches. Click on the switch, a slide-panel is displayed, click Launch icon to view
switch information, click Device Manager. On the Device Manager tab, click on Logs > Syslog > Setup.
Click Create. Enter the required parameters. Ensure that you choose the syslog radio button in the Facility
area. Click Create to enable Syslog on the SAN Controller server.

To resolve the high NPU and high ITL loads, click on the HIGH NPU LOAD Detected or HIGH ITL LOAD
Detected link. The Monitor > Switch > Events page appears. The list of events is filtered for Type:
HIGH_NPU_LOAD and Type: HIGH_ITL_LOAD. Select all the switches and click Acknowledge. This
removes the HIGH NPU LOAD Detected and HIGH ITL LOAD Detected warnings.

Viewing Custom Graphing
To view the SAN Insights metrics, choose Dashboard > SAN Insights. The SAN Insights Dashboard page
appears. Click View Custom Graphing to view SAN Insights Metrics Custom Graphing window.

The dashboard displays the data over the last 72 hours. However, the Flow Summary and the Enclosure
Summary donuts display the last hour aggregation from the latest updated time. The top 10 hosts/storage,
throughput, IOPS, Aborts, Failures, graph display respective data.

The refresh interval for Custom Graphing page is 5 minutes. Click on the Play icon to refresh every 5 minutes
automatically.

Note

Cisco SAN Controller allows you to view SAN Insights metrics based on two protocols, SCSI and NVMe.
By default, the SCSI protocol is selected. However, you can change this setting from on the Web UI >
Settings > Server Settings > Insights.

Ensure that you restart the SAN Insights service to use the new properties.
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Viewing Custom Graph and Table
This is a freestyle dashboard where multiple metrics can be selected and the real-time data for the selected
metrics is shown in multiline graph which is configured to Refresh every 5 minutes and corresponding raw
data will be shown in the data table.

You can also add multiple graphs for comparison by clicking on the Add Graph the top right.

The Auto Refresh option is disabled by default. You must click the Play icon to enable the Auto Refresh
feature.

Note

SAN Insights Metrics has two tabs.

• Graph

• Table

Graph

The graph is plotted with corresponding metrics with from and to date selected. It’s dynamic in nature as the
data can be refreshed every 5 minutes and can be converted into a static graph using the pause button. Click
Add Graph to create graph. You can add maximum of three graphs at a time on this page.

SAN Controller allows the user to view data for more than two weeks’ timeframe (up to a default maximum
of 90 days. You can configure this timeframe in the server properties. Click drop down button next to Time
Range and select date.

The Custom graphing metrics are enhanced to include the Write IO Failures, Read IO Failures, Write IO
Aborts and Read IO Aborts to the drop-down metrics list.

ECT Baseline for each ITL Flow (Reads and Writes) is calculated using weighted average learned continuously
over a training period:

• The ECT Baseline computation consists of two parts: the training period and the recalibration time.

• The training period for ECT Baseline is seven days by default (configurable).

• After the training is completed, the ECT Baseline remains the same until the recalibration is triggered
after 7 days by default (configurable).
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• By default every 14 days training runs for seven days (cyclic).

• The percentage (%) deviation shows the deviation of the current normalized ECT compared to the ECT
Baseline.

Table

When you select a failure or abort from Metrics drop-down list, the table list is filtered to show only the rows
that have at least one of the selected failure or abort metrics as a nonzero entry. The table displays only 100
records. However, to help find their nonzero failures that you can filter the table to show the last 100 records
with an Abort or Failure that is nonzero. When you select failure or aborts, the table label changes to depict
this behavior.

To view, input any of the seven dimensions (Initiator Enc, Initiator, Target Enc, Target, LUN, Switch IP
Address, Port, Timestamp, Read IOPs, Write IOPs) in the filter by attributes field (separated by comma), and
select an associated metric.

Monitoring Metrics
UI Path: Dashboard > SAN Insights > Monitor Metrics

The SAN Insights Monitor page displays the health-related indicators in the interface so that you can quickly
identify issues in your environment. You can use health indicators to understand where problems are in your
fabrics.

SAN Controller allows you to view SAN Insights monitor based on two protocols, SCSI and NVMe. By
default, the SCSI protocol is selected. However, you can change this setting from the Settings > Server
Settings > Insights.
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From Release 12.0.1a, you can view SAN Insights Monitor on dashboard. From SAN Controller Web UI,
perform the following steps:

Procedure

Step 1 Choose Dashboard > SAN Insights .
Step 2 Click Monitor Metrics.

The SAN Insights Monitor window is displayed.

The color of the status is as an hourly average of Read and Write deviation for the respective Initiator Target
Pairs.

Step 3 Choose SCSI or NVMe metrics using Viewing drop-down list to view to select the data type.
Step 4 Choose Host Enclosure, Storage Enclosure, or IT Pairs using On drop-down list to view required data.
Step 5 Click Refresh icon, to view current time.

The system time is displayed at the right corner of the window.

Specify a time interval using the time setting icon. Click Setting icon, enter appropriate time in hours and
click Apply to view data of selected time.

The switch interface counters display when you choose green circle icon on the switch on the topology page.

Step 6 Click on the required name to view details.

A slide-in panel is displayed with the associated I-T pairs.

Step 7 Click Launch icon to view the window.
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Similarly, you can click thrice on the name to navigate to the detailed view.

The SAN Insights Monitor page displays the initiator-target pairs for the selected enclosure or IT Pairs. The
flow table shows the details of all metrics on ECT/DAL/read/write times, ECT (%dev), IOPS, throughput
information.

Similarly, you can view SAN Insights Monitor, from host and storage tabs on dashboard.

• Choose Dashboard > Host, click i icon on required host name. For more information on host enclosure,
refer to Viewing Host Enclosures section.

• Choose Dashboard > Storage, click i icon on required storage name. For more information on storage
enclosure, refer to Viewing Storage Enclosures section.

For more information on Initiator-Target (IT) Pairs, refer to Viewing IT Pairs, on page 19 section.

Viewing IT Pairs
Cisco Nexus Dashboard Fabric Controller allows you to view SAN Insights metrics based on two protocols,
SCSI and NVMe. By default, the SCSI protocol is selected. However, you can change this setting from the
Settings > Server Settings > Insights. Ensure that you restart the SAN Insights service to use the new
properties

To view the IT Pair from the Cisco Nexus Dashboard Fabric Controller Web UI, perform the following steps:

Before you begin

UI Path: Dashboard > SAN Insights > Monitor Metrics

Procedure

Step 1 Choose Dashboard > SAN Insights > Monitor Metrics

The SAN Insights Monitor page appears. Refer to Monitor Metrics for more information.

Step 2 Choose SCSI or NVMe metrics using Viewing drop-down list to view to select the data type.
Step 3 Choose IT Pairs using On drop-down list to view data.
Step 4 Click on required IT pair name.

The IT pair slide-in panel appears.

Step 5 Click on Launch icon to view IT pairs window.

The IT pairs window appears.

The IT pair window displays the Initiator-Target (IT) pairs, Topology, average ECT/DAL/read/write times,
and Switch Interface for the selected IT pair.

• Initiator Target Pairs - This table lists all the IT pairs for the selected IT pair name. The flow table
shows the details of all metrics on ECT/DAL/read/write times, active I/Os, aborts, failures etc. along
with their 1-hour average and the baseline information.
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• Topology - Provides an end-to-end topology layout and path information between IT pairs. On View
card click + or - to zoom-in and zoom-out. Similarly, you can use the mouse scroll wheel to zoom-in
and zoom-out. Click Refresh icon to refresh the topology view. Choose Select layout drop-down list to
view topology. This can be either Hierachical or Hierachical Left-Right view.

• The flow table shows the details of all metrics on ECT/DAL/read/write times, active I/Os, IOPS,
Throughput etc. along with their 1-hour average and the baseline information.

• Switch Interface - This table displays data for the last hour period selected for the selected interface.
The switch name and the interface name are displayed on top of the switch interface table.
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C H A P T E R 4
Topology

UI Navigation - Click Topology.

The Topology window displays color-encoded nodes and links that correspond to various network elements,
including switches, links, fabric extenders, port-channel configurations, virtual port-channels, and more. Use
this window to perform the following tasks:

• To view more information about each of these elements, hover your cursor over the corresponding
element.

• To view your navigation in the topology, view the breadcrumb at the top.

• When you click the device or the element, a slide-in pane appears from the right that displays more
information about the device or the element. To view more information in the topology, double-click a
node to open the node topology. For example, to view the fabric topology and its components in the
Topology window, double-click the fabric node and then double-click an element that you want to view
such as a host, a multicast group or a multicast flow, as applicable to the fabric type, and view the
respective topology.

• If you want to view the fabric summary for the fabrics, click the fabric node. From the Fabric Summary
slide-in pane, open the Fabric Overview window. Alternatively, you can right-click a fabric and choose
Detailed View to open the Fabric Overview window. For more information about fabric overview
window, see Fabric Overview, on page 45.

• Similarly, you can click on a switch to display the configured switch name, IP address, switch model,
and other summary information such as status, serial number, health, last-polled CPU utilization, and
last-polled memory utilization in the Switch slide-in pane. To view more information, click the Launch
icon to open the Switch Overview window. For more information about switch overview window, see
Switch Overview, on page 79.

SAN switches have only two roles, Core Router and Edge Router.

• Choose an action from the Actions drop-down list to perform various actions based on the element you
select in the topology.

• To perform actions on the elements in the topology, other than the ones listed in the actions drop-down
list, right-click the element. This opens the appropriate windows and allows you to perform tasks based
on the elements. For example, if you right-click a fabric, you can perform tasks such as various
configurations, delete the fabric, backup and restore, and many more.

This section contains the following:

• Searching Topology, on page 22
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• Viewing Topology, on page 22

Searching Topology
Use a combination of search attributes and search criteria in the search bar for an effective search. As you
enter a combination of search attribute and search criteria in the search bar, the corresponding devices are
highlighted in the topology.

You can apply the search criteria such as equals (=), does not equal (!=), contains (contains), and does not
contain (!contains).

The search attribute that you can use for SAN fabric is fabric name.

When a device is displayed on the topology, double-click it to navigate further into the topology. For example,
when the fabric that you searched is displayed on the topology, double-click on the fabric (cloud icon) to
navigate inside its topology. Furthermore, after the fabric is displayed on the topology, you can continue to
search based on a combination of a criteria and various search attributes such as switch name, IP address,
model, serial, software version, and up time.

Certain levels of the topology allow filters only, that is, filters take the place of Search. The topology listing
for these levels display a limited number of entities.

Note

Viewing Topology
To pan, click and hold anywhere in the whitespace and drag the cursor up, down, left, or right. To drag
switches, click, hold, and move the cursor around the whitespace region of the topology.

In case of multiple selection of switch, you must release the modifier keys (cmd/ctrl) before releasing mouse
drag to end the switch selection.

You can view the following information of the devices and links in the View pane:

• Layout options - You can zoom in, zoom out, or adjust the layout to fit the screen. You can also refresh
the topology or save any changes to the topology. For more information, see Zooming, Panning, and
Dragging, on page 24.

• Select Layout drop-down list - Choose the layout for your topology from this drop-down list, and click
Save Topology Layout in the layout options. For more information, see Layouts, on page 25.

• Status - The status of every device or link is represented by different colors. You can view the
configurational status and operational status as well for LAN topologies. For more information, see
Status, on page 25.

Topology for a node is displayed at multiple scope. Each scope is shown in the hierarchical order. The scope
hierarchy is shown as breadcrumbs and can be navigated to required scope. Scopes are as follows:

• Data Center

• Cluster (vCenter)

• Resource List (DVS, Compute, and VM)
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• Resource

• In the Topology window, FEX appears in gray (Unknown or NA) because Operation and Configuration
status is not calculated for FEX.

• After moving a cable from one port to another port, the old fabric link is retained in the Topology window,
and it is shown in the red color indicating that the link is down. Right-click on the link and delete it if
the removal was intentional. A manual Rediscover of the switch will also delete and re-learn all links to
that switch.

Note

When a Multi-Site Domain (MSD) fabric is deployed with the child fabrics, to view multi-site topology,
double-click on a fabric node, and then choose MSD scope or double click on the gray MSD node to view
the MSD topology.

Viewing Elements in SAN Topology
UI Navigation - Click Topology.

This section provides information about various elements or entities displayed in the Topology window for
SAN fabrics.

VSAN

In the Topology window, double-click on the fabric to view the fabric topology. A SAN fabric contains VSAN
node and switches. The VSAN node has a number displayed in brackets, which indicates the number of
VSANs in the fabric. Double-click on the VSAN node to view the individual VSANs in the VSAN node
topology.
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The VSAN topology displays zones and switches connected to the VSAN. Double-click on a VSAN to open
the VSAN topology and view the zones and switches. However, the switches must have the VSAN configured
and have links with VSAN membership.

Zone

Double-click on the VSAN node, VSAN zone is displayed. The switches in that VSAN and a Zones node
show the number of zones. Double click on that zones node, which displays individual zone nodes. Double
click on zone node display switches in that zone and its connectivity (ISL) with end devices that are a member
of the selected zone.

Hosts and Storage

The zone topology displays hosts and storage devices pertaining to the zone and connected to a switch. In the
Topology window, double-click on a zone to view hosts and storage devices.

Alternatively, to view the switch topology, you can directly click on a switch in the fabric topology. The
switch topology displays the hosts and storage devices connected to the switch.

Hosts

Click on the host device to view more information about the host in the slide-in pane. From the slide-in pane,
you can open the host dashboard. Alternatively, you can right-click on the host device and click Detailed
View to open the host dashboard.

Storage

Click on the storage device to view more information about storage in the slide-in pane. From the slide-in
pane, you can open the storage dashboard. Alternatively, you can right-click on the storage device and click
Detailed View to open the storage dashboard.

Links

In the switch topology, click on the link that connects two devices, for example, the switch and the storage
to open the Link slide-in pane. This pane displays the details related to the last polling of the performance
data. However, you must have configured performance monitoring for the fabric in Performance Data
Collection Settings. This allows the Nexus Dashboard Fabric Controller to collect the traffic information and
the aggregated information is displayed along with a graph showing traffic utilization. The Nexus Dashboard
Fabric Controller updates the last poll metric every 5 minutes for all the ports, links, and so on for all the
switches in the fabric. If the date and time displayed in this pane is current, then the last poll metric details
are up to date. The details provided in this slide-in pane are as follows:

• General information such as link capacity, VSAN, and status.

• Information about the traffic for the last 24 hours with details such as average, maximum, and minimum
Rx and Tx in Bytes.

• The last poll metrics such as Time, Rx, and Tx can be viewed in a graph on the Graph tab and in a table
format on the Table tab. Note that the table is paginated.

Zooming, Panning, and Dragging
You can zoom in and zoom out using the controls that are provided at the bottom left of the windows or by
using your mouse's wheel.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
24

Topology
Zooming, Panning, and Dragging



To pan, click and hold anywhere in the whitespace and drag the cursor up, down, left, or right.

To drag switches, click, hold, and move the cursor around the whitespace region of the topology.

Layouts
The topology supports different layouts along with a Save Layout option that remembers how you positioned
your topology.

• Hierarchical and Hierarchical Left-Right - Provide an architectural view of your topology. Various
switch roles can be defined that will draw the nodes on how you configure your CLOS topology.

When running a large-scale setup, being able to easily view all your switches on
a leaf-tier can become difficult. To mitigate this, Nexus Dashboard Fabric
Controller splits your leaf-tier every 16 switches.

Note

• Circular and Tiered-Circular - Draw nodes in a circular or concentric circular pattern.

• Random - Nodes are placed randomly on the window. Nexus Dashboard Fabric Controller tries to make
a guess and intelligently place nodes that belong together in close proximity.

• Custom saved layout - Nodes can be dragged around according to your preference. After you position
as required, click Save to retain the positions. The next time you come to the topology, Nexus Dashboard
Fabric Controller will draw the nodes based on your last saved layout positions.

Before a layout is chosen, Nexus Dashboard Fabric Controller checks if a custom layout is applied. If a custom
layout is applied, Nexus Dashboard Fabric Controller uses it. If a custom layout is not applied, Nexus Dashboard
Fabric Controller checks if switches exist at different tiers, and chooses the Hierarchical layout or the
Hierarchical Left-Right layout. Force-directed layout is chosen if all the other layouts fail.

Status
The color coding of each node and link corresponds to its state. The operational colors and what they indicate
are described in the following list:

• Green - Indicates that the element is in good health and functioning as intended.

• Blue - Indicates that the element is in a warning state and requires attention to prevent any further
problems.

• Yellow - Indicates that the element has minor issues.

• Orange - Indicates that the element has major issues and requires attention to prevent any further problems.

• Red - Indicates that the element is in critical state and requires immediate attention.

• Gray: Indicates lack of information to identify the element or the element has been discovered.

The configurational colors and what they indicate are described in the following list:

• Green - Indicates that the element is element is In-Sync with the intended configuration.

• Blue - Indicates that the element has pending deployments.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
25

Topology
Layouts



• Yellow - Indicates that active deployments are in-progress.

• Red - Indicates that the element is Out-of-Sync with the intended configuration.

• Gray: Indicates lack of information or no support for Configuration Sync calculation.

• In the Topology window, FEX appears in gray (Unknown or n/a) because
Operation and Configuration status is not calculated for FEX.

• After moving a cable from one port to another port, the old fabric link is
retained in the Topology window, and it is shown in the red color indicating
that the link is down. Right-click on the link and delete it if the removal was
intentional. A manual Rediscover of the switch will also delete and re-learn
all links to that switch.

Note
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P A R T I
SAN

• Fabrics, on page 29
• Switches, on page 71
• SAN Links, on page 87
• Interfaces, on page 105
• End Devices, on page 115
• Host Path Redundancy, on page 121
• Port Monitoring, on page 125
• Active Zones, on page 133
• Storage, on page 135





C H A P T E R 5
Fabrics

• Fabrics, on page 29
• Fabric Overview, on page 45

Fabrics
From Release 12.0.1a, SAN Controller allows you to create SAN Fabrics.

The following table describes the fields that appear on SAN Controller > SAN > Fabrics > Fabrics.

DescriptionField

Specifies the name of the fabric.Fabric Name

Specifies the seed switch used to discover switches in the fabric.Seed Switch

Specifies the state of the fabric.State

Specifies if SNMP and SSH access is allowed.SNMPv3/SSH

Specifies the role of the user who created the fabric.User/Community

Displays the authentication type.Auth/Privacy

Specifies if all the switches in the fabric are licensed or not.Licensed

Displays the health of the fabric.Health

Specifies if performance collection is enabled or disabled on the fabric.Performance Collection

Specifies the time when the fabric was created or updated.Updated Time

Specifies the VSANS included with the fabric.Incl. VSANS

Specifies the excluded VSANS.Excl. VSANS

The following table describes the action items, in the Actions menu drop‐down list, that appear on SAN >
Fabrics > Fabrics.
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DescriptionAction Item

From the Actions drop-down list, select Add Fabric. For more
instructions, see Adding a Fabric .

Add Fabric

Select a fabric to edit. From the Actions drop-down list, select
Edit Fabrics. Make the necessary changes and click Apply. For
more instructions, see Editing a Fabric, on page 31.

Edit Fabrics

Select one or more fabrics to delete. From the Actions drop-down
list, select Delete Fabrics. Click Confirm to delete the fabrics.
For more instructions, see Deleting a Fabric, on page 32.

Delete Fabrics

Allows you to rediscover the switches, links, and end devices
associated with the fabric. Select one or more fabrics to rediscover.
From the Actions drop-down list, select Rediscover Fabrics. A
progress bar in the State column displays the rediscovery progress.
For more instructions, see Rediscovering a Fabric, on page 32.

Rediscover Fabrics

Allows you to purge non-existent switches, links, and end devices
of the fabric. Select one or more fabrics to purge. From the Actions
drop-down list, select Purge Fabrics. For more instructions, see
Purging a Fabric, on page 32.

Purge Fabrics

Allows you to enable performance monitoring on links, switch
interfaces, and end devices associated with the fabric. Select one
or more fabrics for performance monitoring. From the Actions
drop-down list, select Configure Performance. Make the
necessary changes and click Apply.

For more instructions, see Configuring Performance.

Configure Performance

Allows you configure SAN Insights on the selected fabric.

For more instructions, see Configure SAN Insights.

Configure SAN Insights

Allows you to configure and schedule backup for the fabric data.

For more instructions, see Configuring Fabric Backup, on page
43.

Configure Backup

This chapter contains below sections:

Adding a Fabric
To create a fabric using Cisco SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose SAN > Fabrics > SAN Fabrics.
Step 2 Choose Actions > Add Fabrics.
Step 3 In the Fabric Name field, enter a unique fabric name.
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Step 4 In the Fabric Seed Switch field, enter the IP address of the seed switch.

You can also enter the DNS name of the seed switch.

Step 5 Check SNMPv3/SSH check box to enable access.
Step 6 From the Authentication / Privacy drop-down list, choose appropriate authentication for switch discovery.
Step 7 In the User Name and Password fields, enter appropriate details to access the seed switch.
Step 8 To discover switches using VSANs only, check the Limit Discovery by VSAN check box.

You can choose to discover switches that are associated with VSANs or not associated with VSANs.

• Select Included VSAN List to discovery switches included in VSANs.

• Select Excluded VSAN List to discovery switches excluded in VSANs.

• Enter the included or excluded VSANs in the VSAN List field.

Step 9 (Optional) To discover switches using UCS credentials, check the Use UCS Credentials check box.

• Enter the appropriate UCS CLI Credentials in the username and password fields.

• To use the same SNMP credentials, check the Use same SNMP Credentials for UCS check box.

You must provide different SNMP details if you uncheck this check box.

• To use SNMP for UCS, check the Use SNMPv3 for UCS check box.

• Enter appropriate community string in the UCS SNMP Community String field.

Step 10 Click Add to add a Fabric.

Editing a Fabric
To edit a fabric from the Cisco SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose SAN > Fabrics > SAN Fabrics.
Step 2 Choose check box to edit required fabric name, choose the Actions > Edit Fabrics.
Step 3 You see the Edit Fabrics window. You can edit only one fabric at a time.
Step 4 Enter a new fabric Fabric Name

Step 5 (Optional) Check the SNMPV3 check box. If you check SNMPV3, the Community field change to Username
and Password.

Step 6 Enter the Username and Password, privacy and specify how you want SAN Controller Web Client to manage
the fabric by selecting one of the status options.

Step 7 Change the status to Managed, Unmanaged, or Managed Continuously.
Step 8 (Optional) Check the Use UCS Credentials check box. If you want to modify UCS credentials.
Step 9 Enter the Username and Password
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Step 10 Click Apply to save the changes.

Deleting a Fabric
To delete a fabric using SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose SAN > Fabrics > SAN Fabrics.
Step 2 Choose Actions > Delete Fabrics to remove the fabric from the data source and to discontinue data collection

for that fabric.

Rediscovering a Fabric
To discover a fabric using Cisco SAN Controller Web UI, perform the following steps:

Procedure

Step 1 Choose SAN > Fabrics > SAN Fabrics.
Step 2 Choose check box to rediscover required fabric name, choose the Actions > Rediscover Fabrics.
Step 3 Click Yes in the dialog box.

In a fabric window, State column displays the progress of rediscovery for selected fabric.

The Fabric is rediscovered.

Purging a Fabric
You can clean and update the fabric discovery table through the Purge option.

Procedure

Step 1 Choose SAN > Fabrics.
Step 2 Choose the check box next to the fabric you want to purge.
Step 3 Choose Action > Purge Fabrics.

The Fabric is purged.

From SAN Controller Release 12.0.1a, you can purge fabric on Topology window.
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• Choose Topology, choose a fabric, Right-click on fabric, choose Purge Down Fabric.

The Fabric is purged.

Configuring Performance
If you are managing your switches with the performance manager, you must set up an initial set of flows and
collections on the switch. You can use SAN Controller to add and remove performance collections. License
the switch and keep it in the managedContinuously state before creating a collection for the switch. Only
licensed fabrics appear in this window.

Procedure

Step 1 Choose SAN > Fabrics.
Step 2 Choose the check box next to the fabric you want to configure performance collections.
Step 3 Choose Action > Configure Performance.

The Performance Data Collection Settings window appears.

Step 4 Choose check box Performance Collection, to enable other check boxes.

Step 5 Choose required ISL/NPV Links, Hosts, Storage, and FC Ethernet, or choose box Select All to enable
performance collection for these data types.
a) To collect temperature data for SAN devices, choose Settings > Server Settings > PM.
b) On PM tab, choose check box for Enable SAN Sensor Discovery and Collect Temperature for SAN

Switches.

Step 6 Click Apply to save the configuration.
Step 7 In the confirmation dialog box, click Yes to restart the performance collector.

What to do next

After upgrading to Nexus Dashboard Fabric Controller, to view the restored old Performance Manager and
high chart data, you must manually enable Performance Manager for each fabric. However, any old Temperature
data is not restored.

To begin collecting Temperature data on the upgraded Nexus Dashboard Fabric Controller setup, go to Settings
> Server Settings PM tab. Check Collect Temperature for LAN Switches checkbox and click Save.. Note
that Enable LAN Sensor Discovery checkbox is enabled by default.

SAN Insights
The SAN Insights feature enables you to configure, monitor, and view the flow analytics in fabrics. SAN
Insights features of SAN Controller enable you to visualize the health-related indicators in the interface so
that you can quickly identify issues in fabrics. Also, the health indicators enable you to understand the problems
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in fabrics. The SAN Insights feature also provides more comprehensive end-to-end flow-based data from the
host to LUN.

SAN Controller supports SAN Telemetry Streaming (STS) using compact GPB transport, for better telemetry
performance and to improve the overall scalability of SAN Insights.

For SAN Insights streaming stability and performance, see Required System Memory for SAN Controller
deployment. Ensure that the system RAM, vCPU, and SSDs are used for deploying SAN Insights. Use of
NTP is recommended to maintain time synchronization between the SAN Controller and the switches. Enable
PM collection for viewing counter statistics.

From Release 12.0.1a, you can create policy based alarms generation for SAN ITL/ITN flow. From Web UI,
choose Operations > Event Analytics > Alarms > Alarm Policies to create policies.

Prerequisites
• SAN Insights is supported on virtual-data node and physical node.

• The SAN Insights feature isn’t supported on app-node deployment for Nexus Dashboard.

• Single node and three nodes deployments of Nexus Dashboard are supported for deploying SAN Insights.

• If SAN Insights streaming was configured with KVGPB encoding using versions of Cisco SAN Insights
older than 11.2(1), the switch continues to stream with KVGPB encoding while configuring streaming
with SAN Insights versions 11.2(1) and above. Compact GPB streaming configuration for SAN Insights
is supported starting from SAN Controller 11.2(1). To stream using Compact GPB, disable the old
KVGPB streaming before configuring SAN Insights newly, after the upgrade. To disable analytics and
telemetry, on the Cisco SAN Controller Web UI, choose SAN > Fabrics, select a fabric, choose Actions >
Configure SAN Insights and click Next. On the Switch Configuration screen, select required switch,
choose Actions > Disable Analytics to clear all the analytics and telemetry configuration on the selected
switches.

• The SAN Insights feature is supported for Cisco MDS NX-OS Release 8.3(1) and later.

Configuring Persistent IP Address
Before you install or upgrade to SAN Controller Release 12.1.1e, you must configure persistent IP addresses
on Cisco Nexus Dashboard.

Ensure that the services are allocated with IP pool addresses on the Cisco Nexus Dashboard. For more
information, refer to Cluster Configuration section in Cisco Nexus Dashboard User Guide.

To configure SAN Insights on one node for SAN Controller deployment, the SAN Insights receiver requires
one available Persistent IP. Similarly, to configure SAN Insights on three nodes for SAN Controller deployment,
it requires three available Persistent IP addressees.

Note

To configure Persistent IP addresses on Cisco Nexus Dashboard, perform the following steps:

Procedure

Step 1 Choose Infrastructure > Cluster Configuration.
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Step 2 On General tab, in External Service Pools card, click Edit icon.

The External Service Pools window appears.

Step 3 To configure IP addresses for SAN Controller, in Data Service IP's, click Add IP Address, enter required IP
addresses and click check icon.

Step 4 Click Save.

Guidelines and Limitations
• Ensure that the time configurations in SAN Controller and the supported switches are synchronized to

the local NTP server for deploying the SAN Insights feature.

• Any applicable daylight time savings settings must be consistent across the switches and SAN Controller.

• To modify the streaming interval, use the CLI from the switch, and remove the installed query for SAN
Controller. Modify the san.telemetry.streaming.interval property in the SAN Controller server properties.
The allowed values for the interval are 30–300 seconds. The default value is 30 seconds. If there is an
issue with the default value or to increase the value, set default value to 60 seconds. You can change the
default value while configuring SAN Insights. On Switch configuration wizard in Interval(s) column
select required value from drop-down list.

• The port sampling window on the switch side should have all ports (default).

• Use the ISL query installation type only for the switches that have storage connected (storage-edge
switches).

• For the ISL query installation type, in the Configure SAN Insights wizard, analytics can’t be enabled on
interfaces that are members of port-channel ISL to non-MDS platform switches.

• After installing the switch-based FM_Server_PKG license, the Configure SAN Insights wizard may take
upto 5 minutes to detect the installed license.

For information about the SAN Insights dashboard, see SAN Insights Dashboard.

For information about configuring the SAN Insights, see Configuring SAN Insights.

Server Properties for SAN Insights
To modify server settings values, navigate to Settings > Server Settings > Insights on the Web UI.

If you change the server properties, ensure that you restart the SAN Controller to use the new properties value.Note

The following table describes the field names, descriptions, and its default values.

Table 4: Server Properties for SAN Insights

Default ValueDescriptionField Name

SCSISpecifies the required default protocol
selection in the SAN Insights UI pages to view
corresponding data: SCSI or NVMe.

Telemetry pages default protocol
scsi/nvme
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Default ValueDescriptionField Name

4Specifies number of threads to use for ECT
queries.

SAN Insights ECT thread count

40,000Specifies maximum number of buckets to use
for aggregation queries.

Max. Aggregation bucket size

1000Specifies number of records for table
download.

Data table download size

14

Note
The value of ECT data
limit must be less than
or equal to the value of
SAN Telemetry
retention policy -
baseline / post
processed.

Specifies the ECT Data limit.ECT Data limit

1Specifies the value that is the change point
between normal and low.

SAN Telemetry deviation low
threshold

15Specifies the value that is the change point
between low and medium.

SAN Telemetry deviation med
threshold

30Specifies the value that is the change point
between medium and high.

SAN Telemetry deviation high
threshold

1Specifies the value that is the change point
between normal and low for NVMe.

SAN Telemetry deviation low
threshold for NVMe

2Specifies the value that is the change point
between low and medium for NVMe.

SAN Telemetry deviation med
threshold for NVMe

5Specifies the value that is the change point
between medium and high for NVMe.

SAN Telemetry deviation high
threshold for NVMe

7 daysSpecifies the training time frame for flows
ECT baseline.

SAN Telemetry training timeframe

14 daysSpecifies the time duration to periodically
restart the ECT baseline training after number
of days.

SAN Telemetry training reset
timeframe

14Specifies the retention policy - baseline / post
processed.

SAN Telemetry retention policy -
baseline / post processed

90Specifies the retention policy - hourly rollupsSAN Telemetry retention policy -
hourly rollups

750Specify maximum valid time gap between
records (before drop) time is in seconds

Telemetry Gap Reset Interval

500Specify maximum number of actively tracked
anomalies per post processor.

Active Anomaly Capture
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Default ValueDescriptionField Name

Not selectedSpecify if the baseline learning should
reference noop frames.

Baseline training include NOOP
frames

SelectedSpecify if the baseline deviation must include
negatives.

Baseline training includes negative
deviation

SelectedSpecifies the use telemetry reset based on time
gap between records

Use telemetry Gap Reset Interval

The following table describes the system requirement for installation of SAN Controller:

Table 5: Required System Memory for SAN Controller with SAN Insights

StorageMemoryvCPUsNode Type

3 TB SSD128 GB32Virtual Data Node

4*2.2 TB HDD, 370G
SSD, 1.5 TB NVMe

256 GB40Physical Data Node

Table 6: Verified limit for SAN Insights deployment

Verified Limit1 2Deployment Type

80K ITLs/ITNsCisco Virtual Nexus Dashboard (1 Node)

120K ITLs/ITNsCisco Physical Nexus Dashboard (1 Node)

150K ITLs/ITNsCisco Virtual Nexus Dashboard (3 Node)

250K ITLs/ITNsCisco Physical Nexus Dashboard (3 Node)

1 Initiator-Target-LUNs (ITLs)
2 Initiator-Target-Namespace ID (ITNs)

Configuring SAN Insights
From SAN Controller Release 12.0.1a, you can configure SAN fabrics on topology window, apart from
configuring on fabric window.

On topology window, right-click on a SAN fabric, choose Configure SAN Insights and follow procedure to
configure.

To configure SAN Insights on the SAN Controller Web UI, perform the following steps:

Before you begin

Ensure that you configure persistent IP addresses, before you configure SAN Insights. Refer to Configuring
persistent IP addresses.

Ensure that you have enabled SAN Insights feature for SAN Controller. Choose Settings > Feature
Management, choose check box SAN Insights.
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You must configure with sufficient system requirements and IP addresses. For more information on scale
limits, refer to table Required System Memory for SAN deployment in Server Properties for SAN Insights.

Note

Procedure

Step 1 Choose SAN > Fabrics.
Step 2 Choose required fabric, click Actions > Configure SAN Insights.

The SAN Insights Configuration wizard appears.

Step 3 In the SAN Insights Configuration wizard, click Next.

The Switch Configuration wizard appears.

Step 4 Select the switches where SAN Insights analytics and telemetry streaming need to be configured, after you
select the appropriate values from the drop-down list as mentioned below.
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If the switches don’t have SAN Insights license, the status in the Licensed column shows No (install licenses).
Click on Install licenses to apply license to the switch.

Note
SAN Controller time is displayed on this UI and switch time is marked in RED if the switch time is found to
be deviating from the SAN Controller time.

For the selected SAN Controller Receiver in the last column, the receiver can subscribe to telemetry: SCSI
only, NVMe only, both SCSI & NVMe, or None. This allows you to configure one SAN Controller server to
receive SCSI telemetry and another SAN Controller server to receive NVMe telemetry.

In SAN Controller deployment, the IP address assigned to eth0 or eth1 can be used for receiving SAN Insights
streaming from the switch. However, ensure that streaming is configured to the SAN Controller interface
having IP reachability from the respective switches. In the Receiver column all the discovered interfaces are
listed. Choose the corresponding interface IP address that is configured while installing SAN Controller for
streaming analytics data from the switch.

You can provide management IP eth0 and data IP eth1 for fabric access to bootstrap the SAN Controller.
Therefore, the streaming must be configured to the persistent IP assigned in the data-IP subnet. Refer to the
Configuring Persistent IP Address, on page 34 section for more information.

For NDFC to run on top of the virtual Nexus Dashboard (vND) instance, you must enable promiscuous mode
on port groups that are associated with Nexus Dashboard interfaces where External Service IP addresses are
specified. vND comprises of Nexus Dashboard management interface and data interface. By default, for LAN
deployments, 2 external service IP addresses are required for the Nexus Dashboard management interface
subnet. Therefore, you must enable promiscuous mode for the associated port-group. If inband management
or Endpoint Locator (EPL) is enabled, you must specify External Service IP addresses in the Nexus Dashboard
data interface subnet. You must also enable the promiscuous mode for the Nexus Dashboard data/fabric
interface port-group. For NDFC SAN Controller, promiscuous mode must be enabled only on the Nexus
Dashboard data interface associated port-group. For NDFC SAN Controller, promiscuous mode only needs
to be enabled on the Nexus Dashboard data interface associated port-group. For more information, refer to
Cisco Nexus Dashboard Deployment Guide.
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To configure promiscuous mode to have multiple persistent IPs reachable on the same port group. See Cluster
Configuration section in Nexus Dashboard Guide.

The Subscription column allows you to specify which protocol to which the Receiver subscribes. You can
choose from SCSI, NVMe, both or none from drop-down list.

Note
If you choose None for Subscription, a warning message is displayed to select an appropriate Subscription
before you proceed. Select the desired protocols for Subscription.

You can click the i icon in the Switch Name column to get the configuration details for analytics and telemetry
features from the switch (if Analytics Query and Telemetry features are configured).

If Analytics Query of either type (dcnminitITL, dcnmtgtITL, dcnmislpcITL, dcnminitITN, dcnmtgtITN, or
dcnmislpcITN) isn’t configured on the switch, the telemetry configurations won’t be displayed.

Note
If there is more than a single receiver for an example in a cluster mode, click dropdown icon next to the
receiver to select required receiver.

Step 5 Click Next. The switches that are capable of streaming analytics are listed in the Select Switches page.
Step 6 Select the switches on which SAN Insights must be configured.

Note
Both SAN Controller and Switch time are recorded and displayed when you navigate to the Select Switches
page. This helps you to ensure that the clocks of SAN Controller and switch are in sync.

Choose single or multiple switches, click Actions > Disable Analytics to clear all the analytics and telemetry
configuration on the selected switches.

Compact GPB streaming configuration for SAN Insights is supported. To stream using Compact GPB, the
old KVGPB streaming must be disabled and removed before configuring SAN Insights, newly after the
upgrade.

In the Install Query column, type of port per switch is displayed. The port types are:ISL, host, or storage.

• host—lists all ports where hosts or initiators are connected on the switch.

• storage—lists all ports where storage or targets are connected on the switch.
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• ISL—lists all ISL and port channel ISL ports on the switch.

• None—indicates that no query is installed.

The following queries are used:

• dcnmtgtITL/dcnmtgtITN—This is the storage-only query.

• dcnminitITL/dcnminitITN—This is the host-only query.

• dcnmislpcITL/dcnmislpcITN—This is the ISL and pc-member query.

Note
ISL based queries must be added when you use the ISL query installation type for the switches that has
connected to storage (storage-edge switches).

Note
SAN Controller doesn't manage duplicate ITLs\ITNs. If you configure both host and storage queries (on the
switches where their Hosts and Storage are connected respectively), the data is duplicated for the same ITL\ITN.
This results in inconsistencies in the computed metrics.

When the administrator selects the ISL\Host\Storage on the configure wizard, the respective ports are filtered
and listed on the next step.

Step 7 Click Next.

You can see all the analytics supported modules on the switches selected in the previous view, listed with the
respective instantaneous NPU load in the last column. Port-sampling configuration (optional) and port-sampling
rotation interval for the module can be specified in this step. The default configuration on the switch is to
monitor all analytics-enabled ports on the switch for analytics.

Note
If port sampling is enabled on multiple ISL ports with ISL query installed, the metrics aggregation isn’t
accurate. Because all exchanges won’t be available at the same time, the metrics aggregation isn’t accurate.
We recommend that you don’t use port sampling with ISL queries, with multiple ISLs.

Step 8 In the Module Configuration tab, configure the module(s) for SAN Insights functionality.

Beginning with Release 12.1.1e, Cisco NDFC supports discovery of 64G modules and can be selected during
SAN Insights configuration. Port-sampling is not supported on these modules and NPU load is not applicable
for 64G SAN analytics. Therefore, you cannot configure sample window and rotation interval for 64G modules.
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To change the values for Sample Window (ports) and Rotation Interval (seconds), click the row and enter
the desired values.

• To undo the changes, click Cancel.

• To save changes, click Save.

The NPU Load column displays the network processing unit (NPU) within a module.

Step 9 Click Next.
Step 10 In the Interface Selection tab, select the interfaces that generate analytics data within the fabric.
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For each interface, you can enable or disable metrics. Choose check box in SCSI Metrics and NVMe Metrics
column to enable or disable analytics on the desired port.

Step 11 Click Next, and then review the changes that you have made.

Step 12 Click Commit. The CLI is executed on the switch.
Step 13 Review the results and see that the response is successful.

Note
Some SAN Insights window can take up to 2 hours to display data.

Step 14 Click Close to return to the home page.

Close icon appears only after all CLI commands are executed on the switch.

Navigate to the SAN > Fabrics or topology page again, to modify the SAN Insights configurations.

Configuring Fabric Backup
You can configure backup for selected fabric, from Fabric window, similarly you can configure backup on
Fabric Overview window. Choose Fabric Overview > Actions on main window, click Configure Backup.

You can back up all fabric configurations and intents automatically or manually. You can save configurations
in SAN Controller, which are the intents. The intent may or may not be pushed on to the switches.

SAN Controller doesn’t back up the following fabrics:

• External fabrics in monitor-only mode: You can take a backup of external fabrics in monitor-only mode,
but can’t restore them. You can restore this backup when the external fabric isn’t in monitor-only mode.
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• Parent MSD fabric: You can take backups of MSD fabrics. When you initiate a backup from the parent
fabric, the backup process is applicable for the member fabrics as well. However, SAN Controller stores
all the backed-up information of the member fabrics and the MSD fabric together in a single directory.

The backed-up configuration files can be found in the corresponding directory with the fabric name. Each
backup of a fabric is treated as a different version, regardless if it is backed up manually or automatically.
You can find all versions of the backup in the corresponding fabric directories.

You can enable scheduled backup for fabric configurations and intents.

The backup has the information related to intent and fabric configurations in addition to associated state of
the resource manager in terms of used resources on fabrics. SAN Controller backs up only when there’s a
configuration push. SAN Controller triggers the automatic backup only if you didn’t trigger any manual
backup after the last configuration push.

Golden Backup
You can now mark the backups that you don’t want to delete even after you reach the archiving limit. These
backups are the golden backups. You can’t delete golden backups of fabrics. However, SAN Controller
archives only up to 10 golden backups. You can mark a backup as golden backup while restoring the fabric.
To mark a backup as golden backup, perform the following steps from the Web UI:

Procedure

Step 1 Choose a fabric and choose Fabrics > Fabric Overview > Backup.

The Backup tab appears.

Step 2 On main window, choose Actions > Configure Backup.

The Scheduled Archive window appears.

Step 3 Choose the time period from where you want to choose the backup.

Valid values are 1m, 3m, 6m, YTD, 1y, and All. You can zoom into the graph. By default the backup
information for 1m, which is one month, appears. You can also choose a custom date range. The backup
information includes the following information:

• Backup date

• Total number of devices

• Number of devices in sync

• Number of devices out of sync

Step 4 Choose the backup you want to mark as golden by clicking the backup.

You can choose the automatic or manual backup. These backups are color-coded. Automatic backups are
indicated in blue color. Manual backups are indicated in midnight blue color. Golden backups are indicated
in orange color. The automatic backups have only the versions in their names. Whereas the manual backups
have tag names, which you gave when you initiated a manual backup, along with the version in the backup
name. Hover over a backup to see the name. The automatic backup is initiated from the Backup tab in the
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Fabric Overview window. The manual backup is initiated by clicking Backup Now from the Actions pane
in the backup tab.

Step 5 Navigate to switch window, choose check box for required switch name, choose Switch > Switch Overview >
Backup > Actions > Mark as golden backup to mark golden backup.

A confirmation dialog box appears.

Step 6 Click Yes.
Step 7 Continue with rest of the fabric restore procedure as mentioned in the Restoring Fabrics section or exit the

window.

Fabric Overview
The Actions drop-down list at the Fabric level allows you to Configure backup, Refer Configuring Fabric
Backup, on page 43 for more information.

Fabric Overview contains tabs that allows you view and perform the below operations on the fabric:

Fabric Summary
Click on a fabric to open the side kick panel. The following sections display the summary of the fabric:

• Health - Shows the health of the Fabric.

• Alarms - Displays the alarms based on the categories.

• Fabric Info - Provides basic about the Fabric.

• Inventory - Provides information about Switch Configuration and Switch Health.

Click the Launch icon to the right top corner to view the Fabric Overview.

Switches
The following table describes the fields that appear on Switches window.

DescriptionField

Specifies name of the switch.Switch Name

Specifies IP address of the switch.IP Address

Specifies the associated fabric name for the switch.Fabric Name

Specifies the status of the switch.Status
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DescriptionField

Specifies the health status of the switch. The following are health
status:

• Healthy

• Critical

• Warning

• OK

Health

Specifies the total number of ports on switch.Ports

Specifies the total number of used ports on switch.Used Ports

Specifies the switch model.Model

Specifies the serial number of the switch.Serial Number

Specifies the release number of the switch.Release

Specifies the switch up time details.Up Time

The following table describes the action items, in the Actions menu drop‐down list, that appear on SAN >
Switches > Switches.

DescriptionAction Item

You can log in to Device Manager for required switch. The
Device Manager login window appears, enter credentials and
log in.

See Device Manager, on page 263 to view descriptions and
instructions for using the Cisco MDS 9000 Device Manager.

Device Manager

Allows you to initiate log collection. For more information, see
Tech Support, on page 72.

Tech Support

Allows you to run multiple CLI commands on multiple switches
and collect output as zipped text file for each switch. For more
information, see Execute CLI, on page 72.

Execute CLI

Modules
To view the inventory information for modules from the SAN Controller Web UI, perform the following
steps:

Procedure

Step 1 Choose SAN > Switch > Switch Overview > Modules. Similarly you can view modules from fabric overview
window, SAN > Fabric > Fabric Overview > Modules
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The Modules tab is displayed with a list of all the switches and its details for a selected Scope.

You can view required information in table, enter details in Filter by Attributes.

Step 2 You can view the following information.

• Name displays the module name.

• Model displays the model name.

• Serial Number column displays the serial number.

• Type column displays the type of the module.

• Oper. Status column displays the operation status of the module.

• Slot column displays the slot number.

• HW Revision column displays the hardware version of the module.

• Software Revision column displays the software version of the module.

• Asset ID column displays the asset id of the module.

Viewing Interface
UI Path: SAN > Switch > Switch Overview > Interface

Similarly you can view interface on fabric overview window.

SAN > Fabric > Fabric Overview > Interface

The following table describes the fields that appear on the Interfaces tab.

DescriptionField

Specifies the interface name.Name

Specifies the administration status of the interface.Admin. Status

Specifies the operational status of the interface.Oper. Status

Specifies the reason for failure.Reason

Specifies the speed of the interface in Gbs.Speed

Specifies the mode of the interface.Mode

Specifies the name of the switch.Switch

Specifies the name of the connected VSAN.VSAN

Specifies the connection details.Connected To

Specifies the type of connection.Connected To Type
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DescriptionField

Specifies the details about the interface.Description

Specifies the port owner name.Owner

Specifies the port group number for the interface connected.Port Group

To perform various operations on the inventory tab, follow the below procedures:

Procedure

Step 1 To perform no shutdown for an interface, select the check box for the required interface and choose Actions >
No Shutdown.

A warning window appears, click Confirm.

Step 2 To shutdown an interface, select the check box for the required interface and choose Actions > Shutdown.

A warning window appears, click Confirm.

Step 3 To assign a port owner for an interface, do the following:
a) Select the check box for the required interface and choose Actions > Owner.
b) In the Set Port Owner dialog box that appears, enter a required name and click Apply.

Step 4 To set up diagnostic for an interface, select the check box for the required interface and choose Actions >
Link Diagnostics.

VSANs
You can configure and manage Virtual SANs (VSANs) from Cisco Nexus Dashboard Fabric Controller. From
the menu, choose Virtual Management > VSANS to view VSAN information. You can view or configure
VSAN for the discovered fabrics, with either Manageable or Manage Continuously status. For a selected
fabric, a VSAN Scope tree is displayed in the left panel.

You can achieve higher security and greater stability in Fibre Channel fabrics by using virtual SANs (VSANs)
on Cisco Data Center Switches and Cisco MDS 9000 Series switches. VSANs provide isolation among devices
that are physically connected to the same fabric. With VSANs, you can create multiple logical SANs over a
common physical infrastructure. Each VSAN can contain up to 239 switches and has an independent address
space that allows identical Fibre Channel IDs (FC IDs) to be used simultaneously in different VSANs.

Cisco Nexus Dashboard Fabric Controller does not discover, nor display any suspended VSAN.Note

The VSANs tab displays the following fields.
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DescriptionField

Displays the VSAN name.

The information that is associated with the selected VSAN scope
appears in the right panel. If a VSAN is segmented, each individual
segmented VSAN is a VSAN scope. For every selected VSAN scope,
you can view information in tabs.

• Switches

• ISLs

• Host Ports

• Storage Ports

• Attributes

• Domain ID

• VSAN Membership

VSAN Name

Specifies the VSAN ID.VSAN ID

Specifies the Segments on this VSAN.

Click on segments to open a slide-in pane to view summary information
about each segment.

Segments

Specifies if VSAN is Up or Down.Status

The following table describes the action items, in the Actions menu drop-down list, that appear on Fabrics
Overview > VSANs tab.

DescriptionAction Item

Allows you to launch wizard to create VSAN. For more
information, click Create VSAN Wizard, on page 50.

Create VSAN

Select the VSAN and click Delete VSAN to delete the VSAN.
For more information, click Delete VSAN, on page 53.

Delete VSAN

When changing VSAN of the Switch port in Nexus Dashboard Fabric Controller, If the port was associated
with Isolated VSAN, then the previous VSAN column will be blank.

Note

For description on all fields that appear on the tabs, refer Field and Descriptions for VSANs, on page 53.

This section includes the following topics:

Default VSAN Settings
The following table lists the default settings for all configured VSANs.
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DefaultParameters

VSAN 1.Default VSAN

Active StateState

Concatenation of VSAN and a four-digit string
representing the VSAN ID. For example, VSAN 3 is
VSAN0003.

Name

OX ID (src-dst-ox-id).Load-balancing attribute

Create VSAN Wizard
VSAN Creation Wizard workflow includes:

• Specify VSAN ID and name.

• Select Switches.

• Specify VSAN attributes.

• Specify VSAN Domain.

• Specify VSAN Members.

Choose Virtual Management > VSANS. After you select a Fabric from the drop-down list, click Create
New VSAN icon. The Welcome screen of the wizard is displayed.

Ensure that the VSAN is not already created.Note

To create and configure VSANs from the Cisco Nexus Dashboard Fabric Controller Web UI, perform the
following steps:

Before you begin

You cannot configure any application-specific parameters for a VSAN before creating the VSAN.

Ensure that the VSAN is not already created. Do not create the VSAN in suspended state.

The suspended VSANs are not managed.Note

Procedure

Step 1 In the VSAN ID and Name window, perform the following steps:
a) Ensure that the correct Fabric is against the Fabric field.
b) In the VSAN ID field, select VSAN ID from the drop-down list.
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The range is 2–4094. Create the list of VSAN ID in at least one Switch in the Fabric. VSAN ID 4079 is
for reserved VSAN.

c) In the VSAN Name field, enter a name for VSAN.

Note
If the field is left blank, the Switch assigns a default name to the VSAN.

d) Click the FICON check box to enable FICON on the switch.
e) Click Next.

Step 2 In the Select Switches screen, click the check box next to the Switch Name, to create the VSAN.

If the switch name is grayed out, it implies that the switch is already part of a VSAN. It may also imply that
the switch doesn’t have FICON feature enabled, if FICON is checked in the previous step.

Click Next.

Step 3 In the Configure VSAN Attributes screen, configure the VSAN attributes.

Note
If you create a VSAN in a suspended state, it doesn’t appear on the Cisco Nexus Dashboard Fabric Controller
as it doesn’t manage suspended VSANs.

a) In Load Balancing, select the load balancing type to be used on the VSAN.

The following types are available:

• Src ID/Dest ID: Based on only source ID (Src_ID) and destination ID (Dest_ID).

• Src ID/Dest ID/Ox ID (default): Originator exchange ID (Ox_ID) is also used for load balancing, in
addition to Src_ID and Dest_ID. 0x_ID is an exchange ID assigned by the originator Interconnect
Port for an exchange with the target Interconnect Port.

Note
Src ID/Dest ID/0x ID is the default Load Balancing type for non-FICON VSAN and it isn’t available for
FICON VSAN, Src ID/Dest ID is the default for FICON VSAN.

b) In InterOp, select an interoperability value.

The InterOp value is used to interoperate with different vendor devices. You can choose from one of the
following:

• Default: implies that the interoperability is disabled.

• InterOp-1: implies that the VSAN can interoperate with all the Fibre Channel vendor devices.

• InterOp-2: implies that the VSAN can interoperate with specific Fibre Channel vendor devices for
basic to advanced functionalities.

• InterOp-3: implies that the VSAN can interoperate with specific Fibre Channel vendor devices for
basic to advanced functionalities.

• InterOp-4: implies that the VSAN can interoperate with specific Fibre Channel vendor devices for
basic to advanced functionalities.

Note
InterOp isn’t supported on FICON VSAN.

c) In Admin State, select the configurable state for this VSAN.
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• Active: implies that the VSAN is configured and services for this VSAN is activated.

• Suspended: implies that the VSAN is configured, but the service for this VSAN is deactivated.

Choose this state to preconfigure all the VSAN parameters for the whole Fabric.

Note
Nexus Dashboard Fabric Controller doesn’t manage a suspended VSAN, and therefore it does not
appear in the VSAN scope.

d) Check the InOrder delivery check box to allow in-order delivery.

When the value of fcInorderDelivery is changed, the value of this object is set to the new value of that
object.

e) Check the Add Fabric Binding DB check box if you want to enable the fabric binding for the FICON
VSAN.

If the check box is selected, all the peers in the selected switches are added to each switch in the selected
list.

f) Check the All Port Prohibited check box if you want to prohibit all the ports for FICON VSAN.

If the check box is selected, the FICON VSAN is created as all Ports prohibited, by default.

g) Click Next.

Step 4 In the Configure VSAN Domain screen, configure the static domain IDs for FICON VSAN.
a) Check the Use Static Domain IDs check box to configure the domain ID for the switches in the VSAN.
b) The Available Domain IDs field shows all the available Domain IDs in the Fabric.

Click Automatically apply available domain IDs to assign the domain ID for every switch that is selected
to be a part of the VSAN.

c) For every switch in the table, enter the domain ID from the list of available Domain IDs.
d) Click Next.

Step 5 In the Configure Port Membership screen, for every switch in the VSAN, configure the interfaces as the
member of the new VSAN.

Note
Modifying the Port VSAN may affect the I/O of the interface.

Click Next.

Step 6 In the Review screen, verify if you have configured the VSAN correctly.

Click Previous to navigate to the earlier screen and modify the configuration.

Click Finish to confirm and configure the VSAN. The VSAN creation result is displayed at the bottom of the
window.

Note
After the VSAN is created, it will take few minutes for the new VSAN to appear in the VSAN scope tree.

Note
If the switch port is associated with Isolated VSAN then the previous VSAN information will be blank.
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Delete VSAN
To delete a VSAN and its attributes from the Cisco Nexus Dashboard Fabric Controller Web UI, perform the
following steps:

Procedure

Step 1 Choose Virtual Management > VSANS.

The VSANS window is displayed.

Step 2 From the Select a fabric drop-down list, select the Fabric to which the VSAN is associated.

The VSAN scope tree for the selected Fabric is displayed in the VSANS area.

Step 3 Expand the Fabric and click the delete icon next to the VSAN.

The Delete VSAN screen appears, showing the switches associated with the VSAN.

Note
You can’t delete Segmented VSAN.

Step 4 Select the check box of the Switch for which you want to remove the VSAN.

Click Delete VSAN.

A confirmation window appears.

Step 5 Click Confirm to confirm the deletion or click Cancel to close the dialog box without deleting the VSAN.

Note
After the VSAN is deleted, it will take few minutes for the new VSAN to disappear from the VSAN scope
tree.

Field and Descriptions for VSANs
The Field and Descriptions for all the tabs that are displayed on Virtual Management > VSANS are explained
in the following tables.

Switches Tab

This tab displays Switches in the VSAN scope. Click the Switch name to view the summary information of
the switch. The following table describes the fields that appear on the Switches tab.

Table 7: Field and Description on Switches Tab

DescriptionField

Specifies the name of the switch in the VSAN.

Click the name to view the switch summary.

Click Show more Details to view complete information.

Name
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DescriptionField

Specifies an insistent domain ID.Domain ID

Specifies the world wide name (WWN) of the VSAN.VSAN WWN

Specifies the world wide name (WWN) of the switch.

Note
For the principal switch, the value is self.

Principal
WWN

Specifies the model name of the switch.Model

Specifies the NX-OS version on the switch.Release

Specifies the time from which the switch is up.Up Time

ISLs Tab

This tab displays information about the ISLs about the switches in the VSAN scope. The following table
describes the fields that appear on the ISLs tab. If the VSAN is configured on both the switches across the
ISL and if VSAN is not enabled on the ISL, Nexus Dashboard Fabric Controller considers VSAN as segmented.
Therefore, add the VSAN to the trunked VSANs across the ISL to clear the warning message. Alternatively,
you can ignore this warning message.

Table 8: Field and Description on ISL Tab

DescriptionField

All VSANs which this ISL runs traffic on.VSANs

The source switch of the link.From Switch

The port index of source E_port of the link.From Interface

The switch on the other end of the link.To Switch

The port index of destination E_port of the link.To Interface

The speed of this ISL.Speed

The operational status of the link.Status

The member of Port Channel if the ISL is a Port Channel.Port Channel
Members

Additional information for this ISL, such as, TE/TF/TNP ISL.Additional Info

Host Ports Tab

This tab displays information about the host ports on the switches in the VSAN scope. The following table
describes the fields that appear on the Host Ports tab.

Table 9: Field and Description on Host Ports Tab

DescriptionField

The name of the enclosure.Enclosure

The device alias of this entry.Device Alias
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DescriptionField

The assigned PWWN for this host.Port WWN

The FC ID assigned for this host.Fcid

Interface on the switch that is connected with the end device.Switch
Interface

The operational status of the link.Link Status

Specifies the name of the vendor.Vendor

Specifies the serial number of the enclosure.Serial Number

Specifies the name of the model.Model

The version of the firmware that is executed by this HBA.Firmware

The version of the driver that is executed by this HBA.Driver

The information list corresponding to this HBA.Additional Info

Storage Ports Tab

This tab displays information about the storage ports on the switches in the VSAN scope. The following table
describes the fields that appear on the Storage Ports tab.

Table 10: Field and Description on Storage Ports Tab

DescriptionField

The name of the enclosure.Enclosure

The device alias of this entry.Device Alias

The assigned PWWN for this host.Port WWN

The FC ID assigned for this host.Fcid

Interface on the switch that is connected with the end device.Switch
Interface

The operational status of the link.Link Status

Attributes Tab

This tab displays the attributes of all the switches in the VSAN scope. The following table describes the fields
that appear on the Attributes tab.
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Table 11: Field and Description on Attributes Tab

DescriptionField

Click Edit to modify the attributes of the VSAN and to push the same
VSAN attributes to the selected switches.

If the VSAN is FICON VSAN in any selected switch, the following
fields won’t appear on the UI, as they can’t be modified for the FICON
VSAN.

• vsanLoadBalancing

• InterOp

• Inorder Delivery

After modify the attributes, you can click Save to save changes or
Cancel to discard.

Edit

Displays the name of the switch that is associated with the VSAN.Switch Name

Displays the name of the VSAN.VSAN Name

Specifies if the status of the Admin is either Active or Suspend.

• Active implies that the VSAN is configured and services for the
VSAN is activated.

• Down implies that the VSAN is configured; however, the service
for the VSAN is deactivated. You can use set this state to
preconfigure all the VSAN parameters by using the CLI only.

Note
If you suspend a VSAN, it’s removed from Cisco Nexus Dashboard
Fabric Controller as well.

Admin

The operational state of the VSAN.Oper

Displays the MTU for the switch.MTU

Specifies the load-balancing type that is used in the VSAN.

The type of load balancing used on this VSAN.

• srcId/DestId—use source and destination ID for path selection

• srcdId/DestId/Oxld—use source, destination, and exchange IDs

Load Balancing

The interoperability mode of the local switch on this VSAN.

• default

• interop-1

• interop-2

• interop-3

InterOp
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DescriptionField

The Inorder Delivery guarantee flag of device. If true, then the inorder
delivery is guaranteed. If false, it’s not guaranteed.

Inorder Delivery

True if the VSAN is FICON-enabled.FICON

Domain ID Tab

This tab displays information about the VSAN domain and its parameters. The following table describes the
fields that appear on the Domain ID tab.

Table 12: Field and Description on Domain ID Tab

DescriptionField

Select a switch and click the Edit icon to modify the Domain ID
information for the selected switch.

Edit

Specifies the switch name in the VSAN.

Note
NPV switches aren’t listed in this column. However, the NPV
switches exist in this VSAN fabric.

Switch Name

Specifies the state of the Switch.State

Specifies if the Domain ID is enabled or disabled.Enable

Specifies the running domain.Running

Specifies the configuration.Config

Specifies the usage of the domain ID type—preferred or static.Config Type

Icons

The number next to Table specifies the entries under this tab.Total

Click the Refresh icon to refresh the entries.Refresh Icon

VSAN Membership Tab

This tab displays information about the interfaces on the switches that form the VSAN. The following table
describes the fields that appear on the VSAN Membership tab.
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Table 13: Field and Description on VSAN Membership Tab

DescriptionField

Select a switch and click the Edit icon to modify Port VSAN
Membership for selected VSAN and selected switch.

Port VSAN Membership is presented by different types
including FC (physical), Port Channel, FCIP, iSCSI, VFC
(slot/port), VFC (ID), VFC Channel, VFC FEX, and VFC
Breakout, PortChooser is provided for each type to show all
existing interfaces on a selected switch for the user to choose
from.

Note
If you modify Post VSAN Membership for any operational
trunking port or port channel members, a warning appears.
Use the Device Manager to change Allowed VSAN List
for Trunking Interface.

Edit

Name of the switchSwitch Name

FC Ports in VSANInterfaces

Device Aliases
A device aliases is a user-friendly name for a port WWN. Device alias name can be specified when configuring
features such as zoning, QoS, and port security. The device alias application uses the Cisco Fabric Services
(CFS) infrastructure to enable efficient database management and fabric-wide distribution.

The following table describes the fields that appear under Device Aliases tab.

DescriptionField

Displays the device alias switch name.Switch

Displays the alias retrieved from the switch.Device Alias

Displays the port WWNpWWN

This section contains the following:

Configuring Device Aliases
Click a required Fabric from Fabrics table, a Slide-in panel is displayed. Click Launch icon to view Fabric
Overview window, and click Device Aliases tab.

Before performing any Device Alias configuration, check the status on the CFS tab, to ensure that the status
is success.

To perform Device Alias configuration from the SAN Controller Web UI, the fabric must be configured as
Device Alias enhanced mode.

Note
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To add, or edit, or delete device aliases, perform the following steps:

Procedure

Step 1 Choose check box next to the switch column for which you need to add the device alias
a) Click Actions > Add device alias.

The Add device alias windows appears.

All the provisioned port WWNs are populated in the table.

b) Enter a device alias name in the Device Alias field to indicate to create a device alias for the selected
pWWN.

c) Click Save to exit the inline editor mode.
d) Click Apply to assign the device alias to the switches.

You can also create a device alias with a non-provisioned port WWN.

a) Click + icon of Pre-provision device aliases to create a new table row in inline editor mode.
b) In the pWWN field, enter the non-provisioned port WWN and device alias for the new alias.
c) Click Save to exit the inline editor mode.
d) Click Apply to assign the device alias and the associated pWWN to the switches.

Note
If you close the Add device alias window before applying the device alias to the switches, the changes will
be discarded and the device alias will not be created.

Step 2 To edit the device alias, choose the check box next to the switch column, and then click Actions > Edit device
aliases.

Note
You can select multiples switches to edit device aliases.

The Edit device aliases windows appears.

All the selected port WWNs are populated in the table.

a) Click Edit icon next to the pWWN column.
b) Enter a required device alias name in the Device Alias field and click tick icon to save the name.
c) Repeat the same procedure to edit other device alias names.
d) Click Apply to save edited device aliases to the switches.

Note
When you rename a device alias, a warning message appears that editing device alias causes traffic
interruption and to review the zone member type. For Cisco NX-OS Releases in:

• 7.x releases - before 7.3(0) releases

• 6.x releases - before 6.2(15) releases

e) Click Cancel to discard changes or click Confirm to save changes.

Step 3 Choose check box next to the switch column for which you need to delete the device alias.
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a) Click Actions > Delete device alias.

A confirmation window appears.

Note
Deleting the device alias may cause traffic interruption.

b) Click Yes to delete the device alias.

Step 4 For end devices with an attached service profile, the service profile name is populated to the Device Alias
field. This allows the service profile name as a device alias name for those devices.

Device Alias creation is CFS auto committed after clicking Apply. Click CFS tab to check if CFS is properly
performed after the device alias created. In case of failure, you must troubleshoot and fix the problem.

CFS
CFS information is listed for all the eligible switches in the fabric. Before performing any Device Alias
configuration, check the status on the CFS tab to ensure that the status is "success". If the CFS is locked by
another user, or if the previous operation failed, ensure that the CFS session is unlocked.

The following table describes the columns that appears on CFS tab:

DescriptionsFields

Specifies the name of switch.Switch

Specifies the feature on the switch.Feature

Specifies the last action performed on the switch.Last Action

Specifies the action performed is success or unsuccessful.Result

Specifies whether the switch is locked or not.Lock Owner Switch

Specifies the user role name if the switch is locked.Lock Owner User

Specifies the merge status of the switch.Merge Status

To view CFS information from the SAN Controller Web UI, perform the following steps:

Procedure

Step 1 To commit the CFS configuration, choose the Switch radio button, click Commit.

The CFS configuration for this switch is committed.

Step 2 To abort the CFS configuration, choose the Switch radio button, click Abort.

The CFS configuration for this switch is aborted.

Step 3 To clear the lock on the CFS configuration, choose the Switch radio button, click Clear lock.
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If the CFS is locked by another user, or if the previous operation failed, ensure that the CFS session is unlocked.

Event Analytics
Event Analytics includes the following topics:

• Alarms, on page 171

• Events, on page 181

• Accounting, on page 185

Performing Backup actions
The following table describes the columns that appears on Backup tab.

DescriptionsFields

Specifies the name of switch.Switch

Specifies the backup date.Backup Date

Specifies the backup name.Backup Tag

Specifies the backup type, whether it is a golden backup.Backup Type

Specifies the configuration files details.Configuration Files

The following table describes the fields and descriptions that appears on Action tab.

DescriptionsActions

• Choose Backup now.

The Create new backup window appears.

• Enter name in Backup tag field. If required choose check box Mark backup
as golden.

For more information on golden backup, refer to Golden Backup, on page 44.

• Click OK.

Backup now

Choose Copy to bootflash. A confirmation window appears, click OK.

For more information on bootflash, check Copy Bootflash, on page 83.

Copy to bootflash
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DescriptionsActions

Choose required switch names to compare configuration of switches, choose
Compare.

You can select only two switches at an instance.

Compare Config window appears, displaying the difference between the two
configuration files.

The Source and Target configuration files content is displayed in two columns

The differences in the configuration file are show in the table, with legends.

• Red: Deleted configuration details.

• Green: New added configuration.

• Blue: Modified configuration details.

Compare

Click Export.

The files are downloaded in your local system. You can use the third-party file
transfer tools to transfer these files to an external server.

Export

Click Edit tag to change the backup tag name.Edit tag

To mark existing backup as golden backup, choose Mark as golden, a confirmation
window appears, click Confirm.

Mark as golden

To remove existing backup from golden backup, choose Remove as golden, a
confirmation window appears, click Confirm.

Remove as golden

To delete existing backups, choose Delete a confirmation window appears, click
Confirm.

Note
• If you have marked backup as golden backup. make sure that the golden

backup is removed, else error appears you can't delete existing backup.

• You can delete one backup at a time.

Delete

Viewing of Port Usage
You can view the following information on Port Usage tab.

• Port Speed column displays the speed of the port.

• Used Ports column displays the total ports with the mentioned port speed.

• Available Ports column displays the available ports for the port speed.

• Total Ports column displays the total ports with the mentioned speed.

• Estimated Day Left column displays the estimated days left for the ports.

You can use Filter by attribute to view required information.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
62

SAN
Viewing of Port Usage



Click Refresh icon to refresh the table.

Used ports displays the total used ports for the selected switch.Total ports displays the total available ports
for the selected switch.

Metrics
The Metric tab displays the infrastructure health and status. You can view CPU utilization, Memory utilization,
Traffic, and Temperature details.

The following table describes the columns that appears on CPU and Memory tab.

DescriptionsFields

Specifies the name of switch.Switch Name

Specifies the switch IP address.IP Address

Specifies the lowest CPU utilization value on the switch.Low Value (%)

Specifies the average CPU utilization value on the switch.Avg. Value (%)

Specifies the high CPU utilization value on the switch.High Value (%)

Specifies the linear range preview.Range Preview

Specifies the last updated time on the switch.Last Update Time

Click Show last day to view data for selected day, week, month, and
year.

Show last day

The following table describes the columns that appears on Traffic tab.

DescriptionsFields

Specifies the name of switch.Switch Name

Specifies the average Rx value.Avg. Rx

Specifies the peak Rx value.Peak Rx

Specifies the average Tx value.Avg. Tx

Specifies the peak Tx value.Peak Tx

Specifies the average of Rx and Tx value.Avg. Rx+Tx

Specifies the average error value.Avg. Errors

Specifies the peak error value.Peak Errors

Specifies the average discard value.Avg. Discards

Specifies the peak discard value.Peak Discards

Specifies the last updated time.Last Update Time

Click Show last day to view data for selected day, week, month, and
year.

Show last day

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
63

SAN
Metrics



The following table describes the columns that appears on Temperature tab.

DescriptionsFields

Specifies the name of switch.Switch Name

Specifies the switch IP address.IP Address

Specifies the module of temperature.Temperature Module

Specifies the lowest temperature value.Low Value (C)

Specifies the average temperature value.Avg. Value (C)

Specifies the high temperature value.High Value (C)

Click Show last day to view data for selected day, week, month,
and year.

Show last day

Congestion Analysis
The Congestion Analysis enables you to view slow drain statistics at the switch level and the port level. You
can monitor the slow drain issue within any duration. You can display the data in a chart format and export
the data for analysis. You can also view the topology that provides a high-level view of txwait, drops, credit
loss recovery, over utilization, and port monitor events.

The Congestion statistics are stored in the cache memory. Therefore, the statistics are lost when the server is
restarted or a new diagnostic request is placed.

To enable SAN Congestion to collect statistics on ports, navigate to Server Settings > PM and check Slowdrain
Collect on All Ports check box.

The jobs run in the background, even after you log off.Note

Procedure

Step 1 Choose SAN > Fabrics.
Step 2 From the list of Fabrics, double click on the fabric to view Fabric Summary.

Click Congestion Analysis tab.

Step 3 Select a fabric from the Fabric drop-down list.
Step 4 From the Duration drop-down list, select Once or Daily for the scheduled job. Once includes intervals such

as 10 minutes, 30 minutes, 1 hour, and custom hours and runs the job immediately. Daily allows you to select
a start time, and run the job for the selected interval. Use the radio button to select the desired interval to
collect data.

Step 5 Click Start Analysis to begin polling.

The server collects the slow drain statistics based on the scope defined by you. The Time Remaining is
displayed on the right-side of the page.
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Step 6 Click Stop Analysis to stop polling.

The server maintains the counters in the cache, until a new diagnostic request is placed. You can stop the
polling before the time is up.

Step 7 The Fabric, Status of polling, Start, End, and Duration columns for each fabric is displayed.
Step 8 Select a fabric and click Delete All or Stop to delete or stop a job respectively.

A detailed view of the fabric will appear when you click a fabric name and displays Congestion details for
the fabric. See Congestion Visualization, on page 65 for more information.

Step 9 Click a switch name in the Switch Name column of the Device Interfaces table to display the switch's health.
Step 10 Click an interface name in the Interface column of the Device Interfaces table to display the slow drain value

for the switch port in a chart format.

Use the Filter by attributes option to display the details based on the defined value for each column.

Select the Only Rows With Data option to filter and display the nonzero entries in the statistics.

Congestion Visualization
A topology of the selected fabric appears when you click a fabric name and displays Congestion details for
the fabric. The topology window shows color-encoded nodes and links that correspond to various network
elements. For each of the elements, you can hover over to fetch more information. The links and switches are
color-coded. Enable performance collections and SNMP traps to view the Congestion information on the
topology.

The following table lists the color description that is associated with the links and switches.

Table 14: Color Description

DescriptionNameColor

High utilization tx-datarate >= 80%High UtilizationBlue (light)

No Congestion foundNormalGreen

Credit loss recoveryLevel 3Red

DropsLevel 2Orange

txwait >= 30%Level 1.5Yellow (dark)

txwait < 30%Level 1Yellow (light)

No DataNo DataGray (light)

A switch color represents the highest level Congestion that is found on any link to switch. The maximum
value is 3 and the minimum value is 1. A switch has two colors if overutilized. The right half of the switch is
colored in light blue to represent the overutilization. A number on the switch represents the number of F ports
with Congestion. The color around the number represents the highest level Congestion that is found on F ports
of the switch. Click the switch to see more Congestion details.
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Two parallel lines are used to represent the Congestion on links. Links are bidirectional, hence each direction
has a color to represent the highest level of Congestion. Hover over a link to view the switch and interface
name of the source and destination. Click a link to view the Congestion data that is related to that link alone.

The highest Congestion level a link can have is Level 3. Valid colors for a link are Green, Red, Orange,
Yellow (dark), Yellow (light), and Gray (light).

Note

DIRL
Dynamic Ingress Rate Limiting (DIRL) is used to automatically limit the rate of ingress commands and other
traffic to reduce or eliminate the congestion that is occurring in the egress direction. DIRL does this by reducing
the rate of IO solicitations such that the data generated by these IO solicitations matches the ability of the end
device to process the data without causing any congestion. As the device's ability to handle the amount of
solicited data changes, DIRL, will dynamically adjust seeking to supply it with the maximum amount of data
possible without the end device causing congestion. After the end device recovers from congestion, DIRL
will automatically stop limiting the traffic that is sent to the switch port.

In case of slow drain and over utilization, the assumption is that if the rate of IO solicitation requests is reduced
then this will make a corresponding reduction in the amount of data solicited and being sent to the end device.
Reducing the amount of data will resolve both the slow drain and over utilization cases.

DIRL is comprised of two functions and can perform equally well on congestion caused both slow drain and
over utilization:

• Port monitor: Detects slow drain and overutilization conditions and if the port guard action is set as
DIRL, it notifies FPM. Port monitor port guard action DIRL can be configured on the following counters:

• txwait: Use for detection of slow drain.

• tx-datarate: Used for detection of overutilization.

• tx-datarate-burst: Use for detection of overutilization.

• FPM: DIRL actions are taken by FPM as notified by port monitor. On detecting a rising threshold from
port monitor, FPM does rate reduction causing the rate of ingress traffic to be reduced. On detecting the
value of a counter being below the falling threshold continuously for the DIRL recovery interval, FPM
does rate recovery.

After the port monitor policy is configured with the DIRL portguard action and activated, all non- default F
ports are monitored by default, and FPM is notified if congestion is detected on any of these ports. However,
you can manually exclude certain interfaces from being monitored.

The following are the different transition states of DIRL:

• Normal: The state in which a port is functioning normally and state before it enters DIRL Rate Reduction.
After full recovery, the port returns to the Normal state.

• DIRL Rate Reduction: The state in which an event rising threshold triggers the DIRL rate reduction
process.

• DIRL Rate Reduction Maximum: The state in which the DIRL rate reduction has reached its maximum
value and more rising thresholds events are detected.
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• DIRL Status: The state in which an event below the rising threshold and above the falling threshold is
detected. This state will transition to the DIRL Recovery state when an event below the falling threshold
is detected for the configured recovery-interval.

• DIRL Rate Recovery: The state in which the DIRL rate recovery happens on detecting an event below
the falling threshold for the configured recovery-interval. This state will transition to the Normal state
after the port recovers completely from DIRL.

This state is a recurring state and there will be multiple rate recoveries before the ports are completely
recovered from DIRL. This state will transition to the DIRL Stasis state when an event below the rising
threshold and above the falling threshold is detected.

The following are the actions that are initiated by DIRL depending on the type of event detected on the port:

The events are listed in reverse chronological order with the most current event at the top.Note

• An event rising threshold is detected on the port and DIRL is initiated for the port. The port ingress traffic
rate is reduced to 50% of its current rate.

• In the next polling interval, the recovery-interval expires without detecting a rising threshold. The port
ingress traffic is increased by 25% of its current capacity.

• In the next polling interval, the recovery-interval expires without detecting a rising threshold. The port
ingress traffic is increased by 25% of its current capacity..

• In the next polling interval, the recovery-interval expires without detecting a rising threshold. The port
ingress traffic is increased by 25% of its current capacity.

• In the next polling interval, the recovery-interval expires without detecting a rising threshold. The port
ingress traffic is increased by 25% of its current capacity.

• In the next polling interval, an event rising threshold is detected on the port, and DIRL is initiated for
the port. The port ingress traffic is reduced again to 50% of its current rate.

DIRL Congestion Management Visualization
Dynamic Ingress Rate Limiting (DIRL) analysis is an on-demand job executed on the selected Fabric. It
displays the DIRL status and events on all the switches in the fabric. The following commands are executed
on the switches and the output is collected as a snapshot.

• show fpm ingress-rate-limit status

• show fpm ingress-rate-limit events

DIRL Visualization is supported on Cisco MDS Series switches with Release 9.2(1) and later.Note

To view the DIRL analysis on Cisco NDFC SAN Controller UI, perform the following:

1. Choose SAN > Fabrics.

2. From the list of Fabrics, double click on the fabric to view Fabric Summary.
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Click DIRL tab.

3. Click Start DIRL data collection to begin collection.

Click Cancel/Abort to stop the collection.

A status message appears to show that the collection is in progress. It also displays the time stamp at which
the analysis began. After the Analysis is complete, information is populated in the table below. A status
message appears to indicate that the collection is complete. It also displays the time stamp at which the analysis
was completed.

An entry in the table below shows that following fields:

DescriptionField

Specifies the switch on which the analysis is collected.

Click on the Switch to view a slide-in pane displaying the
summary. Click on the launch icon to view Switch Overview.

Switch

Specifies the interface on which the analysis is collected.

Click on the interface to view the Rate Limit events. The table
displays the events of this interface from the CLI command output
show fpm ingress-rate-limit events.

Interface

Specifies the % indicating the current rate limit.Current rate limit (%)

Specifies the previous action performed to control the rate limit.Previous action

Displays the time stamp at which the event occurred.Last updated time

Click DIRL Past Events to view the DIRL events for all the interfaces in this fabric, except the current DIRL
interfaces. The table displays events from CLI command output show fpm ingree-rate-limit events.

Rate Limit Events
Double click on the Fabric to view the Fabric Overview. On the DIRL tab, after the DIRL status is collected
on the switches, the data is displayed in the table below.

Click DIRL Events in the Interface column to view the rate limit events for that interface on the switch.

The following table provides information about the fields and table items that appear on this screen.

DescriptionField

Specifies the Fabric to which the switch belongs.Fabric

Specifies the fabric for which the DIRL congestion is visualized.Switch

Specifies the interface on which the events are visualized.Interface

Specifies the date and time at which the DIRL status was collected.Last collection at

Specifies if the counter is for txwait or tx-datarate or
tx-datarate-burst.

Counter

Specifies the event.Event
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DescriptionField

Specifies the value of the counter.Counter Value %

Specifies the action which triggered the event,Action

Specifies the speed of the operating port.Operating port speed (Mbps)

Specifies the input rate.Input rate (Mbps)

Specifies the output rate.Output rate (Mbps)

Specifies the current rate limit.Current rate limit (%)

Specifies the applied rate limit.Applied rate limit (%)

Specifies the time at event was triggered.Time
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C H A P T E R 6
Switches

• Switches, on page 71
• Switch Overview, on page 79

Switches
The following table describes the fields that appear on Switches window.

DescriptionField

Specifies name of the switch.Switch Name

Specifies IP address of the switch.IP Address

Specifies the associated fabric name for the switch.Fabric Name

Specifies the status of the switch.Status

Specifies the health status of the switch. The following are health
status:

• Healthy

• Critical

• Warning

• OK

Health

Specifies the total number of ports on switch.Ports

Specifies the total number of used ports on switch.Used Ports

Specifies the switch model.Model

Specifies the serial number of the switch.Serial Number

Specifies the release number of the switch.Release

Specifies the switch up time details.Up Time
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The following table describes the action items, in the Actions menu drop‐down list, that appear on SAN >
Switches > Switches.

DescriptionAction Item

You can log in to Device Manager for required switch. The
Device Manager login window appears, enter credentials and
log in.

See Device Manager, on page 263 to view descriptions and
instructions for using the Cisco MDS 9000 Device Manager.

Device Manager

Allows you to initiate log collection. For more information, see
Tech Support, on page 72.

Tech Support

Allows you to run multiple CLI commands on multiple switches
and collect output as zipped text file for each switch. For more
information, see Execute CLI, on page 72.

Execute CLI

Device Manager
See Device Manager, on page 263 chapter for descriptions and instructions for using the Cisco MDS 9000
Device Manager.

Device Manger session is terminated when you navigate to another tab on the Switch Overview screen.Note

Tech Support
From the Actions drop-down list, select Tech Support to initiate log collection. A window appears.

• Enter time in Session timeout field in minutes, by default time is 20 minutes.

• Enter the command in Command text field and click Run.

• A confirmation window appears stating 'Data submitted successfully, tech support starting', click Confirm
and status changes to Completed.

• You can download the report, click Download Tech Support.

Execute CLI
From Release 12.1.1e, Cisco NDFC SAN Controller allows you to execute CLI commands on switches. You
can collect the output from the CLI commands in .zip file for each switch.

To execute CLI commands on switches, do the following:

1. On the Cisco NDFC UI, choose SAN > Switches > Switches.

2. Select the switches on which you want to execute the CLI commands.

You can select more than one switch to run the set of CLI commands simultaneously.
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3. From the Actions drop-down list, choose Execute CLI .

The Execute Switch CLI screen is displayed.

4. On the Configure tab, click on the hyperlink under Selected Switches to view the selected switches on
which the CLIs will be executed.

5. In the CLI Commands text box, enter the CLI commands to be executed on the switches.

Ensure that you enter one command per line.

6. Click Execute.

A Success confirmation message appears.

7. On the Execute tab, the tables displays switch, associated fabric and the CLI execution status.

8. Click on Download output to download the command output.

If switch is not reachable via CLI then the output in zip file will indicate an error.Note

Enhanced Role-based Access Control
Starting from SAN Controller Release 12.0.1(a), all RBAC is in Nexus Dashboard. User-roles and access are
defined from Nexus Dashboard for fabrics on NDFC.

Nexus Dashboard admin role is considered as Network-admin role in NDFC.

DCNM had five roles to perform various access and operations. If a user is access a fabric with network stage
role has access to all other fabrics as a network stage role. Therefore, a username is restricted with their role
in DCNM.

Cisco NDFC Release 12.0.1(a) has same five roles but you can do granular RBAC with integration of Nexus
Dashboard. If a user accesses a fabric as a network stage role, the same user can access different fabric with
other user role such as admin or operator role. Therefore, a user can have different access on the different
fabrics in NDFC.

NDFC RBAC supports following roles:

• NDFC Access Admin

• NDFC Device Upgrade Admin

• NDFC Network Admin

• NDFC Network Operator

• NDFC Network Stager

The following table describes the user roles and their privileges in NDFC.

PrivilegesRoles

Read/Write

See

NDFC Access Admin
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PrivilegesRoles

Read/WriteNDFC Device Upgrade Admin

Read/WriteNDFC Network Admin

ReadNDFC Network Operator

Read/WriteNDFC Network Stager

The following roles are supported on DCNM for backward compatibility:

• SAN admin (mapped to network-admin)

• Global-admin (mapped to network-admin)

• SAN network-admin (mapped to network-admin)

• Server-admin (mapped to network-admin)

In any window, the actions that are restricted by the user role that is logged in are grayed out.Note

NDFC Network Admin

A user with the NDFC Network Admin role can perform all the operations in SAN Controller.

From Cisco Nexus Dashboard Fabric Controller Release 12.1.1e, a user with this role can perform all operations
for MSD fabrics in Networks and VRFs.

You can freeze a particular fabric or all fabrics in SAN Controller if you are a user with the NDFC Network
Admin role.

Make sure that the switch user role for discovery or add switches or LAN credentials for NDFC must have
the network-admin role.

Note

NDFC Device Upgrade Admin

A user with the NDFC Device Upgrade Admin role can perform operations only in Image Management
window.

See the Image Management section for more information.

NDFC Access Admin

A user with the NDFC Access Admin role can perform operations only in Interface Manager window for
all fabrics.

An NDFC access admin can perform the following actions:

• Add, edit, delete and deploy layer 2 port channels, and vPC.
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• Edit host vPC, and ethernet interfaces.

• Save, preview, and deploy from management interfaces.

• Edit interfaces for LAN classic, and IPFM fabrics.

Apart from nve, management, tunnel, subinterface, SVI, interface grouping, and loopback interfaces

However, a user with the SAN Controller access admin role can’t perform the following actions:

• Cannot edit layer 3 port channels, ST FEX, AA FEX, loopback interfaces, nve interfaces, and subinterfaces.

• Cannot edit member interfaces and port channels of Layer 3, ST FEX, AA FEX.

• Cannot edit interfaces with policy associated from underlay and link for easy fabrics.

• Cannot edit peer link port channel.

• Cannot edit management interface.

• Cannot edit tunnel.

The icons and buttons are grayed out for this role when the fabric or SAN Controller is in deployment-freeze
mode.

Note

NDFC Network Stager

A user with the NDFC Network Stager role can make configuration changes on SAN Controller. A user
with the NDFC Network Admin role can deploy these changes later. A network stager can perform the
following actions:

• Edit interface configurations

• View or edit policies

• Create interfaces

• Change fabric settings

• Edit or create templates

However, a network stager cannot perform the following actions:

• Cannot make any configuration deployments to switches.

• Cannot perform deployment-related actions from the SAN Controller Web UI or the REST APIs.

• Cannot access the administration options like licensing, creating more users, and so on.

• Cannot move switches in and out of maintenance mode.

• Cannot move fabrics in and out of deployment-freeze mode.

• Cannot install patches.

• Cannot upgrade switches.
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• Cannot create or delete fabrics.

• Cannot import or delete switches.

NDFC Network Operator

A network operator can view fabric builder, fabric settings, preview configurations, policies, and templates.
However, a network operator cannot perform the following actions:

• Cannot change expected configurations of any switch within any fabric.

• Cannot deploy any configurations to switches.

• Cannot access the administration options like licensing, creating more users, and so on.

The difference between a network operator and a network stager is that, as a network stager you can only
define intent for existing fabrics, but cannot deploy those configurations.

Only a network admin can deploy the changes and edits that are staged by a user with the network stager role.

Choosing Default Authentication Domain

By default login screen on Nexus Dashboard chooses the local domain for authentication. You can change
domain at login time by choosing available domains from drop-down list.

Nexus Dashboard supports local and remote authentication. The remote authentication providers for Nexus
Dashboard include RADIUS, and TACACS. For more information on authentication support, refer
https://www.cisco.com/c/en/us/td/docs/dcn/nd/2x/user-guide/cisco-nexus-dashboard-user-guide-211.pdf.

The following table describes RBAC comparison between DCNM and NDFC access:

NDFC 12.0.x and 12.1.xDCNM 11.5(x)

• User can have a different role in different Nexus Dashboard for security
domains.

• Security domain contains single Nexus Dashboard, and each Nexus
Dashboard contains single NDFC Fabric.

• User has a single role.

• All APIs and resources are accessed with this
single role.

A single role displays only privileged resources on the selected page and
restricted access are grayed out based on security domain associated with
selected resource on further options on NDFC.

A single role is associated with the user by
disabling or restricting the access to options in
DCNM.

Nexus Dashboard AV Pair format with shells, domains.DCNM AV Pair format with shells, roles, and
optional access constraints.

Supported roles such as network-admin, network-operator,
device-upg-admin, network-stager, access-admin are in NDFC.

Support for legacy roles for backward compatibility. Nexus Dashboard
admin role as network-admin of DCNM.

Supported roles based on deployment type LAN,
SAN, or PMN.

The following table describes DCNM 11.5(x) AV Pair format:
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TACACS+ Shell Cisco-AV-Pair ValueRADIUS Cisco-AV-Pair ValueCisco DCNM Role

cisco-av-pair=shell:roles="network-operator"
dcnm-access="group1 group2 group5"

shell:roles = "network-operator"
dcnm-access="group1 group2 group5"

Network-Operator

cisco-av-pair=shell:roles="network-admin"
dcnm-access="group1 group2 group5"

shell:roles = "network-admin"
dcnm-access="group1group2 group5"

Network-Admin

The following table describes NDFC 12.x AV Pair format:

AVPair ValueUser Role

Access-adminNDFC Access Admin

Device-upg-adminNDFC Device Upgrade Admin

Network-adminNDFC Network Admin

Network-operatorNDFC Network Operator

Network-stagerNDFC Network Stager

The AV pair string format differs when configuring a read/write role, read-only role, or a combination of
read/write and read-only roles for a specific user. A typical string includes the domain, followed by the
read-write roles separated from the read-only roles using the slash (/) character; individual roles are separated
by the pipe (|) character:

shell:domains=<domain>/<writeRole1>|<writeRole2>/<readRole1>|<readRole2>

Nexus Dashboard Security Domains
Access control information about a user login contains authentication data like user ID, password, and so on.
Based on the authorization data, you can access resources accordingly. Admins in Cisco Nexus Dashboard
can create security domains and group various resource types, resource instance, and map them into a security
domain. The admins define an AV-pair for each user, which defines the access privileges for users to different
resources in Cisco Nexus Dashboard. When you create a fabric, a site is created in Nexus Dashboard with the
same fabric name. You can create and view these sites from Nexus Dashboard > Sites.

The SAN Controller REST APIs use this information to perform any action by checking the authorization.

When accessing REST APIs, you can verify passed payload in JSON format. Ensure that the payload is an
appropriate JSON format.

Note

When you upgrade from SAN Controller Release 11.x, each fabric is mapped to an autogenerated site of the
same name. All these sites are mapped into the all security domain in Nexus Dashboard.

All resources are placed in all domain before they are assigned or mapped to other domains. The all security
domain does not include all the available security domains in Nexus Dashboard.
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AV-Pairs

A group of security domains along with read and write roles for each domain are specified using AV-pairs.
Administrators define AV-pair for each user. The AV-pair defines the access privileges to users across various
resources in Nexus Dashboard.

The AV-pair format is as follows:

"avpair":
"shell:domains=security-domain/write-role-1|write-role-2,security-domain/write-role-1|write-role2/read-role-1|read-role-2"

For example: "avpair":

"shell:domains=all/network-admin/app-user|network-operator". "all/admin/" makes user
super-user and it's best to avoid examples with all/admin/"

The write role is inclusive of read role as well. Hence, all/network-admin/ and
all/network-admin/network-admin are the same.

From SAN Controller Release 12.0.1a supports the existing AV-pair format that you created in SAN Controller
Release 11.x. However, if you are creating a new AV-pair, use the format that is mentioned above. Ensure
that the shell: domains must not have any spaces.

Note

Specifying Cisco NX-OS User Roles and SNMPv3 Parameters on AAA Servers

You can use the VSA cisco-AV-pair on AAA servers to specify user role mapping for the Cisco NX-OS
device using this format:

shell:roles="roleA roleB …"

If you do not specify the role option in the cisco-AV-pair attribute, the default user role is network-operator.

You can also specify your SNMPv3 authentication and Privacy protocol attributes as follows:

shell:roles="roleA roleB..." snmpv3:auth=SHA priv=AES-128

The SNMPv3 authentication protocol options are SHA and MD5. The Privacy protocol options are AES-128
and DES. If you do not specify these options in the cisco-AV-pair attribute, MD5 and DES are the default
authentication protocols.

Creating a Security Domain

To create a security domain from Cisco Nexus Dashboard, perform the following steps:

1. Log into Cisco Nexus Dashboard.

2. Choose Administrative > Security.

3. Navigate to Security Domains tab.

4. Click Create Security Domain.

5. Enter the required details and click Create.

Creating a User

To create a user from Cisco Nexus Dashboard, perform the following steps:
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1. Log into Cisco Nexus Dashboard.

2. Choose Administrative > Users.

3. Click Create Local User.

4. Enter the required details and click Add Security Domain.

5. Choose a domain from the drop-down list.

6. Assign a SAN Controller service read or write role by checking the appropriate check box.

7. Click Save.

Switch Overview
UI Path: SAN > Switches > Switch Overview

The Switch Overview menu includes the following sub menus:

Viewing Switch Summary
You can view information about switch along with the switch summary on Switch Overview tab. Navigate
SAN > Switches, click on required switch. A slide-in pane appears. Click Launch icon to view the Switch
Overview window.

The following are the default cards that appear in the Summary tab:

DescriptionCard

Displays details of switch such as name, health status,
IP address, model, version and other switch
information.

Switch Information

Displays events with Critical, Major, Minor, and
Warning severity. In this card, click Launch icon to
navigate to events tab for more information.

Event Analytics

Displays the resource utilization of switch in the graph
form.

Resources

Displays the switches on which the modules are
discovered, the models name and the count.

Modules

Displays the switch interface summary information.Interfaces

Displays the ports inventory summary information.Port Usage

Modules
To view the inventory information for modules from the SAN Controller Web UI, perform the following
steps:
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Procedure

Step 1 Choose SAN > Switch > Switch Overview > Modules. Similarly you can view modules from fabric overview
window, SAN > Fabric > Fabric Overview > Modules

The Modules tab is displayed with a list of all the switches and its details for a selected Scope.

You can view required information in table, enter details in Filter by Attributes.

Step 2 You can view the following information.

• Name displays the module name.

• Model displays the model name.

• Serial Number column displays the serial number.

• Type column displays the type of the module.

• Oper. Status column displays the operation status of the module.

• Slot column displays the slot number.

• HW Revision column displays the hardware version of the module.

• Software Revision column displays the software version of the module.

• Asset ID column displays the asset id of the module.

Viewing Interface
UI Path: SAN > Switch > Switch Overview > Interface

Similarly you can view interface on fabric overview window.

SAN > Fabric > Fabric Overview > Interface

The following table describes the fields that appear on the Interfaces tab.

DescriptionField

Specifies the interface name.Name

Specifies the administration status of the interface.Admin. Status

Specifies the operational status of the interface.Oper. Status

Specifies the reason for failure.Reason

Specifies the speed of the interface in Gbs.Speed

Specifies the mode of the interface.Mode

Specifies the name of the switch.Switch
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DescriptionField

Specifies the name of the connected VSAN.VSAN

Specifies the connection details.Connected To

Specifies the type of connection.Connected To Type

Specifies the details about the interface.Description

Specifies the port owner name.Owner

Specifies the port group number for the interface connected.Port Group

To perform various operations on the inventory tab, follow the below procedures:

Procedure

Step 1 To perform no shutdown for an interface, select the check box for the required interface and choose Actions >
No Shutdown.

A warning window appears, click Confirm.

Step 2 To shutdown an interface, select the check box for the required interface and choose Actions > Shutdown.

A warning window appears, click Confirm.

Step 3 To assign a port owner for an interface, do the following:
a) Select the check box for the required interface and choose Actions > Owner.
b) In the Set Port Owner dialog box that appears, enter a required name and click Apply.

Step 4 To set up diagnostic for an interface, select the check box for the required interface and choose Actions >
Link Diagnostics.

Viewing Switch Licenses
You can view the following information on Licenses tab.

• Feature column displays the feature names of the selected switch.

• Status column displays the status of licenses. Status will be either In Use or Unused.

• Type column displays the type of the licenses.

• Warnings column displays the grace period of licenses and its expiry date.

You can use Filter by attribute to view required information.

Click Refresh icon to refresh the table.
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Event Analytics
Event Analytics includes the following topics:

• Alarms, on page 171

• Events, on page 181

• Accounting, on page 185

Viewing Backup
You can view the following information on Backup tab.

• Switch column displays the switch name.

• Backup Date column displays the backup date.

• Backup Tag column displays the backup tag name.

• Backup Type column displays the type of backup.

• Configuration File column displays the configuration files that are archived for that device.

You can use Filter by attribute to view required information.

Click Refresh icon to refresh the table.

The following table describes the actions you can perform in this tab:

DescriptionAction

Refer to Copy Bootflash, on page 83.Copy to bootflash

Refer to Compare.Compare

Refer to Export.Export

To edit a tag of a switch. Choose check box for a
required switch, choose Actions > Edit tag and click
OK.

Edit tag

To mark switch as a golden backup. Choose check
box for a required switch, choose Actions > Mark as
golden. A confirmation window appears, click
Confirm.

Refer to Golden backup section for more information.

Mark as golden

To remove switch from a golden backup. Choose
check box for a required switch, choose Actions >
Remove as golden. A confirmation window appears,
click Confirm.

Remove as golden
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DescriptionAction

To delete switch from a backup. Choose check box
for a required switch, choose Actions > Delete. A
confirmation window appears, click Confirm.

Delete

This sections contains the following:

Copy Bootflash
You can copy the configuration files to the same device, to another device, or multiple devices concurrently.

Perform the following task to view the status of tasks:

Procedure

Step 1 From SAN Controller home page, choose SAN> Switch > Switch Overview > Backup.
Step 2 Click Copy to bootflash.

Copy to bootflash page appears, displaying the Source Configuration Preview and Selected Devices area.

Source Preview area shows the contents of running/startup/version configuration file which is copied to the
devices.

Step 3 In the Selected Devices area, check the device name check box to copy the configuration to the device.

Note
You can select multiple destination devices to copy the configuration.

The selected devices area shows the following fields:

• Device Name - Specifies the target device name to which the source configuration is copied.

• IP Address - Specifies the IP Address of the destination device.

• Group - Specifies the group to which the device belongs.

• Status - Specifies the status of the device.

Step 4 Click Copy.

A confirmation window appears.

Step 5 Click Yes to copy the configuration to the destination device configuration.

Compare Configuration Files
This feature allows you to compare the configuration file with another version of the same device or with the
configuration file of another device.

Perform the following task to compare the configuration files.
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Procedure

Step 1 Check the check box and select two configuration files to compare.

The first file that you selected is designated as Source and the second configuration file is designated as the
Target file.

Step 2 Navigate to SAN> Switch > Switch Overview > Compare.
Step 3 Click Compare Configuration.

View Config Diff page appears, displaying the difference between the two configuration files.

The Source and Target configuration files content is displayed in two columns. From the drop-down list in
the right-top corner, choose All to view the entire configuration. You can also choose Changed to view the
configuration differences of the configuration files.

The differences in the configuration file are show in the table, with legends.

• Red: Diff configuration details.

• Green: New added configuration.

• Blue: Modified configuration details.

Step 4 Click Copy to Target to copy the source configuration to the target configuration file. Click Cancel to revert
to the configuration details page.

The Copy Configuration window displays the source configuration preview and the target device of the
destination configuration. The selected devices area shows the following fields:

• Device Name—Specifies the target device name to which the source configuration is copied.

• IP Address—Specifies the IP Address of the destination device.

• Group—Specifies the group to which the device belongs.

• Golden Config—Specifies the version of the destination configuration.

• Status—Specifies the status of the device.

Step 5 Click Yes to copy the configuration to the destination device configuration.

Export Configuration
You can export a configuration file from the SAN Controller server. Perform the following task to export a
configuration file.

Procedure

Step 1 From SAN Controller home page, choose Configure > Backup, select a configuration to export.
Step 2 Click Export Configuration.
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The files are downloaded in your local system. You can use the third-party file transfer tools to transfer these
files to an external server.

Viewing of Port Usage
You can view the following information on Port Usage tab.

• Port Speed column displays the speed of the port.

• Used Ports column displays the total ports with the mentioned port speed.

• Available Ports column displays the available ports for the port speed.

• Total Ports column displays the total ports with the mentioned speed.

• Estimated Day Left column displays the estimated days left for the ports.

You can use Filter by attribute to view required information.

Click Refresh icon to refresh the table.

Used ports displays the total used ports for the selected switch.Total ports displays the total available ports
for the selected switch.

Viewing Bootflash
You can view the following information on Bootflash tab.

• Primary Bootflash Summary card displays the total, used and available space.

• Secondary Bootflash Summary card displays the total, used and available space.

• Directory Listing area displays check box for Primary Bootflash and Secondary Bootflash.

This area shows the filename, size, and last modified date for all the files and directories on the switch
bootflash. Choose Actions > Delete to delete files to increase the available space on the switch.

Device Manager
See Device Manager, on page 263 chapter for descriptions and instructions for using the Cisco MDS 9000
Device Manager.

Device Manger session is terminated when you navigate to another tab on the Switch Overview screen.Note

Blades
You can view the interfaces of the UCS switches through SAN > Switches > Switch Overview, on the SAN
Controller Web UI.
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Ensure that the UCS switches are listed on SAN Controller and the status of these switches are correct. You
can view these tabs only for UCS switches.

Note

Blades tab displays information of all server blades attached to the UCS FI.

The UCS has three tabs namely:

• Blades

• vNICs

• vHBAs

The blades tab displays all blade information as cards. Click More Details icon on each blade area to view
details on the side panel of the selected blade.

You can click Collapse All or Expand All icon to collapse all or expand all blade areas respectively.

Blades tab displays information of all server blades attached to the UCS FI. Primary UCS FI only in redundancy
setup or standalone UCS FI are displayed.

vNICs

vNICs tab displays the list of vNIC for that UCS FI. Click the chart icon will show the 24 hour traffic for the
vNIC.

vHBAs

vHBAs tab displays the list of vHBA for that particular UCS FI. Click the chart icon to view 24hour traffic
for the vHBA.
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C H A P T E R 7
SAN Links

• SAN Links, on page 87

SAN Links
Cisco SAN Controller allows you to configure FCIP, Port channels on SAN Fabrics. You can also monitor
the ISL traffic and errors, and view the performance of NPV links from the Cisco Nexus Dashboard Fabric
Controller Web UI.

This section contains the following topics:

ISL and Port Channels
The ISL Traffic and Errors window is displayed. The table shows the ISLs and Port channels configured on
SAN Fabrics. You can use the drop-down to filter the view by 24 hours, Week, Month, and Year.

Click on the trend icon in the Name column to view the graphical representation.

You can perform the following operations from the Actions drop-down list:

Configuring FCIP
To configure FCIP, perform the following steps:

Procedure

Step 1 Choose Actions > Configure FCIP.

The page displays the tasks to configure FCIP using the FCIP Wizard.

Note
FCIP is not supported on Cisco MDS 9000 24/10-Port SAN Extension Module.

Step 2 On the Select Switch Pair screen, select two MDS switches from the list to connect via FCIP.

Each switch must have an Ethernet port that is connected to an IP network to function correctly. Note In the
case of a federation setup, both switches must belong to the fabrics that are discovered or managed by the
same server.
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Step 3 Click Next to select the Ethernet ports.
Step 4 Select the Ethernet ports to be used in FCIP ISL between the selected switches.

Down ports must be enabled to function correctly. Security can be enforced for unconfigured 14+2, 18+4,
9250i and SSN16 Ethernet ports.

Step 5 Enter the Ethernet ports IP addresses and specify the IP Routes if the port addresses are in a different subnet.

Note
Click Next to apply the changes to IP Address and IP Route.

Step 6 Click Next to specify Tunnel properties.
Step 7 Specify the following parameters to tunnel the TCP connections.

Enter the parameters.

• Max Bandwidth: Enter the number between 1 to 10000. The unit is Mb.

• Min Bandwidth: Enter the minimum bandwidth value. The unit is Mb.

• Estimated RTT(RoundTrip Time)—Enter the number between 0 to 300000. The unit is us. Click
Measure to measure the roundtrip time.

• Write Acceleration: Check the check box to enable the write acceleration.

Note
If Write Acceleration is enabled, ensure that flows will not load balance across multiple ISLs.

• Enable Optimum Compression: Check the check box to enable the optimum compression.

• Enable XRC Emulator: Check the check box to enable XRC emulator.

• Connections: Enter the number of connections from 0 to 100.

Step 8 Click Next to create FCIP ISL.
Step 9 Enter the Profile ID and Tunnel ID for the switch pair, and select the FICON Port Address from the list.

To configure FICON port numbers for FCIP ISLs, ensure that the active equals saved command is enabled
on at least one of the FICON-enabled VSANs in the fabric. The active equals saved command is enabled by
default when FICON is enabled on a VSAN. If not, you can still configure the ISL. However, you must
manually add the FICON specific configuration details later.

Step 10 Click View Configured to display the Profiles and Tunnels information.
Step 11 Select the Trunk Mode from non-Trunk, trunk, and auto. Specify the Port VSAN for non-Trunk and

auto, and allowed VSAN List for Trunk tunnel.
Step 12 Click Next to go to the summary page.

The Summary page displays what you have selected in the previous steps.

Step 13 Click Finish to configure FCIP.
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Port Channels

Port Channels Overview

Port Channels refer to the aggregation of multiple physical interfaces into one logical interface to provide
higher aggregated bandwidth, load balancing, and link redundancy (See below figure). Port Channels can
connect to interfaces across switching modules, so a failure of a switching module cannot bring down the Port
Channel link.

Figure 1: Port Channel Flexibility

Port Channels on Cisco MDS 9000 Family switches allow flexibility in configuration. This illustrates three
possible Port Channel configurations:

• Port Channel A aggregates two links on two interfaces on the same switching module at each end of a
connection.

• Port Channel B also aggregates two links, but each link is connected to a different switching module. If
the switching module goes down, traffic is not affected.

• Port Channel C aggregates three links. Two links are on the same switching module at each end, while
one is connected to a different switching module on switch 2.

Port Channeling and Trunking

Trunking is a commonly used storage industry term. However, the Cisco NX-OS software and switches in
the Cisco MDS 9000 Family implement trunking and Port Channeling as follows:

• Port Channeling enables several physical links to be combined into one aggregated logical link.

• Trunking enables a link transmitting frames in the EISL format to carry (trunk) multiple VSAN traffic.
For example, when trunking is operational on an E port, that E port becomes a TE port. A TE port is
specific to switches in the Cisco MDS 9000 Family. An industry standard E port can link to other vendor
switches and is referred to as a nontrunking interface (See Figure 2: Trunking Only, on page 90 and
Figure 3: Port Channeling and Trunking, on page 90).
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Figure 2: Trunking Only

Figure 3: Port Channeling and Trunking

Port Channeling and trunking are used separately across an ISL.

• Port Channeling—Interfaces can be channeled between the following sets of ports:

• E ports and TE ports

• F ports and NP ports

• TF ports and TNP ports

• Trunking—Trunking permits carrying traffic on multiple VSANs between switches.

• Both Port Channeling and trunking can be used between TE ports over EISLs.

Load Balancing

Two methods support the load-balancing functionality:

• Flow-based—All frames between a source and destination follow the same links for a given flow. That
is, whichever link is selected for the first exchange of the flow is used for all subsequent exchanges.

• Exchange-based—The first frame in an exchange picks a link and subsequent frames in the exchange
follow the same link. However, subsequent exchanges can use a different link. This provides more
granular load balancing while preserving the order of frames for each exchange.

The following figure illustrates how a source ID 1 (SID1) and destination ID1 (DID1)-based load balancing
works. When the first frame in a flow is received on an interface for forwarding, link 1 is selected. Each
subsequent frame in that flow is sent over the same link. No frame in SID1 and DID1 utilizes link 2.
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Figure 4: SID1 and DID1-Based Load Balancing

The following figure illustrates how exchange-based load balancing works. When the first frame in an exchange
is received for forwarding on an interface, link 1 is chosen by a hash algorithm. All remaining frames in that
particular exchange are sent on the same link. For exchange 1, no frame uses link 2. For the next exchange,
link 2 is chosen by the hash algorithm. Now all frames in exchange 2 use link 2.
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Figure 5: SID1, DID1, and Exchange-Based Load Balancing

Port Channel Modes

You can configure each Port Channel with a channel group mode parameter to determine the Port Channel
protocol behavior for all member ports in this channel group. The possible values for a channel group mode
are as follows:

• ON (default)—The member ports only operate as part of a Port Channel or remain inactive. In this mode,
the Port Channel protocol is not initiated. However, if a Port Channel protocol frame is received from a
peer port, the software indicates its nonnegotiable status. This mode is backward compatible with the
existing implementation of Port Channels in releases prior to Release 2.0(1b), where the channel group
mode is implicitly assumed to be ON. In Cisco MDS SAN-OS Releases 1.3 and earlier, the only available
Port Channel mode was the ON mode. Port Channels that are configured in the ON mode require you to
explicitly enable and disable the Port Channel member ports at either end if you add or remove ports
from the Port Channel configuration. You must physically verify that the local and remote ports are
connected to each other.

• ACTIVE—The member ports initiate Port Channel protocol negotiation with the peer ports regardless
of the channel group mode of the peer port. If the peer port, while configured in a channel group, does
not support the Port Channel protocol, or responds with a nonnegotiable status, it defaults to the ON
mode behavior. The ACTIVE Port Channel mode allows automatic recovery without explicitly enabling
and disabling the Port Channel member ports at either end.

The following table compares ON and ACTIVE modes.

Table 15: Channel Group Configuration Differences

ACTIVE ModeON Mode

A Port Channel protocol negotiation is performed with
the peer ports.

No protocol is exchanged.
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ACTIVE ModeON Mode

Moves interfaces to the isolated state if its operational
values are incompatible with the Port Channel.

Moves interfaces to the suspended state if its
operational values are incompatible with the Port
Channel.

When you add or modify a Port Channel interface, the
Port Channel automatically recovers.

When you add or modify a Port Channel member
port configuration, you must explicitly disable (shut)
and enable (no shut) the Port Channel member ports
at either end.

There is synchronized startup of all ports in a channel
across peer switches.

Port initialization is not synchronized.

Consistently detect misconfigurations using a Port
Channel protocol.

All misconfigurations are not detected as no protocol
is exchanged.

Transitions misconfigured ports to the isolated state
to correct the misconfiguration. Once you correct the
misconfiguration, the protocol ensures automatic
recovery.

Transitions misconfigured ports to the suspended
state. You must explicitly disable (shut) and enable
(no shut) the member ports at either end.

Port Channel Deletion

When you delete the Port Channel, the corresponding channel membership is also deleted. All interfaces in
the deleted Port Channel convert to individual physical links. After the Port Channel is removed, regardless
of the mode used (ACTIVE and ON), the ports at either end are gracefully brought down, indicating that no
frames are lost when the interface is going down.

If you delete the Port Channel for one port, then the individual ports within the deleted Port Channel retain
the compatibility parameter settings (speed, mode, port VSAN, allowed VSAN, and port security). You can
explicitly change those settings as required.

• If you use the default ON mode to avoid inconsistent states across switches and to maintain consistency
across switches, then the ports shut down. You must explicitly enable those ports again.

• If you use the ACTIVE mode, then the Port Channel ports automatically recover from the deletion.

Interfaces in a Port Channel

You can add or remove a physical interface (or a range of interfaces) to an existing Port Channel. The
compatible parameters on the configuration are mapped to the Port Channel. Adding an interface to a Port
Channel increases the channel size and bandwidth of the Port Channel. Removing an interface from a Port
Channel decreases the channel size and bandwidth of the Port Channel.

This section describes interface configuration for a Port Channel and includes the following topics:

Interface Addition to a Port Channel

You can add a physical interface (or a range of interfaces) to an existing Port Channel. The compatible
parameters on the configuration are mapped to the Port Channel. Adding an interface to a Port Channel
increases the channel size and bandwidth of the Port Channel.

A port can be configured as a member of a static Port Channel only if the following configurations are the
same in the port and the Port Channel:

• Speed
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• Mode

• Rate mode

• Port VSAN

• Trunking mode

• Allowed VSAN list or VF-ID list

After the members are added, regardless of the mode (ACTIVE and ON) used, the ports at either end are
gracefully brought down, indicating that no frames are lost when the interface is going down (see the
“Generation 1 Port Channel Limitations” section on page -12).

Compatibility Check

A compatibility check ensures that the same parameter settings are used in all physical ports in the channel.
Otherwise, they cannot become part of a Port Channel. The compatibility check is performed before a port is
added to the Port Channel.

The check ensures that the following parameters and settings match at both ends of a Port Channel:

• Capability parameters (type of interface, Gigabit Ethernet at both ends, or Fibre Channel at both ends).

• Administrative compatibility parameters (speed, mode, rate mode, port VSAN, allowed VSAN list, and
port security).

Ports in shared rate mode cannot form a Port Channel or a trunking Port Channel.Note

• Operational parameters (remote switch WWN and trunking mode).

A port addition procedure fails if the capability and administrative parameters in the remote switch are
incompatible with the capability and administrative parameters in the local switch. If the compatibility check
is successful, the interfaces are operational and the corresponding compatibility parameter settings apply to
these interfaces.

Suspended and Isolated States

If the operational parameters are incompatible, the compatibility check fails and the interface is placed in a
suspended or isolated state based on the configured mode:

• An interface enters the suspended state if the interface is configured in the ON mode.

• An interface enters the isolated state if the interface is configured in the ACTIVE mode.

Forcing an Interface Addition

You can force the port configuration to be overwritten by the Port Channel. In this case, the interface is added
to a Port Channel.

• If you use the default ON mode to avoid inconsistent states across switches and to maintain consistency
across switches, then the ports shut down. You have to explicitly enable those ports again.

• If you use the ACTIVE mode, then the Port Channel ports automatically recover from the addition.
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When Port Channels are created from within an interface, the force option cannot be used.Note

After the members are forcefully added, regardless of the mode (ACTIVE and ON) used, the ports at either
end are gracefully brought down, indicating that no frames are lost when the interface is going down.

Interface Deletion from a Port Channel

When a physical interface is deleted from the Port Channel, the channel membership is automatically updated.
If the deleted interface is the last operational interface, then the Port Channel status is changed to a down
state. Deleting an interface from a Port Channel decreases the channel size and bandwidth of the Port Channel.

• If you use the default ON mode to avoid inconsistent states across switches and to maintain consistency
across switches, then the ports shut down. You must explicitly enable those ports again.

• If you use the ACTIVE mode, then the Port Channel ports automatically recover from the deletion.

After the members are deleted, regardless of the mode (ACTIVE and ON) used, the ports at either end are
gracefully brought down, indicating that no frames are lost when the interface is going down.

Port Channel Protocols

In earlier Cisco SAN-OS releases, Port Channels required additional administrative tasks to support
synchronization. The Cisco NX-OS software provides robust error detection and synchronization capabilities.
You can manually configure channel groups or they can be automatically created. In both cases, the channel
groups have the same capability and configurable parameters. Any change in configuration that is applied to
the associated Port Channel interface is propagated to all members of the channel group.

A protocol to exchange Port Channel configurations is available in all Cisco MDS switches. This addition
simplifies Port Channel management with incompatible ISLs. An additional autocreation mode enables ISLs
with compatible parameters to automatically form channel groups without manual intervention.

The Port Channel protocol is enabled by default.

The Port Channel protocol expands the Port Channel functional model in Cisco MDS switches. It uses the
exchange peer parameters (EPP) services to communicate across peer ports in an ISL. Each switch uses the
information that is received from the peer ports along with its local configuration and operational values to
decide if it should be part of a Port Channel. The protocol ensures that a set of ports is eligible to be part of
the same Port Channel. They are only eligible to be part of the same Port Channel if all the ports have a
compatible partner.

The Port Channel protocol uses two subprotocols:

• Bringup protocol—Automatically detects misconfigurations so you can correct them. This protocol
synchronizes the Port Channel at both ends so that all frames for a given flow (as identified by the source
FC ID, destination FC ID and OX_ID) are carried over the same physical link in both directions. This
helps make applications such as write acceleration, work for Port Channels over FCIP links.

• Autocreation protocol—Automatically aggregates compatible ports into a Port Channel.

This section describes how to configure the Port Channel protocol and includes the following sections:
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Channel Group Creation

Channel groups are not supported on internal ports in the Cisco Fabric Switch for HP c-Class BladeSystem
and the Cisco Fabric Switch for IBM BladeSystem.

Note

Assuming link A1-B1 comes up first (see Figure 1-9), that link is operational as an individual link. When the
next link comes up, for example, A2-B2, the Port Channel protocol identifies if this link is compatible with
link A1-B1 and automatically creates channel groups 10 and 20 in the respective switches. If link A3-B3 can
join the channel groups (the Port Channels), the respective ports have compatible configurations. If link A4-B4
operates as an individual link, it is because of the incompatible configuration of the two end ports with the
other member ports in this channel group.

The channel group numbers are selected dynamically, and as such, the administrative configuration of the
ports forming the channel group at either end are applicable to the newly created channel group. The channel
group number being chosen dynamically may be different across reboots for the same set of Port Channels
based on the order of ports that are initialized in the switch.

The following table describes the differences between user-configured and auto-configured channel groups.

Autocreated Channel GroupUser-Configured Channel Group

Created automatically when compatible links come up
between two compatible switches, if channel group
autocreation is enabled in all ports at both ends.

Manually configured by the user.

None of these ports are members of a user-configured
channel group.

Member ports cannot participate in autocreation
of channel groups. The autocreation feature
cannot be configured.

All ports included in the channel group participate in the
Port Channel—no member port becomes isolated or
suspended; instead, the member port is removed from the
channel group when the link is found to be incompatible.

You can form the Port Channel with a subset of
the ports in the channel group. Incompatible ports
remain in a suspended or isolated state depending
on the ON or ACTIVE mode configuration.

Any administrative configuration that is made to the Port
Channel is applied to all ports in the channel group, but
the configurations are saved for the member ports; no
configuration is saved for the Port Channel interface. You
can explicitly convert this channel group, if required.

Any administrative configuration that is made to
the Port Channel is applied to all ports in the
channel group, and you can save the
configuration for the Port Channel interface.

You cannot remove a channel group, or add/remove any
of its members. The channel group is removed when no
member ports exist.

You can remove any channel group and add
members to a channel group.

Autocreation

The autocreation protocol has the following functionality:

• A port is not allowed to be configured as part of a Port Channel when the autocreation feature is enabled.
These two configurations are mutually exclusive.

• Autocreation must be enabled in both the local and peer ports to negotiate a Port Channel.

• Aggregation occurs in one of two ways:
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• A port is aggregated into a compatible autocreated Port Channel.

• A port is aggregated with another compatible port to form a new Port Channel.

• Newly created Port Channels are allocated from the maximum Port Channel (128 for Generation 1 or a
combination of Generation 1 and Generation 2 switches, or 256 for Generation 2 switches) in a decreasing
order based on availability. If all 128 (or 256) numbers are used up, aggregation is not allowed.

• You cannot change the membership or delete an autocreated Port Channel.

• When you disable autocreation, all member ports are removed from the autocreated Port Channel.

• Once the last member is removed from an autocreated Port Channel, the channel is automatically deleted
and the number is released for reuse.

• An autocreated Port Channel is not persistent through a reboot. An autocreated Port Channel can be
manually configured to appear the same as a persistent Port Channel. Once the Port Channel is made
persistent, the autocreation feature is disabled in all member ports.

• You can enable or disable the autocreation feature on a per-port basis or for all ports in the switch. When
this configuration is enabled, the channel group mode is assumed to be active. The default for this task
is disabled.

• If autocreation of channel groups is enabled for an interface, you must first disable autocreation before
downgrading to earlier software versions or before configuring the interface in a manually configured
channel group.

When enabling autocreation in any switch in the Cisco MDS 9000 Family, we recommend that you retain at
least one interconnected port between the switches without any autocreation configuration. If all ports between
two switches are configured with the autocreation feature at the same time, you may face a possible traffic
disruption between these two switches as the ports are automatically disabled and reenabled when ports are
added to an autocreated Port Channel.

Note

Manually Configured Channel Groups

A user-configured channel group cannot be converted to an autocreated channel group. However, you can
convert an autocreated channel group to a manual channel group. Once performed, this task is irreversible.
The channel group number does not change, but the member ports operate according to the properties of the
manually configured channel group, and the autocreation of channel group is implicitly disabled for all member
ports.

If you enable persistence, be sure to enable it at both ends of the Port Channel.Tip

Prerequisites for Configuring Port Channels

Before configuring a Port Channel, consider the following guidelines:

• Configure the Port Channel across switching modules to implement redundancy on switching module
reboots or upgrades.

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
97

SAN
Prerequisites for Configuring Port Channels



• Ensure that one Port Channel is not connected to different sets of switches. Port Channels require
point-to-point connections between the same set of switches.

On switches with Generation 1 switching modules, or a combination of Generation 1 and Generation 2
switching modules, you can configure a maximum of 128 Port Channels. On switches with only Generation
2 switching modules, or Generation 2 and Generation 3 switching modules, you can configure a maximum
of 256 Port Channels.

If you misconfigure Port Channels, you may receive a misconfiguration message. If you receive this message,
the Port Channel’s physical links are disabled because an error has been detected.

A Port Channel error is detected if the following requirements are not met:

• Each switch on either side of a Port Channel must be connected to the same number of interfaces.

• Each interface must be connected to a corresponding interface on the other side (see Figure 1-11 for an
example of an invalid configuration).

• Links in a Port Channel cannot be changed after the Port Channel is configured. If you change the links
after the Port Channel is configured, be sure to reconnect the links to interfaces within the Port Channel
and reenable the links.

If all three conditions are not met, the faulty link is disabled.

Enter the show interface command for that interface to verify that the Port Channel is functioning as required.

Guidelines and Limitations for Configuring Port Channels

This section includes the guidelines and limitations for this feature:

General Guidelines for Cisco MDS 9000 Series Switches

Cisco MDS 9000 Family switches support the following number of Port Channels per switch:

• Switches with only Generation 1 switching modules do not support F and TF Port Channels.

• Switches with Generation 1 switching modules, or a combination of Generation 1 and Generation 2
switching modules, support a maximum of 128 Port Channels. Only Generation 2 ports can be included
in the Port Channels.

• Switches with only Generation 2 switching modules or Generation 2 and Generation 3 modules support
a maximum of 256 Port Channels with 16 interfaces per Port Channel.

• A Port Channel number refers to the unique identifier for each channel group. This number ranges from
of 1 to 256.

Generation 1 Port Channel Limitations

This section includes the restrictions on creation and addition of Port Channel members to a Port Channel on
Generation 1 hardware:

• The 32-port 2-Gbps or 1-Gbps switching module.

• The MDS 9140 and 9120 switches.

When configuring the host-optimized ports on Generation 1 hardware, the following Port Channel guidelines
apply:
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• If you execute the write erase command on a 32-port switching module, and then copy a saved
configuration to the switch from a text file that contains the no system default switchport shutdown
command, you have to copy the text file to the switch again for the E ports to come up without manual
configuration.

• Any (or all) full line rate ports in the Cisco MDS 9100 Series can be included in a Port Channel.

• The host-optimized ports in the Cisco MDS 9100 Series are subject to the same Port Channel rules as
32-port switching modules; only the first port of each group of four ports is included in a Port Channel.

• You can configure only the first port in each 4-port group as an E port (for example, the first port
in ports 1–4, the fifth port in ports 5–8, and so on). If the first port in the group is configured as a
Port Channel, the other three ports in each group (ports 2–4, 6–8, and so on) are not usable and
remain in the shutdown state.

• If any of the other three ports are configured in a no shutdown state, you cannot configure the first
port to be a Port Channel. The other three ports continue to remain in a no shutdown state.

F and TF Port Channel Limitations

The following guidelines and restrictions are applicable for F and TF Port Channels:

• The ports must be in F mode.

• Automatic creation is not supported.

• The Port Channel interface must be in ACTIVE mode when multiple FCIP interfaces are grouped with
WA.

• ON mode is not supported. Only ACTIVE-ACTIVE mode is supported. By default, the mode is ACTIVE
on the NPV switches.

• Devices that are logged in through F Port Channel on an MDS switch are not supported in IVR non-NAT
configuration. The devices are supported only in IVR NAT configuration.

• Port security rules are enforced only on physical pWWNs at the single link level.

• FC-SP authenticates only the first physical FLOGI of every Port Channel member.

• Since the FLOGI payload carries only the VF bits to trigger the use of a protocol after the FLOGI
exchange, those bits will be overridden. In the case of the NPV switches, the core has a Cisco WWN
and tries to initiate the PCP protocol.

• The name server registration of the N ports logging in through an F Port Channel uses the fWWN of the
Port Channel interface.

• DPVM configuration is not supported.

• The Port Channel port VSAN cannot be configured using DPVM.

• The Dynamic Port VSAN Management (DPVM) database is queried only for the first physical FLOGI
of each member, so that the port VSAN can be configured automatically.

• DPVM does not bind FC_IDs to VSANs, but pWWNs to VSANs. It is queried only for the physical
FLOGI.
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Valid and Invalid Port Channel Examples

Port Channels are created with default values. You can change the default configuration just like any other
physical interface. The following figure provides examples of valid Port Channel configurations.

Figure 6: Valid Port Channel Configurations

The following figure provides examples of invalid configurations. Assuming that the links are brought up in
the 1, 2, 3, 4 sequence, links 3 and 4 will be operationally down as the fabric is misconfigured.

Figure 7: Misconfigured Configurations
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Default Settings

The following table lists the default settings for Port Channels.

Table 16: Default Port Channel Parameters

DefaultParameters

FSPF is enabled by default.Port Channels

Administratively up.Create Port Channel

ON mode on non-NPV and NPIV core switches.

ACTIVE mode on NPV switches.

Default Port Channel
mode

Disabled.Autocreation

Create Port Channel Wizard
To create a Port Channel using the Create New Port Channel Wizard on the Nexus Dashboard Fabric Controller
Web UI, perform the following steps:

Procedure

Step 1 Navigate to SAN > Links.
Step 2 On the ISLs tab, choose Actions > Create a new Port Channel.

The Create new port channel wizard opens.

Step 3 In the Select Switch Pair screen, perform the following steps:
a) Select the appropriate fabric from the Fabric list.

The list contains switch pairs in the fabric that have an ISL between them, that is not already in a port
channel.

b) Select a switch pair to be linked by an FC Port Channel.

If there are NPV links between NPIV-core and NPV switches, you must enable F Port Trunking and
Channeling Protocol using the feature fport-channel-trunk command on the NPIV switch in order to
see the switch-pair and the number of NPV links.

c) Click Next.

Step 4 In the Select ISLs screen, select one or more ISLs or links to create a new channel between the switch pair.
a) From the list of ISLs in the Available area, select and click right arrow to move the ISL to the Selected

area.
b) Click Next.

Step 5 In the Configure Channel screen, define, or edit the channel attributes.
a) Channel ID field is populated with the next unused channel ID. Change the channel ID or description for

each switch, if necessary.

The range of the channel ID is from 1 to 256.
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b) FICON Port Address is only enabled if the switches are FICON enabled. From the list, select the appropriate
FICON port address on the switch. Select the port address that you want to assign to the Port Channel
port.

To configure FICON port numbers for the Port Channel, ensure that the active equals saved command
is enabled on at least one of the FICON-enabled VSANs in the fabric. active equals saved command is
enabled by default. If not, you can still configure the port channel. However, you must manually add the
FICON specific configuration details later.

c) In the Channel Attributes area, to configure the speed, click the appropriate radio button.
d) Select the appropriate Trunk Mode radio button to enable trunking on the links in the Port Channel.

• Select Trunk if your link is between TE ports.

• Select Non Trunk if your link is between E ports.

• Select Auto if you are not sure.

e) In the Port VSAN field, enter the interface ID for port VSAN which must be used when trunking is not
enabled.

Every interface must have a port VSAN even if trunking is enabled. If trunking is enabled, this port VSAN
is not used. However, the switch must configure the port, so that the network knows what VSAN to use
by default, if trunking is disabled.

f) The VSAN list field provides a list of VSANs you want to allow the port channel to use for trunking.

This field is disabled if the Trunk Mode is set to Non Trunk or Auto.

g) In the Core Switch Bandwidth field, select Dedicated or Shared radio button to allocate the switch
bandwidth.

This bandwidth is applicable only for port channels between an NPIV and NPV switch.

h) Check the Force Admin, Trunk, Speed, and VSAN attributes to be identical check box to ensure that
the same parameter settings are used in all physical ports in the channel. If these settings are not identical,
the ports cannot become part of the Port Channel.

Step 6 Click Previous to return to the previous screen and edit the settings. Click Create new port channel to
configure the Port Channel.

A success message appears.

Edit Existing Port Channel
To edit a Port Channel using the Edit Port Channel Wizard on the Nexus Dashboard Fabric Controller Web
UI, follow these steps:

Procedure

Step 1 Choose Edit Port Channel from the Actions drop-down list.

Click Edit Port Channel to launch the Create Port Channel Wizard.
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Step 2 In the Select Switch Pair screen, do the following:
a) Select the appropriate fabric from the Fabric drop-down list.

The switch pairs that have port channels between them are listed in the area below.

b) Select a switch pair to edit the port channel.
c) Click Next.

Step 3 In the Select Port Channel screen, choose a Port Channel to edit.

Click Next.

Step 4 In the Edit Port Channel screen, select the desired ISL.
a) Click the right and left arrow to select the available ISLs.

Note
The selected ISLs are contained in the Port Channel after you save the changes. If the Selected ISLs list
is empty, the Delete Port Channel is Empty check box is enabled.

b) If you do not choose any ISL, check the Delete Port Channel if Empty check box to delete the port
channel.

c) Check the Force admin, trunk, speed, VSAN attributes to be identical check box to choose identical
values for admin, trunk, speed and VSAN attributes.

d) Click Next.

Step 5 Click Save port channel to apply the changes.

NPV Links
The NPV Links window is displayed. The table shows the performance of NPV links on SAN Fabrics. You
can use the drop-down to filter the view by 24 hours, Week, Month, and Year.

You can use the drop-down to filter the view by 24 hours, Week, Month, and Year.

Click the chart icon in the Name column to see a list of the traffic for the past 24 hours.

There are variations to this procedure. In addition to these basic steps, you can also perform the following
steps to view detailed information for NPV links:

• You can change the time range for this information by selecting from the drop-down list in the upper-right
corner.

• To view the detailed information for a specific period, drag the slider control to choose the time interval
for which you need the information.

• Use the chart icons to view the traffic chart in varied views. You can also use the icons to Append,
Predict, and Interpolate Data.

• To export the data into a spreadsheet, click the Export icon in the upper-right corner and click Save.

• To view real-time information, choose Real Time from the drop-down list in the Chart menu.
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C H A P T E R 8
Interfaces

• Interfaces, on page 105

Interfaces
This section provides information about SAN interfaces, such as, FC ports, Ethernet ports, port groups, and
so on.

FC Ports
Choose SAN > Interfaces > FC Ports to view information about FC ports.

Viewing Inventory Information for FC Ports
Choose SAN > Interfaces > FC Ports > Inventory tab to display the list of Fibre Chanel interfaces.

The following table describes the fields that appear on SAN > Interfaces > FC Ports > Inventory.

DescriptionField

Specifies the status of the interface.Status

Specifies the fabric name. Click the fabric name to display the
fabric status on the right-side of the page. Click the Launch
icon on the top-right side of the pane to see Fabric Overview.
For information on Fabric Overview, see Fabric Overview, on
page 45.

Fabric

Specifies the enclosure.Enclosure

Specifies the device name.Device Name

Specifies the VSAN to which the interface belongs to.VSAN

Specified the interface name.Switch interface

Specifies the interface type.Type

Specifies the port world wide name (pWWN).Port WWN
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DescriptionField

Specifies the interface speed.Speed

Specifies the interface FCID.FCID

Viewing Performance Information for FC Ports
Choose SAN > Interfaces > FC Ports > Performance tab to view the performance of Fibre Chanel interfaces.

The following table describes the fields that appear on SAN > Interfaces > FC Ports > Performance. You
can filter the data using the Day, Week, Month, and Year options from the Show last day drop-down list.
You can also filter for Host Ports and Storage Ports using Show Host Ports drop-down list.

To enable Performance, navigate to the Fabric window, choose the required fabric, and choose Actions >
Configure Performance.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the interface name. Click the chart icon in
the Name column to view a graph of the traffic on
that device according to the selected timeline. You
can filter the data using the Day, Week, Month, and
Year options.

Name

Specifies the VSAN to which the interface belongs
to.

VSAN

Specified the interface name.Switch interface

Specifies the interface speed.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the average percentage of receiving or
transmitting speed.

Avg %

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the peak utilization percentage of the
receiving or transmitting speed.

Peak %

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards
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DescriptionField

Specified the average of incoming errors or discards.In Avg

Specified the average of outgoing errors or discards.Out Avg

Specified the peak of incoming errors or discards.In Peak

Specified the peak of outgoing errors or discards.Out Peak

Viewing Transceiver Information for FC Ports
Choose SAN > Interfaces > FC Ports > Transceiver tab to view the transceivers in Fibre Chanel interfaces.

The following table describes the fields that appear on SAN > Interfaces > FC Ports > Transceiver.

DescriptionField

Specifies the enclosure name.Enclosure

Displays the alias retrieved from the switch.

A device aliases is a user-friendly name for a port
WWN. Device alias name can be specified when
configuring features.

Device Alias

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the port world wide name (pWWN).Port WWN

Specifies the associated interface FCID.Fcid

Specified the interface name.Switch interface

Displays the operational status of the link.Link Status

Specifies the name of the vendor.Vendor

Specifies the serial number of the enclosure.Serial Number

Specifies the name of the model.Model

The version of the firmware that is executed by this
HBA.

Firmware

The version of the driver that is executed by this HBA.Driver

The information list corresponding to this HBA.Additional Info
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Viewing FC FICON Ports
Choose SAN > Interfaces > FC Ports > FICON to display the list of Fiber Channel FICON interfaces.

The following table describes the fields that appear on the FICON page. Use the Show last day drop-down
list to filter the view by Day, Week, Month, and Year.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the switch interface.Switch interface

Specifies the interface description.Description

Specifies the associated interface FCID.FCID

Specifies the interface mode.Mode

Specifies the FICON ID.FICON ID

Specifies where the interface is connected to.Connected To

Specifies the VSAN to which the interface belongs
to.

VSAN

Specifies the interface speed.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the average percentage of receiving or
transmitting speed.

Avg %

Specifies the maximum utilization of the receiving or
transmitting speed.

Peak

Specifies the maximum utilization in percentage of
the receiving or transmitting speed.

Peak %

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards

Specifies the average of incoming errors or discards.In Avg

Specifies the average of outgoing errors or discards.Out Avg

Specifies the maximum number of incoming errors
or discards.

In Peak
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DescriptionField

Specifies the maximum number of outgoing errors or
discards.

Out Peak

Viewing Performance Information for Ethernet Ports
Choose SAN > Interfaces > Ethernet tab to display the list of Ethernet interfaces.

The following table describes the fields that appear on SAN > Interfaces > Ethernet. Use the Show last day
menu drop-down list to filter the view by Day, Week, Month, and Year.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the interface name. Click the chart icon in
the Name column to view a graph of the traffic on
that device according to the selected timeline. You
can filter the data using the Day, Week, Month, and
Year options.

Name

Specifies the interface description.Description

Specifies the interface speed.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the average percentage of receiving or
transmitting speed.

Avg %

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the peak utilization percentage of the
receiving or transmitting speed.

Peak %

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards

Specified the average of incoming errors or discards.In Avg

Specified the average of outgoing errors or discards.Out Avg

Specified the peak of incoming errors or discards.In Peak

Specified the peak of outgoing errors or discards.Out Peak
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Viewing Performance Information for Port Groups
Choose SAN > Interfaces > Port Groups tab to display the list of port groups.

The following table describes the fields that appear on SAN > Interfaces > Port Groups. Use the Show last
24 hours menu drop-down list to filter the view by 24 Hours, Week, Month, and Year.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the port group name. Click the name to
display the port group members.

Port Group Name

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards

Specified the average of incoming errors or discards.In Avg

Specified the peak of incoming errors or discards.In Peak

Specifies when the information was last updated.Last Updated

Port Group Member
Choose SAN > Interfaces > Port Groups and click a port group name to view the port group members.

The following table describes the fields that appear on Port Group Member.

DescriptionField

Specifies the port group member. Click the chart icon
to view a graph of the traffic for the port group
member according to the selected timeline. You can
filter the data using the Day, Week, Month, and Year
options.

Port Group Member

Specifies the speed for the port group member.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg
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DescriptionField

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards

Specified the average of incoming errors or discards.In Avg

Specified the peak of incoming errors or discards.In Peak

Specifies when the information was last updated.Last Updated

Viewing Performance Information for Optics
Choose SAN > Interfaces > Optics tab to display the list of optics.

The following table describes the fields that appear on SAN > Interfaces > Optics.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the switch name.Switch

Specifies the interface name. Click the chart icon in
the Interface column to view a graph of the optics
parameters on that device according to the selected
timeline. You can filter the data using the Day, Week,
Month, and Year options.

Interface

Specifies the average, minimum, and maximum
temperature.

Temperature (C)

Specifies the average, minimum, and maximum
current.

Current (mA)

Specifies the average, minimum, and maximum optic
Rx power.

OpRxPower (dBm)

Specifies the average, minimum, and maximum optic
Tx power.

OpTxPower (dBm)

Specifies the average, minimum, and maximum
voltage.

Voltage (V)

To view the optic metric information of devices that are connected to all the FC ports from the Cisco Nexus
Dashboard Fabric Controller Web UI, perform the following steps:
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1. Choose SAN > Interfaces > Optics.

The Optics window is displayed.

2. You can sort the table using Filter by attributes field to enable filtering by Fabric, Switch, Interface,
Temperature, Current, Power, and Voltage.

3. You can use Show last day drop-down to filter the view by Day, Week, Month, and Year.

4. Click a fabric name to display the fabric health status on the right-side of the page.

5. Click the Launch icon on fabric window to navigate to the fabric overview page.

Custom Port Groups
Choose SAN > Interfaces > Custom Port Groups tab to view and create custom port groups.

The following table describes the fields that appear on SAN > Interfaces > Custom Port Groups.

DescriptionField

Specifies the port group name. Click the name to view
the performance and configure the port group. For
more information, see Viewing Performance of
Custom Port Groups , on page 112 and Configuring
Custom Port Groups, on page 113.

Group Name

Specifies the number of devices.Devices

Specifies the number of interfaces.Interfaces

The following table describes the action items, in the Actions menu drop-down list, that appear on SAN >
Interfaces > Custom Port Groups.

DescriptionAction Item

Select a port group from the table, choose Create
Port Group, provide a port group name, and click
Save & Exit to create a custom port group.

Create Port Group

Select a port group from the table and choose Edit
port group to edit port group.

Edit port group

Select a port group from the table and choose Delete
to delete the port group.

Delete

Viewing Performance of Custom Port Groups
Choose SAN > Interfaces > Custom Port Groups and click a port group name to view the performance of
the port group.

The following table describes the fields that appear on the Performance tab of Custom Port Groups.
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DescriptionField

Specifies the device name.Device

Specifies where the interface is connected to.Connected To

Specifies the interface speed.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the sum of Rx and Tx speeds.Rx + Tx

Errors/Discards

Specified the average of incoming errors or discards.Avg

Specified the peak of incoming errors or discards.Peak

Specifies when the information was last updated.Last Updated

Use the Show last day menu drop-down list to filter the view by Day, Week, Month, and Year.

Configuring Custom Port Groups
Choose SAN > Interfaces > Custom Port Groups, click a port group name, and click the Configuration
tab to configure the custom port group.

The following table describes the fields that appear on the Configuration tab of Custom Port Groups.

DescriptionField

Specifies the device name. Click the device name to
display the device status on the right-side of the page.

Device

Specifies where the interface is connected to.Connected To

Specifies the interface description.Description

The following table describes the action items, in the Actions menu drop-down list, that appear on the
Configuration tab.

DescriptionAction Item

Choose Add Interfaces to add interfaces to the port
group. In the Add Interfaces window, select a device
and click Next Step - Add Interfaces. Select the
interfaces that you want to add to the port group and
click Save & Exit.

Add Interfaces
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DescriptionAction Item

Select a port group from the table and choose Delete
to delete the port group.

Delete
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C H A P T E R 9
End Devices

• Devices, on page 115
• Enclosures, on page 116

Devices
Choose SAN > End Devices > Devices tab to display the list of host and storage devices.

The following table describes the fields that appear on SAN > End Devices > Devices.

Use the Show last day menu drop-down list to filter the view by Day, Week, Month, and Year.

Use the Show Host Ports menu drop-down list to filter the view by Host Ports and Storage Ports.

DescriptionField

Specifies the fabric name. Click the fabric name to
display the fabric status on the right-side of the page.
Click the Launch icon on the top-right side of the
pane to see Fabric Overview. For information on
Fabric Overview, see Fabric Overview, on page 45.

Fabric

Specifies the enclosure name.Enclosure Name

Specifies the device alias. Click the chart icon in the
Device Alias column to view a graph of the traffic on
that device according to the selected timeline. You
can filter the data using the Day, Week, Month, and
Year options.

Device Alias

Specifies the associated FCID.FCID

Specifies the switch interface.Switch interface

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the average percentage of receiving or
transmitting speed.

Avg %
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DescriptionField

Specifies the peak utilization of the receiving or
transmitting speed.

Peak

Specifies the peak utilization percentage of the
receiving or transmitting speed.

Peak %

Errors/Discards

Specified the average of incoming errors or discards.In Avg

Specified the average of outgoing errors or discards.Out Avg

Specified the peak of incoming errors or discards.In Peak

Specified the peak of outgoing errors or discards.Out Peak

Enclosures
Choose SAN > End Devices > Enclosures tab to display the host and storage enclosures.

Cisco Nexus Dashboard Fabric Controller extends the fabric visibility up to the server and allows you to
discover and search the end devices, SAN Storage Enclosures, and Storage Systems that are attached to the
network.

Click an enclosure name in the table to view more information about the enclosure.

This section includes the following topics:

Inventory
Choose SAN > End Devices > Enclosures> Inventory > Host Enclosures tab to display the host and storage
inventory enclosures.

This section includes the following topics:

Inventory – Host Enclosures
The following table describes the fields that appear on SAN > End Devices > Enclosures> Inventory > Host
Enclosures.

DescriptionField

Specifies the enclosure name. Click the enclosure
name for more information.

Enclosure

Specifies the OS details.OS

Specifies the IP address of the switch.IP Address

Specifies the number of World Wide Names (WWNs).WWNs
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The following table describes the action items, in the Actions menu drop-down list, that appear on SAN >
End Devices > Enclosures> Inventory > Host Enclosures.

DescriptionAction Item

Select an enclosure from the table and choose Edit
to update the enclosure information.

Edit

Select an enclosure from the table and choose Change
to Storage Enclosure to change the selected enclosure
to storage enclosure.

Change to Storage Enclosure

Importing or Exporting Inventory Enclosures data

From Release 12.1.2e, you can import and export enclosures data to a .txt file. This feature allows you to
edit the exported file, and import the data to NDFC. You can either choose to export All or Only Host
Enclosures or Only Storage Enclosures data. You can also choose one Fabric or All fabrics' data while
exporting.

To export Inventory Enclosures data, perform the following steps:

1. On either Host Enclosures or Storage Enclosures tab, from the Actions drop-down list, select Export.

2. Select the enclosures to export data. You can choose All or Only Host Enclosures or Only Storage
Enclosures.

3. In the Exported File Name field, provide the name of the exported file.

The export file is of .txt format only.Note

4. From Fabric scope drop-down list, choose All Fabrics or specific Fabric from which you must export
enclosures data.

5. Click Export to download the enclosures data.

Save the exported file to a local directory.

To import Inventory Enclosures data, perform the following steps:

1. On either Host Enclosures or Storage Enclosures tab, from the Actions drop-down list, select Import.

2. Upload the data file from your local directory. You can either drag and drop the file, or browse to upload
the data file.

You can import data from .txt file format only.Note

The uploaded file appears in the Import Enclosures area.

3. Click OK to import the enclosures data. Click Cancel the discard.
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Inventory – Storage Enclosures
The following table describes the fields that appear on SAN > End Devices > Enclosures> Inventory >
Storage Enclosures.

DescriptionField

Specifies the enclosure name. Click the enclosure
name for more information.

Enclosure

Specifies the IP address of the switch.IP Address

Specifies the number of World Wide Names (WWNs).WWNs

The following table describes the action items, in the Actions menu drop-down list, that appear on SAN >
End Devices > Enclosures> Inventory > Storage Enclosures.

DescriptionAction Item

Select an enclosure from the table and choose Edit
to update the enclosure information.

Edit

Select an enclosure from the table and choose Change
to Host Enclosure to change the selected enclosure
to host enclosure.

Change to Host Enclosure

Importing or Exporting Inventory Enclosures data

From Release 12.1.2e, you can import and export enclosures data to a .txt file. This feature allows you to
edit the exported file, and import the data to NDFC. You can either choose to export All or Only Host
Enclosures or Only Storage Enclosures data. You can also choose one Fabric or All fabrics' data while
exporting.

To export Inventory Enclosures data, perform the following steps:

1. On either Host Enclosures or Storage Enclosures tab, from the Actions drop-down list, select Export.

2. Select the enclosures to export data. You can choose All or Only Host Enclosures or Only Storage
Enclosures.

3. In the Exported File Name field, provide the name of the exported file.

The export file is of .txt format only.Note

4. From Fabric scope drop-down list, choose All Fabrics or specific Fabric from which you must export
enclosures data.

5. Click Export to download the enclosures data.

Save the exported file to a local directory.

To import Inventory Enclosures data, perform the following steps:
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1. On either Host Enclosures or Storage Enclosures tab, from the Actions drop-down list, select Import.

2. Upload the data file from your local directory. You can either drag and drop the file, or browse to upload
the data file.

You can import data from .txt file format only.Note

The uploaded file appears in the Import Enclosures area.

3. Click OK to import the enclosures data. Click Cancel the discard.

Performance
Choose SAN > End Devices > Enclosures> Performance > Host Enclosures tab to display the host and
storage performance enclosures.

This section includes the following topics:

Performance – Host Enclosures
The following table describes the fields that appear on SAN > End Devices > Enclosures > Performance >
Host Enclosures. Use the Show last day menu drop-down list to filter the view by Day, Week, Month, and
Year.

DescriptionField

Specifies the enclosure name. Click the enclosure
name to view more information. Click the chart icon
to view a graph of the traffic on that device according
to the selected timeline. You can filter the data using
the Day, Week, Month, and Year options.

Enclosure Name

Rx/Tx/Errors/Discards

Specifies the average receiving, transmitting, errors,
or discards speed.

Avg

Specifies the peak utilization of the receiving,
transmitting, errors, or discards speed.

Peak

Specifies the sum of receiving and transmitting speeds.Rx + Tx

Specifies the last updated time.Last Updated

Performance – Storage Enclosures
The following table describes the fields that appear on SAN > End Devices > Enclosures> Inventory >
Storage Enclosures.
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DescriptionField

Specifies the enclosure name.Enclosure Name

Rx/Tx/Errors/Discards

Specifies the average receiving, transmitting, errors,
or discards speed.

Avg

Specifies the peak utilization of the receiving,
transmitting, errors, or discards speed.

Peak

Specifies the last updated time.Last Updated

Use the Show last day menu drop-down list to filter the view by Day, Week, Month, and Year.

Enclosure Members
The following table describes the fields that appear on SAN > End Devices > Enclosures > Performance.
Enclosure members can be viewed for Host and Storage performance enclosures. Use the Show last day
menu drop-down list to filter the view by Day, Week, Month, and Year.

DescriptionField

Specifies the fabric name. Click the name to view
information about fabric health on the right-side of
the page.

Fabric

Specifies the device name.Device

Specifies the device speed.Speed

Rx/Tx

Specifies the average receiving or transmitting speed.Avg

Specifies the average percentage of receiving or
transmitting speed.

Avg %

Specifies the peak utilization of the receiving, or
transmitting speed.

Peak

Specifies the peak utilization percentage of the
receiving or transmitting speed.

Peak %

Errors/Discards

Specifies the average errors or discards speed.Avg

Specifies the peak utilization of the errors or discards
speed.

Peak

Specifies the last updated time.Last Updated
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C H A P T E R 10
Host Path Redundancy

• Host Path Redundancy, on page 121

Host Path Redundancy
The SAN Host Path Redundancy check enables you to view the non-redundant host storage paths. It helps
you identify the host enclosure errors along with the resolution to fix the errors.

All fabrics that are discovered must be licensed or this feature will be disabled in the Cisco Nexus Dashboard
Fabric Controller Web Client. When the feature is disabled, a notification is displayed stating unlicensed
fabrics are discovered.

Host Path Redundancy determines that the ports are part of the same enclosure by using the enclosure name
displayed in NDFC. If the enclosure names are not exactly the same, then they will be viewed as separate
devices. When the names are not exactly the same, the user must manually change the names in the edit
enclosure dialog in NDFC, in order for Host Path Redundancy and other features to consider them the same
device.

Note

Choose SAN > Host Path Redundancy.

This section includes the following topics:

Diagnostic Test

Procedure

Step 1 Choose SAN > Host Path Redundancy > Diagnostic Test.
Step 2 Under the Diagnostic Test tab, use the check boxes to select the host redundancy optional checks.
Step 3 Check the Automatically run tests every 24 hours check box to enable periodic running of the checker. The

checker will run every 24 hours starting 10 minutes after the server starts.
Step 4 Check Limit by VSANs check box, and select inclusion or exclusion. Enter VSAN or VSAN range in the

text field to include or skip the host enclosures that belong to VSANs from the redundancy check.
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Step 5 Check other optional checks to perform the relevant check.
Step 6 Click Clear Results to clear all the errors displayed.
Step 7 Click Run Tests Now to run the check at anytime.
Step 8 The results are displayed in the relevant tabs that are next to the Diagnostic Test tab.

Hostpath Errors
Choose SAN > Host Path Redundancy > Hostpath Errors tab to display the host path redundancy errors
table. The top of the table displays the colored Good, Errored, and Skipped host enclosure counts.

The following table describes the fields that appear on SAN > Host Path Redundancy > Hostpath Errors.

DescriptionField

Specifies the hosts that contain the errors. These are
counts of each path in the host enclosures seeing an
error.

Host Enclosure

Specifies the connected storage that is encountering
the error.

Storage Enclosure

Specifies the description of the error.Description

Specifies a solution to fix the error. Point to the error
to view a solution to fix the error.

Fix

Specifies when the error was first seen.First Seen

The following table describes the action items, in the Actions menu drop-down list, that appear on SAN >
Host Path Redundancy > Hostpath Errors.

DescriptionAction Item

Select a row from the table and choose Ignore Host
to add the selected rows host enclosure to an exclusion
list. The errors from that host will no longer be
reported and the current errors will be purged from
the database.

Ignore Host

Select a row from the table and choose Ignore
Storage to add the selected rows storage enclosure to
an exclusion list.

Ignore Storage

Select a row from the table and choose Ignore Host
Storage Pair to add the selected rows host-storage
pair enclosure to an exclusion list.

Ignore Host Storage Pair

Select a row from the table and choose Clear Results
to clear the results.

Clear Results
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Ignored Host
Choose SAN > Host Path Redundancy > Ignored Host tab to display the list of host enclosures that have
been skipped or ignored by the redundancy check along with the reason for skipping.

The following table describes the fields that appear on SAN > Host Path Redundancy > Ignored Host.
Select a host enclosure and click Unignore to remove the host from the ignored list and begin receiving errors
about the host you had chosen to ignore.

DescriptionField

Specifies the hosts that contain the errors.Host Enclosure

Specifies the reason for which the host was ignored.

The following reasons may be displayed:

• Skipped: Enclosure has only one HBA.

• Host was ignored by the user.

• Host ports managed by more than one
federated servers. Check can't be run.

• Skipped: No path to storage found.

Ignore Reason

Ignored Storage
Choose SAN > Host Path Redundancy > Ignored Storage tab to display the list of storage enclosures that
have been selected to be ignored during the redundancy check.

The following table describes the fields that appear on SAN > Host Path Redundancy > Ignored Storage.
Select a storage enclosure and click Unignore to remove the storage from the ignored list and begin receiving
errors about the storage you had chosen to ignore.

DescriptionField

Specifies the connected storage that is encountering
the error.

Storage Enclosure

Specifies the reason for which the storage was
ignored.

Ignore Reason

Ignored Host Storage Pair
Choose SAN > Host Path Redundancy > Ignored Host Storage Pair tab to display the list of host-storage
pairs that have been selected to be ignored during the redundancy check.

The following table describes the fields that appear on SAN > Host Path Redundancy > Ignored Host
Storage Pair. Select a row and click Unignore to remove the host-storage pair from the ignored list.

DescriptionField

Specifies the hosts that contain the errors.Host Enclosure
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DescriptionField

Specifies the connected storage that is encountering
the error.

Storage Enclosure

Specifies the reason for which the storage was
ignored.

Ignore Reason
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C H A P T E R 11
Port Monitoring

• Port Monitoring Policy, on page 125
• Configuring SFP Counters, on page 130

Port Monitoring Policy
This feature allows you to save custom Port Monitoring policies in the Cisco SAN Controller database. It
allows you to push the selected custom policy to one or more fabrics or Cisco MDS 9000 Series Switches.
The policy is designated as active Port-Monitor policy in the switch.

This feature is supported only on the Cisco MDS 9000 SAN Switches and therefore the Cisco SAN Controller
user can select the MDS switch to push the policy.

Cisco SAN Controller provides 12 templates to customize the policy. The user-defined policies are saved in
the Cisco SAN Controller database. You can select any template or customized policy to push to the selected
fabric or switch with the desired port type.

From Cisco SAN Controller Release 12.0.1a, a new port monitory policy fabricmon_edge_policy is added.

You can edit only user-defined policies.Note

The following table describes the fields that appear on Cisco Fabric Controller SAN > Port Monitoring.
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DescriptionField

This drop-down list shows the following templates for policies:

• Normal_edgePort

• Normal_allPort

• Normal_corePort

• Aggressive_edgePort

• Aggressive_allPort

• Aggressive_corePort

• Most-Aggressive_edgePort

• Most-Aggressive_allPort

• Most-Aggressive_corePort

• default

• slowdrain

• fabricmon_edge_policy

Selected Port Monitoring
Policy

Specifies the type of port for selected policies. The available port types are:

• Core

• Edge

• All

Logical Type

Allows you to save your changes for the user-defined policies.

Note
You cannot save configuration changes for default templates.

Save

Allows you to save an existing policy as a new policy with a different name.

This creates another item in the templates as Custom Policy. The customized
policy is saved under this category.

If you click Save As while the policy is edited, the customized policy is saved.

To create new policy:

• Choose required port monitoring policy, click Save As.

The New Port Monitoring Policy pop window appears.

• Enter new policy name and select required logical type and click Save.

Save As

Allows you to delete any user-defined policies.Delete
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DescriptionField

Push to switches
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DescriptionField

Allows you to select a fabric or switch and push the selected policies with the
desired port type.

The following policies select the Core policy type:

• Normal_corePort

• Aggressive_corePort

• Most-Aggressive_corePort

The following policies select the edge policy type:

• Normal_edgePort

• Aggressive_edgePort

• Most-Aggressive_edgePort

• fabricmon_edge_policy

• slowdrain

The following policies select all policy types:

• Normal_allPort

• Aggressive_allPort

• Most-Aggressive_allPort

• default

Select the parameters and click Push to push the policies to the switches in
the fabric.

For SAN Controller from Release 12.0.1a, you can change required port type
for selected policy apart from the pre-defined port.

• Choose required policy, click Push to Switches.

The Push to Switches pop up window appears.

• Choose required port type and click Push.

If there is an active policy with the same or common port type, the push
command configures the same policy on the selected devices. This policy
replaces the existing active policy with the same or common port type.

A warning message is displayed for replacing the existing policy. Click
Confirm to rewrite the policy.

A confirmation message is displayed for policy pushed to switches. Click
View logs to view log details on the switch or click OK to return to the home
page.

If you click Push to Switches while the policy is edited, the customized policy
will not be saved.
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DescriptionField

SAN Controller enables Fabric Performance Monitor (FPM) feature when
you push and activate the edge logical-type policy with FPIN or DIRL port
guard.

Note
If you select Cisco MDS 9250i Multiservice Fabric Switch for policy with
FPIN or DIRL feature counter, a warning window appears.

Move the pointer to the "i" icon next to the description to view detailed
information.

Beginning with SAN Controller Release 12.0.1a, the following new counters
are introduced:

• Rx Datarate Burst

• Tx Datarate Burst

• SFP Rx Power Low Warning

• SFP Tx Power Low Warning

• Input Errors

Description

Specifies the upper threshold limit for the counter type.Rising Threshold

Specifies the type of event to be generated when the rising threshold is reached
or crossed.

Rising Event

Specifies the lower threshold limit for the counter type.Falling Threshold

Specifies type of alert for the port. The alerts are syslog, rmon, and oblf.

Alert is applicable for Cisco MDS switches with release 8.5(1) only.

Alerts

Specifies the time interval to poll for the counter value.Poll Interval

Allows you to set an optional threshold value lower than the rising threshold
value and higher than the falling threshold value to generate syslogs.

The range is 0–9223372036854775807.

Warning Threshold

Specifies if the port guard is enabled or disabled. The value can be false, flap,
or errordisable. The default value is "false".

From Cisco SAN Controller Release 12.0.1a, new port guards FPIN, DIRL,
and cong-isolate-recover are added for edge port type only.

Note
DIRL is a preview feature in Cisco SAN Controller 12.0.1a. It is
recommended not to use in production environment.

Port Guard

Indicates the building congestion between ports. This is available only for
TxWait (%) counter only.

Congestion- signal Warning
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DescriptionField

Indicates the critical congestion between ports. This is available only for
Tx-Wait counter.

Congestion- signal Alarm

Indicates the value either true or false.Monitor

Click to edit above details for each row and click tick mark to save
configuration changes.

Note
You can overwrite configuration changes saved using Save and Save As
option when you edit the configuration for each row.

Edit

Configuring SFP Counters
From Cisco MDS NX-OS Release 8.5(1), the SFP counters allow you to configure the low warning thresholds
for Tx Power and Rx Power for SFPs. You will receive syslog when these threshold values drop below the
configured values.

SFPs are monitored once in every 10 minutes. The rising threshold is the count of Rx or Tx Power times. This
power time is less than or equal to the SFPs Rx or Tx Power low warning threshold multiplied by the percentage.
Accordingly, you can increment the rising threshold once every 10 minutes. Configuring a rising threshold
value that is more than the 600 multiple of the poll interval displays an error.

For example, for a polling interval of 1200, the rising threshold will be 2 (1200/600) and must be more than
2. The SFP counters are not included in the default policy and the only alert action that is available is syslog.
You can configure the polling interval using the port monitor counter command.

You can choose one of the following to configure SFP counters, perform the following options:

• Configuring a low warning threshold percentage of 100% allows this counter to trigger when the Rx
Power is less than or equal to the SFP’s Rx Power low warning threshold.

• Configuring a low warning threshold percentage less than 100% allows this counter to trigger when the
Rx Power is above the SFP’s Rx Power low warning threshold.

• Configuring a low warning threshold percentage of greater than 100% allows this counter to trigger when
the Rx Power is less than the SFP’s Rx Power low warning threshold (between low warning and low
alarm).

The following are the SFP counters:

• sfp-rx-power-low-warn

Specifies the number of times a SFP’s port reached a percentage of the SFP’s Rx Power’s low warning
threshold. This threshold varies depending on the type, speed, and manufacturer of the SFP and this is
displayed via show interface transceiver details command. This value is percentage of each individual
SFP's Rx Power low warning threshold and not the perfect value. This percentage can be configured in
the range of 50 to 150% to allow for alerting at values less than the Rx Power low warning threshold or
greater than the Rx Power low warning threshold. This is an perfect value and varies between 50% to
150%. The low warning threshold value is calculated as the actual low warning threshold value of the
SFP times the specified percentage. If the Rx power is lesser than or equal to the low warning threshold
value, then this counter is incremented.
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• sfp-tx-power-low-warn

Specifies the number of times a SFP’s port reached a percentage of the SFP’s Tx Power’s low warning
threshold. This threshold varies depending on the type, speed, and manufacturer of the SFP and this is
displayed via show interface transceiver details command. This value is percentage of each individual
SFP's Tx Power low warning threshold and not the perfect value. This percentage can be configured in
the range of 50 to 150% to allow for alerting at values less than the Tx Power low warning threshold or
greater than the Tx Power low warning threshold. This is an perfect value and varies between 50% to
150%. The low warning threshold value is calculated as the actual low warning threshold value of the
SFP times the specified percentage. If the Tx power is lesser than or equal to the low warning threshold
value, then this counter is incremented.

From Cisco MDS NX-OS Release 8.5(1), the datarate burst counters monitor the number of times the datarate
crosses the configured threshold datarate in one second intervals. If the number crosses the configured number
for rising threshold, the configured alert actions are taken as the condition is met. Datarate burst counters are
polled every second. The datarate burst counters are not included in the default policy. For configuring the
datarate burst counters, see Configuring a Port Monitor Policy section in Cisco MDS 9000 Series Interfaces
Configuration Guide.
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C H A P T E R 12
Active Zones

• Regular Zones, on page 133
• IVR Zones, on page 134

Regular Zones
You can view all the Regular Zones that are configured on SAN Controller. Choose SAN > Active Zones >
Regular Zones tab. The following table describes the fields that appear on this screen.

Table 17:

DescriptionField

Specifies the name of the fabric.Group

Specifies the number of VSANS configured on this
Zone.

VSANS

Specifies the name of zone set to which the zone
belongs.

Zone Sets

Displays the zone under which this member is present.

Note
You cannot save any changes made to topology
layout from this screen.

Zone

Specifies the switch interface or WWN of the switch
that the zone member is attached to.

Switch Interface/WWN

Specifies the associated pWWN to the switch.PWWN

Displays the name of the zone member.Member Name

Displays the type of zoning. You can search by type
of zoning such as WWN, FCID, fcAlias, or iSCSI.

Zoned By

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
133



IVR Zones
You can view all the IVR Zones configured on SAN Controller. Choose SAN > Active Zones > IVR Zones
tab. The following table describes the fields that appear on this screen.

Table 18:

DescriptionField

Specifies the fabric name.Group

Specifies the number of VSANS configured on this
Zone.

VSANS

Specifies the name of Zone set to which the zone
belongs.

Zone Sets

Displays the zone under which this member is present.Zone

Specifies the switch interface or WWN of the switch
that the zone member is attached to.

Switch Interface/WWN

Specifies the associated pWWN to the switch.PWWN

Displays the name of the zone member.Member Name

Displays the type of zoning. You can search by type
of zoning such as WWN, FCID, fcAlias, or iSCSI.

Zoned By
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C H A P T E R 13
Storage

• Storage Arrays, on page 135
• Storage SMI-S Provider, on page 136

Storage Arrays
This tab displays information about storage arrays.

The following table describes the fields that appear on SAN > Storage > Storage Arrays.

DescriptionField

Specifies the storage name.

Click on the storageName to view the Storage Enclosure details.
For more information on the tabs displayed, refer to storageName
Enclosure, on page 135.

storageName

Specifies the world wide name (WWN) of the storage device.

Only storage array PWWN that are discovered via fabric discovery
are displayed. However, storage array may have more ports than
specified here.

WWN

storageName Enclosure
Click on the storageName item to view the detailed information about each storage array.

The details of a Storage Array depends on the type of array discovered, and the provider’s adherence to the
SMI-S standards. Click of the array to load the inventory page, starting with a summary tab, and other context
specific tabs based on the type of array.

The following tabs provide relevant information:

• Summary

This table provides information about the provider. Storage array Serial Number, Storage type and
Number of Physical Disks in the array are also displayed.

• Components

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
135



This tab lists all the components in the Storage.

Click on the component Name to view total storage capacity, usage details, and physical disks details.

• Pools

This tab lists all the pools, their status and Raw capacity. Click on POOL Name to view the pool details.

• LUNs

This tab lists all the LUNs in the storage array. It provides LUN ID, WWN, Status, and Capacity details
for each LUN. Click on LUN Name to view further details about each LUN. You can also view the Host
LUN Access information in the LUN Detail view.

Host Port PWWN, Host Interface, Zoning, and Storage Interface values in Host LUN Access table
is displayed only if the host accessing this LUN is a part of the NDFC discovered fabric.

• Host

This tab lists all the hosts in the selected storage. It provides the Host name, Node WWN, and WWN
details for each host in the Storage array. Click on a Host Name to view details about the host. You can
view the relevant details on the LUNs tab and Ports tab within the Host Detail view.

Host Interface, Zoning, and Storage Interface values in LUNs Tab > Host LUN Access table is
displayed only if the host accessing this LUN is part of the NDFC discovered fabric.

Fabric and Host Interface values in Host Ports table is displayed only if Host Port WWN is part of
the NDFC discovered fabric.

• Processors

This tab lists all the Processors and their Status. It also shows the number of adapters for each processor.
Click on a Processor Name to view the details.

• Ports

This tab lists all the Ports within the Storage array. Click on Port Name to view details about the port.

Host Interface, Zoning, and Storage Interface values in the Host LUN Access table is displayed only
if Host accessing the LUN in LUN ID column is part of the NDFC discovered fabric.

Storage SMI-S Provider
This tab displays the SMI-S provider information.

The following table describes the fields that appear on SAN > Storage > Storage SMIS Provider.
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DescriptionField

Specifies the vendor.

Cisco NDFC supports the following vendors:

• EMC

• NetApp

• IBM

• HDS

• PureStorage

• HP

• Other

Vendor

Specifies SMI-S provider URL.Provider URL

Specifies name space.Name Space

Specifies interop name space.Interop Name Space

Specifies the port.Port

Specifies the status.Status

Specifies if it is a secure connection.Secure

Specifies the discovery status.Discovery Status

Specifies the last updated time.Last Updated Time

The following table describes the action items, in the Actions menu drop-down list, that appear on SAN >
Storage > Storage SMIS Provider.

DescriptionAction Item

Adds an SMI-S provider. For instructions, refer to
Adding SMI-S Provider, on page 138.

Add Provider

Select a provider from the table and choose Edit
Provider to update the provider information.

Edit Provider

Select a provider from the table and choose Delete
Provider to delete the provider.

Delete Provider

Select a provider from the table and choose
Rediscover Provider to scan for any changes. This
triggers the discovery cycle outside its normal periodic
polling.

Rediscover Provider
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DescriptionAction Item

Select a provider from the table and choose Purge
Provider to purge the provider information. This
removes elements no longer present from discovery.

Purge Provider

Adding SMI-S Provider
To add an SMI-S provider from the Cisco Nexus Dashboard Fabric Controller Web UI, perform the following
steps:

Procedure

Step 1 Choose SAN > Storage > Storage SMIS Provider.

The Storage SMIS Provider tab is displayed.

Step 2 Click the Actions menu drop-down list and click Add Provider.

The Add SMI-S window is displayed.

Step 3 Use the drop-down to select a Vendor.

All the supported vendors are available in the drop-down list. More SMI-S storage vendors are discovered
through a ‘best effort’ handler using the Other vendor option in the drop-down.

Note
A minimum of one valid Nexus Dashboard Fabric Controller license must be provisioned before adding the
data sources for SMI-S storage discovery.

Step 4 Specify the SMI-S Server IP, User Name, and Password.
Step 5 Specify the Name Space and Interop Name Space.
Step 6 By default, the Port number is prepopulated.

If you select the Secure checkbox, then the default secure port number is populated.

When using the Secure mode with EMC, the default setting is mutual authentication. For more information,
see the EMC documentation about adding an SSL certificate to their trust store. Also, you can set
SSLClientAuthentication value to None in the Security_Settings.xml configuration file and restart the ECOM
service.

Step 7 Click Add.

The credentials are validated and the storage discovery starts if the credentials is valid. If the credentials check
fails, you will be prompted to enter valid credentials.
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P A R T II
Virtual Management

• Zoning, on page 141
• Virtual Infrastructure Manager, on page 153





C H A P T E R 14
Zoning

• Zoning, on page 141

Zoning
Zoning enables you to set up access control between storage devices or user groups. If you have administrator
privileges in your fabric, you can create zones to increase the network security and to prevent data loss or
corruption. Zoning is enforced by examining the source-destination ID field.

From SAN Controller Release 12.0.1a, Regular zones, and IVR zones are merged into a single zoning page.

When device aliases are used for zoning in Web UI, end devices must be logged into the fabric thus web GUI
can configure zoning using device aliases. If end nodes are not logged in, PWWN can be used for zoning.

Note

The following table describes the fields and icons that appear on SAN Controller Virtual Management >
Zoning tab.

DescriptionField

Choose radio button next to Regular or IVR to select required zoning
type.

Zoning Type

From the Fabric drop-down list, you can choose the fabric for which
you are configuring or viewing the Zoning.

If admin role locks the fabric, you can view lock icon next to the fabric
field.

Fabric

Choose Regular Zoning type to view VSAN field.

From the VSAN drop-down list, you can choose the VSAN for which
you are configuring regular zones.

VSAN

Choose IVR Zoning type to view Region ID field.

From the Region ID drop-down list, you can choose the region name
for which you are configuring IVR zones.

Region ID
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DescriptionField

Click configurations icon next to VSAN text field to view Enhanced
zoning window.

Note
Enhanced Zoning is supported only for Regular zone.

For more details, refer to Enhanced Zoning section.

Enhanced Zoning

Click set-up assistant icon next to the Region ID field to view CFS
window.

Note
CFS is supported only for IVR Zoning.

For more details, refer to CFS section.

Cisco Fabric Services (CFS)

From the Switch drop-down list, select the switch to which you want to
configure.

Switch

On Zoning field, click Actions to view the following items:

• Changes

• Database

• Clear Server Cache

• Discovery Sync

Action

On Zoning field, click Actions > Changes.

• Enable smart zoning - Enables smart zoning configuration for all
the switches.

• Commit Changes - Commits the Zoning configuration changes to
all the switches. This field is only applicable when a zone is in the
enhanced or smart mode.

• Discard Pending - Discards the changes in progress.

Changes

On Zoning field, click Actions > Database.

• Backup database – Choose Backup Database, the Backup Database
window is displayed. Enter a name and click Backup.

• Restore database – Choose Restore Database, the Restore Database
window is displayed. Upload appropriate file and click Restore.

Database

On Zoning area, choose Actions > Clear Server Cache.

Clears the cache on the server.

Clear Server Cache

On Zoning area, choose Actions > Discovery Sync.

To synchronize zoning modules with discovery.

Discovery Sync
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This chapter contains the following sections:

Enhanced Zoning
From SAN Controller Release 12.0.1a, Enhanced Zoning feature is added for Regular Zoning type.

Enhanced zoning performs all configurations within a single configuration session for regular zoning. When
you begin a session, the switch locks the entire fabric to implement the changes.

Choose Regular radio button on Zoning type, Click configurations icon next to VSAN field to view Enhanced
zoning window.

The Enhanced Zoning window has the following fields and their descriptions.

DescriptionField

Specifies IP address of the switch.Switch

Displays mode of the switch, that can be one of the following:

• Basic

• Enhanced

Mode

Displays the activation results, which can be one of the following:

• Success

• Failed

Result

Displays the role name of locked configuration database.Config DB locked by

Displays the action on the switch, that can be one of the following:

• No operation

• Commit changes

• Cleanup

Click edit icon on last column to select required action and click check mark
icon to save.

Action

Displays status of last configuration database.Last Action Results

Displays status as enabled or disabled. Click edit icon on last column to
select required action and click check mark icon to save.

Enabling it ensures that both the active and local zones are merged and are
identical on all switches for a VSAN.

Enforce full DB merge
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DescriptionField

For enhanced zones or IVR CFS enabled zones when a change is made to
zoning DB on a switch, all zone data is pushed into a pending database, until
commit command is issued.

This flag helps user to get data either from pending zone DB (Copy DB) or
regular zone DB (Effective DB).

Click edit icon on last column to select required action and click check mark
icon to save.

Read from

Specifies date of the zoneset activated.Activation Date

To perform various operations on Enhanced Zoning window from SAN Controller Web UI, perform the
following steps:

Procedure

Step 1 Choose Virtual Management > Zoning, choose required Zone Type, Fabric, and VSAN.
Step 2 Click configurations icon adjacent VSAN field

The Enhanced Zoning window is displayed.

Step 3 Click Edit icon next to Read from column, to select required database and click Tick icon to save.
Step 4 To change the mode from basic to enhanced, choose Actions > Set Mode to Enhanced, and click Apply.
Step 5 You can follow the same procedure to set mode from enhanced to basic, choose Actions > Set Mode to Basic,

and click Apply.

CFS
Cisco Fabric Services (CFS) provides a common infrastructure for automatic configuration synchronization
in the fabric for IVR zoning. When a CFS is configured on one switch and same properties can be transmitted
on other switches. You can enable or disable IVR on the switch. Furthermore, you can enable or disable both
CFS and global CFS on the selected switch.

Choose IVR radio button on Zoning type, Click set-up assistant icon next to VSAN field to view CFS
window.

You can view below tabs on CFS window:

• Control

• IVR

• Action

The following table describes the fields that appear on Control tab.

DescriptionFields

Specifies IP address of the switch.Switch
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DescriptionFields

Displays whether IVR is enabled or disabled on the switch.IVR Status

Click Edit icon to enable or disable IVR on the switch and click tick mark to
save changes.

Edit

Click Refresh icon to refresh table.Refresh

Click Apply to save changes for each modification on the switch.Apply

Click Done to save all changes and to exit from CFS window.Done

The following table describes the fields and descriptions that appears on IVR tab.

DescriptionFields

Specifies IP address of the switch.Switch

Specifies whether CFS status is enabled or disabled.CFS Status

Specifies whether this feature is enabled or disabled on the switch.Global CFS

Specifies status:

• Effective DB

• Copy DB

Read from

Specifies switch is locked by admin.Lock Owner

Specifies fabric merge that occurred.Merge Status

Specifies the region id of the switch.Region ID

Click Edit icon to perform changes in Read from and Region ID column
for selected row.

Edit

Click Apply to save changes for each modification on the switchApply

Click Refresh icon to refresh table.Refresh

Click Done to save all changes and to exit from CFS window.Done

To perform various operations on a switch in the IVR tab from SAN Controller Web UI, perform the following
steps:

Procedure

Step 1 Select a switch, choose Actions > Commit and click Apply to enable IVR on a switch.

Note
You can commit changes only CFS is enabled on selected switch.

Step 2 Select a switch, choose Actions > Abort and click Apply to disable IVR on a switch.
Step 3 Select a switch, choose Actions > Clear and click Apply to clear IVR information on a switch.
Step 4 Select a switch, choose Actions > Enable CFS and click Apply to enable CFS on a switch.
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Step 5 Select a switch, choose Actions > Disable Global CFS and click Apply to enable CFS globally on a switch.

The following table describes the fields and descriptions that appears on Action tab.

DescriptionActions

Specifies IP address of the switch.Switch

Specifies switch active status is true or false.Active

Specifies the activation date and time.Activation Time

Specifies IVR status is enabled or disabled.IVR NAT Status

Specifies whether auto discover topology status is true or falseAuto Discover Topology

Click Edit icon to perform changes in IVR NAT Status and Auto
Discover Topology columns for selected row.

Edit

Specifies the region id of the switch.Region ID

Click Edit icon to perform changes in Read from and Region ID
column for selected row.

Edit

Click Apply to save changes for each modification on the switchApply

Click Refresh icon to refresh table.Refresh

Click Done to save all changes and to exit from CFS window.Done

Zonesets
Based on the selected Fabric, VSAN and Switch, the Zoneset area displays the configured zonesets and their
status. You can create, copy, delete, or edit the zonesets. Further, the zonesets can be activated or deactivated.

The following table describes the fields and descriptions that appear on SAN Controller Virtual Management
> Zoning Zonesets table.

DescriptionField

Lists all the names that are configured under the selected Zoneset.

Click on the Zoneset name to view the summary information in
a slide-in pane. Click Edit Zoning to edit and activate zoneset.

Zoneset Name

Displays if the zoneset is modified or not.Modified

Lists all the Zones that are configured under the selected Zoneset.Zones

Lists the members present in the selected Zone.Members

Specifies date of the zoneset activated.Activation Date
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Procedure

Step 1 To create zonesets from SAN Controller Web UI, choose Actions > Create Zoneset.

The Create Zoneset window appears.

Step 2 Enter a valid name for the zoneset, and click Create zoneset.

A zoneset is created and is listed in the Zoneset area.

Step 3 To Copy/Clone zonesets, choose radio button and choose Actions > Copy / Clone Zoneset or click ellipse
icon in last column on required zone name.

The Clone or Copy Zoneset window shows two options.

Choose the appropriate radio button. You can choose one of the following:

• Copy: Creates a new zoneset that consists copies of the zones in the initial zoneset.

• You can prepend or append a string to identify the copied zoneset. Enter a valid string in the Tag
field, and choose the Prepend names or Append names radio button.

• Clone: To create a new zoneset with a new name consisting of the same zones as the source zoneset.

In the Name field, enter a valid name for the new zoneset.

• Click Copy zoneset to clone or copy the zoneset.

The cloned or the copied zoneset appears in the Zoneset area.

Step 4 To delete the zoneset, choose the zoneset radio button next to Zoneset Name column and choose Actions >
Delete Zoneset.

A confirmation window appears. Click Yes to delete the zoneset.

Step 5 To edit the zone name, choose the zone radio button next to the Zoneset Name column and choose Actions>
> Edit zones & members or click ellipse icon in last column on required zone name.

The Zoneset page for the selected fabric is displayed.

Choose check box next to Zone Name column, choose Actions > Rename zone.

Enter the new name for the zoneset. Click Rename.

Step 6 To deactivate a zoneset, choose the zoneset radio button next to the Zoneset Name column and click Actions >
Deactivate.

A confirmation window appears. Click Yes to deactivate the zoneset.

Step 7 To activate a zoneset, choose radio button next to the Zoneset Name column and click Activate.

The Zoneset Differences window shows the changes made to the zoneset since it was activated previously.
Click Activate.
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Zones
UI Path: Virtual Management > Zoning. Select a zone member, a slide-in panel appears. Click on Launch
icon to view Zones window.

Based on the Zoneset that is selected, the zones that are configured under that zoneset are displayed in the
Zones area. To view Zones tab, click on a radio button for a zoneset, choose Actions > Edit zones & members.
A Zoneset window is displayed. It also displays true or false only when the VSAN has smart zone that is
enabled.

You can create, copy, delete, or clone, and rename the zones. It also displays true or false only when the
VSAN has smart zone that is enabled. Furthermore, the zones can be added to or removed from the selected
Zoneset. You can also enable or disable the smart zone on the zone table.

The Zones area has the following fields and their descriptions.

DescriptionField

You can search by specifying the required zone name or zoneset
and members.

Filter by Attribute

You can select zone name and click Add to zoneset.Add to zoneset

Click Refresh icon to refresh table.Refresh

Displays the name of the zone. You can search by specifying the
zone name.

Note
You cannot save any changes made to topology layout from this
screen.

Select the zone name to view the members of the zoneset.

Zone Name

Specifies whether a zone is part of a zoneset.

Displays true if the zone is part of a zoneset. Otherwise, displays
false.

You can search by choosing true or false from the In Zoneset
drop-down list.

In Zoneset

Specifies the zone members of the zone.

You can search by specifying the member.

Members

Procedure

Step 1 To create zones, choose Virtual Management > Zoning.
Step 2 In the Zonesets area, choose required Zoneset Name.

A slide-in panel is displayed.

a) Click Edit Zoning or launch icon to view Zoneset window.

By default, Zones tab is displayed.
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Step 3 To create a zone, choose Actions > Create new zone.
a) In the Create new zone, enter a valid name for the Zone, and click Create.
b) Click Create new zone.
c) Choose select box next to Smart Zoning, to enable smart zoning for new zone.

A zone is created and is listed in the Zones area.

Step 4 To enable a smart zone, choose required check box next to Zone Name, choose Actions > Enable smart
zoning.

You can view smart zone column only if smart zoning is enabled for VSAN.

Step 5 To disable a smart zone, choose required check box next to Zone Name, choose Actions > Disable smart
zoning.

Step 6 To Clone Zones, choose Configure > SAN > Zoning > Zones, select the Zone radio button and click Clone
Zone icon.

The Clone Zone window is displayed.

a) In the Name field, enter a valid name for the new zoneset.
b) Click Clone to clone the zone.

The cloned zones appear in the Zones area.

Step 7 To rename a zone from a zoneset, choose required check box next to Zone Name, choose Actions > Rename
zone.

In the Name field, enter the new name for the zone, and click Rename.

Step 8 To remove a zone from a zoneset, choose required check box next to Zone Name, choose Actions > Remove
from zoneset.

The zone is removed from the selected Zoneset. A green tick mark disappears next to the Zone name to indicate
that the zone is removed from the zoneset.

Step 9 To delete a zone from a zoneset, choose required check box next to Zone Name, choose Actions > Delete
zone(s).

You can select single or multiple zones to delete at an instant.

Note
You cannot delete a zone that is a member of the selected zoneset. Remove the zone from the zoneset to delete
it.

FC Aliases
Navigation Path: Virtual Management > > Zoning > Zone Sets > Members

From SAN Controller Release 12.0.1a, FC Aliases feature is supported for regular zones. It is used to associate
with one or more pWWNs to a required name. When you add a zone member, you can add FC Alias or delete
existing FC Alias. FC Aliases tab displays below fields:

• FC Alias – Specifies the name of FC Alias.

• Member – Specifies members associated with FC Alias.
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To do FCAliases operations, perform the following steps:

Procedure

Step 1 Choose Virtual Management > Regular Zones, click required Zoneset Name.

A slide-in panel window appears.

Step 2 Click Edit Zoning or Launch icon to view Zoneset page.

The Zoneset window is displayed.

Step 3 Click FC Aliases tab to view the FC Aliases area.
Step 4 To create a new FC alias, choose Actions > Create new FC Alias.

The Create new FC Alias window is displayed.

a) Enter a valid name in a text field and click Create FC Alias.

An FC alias is created and is listed in the FC Aliases area.

Step 5 To delete a new FC alias, select required check box next to the FC Alias column, choose Actions > Delete
FC Alias.

Members
UI Path: Virtual Management > Zoning > Zone Sets > Members

Based on the selected zoneset and zone, the Members area displays the zone members and their status. Enter
required field name in Filter by attributes text field to view member details.

The Members area has the following fields and their descriptions.

DescriptionField

Displays the name of the zone member.

You can search by specifying the zone name.

Parent

Displays the member name for the zone.Member

Specifies the switch that the zone member is linked.

You can search by specifying the switch.

Switch

Specifies the interface that the zone member is attached to.

You can search by specifying the interface.

Interface

Specifies the status of zone.Status

Displays the type of zoning.

You can search by type of zoning such as WWN, FCID, FC Alias, or iSCSI,
FWWN, Device Alias, IP Subnet and many more.

Zoned By

Cisco NDFC-SAN Controller Configuration Guide, Release 12.1.1e
150

Virtual Management
Members



DescriptionField

Specifies the FCID associated with the zone member.

You can search by specifying the FCID associated with the zone member.

FCID

Specifies the pWWN of the switch.

You can search by specifying the WWN of the switch.

pWWN

You can add or remove members from the zoneset. Furthermore, you can also add existing members and add
existing FC Alias to members.

From SAN Controller Web UI, choose Virtual Management > Zoning > Zoneset > Members to view
Members area on Zoneset window.

Select a zoneset and zones to view the list of zone members.

Procedure

Step 1 To create new member, In Members area, choose Actions > Create new member.

In the Create and Add a new Member window, choose radio button of the appropriate zone.

Enter a valid name in text field and click Create Member.

Based on Zone by radio button section, the new name is only for the selected zone by and not for all the zone.
For example, when you choose WWN zone by, the name in the text field is for WWN zone. Similarly, when
you choose Domain & Port zone by, the Domain ID number and Switch Interface name.

The Create new Member allows you to add a member to a zone that does not exist in the fabric, currently.
This feature can be utilized when the device discovery did not discover all the devices. With the Available to
add feature, you can add a discovered device to the zone.

Step 2 To remove a zone member, choose check box next to Parent column and then click Actions > Remove
Member from zone(s)

You can select multiple zones in an instance to remove.

Step 3 To add existing member, choose Actions > Add existing members.

The Add existing members window is displayed.

This window has the following fields and their descriptions.

DescriptionField

The Zone by feature determines if the device must be added to the zone using the device
WWN or device alias.

If you choose Zone By: End Ports, the devices are added to the zones by WWN.

Similarly, for Device Alias and FC Alias the devices are added to the zones by Device
Alias and FC Alias respectively. Based on the zone by you choose, the devices are
displayed.

Zone By
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DescriptionField

Displays the name of the zone.

You can search by specifying the zone name.

Member Name

Specifies the switch is storage or host.Type

Specifies the switch that the zone member is linked.

You can search by specifying the switch.

Switch

Specifies the interface that the zone member is attached to.

You can search by specifying the interface.

Interface

Specifies the pWWN of the switch.

You can search by specifying the pWWN of the switch.

pWWN

Specifies the VSAN the zone member is in.VSAN

Step 4 Select the appropriate Zone by option and select required Member Name.
Step 5 Click Add members.

Note
You can select more than one zone. A dialog appears that shows a list of all the zones that are currently selected
on the zone table.
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C H A P T E R 15
Virtual Infrastructure Manager

• Virtual Infrastructure Manager, on page 153
• Adding vCenter Visualization, on page 156

Virtual Infrastructure Manager
UI Path: Virtual Management > Virtual Infrastructure Manager

Ensure that you have enabled Network visualization of Virtual Machines feature for Cisco Nexus Dashboard
Fabric Controller.

Note

The following table describes the fields that appear on Virtual Infrastructure Manager window:

DescriptionField

Specifies the Server IP Address.Server

Specifies the status of the cluster either Managed or Unmanaged.Managed

Specifies the status of the added cluster.Status

Specifies the user created the cluster.User

Specifies the last updated time for the cluster.LastUpdated Time

Click Refresh icon to refresh the Virtual Infrastructure Manager table.Note

The following table describes the action items, in the Actions menu drop‐down list, that appear on Virtual
Infrastructure Manager window:
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DescriptionAction Item

From the Actions drop-down list, choose Add Instance. For more
instructions, see Adding an Instance.

Note
Ensure that you have configured same IP address on Routes. Refer
to Configuring Routes IP Address.

Add Instance

Choose an instance to edit. From the Actions drop-down list, choose
Edit Instance. Make the necessary changes and click Save. Click
Cancel to discard the changes.

Edit Instance

Choose one or more required instance to delete. From the Actions
drop-down list, choose Delete Instance(s). Click Confirm to delete
the instance. Click Cancel to discard the delete.

Delete Instance(s)

Choose one or more required instance to rediscover. From the
Actions drop-down list, choose Rediscover Instance(s). A
confirmation message appears.

Rediscover Instance(s)

For more information:

Support for Cisco UCS B-Series Blade Servers
NDFC supports hosts running on UCS type B (chassis UCS) that are behind the Fabric interconnect. You
must enable CDP of the vNIC on Cisco UCSM to use this feature.

By default, CDP is disabled on Cisco UCSM.Note

Let us consider two VMMs, VMM‐A and VMM‐B, for reference. After the discovery of Cisco UCS UCS
B-Series Blade Servers, the Topology displays the blue colored VMM‐A and VMM‐B are fabric interconnect
nodes. A sample topology is as shown in the figure below.

To enable CDP on UCSM, you must create a new Network Control policy using the following steps:

1. On the USCM, choose LAN and expand the policies.

2. Right‐click on the Network Control Policies to create a new policy.

3. In the Name field, enter the policy name as EnableCDP.

4. Choose enabled option for CDP.
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5. Click OK to create the policy.

To apply the new policy to the ESX NICs, perform the following steps:

• If you are using updated vNIC templates, choose each vNIC template for your ESXi vNICs, and apply
the EnableCDP policy from the Network Control Policy drop‐down list.

• If you are not using any vNIC templates, use the updated Service Profile Template. Apply EnableCDP
policy on each of the service profile template.

• If you are using one‐off Service Profiles (i.e., if each server using its own service profile), then you must
go to every Service Profile and enable EnableCDP policy on every vNIC.

For more information about Cisco UCSM, refer to Cisco UCSM Network Management Guide.

Configuring Routes IP Address
Before you add IP address to vCenter, you must configure same IP address on Cisco Nexus Dashboard.

To configure Routes on Cisco Nexus Dashboard, perform the following steps:

Procedure

Step 1 Choose Infrastructure > Cluster Configuration.
Step 2 On General tab, in Routes card, click Edit icon.

The Routes window appears.
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Step 3 To configure IP addresses, click Add Management Network Routes, enter required IP addresses, and click
check icon.

Step 4 Click Save.

The route configuration is governed by following two scenarios:

a. For vCenter, which is an application server is typically reachable over mgmt network.

b. The ESXi servers that are managed by vCenters and the baremetal servers hosting the K8s instances and/or
OpenStack instances would be connected to the fabric network directly. Hence, they will be reachable
over data networks.

Adding vCenter Visualization
You can perform various actions in the Actions menu drop-down list, that appear on Virtual Management
> Virtual Infrastructure Manager.

Procedure

Step 1 Choose Actions > Add Instance.

The Add Instance window appears.

Step 2 Choose vCenter from Select Type drop-down list.

Enter required IP address or Domain name and password in the respective fields.

Step 3 Click Add.

You can view added vCenter cluster in the Virtual Infrastructure Manager window.
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Step 4 To edit an instance, choose required vCenter, choose Actions > Edit Instance and click Save changes.

You can update password for the selected vCenter cluster and change the admin status to Managed or
Unmanaged and vice-versa.

Note
For the vCenter cluster in Unmanaged status, you cannot view the topology and vCenter cluster details on
dashboard.

Step 5 To delete one or more vCenter cluster, choose the required vCenter, choose Actions > Delete Instance(s)
and click Confirm changes.

Note
All the data will be deleted if you delete the Cluster. The Cluster will be removed from the Topology view
also.

Step 6 To rediscover one or more vCenter cluster, choose the required vCenter, choose Actions > Rediscover
Instance(s).

A confirmation message appears.
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C H A P T E R 16
Server Settings

• Server Settings, on page 161

Server Settings
You can set the parameters that are populated as default values.

To set the parameters of the Nexus Dashboard Fabric Controller server from the Cisco Nexus Dashboard
Fabric Controller Web UI, perform the following steps:

1. Choose Settings > Server Settings.

Server settings are classified under different tabs,

2. Modify the settings based on the requirement.

3. Click Save to apply the new modified settings.

Each microservice of enabled features has other tabs and properties other than listed below. Each field has
short description. If there is error during configuring any features, corresponding tab is highlighted in red,
and Save button is disabled till the errors are resolved. Comprehensive checks are performed in NDFC server
by the microservices, if there are any errors is displayed on NDFC UI. Server settings supported for 'all-or-none'
to save properties and it doesn't support partial updates.

You can modify required properties in server settings without support of Cisco TAC.Note

If Nexus Dashboard is rebooted, NDFC services are down for some time.Note
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C H A P T E R 17
Feature Management

• Feature Management, on page 163

Feature Management
In Cisco DCNM Release 11.x, you must choose the install mode while installing the DCNM. From Release
12.0.1a, Cisco Nexus Dashboard Fabric Controller allows you to install the service on the Nexus Dashboard.
After you launch the Nexus Dashboard Fabric Controller UI, you will see three different Install modes on the
Feature Management page.

Nexus Dashboard Fabric Controller 12 allows you to dynamically enable the feature set and scale applications.
Choose Settings > Feature Management to choose the installer type and enable or disable few features on
the selected deployment.

When you launch Nexus Dashboard Fabric Controller for the first time from Cisco Nexus Dashboard, the
Feature Management screen appears. You can perform only Backup and Restore operations before you choose
the feature set.

On the Feature Management page, you can choose one of the following install modes:

• Fabric Discovery

• Fabric Controller

• SAN Controller

After you select a Feature Set, from the next login, Dashboard page opens when you launch Cisco Nexus
Dashboard Fabric Controller from Nexus Dashboard.

Choosing Feature Set
When you launch Cisco Nexus Dashboard Fabric Controller 12 for the first time, none of the feature set is
enabled. During this state, you can perform Backup and Restore to restore the DCNM 11.5(x) data on Nexus
Dashboard Fabric Controller 12. Nexus Dashboard Fabric Controller will read the data from the backup file
and select the installer type accordingly.

To deploy feature-set from Cisco Nexus Dashboard Fabric Controller Web UI perform the following steps:
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Procedure

Step 1 Choose Settings > Feature Management.
Step 2 Select a persona to view the default set of features.

For information about the features available in Cisco NDFC personas, see Features with each Persona, on
page 164.

Step 3 In the table below, select the check box against the feature name available with the feature set.
Step 4 Click Apply.

The feature-set will be deployed. The selected applications will be enabled. A message appears that the feature
set is installed, and you must refresh to take effect.

Step 5 Refresh the browser to deploy Nexus Dashboard Fabric Controller with the selected feature set and applications.

The left pane shows the features supported specifically with the deployed feature set.

Features with each Persona

SAN Controller

Performance Monitoring
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Enable this feature to monitor performance of fabrics in NDFC. See Configuring Performance for more
information.

SAN Insights

The SAN Insights feature enables you to configure, monitor, and view the flow analytics in fabrics. SAN
Insights features of SAN Controller enable you to visualize the health-related indicators in the interface so
that you can quickly identify issues in fabrics. See SAN Insights for more information.

Before you install or upgrade to SAN Controller Release 12.1.1e, ensure that you configure persistent IP
address on Cisco Nexus Dashboard.

Note

VMM Visualizer

Enable this feature to configure network visualization of Virtual Machines on fabrics. See Virtual Infrastructure
Manager, on page 153 for more information.

SAN Insights and VMM Visualizer features are not enabled after restore. You must choose check boxes on
Settings > Feature Management and click Save to enable these features after restore.

Note

Changing across Feature-Set
Nexus Dashboard Fabric Controller 12 allows you to switch from one feature set to another. Choose Settings
> Feature Management. Select the desired feature set and applications in the table below. Click Save &
Continue. Refresh the browser to begin using Cisco Nexus Dashboard Fabric Controller with the new feature
set and applications.

There are a few features/applications supported with specific deployments. When you change the feature set,
some of these features are not supported in the new deployment. The following table provides details about
the pre-requisites and criteria based on which you can change the feature set.

Table 19: Supported Switching between deployments

SAN ControllerFabric ControllerFabric DiscoveryFrom/To

Not supportedOnly monitor mode fabric
is supported in Fabric
Discovery deployment.
When you change the
feature set, the fabric can
be used in the Fabric
Controller deployment.

-Fabric Discovery

Not supportedIf you’re changing from
Easy Fabric to IPFM
fabric application, you
must delete the exiting
fabrics.

You must delete the
existing fabrics before
changing the fabric set.

Fabric Controller
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SAN ControllerFabric ControllerFabric DiscoveryFrom/To

-Not supportedNot supportedSAN Controller
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C H A P T E R 18
Credentials Management

• SAN Credentials Management, on page 167

SAN Credentials Management
Choose Settings > SAN Credentials Management to display the SNMP access details to the fabric seed
switch. If the user has validated the access to all the fabrics, the SNMP credentials for all the seed switches
of the fabrics is displayed.

The switch credentials window for the Cisco Nexus Dashboard Fabric Controller has the following fields:

DescriptionField

IP address of the switch.Seed Switch

Specifies the username of the Cisco Nexus Dashboard
Fabric Controller user.

Username

Displays the encrypted form of the switch SNMP user.Password

Specifies if the SNMP protocol is validated or not.SNMPv3/SSH

The default value is false.

Specifies the Authentication protocol.Auth/Privacy

The default value is NOT_SET.

Displays the status of the switch.Status

Before the Cisco Nexus Dashboard Fabric Controller user configures the fabric using SNMP, the user must
furnish and validate SNMP credentials on the seed switch of the fabric. If the user does not provide valid
credentials for the fabric seed switch, the Switch Credentials table shows the default values for SNMPv3/SSH
and AuthPrivacy fields.

The following table describes the action items, in the Actions menu drop-down list, that appear on Settings
> SAN Credentials Management.
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